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Abstract

Biosecurity in laboratory animal facilities supporting agricultural research is often viewed 
as a means of preventing the introduction, transmission, or release of infectious agents. 
These functions remain essential in facilities housing livestock, poultry, aquaculture species, 
and laboratory animal models used to investigate agricultural priorities. Such research 
supports the development and evaluation of veterinary medicines, diagnostic methods, feed 
and nutrition strategies, and interventions intended to improve animal health, food safety, 
and the management of agricultural environments. Biosecurity failures can therefore affect 
research animals and personnel, compromise experimental validity, and create pathways 
by which infectious agents or contaminated materials could reach other animal populations 
or the surrounding environment. Effective biosecurity requires a broader, system-based 
perspective. Laboratory animal facilities are complex operational environments in which 
animals, personnel, biological materials, equipment, facilities, infrastructure, information, 
and research activities are interdependent. Failure in one area can have consequences for 
animal health and welfare, worker safety, physical security, facility operations, and research 
quality and integrity. This manuscript presents an integrated framework for biosecurity in 
laboratory animal facilities that support agricultural research and distinguishes biosecurity 
from related concepts, including biosafety and biocontainment. The framework is orga-
nized into five interrelated domains: (1) biocontainment, (2) animal health, (3) worker 
safety (biosafety), (4) physical security, and (5) research quality and integrity. Across these 
domains, biosecurity involves identifying vulnerabilities, assessing risks and potential conse-
quences, implementing risk-based controls, monitoring their effectiveness, and responding 
appropriately when controls fail. Examples involving poultry and livestock research illus-
trate how the framework can be applied to animal procurement and quarantine, personnel 
and equipment movement, disease surveillance, waste and environmental management, 
and protection of research resources. This system-based approach integrates biosecurity 
into facility design and operations; animal procurement and movement; personnel practices; 
equipment management; animal health surveillance; emergency preparedness; training; 
incident response; and program oversight. It helps protect research animals and person-
nel, preserve valuable biological resources, minimize operational disruptions, and reduce 
preventable sources of experimental variability.
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1. Introduction
Laboratory animal facilities have traditionally managed biological risks through vet-

erinary preventive medicine, biosafety, occupational health, facility design, and effective 
research oversight. These functions are distinct and often managed by separate individuals 
or organizational units, each with specific responsibilities and expertise. This division 
of responsibilities is essential to ensure that risk management is informed by the knowl-
edge and skills of relevant subject matter experts. However, organizational separation can 
also create vulnerabilities, including information silos, communication gaps, and lapses in 
coordination that may undermine the effectiveness of the overall risk management process.

The contemporary laboratory animal facility is a complex operational environment 
in which animals may arrive from multiple commercial vendors, academic institutions, 
or other external sources; move among rooms, suites, and buildings; undergo procedures 
involving biological agents or other research hazards; and interact with shared equipment, 
other animal colonies, and personnel working across diverse roles and environments [1–3]. 
Individuals with access to animals may include animal care technicians, veterinarians, 
investigators, research staff, students, maintenance personnel, contractors, and visitors. 
The continuous movement of various species and ages of animals, supplies, equipment, bio-
logical samples, waste, and information throughout the facility introduces additional man-
agement challenges. Furthermore, critical building systems, including heating, ventilation, 
and air conditioning (HVAC), water, electrical power, access control, alarms, communica-
tions, and information systems, must be maintained to support appropriate environmental 
conditions, operational continuity, and effective risk management.

Under these circumstances, biosecurity cannot be reduced to a single barrier, procedure, 
or responsible department. Rather, it requires a comprehensive, integrated approach consis-
tent with the broader biological risk management framework outlined in the World Health 
Organization’s (WHO) 2024 publication, Laboratory Biosecurity Guidance [4]. The WHO 
defines laboratory biosecurity in terms of preventing the loss, theft, misuse, diversion, 
unauthorized access, and intentional or unintentional release of biological materials, as-
sociated technology, and relevant information throughout their life cycle. The guidance 
emphasizes consequence-driven risk assessment, institutional responsibility, attention to 
detail, emerging threats, information security, and preparedness for disruptive events.

Several of these same concepts are reflected in The Guide for the Care and Use of Laboratory 
Animals, 8th edition, which identifies disease prevention as an essential component of 
comprehensive veterinary care and biosecurity programs [5] (p. 109). The Guide defines 
animal biosecurity more specifically as the measures used to identify, contain, prevent, 
and eradicate infections that may cause disease, alter physiologic or behavioral responses, 
or otherwise compromise the suitability of laboratory animals for research. It also recognizes 
that preventive medicine contributes to research quality by maintaining healthy animals 
and minimizing non-protocol sources of variation.

Collectively, these widely accepted references establish biosecurity as a core component 
of laboratory animal facility management [6,7]. For the purposes of this review, the actions 
and institutional responsibilities associated with laboratory animal facility biosecurity are 
organized into five interconnected domains: (1) preventing the introduction, transmission, 
and escape of biological hazards; (2) protecting laboratory animal health and welfare; 
(3) protecting research personnel from occupational hazards; (4) safeguarding animals, 
biological materials, facilities, and operations from unauthorized access, loss, alteration, 
or misuse; and (5) preserving the quality, integrity, reproducibility, and interpretability of 
research data and results [6–9]. These objectives are not mutually exclusive, and a single 
biosecurity lapse can have consequences across multiple domains. For example, the in-
troduction of an infectious agent into a naïve animal colony may result in animal illness 
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or mortality, personnel exposure, research disruptions, and the need for euthanasia or 
depopulation. It may also compromise irreplaceable breeding lines and introduce uncon-
trolled experimental variation that negatively affects research outcomes [9–11]. Similarly, 
a physical-security breach involving an animal, sample, biological agent, or restricted area 
can compromise containment, animal welfare, personnel safety, institutional operations, 
and research continuity [7,8,12].

These considerations are particularly relevant to agricultural research, including stud-
ies involving livestock, poultry, aquaculture species, and other animals of agricultural 
importance, as well as laboratory animal models used to investigate agricultural priorities 
such as infectious diseases, food safety, nutrition, reproduction, and animal health. The in-
troduction or transmission of infectious agents, disruption of breeding programs, or loss 
of valuable genetic resources can affect animal health and welfare, research continuity, 
data integrity, and broader agricultural objectives. An integrated, risk-based biosecurity 
framework can help institutions identify vulnerabilities, coordinate responsibilities across 
functional areas, and implement proportionate measures to protect animal populations, 
personnel, research resources, and operational continuity. These measures are intended to 
protect laboratory animals from infectious diseases and their causative agents, prevent the 
transmission of these diseases to facility personnel and others, and minimize the risk of 
introducing infectious agents into the agricultural animal populations targeted by research.

Laboratory animal biosecurity has direct relevance to the agricultural sector because 
research facilities may house the target species themselves or use established animal models 
as surrogates to investigate problems affecting food-animal production. Examples include 
studies of infectious diseases in cattle, swine, poultry, and farmed fish; evaluation of vac-
cines, antimicrobials, antiparasitic drugs, and other veterinary medicines; development 
of diagnostic tests; and studies focused on nutrition, reproduction, and animal welfare. 
Research may also evaluate interventions applied to animals or their environments, such as 
water and housing sanitation, manure management, vector control, and other measures 
intended to reduce pathogen exposure. These activities connect laboratory biosecurity 
with animal agriculture, veterinary product development, food safety, and environmental 
management. Accordingly, the framework described here is intended not only for conven-
tional laboratory animal facilities but also for research and diagnostic settings in which 
agricultural species, their products and biological materials, or laboratory models relevant 
to agricultural health are handled [2,3,13].

To make this cross-sector application explicit, the framework considers the movement 
of agricultural species and materials between farms, suppliers, research facilities, diagnostic 
laboratories, and other destinations. Biosecurity planning in these settings must account 
for the health status and source of animals, the potential consequences of introducing or 
releasing an infectious agent, the protection of personnel, and the possibility that research 
activities or contaminated waste could affect other animal populations or the environment. 
The same principles apply when laboratory rodents or other models are used to investigate 
diseases, treatments, or biological processes relevant to livestock and poultry: unintended 
infection or environmental variation can undermine the validity of findings intended to 
inform agricultural practice.

The purpose of this manuscript is to describe a practical, integrated framework for 
incorporating essential biosecurity into routine laboratory animal facility management and 
operations in support of agricultural research. It presents a narrative, practice-oriented 
review of the literature, regulatory requirements, and authoritative guidance relevant to 
laboratory animal facility biosecurity and program management. Principal information 
sources included peer-reviewed journal articles and scholarly books addressing laboratory 
animal medicine, animal agriculture, biosafety, and biosecurity. Authoritative national 
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and international guidance include the Guide for the Care and Use of Laboratory Animals, 
World Health Organization guidance, World Organisation for Animal Health standards, 
the Biosafety in Microbiological and Biomedical Laboratories, and FELASA-AALAS recommenda-
tions, and relevant regulatory and policy documents. The cited publications and guidance 
span approximately 1995-2026, with foundational sources retained where they remain rele-
vant and more recent guidance incorporated where available. This review did not follow 
PRISMA guidelines for systematically searching the relevant literature. The objective was 
to develop practical guidelines for assessing and implementing biosecurity measures for 
laboratory animals used in agricultural research programs. Sources cited throughout this 
manuscript were selected based on their relevance, credibility, and contribution to the topic, 
with emphasis on peer-reviewed publications in leading scientific journals by recognized 
subject-matter experts, technical reports, and government regulations. The conceptual 
frameworks and recommendations were developed through synthesis of these sources and 
integration of the authors’ professional experience in veterinary medicine, animal research 
oversight, biosafety, biosecurity, and institutional program assessment. This approach 
was intended to integrate published evidence and established guidance with practical 
considerations for implementing effective biosecurity programs.

2. Biosecurity as a System-Based Biological Risk Management Function
Biosafety, biocontainment, and biosecurity in laboratory animal facilities are closely 

related but distinct concepts. Biosafety focuses on preventing unintentional exposure to 
biological hazards of workers and others, while biocontainment refers to the combination of 
practices, safety equipment, and facility features used to control biological hazards and pre-
vent their accidental release [14,15]. Biosecurity has long been used in animal agriculture to 
describe husbandry and management practices designed to minimize the risk of introduc-
ing, establishing, and spreading diseases, infections, and infestations, as well as exposing 
animals to other harmful elements [13]. More recently, the term has expanded to encompass 
measures intended to prevent the loss, theft, misuse, unauthorized access, diversion, or 
intentional or inadvertent release of biological materials and related information [4,6,16].

Although these distinctions help clarify roles and responsibilities, they should not 
result in operational silos that compromise the effectiveness of biological risk management. 
The inter-relationship of biosafety, biosecurity, animal health, and occupational health re-
quires coordinated institutional oversight and consistent implementation of controls [7,14]. 
For example, a locked animal room may provide an important physical-security barrier 
but do little to prevent pathogen transmission if personnel move between rooms without 
following approved traffic patterns, using appropriate personal protective equipment (PPE), 
practicing effective sanitation, or applying validated equipment-decontamination proce-
dures [14,17]. Similarly, technically appropriate containment systems may be undermined 
by inadequate access controls that permit unauthorized individuals to enter restricted 
areas [8,12].

The overarching objective should be to establish a coordinated, system-based biological 
risk management program in which containment, security, occupational health, animal 
health, veterinary care, and facility operations function as interconnected and mutually 
reinforcing components [4,7,14,15].

The five-domain approach presented in this manuscript is intended as an integrated 
management framework for identifying, assessing, and coordinating the risks associated 
with laboratory anima facility operations. It does not formally redefine laboratory biosecu-
rity or replace existing biosafety, biosecurity, biocontainment, occupational health, animal 
health, or institutional risk management frameworks. Instead, it brings these complemen-
tary functions together within a practical structure that recognizes their interdependence 
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and the potential consequences of gaps in coordination. The five domains provide an orga-
nizational approach for evaluating how decisions and controls in one area may affect the 
others, supporting more comprehensive risk assessment, institutional oversight, and con-
tinuous improvement.

Risk-based management

The required level of biosecurity control depends on the nature of the hazards encoun-
tered in a research environment and associated risks. The WHO emphasizes consequence-
driven risk assessment as a central component of biological risk management [4], helping 
institutions prioritize resources to address significant vulnerabilities rather than imposing 
administrative requirements that may increase burden without improving risk mitigation. 
Risk-based controls should consider animal species, age, sex, strain, physiologic state, health 
status, genetic background, and colony size; research activities and locations; potential 
consequences of biosecurity failures; facility design; and vulnerabilities associated with 
the movement of personnel, animals, equipment, materials, and information [4,13,15]. 
This approach involves identifying assets to be protected, potential hazards and threats, 
and pathways of exposure or access; evaluating existing vulnerabilities and controls; assess-
ing potential risks; and identifying, implementing, and evaluating appropriate mitigation 
measures. The potential consequences of control failures and the need for additional or 
revised measures should also be considered [4,15]. Ongoing monitoring is essential to 
verify control effectiveness, maintain preparedness, and identify circumstances that warrant 
reassessment [4,14,15].

System approach

A laboratory animal facility is an interconnected system of animals, personnel, biologi-
cal materials, equipment, facilities, information, and research activities in which changes to 
one component may affect risks in others. This perspective is consistent with contemporary 
biorisk management approaches that emphasize risk assessment and coordinated controls 
rather than reliance on prescriptive lists of requirements [4,14,15]. For example, introducing 
animals from an external source has implications for animal health, facility management, 
research quality, and occupational health [17,18]. Similarly, moving equipment between 
rooms, such as cage-changing stations, anesthesia systems, transport carts, surgical instru-
ments, or imaging devices, may introduce opportunities for transmitting infectious agents, 
allergens, contaminants, or biological materials [14,17].

Consider a research facility evaluating a vaccine in broiler chickens. Although the 
study may be designed around a defined vaccine outcome, its biosecurity depends on 
coordinated decisions across all five domains. Before arrival, the source flock, health history, 
transport arrangements, and diagnostic information guide animal-health decisions and the 
need for quarantine or additional testing. Those same decisions influence biocontainment 
measures, including separation from other poultry or animal populations, room assignment, 
traffic flow, and procedures for receiving and handling birds. If an infectious agent is used 
as part of the study, the agent-specific risk assessment also informs containment, work 
practices, waste handling, and emergency procedures.

These controls are interdependent rather than sequential or independent. For example, 
an unexpected increase in morbidity may prompt veterinary investigation and diagnostic 
testing (animal health), temporary movement restrictions and enhanced separation (biocon-
tainment), review of potential staff exposures and appropriate medical follow-up (worker 
safety), restricted access to the affected room and accountability for samples or biological 
materials (physical security), and an assessment of whether the event or resulting treatment 
changes affect study endpoints or data interpretation (research integrity). The investigation 
may also identify a need to revise staff training, cleaning procedures, animal-source criteria, 
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or the study design. Conversely, a change in staffing, room use, equipment, or animal source 
may require reassessment across several domains before the change is implemented.

This example is intended to demonstrate how the framework can be applied, not to 
prescribe a universal set of controls. The specific measures required will depend on the 
species and source of animals, the vaccine and any challenge agent used, the study objectives, 
facility design, applicable regulatory requirements, and the potential consequences of 
an incident. The practical value of the framework lies in requiring the research team and 
institutional stakeholders to consider how a decision in one domain affects the others and 
to establish clear communication and shared responsibility at those interfaces.

In agricultural research, the same system perspective is important when animals or 
equipment move between a research unit and farm environments. For example, a study 
involving poultry or swine may require controls for animal-source verification, transport 
vehicles, personnel movement, reusable equipment, feed and water, and the handling of 
litter or manure. A failure involving a shared vehicle or inadequately cleaned equipment 
could connect otherwise separate animal groups, or a failure in waste handling could 
extend the consequences beyond the animal room. Where studies evaluate environmental 
interventions, including sanitation or vector-control measures, the assessment should also 
consider chemical handling, environmental release, and effects on non-target organisms as 
appropriate to the study.

This system-based perspective also aligns with the institutional animal care and use 
program, which integrates veterinary care, animal husbandry, personnel management, 
occupational health and safety, oversight body (e.g., (Institutional Animal Care and Use 
Committee or IACUC in the U.S.), and facility design and management [5] (p. 13), [14,15].

Preventing introduction

Biosecurity interventions often begin before any animals or biological materials enter 
the facility. Animal procurement should therefore be considered an integral component 
of the biosecurity program rather than a purely administrative transaction. The Guide 
identifies quarantine, stabilization, and separation by species, source, and health status 
as key elements of preventive medicine and animal biosecurity [5] (pp. 109–112), [18]. 
Procurement decisions should consider animal source and health status; supplier qual-
ifications and reliability; the availability and interpretation of health-monitoring data; 
transportation conditions and chain of custody; and quarantine, acclimation, or stabilization 
requirements [10,18]. Additional factors include separation by source, species, health sta-
tus, or intended use; diagnostic testing if indicated; procedures for addressing unexpected 
health findings or incomplete documentation; and communication between investigators, 
veterinary staff, procurement personnel, and facility management prior to shipment [5] 
(pp. 106, 109–112), [18].

Similar principles apply to biological materials. Receiving procedures should define 
authorized personnel, requirements for package and material identification and documen-
tation, approved storage locations, necessary approvals, and conditions for introducing 
materials into animal areas [4,14]. Procedures should also accommodate routine deliveries, 
urgent shipments, after-hours receipt, and unusual materials to ensure consistent handling 
without relying on impromptu decision-making [4,15].

Preventing transmission

When biological or chemical hazards are present, facility operations should minimize 
opportunities for their unintended transfer between animals, rooms, and other areas. Con-
taminated fomites and equipment can serve as important routes of transfer. Shared imaging 
systems, surgical instruments, anesthesia equipment, cage-changing equipment, transport 
carts, cleaning supplies, maintenance tools, and other mobile items may transfer biological 

https://doi.org/10.3390/agriculture16212445

https://doi.org/10.3390/agriculture16212445


Agriculture 2026, 16, 2445 7 of 20

agents or chemical contaminants between areas, including those intended to remain sep-
arated [14,17]. Other potential vehicles or sources of cross-contamination include cages, 
racks, transport containers, bedding, feed, water, enrichment materials, biological samples, 
waste, carcasses, aerosols, contaminated surfaces, and pests. Policies should clearly specify 
when equipment and supplies may be shared or must be dedicated, the circumstances and 
methods for cleaning and decontamination, applicable validation procedures, documenta-
tion procedures, and responsibility for ensuring that required procedures are completed 
before items are reused or transferred between areas [14,15].

Personnel movement warrants particular attention because individuals may move 
rapidly between rooms, species, health-status groups, and research activities. Appropriate 
work sequencing, room-specific attire, PPE, hand hygiene, equipment management, and task-
specific procedures can reduce the risk of mechanically transferring agents between animal 
populations [14,17,18].

Preventing containment breaches

Containment is not limited to the room in which an animal is housed, as animals, per-
sonnel, equipment, samples, and waste move throughout and beyond the facility. Effective 
containment therefore requires procedures for animal and biological material transport; 
waste collection, treatment, and disposal; carcass handling; and cleaning, disinfection, 
and decontamination. It also requires consideration of equipment movement for mainte-
nance or repair; facility access and egress, including emergency exits; ventilation and air 
pressure differential relationships; plumbing and drainage; construction and renovation; 
contractor and service personnel access; and emergency response and evacuation [1,2,14].

Containment must also be maintained during abnormal conditions and facility dis-
ruptions. The Biosafety in Microbiological and Biomedical Laboratories, 6th edition emphasizes 
integrating work practices, safety equipment, and facility design according to the risks 
posed by the agent and activity [19] (pp. 24–31). Accordingly, emergency plans should 
address the potential effects of power or HVAC failures, flooding, fire, severe weather, 
construction, equipment malfunctions, and other disruptions on containment, and identify 
measures to mitigate resulting risks [4,14,15,19] (pp. 174–175).

3. Biosecurity and Animal Health
In laboratory animal programs, biosecurity is integral to preventive medicine. The goal 

is to prevent disease-causing agents from entering animal populations, limit their spread 
if introduced, detect problems early, and minimize impacts on animal welfare and re-
search [20–22]. An effective program may include animal-source qualification; quarantine, 
acclimation, and stabilization protocols; health surveillance and diagnostic testing; envi-
ronmental monitoring; risk- and species-dependent sentinel or soiled-bedding programs, 
where appropriate; vaccination when scientifically and clinically indicated; integrated pest 
management; sanitation and disinfection; colony management; and defined response to 
suspected or confirmed disease [20–22]. Clear processes for reporting clinical observations, 
unexpected mortality, diagnostic findings, and research concerns are also essential [21,22]. 
The Guide emphasizes that preventive medicine enhances research value by maintaining 
healthy animal populations and minimizing disease- and infection-related sources of non-
protocol variation [5] (p. 109), [20,23].

Protecting animals from unintended biological exposures

Laboratory animals may vary in susceptibility to infectious disease based on genetic 
background, age, microbiologic and immunologic status, experimental manipulation, hous-
ing density, physiologic condition, and environmental factors [20,23]. An agent that causes 
minimal clinical disease in one population may have substantial effects in another [23,24]. 
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Biosecurity therefore protects not only animal health and welfare but also research integrity, 
as subclinical infections and unintended biological exposures can alter immune function, 
metabolism, behavior, physiology, reproduction, tumor development, and responses to 
experimental interventions, potentially confounding study outcomes [20,21,23]. Health-
monitoring programs should be designed to detect both clinical disease and inapparent 
infections with potential scientific significance [20,21]. The key consideration is not simply 
whether an agent causes visible illness, but whether it may affect animal welfare, research 
validity, personnel safety, or colony management [20,22,23].

Biosecurity failures and animal welfare

Although biosecurity is primarily regarded as a facility management or biosafety 
function, lapses can also have direct and serious consequences on veterinary care and 
the responsible stewardship of research animals [21,22]. Colony outbreaks and other fail-
ures can create significant animal-welfare challenges when preventable diseases result in 
morbidity, mortality, pain, distress, treatment, extended monitoring, reproductive loss, 
or euthanasia [22–24]. This is especially frustrating when the initiating failure involves pro-
cedural deviations, inadequate equipment decontamination, ineffective movement controls, 
construction-related contamination, or deficiencies in facility management [20,21].

Consider a research facility evaluating a vaccine, antimicrobial, or other veterinary 
intervention intended to improve health in broiler chickens or young cattle. Before animals 
arrive, the institution would assess the source flock or herd, available health records, trans-
port arrangements, and the need for quarantine or diagnostic testing. During the study, 
animal-room assignments, work sequencing, dedicated or appropriately decontaminated 
equipment, PPE, and personnel access would be selected according to the pathogens under 
investigation and the health status of the animals. Surveillance would include timely re-
porting of clinical signs, unexpected mortality, and relevant diagnostic findings. Plans for 
litter, bedding, manure, carcasses, wastewater, and other potentially contaminated materials 
would address treatment and disposal before these materials leave controlled areas. These 
measures protect study animals and staff while reducing the risk that infectious agents or 
contaminated materials are transferred to other research groups, nearby animal populations, 
or the environment. The same assessment would consider the integrity and security of 
vaccine stocks, isolates, samples, and study data. This example is illustrative rather than 
a prescribed protocol. The specific controls would depend on the species, agent, study 
design, facility, applicable requirements, and consequences of a failure [2,3,13].

4. Biosecurity and Worker Safety
Protecting animals and personnel often relies on shared controls, including quaran-

tine, health surveillance, appropriate containment, sanitation, PPE, training, controlled 
movement, and exposure-response procedures [7,25,26]. Occupational health should be 
integrated with facility biosecurity rather than managed as a separate function [7,25]. Risk 
assessments should consider potential exposure to zoonotic pathogens, infectious research 
agents, allergens, animal bites and scratches, sharps, contaminated surfaces and equipment, 
aerosols, and animal waste [25,27–29] (Table 1). They should also address chemical haz-
ards associated with cleaning, disinfection, anesthesia, and research procedures, as well as 
ergonomic and physical hazards related to animal care and containment practices [25,27,30].

Personnel practices

Personnel should receive training tailored to their roles and associated risks [25,26]. 
Training should explain not only required procedures but also their purpose, how they 
reduce risk, and how to respond when standard procedures cannot be followed [7,26]. 
Competency-based training is particularly important for activities with direct biosecurity 
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implications, including animal-room entry and exit, PPE use, cage handling and changing, 
equipment cleaning and decontamination, waste handling, animal transport, spill response, 
sharps safety, response to unexpected illness or mortality, and reporting of incidents, expo-
sures, and near misses [25,26]. Training records and completed online modules document 
participation but do not necessarily demonstrate proficiency. For higher-risk activities, 
practical competency assessments, periodic observation, corrective coaching, and retraining 
provide stronger assurance that procedures are performed correctly [25,26].

Table 1. Biosecurity risk assessment framework. A practical biosecurity risk assessment framework 
for research involving laboratory animals can be organized around seven basic questions.

Question Considerations

What is the asset?

Personnel, animals (unique colonies), 
biological materials, research samples and 
data, facilities, specialized equipment, 
other critical resources, institutional 
reputation, or public trust

What hazard(s) could compromise 
the asset?

Natural disasters, technology disruptions, 
building or infrastructure failure, 
equipment malfunction, human error, 
contamination, infectious agents, 
unauthorized access, or deliberate acts

What vulnerabilities exist?

Facility design, personnel and equipment 
movement patterns, procedures, training 
deficiencies, equipment-sharing practices, 
ineffective access controls, communication 
gaps, or organization-specific liabilities

What would be the consequences of 
hazard exposure?

Occupational exposures, personnel 
injuries/illnesses, animal morbidity or 
mortality, environmental release of 
biological material, loss of research 
resources, interruption of operations, 
or compromised data

What controls have already 
been implemented?

Engineering controls, administrative 
procedures, PPE, surveillance programs, 
access controls, inventories, maintenance 
systems, emergency plans, reliability 
assessments, and training programs

Are there any gaps in control strategies?

Technical capacity, implementation 
practices, staff knowledge and competency, 
resource availability, monitoring processes, 
and demonstrated effectiveness (e.g., 
through drills, incident reviews, 
and corrective actions)

What changes would trigger 
a reassessment?

Changes in animal species, vendors, staff, 
facilities, equipment, institutional 
procedures, movement patterns, 
or hazards; report of a near miss, incident, 
or exposure

Note: This risk assessment framework was developed to support a systematic, facility-level evaluation 
of biosecurity vulnerabilities. It synthesizes established risk assessment principles and adapts them to 
the interconnected biological, operational, occupational, and security risks encountered in laboratory 
animal facilities.
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Personnel movement

Personnel movement is a key component of facility biosecurity, as individuals can 
serve as mechanical vectors for infectious agents and inadvertently transfer allergens, con-
taminants, or biological materials between rooms or animal populations [7,25]. Biosecurity 
programs should define authorized access to specific areas, work sequences among colonies 
or health-status groups, requirements for dedicated clothing and room-specific PPE, hand 
hygiene, and movement restrictions based on animal health status [25,26]. They should 
also address movement between species, barrier units, containment areas, and conventional 
or specific-pathogen-free colonies, as well as access by maintenance personnel, contrac-
tors, and visitors and procedures for unexpected entry into restricted areas [7,25]. Traffic 
patterns should be practical and consistently implemented, with procedures designed to 
minimize unnecessary complexity and supported by appropriate facility design, adequate 
supplies, supervision, and leadership expectations [7,25].

Occupational health response

Biosecurity planning should also address responses to exposures or suspected ex-
posures, injuries, bites, scratches, spills, and other incidents [25,26]. Personnel should 
understand how to report an event, whom to contact, what immediate first aid is appropri-
ate, where to obtain medical evaluation, and what information to provide to employees, 
emergency response team members, and healthcare providers [25]. Procedures should 
also ensure access to relevant information about animals, biological agents, research proce-
dures, and potential exposures; define required follow-up; and establish how corrective 
actions will be evaluated and communicated to institutional management and affected 
personnel [25,27]. Effective incident response requires coordination among animal facil-
ity staff, occupational health, biosafety, veterinary care, environmental health and safety, 
and emergency management [7,25,31,32].

5. Biosecurity and Physical Security
Physical security is an integral component of laboratory biosecurity in animal facil-

ities [6,8,12]. Planning should address who is authorized to enter; what they can access, 
introduce, remove, or modify; how access is approved and documented; how unauthorized 
activity is detected; and how the institution will respond to failures of access control [8,33]. 
The Guide identifies security and access control as important considerations in laboratory 
animal facility design and operation [5] (p. 151). Security measures should be site-specific 
and proportionate to the animals, biological materials, research activities, institutional 
context, and potential consequences of unauthorized access or loss [6,12].

Access control

Access controls should differentiate between general facility entry and access to re-
stricted rooms, colonies, agents, records, equipment, or materials [8,33]. Depending on the 
risk profile, measures may include key or electronic access systems; restricted-area signage; 
visitor logs; escort requirements; surveillance and alarm systems; periodic access reviews 
and recertification; and defined procedures for granting, modifying, suspending, and termi-
nating access [5] (pp. 151–152), [8,12]. Additional provisions should address after-hours 
entry, lost keys or compromised credentials, and access system failures [8]. Effective access 
control depends on clear procedures and timely communication. Delays in revoking access 
following staff departures, completion of research, or changes in responsibilities can create 
unnecessary risks [12,33]. On the other hand, overly restrictive or impractical requirements 
can also encourage workarounds that can undermine security safeguards [12,34].
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Animal and biological-material security

Inventory accountability, personnel procedures, information security, and incident 
response are equally important components of an overall security program. Certain animal 
colonies represent significant scientific, financial, and institutional investments. Genetically 
modified animals, unique breeding lines, nonhuman primates, specialized disease models, 
immunocompromised colonies, and animals used in high-consequence research may require 
enhanced security measures [8,34]. Similar considerations apply to biological materials, 
specimens, tissues, cell lines, pathogens, genetically modified materials, and irreplaceable 
research samples [6,33]. Inventory and identification system support security, animal 
welfare, research continuity, and scientific integrity by ensuring accountability for the 
location, movement, use, and disposition of animals and materials [6,33].

Emergency security

Security planning should address disruptions to normal operations, including power 
or electronic access system failures, fire alarms and evacuations, severe weather, flooding, 
civil disturbances, construction or renovation, building-system failures, communication 
outages, and periods of reduced staffing or restricted institutional access [33,35]. The WHO’s 
2024 guidance identifies natural disasters, conflict, and civil unrest as potential threats to 
biological security [4]. In animal facilities, emergency plans should address not only the 
safety of occupants and facility security but also continuity of animal care, maintenance 
of containment, protection of critical colonies, access to essential supplies, and timely 
communication with responsible personnel [34–36].

6. Biosecurity and Research Quality and Integrity
An often-overlooked consequence of inadequate biosecurity is the negative impact on 

research quality. Laboratory animals are complex biological systems whose physiologic 
state is influenced by infectious status, microbiome composition, genetics, environment, 
housing, husbandry, stress, diet, and numerous other factors [9,23,37]. Disease, inapparent 
infection, or unintended changes in biologic status can introduce uncontrolled variation and 
confound experimental results [20,23,24]. The Guide explicitly links preventive medicine 
and biosecurity to research value, emphasizing that maintaining healthy animals and 
minimizing non-protocol sources of variation contribute to research quality [5] (p. 109).

Experimental variability

Research outcomes may be influenced by a range of environmental and operational 
factors, including exposure to chemicals, biological agents, and other potentially confound-
ing substances (e.g., test articles, pharmaceutical compounds), as well as stress associated 
with handling, housing, husbandry, and experimental procedures. Increasing evidence 
demonstrates relationships among infectious agents, microbiome composition, phenotype, 
and reproducibility [23,24,38]. Microbiome variation, for example, can influence exper-
imental phenotypes and contribute to differences among studies conducted at different 
facilities or using animals from different sources [37,38]. However, greater standardization 
is not always preferable. Depending on the research question, biological variation may be 
necessary to improve generalizability [37,39]. Relevant biological variables should therefore 
be identified, characterized, documented, and appropriately managed [9,40]. Biosecurity 
supports research rigor by reducing the risk of unintended biological variation and doc-
umenting the biological conditions under which studies are conducted. Its purpose is 
not to guarantee reproducibility by eliminating all variation, but to distinguish intentional 
experimental variation from unrecognized and uncontrolled sources [37,41].
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Loss of research resources

Biosecurity failures can result in the loss of breeding colonies, experimental animals, 
samples, or biological materials; interruption or delay of research; additional animal use; 
increased operational costs; and loss of valuable or irreplaceable research resources [23,24]. 
Depending on the nature and extent of the incident, these disruptions may also delay 
publications, grant deliverables, and product-development milestones and may require 
investigators to reassess the validity and interpretation of previously collected data. The con-
sequences can extend well beyond the immediate disease event or security breach. In some 
cases, the loss of unique genetic lines, long-term longitudinal cohorts, or specialized animal 
models may be irreversible.

Research integrity

Biosecurity also requires effective information management. Records should document 
animal health status and movement; biological-material transfers; source and receipt dates; 
exposures, incidents and near misses; corrective actions; relevant decontamination and main-
tenance activities; environmental and facility conditions; and access to restricted areas or 
materials [9,20,40]. Accurate, comprehensive records support disease investigations, regu-
latory reviews, incident response, research interpretation, and scientific transparency [9,20]. 
They may also help identify whether unexpected research outcomes are associated with 
animal health, environmental, procedural, or other biological factors [23,41].

7. Integrating Biosecurity into Facility Management
An effective biosecurity program requires clear accountability and coordination among 

institutional functions, including the attending veterinarian, animal facility managers and 
staff, occupational health, the IACUC, Institutional Biosafety Committee (IBC), environ-
mental health and safety, physical security, facilities and engineering, investigators, and in-
stitutional leadership [7,25]. Each entity should understand its specific responsibilities, 
authority, and limitations; when consultation is necessary; and how concerns are communi-
cated and escalated [5] (pp. 13–15, 23–25), [25].

Written policies and procedures

Written protocols should address activities with significant biosecurity implications, 
including animal procurement, quarantine and stabilization, animal and personnel move-
ment, equipment transfer, cleaning and disinfection, waste management, biological-material 
transfer, visitor and contractor access, incident reporting, emergency response, facility ac-
cess and termination, maintenance and construction, and responses to animal-health con-
cerns [25,26]. Generally, procedures should provide sufficient detail to support consistent 
implementation while allowing flexibility for risk-based decisions [7,25]. Overly general 
policies may provide inadequate guidance, while excessively rigid requirements may be 
impractical or contribute to noncompliance under unusual circumstances.

Training and competency

Training should involve more than the completion of required courses to ensure per-
sonnel understand the hazards associated with their work; the controls intended to mitigate 
those risks; the rationale for those controls; how to respond when controls fail or cannot 
be followed; and when and how to report incidents, deviations, or near misses [25,26,30]. 
For higher-risk activities, demonstrated competency provides greater assurance than atten-
dance records alone [25,26]. Ongoing observation, feedback, and periodic reassessment can 
be effective tools for identifying practical barriers that may not be apparent from written 
procedures or training records [25,26].
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Monitoring and surveillance

A biosecurity program should include mechanisms to assess whether controls are 
functioning as intended and achieving their objectives [25,27]. Relevant indicators should 
be selected based on the program’s risk profile, objectives, and available resources and 
may include animal-health trends; unexpected morbidity or mortality; diagnostic find-
ings; contamination events; personnel exposures; access violations; equipment failures; 
procedural deviations; incident reports and near misses; corrective action completion and 
effectiveness; training and competency outcomes; and audit findings [20,24,25]. Trend 
analysis can reveal recurring vulnerabilities that may not be evident from individual events. 
For example, repeated failures to disinfect shared equipment may reflect inadequate train-
ing, unclear accountability, impractical workflows, insufficient equipment, poorly located 
supplies, or design deficiencies rather than isolated personnel noncompliance [7,25].

Auditing and continuous improvement

Routine facility inspections and program reviews can identify vulnerabilities before 
they lead to significant incidents [5] (pp. 24–25), [25]. Audits should assess not only 
whether policies are in place, but also verify they are understood, practical, consistently 
implemented, adequately resourced, monitored, and effective [25,27]. Near misses warrant 
particular attention because events that cause no immediate harm may still reveal signifi-
cant vulnerabilities. Examples include a cart entering the wrong corridor, a temporarily 
unsecured room, a missed PPE change, an undocumented equipment transfer, or an unex-
pected animal-health finding. Such events can provide valuable insight into weaknesses 
in the overall system. Risk assessments should be reviewed whenever changes may affect 
research hazards, biosecurity, biocontainment, animal health, personnel safety, or research 
integrity [25,27]. These changes may involve animal species, strains, or health status; re-
search agents or procedures; animal sources; facility design or construction; equipment; 
personnel or staffing patterns; movement of animals, materials, or equipment; health-
monitoring programs; emergency plans; or institutional operations and access controls [5] 
(pp. 18–19), [25].

Program congruency

An effective biosecurity program depends on careful coordination among various 
institutional functions and units [7,25]. This concept is frequently referred to as program 
congruency and involves the alignment of policies, responsibilities, risk assessments, and 
operational practices across institutional functions. For example, a research project involving 
an infectious agent in laboratory animals requires the attending veterinarian’s oversight 
of animal health and welfare, the biosafety officer’s recommendations for containment, 
occupational health’s guidance on employee exposure monitoring, the IBC’s assessment of 
biological risks, the IACUC’s review of the proposed use of animals, facilities personnel’s 
management of building systems and maintenance, and security’s control of access and 
physical protection. Each role is essential; however, significant vulnerabilities may arise at 
the interfaces between functions [5] (pp. 13–24, 105–123, 153–156), [25].

Processes should be clearly defined for decisions such as whether incoming animals 
require quarantine or additional testing; how changes in animal sources are assessed; when 
disease events warrant research interruption; how potential occupational exposures are eval-
uated; who authorizes the movement of contaminated equipment; how physical-security 
implications are addressed; when incidents require notification of oversight bodies, institu-
tional leadership, funding agencies, or regulators; and who ensures corrective actions are 
completed and evaluated for effectiveness [5] (pp. 17–20, 24–25, 109–113, 151–152), [25,26]. 
Clearly defined responsibilities and communication pathways help prevent critical tasks 
from being overlooked between organizational functions [25].
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Fostering a biosecurity culture

A mature biosecurity program requires more than written policies and technical con-
trols. Its success depends on an organizational culture in which biosecurity is recognized 
as a shared priority and responsibility [7,25]. The WHO similarly identifies institutional 
governance, personnel competency, risk-based management, and organizational culture 
as essential components of effective biological risk management [4,15]. Table 2 presents 
a framework for integrating biosecurity into facility planning and renovation, incident in-
vestigations, IACUC or IBC reviews, protocol development, routine inspections, emergency 
planning, and institutional program assessments.

Table 2. Assessing biosecurity effectiveness in laboratory animal facilities. A useful approach for 
assessing biosecurity effectiveness in laboratory animal facilities is to evaluate the five domains 
simultaneously. Identified risks should be prioritized according to their likelihood and potential 
consequences, considering existing controls and the extent to which those controls reduce risk. 
Following implementation, control effectiveness should be evaluated through appropriate monitoring, 
verification, incident reporting, and periodic program review. The following framework provides 
a structure for organizing these assessments and identifying opportunities for improvement.

Domain Key Management Question Examples of Controls

Biocontainment Can biological hazards enter, 
spread, or escape?

Quarantine, segregation, 
containment procedures, 
strategic ventilation and 
directional airflow, equip-
ment decontamination, 
waste management

Animal health

Are animals protected from 
preventable disease 
and unintended 
biological exposures?

Health monitoring, 
diagnostics, preven-
tive medicine, 
sanitation, integrated 
pest management

Worker safety
Are personnel protected from 
relevant biological and 
animal-associated hazards?

Occupational health, PPE, 
training, exposure 
response, safe 
work practices

Physical security

Are animals, biological 
materials, and facilities 
protected from unauthorized 
access, loss, or alteration?

Access control, inventories, 
visitor management, alarm 
systems, access reviews

Research integrity

Could biological or 
environmental variables 
compromise experimental 
validity or reproducibility?

Health-status monitoring, 
environmental controls, 
documentation, incident 
investigation, self-
reporting, audits

Note: This framework was developed by the authors to integrate key biosecurity considerations into 
routine laboratory animal facility management.

Integrating biosecurity into facility management

The five-domain framework can also guide facilities in prioritizing identified vulnera-
bilities and evaluating the effectiveness of implemented controls. For example, in the broiler 
vaccine evaluation trial illustrated in Figure 1, the introduction of an infectious agent from 
an inadequately characterized source flock could have consequences for animal health, 
personnel safety, containment, and research validity. A facility might prioritize this vulner-
ability based on the likelihood of exposure and the potential severity of its consequences, 
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considering existing controls and any remaining gaps. Measures could include supplier 
qualification, review of flock health records, diagnostic testing, quarantine, and separation 
from other poultry populations. The effectiveness of these controls could subsequently be 
evaluated through verification of source documentation, quarantine compliance, diagnostic 
results, animal-health surveillance, incident and near-miss reporting, and periodic review 
of procedures and corrective actions. If monitoring identifies unexpected health findings 
or repeated procedural deviations, the facility should reassess the original risk evaluation 
and modify controls as necessary. This process illustrates how risk prioritization, control 
implementation, and effectiveness assessment should operate as a continuous cycle rather 
than as separate activities.

Figure 1. Conceptual illustration of the interrelationships among five biosecurity domains in an 
illustrative broiler vaccine evaluation trial. The arrows indicate that each domain can influence, and 
be influenced by, the others; they do not represent a prescribed sequence of actions.

Reporting systems should promote learning and prevention rather than blame. A puni-
tive culture may discourage early reporting and limit opportunities to identify and address 
procedural weaknesses before serious incidents occur. Personnel should be empowered 
to freely report unexpected animal-health findings, contamination concerns, procedural 
deviations, equipment failures, access concerns, exposures, near misses, and any other 
barriers to compliance. Accountability remains essential, particularly if there are concerns 
that critical controls will be intentionally or repeatedly disregarded. Leadership plays a crit-
ical role in fostering this culture. Written policies have limited impact if workers perceive 
that production demands, timelines, convenience, or cost consistently have precedence 
over animal health, personnel safety, containment, and research integrity. However, when 
leaders consistently reinforce these priorities as integral to operational success, biosecurity 
becomes embedded in everyday decision-making [4,7,15,25].

8. Discussion
Biosecurity in laboratory animal facilities is a multidimensional management respon-

sibility that extends beyond containment laboratories. Biological risks associated with 
animal research are closely linked to animal health, personnel safety, physical security, 
facility operations, and scientific validity [1,6,25]. The Guide provides a foundation for 
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this integrated approach by linking biosecurity and preventive medicine with animal well-
being and research value [5] (p. 109). However, significant vulnerabilities may arise at 
the interfaces among institutional functions. Even when veterinary care, biosafety, oc-
cupational health, and physical security programs are individually effective, inadequate 
coordination in the management of incoming animals, personnel movement, shared equip-
ment, and incident reporting can leave critical risks unaddressed [25–27]. Contemporary 
biorisk management guidance emphasizes consequence-driven risk assessment, effective 
institutional governance, and a culture of continual improvement [4,15]. This perspective 
complements conventional containment practices by recognizing each specialized function 
as part of a larger integrated system. Institutional leaders should therefore assess not only 
individual program performance but also the effectiveness of communication, coordination, 
and accountability among functions [1,25].

An effective biosecurity program should reduce the likelihood of biological hazards 
entering the facility; limit their transmission; protect personnel; prevent unauthorized 
access or loss; preserve valuable animal and biological resources; and minimize unintended 
biological variation that could compromise research [6,8,20]. Achieving these objectives 
requires risk-based controls that are proportionate to the potential consequences of fail-
ure and practical enough to be consistently followed [25,27]. Biosecurity is also integral 
to research integrity. Laboratory animals are complex biological systems whose health 
status, microbiome, genetics, environment, and husbandry can influence experimental 
outcomes [23,24,37]. Preventing disease and identifying relevant biological variables are 
therefore essential to both animal care and scientific rigor [9,20,40].

The agricultural relevance of this framework extends beyond preventing disease in 
research colonies. Research involving livestock, poultry, and aquaculture can inform the de-
velopment and evaluation of vaccines, veterinary medicines, diagnostics, nutrition strategies, 
and interventions directed at animal housing or the surrounding environment. Biosecurity 
protects the validity of this work by helping ensure that animal health status, exposure 
history, and environmental conditions are understood and appropriately controlled. It also 
helps prevent research-associated hazards from being transferred between facilities, pro-
duction settings, and animal populations. For example, a poultry vaccine study or a cattle 
disease-treatment trial requires coordinated decisions about animal sourcing, quarantine, 
health monitoring, personnel and equipment traffic, sample security, and the management 
of litter, manure, or other potentially contaminated waste. These are not separate from the 
five domains described in this manuscript. Rather, they are practical applications of the 
same integrated framework in agricultural research settings [2,3,13,20].

Although the guidelines presented provide a framework for integrating biosecurity 
into laboratory animal facility management and operations, their practicality and applica-
bility should be validated across a range of facility types before widespread adoption is 
recommended. Implementation of the proposed framework will necessarily vary among 
institutions and research environments. The resources available to support biosecurity activ-
ities, applicable national and local regulatory requirements, animal species and associated 
biological risks, and the size and complexity of the facility will influence how individual 
measures are selected and implemented. For example, a large multispecies research facility 
may require more extensive coordination, specialized infrastructure, and formal oversight 
mechanisms than a smaller facility with a limited number of species and research activities. 
Accordingly, the five-domain framework is intended to provide a flexible structure for 
identifying and managing relevant risks rather than a prescriptive set of measures to be 
applied uniformly. Institutions should adapt its application to their operational context 
while maintaining appropriate attention to all five domains.
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Laboratory animal facilities vary considerably in size, research activities, operational 
complexity, available resources, and levels of biosecurity risk. Further assessment and 
validation in diverse settings would help determine the feasibility of implementation, 
identify potential limitations, and support appropriate adaptation to facility-specific needs. 
This type of validation would also help ensure that the guidelines remain sufficiently flexible 
to accommodate varying operational requirements while maintaining effective, risk-based 
biosecurity practices.

These guidelines are intended to provide a basic framework for establishing biosecu-
rity measures for laboratory animals in agricultural research facilities, with the flexibility 
to adapt them to the specific requirements and conditions of individual facilities. How-
ever, the guidelines have limitations because not all available global research studies were 
considered. Therefore, they should be regarded as a baseline framework that users and 
researchers can further evaluate, adapt, and improve to meet their scientific needs and 
emerging evidence.

9. Conclusions
Biosecurity is a foundational component of laboratory animal facility management, 

extending beyond the prevention of infectious disease introduction, transmission, or release. 
An effective biosecurity program identifies vulnerabilities before they result in incidents and 
supports a coordinated response when controls fail. Integrating biosecurity into daily opera-
tions helps institutions protect animals and personnel, preserve valuable research resources, 
minimize preventable disruptions, and maintain the quality, reliability, and integrity of the 
scientific process.

Biosecurity should be embedded in routine laboratory animal program management 
rather than treated as a separate compliance function. A comprehensive program integrates 
five interconnected domains that include biocontainment, animal health, worker safety, 
physical security, and research quality and integrity. These domains are supported by risk 
assessment, appropriate engineering and administrative controls, personnel training, health 
surveillance, access management, emergency preparedness, incident reporting, and contin-
uous program improvement. The attending veterinarian, facility manager, biosafety and 
occupational health professionals, IACUC, IBC, security personnel, investigators, facilities 
staff, and institutional leadership each have important roles. Clearly defined responsibilities 
and effective communication among these stakeholders are essential.

For agricultural research, these principles apply to facilities housing livestock, poultry, 
aquaculture species, and laboratory models used to address agricultural health and pro-
duction priorities. By protecting research animals, personnel, biological materials, and the 
environments in which research is conducted, an integrated biosecurity program supports 
the reliable development and evaluation of veterinary medicines, vaccines, diagnostics, 
and interventions focused on animals or the environment. Applying the framework in 
a risk-based manner can help maintain the connection between sound laboratory practice 
and the health, welfare, and sustainability objectives of the agricultural sector.
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