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Abstract: Infectious diseases continue to pose a significant global health threat. To combat
these challenges, innovative vaccine technologies are urgently needed. Nanoparticles (NPs)
have unique properties and have emerged as a promising platform for developing next-
generation vaccines. Nanoparticles are revolutionizing the field of vaccine development,
offering a new era of immunization. They allow the creation of more effective, stable,
and easily deliverable vaccines. Various types of NPs, including lipid, polymeric, metal,
and virus-like particles, can be employed to encapsulate and deliver vaccine components,
such as mRNA or protein antigens. These NPs protect antigens from degradation, target
them to specific immune cells, and enhance antigen presentation, leading to robust and
durable immune responses. Additionally, NPs can simultaneously deliver multiple vaccine
components, including antigens, and adjuvants, in a single formulation, simplifying vaccine
production and administration. Nanovaccines offer a promising approach to combat food-
and water-borne bacterial diseases, surpassing traditional formulations. Further research is
needed to address the global burden of these infections. This review highlights the potential
of NPs to revolutionize vaccine platforms. We explore their mechanisms of action, current
applications, and emerging trends. The review discusses the limitations of nanovaccines,
innovative solutions and the potential role of artificial intelligence in developing more
effective and accessible nanovaccines to combat infectious diseases.

Keywords: nanoparticles (NPs); nanoparticle-based vaccines; preclinical and clinical trials;
regulatory challenges; future innovations; food safety

1. Introduction
The world is currently grappling with a series of critical public health challenges,

including the emergence of multidrug-resistant bacteria, rapidly mutating viruses, increas-
ing populations of superbugs, anthelmintic-resistant parasites, zoonotic pathogens, and
secondary tumors. These challenges, compounded by the recent COVID-19 pandemic, pose
significant threats to human health and livestock [1]. These epidemic and pandemic out-
breaks have far-reaching consequences, contributing to global mortality rates and hindering
socioeconomic development. Additionally, they necessitate robust biodefense strategies to
protect populations from future health crises [2–5]. The overuse and misuse of antibiotics
and other drugs have significantly contributed to the rise of antimicrobial resistance, a
major global health crisis [6,7]. Additionally, climate change and environmental pollution
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have accelerated the emergence, transmission, and spread of infectious diseases, further
exacerbating the challenges faced by public health systems worldwide [8,9]. Global cooper-
ation has highlighted the need to tackle these rising resistance and infection levels. The
One Health Trust has declared that vaccination is considered an integral strategy to combat
antimicrobial resistance, slow the spread of superbugs, and lower the overall burden of
infection [10–12].

The immune system is highly sophisticated and is considered the first line of defense
against foreign infectious and non-infectious signals. The innate immune cells are com-
posed of a variety of circulating cells, such as natural killer cells, granulocytes (neutrophils,
basophils, eosinophils, and mast cells), and antigen-presenting cells (macrophages and
dendritic cells). The immune system is responsible for the processes driving the uptake and
ingestion of phagocytosed particles as well as the process associated with breaking them
down [13]. The five pattern-recognition receptors that can recognize pathogens play im-
portant roles in the initiation and activation of the immune response [13,14]. The intended
output of vaccination is to stimulate the innate and adaptive immune systems to induce B-
or T-cell responses and provide prolonged protection [15]. When a vaccine introduces an
antigen into the body, B-lymphocytes produce antibodies that fight infection, while T-cells
recognize and kill cells infected with a virus or other foreign cells, thus controlling the
infection transmission and spread [16].

Recently, nanotechnology has provided significant advancements in the medical sector,
including the production of nanovaccines, nanotherapeutics, diagnostics, and the improve-
ment of drug screening and gene delivery approaches [17–19]. Nanovaccine platforms
represent a transformative avenue for vaccine delivery, offering potential solutions to
challenges in traditional vaccine development [20]. These platforms use nanoparticles
(NPs), such as lipids, polymers, proteins, etc. to improve the delivery of antigens to target
cells, resulting in broader and more specific protection against cancers, infectious diseases,
inflammatory diseases, atopic diseases, autoimmune diseases, and others [20]. Nanoparti-
cles can be designed to increase the stability and immunogenicity of antigens. They not
only serve as antigens carriers but can also function as antigens themselves [21]. NPs can
efficiently target vaccine molecules to the desired cell and its receptors, thereby minimizing
side effects [22]. Additionally, they have been found to facilitate antigen distribution to
APCs and protect antigens and adjuvants from proteolytic and enzymatic degradation [23].
Nanovaccines can evoke both humoral and cell-mediated immune responses [22]. Nanovac-
cines can persist for a longer time without degradation or alteration, thereby providing
enough opportunity for antigen presentation and dendritic cell (DC)-mediated antigen up-
take, resulting in mature DC–T-cell interaction, which is necessary to influence the release
of pro- and anti-inflammatory cytokines that promote cell-mediated immunity [24]. The
NP-mediated vaccine can enhance B-cell antibody production by activating lymphocytes
and monocytes. Furthermore, they can enable a targeted release of cargo into draining
lymph nodes after passing through the lymphatic drainage system, generating a potent,
long-lasting, and antigen-specific immune response [25,26]. These characteristics suggest
that NPs might be crucial to vaccines as immune cell stimulators.

In this review, we highlight the transformative impact of NPs on vaccine platforms,
focusing on their ability to enhance antigen delivery, improve immune system activation,
and address the limitations of traditional vaccines. Specifically, we explore the types of
NPs utilized, their mechanisms of action, current applications in vaccine development, and
the potential they hold for creating more effective, stable, and accessible immunization
strategies in the future. Additionally, we discuss the challenges and opportunities that lie
ahead in the development and deployment of nanoparticle-based vaccines.
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2. Conventional vs. Nanoparticle-Based Vaccines
2.1. Conventional Vaccines

Conventional vaccines are considered one of the greatest advances in medical history
against various diseases. They were discovered in the 1700s when Edward Jenner, a British
physician, demonstrated that infection with mild cowpox virus can confer immunity against
smallpox virus. This discovery led to the development of the smallpox vaccine, which was
the first vaccine to be developed against a contagious disease. Consequently, scientists and
vaccinologists began occasional and inconclusive experiments for immunization against
specific pathogens, as illustrated in Figure 1 [27–31]. The traditional vaccine development
pipeline consists of exploratory research, pre-clinical studies, and clinical trials (Phases I, II,
and III), followed by regulatory evaluation and approval. However, there are many types
of conventional vaccines, which are classified based on their mechanisms of action.
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Figure 1. A brief history of conventional vaccine development.

2.1.1. Inactivated Vaccines

This type contains killed pathogens such as influenza, coryza, typhoid, cholera, my-
coplasma, hepatitis A, rabies, Brucella abortus, Mannheimia haemolytica, and Erysipelothrix
rhusipathiae vaccines [19,32,33]. These vaccines do not offer as much protection as live
vaccines do, so booster shots are often required to maintain immunity.

2.1.2. Live Vaccines

Live vaccines contain attenuated forms of pathogens such as measles, rotavirus, avian
infectious bronchitis, Newcastle disease, bovine viral diarrhea, canine distemper, and
fowl pox [34]. The immune system responds to this type of vaccine by producing strong
and long-lasting protection. However, they may not be suitable for hosts with weakened
immune systems, due to the possibility of reversion to virulence, interference with maternal
immunity, and tissue damage, which may result in pathological disorders or secondary
bacterial infection.

2.1.3. Subunit Vaccines

Subunit, recombinant, polysaccharide, and conjugate vaccines utilize specific microbial
components, such as proteins, sugars, or capsules, to induce a targeted immune response.
Examples include vaccines for hepatitis B, human papillomavirus, and shingles. While
these vaccines offer several advantages, including suitability for immunocompromised in-
dividuals, they may require booster doses to maintain long-lasting immunity. Additionally,



Vaccines 2025, 13, 126 4 of 38

the absence of pathogen-associated molecular patterns in subunit vaccines can limit their
ability to stimulate a robust immune response [35,36].

2.1.4. Toxoid Vaccines

Toxoid vaccines, such as tetanus and diphtheria vaccines [37], contain attenuated
bacterial toxins, and have a more effective anti-toxin immune response [38,39]. These
conventional vaccines have different administration routes, including intramuscular, sub-
cutaneous, ocular, oral, and intranasal routes [13].

Traditional vaccines offer several advantages, including safety, proven efficacy in
disease prevention, and the establishment of strong and long-lasting immunity [40,41].
However, their main limitations include a lack of genetic stability, the potential of mutations
in live vaccines, and a limited ability to induce a robust immune response for long-lasting
immunity for inactivated vaccines [42–44]. This has led to the emergence of nanovaccines
as a next-generation approach.

2.2. Nanoparticle-Based Vaccines

NPs can be defined as ultrafine particles with definite dimensions that exhibit unique
physicochemical characteristics, supporting their application in various biomedical and
food quality fields [45–47]. They have emerged as promising vectors in vaccine tech-
nology development and are considered a promising alternative to conventional vac-
cines (Table 1) [48,49]. Studies have revealed that the physicochemical properties of NPs
can influence the immune response in terms of factors such as particle size, hydrophilic-
ity/hydrophobicity ratio, the number of antigens associated with each particle, and the
ability of an antigen to raise a B- or T-cell response. Smaller-sized particles can pass biologi-
cal barriers and epithelia more easily when compared with particles ranging from 20 to
50 nm in diameter [46]. The size of nanoparticle-based vaccines is similar, to some extent,
to the size of intracellular components, making it easy for them to enter cells and induce
robust and long-lasting immune responses against intracellular pathogens [50]. Spherical
NPs induce the most effective immune responses when compared to other nanoparticle
shapes [51]. Hydrophobic NPs are more efficiently taken up by specific immune cells
and potentially enhance the immune response when compared with hydrophilic NPs that
produce a weakened immune response [52,53]. Negatively charged NPs interact more
efficiently with macrophages, while positively charged NPs interact more efficiently with
dendritic cells [54]. NPs can be composed of polymers, lipids, proteins, emulsions, nano-
beads, inorganic nanomaterials, and virus-like particles and have been approved for both
animal and human use to prevent infectious and non-infectious diseases [55].

The major types of NPs used for vaccinology against infectious and non-infectious
diseases are illustrated in Table 2. They exhibit a wide range of properties that make them
valuable humoral and cellular immune stimulators [13]. They can enhance immune re-
sponses by effectively presenting or transporting antigens and allowing precise targeting of
immune cells [56,57]. They protect antigens from degradation before reaching their target,
thus improving vaccine efficacy and shelf life [58]. Some NPs can act as adjuvants them-
selves, thus stimulating the immune response without the need for additional substances
to the vaccine formula [59]. NPs can be designed to control antigen release, extending
immune response duration [60]. Additionally, NPs can be tailored for specific pathogens,
making them versatile tools for preventing and controlling infectious diseases [49,61–64].
The nanoparticle-based vaccines have different administration routes, including ocular,
oral, nasal, sublingual, topical, intradermal, intramuscular, and subcutaneous routes. The
subcutaneous route is considered the most advantageous route in stimulating the immune
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response, as vaccines are injected directly into a site that is rich in immune cells, resulting
in the production of antibodies at high concentrations [65].

Table 1. Comparison between conventional and nanoparticle-based vaccines.

Criterion Conventional Vaccines Nanoparticle-Based Vaccines

Types Live attenuated, inactivated, subunit and
toxoid vaccines

Protein NPs, lipid NPs, polymer-based
NPs, inorganic NPs, and virus-like

particles

Advantages Proven track record, strong and
long-lasting immunity

Can carry multiple antigens, enhanced
stability, targeted delivery, potentially

stronger response

Mechanism
Uses attenuated/killed pathogens or
pathogen components to stimulate

immune response

Delivers antigens in a targeted manner for
better recognition and immune response

Immune response Immunogenicity can vary and often
requires adjuvants to elicit a robust response

Designed for a more specific, potent
immune response with built-in adjuvants

Antigen delivery Direct administration, often less targeted Targeted delivery of specific cells
or tissues

Antigen stability Require strict temperature control
and maintenance

Nanocarriers extend the shelf life of
antigens and protect them

from degradation

Production Complexity Long-established manufacturing processes Advanced bioengineering techniques,
more complex production

Stability Generally unstable, requires cold
chain storage

Often more stable, some formulations may
require less stringent storage conditions

Customization Limited adaptability to rapidly
mutated pathogens

Highly customizable for
emerging pathogens

Dosage
Multiple administrations may be required

for optimal immunogenicity, depending on
the vaccine and target population

Targeted delivery has minimized the
administration of multiple doses

Safety
Almost safe with few risks of reversion to

virulent form regarding live
attenuated vaccines

Potential toxicity of some NPs

Examples Polio, hepatitis B, IB, NDV, tetanus,
fowl pox

Novavax (protein NPs) and COVID-19
mRNA vaccines (using lipid NPs)

The increasing diversity of nanoparticle-based vaccines has prompted ongoing re-
search toward the optimization of delivery methods and the maximization of immune
responses against specific antigens. As depicted in Figure 2, nanoparticle-based vaccines
have gained significant prominence in the pharmaceutical and biological industries over
the past century. The continued development and implementation of nanoparticle-based
vaccines hold immense potential to address a wide range of infectious diseases (viral,
bacterial, fungal) and non-infectious diseases (autoimmune diseases, cancer) that pose
substantial global health challenges [48,49].
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Table 2. List of nanoparticle-based vaccines used for treating infectious and non-infectious diseases.

Nanoparticle Type Targeted Infectious Pathogen/Disease Pathogen Classification Reference

Lipid-based NPs SARS-CoV-2, herpes simplex virus,
leishmania and Schistosoma Virus/parasite [66–69]

Gold NPs (AuNPs)

SARS-CoV-2, Hepatitis C Virus, Foot
and Mouth Disease (FMD), Clostridia
tetani, Burkholderia mallei, Salmonella

Typhi and Vibrio vulnificus

Virus/bacteria [70–76]

Mesoporous Silica NPs Tumor cells Tumor cells [77,78]

Virus-like particles
Hepatitis B virus, malaria, Theileria parva,

Respiratory Syncytial virus (RSV),
influenza, circoviruses and SARS-CoV-2

virus/parasite [79–84]

Protein-based NPs SARS-CoV-2 Virus [85,86]

Self-adjuvanting
polyguanidine
nanovaccines

Tumor cells Tumor cells [87]

Liposomes

Influenza virus, hepatitis A, Human
immunosuppressive Virus (HIV),

Pseudomonas aeruginosa, and
methicillin-resistant Staphylococcus

aureus

Virus/bacteria [76,88–92]

Silicon scalable lipid NPs SARS-CoV-2 Virus [93]

Dendrimer-RNA NPs H1N1 influenza, Ebola, and Toxoplasma
gondii Virus /parasite [94]

Multiplexed dendrimer
with lipid-based NPs Tumor cells Tumor cells [95]

Fluoropolymer-based
nanovaccines Tumor cells Tumor cells [96]

Extracellular vesicle-coated
multi-antigenic
nanovaccines

Multidrug resistant S. aureus Bacteria [97]

OMV-based nanovaccines Escherichia coli serotype O2 Bacteria [98]

Carbon nanotubes and
poly-anhydrous NPs

Anaplasma marginale and Mycobacterium
paratuberculosis Protozoa/bacteria [99]

Chitosan

Salmonella Enteritidis, Streptococcus,
avian pathogenic E. coli, NDV,

tuberculosis, Flavobacterium columnare, S.
aureus, E. coli K1 and Toxoplasma

Bacteria/virus/parasite [100–110]

Polyanhydride NPs Bacillus anthracis and Yersinia pestis Bacteria [111]

Nanoplasmids Trypanosoma cruzi Parasite [112]

Antigen-absorbing silica
vesicles Tick-borne diseases Tick-borne diseases [113]

Zinc oxide NPs E. coli, Salmonella spp. and H1N1 Bacteria/Virus [114,115]

Selenium NPs S. aureus and E. coli Bacteria [116]

Poly (lactic acid-coglycolic
acid) polymeric NPs

C. trachomatis, C. pneumoniae, Helicobacter
pylori, Listeria monocytogenes, Salmonella

Typhimurium and Brucella melitensis
Bacteria [117–121]
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Table 2. Cont.

Nanoparticle Type Targeted Infectious Pathogen/Disease Pathogen Classification Reference

Chitosan and glutamic acid
polymeric NPs H. pylori Bacteria [122]

Silver NPs (AgNPs)

H3N2, feline calicivirus, infectious bursal
disease virus (IBDV), respiratory syncytial
virus (RSV), Rift Valley Fever virus (RVF),

HIV, adenovirus, poliovirus, norovirus,
Acinetobacter baumannii, feline coronavirus, E.

coli, S. aureus and P. aeruginosa

Virus/bacteria [123–136]

Dendrimers Schistosoma Parasite [137]

Self-assembling
polypeptide NPs Toxoplasmosis Parasite [138]

Porous silicon NPs P. aeruginosa Bacteria [139]

Calcium-alginate NPs Methicillin-resistant S. aureus Bacteria [140]

Ferritin NPs Neisseria gonorrhoeae Bacteria [141]

Nanosuspensions Cryptosporidium parvum Parasite [142]

Selenium nanoparticle
functionalized with

oseltamivir
Enterovirus Virus [143]

LNP- siVP35-3 EBOV Virus [144]

Multivalent peptide–polymer
NPs Influenza Virus [145]

Nano-vesicles A. marginale and shiga toxin by E. coli Parasite/bacteria [146,147]

TMC NPs Influenza Virus [148]
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Despite significant advancements in nanovaccine development for combating infec-
tious diseases, inflammatory conditions, allergic diseases, and cancers, several challenges
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persist. Firstly, ensuring consistent size, shape, and composition of NPs remains a complex
task, as these properties are crucial for achieving optimal pharmacological, biological, and
physicochemical characteristics [149,150]. Secondly, unintended immune reactions or toxic-
ity can arise from nanoparticle accumulation in tissues and organs [20]. Thirdly, stability
and shelf-life, under various environmental conditions, pose challenges, particularly for
lipid NPs that are sensitive to temperature fluctuations [151,152]. Fourthly, regulatory hur-
dles, production costs, and safe waste disposal are additional considerations [153]. Lastly,
mRNA-based nanovaccines face specific challenges, including the selection of appropriate
antigens, the synthesis and purification of mRNA, and ensuring efficient encapsulation
within lipid NPs [154].

3. Types of NPs Used in Vaccines
Nanoparticles exhibit specific characteristics that render them more effective for en-

hancing the immune system and delivering antigens in a controlled and targeted man-
ner [57,155,156]. Several types of NPs are being explored for vaccine development, includ-
ing lipid-based NPs, polymeric NPs, self-assembled protein or peptide NPs, biomimetic
NPs, and inorganic NPs (Figure 3).
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Figure 3. Types of NPs. (a) Polymeric nanoparticle, (b) liposome, (c) solid lipid NP, (d) polymeric
micelle, (e) lipid NP, (f) multilamellar lipid vesicles, (g) lipid nanoemulsion, (h) lipoprotein, (i) exo-
somes, (j) virosomes, (k) gold NP, (l) protein-based NP, (m) polymersomes, (n) polymeric nanosphere,
(o) chitosan NP, (p) carbon nanotubes, (q) quantum dots, (r) mesorphous silica NP, (s) virus-like
particle (VLP), and (t) dendrimer.

3.1. Lipid-Based NPs

Lipid-based nanoparticles (LNPs) are also known as lipid-based nanocarriers. They
are spherical NPs that use ionizable lipids as their main structural component. These
NPs can be categorized based on their structure and composition. In particular, LNPs
offer advantages such as biodegradability, biocompatibility, and safety, which are ideal
characteristics for a vaccine delivery system [157]. LPNs can facilitate the delivery of mRNA
and protect it from rapid degradation by RNases [68]. Additionally, LNPs can interact with
the immune system, enhancing cellular and humoral immunity. They have been pivotal
in the development of vaccines and other nanomedicines [68,158]. Furthermore, there are



Vaccines 2025, 13, 126 9 of 38

many examples of lipid-based NP vaccines that have been widely used in preclinical and
clinical studies (Table 3).

Table 3. Examples of lipid-based NP vaccines widely used in preclinical and clinical studies.

Trade Name Composition Indication Ref.

Vaxfectin® Liposomal vaccine Herpes simplex virus type 2
and influenza virus [91]

Epaxal® Liposomal vaccine Hepatitis A infection [92,159]

Doxil® and Abraxane® Liposomal doxorubicin and
albumin-bound paclitaxel

Approved by the FDA and
are used in treating

Various cancers
[160]

Shingrix® Recombinant VZV glycoprotein
E on liposomes carrier

Approved by FDA against
herpes virus [161]

Onivyde® Liposomal irinotecan Pancreatic cancer [162]

W_ova1 Liposome-formulated mRNAs Ovarian cancer [163]

DPX-0907 Liposomes containing a
polynucleotide adjuvant

Ovarian, breast, and prostate
cancer [164]

Lipovaxin-MM

Tumor antigen-containing
multicomponent liposomes

with the DC-targeting molecule
DMS-5000

Metastatic melanoma [165]

Vyxeos® Liposomal cytarabine and
daunorubicin Acute myeloid leukemia [166,167]

VaxiSome™ Liposomal adjuvant Influenza [168]

MPER-656
HIV-1 gp41 membrane-proximal

external region (MPER) on
liposome carrier

HIV [169]

LNP CL-0059/CL-0137 mRNA LNP RSV [170]

BNT165b1 mRNA LNP Malaria [171]

MRT5413 LNP-formulated, modified
mRNA Influenza [172]

ARCT-021, MRT5500,
Pfizer-BioNTech and Moderna

COVID-19, ChulaCov19,
mRNA-1273, CVnCoV,

LNP-nCoV-saRNA

mRNA LNP COVID-19 [68,173–180]

3.1.1. Interbilayer-Crosslinked Multilamellar Vesicles (ICMVs)

ICMVs have an aqueous core surrounded by multilayers of lipids. Their robust lipid
wall protects the particles from serum-mediated degradation, enabling stable delivery of
vaccine components to lymphoid tissues and thus generating potent antibody responses.
ICMVs can serve as a delivery system for both hydrophilic and hydrophobic antigens and
adjuvants, showing promise as a vaccination strategy against cancers and intracellular
pathogens [181]. Studies have demonstrated that ICMVs with both surface-conjugated
and encapsulated malarial antigens offer superior vaccination protection compared to
soluble antigens due to the prolonged persistence of antigens in the draining lymph
nodes [182]. Despite these values, ICMVs have some disadvantages, such as the complexity
of production, the risk of triggering an unintended immune response, the unpredictable
release of encapsulated substances from ICMVs, and the fact that techniques used to
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produce ICMVs may not be easily scaled up for industrial production, limiting their
widespread application [181].

3.1.2. Lipoproteins

Lipoproteins are complexes of proteins and lipids. They have been reported to transfer
and target various lipids, hormones, proteins, vitamins, and endogenous microRNA to
recipient cells [183]. They have a hydrophobic core and a hydrophilic surface, that can
facilitate the delivery of a broad range of molecules and act as vaccine-delivery carriers [184].
Recombinant lipoproteins with built-in immune stimulators have been established for novel
subunit vaccine development. This core platform technology has demonstrated safety in
meningococcal group B subunit vaccine, dengue subunit vaccine, novel subunit vaccine
against Clostridium difficile and HPV-based immunotherapeutic vaccines in animal model
studies [185]. The main disadvantage of lipoprotein NPs is the stability issues as they can be
unstable in the bloodstream, leading to premature release of their cargo [186]. Additionally,
the manufacturing process can be complex and costly, requiring precise control over
conditions to ensure consistency and efficacy [187]. They are potentially toxic and some
lipoprotein NPs can trigger immune responses and cause adverse reactions [188,189].

3.1.3. Liposomes

Liposomes are composed of phospholipid bilayers and range in size from 50 to
500 nm in diameter. They are amphiphilic in nature, with hydrophobic surfaces and
a hydrophilic core. Liposomes have gained significant attention in delivering immunostim-
ulatory molecules, drugs, DNA, and RNA [190]. They are highly versatile, biocompatible,
safe, and capable of creating different structures by modulating components of the lipid
matrix. They act as carriers for vaccines and facilitate the targeted delivery of viral proteins,
triggering antibody production. Liposome carriers influence antigen internalization by
immunocompetent cells and immune response induction [191]. They can act as adjuvants
employed in nanovaccines formulation, so prolong stability and trigger antigen-presenting
cells to initiate an immune response. The impact of liposomes on antigen-presenting cells
depends on many factors, such as size, charge, and lipid composition [192]. Immunos-
timulant components (ligands of pathogen-associated molecular pattern receptors) can
be added to liposomal vaccine complexes to modulate the strength and type of immune
response [192]. Furthermore, liposomes can induce immunologic reactions to antigens
adsorbed on the surface or encapsulated internally [193]. Several studies have shown that
liposome-based vaccines have been widely used in preclinical and clinical studies [194].
However, liposomes have some drawbacks as they can be prone to leakage and fusion
with the encapsulated drug, which can reduce their effectiveness [195]. Moreover, the
manufacturing process for liposomes is often expensive and complex and they may need
to be stored at specific temperatures to maintain stability. They also have been reported to
have a short half-life in the bloodstream, which can limit their effectiveness [196].

3.1.4. Solid Lipid Nanoparticles (SLNs)

SLNs are particulate carrier systems that are composed of a solid lipid core and a
cationic lipid surface [197]. These SLNs can be used to bind DNA, forming an SLN/DNA
complex or lipoplex, which shows promise as a potential vaccine [198]. SLNs offer sev-
eral advantages, including the ability to encapsulate both hydrophilic and hydrophobic
drugs, protecting them from degradation in the body and destruction by enzymes. These
properties make SLNs suitable for delivering various active ingredients, including vaccines,
thereby enhancing therapeutic efficacy [199,200]. SLNs have some limitations, as some
biomolecules can be expelled from these NPs during storage. Additionally, the high water
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content in lipid dispersions can affect stability and drug concentration. SLNs also have a
limited ability to deliver drugs through the skin [201].

3.1.5. Exosomes

Exosomes are small vesicles composed of lipophilic bilayers ranging from 50 to 100 nm
in size and are used in the formation of nanovaccines. They can cross biological barriers,
including the blood-brain barrier, and deliver biological and therapeutic antigens to specific
tissues [202,203]. Exosomes are biocompatible and biodegradable particles, so they are safe
for clinical use. Additionally, they are immunogenic and can induce the immune response
to the vaccine antigen [202]. It has been reported that exosome-based vaccines can improve
the therapeutic index against cancer and immunosuppressive conditions [204]. Ongoing
research is evaluating the immune response of exosome-based vaccines against Ebola virus,
influenza and COVID-19 [107,205].

3.1.6. Virosomes

Virosomes are structures composed of viral proteins and liposomes, ranging from 20
to 50 nm in diameter and with hydrophobic surfaces that facilitate antigen loading. The
viral protein components could be glycoproteins of different viruses, such as herpes and
influenza viruses [206]. Inflexal®V, an approved FDA nanovaccine, has been used as a
subunit influenza vaccine that uses virosomes as carriers to enhance the immune responses
against influenza H1N1, H3N2, and B [207].

3.1.7. Emulsions

Emulsions, typically consisting of oil-in-water dispersions, are widely used as de-
livery systems for vaccines. By incorporating antigens, surfactants, and adjuvants, these
emulsions can enhance the immune response to the vaccine. Emulsion-based vaccines
have shown significant potential for combating various infectious diseases, including hu-
man papillomavirus, hepatitis B virus, and influenza viruses. One notable example of an
emulsion-based vaccine adjuvant is MF59, which is licensed for use in certain influenza
vaccines [208,209].

3.2. Polymeric NPs

Polymeric nanoparticles (PNPs) have served as versatile carriers for active compounds,
either absorbed onto their polymeric core or entrapped within the structure itself. PNPs
can be synthetics that are chemically synthesized in the laboratory or natural, originating
from biological sources such as polysaccharides, proteins, and lipids. Natural PNPs have
more advantages over synthetic PNPs in terms of biodegradability, biocompatibility, and
low toxicity [210]. There are different PNP design structures such as nanospheres, micelles,
and polymerases. Poly (lactic-co-glycolic acid) (PLGA)-based NPs, chitosan, hyaluronic
acid, silk fibroin, alginate, polyethyleneimine, polypropylene sulfide, and polystyrene NPs
are the major types of polymeric NPs that are commonly used in vaccine adjuvant delivery
systems [211,212]. The production of polymeric NPs generally follows two main strategies,
the polymerization of monomers or the dispersion of preformed polymers [213].

PNPs can encapsulate multiple adjuvant materials or antigens within the polymer
matrix or adsorb it onto the surface, this can protect these biomedical molecules from
degradation and enhance their stability. The release of biomedical molecules can be con-
trolled through diffusion, degradation of the polymer, or a combination of both, this allows
sustained and targeted delivery. PNPs can be modified with ligands, antibodies, or other
molecules that target specific cells or tissues to ensure that the biomedical molecules are
delivered precisely to the desired site, reducing side effects and improving efficacy. Some
PNPs are designed to release their payload in response to specific stimuli such as pH,
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temperature or enzymes present in the target tissue [214]. In addition, PNPs are often
taken up by cells through endocytosis, a process where the cell membrane engulfs the NPs.
Once inside the cell, NPs can release their biomedical molecules payload in tumors and
inflamed tissues, meaning that PNP-based vaccines show significant potential as anti-tumor
agents [215]. PNPs can also protect labile antigenic particles from enzymatic degradation
in vivo [216,217]. Other biodegradable polymers, such as poly-lactic acid, polyethylene
oxide, polyethylene glycol, and poly-ε-caprolactone are also used as adjuvants to boost
vaccine immunogenicity [218,219]. Polymeric micelles are self-assembled amphiphilic
structures that can efficiently deliver viral proteins. The main advantage of micelle NPs is
their ability to present antigens in native-like conformations; however, their poor stability
in vivo is a major drawback [220,221]. Chitosan NPs have also been used to improve
pulmonary immunity against TB by increasing immune responses at mucosal sites [222].
Overall, the main advantages of PNPs include precise control of particle characteristics,
payload flexibility, and ease of surface modification. However, there are potential draw-
backs, including the possibility of aggregation and toxicity [223], the complexity of their
production, their stability under certain conditions, and the fact that some PNPs could
be cytotoxic [156,224,225]. There are different applications of PNPs, either in cancer ther-
apy for the targeted delivery of chemotherapeutic agents or in gene therapy applications
through the delivery of genetic materials such as DNA or RNA [215,226]. They have also
been investigated against malaria, HIV, COVID-19, and tuberculosis diseases [227]. The
main examples of polymeric-based nanovaccines that have been widely used in pre-clinical
and clinical trials include NVX-CoV2373, a vaccine produced by Novavax which deliv-
ers the spike protein from the original Wuhan strain of SARS-CoV-2. The spike proteins
self-assemble into 3D structures called “trimers,” which are purified and mixed with an
immune-stimulating substance (adjuvant) to form NPs [86]. Clinical trials in adults given
two shots of this vaccine 21 days apart demonstrated about 90% efficacy in preventing
infection after seven days from the second shot [85,228]. Another example of a PNP-based
vaccine is GBP510, a candidate COVID-19 vaccine that has recently undergone a combined
Phase 1/2 trial. GBP510 leverages nanoparticle bioengineering technology to stimulate
immune responses against COVID-19 [229,230]. Additionally, the TAK-101 vaccine, which
incorporates gliadin encapsulated within PLGA nanoparticles (NPs), has been developed
for celiac disease and simian immunodeficiency virus (SIV). These PLGA NPs are co-
formulated with TLR4 and TLR7/8 agonists, and have demonstrated the ability to induce a
prolonged, robust, and high level of protection against SIV in macaque models [231].

3.3. Inorganic NPs

Inorganic NPs are biocompatible, non-toxic, hydrophilic and highly stable particles,
presenting significant advantages over their organic counterparts. They can be classified
into solids (hydroxyapatite and calcium phosphate) or porous (porous silicon and meso-
porous silica) particles. Inorganic NPs exhibit unique properties that hold great promise
for enhancing immune responses, improving antigen delivery efficiency, and enabling
applications in tumor imaging, drug delivery, vaccine development, and infectious disease
prevention. These NPs offer advantages, such as enhanced stability, controlled release
kinetics, and targeted delivery, which can significantly improve the efficacy of therapeutic
interventions [232]. Gold nanoparticles (AuNPs), carbon nanotubes, quantum dots, and
silica NPs are among the inorganic NPs.

AuNPs exhibit unique physical, chemical, and optical properties that differ signif-
icantly from bulk gold, making them valuable for a wide range of high-technological
applications, such as organic photovoltaics, drug delivery, vaccine development, and catal-
ysis [233,234]. AuNPs are commonly referred to as colloidal gold when dispersed in water.
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Their most pronounced properties are the intense absorbance and scattering of incident
light at their surface plasmon resonance wavelength [235]. AuNPs have garnered attention
in vaccine development due to their ability to enhance immune response, making them
potential adjuvants for vaccines. AuNPs can be functionalized with drugs to enhance
targeted delivery and reduce side effects [236–238]. Additionally, they provide stability
to vaccine formulations during storage [239,240]. Several studies have demonstrated the
potential of AuNPs in vaccine development; for example, conjugated antigenic peptides
from the SARS-CoV-2 spike protein to AuNPs have shown no inherent toxicity and have
been shown to induce significant IgG antibody levels in tested mice [75]. Another example
is the increase in the efficacy of the influenza vaccine by over 25% in specific strains through
chiral AuNPs [241]. Moreover, AuNPs can attach to and disrupt the cell membranes of
bacteria and viruses, leading to cell lysis and death. Additionally, they can induce the
production of reactive oxygen species, which cause oxidative stress and damage DNA, pro-
teins, lipids, and other cellular components. They can also trigger apoptosis (programmed
cell death) by activating various cellular pathways and can disrupt the metabolic processes
of microbial cells through the inhibition of the activity of essential enzymes. AuNPs can
induce cellular and humoral immune responses against enterohemorrhagic E. coli through
increasing antigen uptake and processing [242]. Additionally, they can be loaded with
platinum on copper nanosheets, and can promote the glucose oxidation process in tumor
tissues, so are considered an optional therapeutic for cancer [243].

The primary limitations associated with AuNPs include (a) potential cytotoxicity at
high concentrations, despite their inherent biocompatibility; (b) the requirement for special-
ized, often complex, and costly techniques for their synthesis and functionalization [244];
(c) their susceptibility to aggregation over time, which can compromise their stability
and functionality [245]; and (d) the possibility that they might induce adverse effects like
inflammation and immune responses [246].

Silica nanoparticles (SiO2 NPs), also known as nanosilica are considered another type
of inorganic NP. They are typically amorphous substances with a spherical morphology,
although they can be synthesized in various shapes and sizes [247]. Their surfaces can be
easily modified for specific purposes, making them suitable nanocarriers for drug delivery
due to their high surface area and their ability to adsorb active components [248]. SiO2

NPs possess several advantages including the following: (a) they exhibit low toxicity
and are considered safe for biomedical applications; (b) they are thermally stable and
can withstand high temperatures without significant degradation; (c) silica is abundant
and cost-effective; and (d) their surfaces can be modified and functionalized for specific
applications and have gained attention as potential adjuvants for vaccine development. For
instance, mesoporous silica nanoparticles (MSNs) are nanomaterials with tunable particle
size, high porosity, and versatile surface chemistry. They are commonly used for controlled
drug release and delivery due to their low toxicity and biocompatibility [249]. Traditional
MSNs have small pores (typically 2–6 nm), which limit their utility for immunotherapy
since many antigens and immunostimulatory factors are macromolecules (e.g., proteins,
nucleic acids). Recently, MSNs have been developed with extra-large pores (20–30 nm) to
incorporate antigens for more effective cancer vaccines. Large-pore MSNs can efficiently
load macromolecules, making them suitable for immunotherapy [77]. They target dendritic
cells in lymph nodes, delivering tumor antigens and activating DCs, which leads to a
cytotoxic T lymphocyte (CTL) antitumor response. Overall, silica-based nanomaterials are
biodegradable, biocompatible, and easily conjugated with antigens and adjuvants [250].
They exert immunostimulatory effects, enhancing the immunogenicity of subunit vaccines
and offering promise in cancer immunotherapy [78]. There are ongoing clinical trials for
various cancers, including ovarian cancer, prostate cancer, and glioblastoma [251]. The
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primary drawbacks of SiO2 NPs include the complexity of their synthesis processes and
the potential long-term environmental impacts and health risks associated with exposure.
These risks may include inflammation, oxidative stress, and cytotoxicity [252–254].

3.4. Virus-like Particles (VLPs)

VLPs are non-infectious, non-replicating viral structural proteins that lack viral genetic
material. They mimic the structure of real viruses and do not cause disease. VLPs are safe
and effective immune stimulators [255], highly immunogenic, and capable of inducing
both cellular and humoral immune responses. They serve as an alternative platform
for developing vaccines against infectious diseases, including hepatitis B, malaria, and
SARS-CoV-2. VLP-based vaccines have the advantages of efficacy, safety, stability, and
diversity [82,83]. Most licensed VLP-based vaccines use classic aluminum adjuvants, which
enhance antibody responses through complex cellular reactions and local antigen trapping
at the injection site, ensuring slow release and prolonged stimulation of the immune
system [256]. The main drawbacks of VLPs include the following: (1) they can be less
stable compared to other NPs; (2) they degrade or lose their structural integrity under
certain conditions, which can affect their efficacy; (3) the removal of impurities and the
achievement of high purity levels of VLPs is a labor-intensive and time-consuming process;
(4) their sensitivity to environmental conditions such as temperature and pH can limit their
storage and handling options; and (5) VLPs produced in bacterial systems may contain
endotoxins, which can cause severe immune reactions [82,255,257,258].

There are numerous examples of VLP-based vaccines in various stages of clinical
and pre-clinical development. For instance, VLPs derived from the hepatitis B virus and
human papillomavirus (HPV) have been successfully commercialized. Recently, VLP-
based vaccines targeting emerging pathogens such as SARS-CoV-2 have shown significant
promise. These include VLPs displaying the SARS-CoV-2 spike protein, which have
entered clinical trials [259,260]. Additionally, VLP-based vaccines are being explored for
other diseases such as influenza, HIV, and malaria. By mimicking the structure of native
viruses, VLPs can induce strong immune responses, making them a versatile platform for
vaccine development [261–264].

3.5. Self-Assembling Peptide/Protein Nanovaccines

Self-assembling peptides and proteins can form diverse nanostructures, including
nanofibers, NPs, and hydrogels. These structures offer unique advantages for vaccine
delivery, such as controlled antigen release, enhanced immunogenicity, and targeted de-
livery to immune cells [265]. Recent advancements in peptide and protein engineering
have enabled the development of self-assembling nanovaccines for various diseases. For
example, ferritin-based NPs have been explored as a platform for delivering multiple
antigens, including those targeting EBV, SARS-CoV-2, and cancer [266,267]. Additionally,
peptide-based vaccines have been designed to induce specific immune responses against
various pathogens [267,268].

4. Mechanism of Action of Nanovaccines
NPs can be functionalized as antigen carriers through encapsulation or surface conju-

gation. In encapsulation, antigens are enclosed within the NP matrix, providing a controlled
release mechanism. In surface conjugation, antigens are attached to the NP surface, facil-
itating direct interaction with the immune system [59,269]. The mechanism of action of
NPs is governed by their structure, size, surface charge, concentration, dosage, uptake, and
processing by the immune system cells [270]. The size of NPs enhances tissue penetration
and enables immune cell interaction and activation at the infected site [46]. They can
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protect antigens from premature enzymatic degradation and facilitate a sustained release,
thereby ensuring prolonged antigen exposure and enhancing the immune response [55,271].
NPs can mimic the invasion process of pathogens, enhancing the immune response by
presenting antigens more naturally and effectively [87]. NPs can also be functionalized
with ligands that attach to certain receptors on antigen-presenting cells, including dendritic
cells or macrophages. This targeted approach increases the uptake of antigens by the key
immune cells. Once inside the APCs, the NPs degrade, releasing the antigens that are
processed and presented on the surface of APCs by major histocompatibility complex
molecules [272]. Potentially, the immune response to nanovaccines involves antibodies
generated for both the NP itself and the incorporated antigen [273].

Adjuvants can be defined as substances added to vaccines to enhance the immune
response, improve antigen presentation, activate the immune cells, and prolong anti-
gen exposure. NPs can act as effective adjuvants by gradually releasing antigens and
being engineered to specifically reach antigen-presenting cells. This targeted delivery
optimizes immunization strategies, allowing effective immune activation with lower
antigen doses [227,274].

Various types of NPs, including gold, dendrimers, carbon, polymers and liposomes,
can induce cytokine and antibody responses. LNPs are particularly effective in encapsu-
lating mRNA and delivering antigens to immune cells, facilitating CD8+ T cell activation.
These LNPs have demonstrated success in clinical applications, such as in mRNA vaccines
for SARS-CoV-2, where they enable efficient delivery of spike proteins to antigen-presenting
cells, thereby triggering a strong immune response [189,275]. Additionally, NPs allow for
the delivery of multiple antigens within a single vaccine. For example, a single NP could en-
capsulate spike proteins from various coronaviruses, potentially offering broader protection
against related pathogens [276].

5. Nanovaccines for Food Safety
Foodborne and waterborne bacterial pathogens continue to pose significant global

health challenges, causing substantial morbidity and mortality worldwide. Recent advances
in NP-based vaccines have also emerged to form a promising strategy to combat these
pathogens through immunization.

Recent studies have demonstrated significant progress in developing nanovaccines
against Salmonella spp. Chitosan NPs conjugated with Salmonella outer membrane pro-
teins have been shown to induce robust immune responses in broilers, protecting against
lethal challenges. The nanoformulation showed superior stability when compared with
conventional vaccines and also increased mRNA expression of toll-like receptors [277].
Additionally, oral vaccine administration (S. Enteritidis immunogenic outer membrane
proteins and flagellin entrapped in mannose chitosan NPs) elicited cross-protective mucosal
immune responses against S. Typhimurium colonization in broilers [278]

Innovative approaches using gold NPs conjugated with E. coli O157:H7 antigens have
shown promising results. Recent studies have shown that vaccination with gold NPs conju-
gated to E. coli O157:H7 antigens elicits strong systemic and mucosal immune responses,
leading to significant protection against E. coli O157:H7 colonization [279]. Furthermore,
nanoformulations, combining antibiotics, NPs, and polymeric carriers, can improve drug
delivery and efficacy in the treatment of urinary tract infection (UTI) treatment, especially
UTIs caused by E. coli. These nanoformulations can enhance drug solubility, target specific
sites of infection, and control drug release, leading to improved therapeutic outcomes and
reduced side effects. These advancements in nanotechnology hold the potential to revolu-
tionize UTI treatment by providing more effective and targeted therapeutic options [280].
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A novel lipid nanoparticle (NP)-based vaccine incorporating the cholera toxin B
subunit has been developed to combat V. cholerae. This formulation has demonstrated
enhanced mucosal immunity compared to traditional oral cholera vaccines. Additionally,
it has shown improved stability under gastric conditions and increased bioavailability,
making it a promising alternative for cholera prevention [281]. Complementary research
has shown that nanoparticle-based vaccines combining V. cholerae outer membrane vesicles
induced long-lasting immunity [282].

Engineered polymer-based NPs incorporating flagellin and outer membrane proteins
of Campylobacter jejuni have shown a significant reduction in bacterial colonization, achiev-
ing protection in poultry models [109]. Additionally, hybrid NPs combining chitosan
and alginate have shown enhanced mucosal adherence and improved immune responses
against C. jejuni [283,284].

Advanced NP formulations targeting L. monocytogenes have emerged as potential
preventive strategies, where developed NPs conjugated with listeriolysin O have demon-
strated enhanced cellular immunity and effective cross-presentation to CD8+ T-cells [285].
In addition, NPs loaded with multiple listeria antigens achieved broad-spectrum protection
against different serotypes [285].

Innovative approaches in Shigella nanovaccine development have shown significant
progress using NPs encapsulating Shigella invasion plasmid antigens, demonstrating robust
protection against multiple Shigella species [286]. Furthermore, success has been reported
with pH-responsive NPs that specifically release antigens in the intestinal environment,
enhancing the efficiency of immune response induction [287].

6. Nanoparticle-Based Vaccines in Veterinary Medicine
The advancements in nanotechnology have revolutionized the field of vaccination

and drug delivery, significantly enhancing the diagnosis, prevention, and treatment of
both infectious and non-infectious diseases in humans and animals [269,288]. NPs, when
used in vaccines, enable targeted delivery, enhance immune response, and potentially offer
prolonged immunity, making them particularly advantageous in veterinary medicine ap-
plications. By reducing the reliance on antimicrobials, these nanovaccines play an essential
role in promoting animal welfare and addressing antimicrobial resistance, a growing con-
cern in veterinary and public health [289,290]. In veterinary medicine, nanoparticle-based
vaccines have demonstrated effectiveness in conferring specific and durable immunity
against a range of clinically significant bacterial pathogens, including Salmonella spp., E. coli,
Staphylococcus spp., Helicobacter spp., Mycobacterium spp., Clostridium spp., and Pseudomonas
spp. For example, studies have demonstrated that nanoformulations can enhance antigen
stability and allow for controlled release, which can improve vaccine efficacy and immune
memory [288–290]. This technology is also being explored to develop novel vaccine plat-
forms that may improve immune responses against difficult-to-treat pathogens and reduce
disease burden in livestock industries [290].

Secreting membrane vesicles are nanostructures that can stimulate T-cell responses
against different antibiotic-resistant bacteria such as S. aureus and avian pathogenic E. coli.
These extracellular vesicles produced by resistant bacterial strain surfaces and coated with
indocyanine-loaded magnetic silica NPs could significantly reduce surface infection, sys-
temic invasiveness, and complications of S. aureus in experimental models [97]. The outer
membrane vesicles of avian pathogenic E. coli serotype O2 have experimentally promoted
strong specific and non-specific protective immune responses against homologous infection
with E. coli in broilers, which was achieved via the reduction of bacterial loads, reduction
of proinflammatory cytokine production and activation of T-cell responses [98].
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Carbon nanotubes and poly-anhydrous NPs have been tested against anaplasmosis
or inactivated M. paratuberculosis in murine experimental models. The carbon nanotubes
absorbed and displayed the A. marginale MSP1 protein on both their outer and inner
surfaces. They then traversed biological membranes without compromising their integrity.
In contrast, the polyanhydrides encapsulated whole-cell lysates and M. paratuberculosis
culture filtrates through nanoprecipitation. [99].

Furthermore, nanovaccines based on the oligo-polysaccharide antigen and poly (lactic-
co-glycolic acid) NPs have shown promise against B. melitensis through efficient engulf-
ment by macrophages and other phagocytic cells [117]. Polyanhydride NPs encapsulating
pathogenic fusion proteins co-adjuvanted with noncanonical CDGs are among the latest
innovations that rapidly induce specific protective immune responses against highly vir-
ulent B. anthracis and Y. pestis [111]. F. columnare, which is a highly contagious bacteria
affecting tilapia, can be controlled and suppressed by the immersion of mucoadhesive
polymer chitosan-complexed nanovaccine, which modulates the mucosal immune response
of tilapia against columnaris disease [103]. Avian pathogenic E. coli, which is a highly infec-
tious pathogen impacting poultry production worldwide, has been minimized in chickens
by using chitosan-based nanovaccines. These chitosan nanovaccines can encapsulate and
load the outer membrane protein and flagellar antigen, resulting in improved vaccine
efficacy and protection against avian pathogenic E. coli [108].

Additionally, chitosan nanovaccines containing S. Enteritidis that are surface-coated with
F-protein and O-F antigen have successfully reduced the load of S. Enteritidis in chicken and
pig intestines by stimulating specific memory B and T cell responses [109,110,291]. Moreover,
nanoparticle-based vaccines have been used for the prevention and treatment of different
parasitic infections and infestations such as malaria, leishmaniasis, toxoplasmosis, schisto-
somiasis, anaplasmosis, theileriosis, trypanosomiasis, and coccidiosis. They have also been
applied to parasitic vectors like fleas, mosquitoes, and ticks [147,292]. Inoculation of nanovac-
cines in experimental animals against T. cruzi has been developed and optimized for both
the protection and control of parasite replication and dissemination [112]. Moreover, new
nanovaccine platforms, such as antigen-absorbing silica vesicles, have been evaluated against
tick-borne diseases in laboratory models and have shown very promising results [113]. An-
other novel nano vaccine has shown synergistic efficacy and balanced immune response
against T. parva [81]. Furthermore, precisely engineered nanovaccines have provided sta-
ble, long-lasting immunological and less toxigenic responses against highly pathogenic and
mutated viruses, including avian influenza, RSV, and RVF virus [104,147,293,294].

7. Current Research on Nanoparticle-Based Vaccines
The use of NPs in vaccines can improve immunogenicity and offer a promising plat-

form for future vaccine development. Researchers are utilizing microfluidic platforms to
evaluate the performance of NPs in preclinical studies. These platforms can mimic in vivo
conditions, allowing a more accurate assessment of NPs’ efficacy and safety [295]. In
addition, membrane-based nanovaccines are under investigation, with several candidates
in preclinical and clinical phases for use as effective cancer nanovaccines to inhibit tumor
growth and metastasis [296–298]. NPs are being explored to improve the delivery and
efficacy of cancer treatments. For instance, in lung cancer therapy, NPs can deliver drugs
directly to tumor cells, enhancing the precision and effectiveness of the treatment while
minimizing side effects [299]. Different types of NPs, such as polymer NPs, liposomes,
quantum dots, dendrimers, and gold NPs, are being studied for their unique properties
and applications in targeting tumor tissues [299–301]. Animal models remain the appro-
priate tool in demonstrating the efficacy of nanoparticle-based vaccines. Rats, guinea
pigs, mice, sheep, canines, rabbits, swine, and non-human primates like African green
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monkeys and Asian macaques are among the most commonly used animal models. Small
animal models offer advantages in handling, housing, and maintenance costs; however,
selecting a suitable animal model is crucial for translating experimental findings to clinical
applications and overcoming developmental barriers. For example, mice are more resistant
to classic TB disease which minimizes their utilization for evaluating TB vaccines. The
encapsulation of antigens in suitable animal models using microparticles/NPs enhances
the immune responses, resulting in better immunity and broader protection compared
with conventional vaccines [302]. Self-assembled peptide nanovaccines (SAPNs) can act
as innovative nanovaccines that enhance antigen-presenting cell uptake, with B-cell acti-
vation and lymph node trafficking, resulting in a robust immune response and protection
against various animal infectious diseases [303]. Additionally, VLPs have shown promise
in vaccine development and have effectively protected animal models against SARS-CoV-2
infection [304].

8. Hurdles for Nanoparticle-Based Vaccines
Regulatory approval pathways for NPs can be extremely complex due to their unique

features and potential applications across various fields, including medicine, cosmetics,
and food packaging. The U.S. Food and Drug Administration (FDA) regulates NPs under
existing statutory authorities, tailored to the specific product type (e.g., drugs, biologics,
devices). For nanomedicine, the FDA requires thorough evaluations of safety, quality, and
efficacy and often involves laboratory and clinical studies due to their novel properties.
The regulatory bodies perform a risk-benefit analysis tailored to the intended use of the
nanoparticle product with continuous monitoring of nanoparticle products post-approval
to ensure ongoing safety and effectiveness [305–307]. Regarding NP-based vaccines, key
considerations include validation methods for antigen selection, formulation stability,
antigen release rates, the characterization of carrier pharmacokinetics and biodistribution,
and rigorous clinical trials and safety assessments that include Phase I, II, and III trials
which assess safety, efficacy, and immunogenicity [308–310].

Several critical considerations and challenges pertain to NPs, including safety concerns
related to adverse reactions, as NPs may accumulate in tissues and organs causing harm.
Some NPs may trigger allergic reactions, inflammations, and oxidative stress and there
is potential for NPs to induce DNA damage, which could result in mutations and geno-
toxicity [311]. Regulatory bodies like the FDA, European Medicines Agency (EMA), and
National Medical Products Administration (NMPA) have set guidelines and standards to
ensure the safety and efficacy of these nanoparticle-based vaccines. Another challenge is the
cold chain requirements of LNPs, as they are sensitive to temperature fluctuations and thus
require stringent cold chain maintenance during storage and distribution [152]. Global har-
monization is another challenge, ensuring consistent standards and social considerations
across different countries. The U.S. FDA has set specific guidelines, including preclinical
studies, clinical trials, and post-marketing surveillance to ensure the quality, safety, and
efficacy of nanoparticle-based vaccines. The European Medicines Agency (EMA) also has
stringent regulations focusing on safety, efficacy, and quality control for the approval of
NP-based vaccines. In China, the NMPA focuses on clinical trial data and post-marketing
monitoring for the regulation and approval of NP-based vaccines. Furthermore, regarding
social considerations, there may be different levels of vaccine hesitancy due to mistrust or
due to misinformation from the healthcare system, because some communities may have
philosophical or religious objections to certain vaccines, and also because there may be dis-
parities in healthcare access and distribution, particularly in low-income countries. Global
organizations, like the World Health Organization (WHO), are working to harmonize
vaccine standards and guidelines to ensure consistency and safety across countries [312].
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Ongoing efforts to overcome cultural barriers and educate and engage communities about
the importance of vaccination and increase acceptance. The complexity of nanoparticle
design is another challenge and requires careful manufacturing to achieve an ideal product
with the appropriate pharmacological, biological, and physicochemical characteristics [149].
The ability to overcome biological barriers to deliver therapeutics effectively to the target
sites is a further challenge. There are additional challenges for mRNA-based nanovaccines,
which include selecting the appropriate target antigen, synthesizing, and purifying mRNA,
and ensuring effective encapsulation of mRNA within lipid NPs. There are several manu-
facturing challenges for NPs, including top-down manufacturing approaches for breaking
down bulk materials into NPs. These techniques, such as milling, lithography, and laser ab-
lation, can be energy-intensive and may lead to issues like contamination and non-uniform
particle sizes [313]. In contrast, bottom-up, such as chemical vapor deposition, sol-gel
processes, and self-assembly, offer greater control over particle size and composition [313].

There are also scalability challenges for NPs, including the need for uniformity and to
achieve consistent size, shape, and distribution of NPs on a large scale, which can affect the
performance and safety of the final product [313]. Even small amounts of impurities can
significantly alter the properties of NPs, making it crucial to maintain purity and prevent
contamination during large-scale production [314]. Additionally, scaling up nanoparticle
production can be expensive due to the need for specialized equipment and materials.

Current research focuses on optimizing the manufacturing processes for nanovaccines
to enhance their scalability, effectiveness, and cost-efficiency. mRNA vaccines have gained
attention due to their rapid design, potent immune responses, and safety. Additionally,
they can be designed within days, allowing fast production and scalability [315]. LNPs
acting as effective delivery platforms for mRNA vaccines can enhance immunogenicity,
target delivery, and improve stability [274]. Interestingly, another platform, called the
Silicon Scalable Lipid NP Generation platform, has been developed with a scalable and
efficient solution for LNP production and for addressing the challenges exposed during the
COVID-19 pandemic [93].

Different measures can help in achieving high-quality and consistent NPs, which are
essential for their reliable performance in various applications. Advanced techniques like
electron microscopy (scanning, and transmission), and dynamic light scattering are used to
analyze the size, shape, and distribution of NPs. Developing standardized protocols for
synthesis and characterization helps in maintaining consistency across different batches.
Implementing strict control over the production process, including temperature, pH, and
reactant concentrations, ensures reproducibility. Regular testing and validation of NPs
against predefined criteria help in identifying and mitigating any deviations. Using auto-
mated systems for production and quality control can reduce human errors and improve
consistency. Adhering to regulatory standards and guidelines ensures that the NPs meet
safety and efficacy requirements. Furthermore, rigorous quality control and adherence to
regulatory guidelines are essential for successful nanoparticle-based vaccine safety and
efficacy. The US Pharmacopeia has developed analytical methods by which to assess at-
tributes such as identity verification, impurity control, and content measurement for mRNA
vaccine and these quality standards contribute to enhanced regulatory confidence [316–318].
Preclinical assessment of nanovaccines involves measuring physical, chemical, and stability
properties, as well as assessing immunogenicity and toxicity in vitro and in vivo, which are
essential to ensure comprehensive characterization throughout vaccine development [319].
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9. Innovations in NP Development
9.1. Nanocages, Dendrimers, and Other Novel Structures

Various innovative structures, including nanocages and dendrimers, have emerged in
biomedical research and vaccine development. Nanocages are nanoscale, hollow structures
with porous walls. Nanocages offer unique properties, including porosity, high load-
ing capacity, controlled release mechanisms, and customizable surface properties. These
characteristics make nanocages highly effective for delivering therapeutic and biological
molecules. Additionally, nanocages are not recognized as exogenous particles and can be
biologically or chemically engineered. Nanocages can be classified into two groups: organic
nanocages (e.g., protein nanocages, DNA nanocages, etc.) and inorganic nanocages (e.g.,
gold nanocages, silica nanocages, carbon-based nanocages, etc.) [320]. Organic nanocages,
particularly protein nanocages derived from endogenous proteins, exhibit minimal interac-
tions with living cells. In contrast, inorganic nanocages offer high antigen-loading capacity,
controllable drug loading and release kinetics, flexible surface chemical modification, and
in vivo safety. They can also incorporate luminescent, radioactive, or magnetic reporter
molecules for tracing purposes.

Dendrimers are highly branched nanosized polymers with a central core and multiple
layers of branching units. Their characteristics, such as chemical stability, polyvalency, elec-
trostatic interactions, self-assembling, solubility, and low cytotoxicity, make them suitable
candidates for functionalization with antigens, adjuvants, and other nucleic acid-based
vaccines [321,322]. This technology facilitates a rapid response to vaccines, with broader
efficacy and reduced vaccination frequency. Notably, dendrimer-RNA nanoparticles have
demonstrated significant protective effects against lethal pathogens such as H1N1 influenza,
Ebola, and T. gondii, with a single dose protecting challenged mouse models [94].

Outer membrane vesicles (OMVs) are spherical double-layered nanostructures (20
to 250 nm) derived from the surface of gram-negative bacteria. OMVs do not cause
diseases because they mimic the structures found on the bacterial cell surface and cannot
be replicated. They have a promising role in the creation of nanoparticle vaccines and can
be engineered to display multiple antigens against different bacterial and viral infections
and malignant tumors. OMVs can strongly stimulate the innate and adaptive immune
responses [323]. However, there remain some challenges that are being addressed, including
possible degradation by proteases, protein misfolding, and inefficient translocation of
complex antigens [324].

Metal–organic frameworks (MOFs) are examples of NPs that can be used in nanovac-
cines to enhance the immune response to antigens. MOFs can encapsulate and deliver viral
proteins, such as the SARS-CoV-2 spike protein. Once inside the cells, MOFs break down
and activate the innate immune system through toll-like receptors that lead to increased
production of cytokines and other inflammatory molecules [325,326].

Nanogels show great potential as novel antigen-delivery vehicles. They are sub-
micron structures with a network of cross-linked polymer chains. These nanogels can
encapsulate biomolecules and target specific immune cells [327,328]. They also can be
designed to release antigens in a controlled manner to prolong the immune response.
In addition, nanogels can be designed to display multiple antigens to protect against
multiple infectious agents [329].

Combinational nanovaccines can combine multiple antigens in a single formulation to
induce a broader and stronger immune response. Despite the potential benefits of combina-
tional nanovaccines, several challenges should be considered, as the multiple antigens and
adjuvants in the combined nanovaccines can interfere with each other, resulting in adverse
effects, while their design can be complex and requiring increased testing and evaluation.
The other challenge is regarding combinational nanovaccines’ safety. There are different
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examples of combinational nanovaccines in the preclinical and clinical phases, including
an influenza vaccine that can protect against multiple strains of influenza viruses [330], a
tuberculosis vaccine that targets different TB antigens [331], a cancer vaccine that combines
multiple cancer antigens [332] and an HIV combined vaccine that targets multiple strains
of HIV [333].

Most traditional vaccines are administered through injection, which could be painful
for some individuals. Needle-free nano vaccine administration (oral delivery, inhalation
delivery, and transdermal delivery) offers several advantages, including simple adminis-
tration, proven safety, reduced pain, and robust immunogenicity. For oral nanovaccine
delivery to be suitable for GIT diseases, such as cholera and rotavirus infections, NPs must
be designed to withstand the acidic pH of the stomach and to release the antigen in the
lumen of the gut to initiate the immune response. Transdermal nanovaccine delivery is
another delivery approach through which nanoparticle-based vaccines can penetrate the
skin and reach the underlying tissues’ immune cells. The inhalation delivery of nanovac-
cine also ensures that nanoparticle-based vaccines can reach the immune cells in the lung
and induce the desirable immune response [334–338]. Overall, needle-free nanovaccine
administration offer many advantages, including reducing the risk of blood-borne disease
transmission; reducing pain, especially in individuals with needle phobia; eliminating the
need for specific equipment and trained personnel due to the ease of administration; and
enhancing immunogenicity due to direct delivery of the vaccine to the immune cells.

Interestingly, there have been several suggestions regarding the utilization of spores of
Bacillus spp. as a mucosal vaccine delivery carrier. These spores have the benefits of dormancy
and extreme resistance properties. Many antigens have been presented on these spores
through recombinant and non-recombinant methods and have exhibited robust antigen-
specific immune responses. Additionally, probiotic-based spores have shown promise in
enhancing immune responses by presenting antigens on probiotic strains [339,340].

9.2. Using NPs with Other Advanced Technologies

Other important advances in gene therapy in which NPs play a crucial role include
the advancement of cutting-edge technologies like Clustered Regularly Interspaced Short
Palindromic Repeats (CRISPR)/associated protein 9 (Cas9) and mRNA-based therapies.
CRISPR/Cas9 technology is renowned for its precise gene-editing capabilities and is
considered one of the most promising technologies for genome manipulation. However,
CRISPR/Cas9 has low intracellular delivery efficiency, which severely affects its potency
and clinical application, meaning that the development of an effective delivery system
for CRISPR/Cas9 system is crucial. LNPs and other nanocarriers like liposomes, cationic
polymers, and gold NPs, have emerged as efficient carriers for CRISPR/Cas9 components,
overcoming challenges such as inadequate cellular entry, off-target effects, and nuclease
degradation [341,342]. A notable advancement in tumor targeting involves the use of a
multiplexed dendrimer with an LNP [95]. This system involves the co-delivery of Cas9
mRNA, focal adhesion kinase siRNA, and sgRNA (siFAK + CRISPR-LNPs) to enable tumor
delivery and enhance gene-editing efficacy. The study demonstrated that gene editing was
enhanced and increased by more than 10-fold in tumor spheroids, due to increased cellular
uptake and NP penetration mediated by FAK-knockdown in tumor tissues.

9.3. Personalized Vaccines

Personalized nanovaccines represent an exciting frontier in vaccine development,
tailored to the genetic variations, existing immunity, age, sex, and disease history of in-
dividuals. Unlike traditional vaccines, which have a one-size-fits-all approach (standard
antigen formulation and dose), personalized nanovaccines are specifically designed for
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each host’s unique immune system. Researchers have been able to develop personal-
ized vaccines after analyzing biomarkers that can predict the host immune response to
vaccines. The main advantage of personalized vaccines lies in their ability to target the
individual’s unique immune system, thereby maximizing efficacy and minimizing adverse
reactions [343]. However, their widespread adoption faces challenges including the need
for biomarkers development, high costs, and logistical barriers [181,276,344]. Recent ex-
amples of engineered personalized nanovaccines include personalized flu vaccines and
cancer immunotherapy. In cancer immunotherapy, the tailored nanovaccines not only
enhance antigen presentation but also effectively modulate immunosuppression within
the tumor microenvironment. A notable example is the mRNA-based personalized cancer
vaccine mRNA-4157, which targets twenty tumor-associated antigens specifically expressed
by cancer cells, demonstrating the potential for both immunostimulatory and antitumor
activities [345]. Fluoropolymer-based nanovaccines represent another class of personalized
nanovaccines. When used in combination with immune checkpoint blockade therapy, these
tailored nanovaccines have exhibited prevention of post-surgical metastasis and tumor
recurrence in breast cancer models [96]. Additionally, neoantigen nanovaccines, which
target unique tumor-specific antigens arising from mutations in cancer cells, have shown
promise as personalized nanovaccines. For example, a study has demonstrated that deliv-
ering neoantigen peptides along with a sting agonist through a nanoparticle-based system
significantly improved the immune response and survival rates in a melanoma mouse
model [346]. Moreover, the influenza virus is characterized by its rapid mutation, requiring
traditional influenza vaccines to be updated periodically according to the circulating strains.
However, all individuals cannot equally respond and be protected using these influenza
vaccines. These challenges could be controlled with the development of personalized
influenza vaccines that optimize the immune response of each individual.

10. Artificial Intelligence in Nanoparticle-Based Vaccines
Artificial intelligence (AI) has emerged as a transformative force in the development

of NP-based vaccines, revolutionizing multiple aspects of the development pipeline from
initial design to clinical implementation. The integration of AI technologies, particularly
machine learning, and deep learning approaches, has significantly accelerated the vaccine
development process while improving efficiency and predictive accuracy [347]. These
advanced computational tools have enabled researchers to optimize antigen design, predict
immune responses, and enhance the overall efficacy of NP-based vaccine platforms.

In the field of antigen design and NPs optimization, AI algorithms have demon-
strated remarkable capabilities in predicting optimal epitope sequences and enhancing
antigen stability. These systems can analyze vast datasets of protein structures and im-
munological responses to identify the most promising vaccine candidates, significantly
reducing the time and resources required for traditional experimental approaches [348].
AI-driven platforms have revolutionized the characterization of nanoparticle properties,
enabling precise control over particle size, shape, and surface chemistry, which are
crucial parameters for vaccine efficacy [349].

The application of machine learning in formulation development has particularly
enhanced our ability to optimize nanoparticle composition and predict stability profiles.
These AI systems can analyze complex relationships between formulation parameters
and vaccine performance, leading to more stable and effective vaccine candidates [350].
Additionally, AI models have proven invaluable in predicting immunological responses
and potential adverse reactions, allowing researchers to optimize vaccine formulations
before clinical trials begin [351].
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Looking toward the future, the integration of multiple AI technologies presents ex-
citing opportunities for nanovaccine development. The combination of big data analytics
with sophisticated AI models is expected to enable more personalized vaccine approaches
and improve prediction accuracy. However, challenges remain, including the need for
larger, more diverse datasets and the validation of AI predictions in biological systems. As
these technologies continue to evolve, they are expected to play an increasingly crucial role
in developing next-generation nanovaccines that are more effective, safer, and more readily
available to global populations.

11. Conclusions
Nanoparticle-based vaccines hold immense promise for revolutionizing immunization

strategies. These vaccine platforms offer several advantages over traditional approaches,
including enhanced immunogenicity, targeted delivery, and sustained antigen release. The
ability to incorporate multiple antigens and adjuvants into a single nanoparticle formulation
further simplifies vaccine administration and improves efficacy. However, significant
challenges remain in translating these promising technologies into practical applications.
Overcoming manufacturing hurdles, ensuring long-term stability, and conducting rigorous
clinical trials are essential to bringing NP-based vaccines to market. Addressing potential
toxicity and immune side effects is crucial for ensuring their safety and efficacy. Researchers
can develop highly effective and personalized vaccines by combining nanotechnology with
advancements in artificial intelligence and bioengineering. This interdisciplinary approach
will facilitate the creation of vaccines capable of combating emerging infectious diseases,
reducing the burden of chronic illnesses, and improving global health outcomes.
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