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Featured Application: This paper can be used as a guideline in the stability design of a power
system network to study the mechanism of cascading failures in power systems.

Abstract: In this study, we propose a load-redistribution-based practical cascading failure model
that analyses the dynamic behaviour of a power system upon the occurrence of node failures.
The proposed model pays particular attention to the load model and its role in modelling the cascade.
Both naturally-induced and deliberate man-made node failures are incorporated in the proposed model
for three typical network topologies—scale-free, small-world and Erdös–Rényi random networks—to
demonstrate the validity of the proposed model and the extent of cascading failure. The load-based
cascading failure model is validated using the data obtained from a real-world power grid, and the
robustness and vulnerability when subjected to node failures are analysed and presented.
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1. Introduction

Modern power systems are expanding in size, complexity and new technologies, which has
brought significant improvement to the way we generate, transmit and consume electricity [1,2].
Nonetheless, these ever-growing power systems, at the same time, have created new and more
pressing challenges for society, such as instability caused by massive scale-up [3] and uncertainties
and risks due to the wide range of features and functions that modern grids boast [4]. Cascading
failure is one of severest power outages in power systems, which can cause an astronomical amount
of financial loss and affect countless people [5]. Cascading failures are normally caused by initial
incidents, such as an electric fault at a particular transmission line, and through fast propagation,
they can lead to large-scale blackouts in modern complex power systems [6–8].

On 14 August 2003, for instance, an initial disturbance caused by the summer heat in Ohio
triggered the largest blackout in the history of the USA [9], which finally affected an estimated
10 million people in Ontario and 45 million people in eight states in the USA. Moreover, it was reported
that there were about 30 billion dollars of economic loss in this incident. The largest blackout in
history, branded “the biggest power failure”, happened on 31 July 2012 in India, which left 620 million
people, half the Indian population, living without power for two days. This blackout was also a result
of cascading failure caused by upgrading a backup power line in Bina-Gwalior-Agra in India [10].
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The blackouts that happened all over the world have drawn considerable attention to study the
cascading failure mechanism and investigate the robustness and vulnerability of power grids [11].
Investigations into these major blackouts have shown that almost all of them were triggered by an
initial disturbance [12], which caused a series of cascading failures with rapid propagation. In order to
understand the mechanism of cascading failures in power systems, it is necessary to comprehend how
large-scale grids behave when different kinds of failures occur.

Electric grids, in principle, can be abstracted and considered as a type of complex network,
with unique assumptions that describe the power system features. Numerous researchers have carried
out relevant studies on complex networks; for example, investigations of a communication network via
complex networks to increase reliability [13], the study of an epidemic complex network to efficiently
destruct epidemic system [14], complex networks for musical compositions [15] and complex network
approaches to optimizing the smart grid structure [16], just to list a few.

There are three typical forms of complex networks, namely scale-free networks, smart-world
networks and Erdös–Rényi (ER) random networks. A scale-free network is a network whose degree
of distribution, at least, asymptotically follows a power law [15]; a small-world network is a type of
mathematical graph in which most nodes are not neighbours of one another, but the neighbours of
any given node are likely to be neighbours of each other [16]; and an ER random network is either of
the two closely-related models for generating random graphs with asymptotic stochastic graphs [17].
Real-world networks are usually combinations of these three typical networks, and thus, investigating
these typical networks can provide innovative and impactful solutions to optimization problems and
reliability and risk assessments. For instance, it has been possible to study and enhance the stability of
communication networks through such analysis [18], and the issue that causes such instability can
be effectively eliminated through vigorous research of complex networks [19]. The knowledge and
research experience of complex network have enabled us to investigate the mechanism of cascading
failures in power systems.

However, most exiting models analysing cascading failures in power systems have not taken into
account the electrical features of power grids [20], making them fail to practically represent the realistic
cascade propagation of power system failures. Intending to fill the shortage of research in this area,
in this study, we propose a model that can practically describe the mechanism of cascading failure
in power systems. The fundamental consideration of the proposed model is the load redistribution
when a node fails. This model can represent, to a large extent, the dynamics of the cascade propagation
of failure in a power system. Leveraging this proposed model, the robustness and vulnerability
of a power system can be quantitatively analysed, which is validated through the aforementioned
three typical networks. A realistic power grid in India is then employed to verify the proposed
analytical method, which will provide advice as to how to improve the reliability of the power grid.
Therefore, the proposed cascading failure model is proven valid through both theoretical analysis and
simulation experiments.

The remainder of the paper is organized as follows. In Section 2, the proposed cascading failure
model is presented, which is followed by the robustness analysis of three typical networks in Section 3.
In Section 4, a real-world power grid example is analysed with the proposed model, which proves its
validity. Finally, this paper concludes in Section 5.

2. The Proposed Cascading Failure Model

In Section 2, we propose a novel load-redistribution-based cascading failure model, considering
both active and reactive loads, which pays particular attention to the load model and its role in modelling
the cascade. Its derivation and development are shown in the following equations and deductions.

At each bus-bar, the loading condition at two consecutive sampling times can be described
as follows [10],
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Pi(t + 1) = Pi(t) + ∑

j∈Φi(t)
∆Pji(t),

Qi(t + 1) = Qi(t) + ∑
j∈Φi(t)

∆Qji(t),
(1)

where t represents the number of time instances, i indicates the i−th node and Pi(t) and Qi(t) are
the active and reactive power at the i−th node at time instance t. Terms ∆Pji(t) and ∆Qji(t) are the
load increments, which result from the redistribution from node j to node i at t, and Φi(t) stands for
the index set of node i’s neighbours at t. If we use Ω(t) to represent the configuration of the power
system at t, then we can write i ∈ Ω(t), indicating the i−th node or bus inside the connection Ω
at time instance t. If a node is overloaded at time instance t, then this node is removed from Ω(t)
instantaneously. Power variations ∆Pji(t) and ∆Qji(t) are given by:

∆Pji(t) = pj(t)Pj(t)qj(t),

∆Qji(t) = pj(t)Qj(t)qj(t),
(2)

where pj(t) describes the state of node j at t with pj(t) = 0 implying that node j is in the normal
working condition, and pj(t) = 1 means that node j breaks down as:

pj(t) =


0, if Pj(t) ≤ PMi and Qj(t) ≤ QMi,

1, otherwise,
(3)

where PMi and QMi are the active and reactive power load capacities, which are given by:
PMi = (1 + β)Pj(0),

QMi = (1 + γ)Qj(0),
(4)

where β and γ denote the tolerance parameters of the active and reactive power loads, respectively,
and Pj(0) and Qj(0) are the initial active and reactive power values, which are given by:

Pj(0) = kα
j (0),

Qj(0) = 1
10 · ρ · Pj(0),

(5)

where k j(0) is the degree (the number of its connected neighbours) of node j at t = 0, α (>0) is a tunable
parameter, which determines the load strength of the node, and:

qj(t) =
kα

j (t)

∑
i∈Φj(t)

kα
i (t)

(6)

is the proportional function of the failed node’s load at t, with k j(t) being the degree of node j at t.
Equation (6) is substituted into Equation (2) for power change calculation. According to the industrial
standard, the reactive power load is normally assumed as 10% of its active power load. In real power
systems, however, not all reactive loads have the same relation to their active loads, and therefore,
a modification factor ρ is employed in (5). In a power grid, it is reasonable to assume that a node’s
loading capacity is proportional to its degree k j, i.e., a node with more connections needs to have a
larger loading capacity [21].
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It should be mentioned that power systems will perform islanding when line overloading happens.
When small islanded grids are formed, the power flow will be recalculated in the islanded grids. It is
noted that the proposed method is still valid, regardless of the size of the grid. A small grid simulation
will be the same as the simulation in the study, but with a reduced number of buses.

3. Robustness and Vulnerability of Power Grids

Robustness is a characteristic describing a model’s or system’s ability to resist random changes
that alter its initial stable configuration. In this paper, “vulnerability” is used to describe a system’s
ability to cope with heavy shocks, which represent the consequences in a power system caused by a
single power station. Additionally, we distinguish the two kinds of failures, namely natural failures
caused by natural phenomena, technical defects, wear, ageing, etc., and deliberate failures caused by
intentional human activities such as bombing, blasting, cyber-attacks, etc. The natural failures are used
to assess the robustness of a power grid, whereas man-made or deliberate failures are used to indicate
the vulnerability of a power system.

3.1. Natural Failures and Robustness

We use term N(0) to denote the number of nodes in Ω(0) at t = 0 and incorporate a failure at
a node i by removing it from the network. As a result, the load of node i is then distributed to its
neighbouring nodes, which are shown in Equations (1)–(6). If the resultant load at any neighbouring
node exceeds its capacity, this node fails. The load redistribution is repeated until the loads of all
remaining nodes fall below their respective capacities, i.e., the system reaches another stable condition.
The number of failed nodes during the process is denoted by fi. Simulating this cascading process n
times yields f1, f2,..., fn, i.e., starting from the set of nodes Ω(0), randomly selecting one node as failed
and distributing its load in the network until the system stabilizes. The expected value of the discrete
distribution thus obtained is called the normalized avalanche index, which indicates the probability of
the occurrence of cascading failure in a power system, and is computed as follows:

ar =
∑ fi

n(N(0)− 1)
. (7)

We studied the behaviour of the avalanche index ar after natural failures upon the tunable
parameter α ∈ [0, 2] and the tolerance parameters β ∈ [0, 1] and γ ∈ [0, 1]. These parameters affect
each other and together determine the avalanche factor ar. Simulations were carried out for each
triple (α, β, γ) with α ranging from 0.1–2.0 with a step size of 0.1 and both β and γ ranging from 0–1.0
with a step size 0.01. The simulation will produce in each case a discrete distribution of the ratios
between the number of failed nodes and the total number of nodes in Ω(0). In order to quantify
the extent of cascading failures in different types of networks, Figure 1a–c illustrates the ratios of ar

falling into different subranges of the tolerance parameters’ ranges 0 ≤ β, γ ≤ 1 for the 20 values of α

mentioned above.

Remarks:

• For scale-free power grids, Figure 1a shows the fractions of ar being zero or falling into one of
the ten intervals l

10 < ar ≤ l+1
10 (l = 0, 1, · · · , 9), respectively. As α increases, the probability

of a large cascading failure (ar > 0.9, marked in red) becomes lower, and the probability of no
cascading failure (ar = 0, marked in blue) becomes higher. In particular, it is found that for α = 2,
the highest probability (77%) of not encountering a cascading failure is achieved. Scale-free power
grid networks are considered robust under natural failure conditions, and they become more
robust when α increases, which means that, in natural failure mode, heavy-loading networks are
more robust than light-loading ones.
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• For small-world power grids, Figure 1b shows that the fractions of ar marked in red and blue
do not depend predominantly on α, which means that parameter α has less influence on ar in
the natural failure mode. Small-world power grid networks are still robust under natural failure
conditions, but less robust than scale-free ones. The highest probability of not encountering a
cascading failure is only 39%.

• For ER power grids, Figure 1c reveals that there are no obvious variations as α increases, which
indicates that parameter α has no influence on ar under natural failure conditions. The probability
of not encountering a cascading failure is constantly 95%. Hence, Erdös–Rényi power grids are
the most robust ones among the three typical network types under natural failure conditions.

(a) Scale-free (natural failures)

(b) Small-world (natural failures)

(c) ER (natural failures)

Figure 1. Probabilities of cascading failures under natural failure conditions for three network types.
ER, Erdös–Rényi.
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3.2. Deliberate Failures and Vulnerability

Deliberate failures caused by intentional obstruction of targeted nodes can demonstrate the
fragility of a network. Normally, the nodes with the heaviest loads are treated as the most important
ones, and some measures or special protections are employed to stabilize the network, whereas the
nodes with the lightest loads are normally ignored in real networks. In this section, two different forms
of malicious attacks to intentionally cause cascading failures are considered, i.e., highest loads attacks
(HLA) and lowest loads attacks (LLA). In terms of the proposed model, with the number fi of nodes
that fail during the cascading failure caused by an attack, an avalanche index is defined as:

am =
fi

N(0)− 1
. (8)

Under HLA, the dependence of this avalanche index am on the tunable parameter α and the
tolerance parameters β and γ is shown in Figure 2. To quantify the extents of cascading failures,
Figure 2a–c illustrates the ratios of am that fall into the subranges am < 0.01 (marked in blue) and
am > 0.99 (marked in red), for the 20 values of α mentioned above.

Similarly, Figure 3a–c illustrates the ratios of am that fall into the subranges am < 0.01 (marked in
blue) and am > 0.99 (marked in red), respectively, for the same values of α under LLA. Interpreting
Figures 2 and 3, it can be seen that:

• For scale-free power grids, Figures 2a and 3a show that the probability of very large cascading
failures (am > 0.99, marked in red) grows as α increases under HLA, but decreases as α increases
under LLA. Scale-free power grids are vulnerable under malicious attacks. Further, scale-free
power grids with heavy loads are more vulnerable than the ones with light loads under HLA,
while the power networks with light loads are more vulnerable than the ones with heavy loads
under LLA.

• For small-world power grids, Figures 2b and 3b reveal similar dependence on α as for scale-free
power grids. Small-world power grids are vulnerable under malicious attacks, and as α increases,
small-world grids are more vulnerable under HLA and less vulnerable under LLA.

• For ER power grids, Figures 2c and 3c show the same the distributions of am, which indicate that
parameter α has no influence on am under either HLA or LLA. Hence, ER power grids are the
most robust ones.

(a) Scale-free networks (HLA)

Figure 2. Cont.
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(b) Small-world networks (HLA)

(c) ER networks (HLA)

Figure 2. Probabilities of the extents of cascading failures for three network types under highest
loads attacks.

(a) Scale-free networks (LLA)

(b) Small-world networks (LLA)

Figure 3. Cont.
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(b) ER networks (LLA)

Figure 3. Probabilities of the extents of cascading failures for three network types under lowest
loads attacks.

4. Case Study of a Real-World Power Grid

The characteristics of small-world complex networks can be expressed as:{
Crand � Csw < Cregular,
Lrand ≤ Lsw < Lregular,

(9)

where, Lrand =
ln n
ln K

, Lregular =
n(n + K− 2)

2K(n− 1)
and Lsw are the average path lengths of random networks,

regular networks and small-world networks, respectively, while Crand =
K− 1

n
, Cregular =

3(K− 2)
4(K− 1)

and Csw are the clustering coefficients of random networks, regular networks and small-world
networks, respectively. Terms K and n are the number of the network’s edges and nodes [22].
The Indian power grid falls into the category of a small-world network, and in this section, the proposed
cascading failure model will be verified using real-world data of the Indian power grid through our
simulation study.

4.1. Small-World Characteristics and Robustness of the Indian Power Grid

As in (9), the parameters of the Indian power grid were calculated and are listed in Table 1. It is
revealed that Crand � CIndian < Cregular and Lrand ≤ LIndian < Lregular, which satisfies (9), implying
the Indian power grid has the characteristics of small-world networks.

Table 1. Comparison of different networks.

Type L C

Random 5.7011 0.003576
Indian 11.4473 0.1121

Regular 94.2454 0.3844

The avalanche index of the Indian power grid was simulated with real data. Figure 4 depicts the
probabilities of cascading failures occurring. It can be seen that the larger the parameter α (here, shown
for the four values 0.5, 1.0, 1.5 and 2.0) is, the smaller is the avalanche index, thus the lower probability
of a cascading failure. This leads to the following conclusions:

• The probability of medium and small cascading failures (p(ar ≤ 0.3)) grows as α increases.
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• With the increase of α, the probability of a definite cascading failure (ar = 1) becomes smaller and
is just 7% for α = 2.0. This implies that the probability of a definite cascading failure is very small
under natural failure conditions, i.e., the grid is robust under these conditions.

• The probability of a large cascading failure (ar > 0.9), which means nearly 515 out of the total
572 nodes fail, is also very small. The probability of a cascading failure is nearly zero under
natural failure conditions when the tolerance parameters β and γ are both larger than 0.3 in real
power systems. Hence, the Indian power grid is robust under natural failure condition, which is
reasonable for its small-world features.

Figure 4. Probabilities of cascading failures in the Indian power grid under natural failure conditions.

4.2. Scale-Free Characteristics and Vulnerability of the Indian Power Grid

Utilizing real data of the Indian power grid with its 572 nodes and 871 edges, its robustness and
vulnerability are simulated and analysed as follows. Normally, it is assumed that the node with the
largest load is the most important one, while the nodes with light loads are always ignored. However,
nodes with light loads cannot be excluded from consideration and are taken into account in this case
study. We notice that:

• Figure 5a,b shows that the probability of very large cascading failures (am > 0.98, marked in red)
grows with as α increases under HLA, but decreases under LLA.

• It is obvious that HLA can lead to a definite cascading failure in the power grids of interest. In the
case of the Indian cascading failure on 30 and 31 July 2012, it was caused by the failure of the
Bina-Gwalior-Agra line, which took the heaviest load in the power grid. This fact shows great
agreement with the simulation conducted in this study. Hence, in reality, special care needs to be
taken for the nodes with the highest loads, e.g., more back-up capacities should be provided or
more protective measures should be taken to ensure the stability of the power system.

• LLA is normally ignored, but can also cause a definite cascading failure, i.e., the light loads
in power systems are vulnerable under LLA. Hence, it is necessary to pay more attention to
light loads.



Appl. Sci. 2018, 8, 1033 10 of 12

(a) Indian grid (HLA)

(b) Indian grid (LLA)

Figure 5. Probabilities of cascading failures in the Indian power grid under HLA and LLA.

Figure 5a,b shows the dependence of the avalanche index am of Equation (8) for the Indian power
grid on the parameter α and the tolerance parameters β and γ under HLA and LLA, respectively.

5. Conclusions

In this paper, we proposed a load-redistribution-based practical cascading failure model in
power systems, with which three typical power grids (scale-free, small-world and ER networks)
and a real-world power grid in India have been studied. The simulations, which incorporate both
naturally-induced failures and deliberate man-made failures into the proposed model, demonstrate
the robustness and vulnerability of the distinct types of networks. The simulation results of the India
power grid displayed high congruity with what actually happened in the “30 July 2012” blackout,
which have shown that the power grid is robust under natural failures but vulnerable under deliberate
attacks. We can also conclude that heavy-loading and light-loading nodes are both important and can
cause cascading failures, so that they should both be protected appropriately. The proposed model,
which although was only applied to an Indian power grid, has wide applicability (including power
grids in China) through extensive analyses in the three typical networks. At a regulatory level, this
paper suggests that policy makers and power system operators need to give thorough consideration
when designing and deploying protection systems, where both heavy-loading and light-loading
facilities require appropriate protection mechanisms.
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