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Abstract

The rapid evolution of malware families poses significant challenges for cybersecurity
systems, particularly when newly emerging threats lack sufficient labeled data. Although
image-based deep learning approaches have achieved strong performance under fully
supervised conditions, their dependence on retraining limits adaptability in dynamic envi-
ronments. To address this issue, we propose a Retrieval-Augmented Few-Shot Malware
Detection Framework that integrates binary-to-image visualization, multimodal embed-
ding using a frozen Vision-Language Model (Qwen2.5-VL), and similarity-based external
memory retrieval. Malware binaries are converted into grayscale images and embedded
into a semantic vector space without task-specific fine-tuning. During inference, query
samples retrieve similar support embeddings from a vector database, and predictions are
generated through similarity-weighted aggregation, enabling adaptation without param-
eter updates. Evaluated on the Mallmg dataset with 25 malware families under 1-shot
to 10-shot settings, the framework achieves 0.886 accuracy in the 10-shot configuration.
Ablation results demonstrate that combining VLM embeddings with retrieval mechanisms
provides consistent improvements over individual components. These findings high-
light the effectiveness of decoupling representation learning from adaptation for scalable
few-shot malware detection.

Keywords: malware detection; few-shot learning; vision-language models; retrieval-
augmented learning; binary-to-image visualization; external memory; Qwen2.5-VL

1. Introduction

The rapid proliferation of malware continues to pose significant challenges to global
cybersecurity infrastructures, with new variants and families emerging at an unprecedented
rate [1]. Traditional signature-based detection techniques remain effective for known
threats; however, they exhibit fundamental limitations against modern evasion strategies
such as polymorphism, metamorphism, packing, encryption, and code obfuscation [2].
Malware families continuously evolve through shared code lineage, command-and-control
infrastructures, and behavioral patterns, making family-level classification a core task
in threat intelligence and incident response [3]. In real-world operational environments,
however, newly observed malware families often lack sufficient labeled samples, leading
to severe data scarcity that directly degrades detection performance and delays defensive
actions [4].
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To address these limitations, recent studies have proposed deep learning-based ap-
proaches that transform malware binaries into visual representations and apply convolu-
tional neural networks (CNNSs) for classification [5,6]. Binary-to-image conversion exposes
structural characteristics of executables as texture-like patterns, enabling strong classifi-
cation performance under fully supervised settings. Nevertheless, such approaches rely
heavily on large labeled datasets and require retraining or fine-tuning whenever new fam-
ilies emerge. This requirement is impractical in rapidly evolving threat landscapes [4,6].
Consequently, malware detection faces a few-shot learning (FSL) problem, where mod-
els must generalize to previously unseen families using only a small number of labeled
samples [7].

Few-shot learning has been extensively studied under metric-based, optimization-
based, and memory-augmented paradigms. Representative methods include Prototypical
Networks [8], which classify queries based on distances to class prototypes, and Model-
Agnostic Meta-Learning (MAML) [9], which aims to rapidly adapt model parameters to
new tasks with minimal gradient updates. In cybersecurity domains, few-shot frameworks
have been applied to malware visualization [10], malware variant graphs [11], and network
intrusion detection [12], demonstrating that limited supervision can still enable recognition
of novel threats. However, most existing approaches rely on single-modality representa-
tions (e.g., images or API sequences) or fixed meta-learning architectures, which limits
their scalability when encountering heterogeneous malware patterns or extremely sparse
support sets.

Meanwhile, recent advances in Vision—-Language Models (VLMs) have introduced
new opportunities for representation learning beyond conventional CNN-based pipelines.
Large-scale multimodal pretraining aligns visual inputs with semantic embedding spaces,
enabling strong generalization even under limited downstream supervision [13]. At
the same time, Retrieval-Augmented Generation (RAG) frameworks have demonstrated
that integrating external memory with similarity-based retrieval can improve perfor-
mance in data-scarce settings by dynamically incorporating relevant examples during
inference [14,15]. Despite these advances, the integration of VLM-based multimodal embed-
dings with retrieval-based external memory mechanisms for few-shot malware detection
has not been sufficiently explored.

In this paper, we propose a Retrieval-Augmented Few-Shot Malware Detection Frame-
work that integrates binary-to-image visualization, multimodal embedding via Qwen2.5-
VL, and external vector memory. Unlike prior few-shot malware studies that depend
on meta-learning classifiers or fixed prototype structures [8-11], our approach adopts a
retrieval-centric paradigm. Malware binaries are first converted into grayscale images,
embedded into a semantic vector space using a frozen VLM encoder, and stored in an
external vector database. During inference, query samples retrieve the most similar sup-
port embeddings via cosine similarity, and final family predictions are derived through
similarity-weighted aggregation. This design enables dynamic adaptation to newly emerg-
ing malware families without task-specific retraining.

While frozen embeddings combined with nearest-neighbor retrieval have been ex-
plored in prior studies, their direct application to malware detection remains non-trivial
due to the unique structural and distributional properties of malware data. Unlike con-
ventional retrieval-based frameworks that rely on generic feature spaces, the proposed
method explicitly adapts similarity-based reasoning to malware structural characteris-
tics, where intra-family variability and obfuscation-induced distortions are prevalent. In
particular, this study combines multimodal pre-trained representation learning with an
external memory retrieval mechanism to propose a structural adaptation strategy distinct
from conventional meta-learning-based approaches. By shifting adaptation from parameter
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updates to retrieval-based scalability, the proposed framework provides a novel perspective
for addressing few-shot malware detection in highly dynamic threat environments.
The main contributions of this work are summarized as follows.

1.  We propose a retrieval-augmented few-shot malware detection framework that in-
tegrates binary-to-image visualization, multimodal Vision-Language Model (VLM)
embeddings, and external vector memory. Unlike conventional few-shot learning
approaches that rely on task-specific parameter updates, the proposed framework
enables dynamic adaptation to newly emerging malware families without retraining
by decoupling representation learning from inference.

2. We demonstrate that frozen Qwen2.5-VL embeddings provide semantically enriched
and transferable representations for malware images. Even without task-specific
fine-tuning, these embeddings significantly improve few-shot generalization perfor-
mance compared to conventional vision-only models, highlighting the effectiveness
of multimodal pretraining in cybersecurity applications.

3. We introduce a retrieval-centric classification mechanism based on cosine similarity
and similarity-weighted aggregation. In contrast to standard nearest-neighbor or
prototype-based methods, the proposed aggregation strategy is designed to account
for structural variability in malware images, improving robustness against intra-family
diversity and noisy support samples.

4. We conduct extensive experiments on the Mallmg dataset under multiple N-way
K-shot settings, along with cross-dataset evaluations and ablation studies. The results
demonstrate that the proposed framework achieves competitive performance with
fully supervised models while maintaining strong adaptability in low-data scenarios.

The remainder of this paper is organized as follows. Section 2 reviews related work
on malware analysis, deep learning-based detection, and few-shot learning. Section 3
describes the proposed framework in detail, including malware visualization, VLM-based
embedding, external memory construction, and retrieval-based classification. Section 4
presents experimental results and quantitative evaluations. Finally, Section 5 concludes the
paper and discusses future research directions.

2. Literature Review
2.1. Malware Detection Approaches

Malware detection has been extensively studied, with approaches broadly categorized
into static, dynamic, and hybrid analysis techniques. Traditional static analysis methods
rely on signature matching and handcrafted features extracted from executable files [1,3].
While efficient, these approaches often struggle to detect obfuscated or previously unseen
malware variants. Dynamic analysis, which monitors runtime behavior, provides more
robust detection but incurs significant computational overhead and requires controlled
execution environments [4].

To address these limitations, machine learning-based approaches have been intro-
duced, leveraging large-scale datasets such as EMBER [5]. In particular, deep learning
models have demonstrated strong performance by automatically learning discriminative
features from raw binary data [7]. However, these methods typically require large amounts
of labeled data, which are often unavailable for newly emerging malware families.

2.2. Image-Based Malware Representation

A notable advancement in malware analysis is the transformation of binary files into
image representations [6]. This approach converts byte sequences into grayscale images,
enabling the application of computer vision techniques for malware classification.
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Subsequent studies have shown that convolutional neural networks (CNNs) can
effectively capture structural patterns in malware images [8]. Image-based representations
preserve spatial relationships within binary data, allowing models to distinguish between
different malware families based on visual features.

These advances highlight the importance of robust feature extraction in malware
detection tasks.

2.3. Few-Shot Malware Detection

Few-shot learning has emerged as a promising paradigm for addressing data scarcity
in malware detection. Unlike conventional supervised learning, few-shot methods aim to
generalize from a limited number of labeled samples.

Prototypical Networks (ProtoNet) [9] and Model-Agnostic Meta-Learning (MAML) [10]
are representative approaches that have been widely applied to few-shot classification tasks.
In the context of malware detection, recent studies have explored visualization-based meth-
ods [11] and graph-based contrastive learning approaches [12] to improve generalization
across unseen malware families.

Despite these advancements, most few-shot learning methods require task-specific
adaptation or retraining, which limits their applicability in dynamic cybersecurity environ-
ments where rapid response is essential.

2.4. Vision—-Language Models and RAG

Retrieval-augmented learning has recently gained attention as a mechanism for en-
hancing model performance without retraining. These approaches combine representation
learning with external memory retrieval to improve inference.

Early work on retrieval-augmented generation (RAG) demonstrated the effectiveness
of incorporating external knowledge into neural models [16]. Similarly, nearest-neighbor-
based methods have been shown to improve generalization by leveraging stored represen-
tations [17].

More recent studies have explored retrieval mechanisms in the context of in-context
learning and prompt selection [18]. These methods highlight the potential of retrieval-based
reasoning for improving adaptability in low-data scenarios.

2.5. Vision—-Language Models and Recent Advances

Recent advances in Vision-Language Models (VLMs) have enabled powerful mul-
timodal representation learning by aligning visual and textual information in a shared
embedding space. Models such as CLIP [19], ALIGN [20], and ALBEF [21] have demon-
strated strong generalization capabilities across a wide range of vision tasks.

In the context of malware analysis, representation learning approaches have also been
explored. For example, end-to-end deep learning models that directly process binary data
have demonstrated scalable malware detection performance [22]. Additionally, recent
studies have investigated n-gram-based feature representations to improve classification
accuracy by capturing local byte-level patterns [23].

These approaches are further supported by advances in self-supervised and contrastive
learning, including SimCLR [24], MoCo [25], and BYOL [26], which enable effective feature
learning without requiring large labeled datasets. Vision Transformer-based self-supervised
methods have also demonstrated strong representation capabilities [27].

Recent studies have further explored the integration of vision-language models into
few-shot learning frameworks. Applications of VLM-based few-shot learning have been
reported across various domains, demonstrating strong generalization capability [28].

Training-free approaches using CLIP embeddings have demonstrated competitive
performance in low-data scenarios [29].
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In cybersecurity, knowledge-driven and multimodal approaches have been proposed
for tasks such as ransomware detection using malware knowledge graphs [30].

Additionally, multimodal alignment strategies have been shown to improve few-shot
generalization [31], while recent works on vision-language-based classification further
confirm the effectiveness of these approaches [32].

Despite these advances, existing approaches often require retraining or adaptation
when encountering new classes. In contrast, the proposed framework leverages VLM-
based embeddings together with retrieval-augmented inference, enabling scalable and
training-free malware classification in dynamic environments.

Table 1 provides a comprehensive overview of the related works discussed in Sec-
tion 2, categorized by research direction. Traditional malware detection approaches rely on
signature-based or supervised learning techniques, while recent studies focus on image-
based representations and deep learning models. Few-shot learning methods address data
scarcity by enabling generalization from limited samples, and retrieval-augmented ap-
proaches enhance inference through external memory. Recent advances in vision-language
models and self-supervised learning further improve representation quality and general-
ization capability, forming the foundation of the proposed framework.

Table 1. Comprehensive summary of related works discussed in Section 2.

Refs. Year Category Dataset/Domain Methodology Key Contribution
Sienature-based & Comprehensive review of
[1] 2020 Malware Detection Various datasets gnheuris tic traditional malware detection
approaches
[3] 2010 Malware Detection General Obfuscation analysis Early survey on ma}lware
obfuscation techniques
Systematic survey of
[4] 2012 Malware Detection General Dynamic analysis automated dynamic malware
analysis techniques and tools
Large-scale benchmark
[5] 2018 Malware Dataset PE files EMBER dataset dataset for static malware
detection
' . DNN-based feature Deep learr.ung-based' feature
[7] 2015 Malware Detection Binary programs . extraction from binary
extraction
programs
Binarv-to-image Introduced malware
[6] 2011 Image-based Malware Mallmg y-toimag visualization via grayscale
conversion ) )
image representation
High-performance malware
[8] 2020 Image-based Malware Mallmg CNN ens?r'nbl'e—based classification using ensemble
classification .
CNN architectures
Metric-based few-shot
[9] 2017 Few-shot Learning MinilmageNet Prototypical Networks learning via class prototype
representation
General Gradient-based meta-learning
[10] 2017 Few-shot Learning meta-learning MAML enabling fast adaptation
tasks across tasks
Few-shot malware
[11] 2022 Few-shot Malware Mallmg Siamese Network classification using image
similarity learning
[12] 2022 Few-shot Malware Malware graphs FewM-HGCL Graph contrast'lve learnm.g for
malware variant detection
Retrieval-augmented
[16] 2020 Retrieval-Augmented NLP tasks RAG generation combining

Learning

parametric and
non-parametric memory
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Table 1. Cont.

Refs. Year Category Dataset/Domain Methodology Key Contribution
Improves language model
Retrieval-based Language . generalization via
[17] 2020 . . kNN-based inference .
Learning modeling nearest-neighbor
memorization
Retrieval-based Enhances in-context learning
[18] 2022 chrievarbase In-context learning Prompt retrieval via retrieval-based prompt
Learning .
selection
.. General Aligns vision and language
Vision-Language .. . :
[19] 2021 Models vision-language CLIP representations using
tasks contrastive learning
Vision-Language Large-scale Scalable vision-language
[20] 2021 Models multimodal data ALIGN represer}tahon lear.n.mg with
noisy supervision
.. .. Vision-language alignment
[21] 2021 Vision-Language Vision-language ALBEF with momentum distillation
Models tasks .
and fusion
[22] 2017 Malware Representation Binary files End—to—er}d deep Direct malware C1a551f1.cat1.0n
learning from raw executable binaries
Byte-level n-gram features for
[23] 2023 Malware Representation =~ Malware binaries n-gram modeling malware detection and
classification
Contrastive self-supervised
[24] 2020 Representation Learning Vision tasks SimCLR representation learning
framework
Momentum contrast for
[25] 2020 Representation Learning Vision tasks MoCo unsupervised representation
learning
[26] 2020 Representation Learning Vision tasks BYOL Sfelf-sup erv1s?d learning
without negative samples
Vision Self-supervised representation
[27] 2021 Representation Learning DINO learning for vision
transformers
transformers
. . Vision-language integration
[28] 2025 VLM Few-shot Agrlcultu.re (wheat MultlmodaI. few-shot for domain-specific few-shot
grains) learning e
classification
Training-free few-shot
o, classification using CLIP
[29] 2025 VLM Few-shot General vision CLIP + KDE . .
embeddings and density
estimation
Ransomware Knowledge graph + Transductive zero-shot
[30] 2025 Cybersecurity Al . 8¢ grap ransomware detection using
detection zero-shot learning
malware knowledge graphs
Vision-language alignment
[31] 2024 VLM Few-shot Multimodal tasks VL-Few for multimodal few-shot
meta-learning
. Domain-specific few-shot
[32] 2024 VLM Few-shot Agrlcglture (crop VLI\/.I—.bas.e d classification using
disease) classification

vision-language models

3. Methodology

3.1. Framework Overview

Figure 1 illustrates the overall architecture of the proposed retrieval-augmented few-shot

malware detection framework. The system consists of three main components: (i) a malware

visualization module that converts executable binaries into structured grayscale images,

(ii) a Vision-Language Model (VLM)-based feature extraction module that embeds malware

https:/ /doi.org/10.3390/app16094100


https://doi.org/10.3390/app16094100

Appl. Sci. 2026, 16, 4100

7 of 23

Raw binaries
(.exe file)

images into a semantic vector space, and (iii) an external memory module implemented as a
vector database to support similarity-based retrieval and few-shot classification.

Raw Binary - Image Preprocessing - AutoProcessor Vision encoder (Qwen2.5-VL) Position-aware adapter Output

H | Histogram equalization | : ; | Low-level patterns | : ;
: : : i i Unified multimodal representations
: ] I >
i (frozen LM; no task-specific fine-tuning)

i [ Patcn tokenization (AutoProcessor ] i [ Hign-tevel semantics | ¢

L Y.

i Query samples > Embedding

i Same embedding pipeline (vision encoder + adapter) i 2048-dim embeddings + family metadata : i Attention weights from similarity - aggregate support info

i Compute cosine similarity vs. support embeddings

i Vector Database (Support) " ion & C

slot 1 | ‘3\0(2 ‘ | : H l g i ghted)

| c with query i ‘

Top-k retrieval | ‘ Retrieve most similar support examples ‘

i l Linear classification layer | | Output: family prediction + confidence ‘

i default capacity: 50 slots - embedding dim: 2048

Figure 1. Overview of the Proposed Few-shot Malware Detection Framework.

In the malware visualization stage, binary files are transformed into grayscale images
using a padding-based strategy. Specifically, each binary sequence is reshaped into a two-
dimensional matrix with a fixed width, and zero-padding is applied when necessary to
complete the final row. The resulting matrix is normalized to the range [0, 255] and resized
to a fixed resolution for downstream processing. This transformation enables the structural
characteristics of malware binaries to be represented as texture-like patterns suitable for
visual feature extraction.

Before being input to the VLM encoder, malware images undergo a preprocessing
pipeline designed to ensure compatibility with the vision backbone. This includes resizing
images to a fixed resolution (384 x 384), normalization, and conversion from single-channel
grayscale to three-channel RGB format. The processed images are then passed through
a model-specific processor, which standardizes inputs according to the requirements of
Qwen2.5-VL.

The framework operates through two distinct paths: a support path and a query path.
In the support path, labeled malware samples are transformed into images, embedded using
a frozen VLM encoder, and stored in external memory along with their corresponding labels.
In the query path, unseen malware samples are processed through the same visualization
and embedding pipeline. The resulting query embeddings are then compared with stored
support embeddings to retrieve the most similar instances using cosine similarity.

Unlike conventional deep learning pipelines that require task-specific fine-tuning,
the proposed framework adopts a retrieval-centric paradigm. Representation learning is
decoupled from adaptation by maintaining a frozen encoder and performing classification
through similarity-based retrieval. As a result, new malware families can be incorpo-
rated by simply adding their embeddings to the external memory without modifying
model parameters. This design enables scalable and flexible adaptation in dynamic threat
environments where labeled data are scarce.

3.2. Why Qwen2.5-VL?

The proposed framework employs Qwen2.5-VL as a frozen multimodal encoder to
extract semantic embeddings from malware visualization images. This choice is moti-
vated by its ability to provide semantically enriched representations through large-scale
multimodal pretraining.

In the current framework, Qwen2.5-VL is primarily utilized as a visual-semantic en-
coder. Although the model is inherently multimodal, our implementation mainly leverages
the visual representation pathway without explicit text-guided prompting or semantic
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label enrichment. This design choice simplifies deployment while still benefiting from the
multimodal pretraining of the model.

The advantage of using a Vision-Language Model over conventional vision-only mod-
els lies in the richness of its embedding space. Even when only the visual encoder is used,
the representations are influenced by multimodal alignment learned during pretraining.
As a result, the embeddings capture more informative and transferable features compared
to vision-only architectures such as Vision Transformers (ViT) or self-supervised models
such as DINOv2.

From an implementation perspective, all input images are resized to a fixed resolution
of 384 x 384 and processed through a model-specific processor. The encoder produces
2048-dimensional embeddings, which are extracted using a weighted aggregation of the last
four hidden layers. This pooling strategy improves representation stability and enhances
similarity-based retrieval performance.

Furthermore, Qwen2.5-VL is deployed in a frozen configuration without task-specific
fine-tuning. This design is particularly suitable for malware analysis scenarios, where
retraining is costly and impractical in dynamic environments. By decoupling representation
learning from downstream adaptation, the framework enables scalable few-shot inference
through retrieval-based mechanisms.

The structural distinction between conventional CNN-based fine-tuning approaches
and the proposed retrieval-centric paradigm is illustrated in Figure 2.

Traditional CNN-based Malware Classification Proposed Frozen VLM-based Few-shot Classification

Malware Image (224 x 224)

}

Malware Image (224 x 224)

Vision Backbone (CNN)
(e.g., ResNet50)

!

}

Vision Encoder (Qwen2.5-VL)

Task-specific Fine-tuning

}

}

Position-aware Adapter

Softmax Classifier

!

}

High-dimensional Embedding
(2048-dim)

Predicted Family

!

External Memory (Vector DB)
+ Top-k Retrieval

!

Similarity-weighted Aggregation

!

Family Prediction
+ Confidence Score

Figure 2. Architectural comparison between CNN fine-tuning and frozen VLM with retrieval-
based adaptation.

As shown in Figure 2, traditional pipelines rely on task-specific parameter updates
and softmax-based classification, whereas the proposed framework maintains a frozen
encoder and performs adaptation through similarity-based retrieval over external memory.

This architectural separation between representation learning and adaptation enables
flexible incorporation of new malware families without retraining, which is particularly
advantageous in few-shot malware classification scenarios.
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Overall, the use of Qwen2.5-VL allows the proposed framework to leverage se-
mantically structured embeddings while maintaining a scalable and retrieval-driven
adaptation strategy.

As shown in Figure 2, conventional CNN pipelines depend on parameter updates
to accommodate new classes, whereas the proposed framework maintains a frozen en-
coder and performs task adaptation through similarity-based retrieval. This architectural
separation between representation learning and adaptation is particularly advantageous
in few-shot malware classification scenarios, where labeled data are limited and rapid
deployment is required.

3.3. External Memory and Vector Database

Support samples are stored in an external memory implemented as a vector database.
Each malware image is embedded using Qwen2.5-VL, producing a normalized feature
vector of dimension 2048. These embeddings are indexed using FAISS (version 1.13.2,
faiss-cpu)to enable efficient similarity-based retrieval.

Specifically, we employ a FAISS IndexFlatIP structure, which performs exact nearest
neighbor search based on inner product similarity. To compute cosine similarity, all em-
bedding vectors are L2-normalized prior to indexing. This allows cosine similarity to be
efficiently computed using inner product operations while avoiding approximation errors
introduced by clustering-based indexing methods.

Formally, let

S = {(Zi/]/i)}lj‘\il 1)
denote the support set, where z; represents the embedding of the i-th malware sample
and yj; is its corresponding family label. Each embedding is stored in the vector database
together with its associated metadata.

Given a query embedding z;, similarity scores are computed as:

TZZ' (2)

sim (zq,2;) = z4

using the inner product between the query and support embeddings. The system retrieves
the top-k nearest neighbors based on these similarity scores.

Ni(z4) :TopK(zq> (3)

The Top-k retrieval mechanism plays a critical role in stabilizing classification by
incorporating multiple relevant support samples, thereby reducing sensitivity to noise and
individual sample variability. To analyze its impact, we conducted ablation experiments
with k € {1, 3, 5, 10}. The results show that increasing k improves robustness by aggregat-
ing information from multiple neighbors, with the best performance achieved at k = 10.
Therefore, k = 10 is adopted as the default setting in the proposed framework.

This retrieval-based design enables dynamic incorporation of new malware families
by simply appending additional embeddings to the database without requiring model
retraining. Furthermore, the use of exact nearest neighbor search ensures stable and
consistent retrieval performance, which is particularly important in few-shot classification
scenarios where small variations in similarity can significantly affect predictions.

3.4. N-Way K-Shot Episodic Protocol

Evaluation is conducted using an N-way K-shot episodic protocol, which is widely
adopted in few-shot learning scenarios. In each episode, N malware families are randomly
selected from the dataset, and K labeled samples per class are used to construct the support
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One Episode (N-way K-shot)

set. In addition, a fixed number of query samples (five per class) are independently sampled
from the same classes to form the query set.

The overall episodic sampling process is illustrated in Figure 3. As shown in the figure,
each episode consists of multiple malware families, where support and query samples
are drawn independently for each class. The support set is used to populate the external
memory, while the query set is used to evaluate classification performance within the
same episode.

Families sampled in an episode

Episode Parameters

N =10 (number of families)
K = 3 (support samples per family)

Q = 4 (query samples per family)

Total support samples = N x K = 30

Family1 Family_2 Family_3 Family_4

| Support (K=3): 511, 51.2, 513 I I Support (K=3): 521,522, s2_3| | Support (K=3): 531, s3_2,53_3l I Support (K=3): s4.1, 54_2,54,3I

Query (Q=4):q1.1,q1.2,q1._3,
ql4é

Query (Q=4):q2.1,92_2, q2_3,
q2.4

Query (Q=4): q31,q3_2,q3_3,
q3.4

Query (Q=4): q4.1, g4.2, q4.3,
q4.4

Total query samples = N x Q = 40

Episode-level evaluation

10-way sampling

Repeated for N families

Shot Variations (fixed N=10)

1-shot: K = 1 10 support samples/episode

3-shot: K = 3 - 30 support samples/episode
5-shot: K = 5 > 50 support samples/episode

10-shot: K = 10 - 100 support samples/episode

Family_5

Family_6

Family_7

Family_8

I Support (K=3): s5.1, s5_2, s5_3 I

| Support (K=3): s6_1, s6_2, s6_3 I

I Support (K=3): 571,572, s7.3 |

| Support (K=3): s8.1,s8_2,s8_3 I

q5.4

Query (Q=4): 95.1,95_2, 953, |

Query (Q=4): g6_1, 962, q6_3,

Query (Q=4): q7.1, q7.2, q7.3,
q7.4

Query (Q=4): g8.1, 982, 8.3,
q8.4

Figure 3. Episodic N-way K-shot setup used in the proposed few-shot malware detection framework.

Each episode is constructed as follows. First, N classes are randomly selected. Second,
for each class, K support samples are drawn and stored in the external memory as em-
bedding vectors. Third, query samples are independently sampled from the same classes.
Finally, each query is processed through the retrieval-based classification pipeline described
in Section 3.5.

To ensure reproducibility, a fixed random seed (42) is used for all sampling procedures.
Furthermore, multiple episodes are generated, and the reported results correspond to
the average performance across these episodes. This design reduces variance caused by
random sampling and provides a more reliable evaluation of the model.

The episodic configuration in this study follows a 5-way classification setting with K
€ {1, 3, 5, 10}. All baseline methods are evaluated under the same episodic setup to ensure
fair comparison. This unified evaluation protocol allows consistent comparison between
the proposed retrieval-based framework and conventional few-shot learning approaches.

3.5. Retrieval-Augmented Classification Algorithm

The proposed framework performs classification through a retrieval-augmented infer-
ence process, in which predictions are generated based on similarity relationships between
query and support embeddings. The overall procedure is illustrated in Figure 4 and
formally described in Algorithm 1.
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Figure 4. Retrieval-augmented similarity aggregation for few-shot malware classification.

As shown in Figure 4, the process consists of four main steps. First, support em-
beddings are precomputed and stored in an external memory implemented as a vector
database. Second, a query malware sample is converted into an image and passed through
the Qwen2.5-VL encoder to obtain a query embedding. Third, similarity scores between the
query embedding and all stored support embeddings are computed, and the top-k nearest
neighbors are retrieved. Finally, classification is performed using an aggregation strategy
based on the retrieved neighbors.

Formally, given a query embedding z;, the system retrieves the set of top-k nearest
neighbors N (z,) from the vector database. Each neighbor is associated with a label y; and
a similarity score sim (Zq, z;).

Instead of relying on simple majority voting, the proposed framework employs a
similarity-weighted aggregation scheme. For each class c, a score is computed by summing
the similarity values of retrieved neighbors belonging to that class:

)3

(ziyi) €Nk (2q)

score(c) = 1(y; = c)-sim(zq, z;) 4)

where 1(-) is an indicator function. The final prediction is obtained by selecting the class

with the highest aggregated score:
1§ = arg max score(c) 5)

c

This procedure is summarized in Algorithm 1. Compared to conventional k-nearest
neighbor classification, the similarity-weighted scheme allows the model to account for the
relative importance of each retrieved neighbor. Highly similar samples contribute more to
the final prediction, while less relevant neighbors have reduced influence. This improves

robustness, particularly in scenarios where the retrieved neighbors include samples from
multiple classes.
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Algorithm 1. Retrieval-augmented few-shot classification procedure

Input: Query image x,, support embeddings {(z;, y;)}, k
Output: Predicted family label §

1: z; <= VLM_Encoder(x,)
2: Retrieve top-k neighbors Ni(z;) from vector database
3: For each class c:

score(c) = v 1(y; = c)-sim(z4,z;) § = arg max score(c)
(ziyi) ENk(zg) ‘
4: return §

The retrieval-based classification design further enables transparent and interpretable
decision-making. As illustrated in Figure 4, the system can provide supporting evidence in
the form of retrieved neighbors and their similarity scores, allowing analysts to trace the
reasoning behind each prediction.

4. Experimental Evaluation
4.1. Experimental Setup and Baselines Configuration

To evaluate the proposed retrieval-augmented few-shot malware detection frame-
work, experiments were conducted on the Mallmg dataset [6], which consists of grayscale
malware images categorized into 25 families. All images were resized to 384 x 384 pixels
prior to embedding.

Evaluation follows an N-way K-shot episodic protocol, which is widely adopted in
few-shot learning research [8,9]. In this study, we use N = 5 families and K € {1, 3, 5, 10}
labeled samples per family. For each episode, support embeddings are stored in external
memory, and query samples are classified through retrieval-based similarity aggregation.

The episodic protocol and classification mechanism are described in Section 3.

All results are averaged over 5 independent episodes with different random samplings.

All experiments were conducted on a GPU-enabled system using mixed-precision
inference. The Qwen2.5-VL encoder was deployed in a frozen configuration with-
out task-specific fine-tuning. Embeddings were indexed using FAISS IndexFlatIP, en-
abling exact nearest neighbor search based on cosine similarity computed via L2-
normalized embeddings.

To provide a comprehensive comparison, the proposed method was evaluated against
several baseline models, including:

A conventional CNN classifier trained from scratch,

ResNet-18 fine-tuned on the target dataset,

A Vision Transformer (ViT)-based classifier,

Prototypical Networks (ProtoNet) [8],

Model-Agnostic Meta-Learning (MAML) [9],

A retrieval-only variant without similarity-weighted aggregation.

All baseline models were trained and evaluated under the same episodic setting to
ensure fair comparison. For supervised baselines, standard cross-entropy loss and Adam
optimization were used with identical data splits. Implementation details were aligned to
maintain consistent evaluation conditions across models.

Performance was measured using Accuracy, Precision, Recall, and F1-score [33-35].
Accuracy evaluates overall classification correctness, while Precision and Recall assess class-
level discrimination performance. The Fl-score provides a balanced measure of Precision
and Recall, which is particularly important in few-shot scenarios where class imbalance
and limited support samples may affect performance [12].
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All experiments were conducted on a workstation equipped with an NVIDIA RTX 4080
SUPER GPU (16 GB VRAM), Ryzen 9 9900X3D CPU, and 64 GB RAM. The implementation
was based on PyTorch (2.7.1+cul18) with CUDA acceleration.

4.2. Quantitative Results
4.2.1. Few-Shot Performance Across Shot Settings

Table 2 summarizes the few-shot classification performance of the proposed framework
under different shot configurations.

Table 2. Few-shot classification performance under different shot settings.

Shot Accuracy Precision Recall F1-Score
1-shot 0.878 0.836 0.775 0.793
3-shot 0.875 0.794 0.734 0.751
5-shot 0.864 0.807 0.736 0.757
10-shot 0.886 0.806 0.753 0.773

As shown in Table 2, the classification accuracy remains relatively stable across shot
settings. The highest accuracy is observed at the 10-shot configuration (0.886), while
1-shot and 3-shot settings achieve comparable performance (0.878 and 0.875, respectively).
Interestingly, the 5-shot setting yields slightly lower accuracy (0.864), indicating that perfor-
mance does not monotonically increase with additional support samples.

This behavior suggests that increasing the number of support samples does not always
guarantee improved discrimination. In episodic evaluation, additional support embeddings
may introduce intra-class redundancy or sampling variability, which can slightly influence
similarity-weighted aggregation outcomes. Nevertheless, the overall variation across shot
settings is limited, demonstrating stable few-shot generalization.

In addition to accuracy, Precision, Recall, and F1-score follow a similar trend across
shot configurations. The F1-score remains within a narrow range (0.751-0.793), indicating
consistent class-level discrimination performance under varying support sizes.

Figure 5 illustrates the relationship between the number of shots and classification accuracy.

Few-shot Accuracy vs Number of Shots

1.00
0.95 -
0.90 -

oes | //\0
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0.75 1
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v v v T
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Figure 5. Few-shot accuracy as a function of the number of shots.

As shown in Figure 5, performance fluctuations across shot settings are minor, con-
firming that the proposed retrieval-augmented framework maintains robust behavior even
with limited labeled samples.
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4.2.2. Comparison with Fully Supervised Baselines

To assess competitiveness, we compare the proposed framework with conventional
supervised classifiers. Table 3 summarizes the classification accuracy of the proposed
few-shot framework and several fully supervised baseline models on the Mallmg dataset.

Table 3. Performance comparison between the proposed few-shot framework and supervised baselines.

Method Training Type Accuracy
CNN (from scratch) Supervised 0.641
ResNet-18 (fine-tuned) Supervised 0.912
SVM Supervised 0914
Vision Transformer (ViT) Supervised 0.818
Proposed (10-shot) Few-shot (No retraining) 0.886

Table 3 shows that fully supervised models such as ResNet-18 (0.912) and SVM (0.914)
achieve higher absolute accuracy. However, these methods require complete retraining with
fully labeled datasets. In contrast, the proposed few-shot framework achieves competitive
performance (0.886 at 10-shot) without updating encoder parameters. This highlights a
critical advantage in dynamic malware environments, where rapid adaptation to newly
emerging families is required.

Notably, the conventional CNN baseline (0.641) demonstrates substantially lower
performance, indicating that training from scratch under limited supervision is insufficient
for robust malware family classification.

4.2.3. Comparison with Few-Shot Learning Baselines

To further evaluate the effectiveness of the proposed framework in few-shot scenarios,
we compare it with representative few-shot learning approaches, including Prototypi-
cal Networks (ProtoNet) and Model-Agnostic Meta-Learning (MAML). All models are
evaluated under the same 5-way 10-shot episodic setting to ensure fair comparison.

Table 4 summarizes the classification performance of the proposed method and base-
line few-shot models on the Mallmg dataset.

Table 4. Performance comparison between the proposed few-shot framework and few-shot
learning baselines.

Method Training Type Accuracy
Prototypical Networks
(ProtoNet) Few-shot 0.854
MAML Few-shot 0.861
Proposed (10-shot) Few-shot (No retraining) 0.886

As shown in Table 4, the proposed framework outperforms all compared few-shot
learning baselines under the same evaluation setting. In particular, it achieves higher
accuracy than Prototypical Networks (0.854) and MAML (0.861), demonstrating the effec-
tiveness of retrieval-augmented inference combined with semantically rich embeddings.

Unlike ProtoNet, which relies on class prototype averaging, the proposed method
aggregates multiple retrieved samples using similarity-weighted scoring, allowing it to
better capture local neighborhood structure in the embedding space. This reduces the
impact of noisy or unrepresentative support samples.

Compared to MAML, which requires gradient-based adaptation during inference,
the proposed framework performs classification without parameter updates. This
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eliminates the need for task-specific optimization while still achieving competitive or
superior performance.

These results indicate that similarity-weighted aggregation over multiple retrieved sam-
ples enables more robust decision-making compared to simple prototype-based approaches.

Overall, these results highlight that the proposed retrieval-centric approach provides
a strong balance between performance and adaptability, making it particularly suitable for
real-world malware analysis scenarios where labeled data are limited and rapid deployment
is required.

4.2.4. Top-K Ablation Study

To analyze the impact of the Top-k retrieval parameter, we conduct an ablation study
with k € {1, 3,5, 10}.

As shown in Table 5, classification accuracy improves as the value of k increases. This
indicates that incorporating multiple relevant support samples enhances robustness and
reduces sensitivity to individual noisy samples.

Table 5. Effect of Top-k retrieval size.

Top-K Accuracy
1 0.842
3 0.864
5 0.879
10 0.886

However, the performance gain gradually saturates at higher k values, suggesting
diminishing returns beyond a certain retrieval depth.

4.2.5. Cross-Dataset Generalization

To evaluate the generalization capability of the proposed framework, we conduct addi-
tional experiments on two publicly available malware image datasets: Malware Detection
with Images and Malware Images.

The Malware Detection with Images dataset consists of approximately 10,000 image
samples, including both malware and benign files. Malware images are derived from
multiple families (e.g., Fusion dataset), while benign samples are collected from diverse
sources to form a balanced dataset suitable for binary classification tasks. This dataset is
particularly useful for evaluating the model’s ability to distinguish malicious and benign
patterns under heterogeneous data distributions.

Malware Images is a large-scale dataset containing over 125,000 grayscale images
spanning 17 malware families along with benign samples. The malware binaries are
converted into images using the byte-to-pixel transformation method proposed by Nataraj
et al., preserving structural characteristics of executable files. Compared to Mallmg, this
dataset exhibits significantly larger scale and higher intra-class variability, making it suitable
for evaluating scalability and robustness.

These datasets differ from Mallmg in terms of scale, class composition, and data
distribution. In particular, the inclusion of benign samples and diverse malware families
introduces additional challenges, such as class imbalance and domain shift. Therefore,
cross-dataset evaluation provides a more realistic assessment of the proposed framework’s
generalization capability in practical deployment scenarios.

As shown in Table 6, the proposed framework demonstrates consistent and competi-
tive performance across multiple datasets, indicating strong generalization capability.
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Table 6. Cross-dataset performance comparison.

Malware Detection

Model Mallmg with Images Malware Images
ResNet-18 (Supervised) 0.912 0.895 0.881
Prototypical Network 0.854 0.831 0.812
MAML 0.861 0.842 0.825
Proposed (VLM + RAG) 0.886 0.861 0.842

On the Mallmg dataset, the proposed method achieves an accuracy of 0.886, which
is comparable to fully supervised models while requiring no parameter updates. When
evaluated on the Malware Detection with Images dataset, the accuracy slightly decreases
to 0.861, and further decreases to 0.842 on the Malware Images dataset.

This performance degradation can be attributed to domain shift between datasets.
Specifically, differences in data distribution, class composition, and preprocessing pipelines
affect the consistency of embedding representations. The inclusion of benign samples in
both additional datasets introduces a more challenging classification scenario compared to
Mallmg, which contains only malware families.

Despite these challenges, the proposed method maintains stable performance across
datasets and consistently outperforms few-shot learning baselines such as Prototypical Net-
works and MAML. This result indicates that the retrieval-augmented framework effectively
captures transferable representations that generalize beyond the training distribution.

Compared to supervised models such as ResNet-18, which achieve higher accuracy
due to full access to labeled data, the proposed method provides a favorable trade-off
between performance and adaptability. In particular, it achieves robust classification with-
out requiring retraining, making it suitable for real-world malware analysis environments
where data distributions continuously evolve.

Overall, these results confirm that the proposed framework is not limited to a
specific dataset and exhibits strong generalization capability across diverse malware
image distributions.

4.2.6. Embedding Space Analysis (t-SNE)

To analyze the structure of the learned embedding space, we visualize malware
embeddings using t-SNE.

As shown in Figure 6, samples belonging to the same malware family tend to form
compact clusters, indicating that the VLM-based embeddings preserve class-specific struc-
tural characteristics.

However, partial overlap between clusters is observed, particularly among visually
similar malware families. This overlap explains the non-perfect classification accuracy and
highlights the limitations of relying solely on embedding similarity.

Additionally, some query samples are positioned away from their corresponding
clusters, suggesting sensitivity to intra-class variability and noise.

These observations justify the use of retrieval-based aggregation (Top-k), which im-
proves classification robustness by incorporating multiple support instances.
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Figure 6. t-SNE visualization of malware embeddings on the Mallmg dataset.
4.3. Ablation and System-Level Analysis
4.3.1. Component-Wise Analysis

To analyze the contribution of individual components, we evaluate multiple ablated
configurations. Table 7 presents the ablation results across different K-shot settings to assess
the contribution of each component.

Table 7. Ablation analysis of retrieval and embedding components in few-shot classification.

Method K=1 K=3 K=5
VLM only 85.33/0.6878 81.33/0.6744 77.33/0.6470
Prototype only 86.67/0.8538 90.67/0.8922 89.33/0.8867
RAG only 82.67/0.6734 88.00/0.7923 82.67/0.7816
VLM + RAG 93.33/0.8889 97.33/0.8693 89.33/0.8084

As shown in Table 7, the combined VLM + RAG configuration achieves the highest
performance (97.33% at K = 3). This result confirms that integrating semantic embeddings
with similarity-weighted retrieval yields superior discrimination capability.

Prototype-only configurations also perform strongly (up to 90.67%), indicating that
high-quality embeddings significantly contribute to few-shot classification. However,
removing retrieval aggregation (VLM-only) or semantic representation (RAG-only) leads
to performance degradation. These findings demonstrate that both representation learning
and retrieval-based reasoning are essential components of the proposed framework.

4.3.2. Robustness Analysis Under Input Perturbations

To evaluate the robustness of the proposed framework under input perturbations,
we conducted additional experiments under several noisy and transformed conditions.
In particular, we examined the effects of Gaussian noise, rotation, blur, and denoising-
based preprocessing.
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As shown in Table 8, the proposed framework is highly sensitive to Gaussian noise,
with accuracy dropping sharply from 0.933 to 0.267. This result indicates that the model
relies strongly on structural texture patterns in malware images, and that pixel-level
distortions can severely disrupt embedding consistency.

Table 8. Robustness evaluation under input perturbations.

Perturbation Accuracy
Original 0.933
Gaussian Noise 0.267
Rotation 0.781
Blur 0.742
Denoised 0.801

By contrast, the framework shows relatively higher robustness under rotation and blur,
achieving accuracies of 0.781 and 0.742, respectively. These results suggest that the learned
embedding space is more tolerant to certain geometric or low-frequency perturbations than
to stochastic pixel-wise corruption.

To further investigate mitigation strategies, we examined denoising-based preprocess-
ing, including median filtering and smoothing, prior to embedding extraction. As shown
in Table 8, denoising partially recovers performance, improving accuracy to 0.801. This
finding suggests that preprocessing can reduce the adverse impact of noise by restoring
structural consistency before feature extraction.

These observations indicate that robustness remains a limitation of the proposed
framework. In future work, noise-aware data augmentation and more robust preprocessing
strategies will be explored to improve resilience against pixel-level distortions in practical
malware analysis environments.

In addition to the numerical results in Table 8, Figure 7 provides a visual illustration
of the robustness performance across different perturbation conditions.

10 Robustness Analysis under Input Perturbations
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Figure 7. Accuracy under different perturbation types.

As shown in Figure 7, the performance degradation under Gaussian noise is signifi-
cantly more pronounced than under other perturbations, clearly highlighting the vulnera-
bility of the model to high-frequency stochastic distortions. In contrast, the relatively stable
performance under rotation and blur confirms that the model is more resilient to geometric
transformations and low-frequency variations.

Furthermore, the improvement observed in the denoised condition is visually evi-
dent, reinforcing the effectiveness of preprocessing techniques in mitigating noise-induced
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degradation. The graphical representation in Figure 7 complements the tabular results by
providing an intuitive comparison of performance differences across conditions.

It is important to note that the accuracy reported in this robustness evaluation is not
directly comparable to the few-shot classification accuracy presented in Section 4.2.

Specifically, the robustness analysis is conducted in a non-episodic setting, where
classification is performed using the full feature space via prototype or nearest-neighbor
similarity, without the constraints of limited support samples.

In contrast, the few-shot evaluation follows a strict episodic protocol with limited
K-shot support and query splits, which introduces additional variability and makes the
task more challenging.

Therefore, the higher accuracy observed under clean conditions reflects the upper-
bound performance of the learned embedding space, rather than the constrained few-shot
classification scenario.

4.3.3. Computational Efficiency Analysis

To evaluate the computational efficiency of the proposed framework, we analyze both
latency and memory usage under different inference settings.

It is important to note that the reported latency depends on the evaluation setting. In
this study, we distinguish between two types of inference latency: lightweight retrieval
inference and full end-to-end pipeline inference.

First, lightweight inference latency refers to the case where support embeddings are
precomputed and stored in the vector database. In this setting, only similarity-based
retrieval and aggregation are performed during inference. The latency under this configura-
tion is approximately 28 ms per sample, demonstrating the efficiency of the retrieval-based
classification mechanism.

Second, end-to-end pipeline latency includes the full inference process, consisting
of image preprocessing, feature extraction using the Qwen2.5-VL encoder, similarity-
based retrieval, and classification. Under this realistic deployment scenario, the total
latency is approximately 1383 ms per sample on GPU, with peak memory usage reaching
approximately 17 GB.

It is important to note that the reported latency and memory usage are measured
on a high-performance GPU environment (RTX 4080 SUPER, 16 GB VRAM). Therefore,
the computational requirements observed in this study may vary depending on the
hardware configuration.

This distinction reflects the difference between lightweight retrieval inference and full
pipeline execution.

As shown in Table 9, the lightweight inference setting introduces minimal computa-
tional overhead, as it excludes the feature extraction stage. Since embeddings are precom-
puted and stored in the vector database, inference only involves similarity-based retrieval
and aggregation, resulting in a total latency of approximately 28 ms per sample.

Table 9. Lightweight inference latency.

Component Latency (ms/Sample) GPU Memory Usage (GB)
VLM Encoding 24 ms 3.8GB
FAISS Retrieval (k = 5) 3 ms 0.6 GB
Aggregation & Classification 1ms 0.1GB
Total Inference Time 28 ms 45GB

The retrieval step accounts for a small portion of the latency (3 ms), while aggregation
introduces negligible overhead (1 ms). This confirms that the retrieval-based classification
mechanism itself is computationally efficient.
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These results demonstrate that the proposed framework can achieve near real-time
performance when embedding computation is decoupled from the inference stage. This
property is particularly advantageous in practical deployment scenarios where support
embeddings can be precomputed offline.

As shown in Table 10, the primary computational bottleneck arises from feature
extraction using the Vision-Language Model, which accounts for the majority of the
inference time.

Table 10. Full pipeline latency breakdown.

Component Latency (ms/Sample)
Image preprocessing 120 ms
Feature extraction (VLM) 920 ms
Retrieval (FAISS) 120 ms
Aggregation & classification 223 ms
Total Inference Time 1383 ms

This observation suggests that practical deployment can be significantly optimized
by caching embeddings or precomputing support representations. Under such condi-
tions, the system can operate in the lightweight inference regime, achieving near real-
time performance.

Overall, the proposed framework provides a flexible trade-off between computational
efficiency and inference completeness. Depending on the application scenario, the system
can switch between fast retrieval-based inference and full pipeline execution.

From a deployment perspective, the computational requirements of the proposed
framework vary significantly depending on the inference setting.

The lightweight inference mode, which requires approximately 4.5 GB of GPU mem-
ory, may be feasible for high-performance edge devices equipped with dedicated GPUs.
However, such memory requirements remain challenging for resource-constrained edge
environments, particularly in embedded security systems with limited hardware capacity.

In contrast, the full pipeline configuration, which requires approximately 17 GB of GPU
memory, is more suitable for centralized cloud-based deployment. This setting enables full
feature extraction and flexible processing but imposes substantial computational overhead.

Therefore, the proposed framework is best interpreted as a hybrid system: feature
extraction can be performed in a centralized cloud environment, while lightweight retrieval-
based inference can be deployed at the edge using precomputed embeddings.

This architecture allows efficient real-time detection while maintaining scalability
and adaptability, making it suitable for practical cybersecurity applications where both
responsiveness and computational efficiency are required.

5. Conclusions

In this study, we proposed a retrieval-augmented few-shot malware detection frame-
work that integrates binary visualization with Vision-Language Model (VLM)-based em-
beddings. By leveraging semantically enriched representations and similarity-based re-
trieval, the proposed approach enables effective malware classification under limited
labeled data conditions.

Experimental results demonstrate that the proposed framework achieves competitive
performance compared to fully supervised models while requiring no parameter updates.
In particular, the method consistently outperforms conventional few-shot learning baselines,
including Prototypical Networks and MAML, highlighting the effectiveness of retrieval-
based inference combined with VLM embeddings.
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Furthermore, cross-dataset evaluation confirms that the proposed approach gener-
alizes well across different malware image distributions, indicating robustness against
domain shift. Additional analyses, including Top-k ablation and embedding space visual-
ization, demonstrate that similarity-based aggregation improves classification stability by
leveraging multiple relevant support samples.

However, several limitations remain. First, the framework is sensitive to pixel-level
perturbations such as Gaussian noise, which significantly degrades performance. Second,
increasing the number of support samples does not always lead to performance improve-
ment due to intra-class variability. Third, the computational cost of feature extraction using
the VLM introduces latency in full pipeline scenarios.

To address these limitations, future work will focus on improving robustness through
noise-aware data augmentation and preprocessing strategies, as well as reducing computa-
tional overhead through efficient feature extraction and embedding caching mechanisms.
In addition, extending the framework to incorporate multimodal inputs and real-time
deployment scenarios remains an important direction for further research.

Overall, the proposed retrieval-centric framework provides a scalable and adaptable
solution for few-shot malware detection, offering a practical balance between performance,
generalization, and deployment efficiency.
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