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Abstract

Adversarial examples have revealed the vulnerability of deep neural networks, and their
transferability makes black-box attacks particularly concerning. However, perturbations
crafted on a surrogate model often do not remain sufficiently effective on unseen target
models. In this paper, we revisit this issue from a frequency-domain perspective and
observe that perturbation optimization can become overly dependent on specific spectral
patterns, which weakens cross-model transfer. To address this problem, we propose
frequency-consistent regularization (FCR), a simple plug-in strategy that can be combined
with existing iterative attacks. FCR introduces multiple low-frequency preserving views
with randomly sampled frequency ranges at each iteration and optimizes perturbations
across these varied views. In this way, the generated perturbations are less tied to a specific
frequency configuration and show improved transferability. Experimental results show
that FCR consistently improves the transfer performance of various iterative attacks. The
improvement is observed not only in standard target models but also in adversarially
trained models, where the gain is often more pronounced.

Keywords: adversarial examples; deep neural networks; black-box adversarial attack;
transferable attack; iterative attacks; transferability

1. Introduction
Deep neural networks (DNNs) have shown strong performance in a broad range of

visual recognition tasks and have been widely adopted in real-world applications [1,2].
Despite their impressive performance, it has been well established that DNNs remain
vulnerable to adversarial examples (AEs), namely, visually imperceptible perturbations that
can induce incorrect predictions [3–6]. This vulnerability raises serious security concerns,
especially in practical scenarios where image classifiers are used in safety-sensitive or
security-critical systems [7–9]. As a result, adversarial attacks [10] and defenses [11–15]
have become important topics in the study of trustworthy deep learning.

Among existing threat models, black-box attacks [16] are of particular practical interest
because the attacker typically has no access to the target model’s internal parameters. In this
setting, a common strategy is to generate adversarial examples on one or several surrogate
models and then transfer them to unseen target models. Such transfer-based attacks [17–19]
do not rely on query access and therefore provide a realistic and efficient way to evaluate
model vulnerability. Although adversarial examples often transfer across models to some
extent, their effectiveness usually drops substantially when the target architecture differs
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from the surrogate or when the target model is equipped with adversarial training or
defensive preprocessing [5,11]. Improving transferability, therefore, remains a central
challenge in adversarial attack research.

A large body of prior work has attempted to address this problem from the perspective
of optimization, stabilization, and input transformation [2,20]. Representative strategies
include momentum-based updates [18], translation-invariant gradients [21], input di-
versity [19,22], scale transformations [23], and various structure-preserving perturbation
schemes [24,25]. These methods improve transferability by smoothing gradients, enlarging
the effective attack region, or reducing overfitting to a specific surrogate decision boundary.
More recently, stronger transformation-based attacks, such as the spectrum simulation
attack (SSA) [26] and the structure-invariant transformation (SIA) [24], have further shown
that carefully designed perturbation views can substantially enhance black-box attack
performance. Nevertheless, even with these improvements, the generated perturbations
often remain fragile under frequency filtering, compression, or other preprocessing-based
defenses [27,28], suggesting that existing methods may still rely excessively on unstable
spectral components.

These findings suggest that frequency may play a more important role in adversarial
transfer than is often assumed. Traditional adversarial attacks are primarily gradient-based,
in which perturbations are directly optimized in pixel space using model gradients to
maximize the attack objective. In contrast, frequency-based perspectives consider the spec-
tral composition of perturbations by analyzing or manipulating their Fourier components,
leveraging the fact that neural networks exhibit different sensitivities to different frequency
bands. From our analysis, clean-image classification mainly relies on low-frequency com-
ponents that retain the overall semantic structure. In contrast, adversarial perturbations
generated by iterative attacks depend more on components that are easier to disrupt [29].
This difference may explain why many attacks perform well on the surrogate model but
degrade noticeably after transfer, a phenomenon widely observed in prior studies [19,26,30].
Although the optimized perturbation is effective for the source network, it may still rely on
spectral details that are not stable across model architectures or defensive preprocessing. As
a result, the attack can be sensitive to operations such as filtering [29] or compression [28],
even when the visual appearance of the adversarial example changes only slightly. This
suggests that further improving transferability requires more than simply strengthening the
attack itself. A more important step is to guide the optimization toward perturbations that
remain effective under different frequency conditions, rather than overfitting to unstable
spectral patterns.

In this paper, we propose a simple yet effective plug-and-play strategy, termed
frequency-consistent regularization (FCR), to improve the transferability of iterative ad-
versarial attacks. The key idea is to constrain the perturbation so that it remains effective
across multiple low-frequency-preserving views of the input image during optimization.
At each iteration, instead of computing the gradient from a single image representation,
we generate multiple frequency-filtered views by applying DCT-based [26] low-frequency
masking with randomly sampled ratios. The gradients from these views are individually
normalized and then aggregated to produce a more stable update direction. In this way, the
attack is encouraged to optimize perturbations that are effective under diverse frequency
conditions, rather than overfitting to a narrow set of surrogate-sensitive spectral patterns.

The proposed FCR framework is general and can be seamlessly integrated with
different transferable attacks. In particular, it does not modify the underlying attack
objective or transformation mechanism but regularizes the gradient computation stage
through multi-view frequency sampling. This makes FCR compatible with a variety of
representative baselines, including TIM [21], DIM [19], SIM [18], SEM [23], SSA [26], and
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SIA [24]. This makes the resulting perturbations less sensitive to spectral distortions, and
thus more likely to remain effective when transferred to other architectures or evaluated
under preprocessing-based defenses.

To evaluate the proposed method, we conduct experiments in single-model [10,23],
ensemble-model [24], and defense settings [13] on an ImageNet-compatible benchmark [31].
The results show that FCR can be effectively integrated into different baseline attacks
and consistently improves their transfer performance on both standard and adversarially
trained target models [11]. In addition, experiments against several defense methods
further demonstrate that the proposed regularization produces perturbations that are more
robust to spectral distortions. We also provide frequency analysis and ablation results to
examine how low-frequency view sampling contributes to the overall improvement.

The contributions of this paper can be summarized as follows:

• We analyze transferable adversarial perturbations in the frequency domain and ob-
serve that they do not align well with the frequency characteristics of natural image
semantics. This mismatch provides one explanation for why their effectiveness often
drops under model transfer and defensive preprocessing.

• We propose frequency-consistent regularization (FCR), a plug-in module that can be
combined with existing iterative attacks by introducing multiple randomly sampled
low-frequency views during optimization.

• We adopt a normalized multi-view gradient aggregation strategy to obtain a more
stable update direction and to reduce the attack’s dependence on narrow surrogate-
specific spectral components.

• Extensive experiments verify the effectiveness of FCR under single-model transfer,
ensemble-model transfer, and defense settings.

2. Related Work
2.1. Adversarial Attacks

Deep neural networks (DNNs) have been shown to be vulnerable to adversarial
examples [3,10], which are intentionally perturbed inputs that induce incorrect predictions.
Despite their small magnitude, these perturbations can significantly affect model outputs
while remaining visually indistinguishable from the original inputs. This vulnerability has
motivated extensive research on adversarial attacks. In particular, transfer-based attacks
have received significant attention because they enable effective black-box attacks without
requiring access to the target model’s internal parameters or gradients.

Formally, given a classifier f (·) and an input image x with its ground-truth label y,
the goal of an adversarial attack is to generate a perturbed sample xadv = x + δ within
a bounded perturbation budget such that the prediction of the model is altered. An
adversarial attack can be formulated as:

max
δ∈Rd

J
(

f (x + δ), y
)

s.t. ∥δ∥p ≤ ϵ. (1)

where δ ∈ Rd denotes the perturbation, ϵ > 0 controls its magnitude under the ℓp-norm.
Early adversarial attacks were formulated as constrained optimization problems. A

representative example is the box-constrained L-BFGS [3] attack, which generates ad-
versarial examples by solving an optimization problem under perturbation constraints.
Subsequently, the Fast Gradient Sign Method (FGSM) [4] proposed an efficient gradient-
based approach that produced adversarial perturbations through a single update along
the gradient direction. To further improve attack effectiveness, the Basic Iterative Method
(BIM) [5] extended the FGSM by replacing the single large update step with multiple small
iterative updates, resulting in more stable and accurate adversarial perturbations.
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Later studies revealed that adversarial examples generated on one model could also
mislead other models, a phenomenon known as adversarial transferability. This property
has motivated extensive research on transfer-based attacks, where adversarial examples
crafted on a surrogate model are expected to remain effective against unseen target mod-
els. To enhance the transferability of iterative attacks, the Momentum Iterative Method
(MIM) [30] introduces a momentum term into the gradient update process, stabilizing
optimization trajectories and helping escape poor local optima. Building upon this idea,
the Nesterov Iterative Fast Gradient Sign Method (NI-FGSM) [18] further improves op-
timization by incorporating Nesterov accelerated gradients to obtain more informative
update directions.

Another line of work improves transferability through input transformation strate-
gies. The Diverse Input Method (DIM) [19] applies stochastic transformations to the input
image at each iteration, such as random resizing and padding, so that the perturbation
is optimized over multiple transformed inputs rather than a single image. Similarly, the
Translation-Invariant Method (TIM) [21] enhances transferability by optimizing pertur-
bations over translated versions of the input image. This is implemented efficiently by
convolving the gradients with a predefined kernel that approximates the gradients of
multiple translated inputs.

Scale-based transformation strategies have also been widely explored. The Scale-
Invariant Method (SIM) [18] aggregates gradients computed from multiple scaled copies of
the input image, encouraging the generated perturbations to remain effective across differ-
ent image resolutions. The Scale Ensemble Method (SEM) [23] further improves this idea
by integrating gradients from a set of scale transformations into the optimization process.

In addition, several recent methods introduce more complex transformations to im-
prove cross-model generalization. For example, the Admix method [25] enhances transfer-
ability by mixing the current image with randomly selected images from other categories,
thereby producing more diverse gradients. The Structure Invariant Attack (SIA) [24] gener-
ates multiple transformed samples that preserve the original image’s structural information,
thereby encouraging perturbations to remain effective across various structural variations.

Recent studies have explored adversarial perturbation generation in the frequency
domain, where the spectral characteristics of perturbations are explicitly manipulated to
improve transferability. For example, the Spectrum Simulation Attack (SSA) [26] introduces
spectral-domain sampling to simulate perturbations with diverse frequency compositions.
Specifically, the SSA transforms the input into the frequency domain and perturbs spectral
coefficients via stochastic sampling, enabling the attack to explore a broader range of
frequency patterns during optimization. By incorporating multiple spectral variants in
each iteration, the SSA reduces the dependence on a specific perturbation pattern and
improves the transferability of adversarial examples.

2.2. Adversarial Defenses

Adversarial defense methods have been widely studied to improve the robustness of
deep neural networks against adversarial perturbations. One major direction is adversarial
training (AT) [11,32], which enhances robustness by incorporating adversarial examples
during training, enabling the model to learn more stable decision boundaries. Variants
such as ensemble adversarial training [33] further improve robustness by introducing
perturbations transferred from multiple surrogate models.

Another important class of defenses relies on preprocessing techniques that suppress
adversarial perturbations in the input space. Compression-based methods, including JPEG
compression [34], and Feature Distillation (FD) [27], reduce adversarial noise by removing
high-frequency artifacts while preserving semantic content.
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Randomized transformations have also been explored to mitigate adversarial effects.
Random Resize and Padding (R&P) [35] applies stochastic geometric transformations to the
input image, while bit-depth reduction (Bit-Red) [28] compresses the color representation
of images to suppress small perturbations. Random Smoothing (RS) [29] further improves
robustness by averaging model predictions over randomly perturbed inputs.

In addition, several approaches attempt to restore clean image representations
through purification or reconstruction mechanisms. Pixel Deflection (PD) [36] redis-
tributes local pixel values to disrupt adversarial patterns. High-Level Representation
Guided Denoiser (HGD) [37] and Neural Representation Purifier (NRP) [14] learn purifi-
cation networks guided by feature representations of pretrained models. Image Super-
Resolution (SR) [38] has also been explored for recovering image structure and mitigating
adversarial artifacts.

3. Approach
3.1. Notions and Definitions

Given a trained classification model f (x) : x ∈ X → y ∈ Y , the model predicts a label
y for an input sample x, where the ground-truth label of x is denoted by ytrue. Adversarial
attacks aim to construct a small perturbation δ added to the clean input such that the
classifier produces an incorrect prediction while the perturbation remains imperceptible.
Formally, the adversarial example can be written as xadv = x + δ.

To ensure that the perturbation remains visually imperceptible, it is typically con-
strained within a bounded region under an ℓp-norm, where p ∈ {1, 2, ∞}. The generation
of adversarial examples can therefore be formulated as the following optimization problem:

arg max
xadv

J( f (xadv), ytrue)

s.t. ∥xadv − x∥p ≤ ϵ,
(2)

where J(·) denotes the loss function of the classifier, typically the cross-entropy (CE) loss,
and ϵ controls the maximum perturbation magnitude.

In practice, adversarial examples are often generated through iterative optimization.
Starting from the original input x, the adversarial example is progressively updated along
the gradient direction of the loss function while enforcing the perturbation constraint at
each step. The iterative update can be generally expressed as

xadv
t+1 = ΠB(x,ϵ)

(
xadv

t + α · sign
(
∇x J( f (xadv

t ), ytrue)
))

, (3)

where α denotes the step size, and ΠB(x,ϵ)(·) represents the projection operator that ensures
the perturbation remains within the ℓp-norm constraint.

3.2. Frequency Characteristics of Adversarial Perturbations

To better characterize adversarial perturbations, we analyzed the frequency distribu-
tions of clean and adversarial images. In general, the main semantic content of natural
images lies in low-frequency components, whereas high-frequency components mainly
reflect finer details. This motivated us to investigate how model predictions changed when
different frequency components were progressively removed.

We first analyzed the classification performance of several ImageNet models when
only the low-frequency components of input images were preserved. To this end, we used
the two-dimensional Discrete Cosine Transform (DCT) to represent the input image in the
frequency domain, enabling analysis of information at different spatial frequencies.

Given an input image x ∈ RH×W , the 2D DCT is defined as
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X(u, v) = α(u)α(v)
H−1

∑
i=0

W−1

∑
j=0

x(i, j) cos
(

π(2i + 1)u
2H

)
cos

(
π(2j + 1)v

2W

)
, (4)

where X(u, v) denotes the frequency coefficient at location (u, v), and α(·) is a normalization
factor. In the DCT spectrum, low-frequency components are concentrated near the top-left
region, while higher-frequency components appear toward the bottom-right. For RGB
images, the above transformation is applied independently to each color channel.

To control the amount of preserved frequency information, we introduced a low-pass
frequency mask Mr parameterized by a ratio r ∈ [0, 1]. Specifically, we retained only the
coefficients within a square region of size rH × rW and set the remaining coefficients to zero:

X̃(u, v) = Mr(u, v) · X(u, v), (5)

where the mask Mr is defined as

Mr(u, v) =





1, u < rH, v < rW,

0, otherwise.
(6)

The filtered spectrum X̃ was then transformed back to the spatial domain using the
inverse DCT (IDCT):

x̃ = IDCT(X̃), (7)

which yielded a reconstructed image using only the frequency coefficients retained by the
mask Mr.

By varying the ratio r, we progressively controlled the number of preserved frequency
components and evaluated the classification accuracy of several ImageNet models on the
reconstructed images. As shown in Figure 1, when the low-frequency ratio increases,
the model accuracy rapidly recovers and stabilizes. Even when only a small portion of
low-frequency components is retained, the models can already achieve relatively high
classification accuracy. This observation suggests that the semantic information required
for image recognition is largely preserved in the low-frequency spectrum.

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
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Figure 1. Classification accuracy of ImageNet models on clean images under different low-frequency
preservation ratios in the DCT domain. Model performance rapidly recovers as more low-frequency
components are preserved.
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We further performed the same frequency analysis on adversarial examples generated
by the Momentum Iterative Method (MIM). The resulting adversarial images were then
transformed into the frequency domain using the same DCT transformation described
above. A low-pass frequency mask with ratio r was applied to the DCT coefficients, and
the filtered spectrum was reconstructed via inverse DCT to obtain frequency-controlled
adversarial images.

Figure 2a shows the untargeted attack success rate under different low-frequency
ratios. When the ratio r is very small, only a limited portion of low-frequency components
is retained, and the semantic content of the image is severely degraded. Here, a high
untargeted success rate does not necessarily mean a strong perturbation. It may simply
be caused by the loss of too much image information, which makes the original class hard
to recognize. As r increases, more low-frequency semantic structure is gradually restored,
improving the image’s recognizability and decreasing the untargeted attack success rate.
As r increases, the recovered image content begins to offset the remaining perturbation,
and the success rate rises again after a turning point. When r gets close to 1, more high-
frequency details are brought back, so the success rate gradually moves back toward that
of the original adversarial examples. This pattern suggests that low-frequency components
mainly retain semantic content, while the perturbations responsible for misclassification
are more concentrated in the high-frequency part.

Figure 2. Effect of low-frequency preservation ratio on ImageNet model predictions in the DCT
domain. (a) Untargeted attack success rate on low-frequency-preserved inputs. (b) Percentage of
samples restored to the clean label. As the preserved low-frequency ratio increases, model predictions
gradually recover.

Figure 2b further reports the proportion of adversarial samples whose predictions
revert to the original clean labels after frequency filtering. When the low-frequency ratio r
is very small, only a small portion of the image structure is preserved, and the semantic
information is heavily degraded. In this case, the classifier cannot reliably recognize the
original category, and therefore, the recovery rate remains close to zero. As r increases,
more low-frequency semantic information is gradually restored, allowing the classifier to
recover the correct predictions for a portion of the adversarial samples. Consequently, the
recovery rate increases and reaches a peak when the restored semantic content becomes
sufficiently recognizable, while the adversarial perturbations remain partially suppressed
by the frequency filtering.

However, as r increases, more high-frequency components are reintroduced into the
reconstructed image, thereby restoring the adversarial perturbations. As a result, the re-
covery effect gradually diminishes, and the recovery rate decreases toward zero when r
approaches 1. This observation further supports the conclusion that the semantic structure
of images is mainly preserved in low-frequency components, whereas the adversarial per-
turbations responsible for misclassification are largely concentrated in the high-frequency
regions of the spectrum.
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Taken together, the results show a clear mismatch in frequency between image seman-
tics and adversarial perturbations. Classification-relevant semantic content is mainly found
in low-frequency components, but gradient-based perturbations are more concentrated in
high-frequency regions. This suggests that the attack optimization process tends to favor
high-frequency signals that are weakly related to semantics but can still affect the model’s
output. These observations suggest that transferability is closely related to the stability of
frequency components across models. This motivates the design of a mechanism that can
reduce reliance on unstable spectral patterns, which we address in the following section.

3.3. Frequency-Consistent Regularization

The analysis in the previous subsection reveals a clear discrepancy in frequency
between natural image semantics and adversarial perturbations. Specifically, model recog-
nition on clean images can be largely preserved by low-frequency components. In contrast,
the effectiveness of adversarial perturbations is much more sensitive to the removal of
high-frequency signals. This suggests that conventional gradient-based attacks tend to
over-rely on frequency components that are effective on the surrogate model but fragile un-
der model transfer or defensive preprocessing. Motivated by this observation, we propose
frequency-consistent regularization (FCR), which encourages adversarial perturbations to
remain effective across multiple low-frequency-preserving views of the input. Rather than
optimizing the perturbation on a single image representation, FCR regularizes the opti-
mization process by introducing frequency diversity during each iteration. The proposed
strategy is simple, model-agnostic, and can be seamlessly integrated into different iterative
transfer attacks.

3.3.1. Interpretation from Gradient Alignment Perspective

While the proposed method is motivated by frequency-domain observations, its
effectiveness can be further understood from the perspective of gradient alignment. In
standard iterative attacks, perturbations are optimized using gradients from a surrogate
model, which inherently reflect the model’s specific spectral response. This often leads to
surrogate-specific overfitting, in which the perturbation relies on frequency components
that are not stable across architectures.

In particular, high-frequency components tend to exhibit significant variability across
models, whereas low-frequency structures are more consistently aligned with semantic
information. Such spectral variability leads to poor alignment between gradients across
different models, limiting transferability.

The proposed frequency-consistent regularization addresses this issue by aggregating
gradients over multiple low-frequency-preserving transformations:

ḡ = ET [∇x J( f (T(x)), y)], (8)

which can be interpreted as optimizing the perturbation with respect to an expectation over
frequency-preserving transformations, rather than with respect to a single input instance.

Since these transformations preserve low-frequency semantics while perturbing high-
frequency details, the aggregated gradient suppresses unstable high-frequency components
and emphasizes frequency patterns that are consistent across views. This process reduces
surrogate-specific spectral bias and improves cross-model gradient alignment, thereby
enhancing transferability. From this perspective, the proposed method can be viewed as
approximating a transformation-robust gradient that is less sensitive to spectral variations.
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3.3.2. Random Low-Frequency Sampling

Given an input image x ∈ RC×H×W , we first transform it into the frequency domain
using the two-dimensional Discrete Cosine Transform (DCT). As analyzed in the previous
section, low-frequency components are concentrated in the top-left region of the DCT
spectrum and account for most of the semantic structure required for recognition. To
construct views preserving low frequencies, we apply a binary mask Mr Equation (6)
parameterized by a ratio r ∈ (0, 1]. The corresponding low-frequency view is reconstructed
by inverse DCT:

Tr(x) = IDCT
(

Mr ⊙ DCT(x)
)
, (9)

where ⊙ denotes multiplication by an element.
Instead of fixing the same ratio throughout optimization, we randomly sample multi-

ple low-frequency views at each iteration. Specifically, for the tth iteration, we first sample
a minimum ratio r(t)min from

r(t)min ∼ U (0.05, 0.15), (10)

and then generate N random ratios

r(t)i ∼ U (r(t)min, 1), i = 1, . . . , N. (11)

In our implementation, we set N = 10 for each iteration. This strategy introduces di-
verse frequency-preserving views ranging from strongly filtered inputs to nearly complete
images, thereby reducing the risk that optimization becomes overly dependent on a narrow
frequency band. We further examine the sensitivity of the proposed method to the choice
of the rmin sampling range and the number of sampled views N in the ablation study.

3.3.3. Multi-View Gradient Aggregation

Based on the sampled ratios, we obtain a set of transformed inputs {T
r(t)i

(xt)}N
i=1.

Instead of computing the update direction from a single image view, FCR aggregates
gradients over multiple sampled low-frequency views. Specifically, for each transformed
input, we first compute the gradient of the attack objective and normalize it by its ℓ1 norm:

ĝt,i =
∇x J

(
f (T

r(t)i
(xt)), y

)
∥∥∥∥∇x J

(
f (T

r(t)i
(xt)), y

)∥∥∥∥
1

, i = 1, . . . , N, (12)

where f (·) denotes the surrogate model, J(·) is the attack objective, and y is the ground-
truth label. The normalized gradients from different views are then averaged to obtain the
aggregated gradient:

gt =
1
N

N

∑
i=1

ĝt,i. (13)

This multi-view gradient aggregation encourages the perturbation to remain effective
across varying degrees of frequency preservation, rather than relying excessively on a
narrow set of frequency-sensitive components in the surrogate model. By normalizing each
gradient with its ℓ1 norm before averaging, we reduce magnitude bias across sampled views
and obtain a more stable aggregated update direction. As a result, the optimized perturba-
tion becomes less sensitive to frequency distortions and generalizes better across unseen
architectures and preprocessing-based defenses. In the ablation experiments, we compare
different gradient processing strategies, including direct averaging, ℓ1 normalization, and
ℓ2 normalization.
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3.3.4. Integration with Transferable Attacks

FCR is incorporated into a standard momentum-based iterative attack framework [30]
and can be combined with different transfer-based baselines [18,23,24]. At iteration t, the
momentum term is updated as

mt+1 = µmt +
gt

∥gt∥1
, (14)

where µ is the decay factor and gt is the aggregated gradient over the sampled low-
frequency views. The adversarial example is then updated by

xt+1 = Πϵ(xt + α · sign(mt+1)), (15)

where α is the step size, and Πϵ(·) projects the result onto the ℓ∞ ball of radius ϵ centered
at the original image.

Importantly, FCR does not alter the core transformation mechanism of the underlying
attack but only replaces the original single-view gradient computation with the proposed
frequency-consistent multi-view aggregation. Therefore, it can be naturally integrated
with representative transferable attacks such as the TIM [21], DIM [19], SIM [18], SEM [23],
SSA [26], and SIA [24]. This plug-and-play property is also consistent with our experimen-
tal design, in which FCR is combined with various baseline attacks and evaluated under
single-model transfer, ensemble-model transfer, and defense settings. Overall, by enforcing
consistency across multiple randomly sampled low-frequency views, FCR guides adversar-
ial optimization toward perturbations that are less sensitive to frequency distortions and
more robust across different transfer scenarios.

3.4. Overall Framework and Implementation

As illustrated in Figure 3, the proposed FCR method generates transferable adversarial
examples by iteratively optimizing a clipped perturbation in conjunction with a frequency-
consistent regularization process. Starting from a clean image x, an additive perturbation δ

is introduced and constrained within a prescribed budget through a clipping operation,
producing an intermediate adversarial input xadv

t = x + δt. Instead of directly feeding
this perturbed image into the surrogate model, FCR first passes xadv

t through a frequency-
consistent sampling module that preserves the low-frequency semantic structure while
suppressing redundant high-frequency components. The reconstructed samples are then
used as the actual inputs for surrogate-model optimization.

Frequency
Sampling

Clean Image

Adversarial Example

J(f(T
r
(t)
i

(xt)), y
true)

Iteratively Update

Transfer Attack

Surrogate Model

Target Model

Attack
Loss

Clip

ypre �= ytrue

Figure 3. Framework of the Proposed FCR Method.

More specifically, at each iteration, the variants reconstructed by FCR are passed to
the surrogate model, and the attack loss is computed with respect to the ground-truth
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label in the untargeted setting. The resulting gradient is back-propagated to update the
perturbation, and the updated perturbation is clipped to satisfy the constraint ℓ∞. This
procedure is repeated iteratively until the perturbation converges or the maximum number
of iterations is reached. Through this design, FCR does not simply optimize pixel-space
perturbations; instead, it guides the attack toward frequency components that are more
relevant to semantic content and more likely to generalize across model architectures. The
flowchart of the proposed FCR method is shown in Figure 4, while the detailed algorithm
is provided in Appendix A Algorithm A1.
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Figure 4. Flowchart of the proposed frequency-consistent regularization (FCR) method.

4. Experiments
This section first presents the experimental setup. We then report the results of the

single-surrogate setting to evaluate the effectiveness of the proposed method. Next, we
extend the evaluation to the ensemble-surrogate setting to examine its performance with
multiple surrogate models. We further test the generated adversarial examples against
several defense models to assess their robustness under defensive preprocessing. Finally,
ablation studies are conducted to analyze the contribution of the main design choices.

4.1. Experiment Setup

Datasets. We conducted experiments on an ImageNet-compatible benchmark that
contained 1000 natural images from the NIPS 2017 Adversarial Competition [31]. The
images were sampled from the ImageNet validation set [39] and covered diverse object
categories and visual scenes. Each image was paired with its ground-truth label, and all
inputs were preprocessed to match the requirements of ImageNet-pretrained models [40].
This dataset provided a standard benchmark for evaluating the transferability of adversarial
attacks across different model architectures.

Models. We evaluated the proposed method on six widely used ImageNet classifica-
tion models, including Inc-v3 [41], Res-50 [42], Den-121 [43], IncRes-v2 [44], Inc-v3adv [11],
and IncRes-v2ens [11]. The first four are standard classification models with different archi-
tectures, covering inception-based, residual, and densely connected networks. The last two
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are adversarially trained models, which are more challenging targets for transferable attacks.
All models were pretrained on ImageNet and are commonly used as benchmark models
in studies of adversarial transferability. The source and target models were implemented
using the PyTorch Image Models (timm) library (version 1.0.25) [40].

Baselines. We compared the proposed method with several representative transferable
attacks, including the TIM [21], DIM [19], SIM [18], SEM [23], SSA [26], and SIA [24]. All
these methods were implemented within the momentum-based iterative framework [30]
and improve transferability through strategies such as translation-invariant gradients, input
diversity, scale transformations, and structural or spectral perturbation mechanisms. These
attacks provide strong baselines for evaluating the effectiveness of the proposed method.

Implementation Details. Unless otherwise specified, all attacks were conducted under
the ℓ∞ perturbation constraint with a maximum budget of ϵ = 16/255. The step size was
set to α = 1.6/255, and each attack ran for 10 iterations. For all momentum-based methods,
the momentum decay factor was fixed at 1.0.

For the baselines being compared, the TIM used Gaussian-smoothed gradients with a
kernel size of seven and a standard deviation of 3.0. The DIM adopted the input diversity
strategy with a transformation probability of 0.5. The SIM employed multi-size inputs with
scale factors {0, 1, 2, 3, 4}, while SEM used the scale set {0.8, 0.9, 1.0, 1.1, 1.2}. For the SIA,
the number of scales and shuffled blocks were set to five and three, respectively. For the
SSA, we set N = 10, σ = 16.0/255, and ρ = 0.5.

For the proposed FCR, the regularization was integrated into each baseline attack during
iterative optimization. At each iteration, we randomly sampled 10 frequency views for each
input. Specifically, the minimum low-frequency ratio rmin was randomly drawn from the
interval [0.05, 0.15], and the corresponding frequency masks were applied in the DCT domain
to generate multiple frequency-filtered samples. These samples were then transformed back
to the spatial domain and jointly used to estimate the gradient update direction.

Evaluation Metrics. We used the attack success rate(ASR) as the evaluation metric.
For a dataset of N images {xi, yi}N

i=1, where xi denotes the input image and yi is its ground-
truth label, let f (·) be the classifier and xadv

i the generated adversarial example. In the
untargeted setting, an attack is regarded as successful if the prediction of xadv

i differs from
the true label yi. The ASR is defined as

ASR =
1
N

N

∑
i=1

1
(

f (xadv
i ) ̸= yi

)
, (16)

where 1(·) is the indicator function. A higher ASR indicates stronger attack effectiveness
and better transferability.

4.2. Single-Model Attacks

Table 1 reports the attack success rates (ASRs) of different methods under the single-
surrogate setting. For each surrogate model, adversarial examples were generated on
one surrogate network and then evaluated on multiple target models with different ar-
chitectures. All statistics were computed over 1000 images. To ensure a fair compari-
son, all methods adopted momentum-based gradient updates and followed the same
attack configuration. We compared several representative gradient-based attacks with
their corresponding FCR-enhanced variants to examine the effectiveness of the proposed
frequency-consistent regularization.

In general, incorporating FCR consistently improves the transferability of all baseline
attacks. Across almost all settings, the FCR-enhanced variants achieve a higher ASR than
their original counterparts, and the gains are particularly evident in many cross-model
transfer scenarios. For relatively weaker baselines such as the TIM, the average ASR
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increases from about 40–50% to 52–59% after introducing FCR. The SEM and DIM also
show clear and stable improvements, typically on the order of 10–15 percentage points.
Stronger attacks, including the SIM, SSA, and SIA, benefit even more from FCR, indicating
that the proposed regularization remains effective even when combined with already
competitive transfer-based attacks.

Table 1. Attack success rates (ASRs, %) of different attacks under various surrogate models. For each
surrogate model, adversarial examples were generated using a single surrogate and evaluated on
multiple target models. The symbol * indicates the white-box setting. Boldface highlights the better
result within each attack pair.

Surrogate Attack
Target Model

Avg
Inc-v3 Res-50 Den-121 IncRes-v2 Inc-v3adv IncRes-v2ens

Inc-v3

TIM 99.7 * 28.6 37.8 26.0 31.0 21.0 40.7
FCR-TIM 99.7 * 41.2 53.7 36.8 48.1 36.0 52.6

SEM 100.0 * 40.8 48.8 51.5 29.1 12.3 47.1
FCR-SEM 100.0 * 55.1 64.1 62.1 46.1 30.3 59.6

DIM 99.9 * 54.0 59.8 64.1 35.2 14.4 54.6
FCR-DIM 100.0 * 67.0 76.9 76.6 56.2 39.0 69.3

SIM 100.0 * 56.9 64.1 68.1 41.0 20.2 58.4
FCR-SIM 100.0 * 71.1 80.5 77.9 64.9 47.7 73.7

SSA 99.1 * 66.6 72.3 83.0 55.2 23.6 66.6
FCR-SSA 99.4 * 84.9 92.1 92.2 86.9 72.5 88.0

SIA 99.8 * 73.9 78.8 86.2 43.6 19.1 66.9
FCR-SIA 100.0 * 94.6 96.4 96.1 83.1 66.0 89.4

Res-50

TIM 37.5 99.2 * 42.1 22.9 31.7 24.3 43.0
FCR-TIM 49.2 99.3 * 59.9 33.5 43.3 40.6 54.3

SEM 52.3 100.0 * 71.0 44.9 39.0 25.6 55.5
FCR-SEM 65.1 100.0 * 82.0 58.2 56.0 47.8 68.2

DIM 64.7 100.0 * 77.4 57.9 46.4 32.7 63.2
FCR-DIM 81.5 100.0 * 90.4 79.7 72.5 65.5 81.6

SIM 63.1 100.0 * 79.3 57.0 46.5 33.0 63.2
FCR-SIM 82.4 100.0 * 90.7 78.4 74.5 68.1 82.4

SSA 82.1 99.8 * 89.8 78.3 67.4 52.3 78.3
FCR-SSA 94.1 99.9 * 97.4 93.7 90.4 85.1 93.4

SIA 79.8 99.5 * 91.4 72.6 50.5 30.5 70.7
FCR-SIA 95.7 100.0 * 98.5 95.2 91.3 85.8 94.4

Den-121

TIM 47.9 45.0 99.9 * 30.8 43.1 36.6 50.6
FCR-TIM 56.8 51.1 99.6 * 38.1 54.9 51.0 58.6

SEM 70.5 81.8 100.0 * 58.5 58.1 44.1 68.8
FCR-SEM 80.5 86.0 100.0 * 74.8 72.9 66.0 80.0

DIM 80.5 85.9 100.0 * 72.6 68.3 51.7 76.5
FCR-DIM 89.4 92.5 100.0 * 87.7 85.0 79.3 89.0

SIM 78.1 87.6 100.0 * 68.6 66.0 50.8 75.2
FCR-SIM 87.7 91.8 100.0 * 84.7 86.2 78.2 88.1

SSA 89.2 93.8 99.8 * 86.1 81.8 65.5 86.0
FCR-SSA 95.0 94.8 100.0 * 93.1 92.8 88.5 94.0

SIA 91.0 96.2 100.0 * 86.7 79.1 59.0 85.3
FCR-SIA 97.2 98.7 100.0 * 96.4 96.2 90.4 96.5

https://doi.org/10.3390/app16083748

https://doi.org/10.3390/app16083748


Appl. Sci. 2026, 16, 3748 14 of 23

Another notable observation is that the gains from FCR are more pronounced
for the two adversarially trained target models, Inc-v3adv and IncRes-v2ens, which are
substantially harder to attack than standard models. On these robust targets, FCR
often yields greater improvements, suggesting that frequency-consistent optimization
helps produce perturbations less tied to fragile high-frequency artifacts and therefore
transfer better under defensive training. Meanwhile, the relative performance of different
attack backbones also reflects their design differences. The SSA generally performs
better than the SIA on adversarially trained models, likely because the SSA introduces
frequency-domain transformations that enrich spectral diversity during optimization,
whereas the SIA mainly relies on structure-oriented spatial transformations. Since robust
models tend to suppress unstable, high-frequency noise and place greater emphasis on
semantically stable patterns, spectral-level perturbation design appears more effective
in this setting. When combined with FCR, this advantage becomes even clearer, as the
proposed regularization further reduces over-reliance on specific frequency components
and improves transferability across both standard and robust target models.

4.3. Ensemble Model Attacks

To further evaluate the transferability of the proposed method, we conducted addi-
tional experiments in the ensemble-surrogate setting, where multiple surrogate models are
jointly used to generate adversarial examples. Compared with single-surrogate attacks,
ensemble attacks typically offer greater transferability because the optimization process
can exploit gradients shared across multiple model architectures.

Table 2 reports the attack success rates (ASRs) of different methods under the ensemble-
surrogate setting. Overall, the use of ensemble surrogates already yields a clear increase in
attack performance, but FCR still provides consistent further improvements across almost
all attack methods and surrogate combinations. For relatively weaker baselines such as
the SEM and DIM, the improvement remains substantial, especially when the number
of surrogate models increases. For example, under the four-model ensemble setting, the
average ASR of the SEM rises from 80.4% to 92.0%, while that of the DIM improves
from 83.8% to 95.5%. For stronger baselines such as the SIM, SSA, and SIA, the original
attacks already achieve high transferability on standard models, yet FCR still provides
non-negligible gains and further pushes the average ASR to above 96% in several cases.

Another clear pattern is that the benefit of FCR is particularly evident on the adversar-
ially trained target models. Although the ASR on standard target models is already close to
saturation in some ensemble settings, there is still considerable room for improvement on
Inc-v3adv and IncRes-v2ens. In these cases, FCR consistently yields much larger gains than
on naturally trained models. This again suggests that frequency-consistent regularization
helps suppress attack patterns overly dependent on specific spectral artifacts and instead
encourages perturbations that remain effective against stronger defenses.

A further observation is that the SSA and SIA remain the strongest attack backbones in
the ensemble setting, and their FCR-enhanced versions achieve the best overall performance.
Between them, FCR-SSA and FCR-SIA both show very strong transferability, while FCR-
SIA is slightly better in several ensemble settings. Taken together, these results indicate
that FCR is not limited to single-surrogate optimization but can be naturally combined
with ensemble-based attacks to further improve the transferability of adversarial examples,
especially against robust target models.

4.4. Performance Against Defense Models

We also evaluated the robustness of the generated adversarial examples against several
input-preprocessing defenses. In this setting, three surrogate models, Den-121, Inc-v3, and
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IncRes-v2, we used to generate adversarial examples, covering different model architectures.
We focused on two strong transferable attacks, the SSA and SIA, which showed competitive
performance in the previous experiments. The generated adversarial examples were
then evaluated against the adversarially trained target model, IncRes-v2ens, using six
representative defense models.

Table 2. Attack success rates (%) under different ensemble-surrogate models. Boldface indicates the
better result within each attack pair, and * denotes the white-box setting.

Surrogate Attack
Target Model

Avg
Inc-v3 Res-50 Den-121 IncRes-v2 Inc-v3adv IncRes-v2ens

IncRes-v2

SEM 69.5 54.6 58.1 99.0 * 33.6 23.0 56.3
FCR-SEM 78.5 69.4 77.7 99.3 * 55.9 53.6 72.4

DIM 78.0 63.5 68.1 97.3 * 42.0 29.3 63.0
FCR-DIM 88.2 80.7 86.6 99.1 * 67.1 67.0 81.5

SIM 85.4 72.2 78.2 99.6 * 58.8 47.1 73.6
FCR-SIM 88.3 79.9 90.4 99.4 * 78.9 73.1 85.0

SSA 88.0 74.0 79.6 97.5 * 62.3 48.9 75.1
FCR-SSA 92.8 88.5 92.7 98.7 * 86.4 84.4 90.6

SIA 92.9 81.4 84.8 98.8 * 52.9 36.8 74.6
FCR-SIA 97.9 95.5 97.0 99.9 * 87.8 85.6 93.9

IncRes-v2
Den-121

SEM 81.4 84.9 100.0 98.3 45.7 36.5 74.5
FCR-SEM 89.4 91.8 100.0 99.4 71.6 69.8 87.0

DIM 86.8 89.0 100.0 97.6 55.6 46.9 79.3
FCR-DIM 94.8 95.9 100.0 99.4 84.4 81.2 92.6

SIM 92.1 92.4 100.0 98.7 69.7 60.2 85.5
FCR-SIM 93.8 95.2 100.0 99.5 86.7 84.2 93.2

SSA 92.6 93.4 99.7 96.3 78.5 66.0 87.8
FCR-SSA 95.5 95.9 99.9 98.5 92.7 90.3 95.5

SIA 96.7 96.2 99.8 99.5 70.6 55.2 86.3
FCR-SIA 98.8 99.0 100.0 99.9 94.1 91.7 97.3

IncRes-v2
Inc-v3
Res-50

Den-121

SEM 99.7 100.0 100.0 98.3 48.2 36.2 80.4
FCR-SEM 100.0 100.0 100.0 99.5 78.2 74.3 92.0

DIM 99.4 100.0 99.4 97.8 59.3 47.0 83.8
FCR-DIM 99.9 100.0 99.8 99.7 89.0 84.8 95.5

SIM 99.9 100.0 100.0 98.7 71.6 60.5 88.5
FCR-SIM 99.8 100.0 99.9 99.2 91.1 88.0 96.3

SSA 98.6 99.8 99.0 97.6 83.9 70.9 91.6
FCR-SSA 99.2 99.9 99.7 98.9 96.1 92.4 97.7

SIA 99.3 99.8 99.3 98.8 71.1 52.1 86.7
FCR-SIA 99.8 100.0 99.9 99.9 96.2 93.8 98.3

As shown in Table 3, incorporating FCR consistently improves the effectiveness of
adversarial examples against all considered defense models. Across different surrogate
models, the FCR-enhanced variants achieve substantially higher attack success rates than
their original counterparts. For example, under the Den-121 surrogate, the average success
rate of the SSA increases from 64.8% to 85.4%, while that of the SIA improves from 58.5% to
84.8%. Similar gains are also observed under the Inc-v3 and IncRes-v2 surrogates, indicating
that the proposed regularization generalizes well across different attack backbones and
surrogate architectures.
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The improvements are especially clear under relatively stronger defenses such as
RS and NRP, where the original attacks usually suffer noticeable degradation. For in-
stance, when IncRes-v2 is used as the surrogate, the success rate of the SSA against NRP
rises from 36.0% to 81.6% after incorporating FCR. In addition, the SSA generally per-
forms slightly better than the SIA under defenses related to compression and frequency
filtering, such as JPEG and FD, while both attacks benefit substantially from FCR. These
results suggest that frequency-consistent regularization improves not only transferability
across models but also the robustness of adversarial perturbations under diverse defensive
preprocessing operations.

We further evaluated the robustness of FCR under varying strengths of preprocessing
defenses, including different JPEG qualities and bit-depth reduction levels, as shown in
Table 4. While stronger compression generally reduces attack success rates, FCR-enhanced
variants consistently outperform their baselines across all settings. For example, FCR-SIA
maintains an over 82% success rate under all JPEG qualities, whereas SIA remains below
50%. Similar improvements are observed under bit-depth reduction. These results indicate
that FCR enhances the spectral robustness of adversarial perturbations, enabling them to
remain effective under different levels of compression and quantization.

Table 3. Attack success rates (%) of adversarial examples against different defense models. Boldface
indicates the better result within each attack pair.

Surrogate Attack Bit-Red JPEG FD R&P RS NRP Avg

Den-121

SSA 64.2 74.1 68.3 66.4 61.1 54.7 64.8
FCR-SSA 88.4 90.0 89.5 88.6 76.5 79.7 85.4

SIA 57.9 67.4 60.4 62.0 57.5 46.1 58.5
FCR-SIA 90.1 91.1 90.9 91.3 69.4 75.8 84.8

Inc-v3

SSA 25.7 53.8 46.9 42.5 62.1 25.0 42.7
FCR-SSA 71.2 83.4 85.2 79.6 74.0 56.2 74.9

SIA 19.2 48.3 40.0 38.0 61.1 25.0 38.6
FCR-SIA 63.8 85.0 84.8 83.0 70.5 52.8 73.3

IncRes-v2

SSA 48.9 72.0 67.6 62.8 62.9 36.0 58.4
FCR-SSA 84.0 89.2 91.2 88.8 77.5 81.6 85.4

SIA 34.0 64.7 58.8 57.8 60.3 37.4 52.2
FCR-SIA 84.7 93.0 93.8 92.4 73.5 68.2 84.3

Table 4. Attack success rates (%) under different defense parameter settings. Boldface indicates the
better result within each attack pair.

Attack JPEG (65) JPEG (75) JPEG (95) Bit-Red (3) Bit-Red (5) Bit-Red (7)

SSA 0.553 0.538 0.494 0.254 0.257 0.247
FCR-SSA 0.829 0.834 0.815 0.668 0.712 0.714

SIA 0.471 0.483 0.465 0.207 0.192 0.206
FCR-SIA 0.835 0.850 0.828 0.524 0.638 0.669

4.5. Ablation Study
4.5.1. Effect of the Minimum Low-Frequency Ratio

Figure 5 presents the effect of the minimum sampling ratio rmin on attack performance.
For most FCR-based methods, better results are obtained when rmin is kept in a relatively
low range, whereas the average ASR drops gradually as rmin increases. This indicates
that relatively strong low-frequency filtering is useful for improving transferability during
optimization. A small rmin allows the sampled views to cover a broader range of frequency
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conditions, from heavily filtered inputs to nearly intact images. This makes the perturbation
less tied to a specific spectral range and helps it remain effective as the degree of frequency
preservation varies. In turn, the perturbation shows better transfer across target models. In
contrast, as rmin increases, the sampled views become less diverse and more concentrated
around weakly filtered inputs, thereby weakening the regularization effect of FCR.
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Figure 5. Effect of the minimum low-frequency ratio rmin in FCR under the single-model transfer
setting, using Inc-v3 as the surrogate model. The reported values are average attack success rates
(ASRs, %).

It is also worth noting that when rmin is extremely small, the ASR of some methods
exhibits a slight increase before entering a clear downward trend. Including a small number
of more aggressively filtered views appears to improve frequency-level regularization. Once
the lower bound is pushed too low, however, some sampled views lose too much semantic
information, which reduces the benefit of the added frequency diversity. Therefore, the
best performance is generally achieved in a low-to-moderate range, rather than at the
extreme minimum. This observation is consistent with the trade-off between semantic
consistency and perturbation diversity in the frequency domain. Lower values of rmin

enforce stronger low-frequency constraints but may limit optimization flexibility, while
larger values introduce more high-frequency components that are less robust across models.
Notably, the optimal range of rmin remains stable across different surrogate architectures,
suggesting that the proposed frequency constraint aligns with general spectral properties of
natural images rather than model-specific characteristics. In our method, instead of fixing a
single value, we randomly sample the lower bound from [0.05, 0.15] at each iteration.

4.5.2. Effect of the Number of Sampled Views

Figure 6a shows the effect of the number of sampled views N on attack performance.
Overall, the average ASR increases consistently with more frequent views, indicating that
multi-view optimization is important for improving transferability. When N is very small,
the optimization sees only limited frequency perturbations, and the resulting perturbations
are less stable across models. As N increases, the sampled views include a wider variety
of frequency-preserving variations, thereby improving the perturbation’s robustness to
different spectral distortions. The gain is especially clear when increasing N from one
to five or 10, at which point all methods show noticeable improvement. After that, the
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increase in performance becomes smaller, suggesting that the benefit of adding more views
gradually saturates. This means that a moderate number of sampled views is already
sufficient to provide effective frequency regularization.
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Figure 6. Ablation results of FCR under the single-model transfer setting using Inc-v3 as the surrogate
model. (a) Effect of the number of sampled low-frequency views N. (b) Effect of different gradi-
ent aggregation schemes, including direct averaging, ℓ1-normalized averaging, and ℓ2-normalized
averaging. The reported values are average attack success rates (ASRs, %).

4.5.3. Effect of Gradient Aggregation Scheme

Figure 6b compares three ways of combining gradients from different frequency
views: direct averaging, ℓ1-normalized averaging, and ℓ2-normalized averaging. Overall,
normalized gradient aggregation outperforms direct averaging in most cases, especially
for stronger attacks such as FCR-SSA and FCR-SIA. Averaging raw gradients directly can
give too much weight to several views with large magnitudes. Normalization mitigates
this issue and brings the contributions from different views closer together. Compared
with direct averaging, both ℓ1 and ℓ2 normalization usually improve the final ASR, but ℓ1

normalization gives more stable results across different baselines and is slightly better in
most cases.

4.5.4. Effect of Perturbation Budget and Iteration Steps

To evaluate whether the effectiveness of FCR depended on specific attack settings, we
further conducted experiments with different perturbation budgets and iteration counts
under the ℓ∞ constraint. As shown in Figure 7a, increasing the perturbation budget
consistently improves the attack success rate for all methods. More importantly, the FCR-
enhanced variants consistently outperform their corresponding baselines across all tested ϵ

values. This indicates that the benefit of frequency-consistent regularization is not limited
to a particular perturbation magnitude. Figure 7b presents the results under different
iteration steps. While all methods benefit from more optimization steps, the proposed FCR
method maintains a clear advantage over baseline attacks across all settings. Notably, the
performance gain remains stable even as the number of iterations increases, suggesting
that FCR does not rely on a specific optimization length. These results demonstrate that
FCR consistently improves transferability across attack configurations, suggesting that its
effectiveness is robust to varying perturbation budgets and optimization settings.

4.5.5. Efficiency–Performance Trade-Off

We analyzed the efficiency–performance trade-off of FCR by examining its compu-
tational cost and corresponding gains in attack success rate (ASR). As shown in Figure 8,
FCR consistently improves the ASR across all baseline methods, at the expense of increased
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computation due to multi-view sampling. In particular, the main overhead comes from
repeated forward and backward passes across multiple sampled views, leading to an
approximately linear increase in runtime with respect to the number of views. In practice,
the computational cost of FCR is roughly proportional to the number of sampled views
N, i.e., about N times that of the baseline per iteration. Meanwhile, additional memory
consumption arises from maintaining gradients of multiple views during aggregation,
but this overhead remains moderate and manageable in practice. Increasing the number
of sampled views from N = 5 to N = 10 yields further ASR improvements but incurs
noticeably higher runtime, with diminishing returns compared to the gain from the baseline
to N = 5. The improvements are consistent across different attacks, indicating that FCR
effectively complements existing transfer-enhancing strategies. Overall, FCR achieves
a favorable efficiency–performance trade-off, with N = 5 providing a practical balance
between effectiveness and computational overhead.
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Figure 7. Ablation results of FCR under the single-model transfer setting using Inc-v3 as the surrogate
model. (a) Effect of the perturbation budget ϵ. (b) Effect of the number of iteration steps N. The
reported values are average attack success rates (ASRs, %).
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Figure 8. Efficiency-performance trade-off of baseline attacks and their FCR-enhanced variants under
the single-surrogate setting (Inc-v3). FCR improves ASR consistently at the cost of increased runtime,
with N = 5 providing a favorable balance between effectiveness and efficiency.

4.5.6. Perceptual Similarity Analysis

To evaluate whether FCR affected the visual quality of adversarial examples, we
further measured perceptual similarity using SSIM [45] and LPIPS [46], where higher SSIM
scores and lower LPIPS scores indicate a smaller perceptual distance between images.
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The results are summarized in Table 5. As shown, FCR consistently improves perceptual
quality across all attacks. Specifically, SSIM increases by 0.016–0.063, indicating better
structural consistency with the original images. Meanwhile, LPIPS decreases by 0.006–0.026,
suggesting that the adversarial perturbations become less perceptible to human observers.
These results demonstrate that FCR does not introduce noticeable visual artifacts. Instead,
enforcing frequency consistency across multiple views suppresses high-frequency noise
and produces more natural-looking adversarial examples. Notably, this improvement
is achieved consistently across all baseline methods, highlighting FCR’s robustness in
maintaining visual fidelity.

Table 5. Perceptual similarity comparison between baseline attacks and FCR. Boldface indicates the
better result between the baseline and FCR. ↑ and ↓ denote that higher and lower values are better,
respectively.

Attack SSIM (Base) SSIM (FCR) ∆SSIM ↑ LPIPS (Base) LPIPS (FCR) ∆LPIPS ↓

TIM 0.7647 0.7807 +0.0160 0.2931 0.2874 −0.0058
DIM 0.6652 0.7084 +0.0432 0.3258 0.3012 −0.0247
SIM 0.6678 0.7045 +0.0367 0.3069 0.2851 −0.0218
SEM 0.6716 0.7075 +0.0359 0.3150 0.2989 −0.0161
SIA 0.6595 0.7068 +0.0473 0.3330 0.3087 −0.0243
SSA 0.6541 0.7175 +0.0634 0.3058 0.2798 −0.0260

5. Conclusions and Discussion
In this paper, we revisited transferable adversarial attacks from a frequency perspective

and showed that adversarial perturbations exhibited spectral characteristics different from
those of natural image semantics. Our frequency analysis indicated that image semantics
were mainly preserved in the low-frequency range, while adversarial behavior was more
strongly affected by higher-frequency components. As a result, gradient-based optimization
may favor surrogate-dependent spectral cues that do not transfer reliably.

Motivated by this observation, we proposed frequency-consistent regularization (FCR).
FCR is a simple plug-in strategy that introduces multiple low-frequency-preserving views
during each optimization step. Instead of updating the perturbation based on a single
input view, it uses gradients computed from several randomly sampled, frequency-filtered
samples. In this way, the perturbation is encouraged to remain effective across different
frequencies, rather than relying too heavily on a narrow set of spectral cues.

Extensive experiments showed that FCR consistently improved the transfer perfor-
mance of several representative iterative attacks under single-model, ensemble-model, and
defense settings. From the ablation study, we found that the method worked better when
the lower bound was set to a relatively small value.

Overall, this work highlights the role of frequency-consistent regularization in improv-
ing adversarial transferability and provides a spectral perspective on perturbation behavior.
Nevertheless, several limitations of the proposed method should be acknowledged. FCR
incurs additional computational overhead from multi-view sampling, increasing runtime
and memory consumption. Although this overhead remains moderate and can be con-
trolled by adjusting the number of sampled views, it may still become non-negligible in
large-scale or resource-constrained scenarios. In addition, the effectiveness of FCR relies on
the assumption that low-frequency components capture more transferable semantic infor-
mation, while high-frequency components are more model-specific. While this assumption
generally holds for natural images, it may not fully hold across all data distributions or
model architectures. In particular, when high-frequency details contribute more signifi-
cantly to model decisions, enforcing frequency consistency may reduce the flexibility of
perturbation optimization. Furthermore, this work focuses on image classification, and the
applicability of frequency-consistent regularization to other tasks, such as object detection
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or semantic segmentation, remains to be further explored. Future work will further explore
more adaptive frequency modeling strategies and extend the proposed framework to a
broader range of tasks and datasets.
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Appendix A

Algorithm A1 Frequency-consistent regularization algorithm.

Require: Clean image x, surrogate model f , loss function J, ground-truth label y, perturba-
tion budget ϵ, number of iterations T, decay factor µ, number of sampled views N.

Ensure: Adversarial example xadv
T .

1: α = ϵ/T
2: g0 = 0, xadv

0 = x
3: for t = 0 to T − 1 do
4: Sample r(t)min ∼ U (0.05, 0.15)
5: Initialize aggregated gradient g = 0
6: for i = 1 to N do
7: Sample r(t)i ∼ U (r(t)min, 1)

8: Obtain low-frequency view x̃(t)i = T
r(t)i

(xadv
t )

9: Compute gradient δi = ∇x J
(

f (x̃(t)i ), y
)

10: Accumulate gradients as g = g + δi/∥δi∥1
11: end for
12: Get average gradient as ḡt =

1
N g

13: Update momentum term as gt+1 = µ · gt + ḡt
14: Update adversarial example as

xadv
t+1 = ΠBϵ(x)

(
xadv

t + α · sign(gt+1)
)

15: end for
16: return xadv

T
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