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Abstract

This study presents a practical methodology for executing Man-in-the-Middle (MitM) at-
tacks on industrial control systems that utilize PROFINET I/ O—a communication layer that
remains largely underexplored in ICS cybersecurity research. A hybrid digital-twin-based
testbed is developed by integrating Siemens S7-1500 and S7-1200 PLCs with a process
replica implemented in PCSimu, together with a malicious application that modifies spe-
cific process data before it is delivered through the PROFINET 1/0 channel, enabling
controlled falsification of process information in real time. The attacker operates through
a Modbus TCP control channel while injecting the manipulated values into the 40-byte
Real-Time Class 1 (RTC1) cyclic process-data payload while preserving frame integrity
and protocol-level validity indicators. Experimental results show that SDU-level modifi-
cations on the 2-ms RTC1 cycle produced deterministic and fully reproducible effects on
PLC-level behavior, including forced actuator confirmations and falsified process states,
demonstrating the feasibility of both DI- and DO-level manipulation scenarios. Network
captures and MSSQL-based event logs provide bit-level correlation between the injected
SDU modifications and their impact on the automation sequence, confirming the reliability
of the proposed manipulation mechanism. The testbed also supports the systematic gen-
eration of labeled datasets for training and evaluating machine-learning-based intrusion
and anomaly-detection methods, and offers direct applicability to research, education, and
operator-training activities in industrial cybersecurity. Overall, the proposed platform
offers a secure, reproducible, and practically applicable environment for vulnerability
assessment, attack simulation, and the development of detection techniques in industrial
PROFINET networks.

Keywords: PROFINET I/0O; RTC1 cyclic real-time communication; Man-in-the-Middle
(MitM) attack; SDU manipulation; digital twin testbed; PLC security; Industrial cybersecurity;
dataset generation

1. Introduction

Industrial Control Systems (ICS) constitute the operational backbone of essential sec-
tors such as manufacturing, energy, and transportation, as well as critical infrastructures
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including electric grids, gas pipelines, and water distribution systems. These systems
enable the automation of physical processes through the interaction of controllers, sensors,
and actuators. The progressive digitalization driven by Industry 4.0 has intensified the con-
vergence between Information Technologies (IT) and Operational Technologies (OT), giving
rise to Industrial Cyber—Physical Systems (ICPS) characterized by the tight integration of
computational and physical components in real time [1,2].

While these transformations have improved efficiency, monitoring, and remote op-
eration, they have also expanded the attack surface, increasing the exposure of industrial
infrastructures to cyber threats. Several studies have shown that traditional SCADA envi-
ronments exhibit structural vulnerabilities that can be exploited [3-5]. Reference [3] reports
significant weaknesses in a SCADA testbed, demonstrating that replay, denial-of-service,
and traffic-manipulation attacks can easily compromise Modbus-based systems. Further
work [4] confirms that these vulnerabilities persist due to the lack of native authentication,
integrity, and encryption mechanisms. More recent analyses [5] show that these deficien-
cies are still present even in critical infrastructures such as electrical substations, where
attackers may capture unencrypted credentials, intercept SCADA traffic, or inject malicious
commands via Man-in-the-Middle (MitM) attacks.

Among these threats, MitM attacks are particularly critical because they enable the
interception and manipulation of data without clear indicators of intrusion. The absence of
built-in security features in commonly used industrial protocols facilitates the injection of
false commands or the covert alteration of process signals. Certain MitM attacks can alter
operational data without generating anomalies detectable solely through network-traffic
analysis, underscoring the need to incorporate physical-process information into detection
mechanisms [6,7].

Progress in analysis and detection techniques is further constrained by the limited
availability of realistic datasets for ICS environments. Although some works [8] provide
large datasets captured from physical testbeds, they primarily focus on DoS, ARP spoofing,
or MitM attacks on generic protocols and do not include real-time industrial communication
such as PROFINET 1/0 or the direct manipulation of process signals. This limitation
hinders the evaluation and comparison of detection methods under realistic OT conditions.

Moreover, the industrial sector is currently facing concrete protection challenges
related to PROFINET-based communication. Industrial Ethernet protocols—including
PROFINET—have historically lacked integrated security mechanisms, making them sus-
ceptible to data manipulation, spoofing, and Man-in-the-Middle attacks at the protocol
level [9]. In parallel, manufacturers, integrators, and operators must now comply with
increasingly stringent OT-security regulations, including NIS2, the CER Directive, the
Cyber Resilience Act, and the IEC 62443 series, which explicitly mandate authenticity,
integrity, and secure configuration of industrial communication systems [10]. These reg-
ulatory and technical pressures have motivated the ongoing development of PROFINET
Security Classes 2 and 3, which introduce certificate-based mutual authentication, EAP-TLS
key establishment, and cryptographic protection of cyclic and acyclic traffic. However,
recent studies reveal that secure PROFINET Application Relations (ARs) introduce non-
negligible timing overheads—ranging from tens to hundreds of milliseconds depending on
the cryptographic configuration—posing challenges for time-critical industrial processes
and highlighting the need for empirical evaluation under realistic conditions [11]. Ad-
ditionally, attempts to extend PROFINET communication beyond the factory network,
such as through VPN or cloud-based controllers, expose further limitations and security
risks due to PROFINET’s reliance on OSI Layer-2 frames and its lack of native end-to-end
protection mechanisms [12]. Together, these industrial pain points underscore the relevance
of testbeds capable of reproducing PROFINET communication, supporting controlled
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signal manipulation, and enabling the assessment of security-related behaviors under
operationally realistic scenarios.

Direct experimentation with MitM attacks in live ICS remains limited due to opera-
tional risks, high costs, and constraints on process interruption. This has motivated the
development of cyber—physical testbeds. However, many existing platforms focus exclu-
sively on network traffic or reproduce simplified scenarios, lacking the capability to actively
manipulate input and output signals. Recent contributions highlight the need for platforms
that integrate industrial communications with the physical behavior of the process [13-15].

The combination of real industrial hardware and digital twins offers a balanced and
safe approach for studying cyber threats. Prior analyses demonstrate the value of such
environments for analyzing attacks and detection mechanisms without risking production
systems [16,17]. Experimental studies further show that MitM attacks remain feasible
even in hardened environments, allowing attackers to modify commands and process data
without detection [18].

Within this context, the present work introduces a hybrid testbed based on a digital
twin capable of executing practical Man-in-the-Middle (MitM) manipulation techniques in
industrial environments. The platform integrates a physical PLC (PLC 1), a second PLC
configured as a PROFINET I/0O iDevice (PLC 2), and a dedicated manipulation module
that injects falsified values into the RTC1 process-data payload. Rather than operating as
a physical network intermediary, the attack module cooperates with PLC 2 to alter the
process truth before it is delivered to PLC 1, enabling real-time modification of sensor
readings or actuator states without placing the physical infrastructure at risk.

Unlike contributions focused solely on detection techniques, this work centers on an
experimental infrastructure that enables direct manipulation of process behavior through
selective modification of I/O signals, with full control over the duration, persistence, and
scope of the injected values. This capability makes the platform a versatile tool for applied
research, dataset generation, and industrial cybersecurity training.

The main technical contributions of this work are as follows:

(CT1) A hybrid industrial testbed combining real hardware (Siemens PLCs (Siemens
AG, Munich, Germany) and a PROFINET iDevice) with a digital twin, enabling safe and
realistic experimentation on PROFINET I/O communications.

(CT2) An active MitM attack module capable of manipulating industrial signals in real
time through direct modification of the RTC1 Service Data Unit (SDU)—the PROFINET
I/0 payload containing process-data bytes together with the standard IOPS/IOCS status
indicators—without altering network traffic.

(CT3) A set of representative attack scenarios that demonstrate the scope, flexibility,
and practical relevance of the proposed platform.

(CT4) Integrated monitoring through port mirroring, enabling the capture and analysis
of PROFINET I/O traffic during attacks using tools such as Wireshark, and facilitating the
study of how signal manipulation affects PROFINET cycle timing—a topic rarely addressed
in the current literature.

1.1. Scientific Contribution

This work provides a scientific contribution at three complementary levels. First,
it empirically demonstrates that semantic manipulation of PROFINET I/O at the SDU
layer can alter the behavior of an industrial process without affecting RTC1 cycle timing,
protocol-level validity indicators (IOPS/IOCS), or availability metrics. This reveals a critical
blind spot in current ICS integrity validation mechanisms, which ensure structural and
temporal correctness but do not verify the semantic coherence of process data values.
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Second, the study introduces a generalizable experimental methodology that integrates
physical process modeling, real hardware execution, SDU-level payload manipulation,
and multi-layer validation (RTT, throughput, cycle timing, and GEMMA-based behavioral
analysis). This methodology is not tied to the specific PLC—digital-twin pair used here
and can be adapted to other industrial communication protocols (e.g., PROFIBUS, INTER-
BUS, DeviceNet, etc.), as long as an intermediate control node provides access to process
data manipulation.

Third, the proposed platform offers a reproducible research framework capable of gen-
erating synchronized physical, logical, and network-level datasets for evaluating anomaly-
detection approaches, semantic-validation techniques, and intelligent intrusion-detection
mechanisms. Taken together, these capabilities position the testbed as a scientifically
grounded instrument that enables the development of intelligent and machine-learning-
based protection strategies for industrial cyber-physical systems.

1.2. Research Questions
Building on the gaps identified above, this work addresses the following research questions:

e RQ1. Does the proposed hybrid testbed provide sufficient flexibility to reproduce
realistic PROFINET I/O communication and enable controlled Man-in-the-Middle
(MitM) manipulation of industrial signals without risking physical infrastructure?

e  RQ2. Does the execution of MitM attacks in the proposed testbed introduce measur-
able deviations in standard communication metrics—such as ICMP round-trip times,
throughput, or PROFINET cycle timing—compared to baseline operation?

e  RQB3. Is the testbed capable of generating reproducible datasets suitable for supporting
anomaly detection, attack analysis, and training activities in industrial cybersecurity?

The remainder of this article is structured as follows: Section 2 reviews related work
on ICS cybersecurity and MitM attack modeling. Section 3 describes the architecture of the
testbed. Section 4 presents the implementation of the MitM attack, including the attack
logic, the preceding reconnaissance phase, and the experimental scenarios implemented in
the testbed. Section 5 analyzes the experimental results. Section 6 discusses the findings
and their implications. Finally, Section 7 summarizes the conclusions and outlines future
research directions.

2. Related Work

The increasing digitalization of Industrial Control Systems (ICS) and SCADA envi-
ronments has substantially expanded their exposure to cyberattacks, particularly those
targeting or intercepting communication between critical devices. For more than a decade,
studies have shown that SCADA systems exhibit structural vulnerabilities in both protocols
and architectures, mainly due to the absence of authentication, integrity, and encryption
mechanisms in widely used protocols such as Modbus TCP. Early analyses demonstrated
multiple exploitable weaknesses in SCADA testbeds, showing that denial-of-service, re-
play, and traffic-manipulation attacks can easily compromise Modbus-based systems [3].
Subsequent work confirmed that these vulnerabilities persist because the protocol lacks
essential security primitives [4].

Recent literature has examined these deficiencies more comprehensively. A systematic
assessment of Modbus TCP from an ICT perspective highlights that the absence of cryp-
tographic protections enables impersonation, frame manipulation, and tampering with
industrial traffic [4]. These findings reinforce the notion that Modbus TCP continues to
represent one of the most vulnerable components in modern ICS architectures.

In parallel, the scientific community has progressed toward developing testbeds
capable of reproducing realistic attack scenarios, since experimentation on operational
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industrial systems carries high risk, high cost, and operational constraints. Recent work
demonstrates that such environments are essential for assessing attack impact, generat-
ing reliable datasets, and validating detection strategies [13-15]. One line of research
presents cyber—physical testbeds that integrate both physical-process behavior and indus-
trial communication in real time, while other contributions combine electrical simulators
with Modbus-based communication layers to study operational impacts under representa-
tive conditions.

Efforts toward high-fidelity experimental platforms continue to advance the field. A
recent physical testbed built on Mitsubishi RO4ENCPU PLCs and SCALANCE industrial
switches executed seven categories of attacks—including DoS, ARP spoofing, replay, scan-
ning, and ARP-based MitM—to produce a realistic dataset exceeding 2.6 million labeled
records [8]. The study showed that virtual datasets fail to capture the temporal, electrical,
and communication dynamics of operational ICS, reinforcing the need for physical testbeds
when evaluating advanced cybersecurity techniques.

While public datasets such as ICSCASD MPLC [8] provide valuable flow-based net-
work traffic captured from real industrial testbeds—including TCP/UDP communications,
ARP-based attacks, and multiple intrusion scenarios—they operate at the packet and
flow-statistics level and do not expose real-time industrial I/O dynamics. In contrast, the
dataset generated in this work targets a different analytical layer: cyclic PROFINET I/O
RTC1 communication, SDU-level payloads, and the direct manipulation of DI/DO signals
synchronized with the evolution of the physical process. This cyber—physical alignment,
supported by a hybrid digital-twin plus real-PLC environment, provides process-level fea-
tures not present in existing public datasets and enables the study of fine-grained, real-time
manipulation attacks on PROFINET-based industrial I/O.

Among the threats affecting ICS, Man-in-the-Middle (MitM) attacks remain especially
critical due to their ability to alter operational data flowing between PLCs, HMIs, and field
devices while preserving protocol-level validity indicators, often without generating clear
signs of compromise. Existing studies report that MitM and replay attacks pose major
challenges for detection methods relying solely on network analysis [6], and later work
confirms that MitM attacks can modify process values without causing detectable anomalies
at the network level. These findings underscore the need for detection approaches that
combine network-traffic information with process-level data [7].

MitM attacks have also been validated experimentally in real industrial environments.
Experiments conducted on hardened systems have also shown that Man-in-the-Middle
techniques remain feasible even in environments with encrypted control traffic, demonstrat-
ing operational impact and system response [18]. This provides strong evidence that MitM
attacks remain feasible even in systems equipped with additional protection mechanisms.

Other contributions have examined DoS and basic MitM-related attacks on real PLCs
in energy settings. Analyses performed on Siemens S7-1200 and Schneider M241 devices
showed that both controllers become inaccessible under port-saturation attacks and that
the lack of encryption enables the extraction of sensitive information using tools such as
Wireshark [19]. However, these studies focus on low-level network effects and do not
address selective manipulation of process data or alterations in cyclic, real-time industrial
protocols such as PROFINET I/0.

In distributed energy systems, the impact of MitM attacks has also been examined in
DERMS platforms, where manipulation of critical data was shown to cause operational insta-
bility in modern infrastructures [5]. Although focused on a different domain, these findings
reinforce the relevance of studying integrity-focused attacks in industrial environments.

Beyond attack characterization, several studies propose detection mechanisms.
Random-Forest-based approaches have been used to identify MitM attacks in advanced
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metering infrastructures [20], while LSTM autoencoders have demonstrated strong per-
formance in detecting anomalies even when manipulated values appear legitimate at the
network level [7]. Additional work reports superior performance from tree-based models
when analyzing real SCADA datasets [21]. However, these techniques are generally eval-
uated on protocols such as Modbus/TCP and do not address semantic manipulation of
cyclic, real-time industrial traffic such as PROFINET 1/0.

Overall, the reviewed literature highlights three main trends:

1. Widely deployed industrial protocols—particularly Modbus/TCP—continue to exhibit
significant vulnerabilities to manipulation and lack built-in integrity mechanisms.

2. Hybrid and cyber-physical testbeds have become essential for safe experimentation
and dataset generation.

3. Research is increasingly combining network-level information with process-level
behavior and machine-learning techniques to enhance detection capabilities.

However, none of these contributions address PROFINET I/0 in its real-time RTC1
modality, and no prior work evaluates Man-in-the-Middle attacks that selectively manipu-
late the SDU before cyclic transmission. This gap motivates the hybrid platform proposed
in this study.

To address this limitation, the proposed platform enables semantic manipulation of
PROFINET I/0O at the SDU level using real hardware and cyclic I/O exchange. Unlike prior
approaches, the testbed integrates physical-process modeling, controlled signal manipula-
tion, and synchronized physical, logical, and network-level monitoring, providing a unique
foundation for evaluating the impact of semantic perturbations within real-time industrial
communication. Furthermore, while existing detection-oriented studies rely mostly on
high-level flow statistics or packet traces, the proposed platform generates aligned datasets
that capture process semantics, controller behavior, and PROFINET RTC1 traffic simulta-
neously. These characteristics differentiate the proposed approach from State-of-the-Art
systems and contextualize its contribution within current ICS cybersecurity research.

3. Testbed Architecture

The architecture of the testbed follows a hybrid, open, and flexible approach that inte-
grates real industrial hardware, a digital-twin representation of the process implemented
in PCSimu [22], and a logical manipulation module that operates on the signals exchanged
between the twin and PLC 2. The main objective is to provide a safe and reproducible
environment for evaluating Man-in-the-Middle attacks that target the integrity of process
data, as well as for dataset generation and training activities. The system is organized into
three functional layers—virtualized process, distributed control, and supervision—whose
interaction enables the recreation of realistic operating conditions without jeopardizing any
physical infrastructure. Figure 1 shows the overall architecture of the testbed.

3.1. System Overview

The testbed is organized into three functional levels that reproduce the interaction
between the virtualized process, the distributed control layer, and the system-level supervision.

Level 0 consists of the digital twin and PLC 2, configured as a PROFINET I/O iDevice,
which together form the virtual representation of the plant. The twin reproduces the
dynamic behavior of the process, and exchanges simulated I/O values with PLC 2 through
PUT/GET (57 communication). Using these signals, PLC 2 generates the process data
later delivered to PLC 1 over the PROFINET I/0O channel, emulating a real decentralized
device. In addition, PLC 2 runs the standard MB_SERVER block, exposing Modbus registers
that the Python application can read and write. These registers support the logical MitM
mechanism: in each PLC cycle, internal logic merges the real signals from PCSimu with the
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manipulated values supplied by Python, selecting which bits are forwarded depending on
the attack configuration.

( N\
KALI
WIRESHARK TIA PORTAL
HMI MITM (Python EW | gl
= [ S——7] =
| =

LEVEL 2

PROFINET /O
INTERFACE

............

\_ LEVEL 0

Figure 1. General Testbed Architecture.

Level 1 consists solely of PLC 1, which acts as the main controller of the process. It
executes the automation logic using the signals received from PLC 2 over the PROFINET
I/0 channel, without performing additional integrity checks. As a result, any logical
alteration introduced at PLC 2 is directly reflected in PLC 1’s control cycle.

Level 2 integrates the supervision and monitoring components: the HMI for visualiza-
tion, the engineering workstation with TIA Portal [23], the optional MSSQL server for event
logging, and analysis tools such as Kali Linux and Wireshark used during the discovery
and evaluation phases. This layer also hosts the Python application that implements the
logical MitM module, which communicates with PLC 2 through Modbus TCP. By reading
and writing the registers exposed by MB_SERVER, the application cooperates with the
PLC logic to determine which manipulated or real values are sent to PLC 1—and thus
influence its perception of the process. This layer also contains the industrial switch that
interconnects all devices in the testbed.

This layered design reproduces a realistic ICS environment by combining industrial
hardware, an operational digital twin, and a controlled mechanism for logical signal
manipulation. Together, these elements ensure safe experimentation and enable precise
analysis of the effects of SDU-level attacks.

Real-Time Performance Parameters

To ensure authenticity and reproducibility, the testbed operates under a set of real-
time execution parameters required to characterize its behavior. The PROFINET RTC1
communication between PLC 1 and PLC 2 uses a 2 ms update cycle, corresponding to
the default value automatically assigned when the S7-1200 is configured as an I-Device.
During operation, PLC 1 (§7-1500) executes the OB1 cyclic program with a typical scan time
of 5.4 ms (range: 3.6-5.4 ms, with occasional peaks caused by communication servicing),
while PLC 2 (§7-1200) exhibits a typical scan time of 4.0 ms (range: 2-5 ms).

The digital-twin module (PCSIMU) exchanges process values with PLC 2 through
PUT/GET communication services, which only requires enabling the option “Permit access
with PUT/GET communication from remote partner” in the PLC settings. PCSIMU does
not expose a deterministic internal execution cycle. Therefore, the exact timing between
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updates cannot be retrieved. In practice, PCSIMU simulates the process logic: when
PLC 1 sends commands to the plant (e.g., YA+) by energizing the solenoid valve that
controls an actuator, the virtual actuator in PCSIMU performs the corresponding movement
according to its configured valve type and speed, and once the end position is reached, the
associated digital-input signal (al) is activated. The time required for each transition is not
deterministic and may vary between cycles—just as in real industrial installations, where
pneumatic or mechanical dynamics introduce natural fluctuations. What remains relevant
is the sequence integrity, while the PROFINET RTC1 channel enforces the deterministic
2 ms timing under which the MitM scenarios are executed.

3.2. Hardware Components
The testbed integrates the following physical elements:

e PLC 1 (main controller): Acts as the central controller and executes the automation
logic based on the signals provided by PLC 2 through the PROFINET 1/O channel.
Since it performs no additional integrity checks, any modification introduced upstream
is directly reflected in its control cycle.

e PLC 2 (PROFINET iDevice): Configured as a PROFINET I/0O device, it cyclically
exchanges simulated sensor and actuator states with the digital twin via PUT/GET
(S7 communication), emulating the behavior of a decentralized peripheral. PLC 2 also
runs the MB_SERVER block, exposing Modbus TCP registers to the Python application.
By reading and writing these registers, the Python module cooperates with the PLC
logic to determine which real or manipulated values are inserted into the process-data
payload ultimately delivered to PLC 1.

e Industrial switch: Provides the Ethernet communication backbone interconnecting
PLC 1, PLC 2, the HMI, the engineering workstation, and the Python module. It is not
used as an attack-insertion point, but simply as the physical networking component
required for coordinated system operation.

e  HMI: Enables process supervision, status visualization, and operator interaction. Its
display reflects either the real or manipulated behavior of the system, depending on
the values propagated through the controllers during each scenario.

Although these hardware components form the physical foundation of the testbed,
their behavior depends on a set of software modules that virtualize the process, coordi-
nate communication between controllers, and implement the logical MitM attack. These
modules are described in the following section.

In addition to these industrial devices, the testbed also includes three host PCs (Engi-
neering Workstation, Digital-Twin Host, and Attacker PC), which support the execution of
TIA Portal, PCSIMU, event-logging services, and the Python-based MitM module.

To ensure full reproducibility, Table 1 lists the complete hardware configuration of the
testbed, including the exact models, manufacturer information, and roles of all physical
devices described in Section 3.2. This information provides the necessary level of detail for
replicating the hardware setup used in the experiments.

Table 1. Hardware components used in the testbed.

Component Model Manufacturer Role in the Testbed
PLC1 6ES7512-1CK01-0ABO Siemens AG, Munich, Main Controller
Germany
PLC2 6ES7215-1BG40-0XB0 Siemens AG, Munich, PROFINET I-Device
Germany
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Table 1. Cont.
Component Model Manufacturer Role in the Testbed
HMI Panel 6AV2 123-2]B03-0AX0 Stemens AG, Munich, HMI panel
Germany
Switch 6GK5208-0BA00-2AC2 Siemens AG, Munich, Industrial Ethernet
Germany
Engineering PC PC (Intel i7, 32 GB RAM) - TIA Portal, MSSQL
Digital Twin Host PC (Intel i5, 8 GB RAM) - Runs PCSIMU
Attacker PC PC (intel i7, 16 GB RAM) - Python MitM, Wireshark

3.3. Software Components

The system is complemented by the following logical components, distributed across

three independent host machines as depicted in Figure 1:

Engineering Workstation: Host platform used for TIA Portal programming, network
diagnostics, PROFINET monitoring, and execution of tools such as MSSQL Server
Express for event-log storage, data analysis, and dataset generation. Although it runs
on a standard PC rather than industrial hardware, it provides the supervisory and
analysis environment required for experimentation.

Digital twin: Executed on a dedicated PC using the industrial simulation tool PCSimu,
it reproduces the dynamic behavior of the process and updates the process image of
PLC 2 through PUT/GET (S7 communication). Through this mechanism, PCSimu
provides virtual sensors and actuators whose signals are transferred to PLC 2 as
if they originated from a real peripheral device. These signals—either genuine or
manipulated—are then forwarded to PLC 1 via PROFINET I/O.

Man-in-the-Middle (MitM) module-Python application (Attacker PC): Run on a sepa-
rate host with network access to PLC 2, the Python application implements a logical
MitM mechanism without acting as a network proxy between PLC 1 and PLC 2. It
communicates with PLC 2 over Modbus TCP through the MB_SERVER block, reading
and writing the registers that contain the packaged process signals. In collaboration
with internal PLC 2 logic, the module determines whether the values received from
PCSimu are propagated unchanged or replaced by manipulated values (e.g., bit masks
or forced states). This modification alters the “process truth” that PLC 2 subsequently
forwards to PLC 1 over PROFINET I/0.

Monitoring and Reconnaissance Tools (Attacker PC): Tools such as Wireshark,
Nmap/Kali Linux, and diagnostic utilities are executed on the attacker PC. They
support reconnaissance, validation of the manipulation mechanism, and packet-level
analysis of the PROFINET I/O exchange through mirrored-port captures.

These software components provide the supervisory, simulation, manipulation, and

monitoring capabilities required for executing and analyzing the attack scenarios.

Table 2 summarizes the software components and version information required to

reproduce the experimental environment, complementing the detailed description provided
in Section 3.3. These specifications ensure that the testbed configuration and the MitM
experiments can be replicated accurately.
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Table 2. Software components used in the testbed.
Component Version Platform/OS Role in the Testbed
TIA Portal V18 Update 5 Windows 11 PLC engineering
PCSIMU V3.0 Windows 10 Digital twin
Python 3.13.5 Windows 10 MitM module
Pymodbus 3114 Python Modbus client
MB_SERVER block Standard lib. PLC S7 1200 Modbus server
MSSQL Server Express 2019 Windows 11 Event logging
SSMS 20.2.30.0 Windows 11 SQL administration
Wireshark 4.6.3 Windows 10 Network capture
Kali Linux tools Rolling Linux Reconnaissance

3.4. Interfaces and Protocols

The testbed integrates several industrial communication channels that accurately

reproduce the behavior of a real ICS environment. Each channel fulfills a specific role

within the data flow between the digital twin, the controllers, and the Python-based

manipulation module.

PROFINET I/0O (PLC 1 <> PLC 2): The communication between PLC 1 and PLC 2
via PROFINET I/O constitutes the cyclic I/O channel on which the execution of the
control logic relies. In this configuration, PLC 1 acts as the IO-Controller and PLC 2
as the iDevice, meaning that PLC 1 receives the signals generated or manipulated at
PLC 2 as if they originated from a real decentralized peripheral.

RTC1 cyclic communication and the Provider-Consumer model: The PROFINET
I/0 exchange is based on 40-byte RTC1 telegrams whose fields follow the Provider—
Consumer model. Each submodule transmits process data together with two status
indicators: the IO-Provider State (IOPS) and the I0-Consumer State (IOCS). IOPS
indicates the validity of the data provided by the sender, whereas IOCS specifies
whether the receiver has processed it correctly. As a direct consequence of this model,
the SDU layout depends on the direction of the flow: PLC 2 — PLC 1: IOPS-Process
Data-IOCS. PLC 1 — PLC 2: Process Data-IOPS-IOCS. This organization matches the
RTC1 captures obtained in the testbed (Figure 2) and corresponds to the cyclic-update
mechanism described in the official PROFINET IO-Device stack specification [24].
Since IOPS/IOCS are automatically managed by the controllers, the Python module
can modify only the process-data bytes without affecting protocol-level validity.
Modbus TCP (Python module ++ PLC 2): The Python application communicates with
PLC 2 through the MB_SERVER block, which exposes a set of Holding Registers
containing the packaged process signals. By reading and writing these registers, the
application injects manipulated values before PLC 2 assembles the RTC1 payload and
forwards it to PLC 1, forming the insertion point of the logical MitM mechanism.

S7 PUT/GET Communication (PCSimu <+ PLC 2): PCSimu exchanges virtualized
sensor and actuator states with PLC 2 using PUT/GET operations (S7 Comm), reading
and updating the PLC’s process image through standard I/O addresses (e.g., 10.0,
Q0.0). This mechanism allows the digital twin to emulate process behavior without
requiring additional physical equipment.

The digital twin is not synchronized with a physical plant but instead operates in a

simulated environment, allowing controlled evaluation of SDU-level manipulations and

anomalous behaviors in a safe and reproducible setting.
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Figure 2. RTC1 cyclic telegrams in both directions: PLC2—PLC1 (a) and PLC1—PLC2 (b).

3.5. Communication Flow and MitM Insertion Point

The operation of the testbed during a MitM experiment is structured around a com-
munication flow in which the manipulation does not occur on the network between the
controllers, but rather at the point where PLC 2 merges the signals originating from the
digital twin with the values supplied by the Python application. This results in a logical
MitM, where the alteration is applied to the “process truth” before it is transmitted to PLC 1
over PROFINET I/0O.

The operational sequence proceeds as follows. First, PCSimu updates the process-
image values in PLC 2 through PUT/GET (S7 communication), writing virtualized sensor
and actuator states directly into its memory. Next, the Python application accesses the
Holding Registers exposed via MB_SERVER to read and modify the data words where the
process signals are packaged. PLC 2 then executes an internal logic block that combines,
cycle by cycle, the values received from PCSimu with the manipulated values coming
from Python. Using bit masks, the PLC determines which bits are preserved and which
are replaced.

The resulting signals—whether genuine or altered—are then sent to PLC 1 via
PROFINET I/0O, where they are interpreted as if they originated from a real decentralized
peripheral. Since PLC 1 does not apply additional integrity checks, it incorporates these
values directly into its control logic with no ability to detect prior manipulation.

This design, based on coordinated cooperation between the Python module and PLC 2,
enables a MitM attack without modifying the network topology or intercepting traffic
between PLCs. By acting directly on the process data exchanged between the digital
twin and PLC 2, the system reproduces the effect of an integrity-manipulation attack in
a precise and controlled manner, while preserving the determinism and stability of the
experimental environment.

Figure 3 graphically summarizes this flow, contrasting normal operation with the
scenario in which the logical MitM mechanism is active.

https://doi.org/10.3390/app16073533


https://doi.org/10.3390/app16073533

Appl. Sci. 2026, 16, 3533

12 of 32

Digital Twin 4 N\
PUT —£ = Process data
SET s
SET il server Profinet IO
\__ Industrial Process ) Y,
4 Digital Twin "\

PC - Simu

vl
Logical MITM ‘
\ndustrial Process é‘ icon svicsion )

Processdata

Profinet I/0

\ Industrial Control /

Figure 3. Communication flow between PCSimu, PLC 2, and PLC 1 during normal operation (top)
and under a logical MitM attack (bottom).

3.6. Generalizable Framework for Semantic Manipulation and Multi-Layer Validation

Building on the architectural elements described above, the proposed experimental setup

can be abstracted into a generalizable framework that extends beyond the specific PLC—digital-

twin configuration used in the testbed. This framework is organized into four methodological

pillars that can be replicated across a wide range of industrial control environments.

Physical-Process Modeling or Acquisition: The framework begins with a represen-
tation of the physical process, which may be implemented using a digital twin, a
hardware-in-the-loop simulator, or a real industrial asset. Although the present imple-
mentation focuses on digital input/output signals, the methodology is not restricted
to this subset; it can be extended to any process variable, whether digital, analog, or
structured, whose semantics influence the control sequence.

Intermediate Control Node for Data Manipulation: A key element of the framework
is the presence of an intermediate controller capable of merging genuine process
signals with externally supplied manipulated values. In the proposed testbed, this
role is fulfilled by PLC 2, but equivalent functionality can be achieved with any device
that offers cyclic I/O exchange and provides programmatic or register-level access
to its process image. This abstraction allows the methodology to be adapted to other
industrial communication protocols (e.g., PROFIBUS, INTERBUS, DeviceNet), as
long as the intermediate node can intercept and selectively rewrite I/O data before it
reaches the primary controller. As the framework is not tied to a particular vendor or
control architecture, the primary controller may be implemented using PLCs or PACs
from manufacturers such as Allen-Bradley, Siemens, Omron, and others.

Semantic Manipulation Layer: The logical MitM mechanism operates at the semantic
level, modifying 1/O data without altering the underlying communication frames.
This layer can be implemented through Modbus/TCP, vendor-specific APIs, or any
interface that enables controlled injection of process-data values. The abstraction relies
on the ability to manipulate the process “truth” upstream of the consumer controller,
independent of the communication stack used for cyclic exchange.

Multi-Layer Monitoring and Validation: To ensure reproducibility and scientific rigor,
the framework integrates physical-state logging, controller-behavior monitoring, and
network-traffic acquisition. This multi-layer monitoring and validation approach pro-
vides synchronized evidence of both the semantic manipulation and its consequences
on the industrial process. In addition, structured event logging through a database
system (e.g., MSSQL, MySQL, PostgreSQL, or an equivalent solution) enables precise
correlation between GEMMA transitions, manipulated values, and PROFINET RTC1
traffic. The design is independent of the specific controller or industrial communi-
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cation protocol employed, enabling the framework to support comparative studies
across heterogeneous ICS environments.

Overall, this generalizable framework formalizes the methodology introduced in this
work and demonstrates how the proposed architecture can be transferred to different
control platforms, communication buses, and cyber-physical system configurations, both
industrial and non-industrial. In this way, it provides a reusable foundation for the sys-
tematic study of semantic manipulation, anomaly detection, and intelligent protection
mechanisms across a wide range of environments.

4. Man-in-the-Middle Attack Implementation

This section describes how the Man-in-the-Middle (MitM) attack is implemented
within the hybrid digital-twin-based testbed developed for the industrial part-marking
system. The attack does not intervene in the network between PLC 1 and PLC 2; instead, it
operates as a logical MitM applied at the point where PLC 2 combines the virtualized signals
from the digital twin with the manipulated values provided by the Python application. In
this way, the alteration affects the “process truth” received by PLC 1 over PROFINET I/O
while leaving the underlying communication layers intact.

In a real system, an attacker would achieve this level of access only after an initial
compromise of the OT network or an engineering workstation. Once inside the subnet,
PLC 2 becomes discoverable through standard reconnaissance techniques such as ARP
scanning, TCP SYN probing, or PROFINET DCP identification. If a maintenance service
such as Modbus TCP (port 502) remains unintentionally exposed and configured to allow
write operations, the attacker can legitimately interact with the PLC’s memory areas.
This represents a realistic post-compromise scenario frequently observed in industrial
environments and provides the required level of access for the logical MitM manipulation
demonstrated in our testbed.

Building on the architecture detailed in Section 3, the description below covers the
operation of the process, the digital signals involved, the target of the manipulation, and
the mechanism through which the attack logic selectively modifies input and output values.
The activation logic, signal-mask configuration, and coordination between the Python
module and PLC 2 are also detailed to illustrate how controlled falsification of operational
data is achieved.

4.1. Industrial Process Description

The process corresponds to a part-marking system represented through a digital
twin developed in PCSimu. The digital twin provides a functional simulation of the
process, generating virtual sensor and actuator signals with timing and sequencing behavior
comparable to an industrial cell, but without reproducing the full dynamics of a real
physical system.

As illustrated in Figure 4, the process includes three actuators (A, B, and C), each
equipped with magnetic position sensors (a0, al, b0, b1, c0, c1), together with two induc-
tive detectors (B1 at the loading station and B2 at the marking station) and a workpiece
generator that feeds the production cycle. The digital twin exchanges virtualized sensor
and actuator states with PLC 2 via PUT/GET (57 communication), with PLC 2 configured
as a PROFINET I/0 iDevice that forwards these values to PLC 1, which acts as the main
controller. This configuration reproduces a decentralized control architecture suitable for
controlled experimentation in a safe environment.

Interaction with the system is performed through an HMI that allows adjustment
of operational parameters—such as marking time, number of impacts per workpiece,
and batch size—selection between manual and automatic modes, issuing extend /retract
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commands to the actuators (OUT_x/IN_x, with x = A, B, C), and controlling start, stop,
reset, rearm, and acknowledge operations. The system also incorporates safety elements,
including an emergency stop and a four-color signal beacon. From a control-system
perspective, the process follows the GEMMA methodology, with stop (A), operation (F),
and fault (D) modes.

Part b0 B
generator — =
Mark 3 Digital Twin
A & actuator
. e FE— T
al al b1 e .
e e e ot o } i
PARTS PhOGRSSED PEN BATEH 26 |—4{ar] (DA
Load actuator mi ! sy ‘M L
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ez
Eject actuator i
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Figure 4. PCSimu digital twin (left) and corresponding HMI panel (right).

To facilitate a better understanding of the process, Figure 5 presents the partial
GRAFCET corresponding to the automatic normal production operating mode, in ac-
cordance with the GEMMA guide.

a0,a1: sensor position Loader
B1: part in Loader

b0,b1: sensor position Marker
B2: part in Marker

¢0,c1: sensor position Ejector

P

Attack entry point (DO): YB-

Figure 5. Partial GRAFCET representation of the automatic production cycle (F1).

In this GRAFCET, it can be observed that the initial step remains waiting for mode F1.
Once mode F1 is activated, step 1 proceeds to load the parameters set by the operator for
the part (strokes and time mark).

Next, the system evaluates the state of the marking unit to determine whether it
is necessary to load a part into the marking station (detector B2 inactive) and, in that
case, when a part is available at the loading station (detector B1 active), it issues the YA+
command to the solenoid valve so that actuator A advances and performs the part loading.

Once confirmation of the forward position is received (sensor al active), the controller
withdraws YA+ and commands the return to the initial position via YA—.
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Subsequently, when the part is detected by B2 at the marking station, the marking
phase begins by activating YB+ until its magnetic sensor b1 is triggered. At that moment,
YB+ is withdrawn, and the actuator remains in that position until the configured marking
time elapses; afterwards, YB— is commanded to return to the initial position (b0 active),
either to execute a new impact or to proceed to the part evacuation phase by means of YC+
and YC—.

Once the part has been evacuated, the controller evaluates whether the cycle should
continue until the batch is completed or whether there is a stop request at the end of the
cycle from the operator (GEMMA state A2).

As can be observed, based on the program logic and the information received from
sensors and detectors (inputs), the controller issues commands (outputs) to the solenoid
valves in order to actuate the actuators. These I/O signals constitute the target of the MitM
attack described in the following sections, whereas HMI-level commands remain outside
the scope of manipulation. Nevertheless, Figure 5 highlights the input and output signals
that are targeted by the attack.

4.2. Attack Motivation and Target I/O Signals

The logical MitM attack is oriented toward the selective manipulation of the digital
input (DI) and digital output (DO) signals exposed by PLC 2 through its Modbus TCP
server (MB_SERVER). The DI values correspond to virtual sensor states generated by the
digital twin, while the DO values originate from PLC 1 as actuator-command signals. Both
sets of signals are packaged in PLC 2 and can be modified by the Python application before
PLC 2 generates the final values to be transmitted through the PROFINET I/O channel—
either incorporating DI values received from the digital twin or forwarding DO commands
originating from PLC 1, depending on the direction of the flow. The specific DI and DO
signals that can be targeted by the attack are summarized in Table 3.

Table 3. Digital signals of the process vulnerable to MitM manipulation.

Process Data Symbol Direction Type Comment
Digital Input (DI) a0 10.0 Bool Loader backward (actuator A)
Digital Input (DI) al 10.1 Bool Loader forward
Digital Input (DI) b0 10.2 Bool Marker up (actuator B)
Digital Input (DI) bl 10.3 Bool Marker down
Digital Input (DI) c0 104 Bool Ejector backward (actuator C)
Digital Input (DI) cl 105 Bool Ejector forward
Digital Input (DI) B1 10.6 Bool Part detector at the loader
Digital Input (DI) B2 10.7 Bool Part detector at the marker
Digital Output (DO) YA+ Q0.0 Bool Loader forward
Digital Output (DO) YA— QO0.1 Bool Loader backward
Digital Output (DO) YB+ Q0.2 Bool Marker down
Digital Output (DO) YB— Q0.3 Bool Marker up
Digital Output (DO) YC+ Q0.4 Bool Ejector forward
Digital Output (DO) YC— Q0.5 Bool Ejector backward

The digital inputs from magnetic position sensors (a0, al, b0, b1, c0, and c1; see
Figure 4), together with inductive detectors Bl and B2, allow PLC 1 to determine in real time
the position of the actuators and the presence or absence of workpieces in the loading and
marking zones. The digital outputs (Yx+ and Yx—, with x = A, B, and C), associated with
the extension and retraction commands of the actuators, directly determine the evolution
of the automated sequence and contribute to the operational safety of the system.

The manipulation of these signals is particularly critical for three main reasons:
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1. Immediate impact on the control logic: Altering a single bit can cause PLC 1 to
interpret a nonexistent state, leading to unintended movements, incorrect transitions
between stages, or even interrupting the work cycle.

2. Low local detection capability: In a decentralized architecture, PLC 1 fully trusts the data
provided by PLC 2. Since Modbus/TCP lacks native mechanisms for authentication,
integrity verification, or cross-checking, a logical MitM can remain unnoticed as long as
the communication format remains valid and the cyclic exchange remains stable.

3. High potential for operational damage: Manipulating sensors or actuators can cause
anything from automatic-sequence blockages to mechanical collisions or damage to
the workpiece or the machine itself, depending on the experimental scenario.

Taken together, these digital I/O signals represent a high-value target for an attacker
aiming to compromise the integrity, coherence, and reliability of the automated process.
Their controlled manipulation within the testbed enables the safe evaluation of the effects
of a MitM attack in a decentralized industrial environment.

4.3. MitM Attack Logic

The attack is not physically inserted into the network between PLC 1 and PLC 2;
instead, it is implemented as a logical MitM on the PCSimu <> PLC 2 signal path. This
mechanism is achieved through the interaction of two coordinated components:

e  APython application that reads and writes values via Modbus/TCP to the MB_SERVER
block in PLC 2.

e Aninternal logic block in PLC 2 that determines, cycle by cycle, whether the signals
exposed to the PROFINET I/0 exchange with PLC 1 correspond to the values received
from the digital twin or to the values manipulated by Python.

The manipulation is restricted to a subset of digital inputs (DI) and digital outputs (DO)
relevant to the marking cycle. For each scenario, the Python application defines a mask
specifying which bits are affected and the forced values (0/1). Although the architecture
is prepared to support additional parameters—such as persistence, pulse patterns, duty
cycle, or timing offsets—these capabilities were not required in the experiments conducted
in this work.

The logic embedded in PLC 2 synchronizes the write operations issued by Python,
applies the selected mask, and ensures that, when no attack is active, the real signals
are forwarded without modification. This mechanism operates symmetrically for DI and
DO: DI values originating from the digital twin and DO commands originating from
PLC 1 can both be intercepted and modified in PLC 2 before being incorporated into the
corresponding data flow—either toward PLC 1 via PROFINET I/O or toward the digital
twin via S7 PUT/GET.

This design enables reproducing the effect of a Man-in-the-Middle attack on process
data while preserving system stability and ensuring full reproducibility of the experimental
scenarios. Figure 6 illustrates the internal operation for the DI-manipulation case, showing
how PLC 2 applies the bit-mask logic to merge genuine inputs from the digital twin with
the manipulated values supplied by the Python application before exposing the resulting
data to PLC 1 via PROFINET I/0O. This mechanism establishes the basis for the attack
scenarios presented next, starting with the reconnaissance phase described in Section 4.4.

» (@ PLC_1[cPUIST2C-..

CASE.. FOR... WHLE.
v _mPC 2[cPuI215C . ™ 0o... | "~ RGO

Y Online & diagnos =|v  Network2: mitm_di

"Outputs_to_PROFINET" := "Inputs_of PLANT" AND NOT "DI_ATTACK MASK™."HR[100]" OR ("DI_OVERRIDE"."HR[0]" AND "DI_ATTACK MASK"."HR[100]");|
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Figure 6. PLC 2-bit mask logic used for DI manipulation in the logical MitM attack.
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4.4. Pre-Attack Reconnaissance for the MitM Attack

Before activating each manipulation scenario, the initial reconnaissance phase that
an attacker would typically perform after gaining access to the testbed’s OT network is
reproduced. This phase enables the identification of the devices present in the industrial
segment, their IP addresses, and the services they expose—without requiring intrusive
techniques. The testbed faithfully replicates the information an adversary could obtain
through passive traffic inspection or superficial device probing, providing a realistic starting
point for the subsequent manipulation of PROFINET I/O signals.

4.4.1. Identification of Devices in the Industrial Network

Figure 7 shows the ARP/Ping scan executed from Kali Linux (nmap-sn), which
identifies active devices on the 192.168.0.0/24 subnet. The analysis reveals several industrial
components, including the Siemens S7-1200 PLC (192.168.0.2), which exposes the process-
related digital signals via PROFINET I/O. This information allows selecting the target on
which the RTC1-manipulation scenarios will be carried out in the following sections.

) 192.168.0.0/24
Starting Nmap 7.95 ( https://nmap.org ) at 2026-02-05 11:15 EST
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or spec

fy valid servers with --dns-servers

Nmap scan report for 192.168.0.1

Host is up (0.00049s latency).

MAC Address: E0:DC:AQ:8D:79:41 (Siemens Industrial Automation Products, Chengdu)
Nmap scan report for 192.168.0.2

Host is up (0.0036s latency).

MAC Address: E0:DC:A@:97:F9:4A (Siemens Industrial Automation Products, Chengdu)
Nmap scan report for 192.168.0.3

Host is up (0.0025s latency).

MAC Address: 4C:E7:05:16:D1:BA (Siemens Industrial Automation Products, Chengdu)
Nmap scan report for 192.168.0.100

Host is up (0.0051s latency).

MAC Address: 38:4B:24:84:01:9E (Siemens AG)

Nmap scan report for 192.168.0.253

Host is up (0.00023s latency).

MAC Address: 7C:57:58:D4:9E:37 (HP)

Nmap scan report for 192.168.0.150

Host is up.

Nmap done: 256 IP addresses (6 hosts up) scanned in 2.10 seconds

Figure 7. ARP/Ping scan showing active devices in the 192.168.0.0/24 subnet.

4.4.2. Discovery of Open Ports

After identifying the target device’s IP address during the initial reconnaissance phase,
the next step is to analyze the industrial services exposed by that device. For this purpose,
a port scan is performed using Nmap from Kali Linux, focusing on TCP ports 102 and 502,
associated with the S7comm (Siemens) and Modbus/TCP protocols, respectively. Figure 8
shows the results of the analysis, confirming that both services are accessible on the Siemens
57-1200 PLC (192.168.0.2). This validates its role as an IO Device and helps determine
which communication channels may be manipulated in the subsequent attack scenarios.

F 5000 ) 192.168.0.2
Starting Nmap 7.95 ( https://nmap.org ) at 2026-02-05 10:44 EST
Initiating ARP Ping Scan at 10:44
Scanning 192.168.0.2 [1 port]
Completed ARP Ping Scan at 10:44, 0.09s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 10:44
Scanning 192.168.0.2 [65535 ports]
Discovered open port 502/tcp on 192.168.0.2
Discovered open port 102/tcp on 192.168.0.2
Completed SYN Stealth Scan at 10:44, 30.01s elapsed (65535 total ports)
Nmap scan report for 192.168.0.2
Host is up, received arp-response (0.016s latency).
Scanned at 2026-02-05 10:44:20 EST for 30s
Not shown: 58021 closed tcp ports (reset), 7512 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE REASON
102/tcp open iso-tsap syn-ack ttl 30
502/tcp open mbap syn-ack ttl 30
MAC Address: E0:DC:A0:97:F9:4A (Siemens Industrial Automation Products, Chengdu)

Read data files from: /usr/share/nmap
Nmap done: 1 IP address (1 host up) scanned in 30.39 seconds
Raw packets sent: 148463 (6.532MB) | Rcvd: 58025 (2.321MB)

Figure 8. Port scan showing open services on the device.
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4.4.3. Fingerprinting of Exposed Industrial Services

After identifying the target host, a preliminary inspection of the accessible services
is performed to determine the type of device and the industrial protocols enabled. The
Siemens S7-1200 PLC located at 192.168.0.2 exposes the following relevant services:

e 102/TCP—S7comm (ISO TSAP): The service response confirms that the device is a
genuine Siemens PLC and reveals hardware and firmware information (e.g., Module
6ES7 215-1BG40-0XB0, Firmware 4.3.1). This fingerprinting step confirms the device’s
identity and its role as a PROFINET I/O Device within the testbed.

e  502/TCP—Modbus TCP: Port associated with the MB_SERVER block running on PLC
2, which exposes the internal registers used by the Python application for DI/ DO
manipulation. Its presence reflects the hybrid nature of the testbed, where PROFINET
and Modbus/TCP coexist for experimental purposes.

The detected MAC address—assigned to Siemens Industrial Automation Products
(Chengdu)—further confirms the correspondence between the real PLC hardware and
the information obtained during fingerprinting. Figure 9 shows the results of a version-
detection scan (nmap-sCV), which identifies the active industrial protocols and provides
detailed module and firmware information, relevant for characterizing the device’s role
within the testbed.

,102  192.168.0.2
btarting Nmap 7.95 ( https://nmap.org ) at 2026-02-05 10:56 EST
nass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or speci
y valid servers with --dns-servers
map scan report for 192.168.0.2
ost is up (0.0037s latency).

PORT STATE SERVICE VERSION
102/tcp open iso-tsap Siemens S7 PLC
| s7-info:
Module: 6ES7 215-1BG40-0XB0O
Basic Hardware: 6ES7 215-1BG40-0XBO
_ Version: 4.3.1
F02/tcp open tcpwrapped
IAC Address: EQ:DC:A0:97:F9:4A (Siemens Industrial Automation Products, Chengdu)
Bervice Info: Device: specialized

Fervice detection performed. Please report any incorrect results at https://nmap.org/submit/ .
map done: 1 IP address (1 host up) scanned in 37.69 seconds

Figure 9. Service fingerprinting scan showing open ports on the device.

4.4.4. Relation to the Manipulation Scenarios

The information collected during the reconnaissance phase directly supports the MitM
manipulations developed in the following sections. In particular:

e Identification of the PLC exposing key industrial services: The attacker determines
which device publishes ports associated with process control (e.g.,, PROFINET,
S7comm, or Modbus/TCP), allowing the Siemens S7-1200 PLC to be profiled as
the primary target for signal manipulation.

e  Detection of the Modbus/TCP service: The presence of the Modbus server (MB_SERVER)
on PLC 2 enables the modification of the DI/DO values packaged in its internal regis-
ters, complementing the manipulation performed over the PROFINET I/O channel
and providing the insertion point for the logical MitM mechanism.

e  Confirmation of the S7comm service and the PLC’s role: The exposure of port 102/TCP
(S7comm) confirms the device’s identity, its communication role within the PROFINET
cycle, and the coherence between the fingerprinted services and the RTC1 traffic
analyzed during the MitM scenarios.

Based on this information, scenarios A1-A2 are designed to demonstrate how selective
manipulation of DI/DO signals transmitted through PROFINET I/O can induce incorrect
behaviors in PLC 1 without producing visible inconsistencies at the physical layer of
the process.
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4.5. Experimental MitM Attack Scenarios

This section describes the attack scenarios implemented in the testbed. Each scenario
specifies which signals are manipulated, under which conditions the attack is triggered, and
the intended impact on PLC 1. The manipulation is carried out by the Python application,
which alters a subset of the DI/DO signals exposed by PLC 2 through the Modbus/TCP
interface before they are incorporated into the PROFINET I/0O cyclic exchange.

4.5.1. Scenario Al—Manipulation of Sensors Bl and B2

This scenario represents an attacker who forces the DI bits corresponding to sensors Bl
and B2 while still observing their real values. The manipulation alters the GEMMA-based
logic in PLC 1 without generating PROFINET alarms, thereby implementing a realistic
DI-level logical MitM attack.

e  Objective: Force PLC 1 to advance in the automatic sequence despite the absence of a
physical workpiece. The attacker simulates the sequential activation of B1 (workpiece
at loading) and B2 (workpiece in the marking area), causing the process to run through
loading, marking, and ejection without any real physical intervention.

e Initial State and Affected Signals: The system is in automatic mode (GEMMA F1),
waiting for a workpiece at the loading position (see Figure 4). DI bits B1 and B2 are
selected for manipulation.

e  Mechanism of the MitM Attack: The Python application modifies the DI values of
Bl and B2 in the MB_SERVER registers of PLC 2. This PLC then applies its internal
bit-mask logic to replace the real DI values with the forged ones before assembling the
RTC1 process-data payload that is sent to PLC 1 over PROFINET /0.

Figure 10 illustrates an example of DI-bit manipulation affecting signals Bl and B2 in
PLC 2 during the logical MitM attack.

v

SIEMENS

AmAA@Q@A @Y
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Figure 10. Example of DI-bit manipulation (B1 and B2) in PLC 2.

The effect of the manipulation appears immediately in the internal behavior of the
system. Figure 11 shows the online view of PLC 2, where the real process value, the active
attack mask, and the overridden value propagated to PLC 1 are displayed simultaneously.
This confirms that the altered bits are generated inside PLC 2 and do not originate from the
physical process.

» [ PLC_1 [CPU1512C1 PN]
~ (@ Ac 2(crur21scacnd.. 4@
tion

¥ Network 2: mitm_di A

4 1 "outputs_to_PROFINET" := "Inputs_of PLANT" AND |w "Outputs_to_PROFINET" 16#D500
o= "Inputs_of PLANT" 1641500
"DI_ATTACK MASK"."HR[100]" 16#C000

"DI_OVERRIDE"."HR[O]" 16#D500 ™

Figure 11. Online view of PLC 2 showing real and manipulated values.

o Effect: PLC 1 remains in GEMMA macro-state F1 (automatic mode) but proceeds
incorrectly through the operational sequence (loading — marking — ejection) due to
the forced DI bits (Figure 12). PLC 1 interprets the manipulated signals as genuine
and executes the full cycle even though no physical workpiece exists.
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Evidence in PROFINET 1/O traffic: Port-mirrored captures (Figure 13) show that the

RTC1 frames contain the manipulated B1/B2 bits in the SDU, even though the digital
twin did not generate these events. This confirms that the logical MitM attack modifies

the SDU-level content while preserving protocol-level validity.

EISELECT *

100% ~

T Results g Messages

Date
1 20260205
2 20260205
3 20260205
4 20260205
5 20260205
6 20260205
7 20260205
8 20260205
9 20260205
10 2026:02.05
1 202602.05
12 2026:02.05
13 202602.05
14 20260205
15 202602.05
16 20260205
17 20260205
18 2026.0205
19 202602.05
20 202602.05
21 202602.05
22 20260205
23 20260205

Time
2047:31.837
2047:33870
20:47:35.601
204920099
204921099
204922168
204924707
204925707
2049:26.386
204928790
2049:30.052
20.49:40.085
2049:40678
204943171
2049:45.172
2049:45.852
2049:48.469
20:49:49.469
20:49:50.001
204952654
2049:53656
20:49:54.357
20.49:56.903

deta_time(ms) a0

5
0

1731
104498
1001

2539
999
679
2404
10262
1003
623
2493
2001
681
2616
1000
533
2653
1001
701
2546

Load

FROM [S715005QLDB]. [dbo] . [PLCData]

(

bit i

al B0 b1 O c1 B1 B2 YA* YA YB* YB- YO+ YC. Anomaly Gem
1010100 00 00 0 0 0 0 4
101010000 00 00 0 0 o;
101010000 00 0 0 0 0

1.0 1.0 1 0ff}0o 0 0 0 0 0 0 0 1
0T 0 A el e 1 0 0 0 0 o 0 1
0010 10i110 1 0 0 0 0 00 1
01101 0/1;0 0 0 0 0 0 00 1
0 110107110 0 1 0 0 0 00 1
0010 10i1/0 0 1 0 0 0 00 1
10101 o0j110 0 0 0 0 0 00 1
10 1 0 1 011,1,0 0 0 0 0 070 !
S T B R BT A R S B B B 1
1000 1 011f1j0 0o 1 0 0 o0io0 1
100 1 1 01110 0 0 0 0 00 1
100 1 1 0110 0 0 1 0 00 1
1000 10114110 0 0 1 0 0.0 1
1.0.1.0.1.0,111110 0 0 0 0 0.0 1
T o T oA 0 0 e e e o 1
1010 0 0l1i1io 0 0 0 1 00 1
101 00 111410 0 0 0 0 00 1
10100 110110 0 0 0 0 1.0 1
10100010170 0 0 0 0 1.0 1
1010 1 011i110 0 0 0 0 0.0 1

PROFINET /0
PLC2 - Provder PLCT - Provider

005 B0 81 locs 50 81 1005 10CS
Atack 8 847 803 00Oh 8 847 803 000h 80 80
[ s ooon 80 o o oo s &
o 2 @ 1 5 ooon s o o oo s &
o3 @ 1 5 oo 80 o o ooon s &
1@ 4 s 5 5 000h 80 0 0 o00h 8 80
1 s 80 o00n 80 o 1 oon s &
16 s 5 4 oon & o00n 80 50
17 s 5 6 own & o o oo s &
18 s o000 50 o 2 oo s &
19 s s 4 own & o00n 50 80
110 s 5 5 own & o00n 80 80
@u 0 o 5 oom & o o oo s &
1on s o00n 80 0o 4 oo o &
113 s o 1 own & oooh 80 80
114 s D 9 own & o o oon 0 &
115 80 o00n 0 o 5 ooon s &
116 s D 1 own & o00n 50 80
1w s o 5 own & o o oo s &
11 s o00n 80 10 owh a0 0
119 s c 5 own & oooh 80 80
12 s £ 5 own & o o ooh 0 &
1o s o00n 0 2 0 ooh s &
12 s ¢ 5 owm & oooh 80 80
23 s 0 5 oom & o o oooh s &

Am 2@ RE@ Re 8= QQ Qi
N [ eth.type == 0x8892 & (eth. 0:8d:79:41 or eth &8 (eth or eth | [
No. Time Source Destination Protocol Lengtl Info
1 20:47:06,677649 SiemensIndus_97:f9:4a 31 I PNIO 60 RTC1, ID:0x8000, Len: 4@, Cycle:14208 (Valid,Primary,0
2 20:47:06,677649 SiemensIndus_8d:79:41 _ PNIO 60 RTC1, ID:0x8000, Len: 4@, Cycle: 3328 (Valid,Primary,0
3 20:49:21,281780 SiemensIndus_97:9:4a SiemensIndus_8d:79:41 PNIO 60 RTC1, ID:0x8000, Len: 40, Cycle:61568 (Valid,Primary,0
4 20:49:22,292165 SiemensIndus_8d:79:41 SiemensIndus_97:9: PNIO 60 RTC1, ID:0x8000, Len: 40, Cycle:17664 (Valid,Primary,0
5 20:49:23,353811 SiemensIndus_97:f9:4a SiemensIndus_8d:79:41 PNIO 60 RTC1, ID:0x8000, Len: 40, Cycle:62336 (Valid,Primary,0
6 20:49:25,890872 SiemensIndus_97:9:4a SiemensIndus_8d:79: PNIO 60 RTC1, ID:0x8000, Len: 40, Cycle:12416 (Valid,Primary,0
7 20:49:25,900237 SiemensIndus_8d:79:41 SiemensIndus_97:f9:4a PNIO 60 RTC1, ID:0x8000, Len: 40, Cycle: 2048 (Valid,Primary,0
8 20:49:26,900253 SiemensIndus_8d:79:41 SiemensIndus_97:9: PNIO 60 RTC1, ID:0x8000, Len: 40, Cycle:34048 (Valid,Primary,0
9 20:49:27,572347 SiemensIndus_97:f9:4a SiemensIndus_8d:79:41 PNIO 60 RTC1, ID:0x8000, Len: 40, Cycle: 704 (Valid,Primary,0
10 20:49:29,976433 SiemensIndus_97:9:4a PNIO 60 RTC1, ID:0x8000, Len: 40, Cycle:12096 (Valid,Primary,0
11 20:49:29,981728 SiemensIndus_8d:79:41 : PNIO 60 RTC1, ID:0x8000, Len: 40, Cycle: 1600 (Valid,Primary,0
12 20:49:40,234701 SiemensIndus_97:9:4a SiemensIndus_8d: PNIO 60 RTC1, ID:0x8000, Len: 40, Cycle:12672 (Valid,Primary,0
> Frame 1: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits) €0 dc a0 8d 79 41 e dc a0 97 9 4a 88 92 80 00 yA 2]
> Ethernet II, Src: SiemensIndus_97:f9:4a (e@:dc:a@:97:f9:4a), Dst: SiemensIndus_8d 80 15 00 80 00 00 00 60 00 00 00 00 00 00 00 00
3 = X = 5 5 90 00 00 00 00 00 00 00 ©0 00 00 00 00 00 00 00
> PROFINET cyclic Real-Tine, RTC1, 10:0x8000, Len: 40, Cycle:14208 (Valid,Primary, s s 8 i T 75
PROFINET 10 Cyclic Service Data Unit: 40 bytes
> Frame 2: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits) €0 dc a0 97 9 4a e0 dc a0 8d 79 41 88 92 80 €0 bl YA
> Ethernet II, Src: SiemensIndus_8d:79:41 (e@:dc:a@:8d:79:41), Dst: SiemensIndus_97 “°1 gg gg :g gg gg gg gg gg gg gg g gg gg gg gg gg
» PROFINET cyclic Real-Tine, RICL, ID:0x8000, Len: 40, Cycle: 3328 (Valid,Primary, oo o Geicetin s o e p
PROFINET 10 Cyclic Service Data Unit: 40 bytes
> Frame 3: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits) 0 dc 20 8d 79 41 €0 dc a0 97 £9 4a 88 92 80 00 yA 3
> Ethernet II, Src: SiemensIndus_97:f9:4a (e@:dc:a@:97:f9:4a), Dst: SiemensIndus_8d 80,55 00,80 00 00 00 00 00 00 00 00 00 00 00 60 U
5 % 5 A 5 " 90 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
> PROFINET cyclic Real-Time, RTC1, 1D:0x8000, Len: 40, Cycle:61568 (Valid,Prinary, femodisdioditmedododiomaddes s
PROFINET IO Cyclic Service Data Unit: 40 bytes
> Frame 4: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits) €0 dc a0 97 9 4a e0 dc a0 8d 79 41 88 92 80 00 3 YA
> Ethernet II, Src: SiemensIndus_8d:79:41 (e@:dc:a0:8d:79:41), Dst: SiemensIndus_97 g; gg gg :: g: g: gg gg gg gg gg z gg gg gg g:
> PROFINET cyclic I.?eal-Tmfne, RTC1, Iv?:exseee, Len: 40, Cycle:17664 (Valid,Primary, Seloniles Goliee1es 16 66) 4Eivaac ‘@ £.5
PROFINET I0 Cyclic Service Data Unit: 40 bytes
> Frame 5: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits) €0 dc a0 8d 79 41 e0 dc a0 97 f9 4a 88 92 80 €0 yA bl
> Ethernet II, Src: SiemensIndus_97:f9:4a (e@:dc:a@:97:f9:4a), Dst: SiemensIndus_8d gg :; gg ;g gg g: gg gg gg gg gg gg g: gg gg gg T
> PROFINET cyclic |‘tea1»m!|e, RTC1, 11? x8000, Len: 40, Cycle:62336 (Valid,Primary, 506100 64, 66 60166 60 F3.adiac o6 s
PROFINET 10 Cyclic Service Data Unit: 40 bytes
> Frame 6: Packet, 6 bytes on wire (480 bits), 60 bytes captured (480 bits) €0 dc a0 8d 79 41 0 dc a0 97 9 4a 88 92 80 00 YA 3
> Ethernet II, Src: SiemensIndus_97:9:4a (e@:dc:a@:97:f9:4a), Dst: SiemensIndus_8d g: 3: gg gg gg gg g: gg gg g: gg gg gg gg :: gg Vi
» PROFINET cyclic Real-Tine, RTC1, 1D:0x8000, Len: 40, Cycle:12416 (Valid,Primary, 50105760 66:66:00766 66 39x8013E 6 b
PROFINET I0 Cyclic Service Data Unit: 40 bytes
> Frame 7: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits) €0 dc a0 97 9 4a e0 dc a0 8d 79 41 88 92 80 00 ) YA
> Ethernet II, Src: SiemensIndus_8d:79:41 (e@:dc:a@:8d:79:41), Dst: SiemensIndus_97 :g gg g: Z: :g gg gg g: :g :g gg g: gg gg gg gg
> PROFINET cyclic Real-Tine, RTC1, 1D:6x8000, Len: 40, Cycle: 2048 (Valid,Primary, 96106105 66 66100166 66 08 66135106 s
PROFINET IO Cyclic Service Data Unit: 4 bytes
> Frame 8: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits) €0 dc a0 97 £9 4a €@ dc a0 8d 79 41 88 92 80 60 ] yA
> Ethernet II, Src: SiemensIndus_8d:79:41 (e@:dc:a@:8d:79:41), Dst: SiemensIndus_97 g; gg :g gg z g: gg :g g: gg gg gg g: g: gg gg
» PROFINET cyclic Real-Tine, RTC1, 1D:6x8000, Len: 40, Cycle:34048 (Valid,Primary, 50,60 .60.160 bo'6nice0 o= corilen ‘
PROFINET I0 Cyclic Service Data Unit: 40 bytes
> Frame 9: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits) €0 dc a0 8d 79 41 e@ dc a0 97 f9 4a 88 92 80 00 yA ]
> Ethernet II, Src: SiemensIndus_97:f9:4a (e@:dc:a@:97:f9:4a), Dst: SiemensIndus_8d :g ;‘; gg gg g: gg gg gg gg gg g: gg :g g: :g gg T
» PROFINET cyclic Real-Tine, RTC1, 1D:6x8000, Len: 49, Cycle: 704 (Valid,Primary, S e &R :
PROFINET I0 Cyclic Service Data Unit: 40 bytes
> Frame 11: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits) €0 dc a0 97 9 4a 0 dc a0 8d 79 41 88 92 80 00 3 YA
> Ethernet II, Src: SiemensIndus_8d:79:41 (e@:dc:a@:8d:79:41), Dst: SiemensIndus_97 gg gg gz :g gg gg gg gg gg gg gg gg gg gg gg gg
> PROFINET cyclic Real-Time, RTC1, ID:0x8000, Len: 49, Cycle: 1660 (Valid,Prinary, 5606 06/ b6 0000 68 e 46 3506 pe
PROFINET IO Cyclic Service Data Unit: 40 bytes
> Frame 12: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits) 20 8d 79 41 €0 dc a0 97 f9 4a 88 92 80 00 YA ]
> Ethernet II, Src: SiemensIndus_97:f9:4a (e@:dc:a@:97:f9:4a), Dst: SiemensIndus_8d %3‘33 gg gg g: gg gg g: g: :g :g gg g: gg
> PROFINET cyclic Real-Tine, RTC1, 1D:6x8000, Len: 40, Cycle:12672 (Valid,Primary, 66 6b 60165766 66 7 6:55 00 b
PROFINET I0 Cyclic Service Data Unit: 40 bytes

Figure 13. Wireshark capture of PROFINET RTCI traffic in scenario Al.

Once the affected byte is identified, Figure 13 shows the corresponding forced bits
in the RTC1 frames captured in Wireshark, offering clear packet-level evidence of the

manipulation propagated to PLC 1.

4.5.2. Scenario A2—Manipulation of Actuator B (Marking Device)

In addition to scenario Al, which focuses on the manipulation of digital input (DI)
signals by forcing selected bits, this scenario represents an attacker manipulating one of
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the digital output bits responsible for actuating the bistable solenoid valve that governs
the marking actuator. The attack is carried out by a malicious application through the
Modbus/TCP interface, forcing a premature activation of the marking up command while
PLC 1 continues issuing its legitimate command. By injecting a false value into the digital
output prior to the actual process transition, the attack alters the mechanical behavior of
the actuator without triggering PROFINET alarms, thereby implementing a realistic MitM
attack at the digital output (DO) level.

e  Objective: To prevent the marking operation from being correctly completed during
the automatic sequence. By prematurely issuing a false command to the solenoid
valve that triggers marking up, the attacker causes the valve to become blocked when
the process later sends the legitimate marking down command, due to the reception
of conflicting instructions.

e Initial State and Affected Signals: The system is operating in automatic mode (GEMMA
F1), and the process is producing parts under normal conditions. Digital output DO 3,
responsible for commanding the marking actuator to the up position, is selected
for manipulation.

e  MitM Attack Mechanism: While the process is running, the Python-based application
writes a false value to the Modbus register corresponding to DO 3 = true (YB—) in
PLC 2. This artificial activation is injected milliseconds before the legitimate command
generated by PLC 1 during the transition to the marking stage (DO 2 = true (YB+).
The premature activation interferes with the actual command, preventing the actuator
from executing the marking operation and causing PLC 1 to generate a process fault
due to an unexpected actuator response.

Figure 14 below shows the attacker interface injecting the malicious activation com-
mand through the aforementioned application.

# MITM Modbus - PLC $7-1200 (Testbed) [victim: 192.168.0.2] - 0o X

106G,

[13:43:23.370] [MIRROR) HR[0]=5376 (logical=
:25.327] [AUTO-DO] eff_bits 048 (eff=s SWAP=True); read-

2048
34.564) [MIRROR] HR[0)

o
03] [AUTO-DO] eff bits=00 write HR[10]=3072 (eff=12 SWAP=True); read

-ba
[13:43:48.253] [AUTO-DO] eff_bits:
back=2048

-> write HR[10]=2048 (eff=2 SWAP=True); read-

MITM (values/HR/Coils)

DI (Digital Inputs) DI - Attack (mask) DO (Digital Oputput DO - Attack (mask)

oo o I~ Atko I~ Atk oo I pos I~ AtkO I Atke
Fon oo I Atk I~ Atko I po1 I pos I a1 I Akg
Foz I on I~ Atk2 I~ Atk10 ooz I oot I~ Atk2 I~ Atk10
oz o I Atk = Atk ¥ 003 I 0o P Atk3 ™ Atk
Fou o ™ Atk I~ Atk 004 I 00 I~ Atk I~ Atk
Fos [on I~ Atks ™ Atk - pos I oo ™ AtkS I Atk
P victim: [192.168.02 Connect| @ [~ MITM-DIEnabled (GUI) ¥ MITM-DO Enabled (GUI) o6 I o ™ Atk6 = Atk 006 I 0o I~ Atk6 I A
o7 I on Lt LI roo7 I 00 LA

Figure 14. Manipulation of the DO signal YB— in PLC 2.

The outcome of the attack is recorded in the dataset stored in SQL Server, as well as
in the PROFINET IO packet captures obtained using Wireshark, which are presented in
Figures 15 and 16 below.

These figures, together with the previous one, demonstrate how the testbed captures all
process events in real time. It simultaneously records the anomalous conditions generated
in the process, the exact correspondence between each applied modification and its physical
effect on the control sequence, the GEMMA operating mode in which each deviation occurs,
and the type of detected attack (1 and 2 for DI and DO manipulation, respectively).

In this context, Figure 15 illustrates how these recorded variables evolve during the
attack through the corresponding GEMMA sequence: F4 (system in manual mode) —
Al (system stopped in the initial state) — F1 (automatic normal production) — D2 (fault)
— A5 (preparation for restart after a fault). To facilitate the interpretation of the attack,
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particular attention is drawn to the state of sensor b0 (indicating the marker in the up
position, with no change despite the issued command), the field Attack = 2 (indicating
an output-level attack), and the marking command (YB+ = true) issued by PLC 1 to the
solenoid valve controlling the marking unit during its automatic production sequence.

SELECT * FROM [S71500SQLDB].[dbo].[PLCDataset_v1]

100% ~
( PLC 2 - Provider I PLC 1 - Provider ]
B3 Results gl Messages ([ Bit0bis_ | Bibitz | Bit0-bit3 | Bitdbiss |
date time delta_time(ms) a0 a1 b0 bl c0 c1 B1 B2 YA+ YA- YB+ YB- YC+ YC- Anomaly Gemma Attack

1 20260315 134245168 5 1 00 100 0 0 0 0 0 0 0 O «[F o
2 20260315 134247795 0 1 0f1ffo 100 0 0 0o 0 0 0 0 0 oM 0
3 20260315 134252370 4575 1 0f1flo 100 0 0 0o o0 0 0 0 0 1 /R 0
4 2026-03-15 13:43:19.087 26718 1 0 1 0 110 [1 0 0 0 0 0 0 0 0 1 0
5 20260315 134320089 1001 1 o0/1fo 101 0 1 0 0 0 0 0 0 1 0
6 20260315 134320482 393 0 0f1fo 101 0 1 0 0 0 0 0 0 1 0
b 2026-03-15 13:43:21.890 1407 0 1 1 0 1.0 0 0 0 0 0 0 0 0 0 1 0
8 20260315 134322888 999 0 1/1fo 100 0 0 1 0 0 0 0 0 1 0
9 20260315 134323282 394 0 0f1fo 100 0 0 1 0 0 0 0 0 1 0
10 20260315 134324649 1368 i 0 1[0JT 0 0 0Jo 0o 0 0 0 0 0 1 0
11 20260315 134335392 10741 1 010 100 1(0_0 0o 0 0 0o o 1 2)
12 20260315 134336302 1002 1 0f1flo 100 1 0 o [i] o 0o o o 1 2
13 20260315 134349308 13005 1 0 f1lo 100 1 0 o0 00 o0 0 7 :
14 2026-03-15 134351577 2179 (1 0 1 0 }1 0 1 1 0 0 0 0 0 0 0 7 2
15 20260315 134356025 2179 1t offf o 1 01 1 0o 0 0 0 0 0 0 7 2
16 20260315 134356233 4454 1 0f1fo 101 1 0 0 0 0 0 0 O s 5 >

Figure 15. Correlation of SQL Server, GEMMA, and PROFINET data in scenario A2.

Ami® RB ]« S eaaaimm
A Aplique un filtro de visualizacién ... <Ctr 3 -]+
Time Source Destination Protocol Lengt Info

11 13:43:22,011876 SiemensIndus_97:79:4a SiemensIndus_8d:79:41  PNIO 60 RTC1, ID:0x8000, Cycle:29504 (Valid,Primary,OK,Run)
12 13:43:22,017416 i 9: SiemensIndus_97:f9:4a PNIO 60 RTC1, ID:0x8000, Cycle: 4224 (Vvalid,Primary,Ok,Run)
13 13:43:32,750249 9:41  PNIO 60 RTC1, ID:0x8000, 0, Cycle:45440 (Valid,Primary,Ok,Run)
14 13:43:33,762244 SiemensIndus_8d:79:41 SiemensIndus_97:f9:4a PNIO 60 RTC1, ID:0x8000, Cycle:52352 (Valid,Primary,Ok,Run)
15 13:43:46,776249 SiemensIndus_8d:79:41 SiemensIndus_97:9:4a  PNIO 60 RTC1, ID:@x8000, Cycle:10048 (Valid,Primary,Ok,Run)

> Frame 11: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
> Ethernet II, Src: SiemensIndus_97:f9:4a (e@:dc:a@:97:f9:4a), Dst: SiemensIndus_8d:79:41 (e@:dc:

> PROFINET cyclic Real-Time, RTC1, ID:0x8000, Len:
PROFINET IO Cyclic Service Data Unit: 40 bytes

49, Cycle:29504 (Valid,Primary,Ok,Run)

> Frame 12: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
> Ethernet II, Src: SiemensIndus_8d:79:41 (e@:dc:a@:8d:79:41), Dst: SiemensIndus_97:9:4a (e@:dc:

> PROFINET cyclic Real-Time, RTC1, ID:0x8000, Len:
PROFINET IO Cyclic Service Data Unit: 4@ bytes

40, Cycle: 4224 (Valid,Primary,Ok,Run)

> Frame 13: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
> Ethernet II, Src: SiemensIndus_97:f9:4a (e@:dc:a@:97:9:4a), Dst: SiemensIndus_8d:79:41 (e@:dc:

> PROFINET cyclic Real-Time, RTC1, ID:0x8000, Len:
PROFINET IO Cyclic Service Data Unit: 40 bytes

40, Cycle:45440 (Valid,Primary,0k,Run)

> Frame 14: Packet, 6@ bytes on wire (480 bits), 60 bytes captured (480 bits)
> Ethernet II, Src: SiemensIndus_8d:79:41 (e@:dc:a@:8d:79:41), Dst: SiemensIndus_97:f9:4a (e@:dc:

> PROFINET cyclic Real-Time, RTC1, ID:0x8000, Len:
PROFINET I0 Cyclic Service Data Unit: 40 bytes

40, Cycle:52352 (Valid,Primary,Ok,Run)

> Frame 15: Packet, 60 bytes on wire (480 bits), 6@ bytes captured (480 bits)
> Ethernet II, Src: SiemensIndus_8d:79:41 (e@:dc:a®@:8d:79:41), Dst: SiemensIndus_97:f9:4a (e@:dc:

> PROFINET cyclic Real-Time, RTC1, ID:0x8000, Len:
PROFINET IO Cyclic Service Data Unit: 4@ bytes

40, Cycle:10048 (Valid,Primary,Ok,Run)

> Frame 16: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
> Ethernet II, Src: SiemensIndus_97:f9:4a (e@:dc:a@:97:f9:4a), Dst: SiemensIndus_8d:79:41 (e@:dc:

> PROFINET cyclic Real-Time, RTC1, ID:0x8000, Len:
PROFINET IO Cyclic Service Data Unit: 40 bytes

40, Cycle:39168 (Valid,Primary,0k,Run)

€@ dc a@ 8d 79 41 e0 dc
80|15 0080 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

o9

e@ dc a0 97 f9 4a e dc
00 00 80 80 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

€0 dc a0 8d 79 41 e@ dc
80 95 00 80 00 00 00 00
9 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

0 dc a0 97 9 4a €0 dc
(04 e0) 80 86 00 @0 60 00
3606 60 00 00 00 00 00
00 00 00 00 00 00 00 00

€0 dc a0 97 f9 4a €0 dc
(o0 00) 80 80 00 00 00 00
) 00 00 00 00 00 00 00 00
00 00 00 @0 00 00 00 00

€0 dc a0 8d 79 41 0 dc
80[ds 00 Jso 00 00 60 00
60 60 00 00 00 00 60 00
00 60 00 00 00 00 00 00

a0 97 f9 4a 88 92 80 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
73 40 35 00

a0 8d 79 41 88 92 80 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
10 80 35 00

ae 97 f9 4a 88 92 80 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
bl 80 35 00

a0 8d 79 41 88 92 80 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
cc 80 35 00

a0 8d 79 41 88 92 80 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
27 40 35 00

ae 97 f9 4a 88 92 80 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
99 00 35 00

Figure 16. Wireshark capture of PROFINET RTC1 frames during scenario A2.

The fact that PLC 1 does not receive positive feedback within a specified time after
issuing the command to the plant (marker down) causes the controller program itself
to trigger a transition to state D2, thereby indicating to the operator a fault in actuator
B (marker). However, no actual fault exists; rather, the solenoid valve is blocked as a
consequence of the attack. This condition is not known to PLC 1.

Figure 16 shows a Wireshark capture of PROFINET IO RTC1 cyclic frames, which is
particularly useful for identifying SDU-level manipulation consistent with a MitM attack on
digital outputs. It illustrates both the command issued by PLC 1 to initiate the downward
movement of the marking actuator and the corresponding state of the plant sensors before
and after the attack.

By analyzing the sensor data transmitted by the plant, it can be observed that sen-
sor b0 of actuator B does not change state, despite PLC 1 having issued the command
YB+ = true (04-00 hex = 00000100; see Figure 15).

This behavior is a direct consequence of the attack, in which a forged digital output is
injected into the plant, resulting in a malfunction of actuator B (marker).
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Likewise, the testbed supports combined DI/DO manipulation, in which both masks
are applied simultaneously to the SDU and the plant. While this variant represents a more
aggressive attack configuration, it does not introduce a fundamentally different mechanism
from those described in Scenarios Al and A2, as it corresponds to a combination of input-
and output-level manipulations.

4.6. Validation of Communication Integrity (Ping and PROFINET Timing)

This section evaluates whether the execution of the MitM attacks affects the stability
of the communication channel. Since the proposed mechanism modifies only the RTC1
SDU content, it is essential to confirm that the underlying communication layers remain
unaffected. Four conditions were analyzed:

Baseline: No MitM module active.

Attack-Idle: MitM module active but without manipulating SDU content.
Attack-DI: Manipulation of the digital input (DI) byte (scenario Al).
Attack-DO: Manipulation of the digital output (DO) byte (scenario A2).

The assessment comprises three complementary measurements: ICMP round-trip time
(RTT), PROFINET RTC1 cycle timing derived from Wireshark captures, and throughput
evaluation. Together, these measurements address RQ2 by determining whether the attack
introduces measurable deviations compared with baseline behavior.

4.6.1. ICMP Round-Trip Time Analysis

ICMP echo requests were used to assess whether enabling the MitM module—or
performing SDU-level manipulation—induces measurable changes in L3 connectivity.
Two communication paths were evaluated: EW — PLC 2 and DT — PLC 1, using 250 ICMP
probes per condition. As summarized in Table 4, both paths exhibited zero packet loss
across all four scenarios (baseline, idle, DI, and DO).

Table 4. ICMP RTT statistics for the four experimental conditions.

Condition Direction = Mean (ms) SD (ms) Min (ms) Max (ms) Loss (%)
Baseline DT—PLC1 1.027 0.162 1 2 0.0
Baseline EW—PLC2 4.100 2.163 1 12 0.0

Attack-Idle DT—PLC1 1.014 0.116 1 2 0.0

Attack-Idle EW—PLC2 4.508 2.33 1 13 0.0

Attack-DI DT—PLC1 1.028 0.165 1 2 0.0

Attack-DI EW—PLC2 4.624 2.196 1 12 0.0

Attack-DO DT—PLC1 1.013 0.112 1 2 0.0

Attack-DO EW—PLC2 4.496 2.374 1 12 0.0

RTT measurements for the DT — PLC 1 direction remained tightly concentrated
around their nominal values, with only minor variations attributable to normal switched-
Ethernet jitter. These results indicate that neither enabling the MitM module nor performing
SDU manipulation introduces additional L3 latency on this path.

In contrast, the EW — PLC 2 direction presented higher dispersion in RTT values, a
behavior consistently observed across all conditions and reflecting the inherent variability
of this route rather than any attack-induced effects. This wider spread is also consistent
with host-side effects on the Engineering Workstation, where TIA Portal and the MSSQL
server operate concurrently, introducing CPU load and kernel-level scheduling delays
that affect ICMP timestamping. Such effects are well-known to increase RTT variability
without indicating any degradation in network-layer performance or any influence from
the MitM mechanism. Importantly, the differences between baseline, idle, and DI/DO
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scenarios remained within normal operational fluctuations, and no systematic latency
increase was observed.

Figure 17 consolidates these findings by displaying the RTT mean and standard
deviation for both communication paths. The figure highlights the stability of the DT —
PLC 1 path and the modest, non-systematic variability of the EW — PLC 2 path. Overall,
the ICMP service remains stable under all scenarios, confirming that the MitM module
operates exclusively at the SDU level without impacting network-layer connectivity, jitter,
or packet delivery.

ICMP Ping: RTT mean and standard deviation per condition
RTT mean per condition — DT->PLC1 - RTT mean per condition — EW->PLC2

1.2 1 6.0
10} 50/
081 £ 40/
E 0.6 1 E 3.04
041 & 501
0.21 1.0
0.0- 0.0-
Baseline  Idle DI DO Baseline  Idle DI DO

Figure 17. ICMP RTT measurements for the four experimental conditions.

4.6.2. PROFINET I/0O Cycle Timing Analysis

RTC1 PROFINET traffic was analyzed to determine whether enabling the MitM
module—or performing SDU-level manipulation—introduces timing disturbances in the
cyclic I/O exchange. For each experimental condition, all RTC1 frames captured through
port mirroring were extracted, and their inter-arrival times were used to estimate the
effective cycle time.

As summarized in Table 5, the mean cycle time remained effectively constant across
all scenarios, with no systematic deviation from the baseline. Jitter values were likewise
comparable between conditions and consistent with the timestamp variability expected
when captures are performed on a non-real-time operating system. Minimum inter-arrival
times were bounded by timestamp resolution. In contrast, occasional maximum spikes
appeared in all scenarios—including the baseline—indicating that such variations originate
from measurement-side jitter rather than from the MitM activity.

Table 5. PROFINET RTC1 cycle-time statistics across the four experimental conditions.

Condition Frames Mean (ms) SD (ms) Min (ms) Max (ms)
Baseline 351,972 0.5 0.728 0.0 3.147
Attack-Idle 387,239 0.5 0.782 0.0 3.363
Attack-DI 488,238 0.5 0.782 0.0 3.346
Attack-DO 419,406 0.5 0.834 0.0 3.417

Overall, the results show that neither enabling the MitM module nor performing
DI-based or DO-based SDU manipulation affects PROFINET RTC1 cycle timing or its
real-time scheduling behavior. The cyclic I/O exchange remains stable and deterministic
under all tested conditions.

The inter-arrival times obtained from the pooled PLC 1 <+ PLC 2 capture are also
consistent with the packet-rate measurements observed in Wireshark. During the mirrored-
port acquisition, the traffic reached approximately 2 kpps, reflecting the combined RTC1
exchanges of both controllers (~1000 packets/s per PLC). Because the inter-arrival time
corresponds to the inverse of the packet rate, a throughput of 2000 packets/s yields an
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expected mean interval of 1/2000 s (~0.5 ms), in agreement with the distribution shown in
Figure 18. Occasional jitter produces isolated inter-arrival values exceeding 1 ms, explaining
the extended whiskers in the boxplot while having no effect on the mean value.

PROFINET RTC cycle time distribution Mean PROFINET RTC cycle time per condition

4.0

35 0.5
=30 - 04
g5 kS
v 3
E20 L
o 2
5 1.5 5 02

1.0

0.1
0.5
0.0 - 0.0 -
Baseline Idle DI DO Baseline  Idle DI DO

Figure 18. PROFINET RTC1 cycle-time distribution for PLC 1 <+ PLC 2 traffic.

4.6.3. Throughput Evaluation

Throughput was evaluated by analyzing the RTC1 packet rate (PPS) under the four
experimental conditions. As summarized in Table 6, the baseline exhibits a stable packet-
exchange pattern with an average throughput of approximately 4 kpps. The attack-idle
condition presents the largest deviation relative to the baseline, whereas the DI- and DO-
based manipulation scenarios introduce only marginal differences. Across all attack modes,
throughput variations remain within £0.3% for both PPS and Bytes/s, and the increased
variability observed in the idle and DO scenarios reflects normal second-level binning
effects and the micro-timing introduced by the MITM relay.

Table 6. PROFINET throughput statistics for the four experimental conditions.

Scenario PPS Mean PPS SD kB/s Mean kB/s SD APPS (%)

Baseline 4073.01 307.47 248.30 18.74 0.00%
Attack-Idle 4068.86 302.12 248.10 18.42 —0.10%
Attack-DI 4082.76 166.56 248.93 10.15 0.24%
Attack-DO 4072.78 282.94 248.34 17.25 —0.01%

These deviations are modest and compatible with the expected behavior of a lightly
loaded PROFINET RT network. Importantly, this throughput metric aggregates all RTC1
frames counted per second on the mirrored port, in contrast to the pooled RTC1 inter-arrival
analysis in Section 4.6.2, which reflects an effective rate of ~2 kpps. The observed differences,
therefore, represent measurement-scope effects rather than protocol-level disturbances.

Numerically, the Idle and DO scenarios exhibit PPS values marginally below the
baseline (APPS = —0.10% and —0.01%, respectively), whereas the DI scenario is slightly
above it (+0.24%). These shifts are two orders of magnitude smaller than the within-
scenario dispersion (SD ~ 283-307 PPS) and fall within the normal jitter of lightly loaded
PROFINET RT networks. Scenarios with reduced process activity—such as Idle and
DO—are inherently more sensitive to timestamp granularity, mirrored-port timing, and
second-level binning effects, which can slightly lower the PPS count in individual one-
second measurement windows. Conversely, the higher DI activity increases the probability
of capturing additional RTC1 frames within the same interval. As similar fluctuations also
appear in the baseline condition, these differences cannot be attributed to the logical MitM
manipulation, but rather to measurement-side variability.

Overall, the measurements confirm that neither enabling the MITM module nor
manipulating DI or DO values compromises RTC1 timing, protocol validity, or network
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load. Although throughput analysis is primarily employed here to confirm the execution
of the attack and verify the absence of traffic-level side effects, the testbed also supports
future research on automated anomaly and attack detection in PROFINET I/O systems
using Al-based methods—an area that remains largely unexplored.

5. Results
5.1. Scenario A1—Manipulation of DI Signals

Scenario Al validates the capability of the MitM module to selectively manipulate the
PROFINET I/O exchange between PLC 2 and PLC 1, altering the SDU content delivered to
the controller without affecting the timing or validity of the cyclic RTC1 frames. The RTC1
traffic captured through port mirroring confirms that the attacker successfully modifies
the SDU bytes corresponding to signals Bl and B2, which appear as active despite the
absence of any physical events in the digital twin. These injected values are embedded
in otherwise valid RTC1 frames—preserving structural integrity, temporal coherence,
and correct IOPS/IOCS indicators—thereby preventing detection at the communication
layer. Figure 13 illustrates the modified SDU and its seamless integration within the
cyclic exchange.

The dataset recorded in MSSQL (Figure 12) provides a synchronized view of the
physical process state, the PROFINET-delivered values, the associated GEMMA transitions,
and the timing of the attack activation. Throughout the manipulation interval, the forged
bits remain continuously active, causing PLC 1 to infer the presence of a workpiece even
though no physical sensor asserts that condition. This confirms the consistency between
the modified network traffic and the values logged at the application layer, demonstrating
that the attack yields a logically valid yet physically incorrect process state.

Inspection of the control logic in TIA Portal (Figure 11) shows that PLC 1 integrates
the received PROFINET digital inputs directly into its execution cycle without applying
additional validation mechanisms. As a result, the forged input values propagate through
the GEMMA state machine and the control chain without triggering alarms or fault condi-
tions. From the controller’s perspective, the manipulated SDU represents a legitimate and
temporally coherent state transition.

5.2. Scenario A2—Manipulation of DO Signals

Scenario A2 confirms that the attacker can manipulate the digital-output layer of the
control chain without altering the PROFINET SDU exchanged between PLC 1 and PLC
2. The RTC1 cyclic communication remains valid and unmodified, as the attacker neither
intercepts nor rewrites the DO bytes transmitted from PLC 1. Instead, the forged YB—
command is injected directly into the process image of PLC 2 via the Modbus/TCP interface.
As a result, PLC 2 sends a falsified actuator command to the plant while still receiving
an intact and legitimate SDU from PLC 1. Because the PROFINET frames are not altered
in transit, Wireshark does not capture any SDU-level modification—only the physical
consequence of the tampering on the actuator state. Figures 14-16 show the malicious
command injection, its impact on the RTC1 SDU, and the resulting actuator behavior.

The dataset recorded in MSSQL captures the resulting inconsistency between the
legitimate YB+ command issued by PLC 1 and the unchanged sensor feedback b0, which
remains active despite the expected movement. This mismatch forces the controller to
enter state D2 in the GEMMA sequence, reporting a marking-actuator fault even though
no physical malfunction exists. The SQL log and the PROFINET captures exhibit perfect
temporal alignment between the injected DO value (applied internally in PLC 2) and the
anomalous process state, confirming that the testbed accurately records both the physical
and logical consequences of the attack.
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These results demonstrate that output-level manipulation can disrupt the control
cycle without modifying the PROFINET SDU or triggering protocol-level alarms, thereby
complementing the findings reported for Scenario Al.

5.3. Combined Interpretation of A1 and A2

These observations align with the communication-level measurements presented
in Section 4.6. The MitM manipulation does not affect L3 latency or packet delivery
(Section 4.6.1) and does not disturb the RTC1 cycle timing (Section 4.6.2). The throughput
analysis (Section 4.6.3) shows only small variations—within 3-0.3%—consistent with nor-
mal binning effects and the micro-timing introduced by the relay, none of which interfere
with the cyclic I/O exchange. Taken together, the results demonstrate that the attacker can
modify the logical perception of the process without altering PROFINET timing behavior
or violating protocol-level validity checks.

Overall, the hybrid testbed enables simultaneous observation of the physical domain—
represented by the digital twin—and the logical domain through PROFINET captures
and MSSQL Server logging. This integrated perspective provides clear evidence of the
effectiveness of the attack. It highlights the need for complementary validation mechanisms
in industrial systems, as SDU-level manipulation can remain invisible to both the controller
and the operator while still inducing incorrect process execution.

The impact of the MitM module becomes most evident at the process-execution level,
where each attack mode (idle, DI, DO) interacts differently with the behavior of the marking
system. Although the idle mode does not alter the semantic execution of the process, it
represents the stage in which the attacker is connected to the communication path while
maintaining fully valid PROFINET cyclic traffic. In contrast, the DI and DO manipula-
tion modes introduce changes at the application layer, despite the cyclic communication
remaining structurally and temporally valid. Across all scenarios, RTC1 frames preserve
their timing and maintain consistent IOPS/IOCS indicators, preventing the controller from
detecting manipulation at the communication layer. However, only the DI and DO modes
modify the logical behavior of the process—either by altering perceived sensor states (DI
manipulation) or by forcing actuator commands (DO manipulation)—while remaining
indistinguishable from valid RTC1 cyclic traffic.

6. Discussion

The results of scenario A1l demonstrate that selectively modifying the SDU in RTC1
frames enables an attacker to introduce logically valid yet physically incorrect process states
without producing measurable deviations in the evaluated PROFINET cyclic exchange
indicators. This behavior is consistent with the PROFINET 1/O specification [24], in
which the validity of a telegram depends on the structural integrity of 10 Data Objects,
the correctness of offsets, and valid IOPS/IOCS indicators, rather than on any semantic
verification of payload meaning. As long as the frame structure and timing remain correct,
the PLC accepts the modified values as legitimate inputs.

The experimental evidence confirms that coherent SDU manipulation is sufficient
to influence process behavior without affecting traffic availability or PROFINET timing
parameters. Such manipulation enables the attacker to force incorrect GEMMA transitions
or generate fictitious sensor activations while maintaining valid cyclic communication,
thereby making the manipulation undetectable by standard PROFINET RTC1 integrity
mechanisms. This highlights a critical vulnerability: the controller’s perception of the
process can be altered while all network-level indicators remain nominal.

Scenario A2 complements these findings by demonstrating that output-level manipu-
lation can disrupt the physical behavior of the process without modifying the PROFINET
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SDU exchanged between PLC 1 and PLC 2. Because the attacker injects the forged actuator
command directly into the PLC 2 process image, the RTC1 frames observed on the network
remain structurally valid, temporally coherent, and indistinguishable from legitimate cyclic
traffic. This makes the attack invisible to communication-layer monitoring while still forc-
ing deterministic deviations in the actuator sequence, leading PLC 1 to misinterpret the
plant state and transition to GEMMA fault mode (D2). The contrast between unmodified
network traffic and incorrect actuator behavior further illustrates the limitations of relying
solely on PROFINET cyclic-integrity indicators for anomaly detection.

The scenario also underscores the importance of reducing the attack surface in industrial
networks. In the testbed, the exposure of TCP port 502—associated with a Modbus/TCP service
under attacker control—can be identified through basic network-scanning techniques. Although
the MitM attack presented here does not rely on this service, its presence illustrates how
unnecessary services or misconfigurations may facilitate reconnaissance in real deployments.
Measures such as disabling unused ports, enforcing network segmentation, and restricting
administrative services are essential to minimize intrusion opportunities.

A key contribution of this work is the integration of three complementary data sources:
the physical state from the digital twin, PROFINET traffic captured via port mirroring,
and structured logs stored in MSSQL. This combination provides full traceability of the
attack, from its manifestation at the communication layer to its propagation through the
PLC logic. The ability to correlate physical behavior, network traffic, and control execution
offers a comprehensive understanding of the consequences of SDU-level manipulation and
strengthens the reliability of the analysis.

This study, however, presents certain limitations. The analysis targets a limited
set of digital signals, a single attack configuration, and exclusively RTC1 traffic. More
complex architectures, heterogeneous devices, higher-performance modes such as RTC3,
and additional manipulation strategies remain unexplored. Likewise, the testbed does
not evaluate redundancy mechanisms, PROFIsafe, or integrity layers that may affect the
detectability of SDU manipulation.

Despite these limitations, the results show that semantic manipulation of the SDU
constitutes a relevant threat in PROFINET I/O systems. The hybrid testbed demonstrates
how SDU-level attacks can be introduced, how they propagate through the control logic,
and how they remain unnoticed by routine RTC1 structural-integrity checks. This provides
a solid foundation for future research on detection methods, semantic-validation techniques,
and mitigation strategies against MitM attacks in industrial environments.

Regarding the research questions posed in Section 1.2, the experimental results confirm
that (RQ1) the proposed hybrid testbed provides the flexibility required to reproduce
realistic PROFINET I/0O communication and safely execute controlled MitM attacks; (RQ2)
such attacks do not introduce measurable deviations in RTT, throughput, or RTC1 cycle
timing and therefore remain stealthy with respect to these communication-layer indicators
at the communication layer; and (RQ3) the testbed is capable of generating reproducible
baseline and attack datasets suitable for analysis, anomaly-detection research, and training
activities in industrial cybersecurity.

Taken together, these insights articulate the broader implications of SDU-level semantic
manipulation, clarify the practical limitations of the current implementation, and outline the
conditions under which the proposed approach can be generalized to other communication
architectures and industrial-control settings.

7. Conclusions and Future Work

This work demonstrates that a Man-in-the-Middle adversary intercepting RTC1 traffic
between two PROFINET controllers can selectively modify process semantics without
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altering cyclic-exchange timing or triggering protocol-level validity checks. Scenario Al
shows that injecting altered digital-input (DI) values induces incorrect GEMMA transitions
in the consuming PLC, generating logically valid states that do not correspond to any real
physical condition. Scenario A2 further confirms that manipulating actuator-command
signals at the digital-output (DO) level can force deterministic deviations in the execu-
tion of the process without modifying the PROFINET SDU exchanged between PLC 1
and PLC 2. In both scenarios, the attacks preserve the structural integrity of the RTC1
frames—including IO Data Object organization and IOPS/IOCS semantics—rendering the
manipulation indistinguishable from normal cyclic communication.

The combined use of a hybrid digital-twin-based testbed, PROFINET traffic captured
via port mirroring, and structured MSSQL-based logging enabled detailed correlation
between the physical state of the process, the logical perception of the controller, and the
real-time manipulation introduced by the MitM module. This integration provides full
traceability of the attack as it propagates from the communication layer to the control logic
and offers a comprehensive, non-invasive platform for studying semantic manipulation
attacks in PROFINET I/0O systems. The methodology is reproducible and compatible
with industrial environments where high-fidelity experimentation must not disrupt opera-
tional hardware.

As future work, the validated testbed will be used for the systematic generation of
datasets aimed at advancing research in industrial cybersecurity for PROFINET-based
systems. The infrastructure developed in this study supports the controlled reproduction
of diverse SDU manipulation patterns. It enables the creation of labeled datasets that inte-
grate physical (digital twin), logical (PROFINET RTC1/RTC3), and control-level (GEMMA
and MSSQL logs) information. These datasets will serve as a foundation for evaluating
anomaly-detection mechanisms based on machine-learning and advanced sequential-
analysis methods. Beyond demonstrating the feasibility of both DI- and DO-level attacks,
the proposed testbed opens new research avenues focused on the detection, analysis, and
mitigation of Man-in-the-Middle threats in industrial cyber-physical systems.

These results consolidate the relevance of the proposed testbed as a scientific instru-
ment for analyzing semantic-level attacks in industrial communication systems. They
demonstrate its value as a foundation for generating high-quality industrial datasets and
for supporting the future development of intelligent detection, validation, and protection
mechanisms for PROFINET-based industrial cyber-physical systems.
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Abbreviations

The following abbreviations are used in this manuscript:

AR

ARP
CER

CPS
CRA
DCP

DI

DO

DoS

DT
EAP-TLS
EW
GEMMA
HMI
ICMP
ICPS

ICS

ICT
iDevice
IEC 62443
1/0
10CS
10PS

P

1SO

IT

kB/s

L3

MAC
MitM
MSSQL
Modbus TCP
NIS2
OB1

OSsI

oT

PAC
PLC
PROFIBUS

PROFINET I/0O

PROFIsafe
PUT/GET
PPS

RTC1

Application Relation (PROFINET)

Address Resolution Protocol

Critical Entities Resilience Directive
Cyber—Physical System

Cyber Resilience Act

PROFINET Discovery and Configuration Protocol
Digital Input

Digital Output

Denial of Service

Digital Twin

Extensible Authentication Protocol—Transport Layer Security
Engineering Workstation

Guide for the Study of Machine Operating Modes
Human-Machine Interface

Internet Control Message Protocol

Industrial Cyber Physical System

Industrial Control System

Information and Communication Technologies
PROFINET I/0O Device mode (Siemens PLC)
Industrial Cybersecurity Standards (IEC 62443 series)
Input/Output

Input Output Consumer Status

Input Output Provider Status

Internet Protocol

International Organization for Standardization
Information Technology

Kilobytes per second

Layer 3 (Network Layer)

Media Access Control (Ethernet hardware address)
Man in the Middle

Microsoft SQL Server

Modbus Transmission Control Protocol

Network and Information Security Directive 2
Organization Block 1 (main PLC execution cycle)
Open Systems Interconnection

Operational Technology

Programmable Automation Controller
Programmable Logic Controller

Process Field Bus

PROcess Field NETwork Input/Output
PROFIBUS/PROFINET Safety Communication Profile
Siemens S7 read /write communication service
Packets Per Second

Real Time Class 1 (cyclic real-time communication)
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RTC3 Real Time Class 3 (Isochronous Real Time)
RTIT Round Trip Time

SCADA Supervisory Control and Data Acquisition
SD Standard Deviation

SDU Service Data Unit

S7comm Siemens S7 communication protocol
SSMS SQL Server Management Studio

SYN TCP Synchronize flag (used to initiate a connection)
TCP Transmission Control Protocol

TIA Portal Totally Integrated Automation Portal
TSAP Transport Service Access Point

ubDP User Datagram Protocol

VPN Virtual Private Network
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