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Abstract

Vehicle-to-Grid (V2G) technology enables controlled bidirectional energy exchange be-
tween electric vehicles (EVs) and the power grid, allowing EVs to operate as flexible
storage resources that support renewable-energy integration, peak-load reduction, and
ancillary services. As EV adoption grows, deploying V2G at scale requires a comprehensive
understanding of the electrochemical, power-electronic, communication, and mobility
foundations that determine system performance. This review presents an integrated assess-
ment of the essential components of V2G and broader Vehicle Grid Integration (VGI). First,
the technical foundations are examined, including traction batteries, battery management
systems, bidirectional converter topologies, charger architectures, connector standards, and
grid-code compliance. Battery degradation mechanisms under V2G cycling are analyzed,
with emphasis on depth of discharge, cycling frequency, and thermal conditions. Second,
charging-infrastructure architectures and grid-integration considerations are evaluated
across AC, DC, on-board, and off-board charging systems. Third, communication and inter-
operability frameworks, including ISO 15118, OCPP, OCP]I, and cybersecurity requirements,
are reviewed to assess the security and scalability of V2G operations. Finally, grid-aware
mobility applications are discussed, covering coordinated charging, energy-aware routing,
shared and autonomous mobility services, and dynamic pricing within coupled power and
transport networks. The review concludes by identifying key technical and operational
insights that support the development of robust V2G and VGI ecosystems.

Keywords: electric vehicles (EVs); Vehicle-to-Grid (V2G); Vehicle-Grid Integration (VGI);
bidirectional charging; charging infrastructure; communication protocols; cybersecurity;
battery degradation; energy management systems

1. Introduction

Electrification has become a central pillar of national development strategies due
to its role in strengthening economic resilience, advancing technological progress, and
improving environmental sustainability. A major component of this transition is the global
shift toward electric mobility. Over the past decade, stricter carbon tax policies and climate
mitigation measures have been implemented worldwide to curb greenhouse gas emissions
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and reduce reliance on fossil-fueled transportation. In parallel, the International Renewable
Energy Agency (IRENA) reports rapid growth in renewable energy generation, especially
solar PV and wind power, with global clean energy consumption expected to rise from 20%
to 40% by 2050 and nearly two-thirds of electricity produced from renewable sources [1,2].
Wind and solar alone are projected to triple their contribution, from 20% to 60%. These
developments underscore the need for electrified transport systems that interact effectively
with renewable-rich grids. The rapid acceleration of electric vehicle adoption over the past
decade is illustrated in Figure 1, which shows the sharp increase in annual global EV sales

across major regions since 2014, based on data reported by the International Energy Agency
(IEA) [3].
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Figure 1. Annual electric vehicle sales by region and powertrain from 2014 to 2024.

Electric vehicles (EVs) have emerged as a promising solution for reducing emissions
in the automotive sector due to their high drivetrain efficiency, low operational cost, and
zero tailpipe emissions [4]. While internal combustion engines (ICEs) typically convert
less than 30% of fuel energy to mechanical output, EVs achieve electricity-to-mechanical
efficiencies approaching 77%, resulting in overall efficiencies of 85-90% [5]. Hybrid and
plug-in hybrid EVs further enhance energy savings. The global EV stock is expected
to surpass 130 million units by 2030, compared to 1.2 million in earlier years [6]. The
sustained growth trend evident in Figure 1 directly translates into increased electricity
demand, greater use of charging infrastructure, and stronger coupling between transporta-
tion and power systems. Meeting this demand requires extensive charging infrastructure,
high-capacity batteries, and fast-charging technologies [7,8]. Governments and industry
organizations are actively deploying incentives, expanding nationwide charging coverage,
and promoting innovation, yet large-scale EV integration introduces challenges such as
voltage fluctuations, transformer overloading, and frequency deviations in distribution
grids [9]. These issues have driven extensive research on coordinated charging, charger
placement, and optimization-based control frameworks [10,11].
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With increasing interest in bidirectional power exchange, Vehicle-to-Grid (V2G) tech-
nology is gaining prominence as a flexible resource for future energy systems. Through
onboard batteries, power electronic converters, and bidirectional chargers, EVs can operate
as controllable mobile storage units, providing peak shaving, frequency regulation, load
balancing, and renewable support [12]. Enhanced battery cycling performance has strength-
ened the commercial viability of V2G, while aggregated EV fleets and distributed storage
can reduce peak loads and support grid stability [13]. Achieving these capabilities requires
robust control architectures, accurate metering, and secure communication. Centralized
V2G control can maximize grid-level benefits, whereas decentralized strategies emphasize
local stability and user autonomy [14,15]. Both must align with evolving standards and
market-driven energy management structures.

V2G communication poses additional challenges due to user mobility, variable con-
nection durations, dynamic charging modes, and short communication ranges. Dedicated
short-range communication protocols, such as IEEE 802.11p and IEEE 1609 WAVE, support
reliable, low-latency vehicle-infrastructure interactions essential for coordinated V2G op-
erations [16,17]. Despite substantial research on charging systems, converter topologies,
communication standards, and scheduling algorithms, a holistic understanding of V2G
within broader Vehicle Grid Integration (VGI) frameworks remains limited. V2G deploy-
ment requires multilayer coordination across charging infrastructures, communication
networks, bidirectional power converters, grid codes, cybersecurity systems, mobility
patterns, and electricity market mechanisms. Despite extensive work on chargers, stan-
dards, and scheduling algorithms, the literature is often fragmented across power-electronic
design, grid interconnection, and ICT security.

Review Methodology and Selection Framework

This paper adopts a structured narrative review methodology to address the fragmen-
tation of existing research on Vehicle-to-Grid (V2G) and broader Vehicle-Grid Integration
(VGI) across power electronics, charging infrastructure, communication systems, cyberse-
curity, and mobility-oriented control. The review synthesizes interdependent findings from
a system-level perspective, linking hardware capabilities, communication and interoper-
ability mechanisms, control strategies, and grid-level impacts.

The literature was identified through major indexed scientific databases, including
IEEE Xplore, Scopus, Web of Science, ScienceDirect, and Google Scholar. The search cov-
ered publications from 2014 to 2025, capturing the progression from early V2G feasibility
research to deployment-oriented studies under modern interoperability and bidirectional
charging standards. This time window is consistent with the sharp growth in global EV
adoption shown in Figure 1, which illustrates annual EV sales by region and powertrain
from 2014 to 2024 and underscores the increasing relevance of grid-interactive charging
and V2G-enabled services. Earlier studies were retained to establish foundational con-
cepts and technical baselines, while the reviewed literature predominantly reflects recent
developments in V2G and VGI research.

The initial search returned 728 records. The duplicate entries were removed using
metadata for title, DOI, venue, and year, resulting in 552 unique studies. The title and ab-
stract screening then excluded studies that were not technically relevant to grid-interactive
operation, including works limited to unidirectional charging without grid-service interac-
tion, studies focused on non-electric mobility without bidirectional energy exchange, and
papers that did not address V2G or VGI operation, constraints, or enabling mechanisms.
The screening stage yielded 280 candidate studies for full-text assessment.

The full-text screening prioritized studies that provided technical depth or actionable
frameworks relevant to bidirectional charging and system operation, including battery
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aging and operating limits, power-electronic interfaces, infrastructure and interconnection
constraints, communication and interoperability, cybersecurity exposure, and mobility-
aware coordination. Studies were excluded if their scope did not support a system-level
interpretation of V2G or VGI operations, or if key operational constraints were not suffi-
ciently represented for the intended analysis. The multi-stage screening process identified
198 publications that constitute the core reference set for this review.

The coherence across domains was ensured by synthesizing the selected studies
along tightly coupled dimensions, including battery and battery-management-system con-
straints; bidirectional converter and charger architectures; charging infrastructure and
grid-integration requirements; communication and interoperability standards; cyberse-
curity threats and mitigation strategies; and mobility-aware coordination and market
interaction. In contrast to existing V2G surveys that focus on individual technical layers,
this review integrates power-electronic, communication, cybersecurity, control, and mobil-
ity dimensions within a unified VGI framework, enabling cross-layer analysis of scalability,
resilience, and deployment constraints.

This review addresses the need for stronger integration across technical and system-
level perspectives by adopting a system-oriented analytical framework that links hardware
components, communication and interoperability mechanisms, control strategies, and grid-
level implications. Electric vehicles, charging infrastructure, communication networks, and
grid operations are examined as interdependent elements of a unified cyber-physical system,
enabling coherent analysis of their interactions and constraints. Within this framework, VGI
is treated as the overarching paradigm governing the interaction between electric mobility
and power-system operation, while V2G is positioned as a specific bidirectional operational
mode within VGI that enables electric vehicles to act as active, grid-interactive resources.
Figure 2 illustrates the layered structure, clarifying the roles of hardware capabilities and
battery constraints in defining feasible operating envelopes; the influence of communication
and interoperability on coordination, scalability, and security; and the function of control
strategies in translating these capabilities into grid-level services and broader energy-system
impacts. This conceptual synthesis provides a unifying structure for the manuscript and
guides the integration of the hardware, communication, control, mobility, and system-level
discussions developed in the subsequent sections.

A Grid-Level Impacts
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Figure 2. System-level view of V2G integration.

2. Technical Foundations of Vehicle-to-Grid Systems

Vehicle-to-Grid (V2G) technology relies on a set of electrochemical, power-electronic,
communication, and control foundations that enable controlled bidirectional exchange of
energy between electric vehicles and the power grid. Modern EVs already incorporate
the core hardware elements required for this functionality. A traction battery, monitored
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by a battery management system (BMS), interfaces with power-electronic converters that
manage propulsion and energy transfer through onboard or off-board chargers [18-21].
Regenerative braking illustrates the capability for reverse power flow, establishing the
physical basis for grid-interactive operation. Among EV architectures, battery electric
vehicles remain the most suitable for V2G due to their higher-capacity storage and fully
electric propulsion [22]. Plug-in hybrid vehicles can contribute to V2G services, though
their reduced battery capacity and dual powertrain limit their impact [23,24]. Fuel cell
and solar-assisted EVs provide alternative energy pathways but currently offer limited
relevance for V2G owing to infrastructure, cost, and integration constraints [25-27]. Across
all platforms, the BMS is essential for maintaining electrical, thermal, and operational
safety under grid-connected conditions [28]. Recent advances in BMS architectures further
highlight the role of intelligent state estimation, degradation-aware control, and thermal
management in enabling safe bidirectional operation under V2G cycling conditions [18].
The defining capability of V2G systems is controlled bidirectional power exchange. During
charging, EVs operate as flexible loads; during discharging, they can supply peak shaving,
load leveling, and ancillary services such as frequency and voltage regulation [29,30]. V2G-
enabled onboard chargers and DC fast chargers must comply with grid-code requirements
and power-quality limits, while system-level coordination often relies on aggregators or
supervisory controllers that schedule charging and discharging based on grid conditions,
market signals, and user mobility constraints [31,32]. Effective aggregation remains central
to unlocking grid-level value. Realizing V2G at scale requires a charging infrastructure ca-
pable of supporting two-way power flow and secure grid interconnection [33]. Conductive
charging dominates current deployments, ranging from low-power Level 1 and Level 2 AC
chargers suitable for residential and workplace contexts to high-power DC fast chargers
for public environments [34]. Infrastructure interoperability is shaped by international
standards. IEC 61851 and SAE specifications define general requirements for conductive
charging, while connector systems such as CCS, CHAdeMO, and GB/T specify power
levels, interface geometry, and communication mechanisms [33,34]. AC interfaces that
rely solely on control-pilot signaling provide limited support for bidirectional operation,
whereas DC fast-charging protocols that incorporate dedicated digital communication
channels enable full V2G capability. CHAdeMO and next-generation systems, including
Chaoli, explicitly support bidirectional power transfer and continue to influence global
adoption pathways. Figure 3 summarizes the key challenge domains that shape practical
V2G deployment, spanning user participation, interoperability, battery aging, standardiza-
tion, infrastructure investment, cybersecurity, and governance. These factors are tightly
coupled, and addressing them in parallel is essential for reliable and scalable integration.
Communication and supervisory control are critical for ensuring secure and reliable
V2G operation. Data exchanges involving state-of-charge, availability, and pricing signals
must occur with low latency and appropriate cryptographic protection [35,36]. ISO 15118
defines communication between EVs and charging stations, including session management,
Plug-and-Charge, and certificate-based authentication [37-39]. IEC 61850 supports inte-
gration with distribution-level automation, while OCPP and OCPI enable interoperability
between charging stations and backend systems [40,41]. At a higher operational level,
energy management systems coordinate EV fleets, distributed resources, and renewable
generation using rule-based or optimization-based strategies to improve grid stability and
operational efficiency [42]. The use of traction batteries for grid services modifies cycling
patterns relative to driving-only operation [43]. Empirical and model-based analyses indi-
cate that increased cycling depth and frequency may accelerate capacity fade and internal
resistance growth if unmanaged [44,45]. The extent of degradation depends strongly on
the service type. High-frequency shallow cycling used for frequency regulation generally
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results in minimal additional wear, whereas large-scale energy-shifting operations tend to
accelerate aging more significantly [46]. These findings reinforce the need for degradation-
aware control and appropriate compensation mechanisms. Moreover, the introduction of
V2G connectivity across vehicles, charging equipment, cloud platforms, and the power
grid significantly expands the cyber-attack surface. Threats include unauthorized access,
manipulation of operational data, tampering with charging profiles, and disruption of
grid-support functions [47-50]. Addressing these risks requires multilayer cybersecurity
architectures incorporating strong authentication, encryption, intrusion detection, secure
firmware updates, and continuous monitoring. Policy and regulatory frameworks play
an equally important role in defining minimum security requirements, liability bound-
aries, data-privacy expectations, and stakeholder responsibilities [51-54]. Ensuring user
confidence and institutional readiness is essential for the socially acceptable and secure
deployment of V2G systems at scale.

User Compatibility & Battery Aging Standardization
Engagement Interconnection & Protocols
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PR @ @ )

\) ol ‘-

e

Governance & Cybersecurity Infrastructure
Policy Issues & Data Privacy Funding

Figure 3. Key challenges governing V2G operation and integration.

The practical feasibility of Vehicle-to-Grid (V2G) operation is fundamentally con-
strained by battery aging and its economic implications. In electric vehicles, battery
end-of-life is commonly defined at approximately 80% of initial capacity, beyond which
traction performance and reliability are compromised [55,56]. This threshold is economi-
cally critical, as the battery pack typically accounts for 25-35% of total vehicle cost [57,58].
Aging manifests through capacity and power fade, reducing driving range, peak power
capability, and operational flexibility [59]. These effects arise from coupled electrochemical
and mechanical mechanisms, including SEI growth, lithium inventory loss, active material
degradation, and increased internal resistance. Notably, battery degradation is nonlinear,
with many lithium-ion chemistries exhibiting an accelerated aging “knee,” beyond which
remaining useful life declines rapidly [60,61]. This behavior is particularly relevant for
V2G, where grid services introduce additional cycling beyond conventional driving.

From a V2G perspective, degradation must be evaluated comparatively across grid-
service categories. Power-oriented services such as frequency regulation and voltage
support typically involve shallow cycling within narrow SOC windows, leading to gradual
impedance growth and relatively limited incremental capacity loss [62]. In contrast, energy-
oriented services such as peak shaving, energy arbitrage, and backup power require
deeper DOD, wider SOC excursions, and higher cumulative energy throughput, which
significantly accelerate capacity fade and reduce cycle life [63]. These differences highlight
that distinct V2G services impose fundamentally different aging trajectories, even for
identical battery chemistries.
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Battery degradation under V2G operation is strongly influenced by control-imposed
operating conditions. Elevated temperatures accelerate parasitic side reactions and SEI
growth [64], while high current rates increase thermal and mechanical stress within elec-
trodes [65]. Similarly, large DOD operations promote lithium and active material loss,
whereas shallow cycling within constrained SOC windows can extend battery lifetime by
an order of magnitude under comparable conditions [66]. These dependencies indicate
that degradation is not solely time-dependent but is critically shaped by real-time charging
and discharging control.

Battery degradation under V2G operation can be actively mitigated through degradation-
aware control strategies. As summarized in Table 1, empirical, physics-based, data-driven,
and hybrid models enable degradation metrics to be embedded directly into energy man-
agement and supervisory control frameworks [66,67]. Studies show that moderating
current levels, constraining SOC windows, and reallocating power demand can substan-
tially reduce long-term degradation, even if short-term grid-service revenue is marginally
reduced [58].

Table 1. Representative battery degradation modeling approaches used in V2G studies and their
implications for control and economic assessment.

Limitations and Practical

Modeling Technique Key Variables Strengths for V2G Analysis Challenges
Empirical Cycle-Life DOD, cycle count, :?}i:;gjleirg\ra;fg into Limited extrapolation and
Models [68] temperature 5 transient accuracy

techno-economic studies

Semi-Empirical Aging
Models [69]

SOC window, current rate,
temperature

Captures dominant aging
trends with moderate
complexity

Chemistry-specific
calibration required

Electrochemical-Based
Models [70]

Lithium inventory, SEI
growth, impedance

High physical fidelity for
detailed lifetime analysis

Computationally intensive

Data-Driven Models
(ML-Based) [71,72]

Operational history, voltage,

current, temperature

Handles nonlinear aging and

fleet-level monitoring

Data-hungry and limited
interpretability

Hybrid Degradation
Models [73,74]

Empirical + electrochemical

Improved accuracy with

Higher implementation

indicators physical insight complexity

From an economic standpoint, explicitly modeling degradation as a cost term is es-
sential for a realistic V2G feasibility assessment. Degradation-aware scheduling balances
grid-service revenue against battery aging and replacement costs over the vehicle life-
time [75,76]. Analyses that incorporate degradation consistently show improved total cost
of ownership through lifetime extension, whereas studies neglecting degradation tend to
overestimate the profitability of energy-intensive V2G services [77]. Overall, V2G feasibility
depends on comparative degradation assessment across service types, explicit considera-
tion of control-induced operating conditions, and systematic integration of degradation
costs into techno-economic evaluations.

Across the literature, assessments of V2G feasibility remain fragmented due to het-
erogeneous assumptions regarding battery aging representation, charger and converter
architectures, economic cost allocation, and control scope, leading to divergent conclusions
on technical readiness and grid value. Studies grounded in electrochemical modeling
and empirical aging experiments consistently demonstrate that V2G-induced degrada-
tion is strongly dependent on depth of discharge, temperature, current rate, and service
type, with high-frequency shallow cycling for frequency regulation exhibiting substantially
lower incremental aging than energy-intensive services such as peak shaving and energy
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arbitrage [44-46]. In contrast, many grid-level optimization and aggregation studies ap-
proximate aging using simplified throughput-based penalties or omit degradation entirely,
which systematically biases results toward optimistic long-term profitability and under-
estimation of battery replacement costs under sustained cycling [29,30]. Converter- and
charger-level investigations confirm the technical feasibility of bidirectional power transfer
under grid-code and power-quality constraints, yet typically abstract away degradation dy-
namics, assume idealized communication latency, and neglect adversarial or failure-prone
operating conditions. Cybersecurity-focused analyses, by comparison, expose vulnerabil-
ities related to certificate management, backend coordination, and aggregator interfaces
that are not captured in electrochemical, economic, or power-electronic models [35,36].
Collectively, these methodological disparities explain apparent contradictions across the
literature and indicate that conclusions drawn from isolated electrochemical, economic,
power-electronic, or communication-layer studies do not directly translate to practical V2G
deployment. This synthesis highlights the need for integrated evaluation frameworks that
account for battery aging dynamics, degradation-aware economic valuation, cyber-physical
security, and operational control constraints to enable realistic and scalable assessments of
V2G viability.

3. Charging Infrastructure and Grid-Integration Framework for V2G

The success of large-scale V2G deployment depends on the design, standardization,
and grid integration of charging infrastructure (CI). CI can be viewed as a multi-layer
system that includes physical charging hardware, bidirectional converters, connector stan-
dards, and grid-integration requirements. These components together determine whether
EVs can reliably provide ancillary services and support the distribution network.

3.1. Charging Modes and Infrastructure Hierarchy

The conductive charging remains the dominant method for both conventional EV
charging and V2G applications. It relies on galvanic coupling between the EV inlet and
an electric vehicle charging equipment (EVSE) through standardized connectors [78]. De-
pending on the charging mode, the primary power-conversion stages may be located either
within the vehicle or externally at the charging station, enabling on-board AC charging
or off-board DC fast charging, respectively [79]. These two architectures, illustrated in
Figure 4, form the structural basis of modern conductive charging systems and determine
achievable power levels, control complexity, and suitability for V2G operation.

\

—

DC Fast Charging

AC Charging
(20 kW to 350 kW+) (2to 22 kw)

Figure 4. On-board and off-board charging architectures for electric vehicles.

The charging infrastructure operates at multiple scales. Private residential and work-
place chargers typically use Level-1 or Level-2 AC charging (222 kW), offering predictable
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dwell times that are well-suited for coordinated charging and grid-support services such as
V2G [80]. Public and semi-public chargers such as curbside and highway fast-charging sta-
tions depend on high-power DC chargers (50-350 kW), shorter connection durations,
and mobility-driven usage patterns limit their availability for sustained V2G partici-
pation [81,82]. Charging facilities may also operate within nanogrids, microgrids, or
community-scale networks, where renewable generation, storage, and distribution-level
constraints influence V2G scheduling and power-flow management [83].

3.2. On-Board and Off-Board Charger Architectures

Understanding the distinction between on-board and off-board charging architectures
is essential when evaluating V2G readiness. On-board chargers (OBCs) are typically
constrained by vehicle packaging, thermal management, and component size, which limit
their continuous output to around 22 kW or less, and for this reason, many commercially
deployed OBCs support only unidirectional AC charging [84]. Although bidirectional
OBCs capable of grid-to-vehicle (G2V) and vehicle-to-grid (V2G) operation are technically
feasible and have been demonstrated [85,86], their adoption remains limited by power
density, cost, and complexity constraints. By contrast, off-board DC fast-charging stations
relocate the AC/DC and DC/DC power conversion stages into external EVSE enclosures.
This design enables much higher power density, enhanced cooling, and more effective
integration with renewable energy sources or local DC buses [87,88]. Such externally housed
converter topologies are more amenable to controlled bidirectional energy exchange, for
example, using PWM-based rectifiers or multi-port DC/DC converters, which facilitate
reliable V2G services under grid constraints [89,90]. Regardless of topology, the EVSE
remains the critical interface bridging the distribution network, local resources, and the EV
battery system. The choice between single-stage, two-stage, unidirectional, or bidirectional
converter architectures determines both compliance with grid codes and suitability for
grid-support functions [91-93].

3.3. Charging-Connector Families and V2G-Capable Standards

Global charging infrastructure remains dominated by connector families such as SAE
J1772, CCS (Combo 1/2), CHAdeMO, and GB/T 20234. These define connector geometry,
allowable power levels, and communication protocols. AC charging through SAE/IEC
control-pilot signaling does not inherently support reverse power flow, limiting its suit-
ability for V2G applications. By contrast, DC-charging systems use digital communication
between EVs and EVSEs, enabling precise control of charging and discharging currents.
While CCS DC and GB/T DC interfaces in principle can support bidirectional operation,
widespread V2G deployment requires robust improvements in protection coordination and
rapid set-point response [94]. The resulting classification of charger types, their associated
standards, and corresponding V2G capabilities is summarized in Table 2.

CHAdeMO currently remains the only widely deployed standard with fully defined
V2G functionality, enabling continuous bidirectional power modulation within EV and grid
constraints [95,96]. Chargers compatible with CHAdeMO have supported many of the early
V2G demonstration projects globally. A notable evolution of this standard is the Chao]i
standard (also known as CHAdeMO 3.0), developed jointly by the CHAdeMO Association
and the China Electricity Council. Chao]i supports DC-fast charging up to 900 kW (1500 V,
600 A) [97,98], while preserving backward compatibility with CHAdeMO and GB/T cou-
plers, thus offering a unified platform for future high-power V2G applications [99].
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Table 2. EV charger types, associated standards, and V2G capability.

Power Associated Communication V2G .
Charger Type Range Standards Method Capability Technical Remarks
Analog Lacks digital communication and
. SAEJ1772, . controlled reverse power flow,
AC Charging 2-2kW IEC 61851 cpntrql-pllot Not supported limiting suitability for practical
signaling .
V2G operation.
Bidirectional operation is technically
CCS (Combo .. feasible, but large-scale V2G
Blclzalr:aisrﬁ 50-350 kW 1/2),GB/T ggitﬁx;fxilg Potential deployment requires enhanced
g 20234 (DC) protection coordination and rapid
set-point response.
Dieital CHAdeMO offers fully standardized
. CHAdeMO, & .. V2G functionality, and ChaoJi
High-Power Up to haoli communication Fully h his f Kb bl;
DC Charging 900 kW Chaoli with active power  supported enhances this framework by enabling
(CHAdeMO 3.0) ultra-high-power operation while
control ; -
preserving backward compatibility.
Megawatt- Megawatt ISO 15118-20 based Des.lgned for h.e avytd.uty (?lectnc
. . Supported vehicles, enabling bidirectional
Class DC >1MW Charging digital (V2X-ready) energy exchange for buses, trucks
Charging System (MCS)  communication y 8y & ’ ’

and industrial mobility applications.

In addition to passenger-vehicle standards, efforts are underway to support heavy-
duty and high-capacity EVs through the Megawatt Charging System (MCS) [100]. MCS,
promoted by the CharIN consortium, defines a high-power DC charging interface intended
for buses, trucks, and other large battery-electric vehicles (BEVs). It aims to deliver power
levels substantially above 1 MW, enabling rapid charging of large-capacity battery packs
while supporting bidirectional (V2X) energy flow using communication protocols such as
ISO 15118-20 [101,102]. This extension broadens the potential scope of V2G infrastructure
beyond light passenger vehicles to heavy-duty transport and industrial mobility sectors.

3.4. Grid-Integration and Power Quality Standards

When EVs operate as loads, charging must comply with voltage, current, and har-
monic limits defined by regional standards. Single-phase charging can cause phase unbal-
ance, typically limited to 2-3 percent depending on standards such as IEEE, GB/T, and
EN 50160 [103]. Uncoordinated charging can exacerbate peak loading and transformer
stress, motivating the adoption of controlled charging strategies [104].

These grid-integration requirements are governed by a layered set of international
standards covering power quality, safety, communication, and interconnection, as summa-
rized in Table 3. Organizations such as SAE, IEEE, IEC, NEC, and UL define complementary
aspects of EV charging, ranging from connector interfaces and communication protocols
to harmonic limits, grounding practices, and protection requirements. In V2G mode, EVs
behave as distributed energy resources and must comply with interconnection standards
such as IEEE 1547, IEC 61727, and GB/T 33593. These specify voltage and frequency
ride-through capabilities, anti-islanding protection, power-factor limits, and maximum
DC-current injection [105]. Beyond interconnection compliance, standards addressing
electromagnetic compatibility, installation safety, and equipment certification play a critical
role in enabling large-scale V2G deployment. In particular, IEEE power-quality standards
define acceptable harmonic distortion and monitoring practices; IEC standards regulate
conductive and wireless charging interfaces; NEC codes ensure the safe installation of
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EV supply equipment; and UL standards certify protection devices and power-electronic
components used in EVSE.

As power-electronic converters, EVSE can also provide reactive-power support and
voltage regulation services. Reactive-power control strategies developed for isolated
bidirectional converters can be adapted to grid-interactive charging systems to improve
power-factor control and reduce current stress under bidirectional operation [106]. Mod-
ern EV chargers and aggregated EVSE/V2G systems, operating as actively controlled
power-electronic devices, are capable of supplying or absorbing reactive power within
standardized limits, thereby supporting voltage regulation, power-factor control, and
power-quality services for the grid [107].

Table 3. Major international standards governing EV charging systems, grid interconnection, and
power-quality compliance.

Standards Body Standard Scope and Technical Focus
SAE 1772 Defines connector interfaces, voltage and current ratings, and charging levels
for AC and DC electric vehicle supply equipment.
. . Specifies communication message sets enabling coordinated interaction among
Society of Automotive SAE J2847 EVs and grid-management systems.
Engineers (SAE) . . . .
SAE 2293 Describes system architecture, power requirements, and functional
communication aspects for conductive and inductive EV charging.
Establishes technical requirements for inductive (wireless) charging systems
SAEJ1773 . . .
used in electric vehicles.
IEEE 1547 Specifies technical criteria for safe and reliable interconnection of distributed

Institute of Electrical
and Electronics
Engineers (IEEE)

IEEE 519-1992

IEEE 1366-2012

IEEE 1159-1995

IEEE 1100-1999

energy resources with electric power systems.

Recommends harmonic distortion limits to maintain acceptable power quality
in electrical networks.

Defines reliability indices and evaluation methods for electric power
distribution systems.

Provides standardized techniques for monitoring, measuring, and classifying
power-quality disturbances.

Offers guidance on grounding and power-conditioning practices for sensitive
electronic equipment.

Addresses interoperability, grid-connection practices, and emerging

P1547/P2100.1 standardization needs for distributed energy and charging systems.
National Electric Establishes installation and safety requirements for conductive and inductive
Code (NEC) NEC 625, NEC 626 electric vehicle charging infrastructure.
Defines mechanical and electrical specifications for EV charging connectors,
IEC 62196
plugs, and socket outlets.
. IEC 61851 Specifies general operational, control, and protection requirements for
International conductive EV charging systems.
Electrotechnical

Commission (IEC)

IEC 61000-2/3/4

Sets electromagnetic compatibility limits covering harmonics, flicker, and
conducted disturbances in power systems.

Addresses wireless power-transfer systems for electric vehicle

IEC 61980 . o
charging applications.
' UL 2594, UL 1741 Spec1f1§s safety requirements for EV supply equipment, inverters, converters,
Underwriters and grid-connected power-electronic devices.
Laboratories (UL) UL 2231, UL 2202, Defines protection and safety criteria for EV charging circuits and
UL 2251 associated equipment.

3.5. AC/DC Converter Topologies for V2G

Charger power-stage design plays a critical role in determining system efficiency,

grid-code compliance, and overall V2G performance. Modern EVSE typically employs
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a two-stage architecture in which a front-end AC/DC converter provides power-factor
correction and harmonic mitigation, followed by an isolated DC/DC converter that regu-
lates battery charging and ensures galvanic isolation [108,109]. On-board implementations
commonly utilize boost-type or semi-bridgeless PFC topologies because of their favor-
able balance of simplicity, cost, and acceptable performance within the size and thermal
constraints of vehicle-integrated hardware [110-112]. Bidirectional PWM rectifiers and
totem-pole PFC circuits offer four-quadrant operation and reduced conduction losses
for V2G-ready OBCs. Recent reviews of bidirectional converter technologies for electric
vehicles further emphasize the importance of soft-switching operation, reactive-power
controllability, and converter-level coordination with regenerative braking systems for effi-
cient V2G integration [113]. Isolated stages often employ PSFB or LLC resonant converters,
while bidirectional designs use dual active bridge (DAB) or CLLC converters that enable
soft-switching and efficient bidirectional operation [114-118]. High-power DC fast chargers
increasingly use three-phase Vienna rectifiers, PWM rectifiers, or NPC rectifiers due to
lower harmonic distortion, reduced device stress, and improved reactive-power control,
making them suitable for V2G applications [119-122].

Prior studies assess V2G-capable charging infrastructure under varying assumptions
on charging location, power level, and control scope, leading to divergent conclusions
on scalability and grid value. Residential and workplace charging is often identified as
more suitable for V2G due to predictable dwell times [80], whereas public fast-charging
environments offer higher power but limited sustained V2G participation because of short
connection durations [81,82]. Comparative analyses show that bidirectional on-board
chargers remain constrained by packaging, thermal, and cost limits [84-86], while off-
board DC systems provide greater flexibility for controlled bidirectional operation [87-90].
At the standards level, CHAdeMO offers mature V2G functionality [95,96], with Chao]i
and the Megawatt Charging System extending bidirectional operation to high-power and
heavy-duty applications [97-102]. Grid-integration and converter-level studies further
indicate that scalable V2G deployment requires compliance with stringent interconnec-
tion requirements and advanced AC/DC topologies capable of efficient bidirectional and
reactive-power operation [103-105,108,109,113,118].

4. Communication Systems and Interoperability Standards

Reliable Vehicle-to-Grid (V2G) operation depends on a communication framework
capable of enabling secure, low-latency, and interoperable data exchange among electric
vehicles, charging stations, aggregators, and grid operators. Because V2G involves co-
ordination of both energy and information flows, the communication architecture must
integrate standardized protocol layers, robust authentication mechanisms, and scalable
backend systems.

4.1. Communication Requirements for V2G Networks

V2G environments exhibit unique characteristics that differ from conventional smart-
grid communication systems. High vehicle mobility, intermittent connectivity, and short
plug-in durations require rapid session establishment and reliable transmission of key
information such as battery state-of-charge, EV availability, tariff signals, and dispatch
instructions [123,124]. Sensitive data, including user identity, movement patterns, and
charging behavior, require strong privacy safeguards and cryptographic protection [125].
As illustrated in Figure 5, the V2G communication framework integrates electric vehi-
cles, charging points, charging-network backends, V2G aggregators, and distribution or
transmission system operators (DSO/TSO), enabling hierarchical coordination between
the transportation and power systems through standardized communication interfaces.
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Bidirectional EV-EVSE interactions are supported via ISO 15118; charger-backend commu-
nication is governed by OCPP; roaming and backend interoperability are facilitated through
OCPL and aggregator—grid coordination with DSO/TSO is enabled using utility-grade
protocols such as IEC 61850 or OpenADR over secure, TLS-encrypted channels.

IEC 61850
4—

V2G Aggrevator

Power Generation

' '
! Authentication Server !

OCPP

a
= ISO 15118
«—>

Electric Vehicle Charging Point Charging Network Backend

Communication Server ~ Communication Server

Figure 5. System-level communication architecture for V2G operation.

The traditional Wi-Fi technologies have demonstrated limitations for V2G, includ-
ing variable latency, susceptibility to interference, and inadequate support for real-time
grid services. Wireless power-transfer standards such as GB/T 38775.2, IEC 61980, and
SAE ]J2954 define only the physical and link layers for inductive charging and do not ad-
dress application-layer processes needed for secure bidirectional energy transactions [126].
Additional communication mechanisms are therefore necessary to support secure, real-time
V2G interactions.

Scalability, Communication Latency, and Real-Time Control Stability

As V2G participation scales to very large electric-vehicle populations, potentially
reaching hundreds of thousands to millions of units, communication latency and data
volume impose fundamental constraints on control-system design [127]. A fully cen-
tralized architecture in which a single controller ingests high-frequency telemetry from
all participating EVs and directly computes real-time control actions is not a realistic or
stability-preserving assumption at such scales, as raw data streaming would lead to ex-
cessive bandwidth demand, congestion-induced latency variation, and queueing effects
incompatible with closed-loop real-time control [128]. Therefore, large-scale V2G systems
employ hierarchical and time-scale-separated control architectures [129]. Fast inner con-
trol loops responsible for current regulation, voltage control, protection, and grid-code
compliance are implemented locally at the EV or EVSE power-electronic interface and
are fully decoupled from wide-area communication networks. Intermediate controllers at
the feeder or site level aggregate EVSE behavior, enforce distribution-network constraints,
and exchange reduced-order flexibility representations rather than raw high-frequency
measurements [130]. Upper-layer aggregators operate on slower time scales, perform-
ing scheduling, optimization, and market coordination using bounded power envelopes,
availability windows, and event-triggered updates [131].

From a stability perspective, this separation of time scales is critical. Since real-time
control loops are closed locally, communication latency and data-volume growth associated
with large EV populations do not enter the critical control loop and therefore do not directly
affect stability margins [132]. Communication delays primarily influence higher-level
supervisory decisions, where slower update rates can be tolerated without destabilizing the
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physical system. An order-of-magnitude consideration further motivates this design. Even
compact status messages transmitted by one million EVs at multi-second intervals would
generate aggregate data rates on the order of hundreds of megabits per second before
accounting for protocol overhead, encryption, and backend processing [133]. Centralized
real-time feedback under such conditions would be highly vulnerable to congestion and
jitter, reinforcing the need for aggregation, edge or fog processing, and event-driven com-
munication [134]. Overall, scalable V2G deployment depends on control architectures that
localize fast power-electronic regulation, aggregate system-level information, and limit the
influence of communication latency on real-time control dynamics. This architectural sepa-
ration enables stable operation under high EV penetration while supporting coordinated,
communication-enabled V2G services at the system level.

4.2. Interoperability Protocols and Application-Layer Communication

Interoperability across heterogeneous charging networks relies on standardized com-
munication protocols. ISO 15118 defines application-layer message structures for charging
control, session management, tariff exchange, and Plug-and-Charge authentication [37,38].
It recommends Transport Layer Security (TLS) and X.509 certificates for ensuring con-
fidentiality and authenticity [135]. However, unilateral authentication schemes remain
susceptible to impersonation and man-in-the-middle attacks, underscoring the need for
mutual authentication in secure V2G deployments [136].

The Open Charge Point Protocol (OCPP) governs communication between charg-
ing stations and backend management systems, enabling remote configuration, firmware
updates, diagnostics, billing, and energy-management services [137,138]. Existing OCPP
versions do not explicitly define bidirectional power-transfer commands, posing imple-
mentation challenges for fast V2G power-setpoint exchanges without protocol extensions.
Roaming interoperability is provided by the OCPI, which standardizes the representation
of charger locations, tariffs, connector configurations, and session metadata, allowing users
to access charging resources across multiple service providers [139,140]. For full global
interoperability, ISO 15118, OCPP, and OCPI must integrate with regional DC charging
systems, including CHAdeMO, CCS (PLC-based), and GB/T (CAN-based), to support AC
and DC bidirectional charging.

4.3. Cybersecurity Exposure in V2G and Cyber-Physical Ecosystems

The expansion of V2G increases the cyber-attack surface across transportation and
power-system infrastructures. In bidirectional Vehicle-to-Grid (V2G) operation, electric
vehicles evolve from passive electrical loads into active, networked cyber-physical assets,
in which power exchange, digital communication, and control decisions are tightly coupled.
Electric vehicles use multiple communication modules and electronic control units (ECUs)
that may be exploited to gain unauthorized access, manipulate charging or discharging
schedules, or disrupt grid-support functions [141]. This tight coupling fundamentally
differentiates V2G cybersecurity from conventional information-technology security, as
cyber intrusions can propagate directly into physical power-system behavior. While this
integration enables advanced grid services and intelligent energy management, it simul-
taneously expands the attack surface across EVs, charging stations, backend platforms,
aggregators, and grid-control interfaces [142,143]. Consequently, cybersecurity threats in
V2G systems extend beyond isolated data breaches and can directly affect grid stability,
service availability, and user trust.

Vulnerabilities at the EV-charger interface can propagate into smart meters, distribu-
tion automation systems, protection relays, and phasor measurement units, potentially
threatening broader grid stability [144-146]. This propagation risk highlights a critical
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systemic concern: attacks originating at the network edge (EVs or EVSEs) can escalate into
feeder-level or system-level disturbances when vehicles participate in coordinated grid
services. Key threat vectors arise at multiple layers of the EV—grid architecture. Communi-
cation links are vulnerable to interception, spoofing, replay, and man-in-the-middle attacks,
which may enable unauthorized manipulation of charging commands or energy transac-
tions [147,148]. From a control perspective, such attacks are particularly harmful because
they target the integrity and timing of supervisory signals rather than merely user data.
Firmware and software components at both the EV and EVSE levels present high-impact
risks, as compromised updates or malicious code injection can override local control logic
and propagate attacks into backend and aggregation systems [149]. Data-centric threats,
including privacy leakage and false data injection, further undermine load forecasting,
billing accuracy, and grid control functions [150,151]. Notably, false-data injection attacks
are especially critical in V2G contexts, as they can distort state estimation and scheduling
decisions without triggering immediate alarms. In addition, large-scale denial-of-service
attacks targeting charging infrastructure or cloud-based energy management platforms
pose significant risks to operational continuity and grid resilience [139].

V2G ecosystems are increasingly integrated with advanced digital technologies such
as blockchain-based transaction systems, Al-driven forecasting, and dense IoT sensor
networks [152-154]. Although these technologies enhance coordination, scalability, and
automation, they also increase system complexity and introduce additional trust dependen-
cies across the EV-EVSE-backend—grid chain. These systems rely on continuous real-time
data exchange, making data integrity and privacy essential for operational resilience and
user trust. Many existing V2G cybersecurity studies address individual attack vectors or
protocol-level protections in isolation, without sufficiently accounting for their interaction
with real-time control loops and grid-support functions. Figure 6 synthesizes represen-
tative cyberattack classes affecting V2G systems and illustrates their interaction with the
underlying cyber-physical architecture. The figure emphasizes that identity-based attacks
(e.g., impersonation and Sybil attacks), communication-layer exploits (e.g., replay and
man-in-the-middle attacks), service-level disruptions (e.g., denial-of-service attacks), and
control-oriented threats such as false-data injection do not operate independently. Instead,
these threats can reinforce one another and propagate across communication, control, and
power layers. In particular, replay and false-data injection attacks pose severe risks to grid-
support services, as manipulated measurements or duplicated transactions can destabilize
control loops and lead to incorrect dispatch decisions at the aggregator or grid level.
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Figure 6. Cyber threats in V2G systems.
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Collectively, these observations underscore that V2G cybersecurity is fundamentally
a cyber-physical resilience problem rather than a purely communication or data-security
challenge. Effective mitigation, therefore, requires defence-in-depth strategies that inte-
grate secure communication protocols, strong authentication and access control, firmware
integrity assurance, intrusion detection, and resilient control mechanisms aligned with
confidentiality, integrity, and availability principles [139]. Rather than deploying isolated
countermeasures, future V2G systems must adopt holistic, security-aware control archi-
tectures that explicitly account for how cyber incidents interact with power-electronic
dynamics, aggregation logic, and grid constraints.

4.4. Security Mechanisms and Emerging Research Challenges

A comprehensive V2G security framework requires multilayered defense strate-
gies that include cryptographic protection, identity management, secure communication
channels, intrusion detection, and regular updates to EVSE and backend software. TLS-
encrypted channels, certificate-based authentication, and fine-grained access control con-
stitute the technical foundation of secure communication [155-157]. Strong cryptographic
algorithms can impose computational burdens on embedded EVSE hardware, motivating
research into lightweight or hardware-accelerated security solutions [158].

Identity-based cryptographic systems have been proposed to protect user privacy
while supporting secure authentication, authorization, and billing, but these approaches
require rigorous key-distribution and key-revocation mechanisms [159,160]. Hybrid ar-
chitectures combining fog computing with blockchain can distribute computational work-
loads, create tamper-resistant transaction records, and enhance resilience of V2G energy
exchanges [161]. Advanced simulation frameworks incorporating realistic mobility pat-
terns, charging behavior, and network models are needed to study cyberattack propagation
and quantify system-level impacts on grid stability [36,162]. As V2G continues to evolve,
secure communication standards, interoperable protocol extensions, and cyber-physical
resilience strategies will remain essential for safe and scalable deployment.

Existing V2G communication studies emphasize different system layers, leading to
fragmented conclusions about deployment readiness. Networking-focused work high-
lights the need for low-latency, reliable communication under high mobility and short
plug-in durations [123,124], while privacy-oriented analyses emphasize strong crypto-
graphic protection for sensitive user and mobility data [125]. Protocol-level studies show
that ISO 15118 enables secure EV-EVSE interaction and session management [37,38,135],
yet remains vulnerable without mutual authentication [136]. Backend-focused research
identifies OCPP and OCPI as essential for charger management and roaming [137-140],
but notes limited native support for fast bidirectional power control. Cybersecurity anal-
yses further demonstrate that vulnerabilities at the EV and EVSE layers can propagate
into grid-control systems [141,144-146]. Although blockchain-based and lightweight secu-
rity mechanisms improve trust and resilience [152,155,158,161], their computational and
integration overhead remains a barrier to large-scale adoption.

5. Grid Aware Mobility Optimization and VGI Services

This section examines how grid-interactive vehicle integration (VGI) extends conven-
tional V2G from stationary charging to transportation systems. Four domains are addressed:
coordinated charging control, routing with integrated energy management, shared and au-
tonomous mobility services, and pricing mechanisms for coupled power—transport networks.
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5.1. Adaptive Charging Coordination in VGI Environments

Electric vehicle (EV) charging is becoming an increasingly significant load. The In-
ternational Energy Agency(IEA) data indicate that EVs consumed around 180 TWh of
electricity in 2024, which is about 0.7% of global final electricity use, with demand expected
to increase to nearly 780 TWh by 2030 [163]. If left unmanaged, EV charging can amplify
peak demand and create congestion. Coordinated charging and discharging strategies
therefore aim to support grid stability, reduce operational costs, and enable services such
as frequency regulation, load shifting, and improved utilization of renewable energy.

Research on VGI-aware charging typically adopts learning-based, optimization-based,
or rule-based approaches.

Learning-based approaches: Reinforcement learning (RL) methods have demonstrated
strong capability in addressing stochastic travel patterns and price uncertainty. Deep RL
schemes in [164] minimize voltage fluctuations and charging cost under battery degra-
dation. The framework in [165] co-optimizes charging and discharging for users and
aggregators under heterogeneous mobility. Model-free deep RL in [166] minimizes cost
while guaranteeing required departure SOC under uncertain arrival times and tariffs.
The study in [167] incorporates price variability, degradation, and commuting patterns,
confirming the suitability of RL for high-dimensional uncertainty.

Optimization-based approaches: When system constraints are well defined, mathematical
programming is effective. Quadratic programming for reducing net-load variance and volt-
age deviations is demonstrated in [168]. A two-stage day-ahead and real-time workplace
V2G optimization is developed in [169]. Multi-objective optimization in [170] reduces grid
energy usage and improves BESS lifetime. The ILP model in [171] minimizes operating
cost for charging-station operators under uncertain driving cycles.

Rule-based approaches: Decision-tree charging control using voltage, current, and SOC
measurements is proposed in [48], supported by IoT and edge-computing for real-time V2G
operation. Recent studies highlight that realistic user behavior remains insufficiently repre-
sented. Data-driven mobility models using NHTS and origin—destination datasets [172,173]
better capture spatial and temporal charging variability. VGI strategies for extreme events
such as heatwaves or cold spells remain limited. Commercial fleets, which possess struc-
tured routes and high utilization, are another promising but underexplored domain.

5.2. Integrated Routing and Energy Scheduling for VGI

The Electric Vehicle Routing Problem (EVRP) extends traditional routing by incor-
porating battery constraints, charging time, and infrastructure availability. With VGI,
routing and energy scheduling become interdependent: routing choices influence V2G
opportunities, while grid prices and congestion influence optimal routing.

RL-based routing with energy transactions is demonstrated in QuikRouteFinder [174],
which outperforms genetic algorithms and MILP in computation time. An agent-based RL
approach combining V2G and battery swapping is proposed in [175], showing approxi-
mately 5.65 times faster execution than genetic algorithms.

Classical optimization approaches include a genetic algorithm with Hidden Markov
Models and trust-region optimization for V2G-aware routing [176]; a MILP formulation
that jointly schedules routing and V2G exchange on an IEEE 37-bus feeder [177]; and a
two-echelon GA-VNS method for routing electric trucks supported by Mobile Charging
Trailers [178].

Scalable decentralized methods include a multi-agent RL framework based on a
DEC-MDP for EVs equipped with PV and storage [179], and a hierarchical multi-agent
RL routing—charging model for coupled transport and grid networks [180]. Economic
formulations such as [181] and time-expanded V2G network models in [182] show that
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V2G can lower logistics costs and improve route feasibility. Overall, EVRP studies show
that routing, charging, and V2G scheduling form a tightly coupled optimization problem.

5.3. Shared and Autonomous Mobility with VGI Integration

Shared mobility systems, including car sharing, ride-hailing, and on-demand deliv-
ery, exhibit high turnover and stochastic travel demand. Efficient charging policies must
therefore consider relocation needs, state-of-charge (SOC) variation, and VGI opportunities.
Figure 7 presents a representative VGI coordination architecture in which an EV aggre-
gator and a fleet operator jointly manage energy and mobility decisions for shared and
autonomous EV fleets. In this framework, the EV aggregator collects grid-side information
such as load conditions, energy prices, and charging-station availability, and performs
charging and discharging scheduling using centralized, decentralized, or hierarchical con-
trol strategies under constraints including available power, charging/discharging limits,
SOC targets, and discrete time slots. In parallel, the fleet operator focuses on mobility-
oriented decisions, including vehicle allocation, task and passenger assignment, routing
and relocation operations, and real-time monitoring of vehicle location, ride requests, and
charger availability. The interaction between these two entities enables coordinated en-
ergy—mobility optimization, in which longer, more predictable dwell-time windows for
SAEVs enhance aggregator flexibility for optimal scheduling without degrading mobility
service quality. Relocation challenges observed in bike-sharing systems [183] also arise in
shared EV networks. A model-predictive control strategy for shared autonomous EVs that
provide V2G is proposed in [184], demonstrating cost reductions and stable waiting times
using Tokyo mobility data. Dynamic pricing for shared fleets is studied in [185], which
forecasts station-level demand using a graph convolutional neural network and employs
panel cointegration and particle filtering to optimize price signals for V2G profitability.
Coupled power—transport network modelling in [186] demonstrates that integrated V2G
participation and mobility dispatch can reduce energy-supply cost and increase driver
revenue. Private EV owners often hesitate to participate in V2G due to concerns about
degradation and convenience [187]. Centralized shared autonomous EV (SAEV) fleets are
more amenable to V2G participation. Life-cycle assessment in [188] shows cost reductions
of approximately 19.6%, annual V2G revenue of 2272 USD per vehicle, and significant
reductions in greenhouse-gas emissions. Simulations in [184] indicate that each SAEV can
replace 7-10 private vehicles and maintain a comparable level of service, with V2G revenue
improving fleet economics.
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Figure 7. Architecture of coordinated EV aggregation and SAEV fleet operations under grid and
mobility constraints.
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5.4. Dynamic Pricing Strategies for VGI Systems

Pricing serves as a key coordination mechanism linking transport behavior and power-
system objectives. Dynamic tariffs can shift charging to off-peak periods, align load with
renewable availability, reduce congestion, and maintain economic feasibility. Nonlinear
programming frameworks for integrated energy—traffic systems are presented in [189],
which incorporate human behavior, real-time traffic data, and power-system states. A
related dual-network model in [190] shows that optimized prices mitigate voltage devia-
tions, reduce network losses, shorten queues, and redistribute charging. Game-theoretic
pricing is explored in [191], where a Stackelberg formulation is used to compute V2G tariffs
while accounting for battery cycling costs and user inconvenience. A more general coupled
transportation—distribution pricing model in [192] demonstrates improved spatial load
distribution and reduced congestion. Reinforcement learning for real-time pricing under
uncertainty is studied in [193], where the SurCharge system achieves up to 24% higher
revenue while respecting SOC limits and user price sensitivity. Decentralized RL strategies
incorporating power-flow constraints appear in [194], and local-global pricing adaptation
is shown in [195]. Future pricing research must integrate behavioral heterogeneity, detailed
transport-network dynamics, and power-system constraints while ensuring computational
scalability through machine learning and game-theoretic methods.

VGI studies employ diverse control paradigms, yielding differing conclusions about
scalability and effectiveness. Learning-based methods adapt well to stochastic mobility and
pricing uncertainty [164-167] but require extensive data and offer limited interpretability,
whereas optimization-based approaches provide explicit constraint handling and perfor-
mance guarantees [168-171] at the cost of higher computational complexity. Rule-based
strategies are computationally efficient [48] but struggle to capture realistic user behavior
and extreme events, motivating data-driven mobility models [172,173]. In routing and
scheduling, reinforcement learning improves scalability compared to classical optimiza-
tion [174,175], while MILP and metaheuristic methods achieve higher solution quality
with increased computational burden [176-178]. Studies on shared and autonomous fleets
show more consistent V2G participation than private ownership [184,186,188], whereas
pricing-oriented analyses indicate that dynamic and learning-based tariffs can improve
grid performance but require tight coupling between transport behavior and power-system
constraints [189-193].

6. Challenges
6.1. Hardware, Infrastructure, and Grid-Integration Challenges

Despite significant progress, several hardware and infrastructure-level challenges
continue to limit large-scale V2G deployment. Battery degradation under bidirectional
operation remains insufficiently quantified under realistic mobility patterns, tempera-
ture variations, and heterogeneous user behavior, making it difficult to design control
strategies that balance grid support with battery longevity [196]. Comprehensive reviews
indicate that V2G operations can increase cyclic degradation relative to conventional usage,
highlighting the importance of degradation-aware scheduling and battery management
systems in practical V2G control frameworks [197]. In addition, bidirectional EVSE and on-
board chargers must improve protection coordination and power-setpoint responsiveness
to reliably support V2G services while complying with ride-through performance, anti-
islanding protection, harmonic limits, and reactive-power requirements. Interoperability
across charging ecosystems also remains fragmented, as harmonized bidirectional control,
metering, and settlement semantics are still lacking across ISO 15118, OCPP, OCPI, and
region-specific DC charger standards, thereby constraining cross-network and large-scale
V2G deployment.
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6.2. Communication, Cybersecurity, and Interoperability Challenges

Large-scale V2G participation substantially expands the cyber-physical attack surface
across EVs, charging infrastructure, backend management systems, roaming interfaces, and
grid-facing communication channels. Systematic reviews of V2G cybersecurity research
show that while many studies address protection of EVs and charging stations, significant
gaps remain in end-to-end cybersecurity frameworks that include user behavior, physical
access vulnerabilities, and system recovery functions [125]. This highlights the need for
defense-in-depth architectures that integrate authenticated communication, encryption,
secure firmware updates, and anomaly detection with broader ecosystem resilience. Pri-
vacy protection is equally critical, as V2G relies on sensitive user information, including
mobility patterns and charging behavior. Robust data governance that ensures regulatory
compliance and user trust is still developing. Existing interoperability protocols were
largely designed for unidirectional charging and billing and therefore require extensions
to support low-latency bidirectional power commands, real-time metering, and reliable
settlement across heterogeneous charging infrastructures and market platforms.

6.3. Mobility-Aware Control, Markets, and Scalability Challenges

At the system level, aggregation and coordination mechanisms must reconcile grid
objectives with user convenience, uncertain plug-in durations, and highly dynamic mo-
bility constraints. Economic assessments underscore that transparent market designs and
incentive structures that fairly compensate energy delivery, grid services, and battery us-
age are essential to broad participation but remain underdeveloped [198]. Many existing
optimization- and learning-based V2G and VGI control frameworks also lack scalability
and rigorous validation under realistic distribution network constraints, protection limits,
and high EV penetration scenarios, necessitating extensive simulation and field testing.
Hierarchical control architectures that separate fast converter-level regulation from slower
fleet-level scheduling and market decision-making are therefore essential. Finally, broader
VGI applications, including shared and autonomous mobility services, require tighter cou-
pling among transport network dynamics, routing decisions, and power system operations,
underscoring the need for improved datasets and integrated models that capture real-world
mobility diversity and infrastructure limitations.

7. Discussion: Deployment-Oriented Implications for V2G and VGI

The reviewed literature shows that the scalability and feasibility of V2G and broader
VGI systems are determined primarily by the coherence of the overall cyber—physical
architecture rather than by individual component performance. Many conflicting conclu-
sions across prior studies stem from differing assumptions regarding control hierarchy,
communication latency, battery-aging representation, and security trust models, rather
than from intrinsic limitations of bidirectional power transfer [14,15,29,30].

From an architectural standpoint, fully centralized V2G control frameworks are in-
creasingly impractical at scale. Studies on large EV populations and aggregator-based
coordination demonstrate that centralized designs relying on high-frequency telemetry and
real-time dispatch impose excessive communication overhead and are vulnerable to latency
variation and congestion [127,128,131]. In contrast, hierarchical control architectures that
localize fast current, voltage, and protection loops at the EV or EVSE level, aggregate
flexibility at site or feeder controllers, and assign scheduling and market interaction to
upper-layer aggregators operating on slower time scales exhibit superior scalability and
stability [129,130,132]. This separation of time scales prevents communication latency from
entering critical real-time control loops and preserves grid-code compliance.
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Battery degradation represents a second key constraint on practical deployment.
Empirical and model-based studies consistently show that V2G-induced aging depends
strongly on depth of discharge, cycling frequency, current rate, and temperature, with
power-oriented services such as frequency regulation causing substantially less degradation
than energy-oriented services such as peak shaving and arbitrage [44—46]. In contrast,
system-level optimization studies that rely on simplified throughput-based aging models
or neglect degradation tend to overestimate long-term economic benefits [29,30]. This
mismatch explains many inconsistencies in the V2G feasibility literature and reinforces the
need for degradation-aware supervisory control [58,66].

Cybersecurity considerations further highlight the importance of architecture-aware
design. V2G systems that tightly couple real-time control with wide-area communication
are inherently more vulnerable to false-data injection, replay, and denial-of-service at-
tacks [35,36,147]. Defense-in-depth strategies that decouple fast local control from external
communication and employ authenticated, encrypted channels, secure firmware updates,
and continuous monitoring significantly reduce the risk of cyber incidents propagating
into physical grid behavior [139,141,149].

Overall, the reviewed evidence indicates that scalable and secure V2G deployment
depends on coordinated design across power electronics, communication, control, cyberse-
curity, and market participation, rather than optimization within isolated technical layers.
Future deployment-oriented studies should explicitly evaluate how architectural assump-
tions, degradation modeling fidelity, and security mechanisms interact under realistic grid
and mobility conditions [36,131].

8. Conclusions

This review examined V2G and broader VGI from a system-level perspective, linking
battery and BMS constraints, bidirectional power-electronic interfaces, charging infrastruc-
ture, interoperability protocols, cybersecurity exposure, and mobility-aware coordination.
Scalable V2G operation is an end-to-end capability across EVs, EVSEs, backend platforms,
and grid interfaces, governed by battery aging and thermal limits, BMS-enforced operat-
ing envelopes, and grid-facing converters capable of bidirectional power exchange under
stringent power-quality and interconnection requirements.

At the infrastructure and standards level, conductive charging remains dominant, but
practical bidirectional services depend on robust digital EV-EVSE communication and
effective protection coordination. When exporting power, EVs function as inverter-based
distributed energy resources and must satisfy ride-through, anti-islanding, harmonic, DC-
injection, and reactive-power requirements. Large-scale V2G participation substantially
expands the cyberattack surface across vehicles, charging equipment, backend systems,
roaming interfaces, aggregators, and utility-facing channels, necessitating a defense-in-
depth cybersecurity architecture.

At the VGl level, routing, charging, and V2G scheduling form a coupled optimization
problem shaped by uncertain mobility patterns, variable plug-in durations, grid constraints,
and user participation. While learning-, optimization-, and rule-based approaches offer
different trade-offs, practical deployment consistently favors hierarchical coordination
architectures that decouple fast converter-level regulation from slower fleet-level and
market-oriented decision-making, while explicitly accounting for battery degradation.

A synthesis of the literature indicates that divergent conclusions on V2G feasibility
largely arise from heterogeneous modeling assumptions and partial system representations.
Although bidirectional power transfer is technically mature, scalability and economic
assessments vary widely because degradation dynamics, distribution-network constraints,
protection coordination, and cyber—physical interactions are often simplified or omitted.
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Treating cybersecurity and interoperability in isolation from control and grid-operation
analysis further obscures deployment realism.

From a near-term deployment perspective, the reviewed evidence supports prioritiz-
ing edge-integrated, hierarchical, and distributed V2G architectures, where fast current,
voltage, and protection control is executed locally at the EV or EVSE level, and aggregators
operate on slower scheduling and market time scales using bounded flexibility represen-
tations that adapt to local grid conditions. Future deployments should increasingly align
with Zero Trust Architecture (ZTA) principles, incorporating mutual authentication under
ISO 15118-20, automated certificate and key lifecycle management via PKI, hardware-root-
of-trust-based encrypted communication, and secure over-the-air firmware updates as
baseline security requirements. From a standardization standpoint, priority should be
given to operationalizing interoperability frameworks to support bidirectional V2X services,
transparent State-of-Health exchange, and low-latency V2G dispatch, with harmonized
alignment across ISO 15118, OCPP 2.0.1/2.1, and IEEE 1547-2018 /2020 standards.

Looking ahead, future research should move beyond isolated feasibility demonstra-
tions toward integrated, deployment-oriented evaluation frameworks that jointly consider
battery degradation, grid constraints, cybersecurity, communication latency, and realistic
mobility behavior. Such integrated assessments are essential for a credible evaluation of
the technical and economic viability of large-scale V2G and VGL
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