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Abstract

The increasing complexity and scale of cyber threats have pushed Cyber Threat Intelligence
(CTTI) beyond the capabilities of traditional rule-based systems. This article explores how
Artificial Intelligence (AI), particularly Machine Learning (ML), Deep Learning (DL), Natu-
ral Language Processing (NLP), and graph-based analytics, is reshaping the CTI landscape.
By automating threat data processing, enhancing attribution, and enabling predictive ca-
pabilities, Al is transforming CTI into a proactive and scalable discipline. By analysing
CTTI architectures, real-world use cases, platform comparisons, and current limitations,
this study highlights the emerging opportunities and challenges at the intersection of
cybersecurity and Al This analysis concludes that the future of CTI lies in hybrid systems
that seamlessly combine human expertise with intelligent automation.

Keywords: deep learning; indicators of compromise; machine learning; natural language
processing; predictive cybersecurity; threat attribution; threat intelligence platforms

1. Introduction

In an increasingly interconnected world, Cyber Threat Intelligence (CTI) has become a
central component of modern cybersecurity strategies. CTI refers to the collection, analysis,
and dissemination of information about current and potential cyber threats, including threat
actors, their Tactics, Techniques, and Procedures (TTPs), and Indicators of Compromise
(IoCs) associated with malicious activities. Its relevance stems from the growing com-
plexity and frequency of cyberattacks, which increasingly require organisations to adopt
intelligence-informed and proactive approaches to risk mitigation and defence planning.
Rather than replacing traditional security controls, CTI complements them by providing
contextual and anticipatory insights that support more informed decision-making.

By enabling organisations to move beyond purely reactive responses, CTI supports
earlier detection, prioritisation, and mitigation of cyber threats, thereby reducing the
potential impact of incidents and contributing to overall organisational resilience. In
practice, CTI is commonly leveraged to inform a range of defensive activities, including
threat prioritisation, Incident Response (IR), and strategic planning. Key motivations for
adopting CTI include the following:
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e  Proactive defence against cyber threats: Anticipating potential attacks allows organisa-
tions to identify relevant threats before they materialise. By analysing adversaries” mo-
tives, tactics, and capabilities, CTI can support risk-informed forecasting and defensive
preparation, as well as the prioritisation of resources toward higher-impact threats.

e  Reducing the impact of cyber incidents: early identification of threats enables faster
and more targeted responses, limiting the time available for attackers to cause harm
and reducing potential operational and reputational damage.

e  Enhancing IR: CTI provides contextual information that helps understand the ac-
tors, objectives, and techniques involved in an incident. Insights derived from prior
analyses can also be used to refine response workflows and playbooks, improving
consistency and effectiveness over time.

e  Aligning defences with adversarial tactics: ongoing CTI analysis helps identify emerg-
ing tools, techniques, and attack patterns, enabling defensive measures to evolve in
response to observed adversary behaviour.

e  Supporting decision-making: CTI informs strategic and tactical decisions by high-
lighting risks relevant to an organisation’s sector, scale, and infrastructure, supporting
more transparent and defensible resource allocation.

e  Protecting sensitive data and critical assets: by identifying exploitable weaknesses in
systems and processes, CTI contributes to risk reduction strategies aimed at safeguard-
ing sensitive information and necessary services.

e  Enhancing threat intelligence sharing: CTI facilitates participation in intelligence-
sharing initiatives, including open-source platforms such as OpenCTI (Open Cyber
Threat Intelligence). The exchange of analysed intelligence can strengthen collective
defence against shared threats.

e  Supporting compliance and risk management: Regulatory frameworks, including
GDPR (General Data Protection Regulation), increasingly require organisations to
assess and manage cyber risks. CTI can support these obligations by providing
structured threat analysis as part of broader risk management processes.

e Preventing operational disruption: CTI supports business continuity planning by
identifying threats that could disrupt critical operations and informing mitigation
strategies in advance.

e Strengthening organisational resilience: by integrating technical, procedural, and
human factors, CTI encourages a holistic view of cybersecurity and promotes pre-
paredness across organisational roles.

As the volume, velocity, and variety of cyber threat data continue to increase, tradi-
tional CTI approaches—often reliant on manual analysis and rule-based systems—face
scalability and timeliness limitations. The diversity of data sources, the use of obfuscation
techniques by attackers, and the demand for near-real-time intelligence have motivated the
exploration of more adaptive and automated approaches. Within this context, Artificial In-
telligence (AI) has emerged as a key enabling technology rather than a standalone solution.

The application of Al in CTTI has attracted growing attention as a means to enhance
threat detection, analysis, and forecasting capabilities [1-4]. Advances in Machine Learning
(ML) [5-10] and Natural Language Processing (NLP) [11-14] have influenced how threat in-
telligence is collected, enriched, and operationalised. ML techniques enable the processing
of large and heterogeneous datasets, support pattern recognition, and facilitate data-driven
prioritisation and prediction tasks. In this work, the term “predictive” denotes proba-
bilistic, time-aware forecasting capabilities based on historical patterns and behavioural
signals, rather than descriptive statistics or correlational analysis. NLP methods allow
the extraction of relevant information from unstructured sources, such as Open-Source
INTelligence (OSINT). At the same time, graph-based learning techniques support the
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correlation and analysis of complex attack campaigns [15]. Collectively, these approaches
enable CTI workflows that are more scalable and responsive, while also introducing new
technical and operational challenges.

The integration of Al into CTI, therefore, represents not only a technological en-
hancement but also a shift in operational practice. Several factors contribute to this
convergence, including:

e The exponential growth of security-relevant data from logs, threat feeds, and
external sources.

e  The increasing sophistication of Advanced Persistent Threats (APTs).

e  The widespread adoption of CTI platforms, including open-source solutions such as
MISP (Malware Information Sharing Platform and Threat Sharing) and OpenCTI, as
well as commercial Threat Intelligence Platforms (TIPs).

e  The maturation of Al techniques capable of operating under noisy, incomplete, and
adversarial conditions.

A growing body of literature reflects these developments. Reference [16] examines
CTI sharing practices and the challenges associated with automation, while [17] discusses
limitations in existing sharing frameworks and explores the potential of Deep Learning (DL)
to improve collaboration. The survey in [18] provides a comparative analysis of DL-based
intrusion—detection approaches and datasets. Other studies focus on cyberattack detection
in Internet of Things (IoT) environments using DL [19,20] and Federated Learning (FL) [21].
Reference [22] analyses the role of Al in automated cybersecurity response and decision-
making, while [23] presents an Al-enhanced CTI processing pipeline and emphasises the
importance of human—Al synergy. Reference [24] employs ML techniques and the UNSW-
NB15 dataset [25] to train and evaluate a hybrid model combining Support Vector Machines
(SVM), random forest, and Multilayer Perceptron (MLP). Meanwhile, Ref. [26] explores the
use of agentic Al to select SOC functions automatically. Additionally, the European Union
Agency for Cybersecurity (ENISA) provides ongoing assessments of emerging threats
through its annual Threat Landscape reports [27].

Taken together, these studies indicate that Al-enhanced CTI is transitioning from
experimental exploration to practical adoption, while raising important questions about
evaluation, trust, and governance.

This study examines opportunities and challenges at the intersection of cybersecurity
and Al by analysing CTI architectures, representative use cases, and CTI platform capa-
bilities. It follows a structured qualitative review approach, focusing on representative
architectures, Al techniques, and platforms rather than exhaustive coverage. In contrast
to surveys centred on individual Al techniques or isolated CTI tasks, this work adopts a
holistic, Al-centric perspective spanning the entire CTI lifecycle. This study is guided by
the following research question: how is Al reshaping the architecture, capabilities, and
operational workflows of CTI systems throughout the CTI lifecycle? The main contributions
of this paper are as follows:

e  The definition of a unified Al-enhanced CTI architectural model integrating data
collection, enrichment, correlation, prioritisation, and operationalisation within a
single conceptual framework.

e A systematic mapping of Al techniques to CTI functions, contrasting traditional and
Al-driven workflows across multiple operational dimensions.

e A structured comparison of open-source and commercial CTI platforms, considering
functional requirements, non-functional properties, and Al capabilities.

e An analysis of current limitations and future research directions, including au-
tonomous CTI agents, federated intelligence, and human-AlI collaborative systems.
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Together, these contributions aim to provide a reference framework for researchers,
practitioners, and decision-makers involved in the design, evaluation, and adoption of
Al-enhanced CTI systems.

The remainder of the paper is as follows: Section 2 describes the architecture of a
modern CTI system. Section 3 examines the role of Al in CTI and associated use cases.
Section 4 presents a comparative qualitative analysis of CTI platforms with Al capabilities.
Section 5 discusses challenges and limitations of Al-driven CTI. Section 6 outlines future
research directions, and Section 7 concludes the paper.

2. Unified AI-Enhanced CTI Conceptual Architecture
2.1. Conceptual Overview and Design Rationale

This review adopts a structured qualitative approach, focusing on representative
architectures, Al techniques, and CTI platforms rather than exhaustive enumeration, to
synthesise how Artificial Intelligence supports the CTI lifecycle at a system level. Accord-
ingly, this work should be interpreted as a structured qualitative synthesis rather than a
systematic or algorithm-centric review, prioritising conceptual integration, architectural
coherence, and functional abstraction over low-level implementation detail.

In this context, the paper’s primary contribution is to unify Al-enabled CTI capa-
bilities across the full intelligence lifecycle under a single architectural perspective. As
such, the analysis prioritises architectural and system-level abstraction over algorithmic
depth, emphasising how different classes of Al techniques are positioned, combined, and
operationalised within CTI pipelines, rather than proposing or optimising specific models.

Building on this layered perspective, the proposed conceptual model integrates Al
capabilities directly within each stage of the CTI pipeline, rather than treating Al as an
external or auxiliary component. Al functions are therefore modelled as cross-cutting en-
ablers embedded throughout the lifecycle, supporting data ingestion, enrichment, analysis,
prioritisation, and operational decision support, while accommodating both automated
and analyst-driven workflows.

Human expertise is incorporated across all architectural layers through Human-in-
the-Loop (HITL) mechanisms, ensuring that automated intelligence generation remains
interpretable, accountable, and operationally relevant. This design choice reflects cur-
rent evidence that Al-driven CTI systems achieve greater effectiveness and trustworthi-
ness when automation is combined with expert validation, contextual judgement, and
continuous oversight.

2.2. Core Architectural Layers of AI-Enhanced CTI

In the proposed model, Al techniques support five tightly coupled architectural layers,
each corresponding to a distinct stage of the CTI lifecycle:

e  Data acquisition and ingestion, where NLP techniques and automated crawlers extract
structured intelligence from heterogeneous sources, including OSINT, technical threat
feeds, and internal telemetry.

e Normalisation and enrichment, where ML-based classifiers and entity-resolution
models enhance raw indicators with contextual information. At the ingestion and
enrichment layers, recent report-to-STIX extraction frameworks (e.g., AZERG [28])
demonstrate how Large Language Models (LLM)-based pipelines can operationalise
the generation of structured CTI artefacts by extracting STIX entities and relationships
from unstructured reports.

e  Analysis and correlation, where graph-based learning and pattern recognition tech-
niques infer relationships between indicators, campaigns, and threat actors.
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e  Threat scoring and prioritisation, where probabilistic models and anomaly-detection
techniques assess relevance, urgency, and operational risk.

e  Operationalisation and decision support, where Al-assisted analytics and human-Al
interfaces support IR, reporting, and strategic decision-making.

2.3. Unified Al-Enhanced CTI Reference Architecture

Figure 1 illustrates the unified Al-enhanced CTI reference architecture, integrating Al
capabilities across the full CTI lifecycle. Al techniques support data ingestion, enrichment,
analysis and correlation, threat prioritisation, and operational decision support, while
human-—AlI collaboration spans all architectural layers. The model emphasises a transition
from static, indicator-centric CTI pipelines toward adaptive, intelligence-driven systems.
This unified architecture serves as a methodological and architectural framework for the
design, analysis, comparison, and practical implementation of Al-enhanced CTI systems.

[ Human-Al Collaboration ]

[ Analyst Feedback Explainability Governance & Trust ]

a N s N e N ‘a ‘3 N
Data Acquisition & | Normalisation & | Analysis & | Threat Scoring & Operationalisation &

Ingestion * Enrichment * Correlation &y Priorisation ”| Decision Support

g y \ y N y 4 J N J

OSINT & Threat Feeds STIX Campaigns & TTPs Risk Scores SIEM & SOAR

Logs & Telemetry GeolP / ASN MITRE ATT&CK (Anomaly Detection Incident Response

Dark Web Entity Resolution Threat Actors Contextual Relevance Reporting

N e a s Y
NLP Automated ML Entity Graph ML Pattern Probabilistic | | ML-based LLMs Recommendation
Crawlers Classifiers Linking (GNNs) Recognition Models Scoring Engines
y y \ J

Figure 1. Unified Al-enhanced CTI conceptual architecture.

2.4. Functional Capabilities of CTI Systems

A CTI system is a specialised system designed to collect, process, analyse, enrich,
correlate, and disseminate threat data to support the detection, response, and mitigation
of cyber threats. It serves as a central coordination layer for managing intelligence on
malicious activities, actors, tools, and tactics. CTI systems support security roles such
as analysts, incident responders, and threat hunters by providing structured intelligence
products and contextual insights, rather than raw indicators alone.

From an operational perspective, CTI systems typically provide the following benefits:
e  Enhanced threat detection by incorporating up-to-date intelligence to identify emerg-

ing threats.

e Improved IR, by contextualising security events and supporting faster triage and
investigation.

o  Centralised threat management, enabling correlation across heterogeneous data sources.

e  Risk-informed defence planning, through mapping adversarial TTPs and potential
attack paths.

e  Cross-team collaboration, facilitating shared situational awareness among security
stakeholders.

e  Compliance and reporting support, by structuring intelligence in line with regulatory
and governance requirements.
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To deliver these capabilities, CTI systems must support a set of core functional components:

e  Threat data collection, aggregating information from OSINT, commercial feeds, ISACs
(Information Sharing and Analysis Centres), and internal sources, and supporting
structured exchange through standards such as STIX/TAXII (Structured Threat Infor-
mation Expression/Trusted Automated Exchange of Indicator Information) [29,30].

e  Threat intelligence processing, transforming raw data into actionable intelligence
through normalisation, de-duplication, and enrichment of IoCs.

e  Analysis and correlation, linking intelligence to threat actors, APT groups, campaigns,
and TTPs using frameworks such as MITRE ATT&CK (Adversarial Tactics, Techniques,
and Common Knowledge).

e  Threat visualisation, providing graphical representations and dashboards to support
situational awareness and trend analysis.

e  Operationalisation integration, enabling intelligence-driven action through integration
with SIEM (Security Information and Event Management), SOAR (Security Orchestra-
tion, Automation, and Response), firewalls, and vulnerability management tools.

e  Threat scoring and prioritisation, ranking threats according to severity, relevance, and
potential impact.

e Collaboration and information sharing, supporting controlled dissemination using
protocols such as the Traffic Light Protocol (TLP).

2.5. Reference Architecture and Deployment Model

Modern CTI architectures have evolved from rigid, linear processing pipelines to more
dynamic, adaptive systems. Based on a synthesis of existing CTI platforms and recent
Al-driven advances, this work adopts a layered reference architecture for Al-enhanced CTI
systems, summarised in Table 1.

Table 1. Architecture of a CTI system with Al integration.

Layer

Key Elements

Data collection layer

Data ingestion (OSINT /Feeds/Logs/Sensors), NLP-based extraction,
automated crawlers

Data normalisation and enrichment layer ~ STIX 2.1, GeolP, ASN, DNS, entity resolution and Al-based enrichment

Analysis and correlation layer MITRE ATT&CK, clustering, graph-based analysis (e.g., GNNs)

Threat scoring and prioritisation layer Threat scores, anomaly detection, probabilistic and ML-based scoring

Integration and action layer

SIEM, SOAR, EDR/XDR, CTI platforms, LLM-assisted decision support

The data collection layer ingests structured and unstructured threat data from di-
verse sources, including structured feeds (e.g., STIX/TAXII, commercial intelligence feeds
such as Anomali ThreatStream [31], Recorded Future [32]), unstructured sources such
as blogs and reports, internal telemetry (e.g., firewall logs, IDS/IPS (Intrusion Detection
System/Intrusion Prevention System) alerts, SIEM data), and community-driven platforms
such as MISP and OTX (Open Threat Exchange). Al-based crawlers and NLP models are
increasingly used at this stage to extract relevant IoCs and TTPs from unstructured content.

The data normalisation and enrichment layer converts collected data into a standard
schema (typically STIX 2.1) and augments it with contextual attributes such as geolocation,
ASN (Autonomous System Number), DNS (Domain Name System) information, historical
sightings (e.g., through sources like VirusTotal [33]), and attribution hypotheses (linking
IoCs to known threat actors or APT groups). Al techniques support entity recognition,
disambiguation (e.g., distinguishing between benign and malicious domains) [34], and
enrichment recommendation, particularly in large and heterogeneous datasets.
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The analysis and correlation layer represents the analytical core of CTI systems. It sup-
ports TTP mapping using MITRE ATT&CK or similar ontologies [35], pattern recognition,
clustering of related incidents, and graph-based analysis of relationships between IoCs, mal-
ware families, and threat actors. Graph Neural Networks (GNNs) and associated techniques
have been applied to uncover latent relationships within large CTI knowledge graphs.

The threat scoring and prioritisation layer assists analysts in triaging intelligence by
combining historical observations, contextual relevance, and anomaly detection to rank
threats and highlight deviations from expected behaviour.

Finally, the integration and action layer operationalises CTI by connecting intelligence
outputs with the broader security ecosystem, including SIEM, SOAR, EDR/XDR (End-
point Detection and Response/Extended Detection and Response), and CTI management
platforms, enabling both automated and analyst-driven response workflows.

CTI architectures may be centralised, decentralised, or distributed [36]. The architec-
ture summarised in Table 1 reflects a centrally orchestrated CTI pipeline, in which intel-
ligence processing is coordinated through a unified analytical core, while data collection
remains distributed across multiple sources. This design supports end-to-end coordination
among ingestion, analysis, prioritisation, and action, while preserving flexibility at the
data-collection layer.

3. The Role of Al in CTI

The Al techniques discussed in this section are analysed in the context of the unified
Al-enhanced CTI architecture introduced in Section 2.1, highlighting how different models
support specific layers of the CTI pipeline.

Traditional CTI systems have primarily relied on predefined rule sets, manual analysis,
and static threat feeds. While effective for specific tasks, these approaches face scalability
and timeliness limitations in highly dynamic, adaptive threat environments. Al techniques
address some of these limitations by enabling data-driven, adaptive, and scalable analysis,
supporting both automation and analyst decision-making. The following subsections
examine how different Al techniques contribute to specific CTI functions.

3.1. Machine Learning for Indicator Classification and Enrichment

Manual classification of domains, IP addresses (IPs), Uniform Resource Locators
(URLs), and file hashes as benign or malicious are time-consuming and prone to inconsis-
tency. In [37], the authors analyse the evolving nature of IoCs and their implications for
predictive and defensive mechanisms. Supervised ML models can be trained on historical
datasets (e.g., MISP, VirusTotal [32], PhishTank [38]) to classify previously unseen IoCs
based on syntactic features, behavioural attributes, and contextual metadata. Commonly
applied algorithms include Random Forests, XGBoost, SVM, and Logistic Regression.

DL approaches, such as Convolutional Neural Networks (CNNs) and Long Short-
Term Memory (LSTM) networks, have been applied to feature learning from raw strings
and traffic logs. These models reduce reliance on manual feature engineering but introduce
challenges related to interpretability and generalisation. In [39], a CNN-based system was
applied to anomaly detection and multilingual threat intelligence analysis across multiple
data sources. In [40], a collaborative DL model combining an unsupervised LSTM with
a supervised CNN was evaluated on the CTU-13 and IoT-23 datasets, achieving high
detection rates with low false-positive rates.

3.2. Natural Language Processing for Threat Intelligence Extraction

A substantial portion of CTI originates from unstructured textual sources, including
blogs, forums, dark web marketplaces, and APT reports. NLP techniques enable the auto-
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matic extraction of entities (e.g., malware names, Common Vulnerabilities and Exposures
(CVEs), domains) and relationships from such sources. Typical use cases include entity
recognition, document summarisation for situational awareness, and sentiment or urgency
analysis in underground communications.

Commonly used models include Bidirectional Encoder Representations from Trans-
formers (BERT), Robustly Optimised BERT Pretraining Approach (RoBERTa), Generative
Pre-trained Transformers (GPT), and custom Named Entity Recognition (NER) pipelines
built on frameworks such as spaCy. In [41], NLP-based extraction and classification models
achieved high accuracy under controlled experimental conditions.

Recent CTI extraction frameworks have demonstrated end-to-end pipelines for con-
verting unstructured reports into structured threat intelligence. For example, AZERG
proposes a task-decomposed LLM-based workflow to extract STIX entities and relation-
ships, supporting semi-automated report generation with expert validation [28]. These
approaches automate early CTI lifecycle stages while reinforcing the need for human
oversight to ensure correctness and accountability.

3.3. Graph-Based Learning for Correlation and Attribution

Cyberattack campaigns often share infrastructure, tooling, or tactics that are difficult
to identify through isolated indicators. Graph-based representations enable the modelling
of complex relationships between threat actors, malware, infrastructure, and IoCs. CTI
platforms such as OpenCTI already employ graph-based visualisation to support analyst-
driven correlation.

Graph-based Al techniques, including GNNs, Knowledge Graph Embeddings (e.g.,
TransE (Translating Embeddings), ComplEx (Complex Embeddings)), and community
detection algorithms (e.g., Louvain, Infomap), have been applied to tasks such as campaign
clustering, attribution hypothesis generation, and discovery of latent threat relationships.
These techniques support correlation at scale but remain sensitive to data quality and
graph completeness.

3.4. Predictive Analytics and Threat Forecasting

Al techniques also support predictive CTI capabilities, enabling a shift from retrospec-
tive analysis toward anticipatory intelligence. By analysing historical campaigns, attacker
behaviour, and temporal patterns, models can forecast likely future targets, techniques, or
indicators. Use cases include predicting phishing campaigns based on domain registration
patterns and forecasting trends in vulnerability exploitation using signals such as CVSS
(Common Vulnerability Scoring System) scores and discussion volume.

Standard techniques include time-series models (e.g., AutoRegressive Integrated
Moving Average (ARIMA), Prophet, LSTM), Reinforcement Learning (RL) for adversarial
behaviour modelling, and meta-learning approaches for generalising across attack patterns.
As highlighted in [42], forecasting zero-day exploitation remains a particularly challenging
problem, underscoring the uncertainty inherent in predictive CTL

3.5. Al-Assisted Decision Support and Response

The integration of AI with SOAR platforms has enabled automated triage, response
orchestration, and analyst augmentation. LLMs can generate incident summaries, recom-
mend response actions, and translate technical findings into formats suitable for decision-
makers [43]. Recent surveys, such as [44], analyse the application of LLMs across intrusion
detection, malware analysis, and phishing detection.

However, LLM deployment in CTI introduces new risks, including prompt injection,
data poisoning, insecure output handling, and adversarial manipulation. Empirical eval-
uations in [45] demonstrate promising results for Al-assisted CTI extraction and report
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generation, but also reveal variability across models. These findings motivate hybrid ap-
proaches that combine automated extraction with validation and ensemble strategies to
approach human-level accuracy.

3.6. Operational Definition of Predictive CTI

In operational terms, predictive CTI refers to a CTI system’s ability to generate time-
aware, forward-looking intelligence outputs that anticipate the likelihood, evolution, or
impact of cyber threats before they materialise. In this context, predictive CTI does not
imply deterministic prediction of specific future attacks, but rather probabilistic, time-aware
anticipation based on historical patterns, behavioural signals, and contextual indicators,
subject to uncertainty and analyst validation. Such systems typically ingest temporally
ordered data (e.g., incident reports, campaign timelines, telemetry, and external intelligence
feeds) and perform tasks including threat occurrence forecasting, campaign evolution
prediction, and risk-based prioritisation. Descriptive and correlational analyses are treated
as enabling components within the CTI pipeline, but are not, by themselves, interpreted as
predictive unless validated in a time-aware, forward-looking setting.

The outputs of predictive CTI extend beyond alerts to include ranked threat assess-
ments, confidence-scored forecasts, and recommended pre-emptive actions that inform
defensive planning and resource allocation. From an evaluation perspective, predictive CTI
should be assessed using metrics that capture timeliness, lead time, prioritisation quality,
and operational relevance, rather than relying solely on static accuracy.

Table 2 summarises several areas of work in CTI and how they can be approached dif-
ferently, depending on whether Al is used. This structured comparison explicitly contrasts
traditional CTI processes with Al-enhanced approaches across the full intelligence lifecycle.

Table 2. Traditional approach to CTI vs. Al-enhanced approach to CTI.

Area

Traditional CTI Approach

Al-Enhanced CTI Capability

IoC Classification

Manual review, analyst-driven
tagging, static rule sets

Supervised ML and DL models supporting
automated classification and anomaly detection

OSINT parsing

Manual reading, keyword matching,
and regular expressions

NLP pipelines and LLM-based extraction for
entity recognition and relation identification

Campaign correlation

Analyst-driven graphing and manual
hypothesis building

Graph-based learning and community
detection to support scalable correlation

Threat attribution

Expert-driven analysis based on TTP
similarity and infrastructure reuse

Probabilistic correlation and graph-based
learning to support attribution analysis

Threat forecasting

Retrospective analysis and
trend extrapolation

Time-series modelling and behaviour-based
forecasting to support probabilistic,
anticipatory analysis

Alert prioritization

Static scoring rules and
severity thresholds

Context-aware ML-based scoring supporting
dynamic prioritisation

Response automation

Manual execution or
rule-based playbooks

Al-assisted playbook recommendation and
selective automation in SOAR platforms

Dark web monitoring

Manual crawling and
ad hoc monitoring

Automated collection and content classification
using Al-driven agents

Report generation

Analyst-written technical and
executive summaries

LLM-assisted drafting of technical and
executive intelligence reports

Decision support

Periodic static reports

Interactive decision-support tools and natural
language interfaces
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The integration of Al into CTI has moved far beyond academic research and is actively
transforming operational environments. Table 3 summarises several concrete CTI use cases
and how they can be approached differently, depending on whether Al is used. Across the
use cases presented, Al can significantly enhance CTI capabilities by improving scalability,
timeliness, and analytical depth. In many operational contexts, the use of Al supports
a transition from predominantly reactive defence mechanisms toward more proactive,
adaptive, and predictive cyber defence [46]. Beyond improving speed and scalability, Al
models also uncover hidden patterns, adversarial strategies, and early warning signals that

are extremely difficult to detect manually at scale.

Table 3. Concrete CTI use cases with and without Al

Use Case

Without AI

With Al

Malicious URL Detection

Reliance on manually curated
blocklists and rule-based filtering,
which require frequent updates and
may miss novel or obfuscated URLs.

ML models (e.g., Bidirectional Long
Short-Term Memory (BiLSTM), CNNs)
trained on large labelled datasets to
support detection based on lexical,
structural, and contextual features.

Extraction of IoCs from OSINT
and threat reports

Manual review of reports and forum
posts to identify IPs, domains, CVEs,
and malware names, resulting in
time-consuming and

inconsistent extraction.

NLP models (e.g., BERT, GPT) and
LLM-based pipelines to support
automated extraction and structuring of
threat intelligence from unstructured text.

Threat actor
campaign attribution

Attribution based primarily on
expert judgement and manual
correlation of TTPs and infrastructure.

Graph-based learning techniques to
support clustering of campaigns and
generation of attribution hypotheses.

Threat forecasting

Retrospective analysis and heuristic
trend extrapolation based on
historical incidents.

Time series and behaviour-based models
(e.g., LSTM, Prophet) to support
forecasting of potential future

threat activity.

Triage and automated response

Manual alert triage and
analyst-driven execution of

Al-assisted risk scoring, contextual
correlation, and selective automation

response actions. through SOAR platforms.

4. CTI Platforms and Tools with AI Capabilities
4.1. Platform Evaluation Methodology

The comparison of CTI platforms in this study follows a criteria-based qualitative
evaluation methodology designed to be transparent and reproducible. Rather than relying
on performance metrics tied to specific deployments or proprietary datasets, platforms are
assessed against a standard set of evaluation dimensions that reflect their functional scope,
operational characteristics, and Al-related capabilities.

The evaluation criteria are grouped into three categories:

e  Functional requirements, covering threat intelligence ingestion, organisation, enrich-
ment, analysis, visualisation, integration, and IR support.

e Non-functional requirements, including scalability, usability, reliability, security, cost,
and extensibility.

o  Al-related capabilities, such as support for NLP, graph-based analysis, automated
enrichment, predictive analytics, and integration of custom ML models.

Each platform is evaluated against these criteria using publicly available documen-
tation, such as open-source feature sets or vendor information. This approach enables
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consistent, repeatable comparisons while acknowledging that quantitative benchmarking
would require controlled experimental environments beyond the scope of this work.

The CTI platforms analysed in this section can be interpreted as different imple-
mentations of the unified Al-enhanced CTI architecture introduced in Section 2.1, each
emphasising specific layers or capabilities depending on design goals and target use cases.

Platforms were selected to represent a diverse set of widely referenced open-source
and commercial CTI solutions. Inclusion criteria comprised documented support for
CTI standards (e.g., STIX/TAXII), relevance to Al-enhanced intelligence workflows, and
sufficient public technical documentation. Platforms lacking adequate documentation or
relevance to Al-enabled CTI were excluded from the analysis.

4.2. Functional and Non-Functional Evaluation Criteria

When analysing CTI platforms, both functional and non-functional criteria are es-
sential to assess alignment with organisational requirements, operational workflows, and
technical constraints.

Functional Evaluation Criteria

The main functional criteria considered in this study include:

e  Threat intelligence collection and ingestion: support for importing threat data from
multiple sources, including open-source feeds, commercial feeds, ISACs, and internal
reports; compatibility with STIX/TAXII; and integration with external sources such as
MISP, VirusTotal [33], and public APIs (Application Programming Interface).

o Threat data organisation and management: normalisation and de-duplication of
redundant data; support for IoCs (e.g., IPs, hashes, domains) and higher-level entities
(e.g., actors, TTPs); and contextual linking of entities across campaigns and incidents.

e  Threat intelligence analysis and enrichment: automated enrichment (e.g., geoloca-
tion, reputation scoring), correlation with frameworks such as MITRE ATT&CK, and
historical analysis to identify recurring patterns.

e  Visualisation and reporting: graph-based representations of relationships, dashboards
for Key Performance Indicators (KPIs) and trends, and configurable reporting for
stakeholders with varying technical expertise.

e Integration with other systems: connectivity with SIEM, SOAR, firewalls, endpoint
protection platforms, and IR tools such as The Hive [47], supported by APIs and
bidirectional data exchange.

e  Collaboration and information sharing: support for intelligence sharing within trusted
communities, implementation of the TLP, and Role-based Access Control (RBAC).

e IR and mitigation support: linkage between threat intelligence and active in-
cidents, support for response workflows, and integration with automated or
semi-automated playbooks.

e Interoperability and standards compliance: adherence to STIX/TAXII, API-based
interoperability, and alignment with regulatory and industry frameworks such as
GDPR and MITRE ATT&CK.

Non-functional Evaluation Criteria
The non-functional criteria considered include:

e  Performance and scalability: capacity to handle large volumes of threat data, query
latency, and scalability across distributed or cloud-based deployments.

e  Usability: interface design, accessibility for non-technical users, learning curve, and
availability of documentation and training resources.

e  Reliability and availability: platform stability, high-availability options, and support
for backup and disaster recovery.

e  Security: Encryption for data at rest and in transit, RBAC, and audit logging.
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o Cost and licensing: licensing models, total cost of ownership, and availability of
open-source or hybrid options.

e  Customisation and flexibility: support for custom workflows, dashboards, enrichment
sources, and extensibility through APIs or scripting.

e  Support and community: vendor support quality (e.g., SLAs (Service Level Agreement))
or, for open-source platforms, the strength and activity of the supporting community.

e Innovation and roadmap: update frequency, adoption of emerging techniques, and
transparency regarding future development.

4.3. Comparative Analysis of Open-Source and Commercial CTI Platforms

A range of CTI platforms integrate Al to varying degrees in support of inges-
tion, enrichment, analysis, and response. Tables 4 and 5 present a structured compar-
ison of seven representative platforms—MISP [48], OpenCTI [49], YETI (Your Everyday
Threat Intelligence) [50], Recorded Future [32], Anomali ThreatStream [31], ThreatQuo-
tient (ThreatQ) [51], and the integrated IBM X-Force [52], QRadar [53], and Watson [54]

stack—based on functional and non-functional criteria.

Table 4. Comparison of functional requirements of key CTI platforms.

Functional

Anomali

IBM X-Force +

Requirement MISP OpenCTI YETI Recorded Future ThreatStream ThreatQ ‘%Radar +
atson
. . Ingestion of .
Threat Manual input, Native ) Auton_mted Aggregatlpn structured and Collection
. . APIs, Manual input ingestion from from multiple through IBM
intelligence connectors, feeds, . unstructured
> STIX/TAXII, and basic open web, dark feeds, R threat feeds and
collection and APIs, STIX2.1, data via APIs, . . .
. . feeds, external REST API web, and STIX/TAXII, integration with
ingestion . TAXII A feeds, and
enrichers technical sources  APIsupport . QRadar
manual inputs
Tagging, Graph-based Ontologies and Structured data Structured CTI
Threat data . . Contextual threat ~ management
I taxonomy, data model with Flat tagging and knowledge- models and - .
organisation and . L . : library with across X-Force
correlation explicit entity IoC labelling graph-based workspace-based T,
management . R . A LA entity linking and QRadar
mechanisms relationships organisation organisation
components
Native and
Threat External scripts extensible Limited native Integrated ML, ML-based API-based NLP-driven
. . . enrichment . . NLP, and enrichment, risk . X
intelligence and enrichers for analysis, typically . - enrichment and analysis and
> . modules, - . analytics for scoring, anomaly ; .
analysis and scoring and . . combined with . ¢ . contextual enrichment using
. i including ML enrichment and detection via . ;
enrichment contextualisation external tools R . analysis Watson services
and NLP prioritisation enrichers
integrations
. Graph, Dashboards, Customisable Dashboards and
Tabular views . o .. Dashboards, R AN
Visualisati . visualisation, Minimal User graph - . dashboards, visualisation
isualisationand  and basic graphs, P . correlation views P
N .. timelines, Interface (UI)and  exploration, and threat timelines, through QRadar
reporting limited - - and feed .
dashboards dashboards, basic IoC views automated monitorin and correlation and Watson
and filtering reporting & views interfaces
API, STIX/TAXII,  Extensive APIs Isrhtaeglrastgggv ith Integration with Integration with Deep integration
Integration with script-based and connectors REST API for ticketin an. c,l SIEM, SOAR, and SIEM, SOAR,and  with IBM SIEM,
other systems third-party for SIEM, SOAR, basic integrations & 2 enrichment EDR platforms SOAR, EDR, and
. . vulnerability - .
integration and TIPs services via APIs external systems
platforms
. Multl—usel" Collaboration Team Multi-user
. Community- collaboration . P Role-based . 3
Collaboration . . . Single-user or primarily . 1 collaboration collaboration
. . driven sharing, with granular . . . sharing within
and information - lightweight oriented toward through across SOC teams
. tagging, TAXII roles and . . . workspaces and .
sharing - collaboration intelligence i role-based with workflow
servers organisational . communities P
. consumption workflows coordination
views
Native support
. . Case Contextual . . for IR workflows,  Integrated IR and
e Not native, relies . N . Integration with
IR and mitigation . . managementand  Notdesigned for  intelligence to case response through
on integrations SOAR and
support with IR tools observable IR workflows support IR, not a ticketing systems  ianagement, IBM SOAR
tracking full IR platform &Sy and evidence and QRadar
handling
Strong STIX Native STIX 2.1, Support for STIX Native
1.x/2.xand . and MITRE STIX/TAXII STIXand MITRE ~ STIX/TAXIL
I . TAXII, MITRE Partial STIX
nteroperability TAXII support, S ATT&CK, support and ATT&CK support and
. ATT&CK support, limited . . . . . . .
and standards scripting support: audit compliance alignment with alignment with alignment, alignment with
compliance extensibility, an}cjli che’:ma fea tlfres selected regulatory API-based NIST, ISO, and
GDPR- compliance requirements interoperability GDPR
enforcement
awareness frameworks frameworks
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Table 5. Comparison of non-functional requirements of key CTI platforms.

Non-Functional

Anomali

IBM X-Force +

Requirement MISP OpenCTI YETI Recorded Future ThreatStream ThreatQ ‘%Radar +
atson
Sultgble _for small ~ Modular and o Cloud-based Enterprise- Designed for
to mid-sized scalable Limited N Scalable for oriented
. s infrastructure . o large-scale
deployments, architecture scalability, . enterprise use, scalability, .
Performance and i : K s : designed to includi P enterprise
e scalability using workers primarily suited including performance
scalability handle large . deployments
depends on and connectors, for small-scale or multi-tenant depends on .
deployment suitable for large laboratory use volumes of deployments architecture and leveraging [BM
. threat data ) . infrastructure
and tuning data volumes configuration
Intuitive UI, Dashboards and . . Guided
i\e/[:ri‘?;atiurve increased Basic Ul with interfaces iI;rtoe frefzscls&ailth a ﬁ?:g:;onemed workflows and
Usability func tiorglal ’ complexity with limited designed for moderate offective ’u sema interfaces
large graph interactivity operational - . se may integrated with
web U datasets consumption learning curve require training Watson services
Stable operation . aop . R .
dependent on Generally stable - High availability  High availability High-availability Enterp glge—grade
Reliability and local deployment;  with appropriate Limited through through cloud or options available availability
o1 . AT " . high-availability cloud-based hybrid L supported by
availability high availability configuration for critical .
ossible with and redundanc features deployment deployment deployments IBM service
lc)on figuration Y models options ploy guarantees
Enterprise-grade
. security aligned
RBAC Encryptionand - el S tand | WithNIST
Depends on T . e access controls . - . . (National
. ) . authentication Minimal built-in 1 enterprise integration with :
Security configuration, - . d ity f managed within dard ; Institute of
integration, an security features standards (e.g., enterprise
RBAC ¢ . a secure cloud : Standards and
audit logging . RBAC, secure security
environment APIs) frameworks Technology), ISO
and GDPR
requirements
Costand Open—source, Open—gource, Op en-source, Commercial Commercial Commercial Commercial
li . operational costs operational costs operational costs . . . . . . - .
icensing licensing licensing licensing licensing
may apply may apply may apply
High flexibility lelted. . Mosie'rz'ate ngh flexibility Moderate
. - .. customisation of flexibility via APIs, P s
- High flexibility through Limited flexibility within
Customisation 2 o core platform, through workflow
S through scripting ~ connectors, APIs, flexibility . X L IBM frameworks
and flexibility and modules and extensible by desi configurable enrichers, customisation, and predefined
data model y en outputs templates, and dashboard mo dzls
and reports and APIs configuration
Sl
Support ?nd community with open-source community a'nd Vendor support Vendor support Vendor support Global [BM
community extensive communit limited ongoing support
documentation Y development
. Ongoing . .
Cqmmunlty— Active - development Ongoing Ongoing Continued
. driven Limited development development . .
Innovation and development focused on innovation
development - development . focused on focused on
roadmap s with frequent .. analytics and . . through IBM
with incremental i activity . enrichment and automation and
feature additions automation . . . Research
updates features orchestration integration

4.4. Discussion and Platform Selection Considerations

When evaluating CTI platforms against functional requirements, the following anal-
ysis summarises how each solution supports critical areas, including threat intelligence
collection, data organisation, analysis, and IR.

e  Threat intelligence collection and ingestion: Recorded Future and Anomali Threat-
Stream provide broad coverage of external sources and support automated inges-
tion workflows. Recorded Future includes collection from a wide range of sources,
including the dark web, while Anomali ThreatStream focuses on aggregating and
orchestrating multiple feeds with enrichment support. These characteristics may be
relevant for organisations requiring high-volume, multi-source ingestion.

e  Threat data organisation and management: OpenCTI supports a graph-based data
model and extensible entity relationships, which can facilitate the structuring and
management of large volumes of CTI. Recorded Future also uses a knowledge graph-
based organisation to support navigation across entities and their relationships.

e  Threat intelligence analysis and enrichment: Recorded Future provides integrated
analytics capabilities, including ML and NLP components, to support enrichment and
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prioritisation tasks. OpenCTI supports analysis through native features and extensibil-
ity, enabling integration with external ML tools and anomaly detection modules.
Visualisation and reporting: Recorded Future provides dashboards and visual explo-
ration features aimed at communicating intelligence to different stakeholders. Anomali
ThreatStream includes dashboards and reporting functions that support monitoring
and feed management.

Integration with other systems: OpenCTI provides extensive API and connector-based
integration options, supporting interoperability with SIEM and SOAR ecosystems. The
IBM X-Force Threat Intelligence + QRadar + Watson stack provides tight integration
within IBM environments, which may be relevant for organisations already operating
IBM’s SIEM and response tooling.

Collaboration and information sharing: MISP and OpenCTI both support multi-
user collaboration and intelligence sharing. MISP is commonly used in community-
driven sharing environments and provides robust support for exchanging IoCs via
standards-based mechanisms (e.g., STIX/TAXII). OpenCTI supports role-based access
and collaborative workflows across multiple users and organisational contexts.

IR and mitigation support: The IBM X-Force Threat Intelligence + QRadar + Watson
stack integrates CTI with SIEM and SOAR workflows to support triage and response
activities. ThreatQ includes IR-oriented workflows (e.g., case management and analyst
tasking) to support operational incident handling.

When evaluating platforms against non-functional requirements, the following anal-

ysis highlights relevant considerations such as performance, scalability, usability, and

operational constraints.

Performance and scalability: The IBM X-Force Threat Intelligence + QRadar + Watson
stack is designed for large-scale enterprise deployments, leveraging QRadar’s infras-
tructure. OpenCTI supports scalability through its modular architecture (e.g., workers
and connectors), allowing organisations to expand ingestion and processing capacity
as needed.

Usability: Recorded Future provides dashboards and reporting interfaces aimed at sup-
porting operational consumption of intelligence. ThreatQ) also offers analyst-oriented
workflows, although effective use may depend on training and organisational maturity.
Reliability and availability: IBM X-Force Threat Intelligence + QRadar + Watson
typically leverages enterprise infrastructure and service guarantees (depending on
deployment). Recorded Future also offers high-availability delivery models through
cloud-based operation.

Security: The IBM stack and Anomali ThreatStream include security features aligned
with enterprise deployments, such as access control and secure integration options.
Cost and licensing: Open-source platforms such as MISP and OpenCTI reduce li-
censing costs but may require additional investment in deployment, integration, and
maintenance. Commercial platforms (e.g., Recorded Future, Anomali ThreatStream,
IBM X-Force) follow subscription or enterprise licensing models that vary with scale,
data volume, and service levels.

Customisation and flexibility: OpenCTI supports extensibility through connectors
and APIs, enabling customised workflows and integrations. ThreatQ also supports
workflow tailoring and external integrations through open APlIs.

Support and community: MISP and OpenCTI benefit from active open-source com-
munities and extensive shared resources. Commercial platforms typically provide
structured vendor support depending on contractual arrangements.
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Finally, Table 6 provides a structured comparison of the same platforms—MISP [48],
OpenCTI [49], YETI [50], Recorded Future [32], Anomali ThreatStream [31], ThreatQ [51],
and IBM X-Force [52] + QRadar [53] + Watson [54]—with a specific focus on Al-related
capabilities (e.g., NLP support, graph-based analysis, STIX 2.1 compliance, and integration
of custom ML models). This table complements Tables 4 and 5 by isolating Al-related
functionality under the same evaluation framework, while acknowledging that the degree
of Al integration and transparency varies substantially across platforms.

Table 6. Comparison of Al features, interoperability, and typical use cases of key CTI platforms.

Al Graph Custom ML Representative Use
Platform Type integration NLP Support Analysis STIX2.1 Integration Al Usage Cases
Typ ically extended Centralised CTI feed
using external
enrichment scripts or management, [oC
MISP Open-source External External No Partial External N . pts o sharing, and
integrations for scoring, . .
community-driven
NLP-based report .
. . correlation
parsing, or IoC analysis
Integration of NLP
tools, anomaly Strategic and operational
Native and Native and detection modules,and  CTI, knowledge graph
OpenCTI Open-source extensible Yes Yes Yes external graph-based ML (e.g., construction, campaign
GNNs) for correlation correlation
and attribution support
Commonly used Lightweight IoC
alongside external menacement. lab
YETI Open-source No No No Partial Minimal analytics pipelines 1ag 4
. environments, front-end
rather than as a native for enriched CTI
Al-enabled platform
NLP-driven extraction, ~ Threat monitoring,
Recorded ML-based scoring, vulnerability
Future Commercial Proprietary Advanced Yes Partial Proprietary trend analysis, and prioritisation,
report generation using  geopolitical and
proprietary models strategic CTI
ML.-based fllterlng, Threat feed
. . enrichment, and risk X
Anomali . Moderate (via . . . . N . . orchestration, IoC
Commercial . Basic Partial Yes Via enrichers scoring primarily .
ThreatStream enrichers) enrichment, anomaly
through external or d .
. . etection
integrated enrichers
Integration with .
. . . Threat analysis,
ThreatQ Commercial _Avallablle via Limited Yes Yes Via APIs ML-based gnrlchment workflow-driven CTI,
integrations and analytics tools SOC and IR support
through open APIs PP
NLP-based analysis of
IBM X-Force threat reports, Enterprise SOC
Threat High (Watson Coenitive automated operations, Al-assisted
Intelligence+  Commercial &1 Advanced Partial Yes 8T summarisation, and triage, decision support,
services) Services L
QRadar + analytics integrated and response
Watson with SIEM and orchestration
SOAR workflows

Among the open-source platforms, OpenCTI provides a comparatively broad set of
native features, including graph-based data modelling, STIX 2.1 support, and integration
with NLP tools and ML-based enrichment modules. Its modular architecture, based on
connectors and workers, supports extensibility and scalability, which may be relevant for
strategic and operational CTI use cases in complex environments.

MISP, by contrast, focuses primarily on intelligence sharing, storage, and correlation
of IoCs. While it does not include built-in Al capabilities, it is commonly extended through
external scripts and integrations to support enrichment, scoring, or basic NLP-driven
processing. Owing to its strong community support and widespread adoption, MISP
remains a common choice for collaborative threat intelligence sharing across organisations
and research settings.

YETI offers a lightweight alternative, well-suited to small-scale deployments or labo-
ratory environments. It is often used as an interface or front-end for externally enriched
intelligence rather than as a standalone analytics platform. Researchers frequently rely on
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open-source platforms—particularly MISP [6,55-64] and OpenCTI [65-68], due to their
accessibility, extensibility, and active user communities.

On the commercial side, Recorded Future integrates proprietary analytics capabilities,
including NLP, ML-based scoring, and trend analysis, to synthesise threat intelligence from
a wide range of sources such as the surface web, dark web, and technical feeds. Its use of
knowledge-graph-based representations supports tasks such as prioritisation, contextual
analysis, and report generation, which may be relevant for strategic and vulnerability-
focused CTL

The IBM integrated solution combining X-Force Threat Intelligence, QRadar, and
Watson incorporates cognitive services and NLP-driven analysis within an enterprise SIEM
and SOAR ecosystem. This integration supports use cases related to large-scale SOC
operations, automated triage, and decision support.

Anomali ThreatStream provides Al-assisted functionality primarily through external
enrichers and ML-based filtering mechanisms, with a focus on threat feed aggregation,
classification, and orchestration. Its graph and NLP capabilities are more limited than those
of platforms with native graph-based CTI models.

ThreatQ) emphasises contextualisation and workflow customisation, integrating with
ML-based enrichment and analytics tools via open APIs to support threat analysis and
incident response workflows.

Overall, Table 6 illustrates a spectrum of CTI platform maturity. Open-source solutions
offer flexibility and cost advantages but often require additional technical effort to extend
Al-driven functionality. Commercial platforms typically provide more integrated analytics
and automation capabilities, at the cost of reduced transparency and vendor dependency.

Given the diversity of available CTI platforms, selecting an appropriate solution
requires balancing functional and non-functional requirements with Al-related capabilities.
Considerations such as alignment with organisational use cases (e.g., IoC sharing, IR
support), ease of adoption, integration with existing infrastructure, and the reliability of
vendor or community support should be taken into account. Ultimately, the suitability of a
CTI platform is shaped by the organisation’s size, technical capacity, operational context,
and intelligence objectives.

5. Technical and Operational Limitations of AI-Driven CTI

The limitations discussed in this section can be mapped directly to specific layers of
the unified Al-enhanced CTI architecture, underscoring that challenges emerge at data,
model, system, and human-Al interaction levels.

Despite the advances enabled by Al in CTI, its integration into operational environ-
ments introduces a range of technical, operational, and human-centric limitations. These
constraints are not merely implementation issues, but reflect fundamental challenges asso-
ciated with the nature of threat intelligence data, adversarial behaviour, and the complexity
of socio-technical security systems. A rigorous understanding of these limitations is there-
fore essential to avoid overestimating the maturity, reliability, and autonomy of Al-driven
CTT solutions.

To provide a structured and critical analysis, the limitations of Al-enhanced CTI are
examined across multiple dimensions: data-related constraints; model-level and algorith-
mic limitations; vulnerability to adversarial manipulation; system-level and integration
constraints; and human-AlI interaction and decision-making risks, followed by ethical, reg-
ulatory, and governance considerations, as well as practical safeguards for LLM-in-the-loop
CTI systems.
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5.1. Data-Centric Limitations

Al models deployed in CTI are strongly dependent on the quality, representativeness,
and availability of threat intelligence data. In practice, CTI datasets exhibit several structural
deficiencies that directly affect the robustness and generalisability of Al-driven analysis.

First, data scarcity and class imbalance are pervasive, particularly in supervised
learning settings, where benign indicators significantly outnumber malicious ones. This
imbalance can bias classifiers, inflate false-negative rates for rare or emerging threats, and
reduce sensitivity to low-frequency attack patterns. Second, CTI data often lacks reliable
ground truth, especially for higher-level constructs such as threat actor attribution or
campaign identification. As a result, labels are frequently noisy, incomplete, or weakly
supervised, introducing uncertainty into both training and evaluation processes.

Beyond labelling challenges, CTI data is characterised by heterogeneous source re-
liability and systematic bias. Intelligence feeds vary widely in coverage, timeliness, and
trustworthiness, while shared or community-driven datasets may reflect reporting bias, re-
gional focus, or uneven visibility across threat actors and sectors. In addition, the temporal
validity of CTI artefacts is often limited: indicators, infrastructure, and TTPs can rapidly
lose relevance as adversaries adapt their behaviour.

CTI data is therefore highly dynamic. Concept drift—driven by evolving TTPs, mal-
ware polymorphism, and infrastructure rotation—can degrade model performance over
time if continuous retraining and time-aware validation are not applied. Furthermore, a
substantial portion of high-quality CTI data remains proprietary or classified, limiting the
availability of open datasets for training, evaluation, and benchmarking. Consequently,
many Al models are trained on incomplete or biased representations of the threat landscape,
constraining their operational robustness and real-world applicability.

In operational CTI environments, these data quality challenges are typically addressed
through architectural and workflow-level mechanisms rather than static dataset curation
alone. Common mitigation strategies include source confidence scoring, temporal decay
and ageing functions for indicators, cross-source corroboration of intelligence, and analyst-
in-the-loop validation to contextualise, confirm, or override automated outputs. These
approaches reflect the reality that CTI data quality must be managed continuously as part
of the intelligence pipeline, rather than assumed at model training time.

5.2. Model-Level and Algorithmic Limitations

At the model level, many Al techniques applied to CTI—particularly DL architectures
such as LSTM networks and GNNs—tend to exhibit limited explainability and interpretabil-
ity. These models often operate as black boxes, making it difficult for analysts to understand
why an IoC is classified as malicious, how relationships between entities are inferred, or
how attribution hypotheses are formed. This opacity directly undermines analyst trust
and complicates deployment in environments that require accountability, auditability, and
regulatory compliance.

In graph-based CTI systems, inferred correlations do not necessarily imply causation.
Relationships between IoCs, malware families, and threat actors are typically probabilistic
and similarity-based rather than causally grounded. As CTI graphs scale in size and
complexity, error propagation becomes a significant concern, as local inaccuracies or noisy
edges may be amplified through graph embeddings, leading to misleading confidence in
attribution or campaign linkage. While Explainable Artificial Intelligence (XAI) techniques
such as LIME (Local Interpretable Model-agnostic Explanations) [69] and SHAP (SHapley
Additive exPlanations) [70] provide partial insight into model behaviour, their applicability
to large-scale, continuously evolving CTI pipelines remains limited, and their outputs are
often difficult for non-specialist analysts to interpret.
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5.3. Vulnerability to Adversarial Manipulation

Al-enhanced CTI systems are themselves high-value targets for adversarial manipula-
tion, as attackers may actively seek to poison data sources, evade detection and classification
models, or exploit automated intelligence pipelines. As a result, Al-driven CTI pipelines
introduce new attack surfaces that adversaries can intentionally exploit.

Adversarial threats include data poisoning, where misleading or fabricated indicators
are injected into shared intelligence feeds to distort downstream analysis, and evasion
attacks, where inputs are deliberately crafted to bypass detection mechanisms (e.g., ad-
versarial domain names, polymorphic malware, or obfuscated command-and-control
infrastructure). In NLP-based CTI extraction, adversaries may also manipulate language in
threat reports, forums, or underground communications to conceal malicious intent while
remaining syntactically and semantically plausible.

This adversarial dynamic effectively transforms Al-driven CTI into a continuous
arms race [71]. Models trained on historical data may degrade or fail when confronted
with adaptive adversarial behaviour that exploits model assumptions, feature represen-
tations, or automation dependencies. Although robust training techniques such as adver-
sarial learning and data augmentation exist, they are computationally expensive, require
continuous updating, and remain difficult to operationalise at scale within production
CTI environments.

5.4. System-Level and Integration Constraints

Operational CTI environments are typically heterogeneous, combining modern Al-
enabled platforms with legacy SIEM, EDR, and IR systems. Integration challenges fre-
quently arise from data format inconsistencies, limited API support in legacy tools,
and strict regulatory or compliance requirements in sectors such as finance, healthcare,
and defence.

In addition, Al-driven CTI systems often impose substantial computational and infras-
tructural demands. Real-time or near-real-time intelligence processing may conflict with
the latency introduced by complex ML pipelines, while resource-intensive models may
be impractical for smaller SOCs. As a result, adopting Al-enhanced CTI requires careful
consideration of operational constraints, costs, and long-term maintainability.

5.5. Human—AlI Interaction and Decision-Making Risks

Alin CTIl is intended to augment, rather than replace, human analysts [72]. However,
insufficient attention to human—Al interaction can introduce new risks. Opaque threat
scores and automated recommendations may foster automation bias if analysts over-trust
Al outputs without adequate scrutiny. Conversely, excessive false positives generated
by immature or poorly calibrated models can contribute to analyst fatigue and erode
confidence in Al-assisted workflows.

Effective CTI systems should therefore incorporate HITL mechanisms that enable
analysts to review, contextualise, and override Al-driven outputs [73]. In operational prac-
tice, human-AlI collaboration in CTI is typically realised through interaction patterns such
as analyst-in-the-loop validation, feedback-driven model refinement, confidence-aware
recommendations, and selective automation across different stages of the CTI workflow.

Evaluation of human-AlI collaboration in this context extends beyond isolated model-
centric accuracy metrics and instead focuses on dimensions such as analyst trust, system
usability, decision quality, workload reduction, and the mitigation of automation bias and
error propagation. Reciprocal learning approaches, such as the Reciprocal Human—-Machine
Learning (RHML) model [74], illustrate how iterative interaction between human expertise
and ML can improve both analytical performance and analyst understanding.
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Without such mechanisms, Al-enhanced CTI risks either underutilisation—where
analysts disregard automated outputs—or inappropriate reliance, where Al recommenda-
tions are accepted uncritically, both of which can undermine operational effectiveness and
decision-making quality in real-world settings.

5.6. Ethical, Regulatory, and Governance Challenges

Al-driven CTT also raises ethical and regulatory concerns. The ingestion of OSINT
and dark web content may inadvertently collect Personally Identifiable Information (PII)
or sensitive geopolitical data, creating privacy and compliance risks. Automated threat
scoring and attribution, particularly in public-sector or multinational contexts, may have
legal and ethical implications when decisions are based on opaque or biased models.

Emerging regulatory frameworks, such as the EU Al Act [75], are expected to impose
additional requirements on the deployment of high-risk Al systems in cybersecurity. Conse-
quently, governance mechanisms, transparency obligations, and accountability frameworks
should be considered integral components of Al-enhanced CTI architectures rather than
secondary considerations.

5.7. Practical Safeguards for LLM-in-the-Loop CTI

To move beyond risk acknowledgement toward operational deployment, LLM-
assisted CTI systems should incorporate safeguards at multiple levels. First, generated
outputs should be evidence-grounded using retrieval-augmented mechanisms and ex-
plicit citations of supporting sources to reduce intelligence driven by hallucination. Sec-
ond, when producing structured CTI artefacts, systems should enforce constrained out-
puts and apply schema validation (e.g., STIX compliance checks) before ingestion into
downstream workflows.

Third, decision-making processes should be uncertainty-aware, incorporating cal-
ibrated thresholds, abstention policies, and analyst escalation for high-impact actions.
Fourth, pipelines should include adversarial hardening measures such as prompt-injection
detection, input sanitisation, and poisoning-resistant data governance for external feeds.
Finally, deployment should be supported by HITL verification, audit logging, model and
version tracking, continuous monitoring, and periodic red-teaming to ensure accountability
and safe evolution over time.

The limitations of Al-driven CTI are therefore multifaceted and closely intertwined
with data quality, model design, adversarial dynamics, system integration, and human
decision-making. While Al provides substantial benefits in scalability and analytical
capability, these constraints underscore the need for cautious deployment, continuous
validation, and hybrid intelligence models that combine automation with human expertise.

Table 7 summarises the key technical, operational, and governance challenges dis-
cussed in this section, together with representative mitigation strategies.

Table 7. Key technical, operational, and governance challenges in Al-driven CTL

Challenge Impact on CTI Representative Mitigation Strategies
Reduced model accuracy, bias Use of hybrid datasets, active learning,
Data scarcity and noise towards frequent classes, limited semi-supervised approaches, continuous
detection of emerging threats data curation
Label uncertainty and weak Unreliable attribution and Analyst validation, probabilistic labelling,
ground truth campaign modelling confidence-aware outputs
. Performance degradation over time Continuous monitoring, periodic retraining, drift
Concept drift . . .
due to evolving TTPs detection mechanisms
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Table 7. Cont.

Challenge

Impact on CTI

Representative Mitigation Strategies

Lack of explainability

Reduced analyst trust and
limited auditability

Use of XAI techniques, interpretable models where
feasible, and explanatory metadata

Error propagation in
graph-based models

Amplified inaccuracies in correlation
and attribution

Graph validation checks, uncertainty propagation,
conservative confidence thresholds

Adversarial manipulation

Evasion of detection and poisoning of
intelligence pipelines

Adpversarial training, input sanitisation, feed trust
management, anomaly detection

Infrastructure and
integration constraints

Deployment friction and
operational delays

Modular, API-first architectures, staged integration,
compatibility testing

Computational and
resource overhead

Limited feasibility for smaller SOCs

Model optimisation, tiered deployment,
selective automation

Human-AI collaboration gaps

Automation bias, analyst fatigue,
under- or over-reliance on Al outputs

HITL workflows, calibrated alerting, analyst
feedback loops

Ethical and regulatory risks

Compliance violations and
reputational damage

Data governance policies, transparency measures,
regulatory alignment (e.g., GDPR, EU Al Act)

LLM-specific risks (hallucination,

prompt injection)

Generation of unreliable or
misleading intelligence

Retrieval-augmented generation, constrained
outputs, schema validation, red-teaming

6. Opportunities and Future Directions in AI-Enhanced CTI

As Al technologies continue to evolve, CTI is gradually shifting from predominantly

reactive, analyst-driven processes toward more automated, anticipatory, and augmented

workflows. Rather than representing a complete paradigm replacement, these develop-

ments indicate a progressive reconfiguration of how CTI is produced, evaluated, and

operationalised. The most relevant opportunities for Al-enhanced CTI are outlined below.

Predictive threat intelligence: One of the most actively explored research directions is
the transition from retrospective analysis toward predictive CTI [76-78]. By leveraging
historical threat data, behavioural patterns, and contextual signals (e.g., geopolitical
developments or vulnerability disclosures), Al models can support forecasting tasks
such as the potential emergence of attack campaigns, likely attack vectors or TTPs,
exploitation trends associated with newly disclosed vulnerabilities, and sectoral or geo-
graphical targeting patterns. For example, combining domain registration data, under-
ground forum activity, and CVE information may support early-warning assessments
for phishing or ransomware campaigns. From an evaluation perspective, predictive
CTI systems should be assessed using metrics that capture timeliness, prioritisation
quality, and operational relevance, rather than relying solely on static classification
accuracy. Time-aware forecasting measures, ranking-based metrics, and lead-time
analysis are particularly relevant for early-warning intelligence. However, the limited
availability of shared, longitudinal CTI benchmarks remains a significant challenge,
underscoring the need for context-aware, organisation-specific evaluation approaches.
Autonomous and semi-autonomous threat intelligence agents: Emerging research
explores the use of autonomous or semi-autonomous CTI agents that continuously
monitor open sources, underground forums, and dark web marketplaces. These agents
may support tasks such as information extraction, classification, contextualisation,
and enrichment using LLMs, and can trigger downstream workflows under prede-
fined constraints. In practice, such agents are more likely to operate under human
supervision, functioning as continuously running analytical assistants rather than
fully autonomous decision-makers.

Multidomain intelligence fusion (CTI, SIGINT, HUMINT, and CEMA): Future CTI
systems are increasingly expected to operate within multidomain intelligence en-
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vironments. Al can support the fusion of CTI with Signals Intelligence (SIGINT),
Human Intelligence (HUMINT), and Cyber Electromagnetic Activities (CEMA). For
example, intercepted communication patterns may be correlated with CTI indica-
tors (e.g., Command and Control (C2) infrastructure). In contrast, textual analysis
of adversary communications or social media activity can complement traditional
CTI sources. In defence and critical infrastructure contexts, this fusion may extend to
cyber—physical environments. Recent work in cyber—physical security highlights the
role of digital twins and edge intelligence as predictive and decision-support mecha-
nisms, enabling continuous monitoring and adaptive response [79,80]. Integrating CTI
with such cyber—physical intelligence layers represents a promising research direction,
particularly for healthcare, industrial systems, and critical infrastructure.
Sector-specific and personalised CTI: Al enables the tailoring of CTI outputs to sector-
specific threat models and operational contexts. In healthcare, emphasis is placed
on medical IoT vulnerabilities and ransomware targeting hospitals; in finance, on
phishing, credential abuse, and fraud-related campaigns [81]; and in industrial and ICS
(Industrial Control Systems) environments, on Operational Technology (OT) threats,
supply chain compromise, and hardware-level attacks. Al-driven personalisation
can support adaptive dashboards and prioritisation mechanisms that focus analyst
attention on threats most relevant to a given sector or organisational context. Prior
studies suggest that interactive, context-aware dashboards may reduce response times
by improving situational awareness and the interpretability of analytical outputs [82].
Collaborative Al and federated threat learning: Privacy-preserving collaboration repre-
sents a key opportunity for large-scale CTI sharing. Techniques such as FL, differential
privacy, and secure multiparty computation enable organisations to learn from shared
threat patterns without exposing raw data. Community-based Al agents trained
on anonymised intelligence can support collective learning while preserving data
sovereignty and confidentiality. These approaches offer a pathway toward scalable,
cross-organisational CTI collaboration under regulatory and privacy constraints [83].
Evaluation, benchmarks, and operational validation: Recent benchmarking efforts
provide initial reference points for evaluating Al-driven CTI under controlled condi-
tions. CTIBench focuses on assessing LLMs on CTI-specific extraction and reasoning
tasks [84], while CTIArena extends evaluation to heterogeneous, multi-source CTI
scenarios requiring knowledge-augmented reasoning [85]. Together, these bench-
marks illustrate both the potential and current limitations of LLMs in CTI contexts.
Nonetheless, comprehensive and longitudinal benchmarks remain an open research
need, particularly to evaluate end-to-end CTI pipelines (extraction, correlation, priori-
tisation, operationalisation) and to measure robustness, timeliness, and analyst-facing
utility in realistic operational settings. While this study does not include experi-
mental benchmarking, future work could complement architectural analyses with
reproducible, task-based evaluations of specific Al capabilities (e.g., IR summarisation)
across open models and CTI benchmarks.

Human-AI collaboration and LLM adoption in SOCs: Recent research increasingly
emphasises human—AlI collaboration as a critical factor in the effective deployment of
Al-driven CTI and cybersecurity systems. Conceptual models of trusted autonomy
highlight the importance of calibrated automation levels, explicit human oversight,
and accountability mechanisms within Security Operations Centres (SOCs). Empirical
studies of LLM use in operational SOC environments indicate that these models
are predominantly used as decision-support and sensemaking tools rather than as
fully autonomous agents, reinforcing the relevance of HTIL architectures for CTI
and IR workflows [86,87]. In parallel, recent surveys and systematic reviews have
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synthesised the expanding literature on LLMs in cybersecurity, covering applications
from CTI analysis and IR to vulnerability assessment and security automation. These
studies consistently highlight challenges in reliability, evaluation, data quality, and
adversarial robustness, underscoring the need for trustworthy, human-centred, and
rigorously evaluated Al architectures as LLMs become embedded in operational CTI
environments [88-90].

Table 8 summarises key strategic pillars shaping future research and development in
Al-enhanced CTIL

Table 8. Strategic future pillars of Al'in CTL

Pillar

Description

Predictive intelligence

Forward-looking analysis supporting early warning, threat forecasting, and
risk-based prioritisation

Autonomous agents

Semi-autonomous agents for continuous collection, enrichment, correlation, and
triage under human oversight

Multidomain fusion

Integration of CTI with SIGINT, HUMINT, and cyber—physical intelligence to
support cross-domain situational awareness

Sector-specific CTI

Context-aware models and adaptive dashboards tailored to industry-specific
threat landscapes

Federated threat learning

Collaborative intelligence enabled by privacy-preserving Al techniques across
organisational boundaries

Evaluation and benchmarking

Task-based and longitudinal evaluation of Al-driven CTI pipelines, focusing on
robustness, timeliness, and operational utility

Human-AI collaboration

HITL and human-on-the-loop architectures supporting accountable, trustworthy,
and decision-support-oriented CTI workflows

Overall, Al is increasingly shaping the evolution of CTI architectures and workflows.
Rather than replacing human expertise, Al-driven approaches are most effective when de-
ployed as part of hybrid intelligence systems that combine automation, analyst judgement,
and continuous evaluation. Future progress in Al-enhanced CTI will therefore depend
not only on advances in modelling, but also on robust evaluation practices, governance
mechanisms, and human-centred system design.

7. Conclusions

This work synthesises Al techniques, CTI architectures, platform capabilities, and
associated limitations into a unified conceptual model that clarifies how Al is reshaping the
CT1 lifecycle. By explicitly linking architectural layers, analytical techniques, and human
decision-making, the proposed framework provides a system-level reference for the design,
evaluation, and evolution of Al-enhanced CTI systems.

As with any state-of-the-art review, the selection of analysed works may introduce bias.
Nevertheless, the focus on representative and widely-cited approaches aims to balance
breadth of coverage with analytical depth, while supporting a structured and coherent
synthesis of current research and practice.

The integration of Al into CTI should not be understood as a simple functional en-
hancement, but rather as a structural evolution in how threat intelligence is collected,
processed, and operationalised. As cyber threats become more complex, distributed, and
adaptive, the limitations of predominantly manual or rule-based CTI workflows become
increasingly apparent. Al-driven techniques address scale, velocity, and analytical com-
plexity, while simultaneously introducing new challenges related to trust, robustness, and
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governance. In this context, the term “redefining” refers to a conceptual and architectural
shift in how CTI systems are designed, operationalised, and governed, rather than to
empirical performance gains demonstrated through new experimental benchmarks.

This study contributes an integrative architectural and conceptual framework that
consolidates previously fragmented research on Al-enhanced CTI. Although no new de-
tection algorithms are proposed, the contribution lies in clarifying system-level design
choices, supporting informed platform evaluation, and identifying open research challenges
across the CTI lifecycle. The comparative platform analysis is intentionally qualitative and
criteria-driven; quantitative benchmarking is beyond the scope of this work.

Across use cases ranging from automated IoC classification and NLP-driven OSINT
analysis to graph-based correlation and predictive threat assessment, Al techniques increas-
ingly support a transition toward more anticipatory and intelligence-informed security
operations. Both open-source and commercial platforms demonstrate diverse approaches
to integrating Al capabilities, reflecting different design priorities, operational contexts,
and maturity levels.

At the same time, these developments underscore the importance of addressing data
quality, model explainability, adversarial robustness, and human-Al interaction. Effective
CTI systems must balance automation with analyst oversight, ensuring transparency,
accountability, and operational relevance. Hybrid intelligence models that combine Al-
driven analytics with human expertise remain central to the responsible deployment of Al
in CTI environments.

Looking forward, the continued evolution of CTI will depend not only on ad-
vances in Al techniques but also on progress in evaluation methodologies, governance
frameworks, and human-centred system design. Framing CTI as a strategic intelligence
capability—rather than solely a technical security function—may further support its role
in anticipating and mitigating cyber threats within an increasingly interconnected and
adversarial digital landscape.
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Abbreviations

Al Artificial Intelligence

APIs Application Programming Interface

APTs Advanced Persistent Threats

ARIMA AutoRegressive Integrated Moving Average

ASN Autonomous System Number

ATT&CK Adpversarial Tactics, Techniques, and Common Knowledge
BERT Bidirectional Encoder Representations from Transformers
BiLSTM Bidirectional Long Short-Term Memory

2 Command and Control

CEMA Cyber Electromagnetic Activities

CNNs Convolutional Neural Networks
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ComplEx Complex Embeddings

CTI Cyber Threat Intelligence

CVEs Common Vulnerabilities and Exposures

CVSsS Common Vulnerability Scoring System

DL Deep Learning

DNS Domain Name System

EDR/XDR  Endpoint Detection and Response/Extended Detection and Response
ENISA European Union Agency for Cybersecurity

FL Federated Learning

GDPR General Data Protection Regulation

GNNs Graph Neural Networks

GPT Generative Pre-trained Transformer

HITL Human-In-The-Loop

HUMINT Human Intelligence

ICS Industrial Control Systems

IDS/IPS Intrusion Detection System /Intrusion Prevention System
IoCs Indicators of Compromise

IoT Internet of Things

P Internet Address

IR Incident Response

ISACs Information Sharing and Analysis Centres

KPIs Key Performance Indicators

LIME Local Interpretable Model-agnostic Explanations
LLMs Large Language Models

LSTMs Long Short-Term Memory

MISP Malware Information Sharing Platform & Threat Sharing
ML Machine Learning

MLP Multilayer Perceptron

NER Named Entity Recognition

NIST National Institute of Standards and Technology
NLP Natural Language Processing

OpenCTI Open Cyber Threat Intelligence

OSINT Open-Source INTelligence

oT Operational Technology

OTX Open Threat Exchange

PII Personally Identifiable Information

RBAC Role-based Access Control

RHML Reciprocal Human-Machine Learning

RL Reinforcement Learning

RoBERTa Robustly Optimised BERT Pretraining Approach
SHAP SHapley Additive exPlanations

SIEMs Security Information and Event Management
SIGINT Signals Intelligence)

SLAs Service Level Agreement

SOAR Security Orchestration, Automation, and Response
SOCs Security Operations Centres

STIX/TAXII  Structured Threat Information Expression/ Trusted Automated Exchange of
Indicator Information

SVM Support Vector Machines

TIP Threat Intelligence Platforms

TLP Traffic Light Protocol

TTPs Tactics, Techniques, and Procedures
TRAM TTP and Role Annotated Model
TransE Translating Embeddings
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Ul User Interface
URL Uniform Resource Locator
XAI Explainable Artificial Intelligence
YETI Your Everyday Threat Intelligence
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