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Abstract

This paper presents a model for assessing the risk level of power grids under manipula-
tion of demand via Internet of Things (MaDIoT) attacks. The model uses a multilayer
framework that starts by assessing the compromise probability of each device from known
vulnerabilities gathered through open-source intelligence (OSINT). The next step estimates
the probability of a given compromised power at each load node by generating reference
marginal probability density functions (PDFs) for two extreme scenarios (best-case and
worst-case) with Monte Carlo simulations and comparing the node marginal PDF derived
from the device probabilities with these reference PDFs. Finally, the grid risk is estimated by
categorizing the joint grid PDF obtained from PowerFactory simulations of MaDIoT attacks
with different node scenarios on two Institute of Electrical and Electronics Engineers (IEEE)
transmission grids (IEEE9 and IEEE39). For this categorization, K-Means++, density-based
spatial clustering of applications with noise (DBSCAN), and Gaussian mixture models were
compared to derive thresholds that define interpretable risk categories. In the IEEE39 grid,
Gaussian mixture models gave the most conservative risk levels and the lowest variability
of levels within the worst-case attack configurations, and they depended less on the random
seed than K-Means++.

Keywords: clustering; cybersecurity; machine learning; manipulation of demand via
Internet of Things (IoT'); power grids; risk analysis

1. Introduction

Modern power grids face new cyber-physical threats owing to the proliferation of
Internet of Things (IoI') devices connected to them. Relevant attacks include false data
injection, denial of service and communication delays, and malicious switching of grid
equipment [1]. Among the emerging threats resulting from the deployment of new IoT
systems, a critical example is the manipulation of demand via IoT (MaDIoT) attack [2].
In these attacks, an adversary controls many high-consumption IoI devices (such as air
conditioners, heaters, and electric vehicle chargers) to drastically alter electric demand.
Undetected demand manipulation can increase operating costs, overload lines, destabilize
frequency, and cause cascading blackouts [1,2]. Electrical protections may disconnect loads
or generators to contain the disturbance, interrupting supply [1]. Similar threats have been
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identified in electric vehicle (EV) charging infrastructure, where coordinated switching
attacks on EV supply equipment can destabilize inter-area grid dynamics [3], and studies of
manipulation of demand via EV IoI' (MaDEVIoT') have evaluated grid disruption through
EV charging attacks under projected deployment scenarios [4]. Practical man-in-the-middle
attacks using a modified charging cable have demonstrated covert control of EV charging
in laboratory and field tests [5]. With access to an unencrypted charging-management
network, Elmo et al. demonstrated charging-session interruption and malicious firmware
installation in a laboratory charger [6]. A recent MaDIoT 3.0 study on the PST-16 benchmark
system reported the dominant role of demand concentration and the contextual effect of
distributed photovoltaic generation [7]. Numerical studies of MaDIoT 2.0 report success
rates of up to 91% on Institute of Electrical and Electronics Engineers (IEEE) benchmark
grids, assuming an available high-wattage IoI botnet and knowledge of grid topology
and operating conditions. Targeted attacks require fewer bots than untargeted ones [8].
Beyond physical disruptions, studies of manipulation of market via IoT' (MaMIoI') model
the use of IoT botnets to manipulate electricity prices for market profit [9]. These findings
motivate quantitative risk assessment linking IoT vulnerabilities to grid impacts. An earlier
review identified a predominance of studies on grid recovery from natural disasters and
limited coverage of cyberattack scenarios [10].

Given the potential severity of MaDIoT attacks, it has become crucial to assess the risk
associated with the increasing number of high-consumption IoT devices in power grids,
considering attack feasibility [11] and physical consequences [12,13].

This study estimates the probability that a MaDIoI attack compromises the power
grid (IEEE9 and IEEE39 grids) and derives the associated risk by mapping the combined
probability and impact into bounded scalar risk levels. Customer demand is represented by
aggregated node loads, without distinguishing residential, commercial, or industrial users.
The scenarios cover attacks on 1-3 load nodes in IEEE9 and 1-19 in IEEE39. Successful
exploitation is assumed to enable control of device demand, and compromised devices are
assumed to be coordinated. We propose a multilayer model with three tasks (Figure 1):
device-level probability estimation, compromised power probability estimation at the node
level, and grid-level risk estimation.

Task 2: node level Task 3: grid level
i Selected Grid risk level
% IOIW:f:EZS Probability of Node marginal PDF configuration
3 vtﬁnerabilities compromise > compromised power; | mean load shedding | | 0 23 IZ|
% NIST NVD Py per device KL comparison and activated
( ) protections lowest to highest
A A A
1 1 1
1 1 1
% Refi PDF Dynamic simulations
2 eference s ynamic simulation
0 best-case and > IEEEQ and [EEE39 |» |nresholds
o . . clustering
o worst-case transmission grids

Figure 1. Overview of the proposed MaDIoT risk assessment, organized by its three tasks. The online
workflow (top row) is repeated for each device inventory and reuses the reference PDFs, simulated
grid responses, and thresholds that the offline workflow (bottom row) prepares in advance for
each grid (dashed arrows). The box colors follow Blocks A, B, and C of Figure 2, and Section 3.7
details the online comparison and selection. Abbreviations: probability density function (PDF) and
Kullback-Leibler (KL).

For the first task, device-level compromise probabilities are assigned by normalizing
the vulnerability scores in [14] and aggregating the resulting probabilities, as defined
in Section 3. Device characteristics (firmware, version, vendor, etc.) are enriched with
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open-source intelligence (OSINT) from the National Vulnerability Database (NVD) of the
National Institute of Standards and Technology (NIST).

Block A Block C

System and asset

N —> Threat characterization —> Risk estimation
characterization

Dynamic risk assessment—cyber layer

Target devices file information —> vendor, product, version, maxWattage, location
Block A
Topology of the electrical network —>{ nodes (ID, coordinates), lines (source, destination, length)
Device vulnerability analysis —> Information gathering through OSINT (NIST NVD)
Block B Device threat characterization —> Generation of the device

characterization file with enriched data

N,

Probability of compromise device — P = 1- H(l - pi)
i=1
Probability of compromise Generation of a marginal PDF using two
of power at a node scenario cases: worst-case and best-case

Offline: use of marginal PDFs to run simulations and
Block C E R e obtain joint PDFs. Categorize risk based on thresholds

Online: use input data to generate marginal PDFs,
compare with performed simulations, and categorize risk

Figure 2. Proposed multilayer architecture for manipulation of demand via Internet of Things (Ma-
DIoT) risk assessment, showing Blocks A (data ingestion), B (vulnerability enrichment), and C (risk
estimation with offline/online workflows). Abbreviations: probability density function (PDF), open-
source intelligence (OSINT), National Institute of Standards and Technology (NIST), and National
Vulnerability Database (NVD).

For the second task, the probability of a given compromised power at a node is obtained
by generating its marginal probability density function (PDF) through convolution and
comparing it with reference PDFs generated via Monte Carlo simulations. Because the
device inventories of the load nodes are not publicly available, two extreme scenarios are
defined: best-case (few devices with low compromise probability and low power) and worst-
case (many devices with high compromise probability and high power), each characterized
by three factors: number of devices, compromise probability, and compromised power.

For the third task, grid-level risk estimation is subdivided into offline and online
workflows. The offline workflow obtains the joint grid PDF from PowerFactory dynamic
simulations under different attack configurations and categorizes it into risk levels using
thresholds derived with K-Means++, density-based spatial clustering of applications with
noise (DBSCAN), and Gaussian mixture models (GMMs). The online workflow updates the
grid risk level by comparing ingested device and topology data with the offline simulated
cases (dashed arrows in Figure 1). It assesses potential attack consequences; it does not
detect attacks in progress.
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The physical consistency of this risk categorization is checked against the frequency,
voltages, load shedding, and activated protections observed in the dynamic simulations of
transmission grids.

The main contributions of this study are as follows:

e  Development of a multilayer architecture that integrates updated device-level vulnera-
bility data with grid-level operational impacts.

e Introduction of a hybrid offline/online methodology that uses probabilistic and
clustering-based threshold approaches to update risk estimates as input data change.

e  Provision of interpretable risk levels through thresholds derived by clustering from the
simulated load shedding and activated protections, with each block of the methodology
matched to a phase of NIST Special Publication (SP) 800-30 [15] and of the International
Organization for Standardization (ISO) /International Electrotechnical Commission
(IEC) standard ISO/IEC 27001 [16] (Section 5).

This article extends the architecture and the offline and online workflows of the con-
ference paper [17] with a revised formulation of the device compromise probabilities
(Equation (1)), a correspondence with NIST SP 800-30 and ISO/IEC 27001 (Section 5),
a physical consistency check of the risk levels (Section 4.2), quantitative measures to com-
pare the clustering methods (Section 3.4), and tests of the online workflow (Section 3.7).

The remainder of this paper is organized as follows: Section 2 reviews the state of the
art and related work. Section 3 describes the proposed multilayer methodology and its
offline and online workflows. Section 4 presents the simulation results, including a physical
consistency check of the proposed categorization against the simulated system behavior,
and compares the K-Means++, DBSCAN, and GMM thresholds. Section 5 discusses the
positioning of the proposed approach within the literature, acknowledges the limitations of
this work, and outlines future research directions. Finally, Section 6 concludes the paper by
summarizing the key findings.

2. State of the Art

Risk analysis is the process of estimating the magnitude of risks faced by an organization
or entity. The classical approach to risk analysis typically uses well-defined terms (asset, threat,
vulnerability, impact, probability, risk, etc.) and phases (scope definition, asset identification,
asset evaluation, threat identification, threat evaluation, and risk assessment).

NIST SP 800-30 provides guidance for conducting risk assessments [ 15], while ISO/IEC
27001 specifies requirements for establishing and continually improving information se-
curity management systems [16]. Dynamic risk assessment (DRA) aims to update risk
estimates as vulnerability, monitoring, and system information changes. In parallel, a survey
of power grid defense reviews moving target defense across the physical, communication,
and control layers [18].

The approaches addressing dynamic risk assessment can be classified according to
the data sources used, the model employed, and the type of assessment. The primary data
sources include:

e  Security Systems: Intrusion detection systems (IDSs), intrusion prevention systems
(IPSs), and security information and event management (SIEM) provide alerts and
measurements for risk assessment. Cam combines vulnerability information and
sensor observations in a Bayesian-Markov model [19]. Awan et al. derive a risk metric
from real-time traffic logs [20], while Lin et al. integrate intrusion detection, risk
assessment, and adaptive defense selection [21].

e  Historical Data: Public databases such as the NIST NVD provide information about
known vulnerabilities. Debnath and Xie combine Common Vulnerability Scoring
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System (CVSS) data with attack graphs for high-performance computing networks [22].
Huang et al. learn Bayesian model parameters from historical data and update them
with online observations [23], while Qin et al. use historical attack records and process
data to construct an association-based risk model [24].

e  System Knowledge Data: Network structure and functional dependencies provide con-
text for risk assessment. Cam and Mouallem relate asset security to mission assur-
ance [25]. Kotenko and Doynikova use attack graphs and service dependencies [26],
and Zhu et al. combine a production-process flow model with Bayesian analysis of
attack propagation [27]. Other approaches represent time-dependent vulnerabilities
in attack graphs [28] or risk propagation among assets [29].

e  Expert Opinion: Fu et al. combine expert-defined indices and weights with external data
for cyber-physical risk evaluation, using blockchain to support data authenticity [30].

The models can be grouped by their main formulation, although some combine sev-
eral approaches.

Probabilistic and Data-Driven Models: Zhang et al. use Bayesian networks to repre-
sent attack propagation and consequences in industrial control systems [31,32]. Related
approaches learn Bayesian parameters from historical data and online observations [23],
combine CVSS with attack graphs [22], or infer incident probabilities through association
networks [24].

Analytical Models: Dynamic formulations include Bayesian-Markov models [19], non-
homogeneous Markov models [28], game-theoretic probabilistic risk assessment for nuclear
plants [33], and fuzzy fractional differential equations [34]. Cyber-physical power-system
models also combine Supervisory Control and Data Acquisition (SCADA) vulnerabilities
with load-shedding consequences [35].

Hybrid Models: Some approaches combine production-process representations with
probabilistic attack models [27]. Others link risk assessment to resource-constrained defense
selection [36], or integrate cyber and privacy risk assessment with recommendations for
safeguards, as in the Automated Cyber and Privacy Risk Management Toolkit [37].

Risk assessment of SCADA systems has been reviewed across critical infrastruc-
tures [38]. Bayesian approaches have combined multiple attack scenarios with optimization
of security measures for power grids [39], and recent frameworks have extended risk as-
sessment to distribution grids with grid-edge distributed energy resources [40]. Gaussian
mixture models have been used to detect false data injection and assess sensor reliabil-
ity [41]. Quantitative risk assessments may require interpretation and explanation, whereas
qualitative scales may give different results across experts unless each level is clearly de-
fined [15]. In the present work, GMM-based classification is applied to the consequences of
demand manipulation obtained from power-system dynamic simulations, so that each risk
level is defined by thresholds on these consequences.

Our work addresses the less-explored scenario of indirect grid availability failures
caused by MaDIoT attacks, in which adversaries exploit IoI' device vulnerabilities rather
than directly targeting grid systems. In line with cyber-physical energy systems security
literature [42], we propose a novel hybrid (quantitative and qualitative) multilayered
approach, linking IoT device vulnerabilities with grid-level operational consequences and
providing interpretable risk estimations based on thresholds, whose physical consistency is
checked against dynamic simulations of the power system under study.

3. Methodology

The proposed model for online risk assessment is part of a broader multilayer architec-
ture that estimates the risk to power grids as cyber-physical systems; this study focuses on
the cyber-situational layer.
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The architecture of the proposed model (Figure 2) has three high-level blocks (A, B,

and C). The blocks are part of the same data flow, but each performs its own tasks:

Block A: Subprocess responsible for ingesting files containing device characteristics
(type, product, brand, version, geolocation, Common Platform Enumeration (CPE)
identifiers, and maximum power) and network topology information (in this study,
that of the IEEE9 and IEEE39 transmission grids). These input files were generated
in a structured JavaScript Object Notation (JSON) format: the device file specifies
attributes such as commercial name, type, vendor, version, maximum power, CPE
identifier, and geolocation; the network topology file defines nodes (with identifiers
and coordinates) and lines (with source, destination, and length).

Block B: This subprocess enriches the device files from Block A with vulnerability
information from the NIST NVD. The multiplicative vulnerability score in [14] is
normalized here to assign a Bernoulli parameter p; to each Common Vulnerabilities
and Exposures (CVE) entry. A round considers one exploitation opportunity per CVE:

Pi=10E, (o)

N,
Py=1-]]a-pp.
i=1

Wi,

(1)

Here, P, is the compromise probability assigned to device d for one round, and N,, is
the number of distinct CVEs applicable to device d. For the selected CVSS record, B;,
E;, and v; denote its base score, exploitability score, and version. The reported maxima
are E ., = 10.0 (v2.0) and 3.9 (v3.0/v3.1) [43-45]. The additional attack-vector weights
from [14] are w; = 1,0.25,0.10, 0 for Network, Adjacent, Local, and Physical, respectively.
Assuming independent exploitation outcomes under fixed scenario conditions and with-
out exploit chaining, P, is the complement of the probability that all opportunities fail.
Block C: Subprocess dedicated to determining and categorizing the overall risk of the
power grid. This block is further divided into two consecutive tasks:

—  Estimation of the probability of power compromise at a specific node.
—  Estimation of the grid-level risk.

To separate preliminary calculations from subsequent risk updates, Block C subtasks

were split into two workflows: offline (Sections 3.1-3.5) and online (Sections 3.6 and 3.7).

The offline workflow (Algorithm S1 in the Supplementary Materials) conducts all

preliminary calculations required to establish an empirical basis for the risk classification.

These calculations involve the following:

Generation of reference PDFs for the two extreme scenarios (best-case and worst-case).
Use of these reference PDFs in dynamic simulations of MaDIoT attacks in PowerFactory
to assess the resulting impact on the grid in terms of load shedding and activated pro-
tections (underfrequency, overfrequency, undervoltage, and overvoltage). The results
form the joint grid PDF.

Use of the joint grid PDF to calculate thresholds for each characteristic (load shedding
and activated protections).

Estimation of the grid risk level (scalar, bounded) from these thresholds.

The online workflow updates the grid risk level from newly ingested data using the

offline simulation results and thresholds, without running new PowerFactory simulations.

This workflow includes:
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e  Calculation of node marginal PDFs from the device compromise probabilities in the
enriched file produced by Block B.

o  Comparison of each node marginal PDF with the reference PDFs of the best-case and
worst-case scenarios.

e  Selection, based on marginal PDF comparisons, of the corresponding scenario (best-
case or worst-case) for each node and of the resulting grid configuration.

e  Acquisition of thresholds associated with the joint grid PDF, which is calculated offline.

e  Determination of the grid risk level.

3.1. Offline: Generation of Marginal PDFs for Node Scenario Cases

Device inventories at each node are not publicly available. Two extreme scenarios, best-
case and worst-case, were therefore generated to model nodes and serve as offline references.
The objective of these scenarios was to create two distinct attack contexts for the grid: one
scenario representing a low threat (few devices with a low compromise probability and low
power) and another representing a significant threat (many devices with a high compromise
probability and high power). When representative node inventories are available, they
can guide refinement of the ranges of device numbers in these scenarios. The assigned
compromise probabilities can be assessed against the observed outcomes of devices over
comparable attack rounds, including rounds without compromise.

To configure these scenarios, a random variable characterized by three distributions
was defined as follows:

Number of devices per synthetic node scenario: Modeled by a uniform distribution U (4, b)
whose limits depend on the scenario; the two ranges meet at 100 devices, and each spans a
factor of 20 between its limits:

e  Best-case: [5,100] devices.
e  Worst-case: [100,2000] devices.

Device compromise probability: Modeled by a Bernoulli distribution B(p), where p follows
a uniform distribution U (a, b):

e  Best-case: U(0.0,0.3)
e  Worst-case: U(0.7,1.0)

These probability ranges match the CVSS scale used in Equation (1). A CVE that is not
exploitable over the network gives p; < 0.25, within the best-case range. A network CVE
with maximum exploitability gives p; = B;/10, so the worst-case range starts at the CVSS
High severity threshold of 7.0 [43—45]. These ranges set the compromise probabilities of the
two reference scenarios, whose grid response is simulated offline (Section 3.3). In the online
workflow, the probabilities P, that Block B assigns from the CVSS records (Equation (1))
replace these probabilities. With the device powers, they determine each node marginal
PDF and the most similar scenario for that node. These scenarios select the simulated
configuration whose average impact sets the grid risk level (Sections 3.6 and 3.7).

Compromised device power: Modeled by a uniform distribution U(a,b) with ranges
consistent with reported powers of high-wattage household appliances and EV chargers:

e  Best-case: 1(0.001,0.003) MW (e.g., air conditioners at 1 kW and space heaters at
1.5 kW [2], up to the 3 kW per bot assumed in MaDIoT 2.0 [8]).

o  Worst-case: U(0.003,0.015) MW (e.g., electric ovens at 4 kW and electric water heaters
at5kW [2], and Level 2 EV charging, with a scenario limit of 15 kW within the reported
3.1-19.2 kW range [46]).

For each scenario, Monte Carlo simulations of this random variable were performed
to calculate the PDF and then the empirical cumulative distribution function (ECDEF),
as shown in Figure 3. The two reference PDFs overlap in compromised power, and each
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node is matched by its whole PDF (Section 3.7), so its devices need not fall within the
ranges of a single scenario. Each scenario involved 1,000,000 Monte Carlo iterations. Each
sample of total compromised power was divided by the largest power that the scenario
allows, the maximum number of devices times the maximum device power: 0.3 MW for
the best case and 30 MW for the worst case. The normalized samples were grouped into
1000 equal bins between 0 and 1, with probabilities that summed to one. The two reference
PDFs were generated once and scaled to each node (Section 3.2), so adding grid nodes
requires no further Monte Carlo sampling. Generating the samples and the resulting PDF
and ECDF took less than 1.5 min per scenario on an Apple M-series laptop with 24 GB of
random access memory (RAM). Monte Carlo simulation was used to propagate variability
in device counts, compromise probabilities, and power ratings. The joint grid PDF depends
on non-linear effects, such as underfrequency load shedding and the operation of generator
frequency and load voltage protections, so dynamic simulation is required to determine
attack impacts. Monte Carlo simulation is also used in dynamic probabilistic risk assessment
of grid cybersecurity to represent interacting system events [47]. For attacks on N —1 secure
grids, dedicated rare-event sampling can identify damaging load perturbations that ordinary
sampling may miss [48].

Histogram of 'normalized_consumption' Worst-case

Histogram of ‘normalized_consumption' Best-case

20

15

% %l.ZS
3 2 1.00
8 10 o~
0.75
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0.000 0.025 0.050 0.075 0.100 0.125 0.150 0.175 0.0 0.1 0.2 0.3 0.4 0.5
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10 ECDF of 'normalized_consumption' Best-case 10 ECDF of 'normalized_consumption' Worst-case
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(a) (b)

normalized_consumption

Figure 3. (a) Normalized probability density function (PDF) and empirical cumulative distribution
function (ECDF) for the best-case scenario; (b) normalized PDF and ECDF for the worst-case scenario.

3.2. Offline: Scaling of Node Marginal PDFs

In a power grid model, each node has a maximum power, P,,.. The two normal-
ized reference PDFs generated in Section 3.1 are scaled by each node’s P, to obtain the
distributions of compromised power used in the grid simulations. A normalized value u
thus corresponds to a compromised power of u P, at the node. This scaling ensures that
the compromised power in the simulations does not exceed the node’s maximum power.
Within each scenario, all nodes share the shape of the reference PDF, and P, ,, sets the
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power scale at each node. The scaling preserves the probability of each corresponding
power interval. Since device power ratings vary, attack magnitude is expressed as aggregate
compromised power in MW at each node. The dynamic simulations in Section 3.3 determine
the non-linear grid response to this compromised power.

3.3. Offline: Generation of the Joint Grid PDF

Following the node characterization in Sections 3.1 and 3.2, this subtask generates the
joint grid PDF to characterize the grid and estimate its risk.

The analysis requires grid models. These models are not available to every agent of
the power system, but they are available to wholesale market participants and transmission
and distribution system operators. For this study, the IEEE9 and IEEE39 transmission
grids were selected because their model data are complete, they represent realistic systems
(IEEE39 is a version of the New England system), and other studies can reproduce them.
The results can be generalized, within limits, to grids with a comparable dynamic response
to demand changes, that is, with similar inertia and frequency reserves, load-shedding
and protection schemes, and distribution of demand among load nodes. Grid size is not
among these conditions. The two grids differ widely in size, yet they give equal or adjacent
risk levels for similar fractions of attacked nodes (Section 4). An accurate assessment of a
specific power system requires its own grid model and parameters. The two grids represent
demand through 3 and 19 aggregated load nodes, respectively. Each load node stands
for the distribution grid behind its connection point to the transmission grid. A single
distribution feeder has fewer devices than this aggregate. The system frequency responds
to the net change in active power demand summed over all attacked nodes, and this study
estimates the risk to the grid as a whole, not the impact of each device. Demand is therefore
modeled at this aggregated level. This level also avoids modeling the dynamic behavior of
the many devices behind each node, which would be very difficult.

Using PowerFactory 2024 SP4 (DIgSILENT GmbH, Gomaringen, Germany), dynamic
simulations of MaDIoI attacks were conducted on a university server for each grid model
and node scenario type to generate the joint grid PDF. Each simulation was a root mean
square (RMS) simulation of 30 s in which the compromised power of each attacked node was
applied as a step increase in its active and reactive demand. Load nodes had underfrequency
load shedding and voltage relays, and generators had frequency relays (Table S1 in the
Supplementary Materials gives the simulation and protection settings). The server had
two Intel Xeon Silver 4116 processors, each with 12 cores, and 128 GB of RAM. Each of the
65 configurations below (9 for IEEE9 and 56 for IEEE39) was simulated 1000 times, 65,000
simulations in all. Time per simulation grows with grid size: estimated from the timestamps
of the result files, the average was about 2-6 s for IEEE9 and 7-12 s for IEEE39. The online
workflow reuses these results for the simulated grids and configurations and runs no new
PowerFactory simulations (Section 3.7). On the laptop of Section 3.1, the online workflow
computed the node marginal PDFs and compared them with the reference PDFs for the
whole IEEE39 grid with 2000 devices in 0.35 s, without the NVD queries.

Data processing and analysis were implemented in Python 3.12.4 using NumPy 2.0.2,
pandas 2.2.2, and SciPy 1.13.1; K-Means++, DBSCAN, and GMM were implemented with
scikit-learn 1.5.1. The analyses were developed as Jupyter notebooks in Visual Studio
Code 1.90, with Matplotlib 3.9.1 and seaborn 0.13.2 used for visualization. Simulation
datasets are publicly available in Zenodo (see Data Availability); simulation code is not
publicly available.
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IEEE9 (3 load nodes ):

e  Best-case: 1000 simulations per configuration, i.e., for scenarios with 1, 2, and 3 attacked
nodes (notation: 1b, 2b, and 3b).

e  Worst-case: 1000 simulations per configuration, i.e., for scenarios with 1, 2, and 3 at-
tacked nodes (notation: 1w, 2w, and 3w).

e  Mix-case: 1000 simulations per configuration for scenarios involving 2 nodes (1w1lb)
and 3 nodes (2w1b, 1w2b).

IEEE39 (19 load nodes):

e  Best-case: 1000 simulations per configuration, i.e., for scenarios involving 1, 2, ...,
19 attacked nodes (notation: 1b, 2b, ..., 19b).

e  Worst-case: 1000 simulations per configuration, i.e., for scenarios involving 1, 2, ...,
19 attacked nodes (notation: 1w, 2w, ..., 19w).

e  Mix-case: 1000 simulations per configuration, with all 19 load nodes attacked (18w1b,
17w2b, ..., 1w18b).

For each simulation, the required number of load nodes was sampled uniformly
without replacement from the 3 load nodes of IEEE9 or the 19 of IEEE39. In mix-case
configurations, the required numbers of best-case and worst-case scenarios were assigned
to these randomly ordered nodes. Simulation results provide data regarding compromised
power (active and reactive), demand (initial and final), load shedding, and activated pro-
tections (underfrequency, overfrequency, undervoltage, and overvoltage). Load shedding
and activated protections were used to generate the joint grid PDF, as these values can vary
across nodes depending on their criticality within the grid.

3.4. Offline: Calculation of Thresholds for Selected Characteristics

Thresholds must be defined to delimit the value ranges of each selected characteristic in
the joint grid PDF obtained in Section 3.3. These value ranges were subsequently associated
with risk levels.

To establish the most suitable thresholds, three clustering algorithms (K-Means++,
GMM, and DBSCAN)) were applied to the load shedding and activated protections (of any
type) and compared.

Load shedding was expressed as a fraction of the initial total demand, and activated
protections as a fraction of the relays of each type. The same clustering parameters were
used for IEEE9 and IEEE39. K-Means++ used five clusters with k-means++ initialization
and random_state=42. GMM used five components with k-means++ initialization, full
covariance matrices, and random_state=42. DBSCAN used eps=0.05 and min_samples=12.
Five clusters yield the five risk levels defined in Section 3.5, from 0 to 4, consistent with
the scales of five levels in NIST SP 800-30 [15]. Five is also the largest number of clusters
that keeps the thresholds of every varying characteristic distinct in both grids, and the
smallest with which the GMM assigns separate levels to the load shedding of the three
19-node IEEE39 attacks in Section 4.2. The Bayesian information criterion (BIC) gives little
guidance on this number, as it improves by only 0.1% from five to ten components in IEEE39.
The GMM depends little on the seed: with 30 seeds other than 42, it changed the level of
1.3% of the IEEE39 simulations on average, against 8.6% for K-Means++, and no simulation
by more than one level. In IEEE39, the GMM levels also stayed the same with kmeans
initialization and with the best of ten initializations, whereas a random initialization reached
a lower likelihood and raised the level of 26.0% of the simulations by one. DBSCAN needs
no seed, because its result is fixed for given data and parameters.

Each algorithm was fitted jointly to the selected characteristics, and each cluster
i =1,...,K was represented by a center with component c; ; for characteristic j: the centroid
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for K-Means++, the mean for GMM, and the medoid for DBSCAN, whose noise points
form no cluster. For each characteristic j, the components of the K centers were sorted as

Cy,j <+ < C(x),;» and the thresholds were set at the midpoints between consecutive values:
Cio,j ¥ Clk)j

Thj =~

Table S2 in the Supplementary Materials lists the GMM thresholds.

k=1,..,K-1. (2)

3.5. Offline: Estimation of Grid-Level Risk Based on Thresholds

The grid risk is determined by the values of the selected characteristics obtained from
the simulations in Section 3.3: load shedding and activated protections (of any type). These
values are mapped to risk levels using the thresholds defined in Section 3.4. The process is
as follows:

1. The K —1 thresholds 7 ; in Equation (2) divide the values of each characteristic into K
consecutive ranges.

2. These ranges are associated with risk levels 0, ..., K — 1, ordered from the lowest to the
highest risk.

3. Each simulation from Section 3.3, or each event originating from the online work-
flow (Section 3.7), yields one value x; per characteristic, which is compared with the
thresholds of the relevant grid model.

4. Each value is assigned the risk level of its range, that is, the number of thresholds that
it strictly exceeds

K-1
=Y >, j=1] (3)
k=1

where | is the number of characteristics and 1{-} is the indicator function. These levels
form the Risk Vector R = (1 eee s T7)-

5. The final grid risk level is the maximum value of the Risk Vector, R = max(f{). Each
characteristic records a different consequence of the attack, so the most severe one
sets the grid risk level, in line with the assessment of maximum impact in NIST SP
800-30 [15]. An average of these levels would let characteristics without impact lower
the level of a severe event.

3.6. Online: Generation of Node Marginal PDFs

In the online workflow (Algorithm S2 in the Supplementary Materials), Block A ingests
the device inventory and the network topology, and Block B enriches the device records
and assigns each device a compromise probability P, using Equation (1). From these
inputs, the workflow derives the node marginal PDFs and compares them with the offline
references (Section 3.7).

For independent device outcomes, the distribution of their total compromised power
is obtained by convolving the individual distributions [49]. Node marginal PDFs were
calculated on a grid of 0.1 kW by fast Fourier transform (FFT) convolution, either directly
or in its overlap-add form, which gives the same result. The calculation process involved
the following:

1. Successful compromise is assumed to allow demand manipulation. For each device d,
the compromised power X takes the value P,,,,, ; with probability P; (Equation (1))
and 0 otherwise.

2. The total compromised power at a node with D devices is S = 25:1 X;. Under a
separate assumption of independence among devices, the PDF of S is obtained by
convolving the individual PDFs. This convolution is computed efficiently by applying
the FFT to each individual PDF, multiplying the results element-wise in the frequency
domain, and applying the inverse FFT:
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fo = I(ﬁ 7y, | @)

where F denotes the FFT and fx, is the PDF of device d. The outcome is the node
marginal PDF. Each P, ; was rounded to the nearest 0.1 kW, the transforms were
padded to give a linear convolution, and small negative values from floating-point
arithmetic were set to zero before the PDF was rescaled to unit sum.

This procedure was applied to each node of the grid, as illustrated in Figure 4.

Node Level Device Level

i
02 08
o 07
o 0 (Failure) s 1 (Success) 2 0.6
\ N 05
Enriched files [y S j £ 04
_ : Compromise probability Fos

@\l’__ ----(Bernoulli distribution) 02 I
1
HIRIIAR
0 2 4 6

Compromised power 00
|

Data Input

bability Density

8
\ Value

]
//V : v
[ R |
Marginal PDF of the
node
Convolution
Topology of the electrical g“ * fos % .. % ndevices

network

0 or maxWattage 0 or maxWattage

Figure 4. Online workflow for node marginal probability density function (PDF) generation using

fast Fourier transform (FFT) convolution. Boxes labeled D represent devices, arrows show the flow of
data, and * denotes convolution.

3.7. Online: Grid-Level Risk Estimation

Using the node marginal PDFs obtained in Section 3.6, the online workflow estimates

grid-level risk as follows (see Figure 5):

1.

Each node marginal PDF was compared with the reference PDFs of the two offline
scenarios (Sections 3.1 and 3.2) using the Kullback-Leibler (KL) divergence, and the
most similar scenario was selected. This comparison was performed for each node.
For this comparison, the power values of the node PDF were divided by the node’s
P hax and accumulated in the 1000 bins of the reference PDFs (Section 3.1), with any
mass above P, in the last bin. With a; and g; the probabilities of bin i in the node
PDF and in a reference PDF, the divergence was Dy; = Zu,->0 a;In(a;/4;), where
G, = (q; + 10712)/ X+ 10712). Empty reference bins therefore add a large but
finite term. The KL divergence is a common measure for comparing probability distri-
butions, and the selected scenario depends little on this choice. Five test inventories
distribute 10, 100, 200, 1000, and 2000 devices of up to 15 kW over the 19 load nodes of
the IEEE39 grid. With the Wasserstein distance, the same scenario was selected for 80
of their 81 nodes with devices (98.8%). The one node that differed lay where the two
scenario PDFs overlap. There, the KL divergence selected the worst case, because it
strongly penalizes power values that are likely for the node but unlikely in the best case,
and the risk level rose by one. The KL divergence is therefore the conservative choice.
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Some nodes fall outside both reference PDFs. A node whose mean compromised power
was below the smallest nonzero value of the best case was assigned to the best case,
and a node whose mean was above the largest value of the worst case was assigned to
the worst case. For a node between the two references, choosing the worst case instead
of the best case increases the number of worst-case nodes by one. In the simulated
configurations of the IEEE39 grid, moving one node from the best case to the worst
case never reduced the average load shedding or activated protections, and the risk
level of these averages stayed the same or rose by one level.

Once the most similar scenario for each node was identified, all simulations of the
resulting configuration (Section 3.3) were retrieved, and their values were averaged.
The average values were then placed in the ranges defined by the thresholds of
Section 3.4. The rows of Figure 6 show how the simulations of each configuration are
spread over the risk levels, including those above the level of the average.

The corresponding risk level was assigned using the mapping established in Section 3.5.
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Figure 5. Online grid-level risk estimation process using Kullback-Leibler (KL) divergence compari-
son and threshold-based categorization. The lower plots show the GMM thresholds of the IEEE39
grid for undervoltage protections, load shedding, and underfrequency protections. Abbreviations:
probability density function (PDF) and underfrequency load shedding (UFLS). The overlapping

plots

on the left represent the marginal PDFs of several nodes.

In the test inventory of step 1 with 1000 devices of ten commercial products,

Equation (1) assigns P, from 0.83 to 1 to the 700 devices whose products have CVEs ex-
ploitable over the network in the NVD. At the load node with P, = 4.6 MW, 240 devices

give

a node marginal PDF with a mean of 0.28 P,,, which the KL divergence matches to

the worst case, and the other 18 nodes take the best case. None of the 1000 simulations of
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this configuration show load shedding or protection activation, so the grid risk level is 0.
Scaling all p; by 0.5 or 1.5, with a maximum of 1, changed no selected scenario.
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Figure 6. Heat maps showing risk level assignments for K-Means++, density-based spatial clustering
of applications with noise (DBSCAN), and Gaussian mixture models (GMMs): (a) IEEE9 grid with
best-case, worst-case, and mix-case scenarios; (b) IEEE39 grid worst-case scenarios only. The Y-axis
(cases-scenarios) denotes the attack configuration, where the number indicates the count of attacked
nodes and the suffix indicates the scenario type (b = best-case, w = worst-case).

The node marginal PDFs assume independent devices (Section 3.6). Devices of the
same product, however, share firmware and vulnerabilities, so one exploit may compromise
many of them at once. This dependence keeps the expected compromised power of a node
but widens its PDF, and a wider PDF may match a different scenario in step 1. To measure
this effect, the five inventories of step 1 were evaluated again with a one-factor Gaussian
copula: a common random factor couples the compromise of devices of the same product,
or of all devices at a node, while each device keeps its P,. In this test, all devices received
the same P,, 0.15, 0.5, or 0.85, and the correlation took illustrative values up to 0.3. No
node changed scenario, and the grid risk level did not change. Nodes outside the range of
the reference PDFs kept their scenario, because dependence does not change their mean
compromised power (step 1).

The offline simulations are run once for each power system and serve all later assess-
ments. Changes in device inventories and vulnerabilities, and ordinary changes in the grid,
need no new simulations. The former enter through the online workflow, and the latter do
not alter the dynamic response of the grid, on which the results depend (Section 3.3). When
a structural change, such as new generators or lines or new connection requirements, alters
that response, only the grid simulations and thresholds are repeated with the updated grid
model (Sections 3.3 and 3.4), while the scenario reference PDFs (Section 3.1) and the online

workflow remain the same.
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4. Results
4.1. Evaluating Clustering Methods Across IEEE9 and IEEE39 Grids

To evaluate the performance of the proposed methodology, the results of grid-level
risk estimation were analyzed for the IEEE9 and IEEE39 grid models, considering various
attack scenarios.

The heat maps in Figure 6 show the risk level assignments (X-axis) for each case
(Y-axis) and each clustering method used for the thresholds of the offline workflow.

The assigned risk levels range from 0 to 4. Level 0 corresponds to scenarios with no
load shedding or protection activation; levels 1-2 represent increasing stress with less load
shedding and fewer activated protections than levels 3—4; and levels 3—4 capture more severe
conditions, including faster frequency drops and disconnection of significant portions of
demand through under-frequency protections, as the cases in Section 4.2 show.

Colors and cell values indicate the fraction of simulations assigned to each risk level
for a given attack configuration. Each row sums to one, apart from rounding.

Figure 6a shows the risk estimation for different clustering methods on the IEEE9 grid.
The observations from these heat maps include the following:

e  Best-case scenarios consistently received the lowest risk level, indicating minimal risk
contribution from attacks of this nature.

e  Mix-case scenarios consistently aligned with their worst-case scenario counterparts
across all clustering methods. Because best-case scenarios contribute little to grid risk,
the risk arises mainly from nodes simulated under worst-case conditions. Consequently,
mix-case scenarios 1wlb and 1w2b closely match worst-case scenario 1w, and mix-case
scenario 2w1b resembles worst-case scenario 2w.

e  Therisk estimation of worst-case scenarios depends on the clustering method. The DB-
SCAN thresholds gave more dispersed levels (in 2w and 2w1b, 27.0% and 27.3% of
its simulations fall outside the most frequent risk level, against 13.9% and 15.6% for
K-Means++ and 17.4% and 19.0% for GMM), whereas the K-Means++ and GMM
thresholds gave a more progressive estimation (along 1w, 2w, and 3w, the two increases
in mean risk level differ by 1.34 levels for K-Means++ and 1.31 for GMM, against 1.40
for DBSCAN).

Figure 6b shows only the worst-case scenarios for the IEEE39 grid, because its best-case
and mix-case results were similar to those of IEEE9. These heat maps show that all three
clustering methods yield a progressive, diagonal estimation. However, the mean risk level of
DBSCAN falls more than half a level below the diagonal from 4w to 9w. Relative to the level
of the diagonal for each configuration, rounded to the nearest level, the GMM placed 27.1%
of the simulations above and 16.6% below (mean deviation of +0.112 levels), K-Means++
23.0% and 20.3% (+0.025), and DBSCAN 8.7% and 37.6% (—0.303). The GMM is the most
conservative of the three methods in every worst-case configuration of IEEE39. Because
underestimation leaves a grid exposed, the methodology favors overestimation within
the risk tolerance of each operator [15], through the maximum over the characteristics
(Section 3.5) and the KL selection in the overlap of the scenario PDFs (Section 3.7).

All clustering methods were analyzed and compared based on the most descriptive
characteristics from the PowerFactory simulations: load shedding and activated protections
(underfrequency, overfrequency, undervoltage, and overvoltage).

Table 1 compares the thresholding methods based on the risk distributions in Figure 6.
Intra-case variability refers to the spread of risk assignments within the same attack con-
figuration, whereas inter-case dispersion measures how well different attack configurations
are separated into distinct risk levels. With the measures of Table 1, the GMM showed
the lowest intra-case variability in the worst-case configurations of the IEEE39 grid, where
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28.3% of its simulations fall outside the most frequent risk level of their configuration,
against 29.5% for K-Means++ and 31.3% for DBSCAN. For inter-case dispersion, only one
of these configurations has no risk level with more than half of the GMM simulations,
against two for K-Means++ and five for DBSCAN. For progressive estimation, the mean
risk levels of the GMM and K-Means++ stay within 0.43 and 0.44 levels of the diagonal
of Figure 6b, against 0.63 for DBSCAN. For smooth transitions, the GMM gives the most
regular increases in mean risk level along the worst-case configurations of the IEEE9 grid
(Table 1). These results, together with the most conservative risk levels and a smaller
dependence on the random seed than K-Means++ in the IEEE39 grid (Section 3.4), led to
the selection of the GMM for the two grids studied.

Table 1. Comparison of K-Means++, density-based spatial clustering of applications with noise
(DBSCAN), and Gaussian mixture models (GMMs).

Property Measure K-Means++ DBSCAN GMM

Largest deviation of

Progressive the mean level from Yes No Yes
estimation the diagonal (IEEE39) (0.44) (0.63) (0.43)
Difference between
Smooth transition the two increases in Moderate Low High
00 stons mean level, 1lw-3w (1.34) (1.40) (1.31)
(IEEE9)
Overestimation f;?ﬁéiﬁogisagziﬁ the Slight No Yes
tendency (IEEE39) (23.0%) (8.7%) (27.1%)
Underestimation f;?ﬁéf;ogf;éilr?:{ the No Yes No
tendency (IEEE39) (20.3%) (37.6%) (16.6%)
o Simulations outside Moderate High Low
Intra-case variability ~ the most frequent (29.5%) (31.3%) (28.3%)
level (IEEE39) e e e
Configurations with Good Poor Excellent
Inter-case dispersion  no level above one ) 5) (1)
half (IEEE39)

To check that the GMM assigns physically consistent risk levels, the transients of one
simulated attack of each risk level were studied in both transmission grids. Between neigh-
boring risk levels, the check compares the disconnected demand, the speed of the frequency
drop, and the under-frequency load shedding threshold reached (Section 4.2).

4.2. Physical Consistency Check of the GMM Risk Levels

The application of unsupervised machine learning techniques to classify the risk
of potential MaDIoT attacks raises the question of whether the assigned risk levels are
reasonable and aligned with the impact that a system operator would observe in the network.

The dynamics of both transmission grids were analyzed for one MaDIoT attack of
each risk level, from 0 to 4. In the IEEE39 grid, the attacks of risk levels 2, 3, and 4 are
three 19-node attacks (worst case). The risk 0 and 1 attacks in the IEEE39 grid and the five
attacks in the IEEE9 grid come from the published simulation datasets (Data Availability
Statement) and were simulated again to record their transients. Their disconnected demand
and activated protections match the published records. Figures 7 and 8 plot the frequency
and voltages of some compromised nodes in the IEEE39 and IEEE9 grids.
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In the risk 0 attack in Figure 7a, frequency falls slowly to 59.79 Hz and stays above
the first under-frequency load shedding threshold (59 Hz), so no demand is disconnected.
In the risk 1 attack in (b), frequency falls faster and reaches 59 Hz about 14 s after the
attack. The under-frequency protections disconnect 98.98 MW (1.6% of the initial demand),
less than half of the 213.88 MW disconnected in the risk 2 attack, which justifies the lower
risk level.

Figure 7c,d show, at a high level, similar dynamics for risk 2 and 3 attacks, respectively.
However, there are some differences that justify the different risk assignments. Although fre-
quency drops in both cases until the first under-frequency load shedding threshold (59 Hz)
due to the lack of inertia in the system, it can be noticed that the MaDIoT attack in (d) causes
a faster frequency decrease (i.e., more MW of demand are compromised) than the risk-2
attack, triggering under-frequency protections in the system that disconnect 304.85 MW
(5% of the initial demand) compared to the 213.88 MW (3.5%) disconnected in the risk-2
attack. Therefore, although the frequency curves look similar for the risk 2 and 3 attacks,
their underlying different impact is correctly processed by the GMM for the risk assignment.
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Figure 7. Frequency and voltages in the IEEE39 when performing MaDIoT attacks categorized as risk
0 (a),1(b),2(c),3(d), and 4 (e): an attack on 19 nodes (best case) in (a), on 11 nodes (worst case)
in (b), and on 19 nodes (worst case) in (c—e). For readability, six of the attacked nodes are shown,
labeled by bus; their frequency curves nearly coincide because frequency is almost uniform across the
grid. Red-dashed lines indicate the threshold for the activation of protections. Voltages are expressed
in per unit (p.u.). The attack is applied at ¢ = 0 s in all cases.

Regarding Figure 7e, where a risk-4 attack is shown, frequency drops until the second
frequency threshold (58.8 Hz), disconnecting 540.23 MW (8.9%) through the under-frequency
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protections; thus the maximum risk level is correctly assigned. This shows that the GMM
algorithm is reasonably classifying the risk of MaDIoT attacks; this classification may seem
conservative (the maximum risk does not necessarily imply a full blackout of the system),
but it should be considered that frequency is critical for system operation and that frequency
variations greater than 0.1-0.2 Hz are rare in the daily operation of large power systems.
Figure 8 shows the five risk levels in the IEEE9 grid, with thresholds from the simula-
tions of this grid (Section 3.4). Here the under-frequency protections disconnect demand
only at 57.8 Hz, the lowest red line, half the demand of one load node at a time. The risk
0 attack in (a) leaves frequency and voltages flat. In (b)—(e), frequency falls to 57.8 Hz,
and the risk level grows with the disconnected demand: one load node in (b) (50 MW,
15.9% of the initial demand), two in (c) and (d) (107.5 and 112.5 MW, 34.1 and 35.7%),
and three in (e) (157.5 MW, 50%). In (e), frequency falls fastest and stays at 57.8 Hz for
about 16 s, until the other two load nodes are disconnected. The risk 1 attack compro-
mises more demand than the risk 2 attack (94.14 versus 75.50 MW) and its frequency falls
faster, but it disconnects one load node instead of two. After load shedding, frequency
rises above 60 Hz in (c)—(e), where the disconnected demand exceeds the compromised
demand, and stays below 58.5 Hz in (b). As in Figure 6a, attacks on best-case nodes are risk
0, and most attacks on two and three worst-case nodes are risk 3 and 4, as in Figure 8d,e.
The attacks in Figure 8b,c are less frequent outcomes of attacks on two worst-case nodes.
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Figure 8. Frequency and voltages in the IEEE9 when performing MaDIoT attacks categorized as
risk 0 (a), 1 (b), 2 (¢), 3 (d), and 4 (e): an attack on 3 nodes (best case) in (a), on 2 nodes (worst
case) and 1 node (best case) in (b), on 2 nodes (worst case) in (¢,d), and on 3 nodes (worst case)
in (e). All attacked nodes are shown, labeled by bus; their frequency curves nearly coincide because
frequency is almost uniform across the grid. Red-dashed lines indicate the threshold for the activation
of protections. Voltages are expressed in per unit (p.u.). The attack is applied at t = 0 s in all cases.
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In the IEEE39 grid, the plotted voltages show an initial dip and damped oscillations
within protection limits, even in the risk-4 case. In the IEEE9 grid, voltages rise after
load shedding in the risk 2 to 4 attacks, up to 1.18 p.u., below the overvoltage threshold
(1.2 p.u.). Voltage recovery should be interpreted alongside frequency deviations and
disconnected demand.

Regarding model stability, Monte Carlo sampling (1,000,000 iterations per scenario
and 1000 PowerFactory simulations per configuration) is used to limit sampling variability.
With fixed thresholds, small perturbations leave the risk level unchanged unless the assessed
indicators cross a threshold. In electrically strong areas, a low risk level reflects limited
load shedding and protection activation in the simulated scenarios; frequency and voltage
deviations are not scored separately.

5. Discussion

The results presented in Section 4 demonstrate that the proposed methodology pro-
duces risk levels that are interpretable and physically consistent with the simulated grid
response in the cases examined. This section discusses the positioning of the proposed ap-
proach within the broader literature, acknowledges the limitations of this work, and outlines
directions for future research.

The proposed approach is positioned within the quantitative/machine-learning stream
of dynamic cyber-risk assessment reviewed in Section 2 (e.g., Bayesian/machine-learning
and related models fed by IDS/IPS/SIEM, historical vulnerability data, and system-
knowledge data) and addresses the gap in research on indirect MaDIoI-driven availability
failures with an interpretable, threshold-based categorization. The methodology applies
the classical risk analysis described in Section 2, that is, the risk assessment process set out in
NIST SP 800-30 [15] and ISO/IEC 27001 [16], and adapts it to MaDIoT attacks. Table 2 shows
the block of the methodology that covers each phase. As in these standards, risk combines
probability and impact. The adaptation lies in how both are obtained: the vulnerabilities
of IoI' devices give the probability of each compromised power at each load node, and the
dynamic response of the grid gives the impact.

Beyond power grids, Blocks A and B and the threshold categorization could be adapted
to other cyber-physical systems with many connected devices, such as low-altitude intelli-
gent networks with integrated sensing and communication [50-52]. The adaptation requires
that the compromised devices add up to a single magnitude at each node, such as injected
traffic, and that a model of that system, with its own severity indicators, replace the dynamic
grid simulation.

Nevertheless, this work has several limitations: (1) the model currently relies on
two transmission grids (IEEE9 and IEEE39), with the physical consistency of the risk lev-
els checked in dynamic simulations rather than under real operating conditions; further
validation across diverse grid models would enhance its general applicability; (2) the com-
promise probabilities are model-assigned and uncalibrated, and shared preconditions may
violate the assumed independence among exploitation opportunities or among devices:
within one device, such a common cause places P; between the largest p; and the value of
Equation (1), which therefore tends to overestimate P;, and among devices, the sensitivity
test in Section 3.7 keeps the reference PDFs and thresholds obtained under independence,
whose response to dependence requires new dynamic simulations; (3) the current imple-
mentation uses two extreme scenarios (best-case and worst-case) to bound uncertainty,
providing a conservative risk envelope within the simulated configurations (Section 3.7),
but the grid risk levels obtained when nodes lie between the two references have not been
checked directly against dynamic simulations of intermediate scenarios, and the change of
risk level observed in IEEE39 when one node moves from the best case to the worst case
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applies to the simulated configurations only; (4) the OSINT-based vulnerability enrichment
in Block B depends on public databases such as the NIST NVD, which lack entries for some
device models and firmware versions [53], leave recently published vulnerabilities without
analysis [54], and miss zero-day exploits or undisclosed vulnerabilities, and which lag be-
hind IoT attack techniques that keep evolving, from botnets of high-wattage appliances [2,8]
to attacks on electric vehicle charging [3-6] and on distributed energy resources [7]; and
(5) demand is represented by aggregated loads at transmission nodes, without modeling
distribution feeders or the dynamic behavior of individual devices, so local effects in distri-
bution grids, such as voltage drops and the operation of feeder protections, are not reflected
in the risk levels.

Table 2. Correspondence between the phases of classical risk analysis, the requirements of NIST SP
800-30 and ISO/IEC 27001, and the proposed methodology.

Phase

NIST SP 800-30 [15] and ISO/IEC

27001 [16] Proposed methodology

Purpose, scope, assumptions, and risk Block A: device inventory and grid

Scope definition and asset identification

model; critical assets in the
asset/impact-oriented approach (NIST
Tasks 1-1 to 1-5). Risks within the defined
scope (ISO 6.1.2 ¢)

topology (Section 3). Availability of the
power supply under MaDIoT attacks on
load nodes (Section 1)

Asset evaluation (impact)

Adverse impacts on operations and assets
(NIST Task 2-5). Potential consequences
(IsO6.1.2d)

Block C, offline: load shedding and
activated protections from dynamic
simulations of the compromised power at
each node (Sections 3.2 and 3.3)

Threat identification (threat,
vulnerability)

Threat sources and events; vulnerabilities
and predisposing conditions (NIST Tasks
2-1 to 2-3). Risk identification (ISO
6.1.2¢)

Coordinated MaDIoT attacks on
configurations of load nodes (Section 3.3).
Block B: device vulnerabilities from the
NIST NVD (Section 3)

Threat evaluation (probability)

Likelihood of initiation and of adverse
impact (NIST Task 2-4). Realistic
likelihood (ISO 6.1.2 d)

Block B: compromise probability P; per
device and attack round (Equation (1)).
Block C: node PDFs of compromised
power; offline, by Monte Carlo for two
reference scenarios; online,

by convolution, matched to a reference by
the KL divergence (Sections 3.1, 3.6

and 3.7)

Risk assessment (risk)

Combination of likelihood and impact
(NIST Task 2-6). Levels of risk (ISO
6.1.2d)

Block C: GMM thresholds define five
levels (Equation (2)); each simulation
receives a level, and R = max(R)
(Equation (3)). Online: the level of the
mean impact of the matched
configuration (Section 3.7)

Risk update

Monitor risk factors and update the
assessment (NIST Tasks 4-1 and 4-2).
Reassessment at planned intervals or
after significant changes (ISO 8.2)

Online workflow: new inventories and
vulnerabilities update the level without
new simulations; significant grid or
regulatory changes require new
simulations and thresholds (Section 3.7)

Future research will address the comparative evaluation of the framework and its
integration with SCADA, advanced metering infrastructure, energy management systems,
and distributed energy resource management systems. Neither has been performed in this
study; the aim is to complement operational monitoring and analysis with vulnerability-
based MaDIoT risk estimates. Further work includes modeling dependencies among vul-
nerabilities [55,56] and among devices that share firmware, together with their effect on the
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reference PDFs and thresholds, hardware-in-the-loop validation, global sensitivity analysis
of model inputs [57], and using risk estimates to guide response selection [58].

6. Conclusions

This paper presents a multilayer methodology for estimating grid-level risk in the
IEEE9 and IEEE39 grids under MaDIoT attacks. The methodology is interpretable and
consistent with classical risk analysis through its treatment of assets, threats, vulnerabilities,
probability, impact, and risk, as detailed in Table 2.

Block A performs system/asset characterization (scope definition and asset identifi-
cation). Block B enriches device attributes with NIST NVD vulnerability information and
assigns compromise probabilities for an attack round through the normalized scoring model
adapted from [14]. Block C uses probabilistic methods and clustering-based thresholding
to derive bounded risk levels, whose physical consistency was checked against the load
shedding and protection activations in the dynamic simulations.

Supplementary Materials: The following supporting information can be downloaded at https://www.
mdpi.com/article/10.3390/app162110967/s1, Algorithm S1: Offline workflow (Sections 3.1-3.5); Al-
gorithm S2: Online workflow (Sections 3.6 and 3.7); Table S1: Simulation and protection settings.
Each relay type is counted over the whole grid; Table S2: GMM thresholds 7, ; (Equation (2) of
the article; K = 5). The thresholds were computed as fractions of the initial total demand or of the
relays of each type (Table S1) and are given in MW and numbers of relays, rounded to two decimals.
Characteristics with no positive recorded values have zero thresholds. A value equal to a threshold
stays in the lower range.
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