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Abstract

Mobile malware evolution induces concept drift, degrading the performance of static
supervised detectors. Concept Drift Adaptation with Active Learning (CDA-AL) miti-
gates this problem by querying informative samples for model updating, but existing
methods still face two limitations. First, uncertainty-based selection measures prediction
ambiguity without explicitly assessing consistency with previously learned representation
structure, causing confidently misclassified drifted samples to be overlooked. Second,
conventional retraining often treats labeled samples uniformly, providing insufficient em-
phasis on missed malware and samples near ambiguous benign-malicious boundaries. To
address these limitations, we propose GRAD (Geometry-Aware Risk-Guided Active Drift
Adaptation), a CDA-AL framework with three complementary modules. Geometry-Aware
Drift-Risk Ranking uses residual deviations from locally estimated benign tangent spaces
to prioritize potential misclassification risks. Hybrid active sample selection combines
geometry-ranked risk candidates with uncertainty sampling under a fixed annotation
budget. Boundary-Aware Retraining constructs Error Memory and Semantic Ambiguity
Memory and applies targeted triplet constraints to correct missed malware and improve
class separation. Experiments on two large-scale temporal malware datasets totaling over
460K samples show that GRAD achieves the best F1 performance on both datasets, improv-
ing F1 by 3.26% on APIGraph and 7.23% on AndroZoo, while reducing FNR by 39.15%
and FPR by 72.50%, respectively. GRAD also shows no evidence of systematic catastrophic
forgetting and reduces the number of long-lived malware samples by 12.5% on APIGraph.

Keywords: malware detection; concept drift adaptation; active learning

1. Introduction
Mobile security is challenged by the mismatch between the rapid evolution of malware

and slower updates of detection models [1]. According to GDATA [2], a new malware
sample emerges in mobile app markets roughly every 11 s. With billions of active mobile
devices worldwide [3], even short detection delays can expose a large user base to signifi-
cant risk [4]. These trends underscore the urgent need for adaptive detection strategies that
can adapt to emerging threats in a timely manner [5,6]. Supervised machine learning is
widely employed in security-critical applications such as malware analysis [7–9], where
accurate and timely classification is critical for mitigating threats. However, as the distri-
bution discrepancy between training and deployment data widens over time [10], model
performance on concept-drifted malware degrades [11]. This temporal distribution shift is
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commonly referred to as concept drift [6,12,13], and it undermines the reliability of static
supervised detectors in deployment.

To address this critical issue, numerous Concept Drift Adaptation (CDA) methods have
been developed [14–16]. Among these, Concept Drift Adaptation with Active Learning
(CDA-AL) [17–19] stands out as a highly effective solution. In CDA-AL pipelines, the model
actively queries human annotations for highly informative samples, enabling effective drift
detection and adaptation [17,20]. These selected samples are manually annotated and
added to the training set for iterative retraining. Consequently, CDA-AL improves model
generalization against evolving data distributions [12,17].

Despite their empirical successes, existing CDA-AL frameworks still suffer from
two fundamental limitations tailored to malware drift scenarios. Challenge 1: Insufficient
Identification of Drift-Risk Samples. Existing drift adaptation methods commonly identify
informative samples primarily according to model-output uncertainty. However, predictive
confidence alone does not explicitly characterize whether a sample’s prediction is consistent
with the local representation geometry learned from previously observed data. Under
temporal distribution shift, an evolving malicious sample may remain confidently predicted
as benign, while a newly changed benign application may be incorrectly predicted as
malicious. Consequently, security-critical false-negative and false-positive risk samples
may not receive sufficient priority during active sample selection. Challenge 2: Insufficient
Emphasis on Difficult Samples during Drift Adaptation. After informative samples
are selected and labeled, existing adaptation methods typically incorporate them into
model retraining without explicitly distinguishing which samples require greater attention.
Consequently, missed malware samples may not receive sufficient corrective emphasis,
while samples that are difficult to distinguish between benign and malicious classes may
remain poorly separated. These difficult cases are particularly important under concept
drift, as unresolved classification errors and ambiguous local boundaries can persist across
successive adaptation cycles.

To address the above limitations, we propose GRAD (Geometry-Aware Risk-Guided
Active Drift Adaptation), a closed-loop CDA-AL framework for evolving Android malware
detection. GRAD integrates Geometry-Aware Drift-Risk Ranking, Hybrid Active Sample
Selection, and Boundary-Aware Retraining within each adaptation cycle. Specifically, we
redesign three key stages of the conventional CDA-AL pipeline, namely drift-risk sample
identification, queried-set construction, and adaptive model retraining. In the inference
stage, GRAD evaluates each incoming sample relative to the local geometry of previ-
ously observed benign samples. Based on the current predicted label, Module 1 applies
two complementary ranking channels to prioritize potential false-negative and false-
positive risk candidates according to their residual deviations from the estimated local
benign tangent space (Module 1, Section 4.1, addressing Challenge 1). In the sample
selection stage, GRAD combines geometry-ranked risk candidates with pseudo-loss-based
uncertainty selection. A predefined portion of the annotation budget is allocated to samples
exhibiting prediction–geometry inconsistencies, while the remaining budget is used to select
model-uncertain samples. This hybrid strategy constructs a retraining set that jointly covers
security-critical risk candidates and informative boundary samples (Module 2, Section 4.2,
addressing Challenge 1). In the retraining stage, GRAD identifies false-negative hard
samples from the cumulative labeled training set and ambiguous-hard samples from the
newly labeled queried set. It then dynamically constructs error memory and semantic
ambiguity memory to impose targeted triplet constraints during model updating. These
constraints repair false-negative-prone regions and improve class separation in locally
mixed benign–malicious regions (Module 3, Section 4.3, addressing Challenge 2).
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To validate our method’s effectiveness, we conduct experiments on two large-scale
real-world malware concept drift datasets [21,22]: APIGraph (300K+ samples, 7 years)
and AndroZoo (100K+ samples, 3 years). We benchmark against 17 baselines including
UNCER [23], CORESET [24], CADE [25], TRANS [26], HCL [17], MADCAT [27], and MALF-
SCIL [28]. GRAD achieves the highest overall F1 performance on both datasets, improving
F1 by 3.26% on APIGraph and 7.23% on AndroZoo compared with the second-best overall
method. It further reduces the false-negative rate by 39.15% on APIGraph and the false-
positive rate by 72.50% on AndroZoo. Furthermore, it exhibits robust performance across
varying label budgets and neighborhood sizes, and maintains stable performance without
evidence of systematic catastrophic forgetting.

The novelty of GRAD does not lie in the isolated use of active learning, local geometric
modeling, or metric learning, but in their risk-oriented coupling for temporal malware drift
adaptation. Specifically, GRAD forms a closed-loop process in which local geometry is used
to identify security-relevant prediction risks, active learning allocates a limited annotation
budget to these risks together with uncertain samples, and the resulting labeled samples
are subsequently used to construct targeted metric-learning constraints for repairing the
corresponding high-risk representation regions. In summary, our main contributions are
as follows:

• We introduce a geometry-aware drift-risk ranking mechanism that decomposes each
incoming sample’s displacement relative to an estimated local benign tangent space.
By ranking benign-predicted samples with large residual deviations and malicious-
predicted samples with small residual deviations, the proposed mechanism prioritizes
potential false-negative and false-positive risk candidates for human verification.

• We develop a hybrid active sample selection strategy that combines geometry-ranked
risk candidates with uncertainty selection. This strategy allocates the limited an-
notation budget to both drift-risk and informative samples, thereby improving risk
coverage and adaptation effectiveness.

• We propose a boundary-aware retraining mechanism that explicitly prioritizes difficult
labeled samples through dynamically reconstructed error memory and semantic
ambiguity memory. The resulting triplet constraints explicitly repair false-negative-
prone regions and improve class separation in locally mixed benign–malicious regions
during successive adaptation cycles.

• We evaluate GRAD against 17 baselines on two large-scale temporal malware datasets
spanning a combined ten-year period. The experimental results demonstrate improved
malware drift adaptation performance, reduced false-negative and false-positive
errors, and stable long-term adaptation without observable catastrophic forgetting.

2. Related Work
This section reviews the related literature from two key perspectives: malware concept

drift and drift detection (Section 2.1), and concept drift adaptation for malware detection
(Section 2.2).

2.1. Malware Concept Drift and Drift Detection

Previous studies have emphasized the necessity of evaluating malware detection sys-
tems on unseen data, as these systems are prone to concept drift due to evolving vulnerabil-
ities [29,30], often resulting in performance degradation. Chen et al. [31] argued that drift
detection should focus on identifying drifted samples, as frequent feature updates provide
minimal benefits for drift adaptation. Jordaney et al. [32] proposed a framework for early
drift detection via statistical comparison of training and drifted samples. Yang et al. [25]
integrated contrastive learning with distance-based uncertainty for effective drift detection,
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yet overlooked malware intra-family similarities. Barbero et al. [26] proposed a conformal
prediction-based method for drift detection.

2.2. Concept Drift Adaptation for Malware Detection

Early online learning methods for malware drift adaptation incurred substantial costs
because they relied heavily on manual labeling [33,34]. To reduce this annotation burden,
subsequent studies adopted classifier-driven pseudo-labeling strategies [35,36]. However,
erroneous pseudo-labels inevitably introduce label noise, which may accumulate during
adaptation and further degrade model performance, as demonstrated in previous stud-
ies [37]. This critical flaw is also shared by two representative methods: Md Tanvirul
Alam et al. [38] and Zhen Liu et al. [39], mainly because they suffer from self-poisoning
caused by incorrect pseudo-labels and persistent label noise. Eunjin Roh et al. [27] en-
hance shift resilience via feature masking and test-time fine-tuning but lack explicit drift
detection, causing redundant updates. Chen et al. [17] reduce the annotation burden
through contrastive active learning, but their retraining mechanism does not explicitly
prioritize recurring false-negative errors or locally ambiguous samples during successive
adaptation. DREAM [40] relies on manual behavior taxonomies. Reinforcement learning-
based frameworks [41] lack representation-space constraints, leading to unstable learning.
Pan et al. [42] use an offline drift detection setting unsuitable for streaming data and ignore
labeling cost constraints.

2.3. Summary

As summarized in Table 1, existing malware concept drift methods typically ad-
dress only a subset of drift detection, drift adaptation, drift-risk sample handling,
and representation-space optimization. In particular, few prior approaches jointly con-
sider drift-risk identification and structured representation optimization during adaptation.
GRAD integrates all four capabilities within a unified framework, enabling coordinated
drift detection, adaptation, risk-aware sample handling, and representation refinement.

Table 1. Comparison of representative studies on malware concept drift adaptation.

Category Method DD DA DRS RSO

Drift-oriented

TRANSCEND [32] ✓ ✗ ✗ ✗

CADE [25] ✓ ✗ ✗ ✗

TRANS [26] ✓ ✗ ✗ ✗

OWAD [43] ✓ ✗ ✓ ✗

MORPH [38] ✓ ✓ ✗ ✗

LDCDroid [39] ✓ ✓ ✗ ✗

MADCAT [27] ✓ ✓ ✗ ✗

HCL [17] ✓ ✓ ✗ ✓

DREAM [40] ✓ ✓ ✗ ✓

DRMD [41] ✓ ✓ ✓ ✗

DTRACE [42] ✓ ✓ ✗ ✗

Ours GRAD ✓ ✓ ✓ ✓
Notes. DD: drift detection; DA: drift adaptation; DRS: explicit handling of drift-risk samples; RSO: contrastive
or structured representation-space optimization. A check mark indicates that the corresponding capability is
supported, whereas a cross indicates that it is not.

3. Background
This section first defines the key notations used throughout the paper and then intro-

duces the standard active learning pipeline for concept drift adaptation.
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3.1. Notation and Description

For clarity, we summarize the main notations used throughout this paper in Abbreviations.

3.2. Active Learning Pipeline

Active learning is a learning paradigm that aims to improve model performance under
limited labeling budgets by selectively querying the most informative unlabeled samples
for manual annotation. Instead of labeling all incoming data, active learning prioritizes
samples according to a predefined acquisition criterion, such as predictive uncertainty,
thereby reducing annotation cost while retaining informative supervision. Concept drift
refers to a shift in the data distribution over time that can degrade model accuracy. To
counter this, CDA-AL adapts models to concept drift by actively selecting high-uncertainty
samples from the testing data and retraining with them [10,17,44]. The entire concept drift
process is composed of multiple concept drift cycles. Each cycle n processes a new data
batch Dn

te (unlabeled testing data collected since cycle n− 1) through four steps:
Step I (Model Inference): The model owner collects raw data Dn

te and then extracts
the feature representation of each sample. For each sample, the detector fθn−1 performs
inference on the input xi and outputs the predictive probability vector πi = fθn−1(xi). Each
dimension of πi corresponds to the model’s predicted posterior probability that xi belongs
to the corresponding class. The label with the highest confidence is selected as the predicted
label ŷi for the input xi.

Step II (Uncertainty Quantification): The uncertainty score ui of xi is measured. For
example, CDA-AL adopts the standard max-probability uncertainty metric [17], defined as
the complement of the maximum softmax output: ui = 1−max(πi).

Step III (Sample Selection): Samples are ranked according to the adopted selection
criterion, and the top β samples are selected for manual annotation. Their indices form the
queried set In

query, where β denotes the fixed annotation budget per adaptation cycle.
Step IV (Manual Annotation and Model Retraining): Following the standard active

learning setting, the queried samples are assumed to be manually annotated by human an-
alysts before the subsequent model update. The annotation does not need to be completed
instantaneously, but should be available within the current adaptation cycle. The samples
indexed by In

query are manually annotated to obtain the labeled queried set Dn
query. The

newly labeled samples are then added to the cumulative training set:

Dn
tr = Dn−1

tr ∪Dn
query.

The model is subsequently retrained on the updated labeled training pool Dn
tr, initial-

ized from the previous cycle’s parameters θn−1. The model update is defined as

θn = arg min
θ

∑
(xi ,yi)∈Dn

tr

L( fθ(xi), yi), init. θ = θn−1. (1)

4. Method
Consistent with the standard CDA-AL paradigm [17], our framework performs con-

cept drift adaptation via a closed-loop updating cycle within each time window. We take
the n-th drift cycle as an illustrative example, where the same pipeline generalizes to
all subsequent cycles. Our overall workflow (Figure 1) consists of three core modules:
geometry-aware drift-risk ranking (Section 4.1), hybrid active sample selection (Section 4.2),
and boundary-aware retraining (Section 4.3). GRAD is not designed as a simple sequential
combination of active learning, local geometry, and metric learning. Its novelty lies in cou-
pling these components through a common risk-oriented adaptation objective. Specifically,
the geometry-aware module identifies security-relevant prediction risks by measuring local
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inconsistency with historically observed benign structure; the hybrid selection module allo-
cates the limited annotation budget jointly to geometry-flagged risk samples and uncertain
samples; and the boundary-aware retraining module uses the resulting labeled risk sam-
ples to construct targeted metric-learning constraints for correcting false-negative-prone
and locally ambiguous regions. In this way, the output of each stage directly guides the
next, forming a closed-loop process from risk identification to selective annotation and
risk-oriented representation correction.

Step-II. Latent-Space Geometry-Aware 
Drift-Risk Ranking（Module 1）

Step-IV. Model Retraining
 based on ���

� (Module 3)
 Performance   
Improvement

Users

Step-I. Submit Samples
 ���

�  to Inference

Detection Model
is initialized as  ���−�

Step-V. Model Update ���

Corrective Retraining for Global Representation 

Disentanglement

New Round of   
Concept Drift 

Adaptation 

Detection 
Model

Drift 
Software Workflow

Sample
Selection

Model
Retraining

Output 
Calibration

Step-III. Concept Drift
Sample Selection（Module 2）

2026-8-1-11-22-版本

Data Input

Model Input (Latent Space)

Figure 1. The workflow of our method (GRAD).

4.1. Latent-Space Geometry-Aware Drift-Risk Ranking

At the n-th learning cycle, the incoming unlabeled batch Dn
te may contain samples

affected by evolving malware families, changes in benign applications, or other forms of
temporal distribution shift. To prioritize the samples that are most valuable for model
adaptation, we introduce a geometry-aware drift-risk ranking mechanism.

The mechanism evaluates each query representation relative to the local geometry
of previously observed benign samples and applies geometric criteria to rank potential
false-negative and false-positive risk candidates for human annotation. We use historical
benign samples as the geometric reference because they represent the local structure that
the detector has previously learned as benign, allowing newly arriving samples to be
assessed according to whether their representations remain consistent with this known
benign structure. For a query sample xq ∈ Dn

te, its embedding zq = gθn−1(xq) is computed
using the trained encoder from cycle n− 1. Our design is based on an empirically motivated
local-geometry assumption in the learned representation space. As malware families and
benign applications evolve over time, their representations may shift relative to historically
observed benign samples, potentially altering local neighborhood structure or producing
deviations from the previously learned benign geometry. We do not assume that all forms
of temporal concept drift necessarily exhibit such geometric deviations. Instead, we treat
local inconsistency with the historical benign distribution as a potentially informative signal
for prioritizing samples that may require human verification. We use these studies only
as supporting motivation for the informativeness of local geometric characteristics under
distributional changes, rather than as evidence that adversarial perturbations and naturally
occurring temporal malware drift follow the same mechanism. We therefore characterize
each query by decomposing its displacement relative to an estimated local benign geometry
into a tangent component and an orthogonal residual component. The resulting geometric
scores are used as relative ranking signals. Accordingly, the geometric deviation is used
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only as a relative risk-ranking signal for annotation prioritization, rather than as a definitive
indicator of concept drift. Let Dn−1

ben = {(xi, yi) ∈ Dn−1
tr | yi = 0} denote the benign subset

of the labeled training set from cycle n− 1. For each query embedding zq, we retrieve its
k nearest benign neighbors from Dn−1

ben and fit a local linear approximation of the benign
manifold. Specifically, we estimate the local center as the mean of the retrieved benign
neighbors: cq = 1

k ∑k
i=1 zi, where {zi}k

i=1 are the k nearest retrieved benign neighbors of zq.
We then form the centered neighborhood matrix:

Xq =
[︁
z1 − cq, . . . , zk − cq

]︁⊤ ∈ Rk×d. (2)

We apply PCA to Xq and use its top-r orthonormal principal directions as the columns
of Bq, such that B⊤q Bq = Ir. Using this local model, we measure how zq aligns with or
deviates from benign local structure through its displacement ∆zq = zq− cq. We decompose
∆zq into tangent and residual parts,

∆ztan
q = BqB⊤q ∆zq, ∆zres

q = ∆zq − ∆ztan
q . (3)

By construction, ∆ztan
q captures variation aligned with the estimated local benign

tangent space, whereas ∆zres
q measures deviation orthogonal to this local tangent space.

We summarize the two components using dtan(q) = ∥∆ztan
q ∥2 and dres(q) = ∥∆zres

q ∥2. The
tangent score characterizes displacement along the dominant directions of local benign
variation, whereas the residual score quantifies deviation orthogonal to the estimated local
benign tangent space. We use dres(q) as the primary ranking measure: large values indicate
weak consistency with the local benign geometry, while small values indicate stronger con-
sistency with the estimated local benign tangent space. We construct two complementary
drift-risk ranking channels and combine their selected candidates into the geometry-ranked
risk set In

cal = I
n
FP ∪ In

FN.
(1) False-Negative Risk Channel. For samples predicted as benign, i.e., ŷq = 0,

a large residual score indicates substantial deviation orthogonal to the estimated local
benign tangent space. This prediction-geometry inconsistency may arise when a previously
unseen or drifted malicious sample is incorrectly classified as benign, although it may
also be caused by an evolving benign application. Because false negatives incur a high
security cost, we use dres(q) as a geometric ranking signal and prioritize benign-predicted
samples with large residual scores for human verification. Specifically, we rank the benign-
predicted samples in descending order of dres(q) and select up to βFN samples as potential
false-negative risk candidates:

In
FN = Topmin{βFN,|{q:ŷq=0}|}

(︂
{q : ŷq = 0}, dres(q), descending

)︂
.

(2) False-Positive Risk Channel. For samples predicted as malicious, i.e., ŷq = 1,
a small residual score indicates limited deviation orthogonal to the estimated local benign
tangent space. This geometric consistency conflicts with the model’s malicious prediction
and may indicate an evolving benign application that has been incorrectly classified as
malicious. However, because a small residual score does not by itself establish the true
class of a sample, we use it only as a relative ranking signal for potential false-positive risk.
Specifically, we rank malicious-predicted samples by dres(q) in ascending order and select
up to βFP samples as potential false-positive risk candidates:

In
FP = Topmin{βFP,|{q:ŷq=1}|}

(︂
{q : ŷq = 1}, dres(q), ascending

)︂
.

We directly evaluate whether these geometry-based ranking signals concentrate actual
false-negative and false-positive errors in Appendix D.1.
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4.2. Hybrid Sample Selection via Geometry-Aware Drift-Risk Ranking and Uncertainty

The geometry-aware drift-risk ranking module prioritizes samples whose model
predictions are inconsistent with their local benign geometric characteristics. For benign-
predicted samples, the module prioritizes large deviations from the estimated local be-
nign tangent space. For malicious-predicted samples, it prioritizes small residual de-
viations, which indicate limited orthogonal deviation from the estimated local benign
tangent space. However, these prediction–geometry inconsistencies may provide lim-
ited coverage of moderately ambiguous samples near the current decision boundary. We
therefore complement the geometric ranking with an uncertainty-driven querying strat-
egy applied to the unlabeled pool Dn

te. Given the model parameters θn−1 trained in the
(n− 1)-th learning cycle, we first assign a pseudo-label to each unlabeled candidate sample
xq ∈ Dn

te: ŷq = arg maxy∈{0,1} pθn−1(y | xq). Standard uncertainty metrics (e.g., prediction
entropy) only rely on model output probabilities and ignore local data structure. To ad-
dress this limitation, we construct a local contrastive batch centered at each query sample
xq: Bq = {xq} ∪N2Nnbr−1(xq;Dn−1

tr ), where N2Nnbr−1(·) denotes the set of 2Nnbr − 1 near-
est neighbors retrieved exclusively from the labeled training pool Dn−1

tr , ensuring that all
retrieved neighbors have verified ground-truth labels. Let dqj = ∥gθn−1(xq)− gθn−1(xj)∥2

denote the L2 embedding distance between xq and its neighbor xj ∈ Bq, and let m be the
margin hyperparameter in the embedding space. Following the hierarchical contrastive
pseudo-loss formulation in [17], we partition the retrieved neighbors in Bq into two dis-
joint sets according to whether their verified ground-truth labels agree with the query
pseudo-label ŷq:

P̂(q, ŷq) = {j ∈ Bq \ {q} : yj = ŷq}, N̂ (q, ŷq) = {j ∈ Bq \ {q} : yj ̸= ŷq}, (4)

where P̂ denotes the pseudo-positive neighbors whose ground-truth labels agree with ŷq,
and N̂ denotes the pseudo-negative neighbors whose ground-truth labels disagree with ŷq.
We then define the local contrastive pseudo-loss term:

L̂hc(q) =
1

|P̂(q, ŷq)|
∑

j∈P̂(q,ŷq)

max(0, dqj −m) +
1

|N̂ (q, ŷq)|
∑

j∈N̂ (q,ŷq)

max(0, 2m− dqj). (5)

This loss penalizes samples that are far from neighbors sharing their pseudo-label
and close to neighbors with the opposite label, directly quantifying the local geometric
inconsistency of the sample. If |P̂(q, ŷq)| = 0, the first term is omitted; if |N̂ (q, ŷq)| = 0,
the second term is omitted. Building on this geometric uncertainty measure, we further
define the standard pseudo cross-entropy term to capture model prediction uncertainty:

L̂ce(q) = −ŷq log pθn−1(1 | xq)− (1− ŷq) log
(︁
1− pθn−1(1 | xq)

)︁
. (6)

We combine these two complementary uncertainty signals into the final pseudo-loss
uncertainty score: sps(q) = L̂hc(q) + λce L̂ce(q). Following the setting adopted in prior
work [17], we set λce = 0.5 in all experiments and keep it fixed across all learning cycles.
A larger sps(q) indicates higher geometric inconsistency, higher predictive uncertainty,
or a combination of both, and hence a higher priority for human annotation. We sort
all samples in Dn

te in descending order of sps(q) to obtain the ranked uncertainty list:(︁
In

ps, Sn
ps
)︁
= Rankps(Dn

te; θn−1), where In
ps denotes the ranked index set of samples, and Sn

ps
denotes their corresponding uncertainty scores. Let β denote the total annotation budget
per learning cycle. We assume that each incoming unlabeled batch contains at least β

samples, i.e., |Dn
te| ≥ β, ensuring that the remaining unlabeled pool is sufficient to fill

the annotation budget after geometry-aware selection. Recall from Section 4.1 that βFN
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and βFP are the pre-allocated budgets for false-negative and false-positive risk candidates
selected by the geometry-aware ranking module, satisfying βFN + βFP < β. Let In

cal denote
the index set of candidates selected by the geometry-aware drift-risk ranking module. If
either candidate pool contains fewer samples than its pre-allocated budget, all available
candidates in that pool are selected. The unused portion of the geometry-ranking budget is
automatically reassigned to the pseudo-loss ranking stage through the remaining-budget
term β− |In

cal|.
We include all samples in In

cal deterministically and allocate the remaining budget to
the unselected samples with the highest pseudo-loss uncertainty scores:

In
query = In

cal ∪ TopKq∈In
ps\In

cal

(︁
sps(q), β− |In

cal|
)︁
. (7)

The resulting query policy combines complementary geometric and uncertainty sig-
nals. The geometry-aware drift-risk ranking module allocates part of the annotation budget
to geometry-flagged high-risk candidates, while pseudo-loss ranking uses the remaining
budget to select locally inconsistent and model-uncertain samples.

4.3. Drift Malware Adaptation with Boundary-Aware Contrastive Loss

After manually annotating the queried indices In
query, we obtain the labeled queried set

Dn
query. We then update the labeled training pool as follows: Dn

tr = Dn−1
tr ∪Dn

query, where
Dn

query contains both geometry-ranked risk candidates and uncertainty-selected informative
samples. To adapt the model to emerging drift patterns while preserving previously learned
knowledge, we warm-start training from the previous cycle’s parameters θn−1 and explicitly
prioritize learning from difficult and recurring risk samples. Our retraining process follows
a three-stage pipeline that connects risk detection with loss optimization:

• Risk Scoring. We compute the error indicator ei and the neighborhood conflict rate ci

to identify false-negative hard samples and ambiguous-hard samples, respectively.
• Memory Construction. Rather than directly optimizing the identified hard samples,

we organize them into two complementary triplet memories, namely Merror and
Msem, which encode geometric constraints for local robustness and improve class
separation in ambiguous boundary regions.

• Joint Optimization. The total loss combines the classification loss Lcls on the current
labeled data with two memory-based geometric regularization terms, Lerror and Lsem,
which operate on the constructed memories.

In essence, the risk scores determine which samples should be prioritized and how
the memories should be constructed, whereas the joint objective determines how the model
parameters are updated under these structured constraints. The details of each stage are
presented below.

Sample Risk Score Evaluation. To identify hard samples for memory construction, we
evaluate two complementary difficulty signals using the pre-retraining model gθn−1 . The
error indicator is used to identify samples that are currently misclassified as false negatives

from training data Dn
tr = {(xi, yi)}

|Dn
tr |

i=1 , whereas the neighborhood conflict rate is evaluated
for the newly labeled samples in Dn

query to identify ambiguous samples in the current
learning cycle. Let ŷi denote the model’s prediction for sample xi using the pre-retraining
parameters θn−1. We define an error indicator ei = 1[ŷi ̸= yi], which flags all misclassified
samples. Among these errors, only false negatives satisfying yi = 1 and ŷi = 0 are retained
for constructing the Error Memory, because missed malicious samples represent the most
security-critical errors in Android malware detection. We further define a neighborhood
conflict rate: ci =

1
k ∑j∈Nk(i;Dn

tr\{xi}) 1[yj ̸= yi], where Nk(i;Dn
tr \ {xi}) denotes the k nearest

labeled neighbors of xi, excluding xi itself, under the fixed encoder gθn−1 . A large ci
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indicates that the sample lies in a locally mixed region with a complex, ambiguous decision
boundary. These scores directly guide sample categorization. Specifically, based on ei and ci,
we classify samples into two complementary groups that will drive memory construction:
(1) False-negative hard samples: Misclassified malicious samples satisfying yi = 1 and
ŷi = 0, i.e., malicious samples that the current model incorrectly predicts as benign.
(2) Ambiguous-hard samples: At each learning cycle, we compute the neighborhood
conflict scores for the correctly classified samples (ei = 0) in the newly labeled set Dn

query,
using the cumulative labeled training setDn

tr as the neighborhood reference pool. The top-B
samples with the largest conflict scores are selected as the ambiguous-hard samples of
the current cycle. These two groups capture security-critical false-negative failures and
structurally challenging boundary cases that are likely to cause future errors under drift.

Memory Construction from Risk-Scored Samples. We leverage the risk scores ei and
ci computed to construct two auxiliary triplet memories that impose targeted geometric
regularization. Specifically, we construct the two memories from different data sources. The
first memory, denoted as the error memoryMerror, is built exclusively from false-negative
hard samples. It stores triplets (aerr

i , perr
i , nerr

i ) where aerr
i is a labeled malicious anchor that

is currently misclassified as benign by gθn−1 , perr
i is a nearby malicious positive sample,

and nerr
i is a nearby benign negative sample. This memory specifically targets local regions

that are vulnerable to false negatives, which are the most costly errors in Android malware
detection. The second memory, denoted as the Semantic Ambiguity MemoryMsem, is
constructed from the ambiguous-hard samples identified in the current learning cycle.
These semantic anchors are not accumulated across cycles. Instead, they are reselected at
each cycle by recomputing the neighborhood conflict scores using the current pre-retraining
model. It stores triplets (asem

i , psem
i , nsem

i ), where anchors are selected from locally mixed
regions containing both benign and malicious representations. The two memories are
complementary: the error memory corrects local false-negative misclassifications, while the
semantic ambiguity memory improves class separation in high-conflict boundary regions.

For each anchor in either memory, we select its nearest same-class sample from
Dn

tr \ {ai} as the positive and its nearest opposite-class sample as the hard negative. All
distances used for triplet construction are computed using the fixed pre-retraining encoder
gθn−1 . The anchor sets and their resulting triplets remain fixed during the optimization
of cycle n and are discarded after retraining. At cycle n + 1, the updated model gθn is
used to reevaluate the entire cumulative labeled training set Dn+1

tr . Samples that are still
misclassified as false negatives are reselected as Error Memory anchors by re-evaluating the
cumulative labeled training set, from which new Error triplets are constructed. In contrast,
Semantic Memory anchors are selected only from the newly labeled set Dn+1

query by recom-
puting their neighborhood conflict scores using gθn . Therefore, neither the Error nor the
Semantic anchors are directly carried over from the previous cycle; historical information
contributes through the repeated reevaluation of samples retained in the cumulative labeled
training set.

Joint Optimization over Classifier and Memory Constraints. Starting from the
initialization θ ← θn−1, we optimize the following joint training objective:

Ltotal = Lcls + µLerror + λLsem, (8)

where Lcls is the standard binary cross-entropy classification loss, and Lerror and Lsem

are triplet losses derived from the two auxiliary memories. The hyperparameters µ
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and λ control the strength of the geometric regularization terms. For each triplet
(aerr

i , perr
i , nerr

i ) ∈ Merror, we define the per-triplet loss:

ℓ
(i)
error =

[︂
merror + ∥gθ(aerr

i )− gθ(perr
i )∥2

2 − ∥gθ(aerr
i )− gθ(nerr

i )∥2
2

]︂
+

, (9)

where [·]+ = max(0, ·) denotes the hinge function, and merror is the margin hyperparameter
for the Error Memory. We aggregate over all triplets to obtain the total Error Memory loss:

Lerror =
1

|Merror| ∑
i∈Merror

ℓ
(i)
error. (10)

This loss pulls false-negative-prone anchors toward nearby malicious positives and
pushes them away from benign hard negatives, directly repairing regions with poor
malicious recall.

Similarly, for each triplet (asem
i , psem

i , nsem
i ) ∈ Msem, we define

ℓ
(i)
sem =

[︂
msem + ∥gθ(asem

i )− gθ(psem
i )∥2

2 − ∥gθ(asem
i )− gθ(nsem

i )∥2
2

]︂
+

, (11)

where msem is the margin hyperparameter for the Semantic Ambiguity Memory. The total
Semantic Ambiguity Memory loss is: Lsem = 1

|Msem| ∑i∈Msem ℓ
(i)
sem. This loss applies the

same metric learning principle to semantically mixed regions, improving class separation
where benign and malicious representations overlap most heavily. If no valid Error Memory
triplet is available in cycle n, we set Lerror = 0. Similarly, if the Semantic Ambiguity
Memory is empty, we set Lsem = 0. Thus, each auxiliary term is activated only when its
corresponding memory contains at least one valid triplet.

Taken together, the two auxiliary losses enhance robustness to recurring false negatives
and improve class discriminability in ambiguous boundary regions. The final model
parameters for cycle n, denoted θn, are obtained by optimizing Ltotal. This warm-started
training strategy enables adaptation to new drift patterns while preserving knowledge
accumulated from all previous cycles.

5. Evaluation
We evaluate our drift-adaptive Android malware detection framework to answer three

key questions:

• (RQ1) How does it compare to existing methods in malware concept drift adaptation
(Section 5.2)?

• (RQ2) What is the contribution of each component (Section 5.3)?
• (RQ3) Does GRAD exhibit catastrophic forgetting during long-term malware concept

drift adaptation (Section 5.4)?

We first describe experimental settings, then present comparative results, ablation
studies, and forgetting analysis. Details of the model settings (Appendix C.1) and hyperpa-
rameter settings (Appendix C.2) are provided in the Appendix C.

5.1. Experimental Settings
5.1.1. Hardware and Software Environment

We conduct all experiments on Ubuntu 22.04 with 256 GB RAM, an Intel Xeon Gold
6330N @ 2.20 GHz, and a single NVIDIA GeForce RTX 4090 (24 GB VRAM). The implemen-
tation is based on Python 3.12.3 and PyTorch 2.5.1 with CUDA 12.4 and cuDNN 9.1. We
use NumPy 2.1.3, pandas 3.0.2, and scikit-learn 1.8.0 for data processing and evaluation.
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5.1.2. Datasets

We evaluate our method on two large-scale, real-world malware drift datasets: API-
Graph [21] and AndroZoo [22]. Together they span up to 10 years, covering more than
100 malware families and hundreds of thousands of samples. To our knowledge, these
datasets form one of the most comprehensive resources for concept drift analysis in An-
droid malware detection [17], providing a solid basis for comparison with state-of-the-art
adaptive methods.

APIGraph [21] is a representative temporal dataset for Android malware detection. It
covers app samples spanning seven years, from 2012 to 2018, including 30,804 malware
samples and 330,617 benign applications. The benign-to-malicious ratio is approximately
10:1, which reflects the real-world Android ecosystem where benign applications dominate.
The malware samples are collected from VirusTotal, VirusShare, and the AMD dataset,
while benign applications are sourced from AndroZoo. All samples are chronologically
ordered according to their first appearance timestamps recorded in VirusTotal, ensuring
temporal consistency for drift evaluation. APIGraph also addresses common spatial and
temporal biases in malware datasets by maintaining a relatively balanced sample distribu-
tion across the seven-year period. For feature construction, APIGraph follows the DREBIN
feature representation, which includes eight categories of static Android features: hard-
ware component requirements, requested permissions, application components, filtered
intents, restricted API calls, actually used permissions, suspicious API calls, and network
addresses. These features characterize the behavioral and functional properties of Android
applications and provide discriminative information for Android malware detection. In our
experiments, we use the data from 2012 as the baseline training set, and the chronological
data from January 2013 to December 2018 as the concept drift test set.

AndroZoo [22] is used as an extended Android malware dataset to evaluate model
generalization under concept drift. It covers app samples from 2019 to 2021, including
10,199 malware samples and 89,853 benign applications. The benign-to-malicious ratio
is also around 9:1, consistent with the real-world Android ecosystem. All samples are
collected from the AndroZoo platform. Malware samples are selected based on VirusTotal
scanning results, where samples with more than 15 antivirus detections are treated as
malicious. Benign applications are selected from samples with zero VirusTotal detections.
Malware family labels are generated using AVClass2, and samples that cannot be assigned
to a specific family are labeled as “unknown.” To preserve temporal authenticity, all
samples are ordered according to their actual appearance time. Similar to APIGraph,
AndroZoo is constructed to support time-aware evaluation and mitigate temporal bias in
Android malware detection experiments. In terms of feature representation, AndroZoo
follows the same feature pattern as APIGraph. For our experiments, we use the data from
2019 as the baseline training set, and the chronological data from January 2020 to December
2021 as the concept drift test set.

In our experiments, we directly use the released and processed feature representations
of both APIGraph and AndroZoo and do not introduce additional APK-level preprocessing
or feature extraction. APIGraph follows the original DREBIN-style static feature repre-
sentation with API semantic clustering [21], while AndroZoo likewise uses its released
processed feature representation without feature regeneration from raw APK files [22].

All binary and malware-family labels used in our experiments are directly adopted
from the released datasets, and we do not regenerate or relabel the samples. For API-
Graph, the original binary labels are determined based on VirusTotal detections, while
the malware family labels are normalized using Euphony. For AndroZoo, we directly use
the released binary and family labels provided with the dataset. AVClass2 is part of the
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original AndroZoo dataset construction process and is neither reconfigured nor rerun in
our experiments.

5.1.3. Metric

Throughout the evaluation, we use the binary F1 score with malware treated as the
positive class. To provide a comprehensive assessment, we report FPR, FNR, ACC, F1,
and F1-AUT, covering point-wise classification performance, temporal stability, and long-
lived Android malware detection failures. Note that all these metrics are evaluated on
the newly arriving, still unlabeled samples of each adaptation cycle before any annotation
query is issued in that cycle. The samples selected for annotation are labeled and used
for retraining only after this evaluation, and therefore cannot influence the model used to
evaluate their own adaptation cycle. They may, however, be incorporated into the training
set and affect the model evaluated in subsequent cycles. Thus, our evaluation follows a
test-then-train, or prequential, protocol: each batch of newly arriving samples is first used
to assess the current adapted model, after which selected samples may be annotated and
used for model adaptation. Accordingly, every reported FPR, FNR, ACC, F1, and F1-AUT
value reflects the model’s performance on samples that were unseen by the model at the
time they were evaluated, thereby measuring its generalization to newly emerging malware
rather than performance on samples already used for retraining.

Malware Forgetting Metric. Let r ∈ {1, . . . , R} denote the current concept drift cycle,
and let θr denote the model parameters after completing adaptation in cycle r. We use i
to index a preceding cycle before r. For each cycle i, let U i denote the complete incoming
batch and let Li ⊂ U i denote the subset selected for annotation and subsequent model
updating. We define the fixed hold-out set of cycle i as

T i = U i \ Li.

The ground-truth labels of T i are used exclusively for offline evaluation and are never
accessed during sample selection or model retraining. At cycle r, we define the data used
for forgetting evaluation as the collection of all preceding cycles, namely {T 1, . . . , T r−1}.
For each preceding concept drift cycle i, we use F1(θi, T i) as the reference performance
obtained when cycle i was learned, and compare it against the performance of the current
model θr on the same cycle. For each adaptation cycle r ≥ 2, we compute

BWTF1(r) =
1

r− 1

r−1

∑
i=1

(︂
F1(θr, T i)− F1(θi, T i)

)︂
.

Negative values indicate average degradation on older cycles after learning new ones,
reflecting forgetting. Positive values indicate beneficial backward transfer to previously
learned concepts.

Malware Drift Evaluation Metrics. For a sample xi, let Ti
born be the evaluation-cycle

index of its first appearance and Ti
det be the earliest time that it is correctly detected. The

per-sample malware lifespan (measured in the evaluation time unit, e.g., rounds or months)
is then MSLi = Ti

det − Ti
born. For a malware sample that is not correctly detected before

the end of the evaluation horizon, we set Ti
det = R + 1, where R is the final evaluation cycle.

Such a sample is therefore treated as surviving beyond the observed evaluation horizon.
We further define F1-AUT as the normalized area under the F1 curve over the entire

drift horizon. Let F1t denote the binary F1 score at evaluation time point t, where malware
is treated as the positive class, and let T denote the total number of evaluation points.
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Because all evaluation points are equally spaced at monthly intervals, the normalized
trapezoidal area is computed as

F1-AUT =
1

T − 1

T−1

∑
t=1

F1t + F1t+1

2
. (12)

Based on these definitions, we introduce LLMS (Long-Lived Malware Samples). LLMS
is defined as the number of malware samples whose lifespan exceeds a predefined long-
lived threshold. We set this threshold to one sixth of the total number of evaluation cycles:

Tthr =

⌈︃
R
6

⌉︃
,

where R denotes the total number of evaluation cycles. Accordingly, LLMS is computed as

LLMS =
Neval

∑
i=1

1[MSLi>Tthr], (13)

where Neval denotes the number of malware samples considered in the LLMS evaluation.

5.1.4. Baselines for Concept Drift Adaptation Strategies

As baselines, we adopt 17 baselines (UNCER [23], CORESET [24], CADE [25], TRANS [26],
HCL [17], MORPH [38], LDCDroid [39], MADCAT [27], MALFSCIL [28], and SIMPLE [45],
among others). We organize the comparison baselines into two explicit groups: classical
concept drift adaptation baselines and few-shot adaptation baselines. This design allows
us to assess not only whether a sampling strategy is effective under standard retraining,
but also whether it remains effective when adaptation must be performed under scarce
supervision. Specifically, we apply the same five core sampling strategies to both settings,
yielding paired baseline groups: UNCERTAINTY/F-UNCER, CORESET/F-CORESET,
TRANS/F-TRANS, CADE/F-CADE, and HCL/F-HCL. In the classical concept drift adap-
tation setting, these methods proactively identify informative samples from newly arriving
data and add them to the training set for targeted retraining. In the few-shot setting,
the same sampling mechanisms are embedded into a few-shot adaptation pipeline, so
that the comparison is controlled at the strategy level rather than confounded by different
query principles. For each monthly adaptation task, all compared methods are assigned the
same annotation budget β. The corresponding sampling strategy selects β samples from
the incoming unlabeled batch for manual annotation. These newly labeled samples are
then added to the cumulative training set for model adaptation. For the few-shot variants,
the same annotation protocol is used. After the newly labeled samples are incorporated
into the cumulative training set, few-shot retraining is performed episodically by sam-
pling support and query subsets from the labeled training pool. Therefore, the support
and episodic query sets used by the prototype-based classifier do not consume additional
annotation budget and are distinct from the samples queried for manual labeling during
active adaptation.

To ensure a fair comparison across the heterogeneous baselines, all methods are evalu-
ated using the same temporal data splits and input feature representations. For methods
compatible with the common classifier backbone, we use the same backbone architecture,
while method-specific architectures or representation mechanisms that are intrinsic to a
baseline are preserved according to the original design. All active adaptation methods
are subject to the same per-cycle annotation budget and query samples from the same
newly arriving unlabeled batch. Moreover, all methods are provided with the same level
of temporal information: they start from the same initial training period and can use only

https://doi.org/10.3390/app162010022

https://doi.org/10.3390/app162010022


Appl. Sci. 2026, 16, 10022 15 of 35

labels of samples that have been queried in the current or previous adaptation cycles.
Labels of unqueried samples and information from future evaluation periods are never
available during training or adaptation.

It is worth noting that UNCER, CADE, and TRANS were originally introduced pri-
marily as drift-detection or uncertainty-estimation methods rather than complete drift-
adaptation frameworks. Specifically, UNCER identifies potentially drifted samples based
on model confidence, CADE measures the Euclidean distance between sample embeddings
and known-class prototypes, and TRANS detects distributional inconsistency based on
conformal prediction. In our experiments, we preserve these original detection or scoring
mechanisms without modification. To enable a fair comparison under a common adap-
tation protocol, the samples identified by these methods are manually labeled under the
same annotation budget and then incorporated into the cumulative training set for model
retraining. Therefore, the retraining-based adaptation step is an experimental extension
rather than a component of the original methods. This treatment follows the evaluation
protocol adopted by HCL, which similarly integrates detection-oriented strategies into a
retraining-based adaptation pipeline for comparative evaluation. Next, we first outline
the five core sampling strategies, followed by several additional representative adaptive
baselines used in our experiments:

• Uncertainty [23]: This strategy adopts the complement of the model’s prediction
confidence, 1−maxy P(y | x), as the uncertainty metric and prioritizes the model’s
most uncertain samples for manual labeling. Its core logic is intuitive and its imple-
mentation is straightforward, making it a foundational basis for various subsequent
complex strategies.

• CORESET [24]: This method formalizes batch sample selection as a core-set problem
and aims to select a fixed number of k samples in the feature embedding space to
minimize the maximum distance from any unlabeled sample to its nearest selected
sample: minS⊂U,|S|≤k maxxi∈U minxj∈S d(xi, xj), where U denotes the unlabeled set
and d(·, ·) is the distance metric. By iteratively selecting the point farthest from the
currently selected set, this method ensures the chosen batch maximally covers the
overall data distribution, thereby enhancing sample diversity and representativeness.

• TRANS [26]: This method identifies concept drift by checking whether a model’s
prediction for a sample is consistent with historical experience. Its core mechanism
is to maintain a calibration set and compute a credibility score for each incoming

sample: pvalue =
|{j∈Ical :aj≥ai}|
|Ical |+1 , where ai is the sample’s non-conformity score and Ical

denotes the calibration set. A lower pvalue means the current prediction pattern is less
consistent with historical observations, indicating a higher probability of concept drift.

• CADE [25]: This method uses supervised contrastive learning to create a semantic
embedding space, which brings malware samples from the same family closer together.
Its uncertainty metric is defined as the minimum normalized Euclidean distance
between the test sample’s embedding z and the prototype embeddings Protoc of
all known families: OOD− Score = minc∈C ∥z− Protoc∥2. A larger distance means
the sample is more likely to be out-of-distribution. During the active learning loop,
samples with high OOD scores are prioritized for labeling, aiming to capture emerging
malware threats.

• HCL [17]: This method improves model robustness by building a hierarchical em-
bedding space. Specifically, the space separates malicious and benign samples at the
macro level, and within malicious samples, it clusters those from the same family
closely together while maintaining weak similarity across different families. To de-
tect concept-drift samples, HCL uses pseudo-loss as its uncertainty metric. A higher
pseudo-loss means greater uncertainty, so the sample is prioritized for labeling. Over-

https://doi.org/10.3390/app162010022

https://doi.org/10.3390/app162010022


Appl. Sci. 2026, 16, 10022 16 of 35

all, HCL provides a systematic approach to tackle the coexisting challenges of class
imbalance and concept drift in Android malware detection.

In addition to the above sampling-based baselines, we further include several represen-
tative adaptive frameworks that address malware concept drift from different perspectives:

• MORPH [38]: This method performs concept drift adaptation through neural self-
training with pseudo-labels. Its core idea is to use the model’s own predictions on
newly arriving samples as temporary supervision, and then incrementally update the
detector to track the evolving data distribution.

• LDCDroid [39]: This method combines concept drift detection with pseudo-label-
driven adaptation. It first identifies distributional changes through representation
learning and clustering-based analysis, and then uses high-confidence pseudo-labeled
samples to update the model when drift is detected.

• MADCAT [27]: This method improves robustness against distribution shift by learn-
ing shift-resilient representations through feature masking during training, and further
adapts the detector at test time via self-supervised fine-tuning on unlabeled incoming
samples. The key idea is to increase the model’s invariance to feature perturbation so
that it remains effective under evolving malware distributions.

• MALFSCIL [28]: This method introduces a malware-oriented few-shot class-
incremental learning paradigm, aiming to maintain adaptation capability when new
malware patterns emerge under scarce supervision. Its core idea is to continually
absorb newly observed classes or concepts while preserving previously learned knowl-
edge, so that the model can adapt to evolving malware distributions without full
retraining from scratch.

• SIMPLE [45]: This method is proposed for few-shot malware family classification
and unknown-family recognition using supervised multi-prototype modeling. In our
experiments, we use SIMPLE as a prototype-based fast-adaptation baseline and adapt
its original prototype construction and inference procedure to the temporally ordered
concept-drift setting. It updates the detector with newly available samples through
a relatively simple retraining mechanism, providing a strong reference point for
measuring whether more sophisticated concept drift adaptation strategies yield clear
practical gains.

• DRMD [41]: This method formulates malware drift adaptation as a deep reinforce-
ment learning problem. It unifies malware classification, rejection, and active learning
into a one-step decision process, allowing an agent to decide how to respond to newly
arriving samples under concept drift.

• DTRACE [42]: This method performs concept drift handling through drift detection
and explanatory analysis. Its core idea is to first identify drifted samples and then
interpret the detected drift to guide subsequent model updating.

5.2. Overall Performance of Malware Concept Drift Adaptation

As shown in Table 2, GRAD achieves the highest overall F1 performance on both
datasets while maintaining a favorable balance between false-positive and false-negative
errors. On APIGraph, it ranks first in all five metrics (FPR/FNR/ACC/F1/F1-AUT),
achieving a balanced improvement by simultaneously reducing false positives (0.33%,
↓10.81% vs. UNCER) and false negatives (7.12%, ↓39.15% vs. UNCER). On AndroZoo,
GRAD achieves the lowest FPR (0.11%), the highest ACC (97.94%), and the highest F1
score (0.89).
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Table 2. Overall metrics averaged over APIGraph and AndroZoo time points.

(a) APIGraph
Method FPR ↓ FNR ↓ ACC ↑ F1 ↑ F1-AUT ↑
UNCER [23] 0.37±0.02% 11.70±0.21% 98.55±0.03% 0.92±0.002 0.92±0.002

CORESET [24] 0.74±0.05% 15.79±0.31% 97.83±0.06% 0.88±0.004 0.88±0.004

CADE [25] 0.45±0.03% 13.36±0.24% 98.32±0.04% 0.91±0.003 0.91±0.003

MORPH [38] 0.87±0.08% 9.09±0.46% 98.36±0.07% 0.91±0.005 0.91±0.005

LDCDroid [39] 0.64±0.09% 24.88±0.73% 97.03±0.10% 0.82±0.007 0.82±0.007

MADCAT [27] 0.85±0.11% 32.00±0.94% 96.00±0.13% 0.77±0.010 0.77±0.011

MALFSCIL [28] 7.39±0.17% 36.73±0.88% 89.81±0.19% 0.54±0.009 0.54±0.009

SIMPLE [45] 6.91±0.15% 9.34±0.57% 92.85±0.16% 0.71±0.008 0.71±0.009

TRANS [26] 0.42±0.04% 12.78±0.25% 98.40±0.05% 0.91±0.004 0.91±0.004

HCL [17] 0.49±0.06% 11.98±0.22% 98.41±0.04% 0.91±0.003 0.91±0.003

DRMD [41] 1.66±0.18% 62.50±1.56% 92.61±0.22% 0.49±0.016 0.49±0.016

DTRACE [42] 2.25±0.12% 43.29±1.02% 93.89±0.14% 0.63±0.012 0.63±0.012

F-CADE [25,46] 4.38±0.14% 15.13±0.49% 94.60±0.13% 0.75±0.010 0.75±0.011

F-CORESET [24,46] 3.20±0.13% 15.93±0.44% 95.59±0.12% 0.78±0.009 0.78±0.009

F-HCL [17,46] 4.06±0.17% 16.31±0.51% 94.79±0.16% 0.75±0.009 0.75±0.009

F-TRANS [26,46] 1.51±0.07% 11.07±0.34% 97.58±0.08% 0.88±0.006 0.88±0.006

F-UNCER [23,46] 3.97±0.16% 16.07±0.52% 94.88±0.15% 0.76±0.008 0.76±0.008

Ours (GRAD) 0.33±0.02% (↓10.81%) 7.12±0.18% (↓39.15%) 99.02±0.03% (↑0.47%) 0.95±0.001 (↑3.26%) 0.95±0.001 (↑3.26%)
(b) AndroZoo

Method FPR ↓ FNR ↓ ACC ↑ F1 ↑ F1-AUT ↑
UNCER [23] 0.40±0.02% 23.86±0.33% 97.17±0.04% 0.83±0.003 0.82±0.003

CORESET [24] 1.46±0.06% 20.07±0.37% 96.62±0.07% 0.82±0.005 0.82±0.005

CADE [25] 0.85±0.05% 29.43±0.49% 96.18±0.08% 0.77±0.006 0.77±0.006

MORPH [38] 0.89±0.10% 32.34±1.03% 95.88±0.14% 0.77±0.013 0.76±0.014

LDCDroid [39] 0.83±0.12% 31.58±1.08% 96.03±0.16% 0.78±0.014 0.77±0.015

MADCAT [27] 1.48±0.13% 41.26±1.24% 94.39±0.18% 0.64±0.016 0.64±0.016

MALFSCIL [28] 15.32±0.28% 60.44±1.75% 79.93±0.31% 0.28±0.019 0.27±0.020

SIMPLE [45] 11.77±0.25% 16.40±0.84% 87.75±0.29% 0.61±0.012 0.61±0.012

TRANS [26] 0.33±0.03% 29.16±0.41% 96.66±0.05% 0.79±0.004 0.79±0.004

HCL [17] 0.49±0.04% 30.95±0.45% 96.33±0.06% 0.78±0.004 0.77±0.005

DRMD [41] 0.86±0.16% 50.28±1.63% 93.96±0.22% 0.59±0.018 0.59±0.018

DTRACE [42] 1.30±0.18% 54.87±1.74% 93.08±0.25% 0.54±0.019 0.53±0.020

F-CADE [25,46] 11.81±0.22% 19.90±0.93% 87.36±0.27% 0.60±0.013 0.59±0.014

F-CORESET [24,46] 10.08±0.21% 17.99±0.88% 89.11±0.24% 0.65±0.012 0.64±0.013

F-HCL [17,46] 10.88±0.23% 17.42±0.91% 88.45±0.26% 0.65±0.013 0.64±0.013

F-TRANS [26,46] 10.07±0.19% 29.47±1.02% 87.90±0.23% 0.59±0.014 0.59±0.014

F-UNCER [23,46] 10.54±0.20% 23.66±0.97% 88.07±0.24% 0.60±0.013 0.59±0.014

Ours (GRAD) 0.11±0.01% (↓72.50%) 18.89±0.27% (↓20.83%) 97.94±0.03% (↑0.79%) 0.89±0.002 (↑7.23%) 0.89±0.002 (↑8.54%)

Top-1 and Top-2 denote the best and second-best methods ranked by overall F1 performance. For Ours,
the percentage in parentheses denotes the relative improvement over the overall Top-2 method, i.e., UNCER. For
APIGraph and AndroZoo, FPR, FNR, ACC, and F1 are computed independently at each monthly evaluation
point and then averaged over 72 and 24 points, respectively. F1-AUT is computed from the complete temporal
F1 trajectory. ↓ indicates that a lower value is better, whereas ↑ indicates that a higher value is better. Bold values
indicate the best and second-best overall-performing methods, as additionally distinguished by the corresponding
background shading.

In addition to averaged statistical metrics, we evaluate the long-term stability of GRAD
together with the top five baseline methods under concept drift to assess their detection
capability. As shown in Figure 2, our method exhibits greater robustness and smaller
performance fluctuations on both datasets. On AndroZoo, although all methods experience
performance degradation at several evaluation points, GRAD generally exhibits smaller
F1 fluctuations and maintains relatively high performance over most of the evaluation
horizon. Quantitatively, it achieves the best F1 performance at 17 of the 24 AndroZoo test
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points (70.83%). This stability is more evident on APIGraph, where our method maintains
consistently high F1 scores across most evaluation points.

We further evaluate long-term Android malware detection using the LLMS metric
defined in Section 5.1.3. As shown in Figure 3, lower LLMS values indicate that fewer mal-
ware samples remain undetected for an extended period. On APIGraph, GRAD achieves
the lowest LLMS value of 644, compared with 736 for UNCER and 803 for HCL, corre-
sponding to reductions of 12.50% and 19.80%, respectively. These results indicate that
GRAD reduces the number of long-lived undetected malware samples on APIGraph. On
AndroZoo, GRAD does not achieve the lowest LLMS value but remains competitive, sug-
gesting that its long-term detection performance remains stable under a shorter temporal
evaluation horizon.
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Figure 2. Stability comparison of GRAD and the top five baseline methods in terms of overall performance.
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Figure 3. Long-lived malware sample counts of GRAD and the top five baselines. The bars represent
the mean values, and the error bars indicate the corresponding standard deviations.

For LLMS, the temporal threshold is set to one sixth of the corresponding evaluation
horizon. Since APIGraph and AndroZoo span 72 and 24 evaluation months, respectively,
this corresponds to 12 months for APIGraph and 4 months for AndroZoo. We use a
relative rather than fixed absolute threshold because the two datasets have substantially
different evaluation horizons, and the one-sixth criterion therefore represents the same
normalized temporal proportion in both settings. This choice does not imply that 12 months
on APIGraph and 4 months on AndroZoo have identical absolute temporal meanings. A
smaller threshold makes the LLMS criterion easier to satisfy, whereas a larger threshold
makes it more stringent. We therefore additionally examine the sensitivity of LLMS to
different threshold ratios in Appendix D.3.

As shown in Figure 4, our method delivers performance gains without introducing
unacceptable time overhead. On both datasets, our method falls within the top 50% of
methods by runtime efficiency.

These results indicate that, under a longer evaluation horizon, our method avoids
the heavier training overhead incurred by competing approaches. Regarding scalability,
the cost of nearest-neighbor search increases with the size of the accumulated training
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pool, since each query retrieves its local neighbors from the labeled reference set. In con-
trast, local PCA is performed only on a fixed-size neighborhood in a fixed-dimensional
representation space, and thus its computational cost does not directly increase with the
total number of training samples. The cumulative training pool may also increase model
retraining cost across successive drift cycles. Nevertheless, as shown in Figure 4, GRAD
maintains a favorable balance between detection performance and runtime efficiency over
the evaluated temporal horizon, indicating that the resulting computational overhead
remains manageable in our experimental setting.
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Figure 4. Runtime Ccomparison of concept drift adaptation methods. The bars represent the mean
values, and the error bars indicate the corresponding standard deviations.

5.3. Ablation Study

To examine the contribution of each component in the proposed framework, we
conduct ablation studies on its three key modules: geometry-aware drift-risk ranking,
hybrid sample selection based on geometry-aware drift-risk ranking and uncertainty,
and boundary-aware retraining with dynamically constructed error and semantic ambi-
guity memories. By progressively removing or replacing each component, we evaluate
how they affect adaptation performance under concept drift (as shown in Table 3). Specif-
ically, we consider the following variants. Full denotes the complete framework. w/o
GeOAware removes geometry-aware drift-risk selection and constructs the queried set
solely using pseudo-loss-based uncertainty. w/o Uncer removes uncertainty-based selection
and constructs the queried set solely using geometry-ranked drift-risk candidates. w/o
BoundaryLoss removes the memory-guided boundary constraints introduced by Error
Memory and Semantic Ambiguity Memory, while retaining the base training objective.
Experimental results show that removing or replacing individual components generally
degrades the overall adaptation performance across the two datasets.

Table 3. Ablation study on APIGraph and AndroZoo (averaged over time points).

Dataset Method FPR ↓ FNR ↓ ACC ↑ PREC ↑ F1 ↑
APIGraph w/o GeOAware 0.51 ±0.03% 11.31±0.28% 98.46±0.04% 94.83±0.24% 0.92±0.003

APIGraph Full 0.33 ±0.02% (↓35.29%) 7.12±0.18% (↓37.05%) 99.02±0.03% (↑0.57%) 96.75±0.17% (↑2.02%) 0.95±0.001 (↑3.26%)
AndroZoo w/o GeOAware 0.53±0.04% 29.44±0.53% 96.46±0.07% 93.05±0.35% 0.78±0.005

AndroZoo Full 0.11±0.01% (↓79.25%) 18.89±0.27% (↓35.84%) 97.94±0.03% (↑1.53%) 98.83±0.12% (↑6.21%) 0.89±0.002 (↑14.10%)
APIGraph w/o BoundaryLoss 0.43±0.03% 8.25±0.23% 98.83±0.03% 96.07±0.18% 0.94±0.002

APIGraph Full 0.33±0.02% (↓23.26%) 7.12±0.18% (↓13.70%) 99.02±0.03% (↑0.19%) 96.75±0.17% (↑0.71%) 0.95±0.001 (↑1.06%)
AndroZoo w/o BoundaryLoss 0.18±0.02% 19.15±0.31% 97.85±0.04% 97.55±0.14% 0.88±0.003

AndroZoo Full 0.11±0.01% (↓38.89%) 18.89±0.27% (↓1.36%) 97.94±0.03% (↑0.09%) 98.83±0.12% (↑1.31%) 0.89±0.002 (↑1.14%)
APIGraph w/o Uncer 0.48±0.03% 10.51±0.27% 98.56±0.04% 95.26±0.22% 0.92±0.003

APIGraph Full 0.33±0.02% (↓31.25%) 7.12±0.18% (↓32.25%) 99.02±0.03% (↑0.47%) 96.75±0.17% (↑1.56%) 0.95±0.001 (↑3.26%)
AndroZoo w/o Uncer 0.18±0.02% 19.55±0.34% 97.80±0.05% 98.15±0.13% 0.87±0.003

AndroZoo Full 0.11±0.01% (↓38.89%) 18.89±0.27% (↓3.38%) 97.94±0.03% (↑0.14%) 98.83±0.12% (↑0.69%) 0.89±0.002 (↑2.30%)

↓ indicates that a lower value is better, whereas ↑ indicates that a higher value is better. The shaded and bold entries
indicate the results of the full GRAD model; percentages in parentheses denote relative improvements over the
corresponding ablated variant. Red shading and boldface indicate the best result for each metric.
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5.4. Model Forgetting Evaluation Under Concept Drift Adaptation

To measure past-task retention under continual concept drift adaptation [47,48], we
evaluate Backward Transfer (BWT) per cycle. BWT compares the current model’s perfor-
mance on each preceding cycle with the reference performance obtained immediately after
that cycle was learned (defined in Section 5.1.3), where negative values indicate average
forgetting and positive values indicate beneficial backward transfer. Figure 5 shows that
F1-BWT values of all methods stay positive on both datasets. The consistently non-negative
F1-BWT values indicate that, on average, subsequent adaptation does not systematically de-
grade performance on previously observed drift cycles. These results provide no evidence
of systematic catastrophic forgetting under the adopted BWT criterion.
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Figure 5. Forgetting evaluation of concept drift adaptation methods.

5.5. Concept Drift Adaptation Performance Under Different Hyperparameter Settings

As shown in Figure 6, the DIST parameter, which controls the coverage range of the
local reference neighborhood, has a limited impact on the overall performance of GRAD.
Specifically, DIST is implemented through the number of nearest neighbors k, with DIST8,
DIST12, and DIST16 corresponding to k = 8, k = 12, and k = 16, respectively. A larger
DIST therefore represents broader local neighborhood coverage rather than a larger metric-
distance threshold.
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Figure 6. Concept drift adaptation performance under different hyperparameter settings.

On APIGraph, using UNCER as the reference baseline, the average F1 scores un-
der DIST settings DIST8, DIST12, and DIST16 are 0.9441, 0.9358, and 0.9388, respectively,
all exceeding UNCER’s 0.9194. The corresponding numbers of monthly test points at
which our method is no worse than UNCER are 61/72, 57/72, and 64/72. Qualitatively,
the three DIST curves remain above the reference baseline for most test points. Moreover,
the shaded regions show that all DIST settings simultaneously outperform the baseline in
52/72 months on APIGraph and 15/24 months on AndroZoo. These results indicate that
varying DIST only introduces minor fluctuations and does not alter the overall performance
advantage of GRAD. In contrast, BUDGET shows a clearer and more consistent effect. On
both datasets, the average F1 increases monotonically as BUDGET grows from BUDGET100
to BUDGET200 and BUDGET300. Specifically, on APIGraph, the mean F1 improves from
0.9296 to 0.9449 and 0.9533, corresponding to gains of 1.53 and 0.84 percentage points.
On AndroZoo, the improvement is more pronounced, with the mean F1 increasing from
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0.8237 to 0.9064 and 0.9372, yielding gains of 8.27 and 3.08 percentage points. This suggests
that a larger adaptation budget enables more effective model updates. Overall, the hyper-
parameter analysis shows that our method is relatively insensitive to DIST, while benefiting
consistently from a larger BUDGET. Additional sensitivity analyses of the tangent-space
dimension, auxiliary loss weights, and the allocation between FN and FP risk candidates
are provided in Appendix D.2.

6. Conclusions and Future Work
This paper addresses the challenge of concept drift in Android malware detection,

which can substantially degrade the effectiveness of supervised detectors over time. We
identify key limitations of existing CDA-AL methods in prioritizing security-critical drift-
risk samples, constructing informative retraining sets under limited annotation budgets,
and sufficiently emphasizing difficult samples during model adaptation. Accordingly,
we propose GRAD, a geometry-aware and risk-guided active drift adaptation framework
that integrates drift-risk ranking, hybrid active sample selection, and boundary-aware
retraining. Specifically, GRAD exploits local benign representation geometry to priori-
tize potential false-negative and false-positive risk candidates, combines these candidates
with uncertainty-driven samples to construct an informative queried set, and dynamically
emphasizes false-negative and semantically ambiguous samples during retraining. Exper-
imental results demonstrate the effectiveness of GRAD in improving Android malware
detection performance under long-term concept drift while maintaining stable adaptation
across successive drift cycles. For future work, we plan to further investigate annotation
latency and imperfect human labeling in practical deployment. The current study assumes
that queried samples can be annotated by human experts within each adaptation cycle
rather than instantaneously, and that the resulting labels are reliable. In practice, delayed
or erroneous annotations may influence subsequent adaptation performance. Therefore,
extending GRAD to explicitly account for delayed feedback and label noise will be an
important direction for future research. Future work will further evaluate GRAD on other
malware platforms, dynamic and multimodal feature representations, and broader cyberse-
curity scenarios to assess its generalizability beyond the current Android malware setting.
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Abbreviations
The following abbreviations are used in this manuscript:

Notation Description
n Index of the current concept-drift adaptation cycle.
Dn

tr, Dn
te Labeled training pool after cycle n and incoming unlabeled test batch at cycle n.

Dn
query Labeled queried set obtained by manually annotating In

query.
xq, yq, ŷq Query sample, its ground-truth label, and its predicted pseudo-label.
fθn , gθn Detector and encoder parameterized by θn after cycle n.
zq Embedding representation of query sample xq, i.e., zq = gθn−1 (xq).
Dn−1

ben Benign subset of the labeled training pool from the previous cycle.

k, r
Number of nearest neighbors and local tangent-space dimension used for
benign manifold estimation.

cq, Bq Local benign center and PCA-based tangent basis around query sample xq.

∆ztan
q , ∆zres

q
Tangent and residual components of the displacement from zq to the local
benign manifold.

dtan(q), dres(q)
Tangent and residual distances characterizing local benign geometry in the
latent space.

In
FN, In

FP
Potential false-negative and false-positive risk candidate sets selected by
geometry-aware drift-risk ranking.

In
cal Geometry-ranked drift-risk set, defined as In

FN ∪ In
FP.

β, βFN, βFP
Total annotation budget and its pre-allocated portions for false-negative and
false-positive risk samples.

sps(q)
Pseudo-loss uncertainty score combining local contrastive inconsistency and
pseudo cross-entropy.

In
query Final queried sample index set selected for manual annotation at cycle n.

Merror,Msem
Error memory and semantic ambiguity memory used for
boundary-aware retraining.

Ltotal
Overall retraining objective, combining classification loss, error-memory loss, and
semantic-memory loss.

Appendix A. Limitations and Discussion
Appendix A.1. Limitations

Our current evaluation focuses on Android malware and primarily static feature rep-
resentations. Although APIGraph enriches API-based features with semantic relations,
broader validation on other malware platforms, dynamic behavioral features, and mul-
timodal representations remains to be investigated. In addition, our experiments are
conducted on two temporal Android malware datasets, which provide complementary
long-term and recent evaluation settings but do not cover all possible malware evolution
scenarios. Our active-learning protocol assumes that queried samples can be reliably
labeled before the subsequent model update, following the common setting adopted in
existing concept-drift adaptation studies. Practical factors such as annotation delay or
imperfect labels are beyond the scope of the current study and represent meaningful di-
rections for future investigation. Therefore, the conclusions of this work are primarily
grounded in the evaluated Android malware detection settings.

Appendix A.2. Discussion

Differences between the two datasets. The experimental results show that GRAD
consistently improves adaptation performance on both APIGraph and AndroZoo, while
the overall difficulty differs between the two datasets. APIGraph provides a substantially
longer temporal evaluation horizon, whereas AndroZoo exhibits higher false-negative rates
for most compared methods, indicating a more challenging detection setting. The consistent
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advantage of GRAD across these different temporal conditions suggests that its effective-
ness is not restricted to a single dataset. At the same time, the remaining performance
differences between APIGraph and AndroZoo indicate that adaptation difficulty is affected
by the underlying temporal distribution and feature characteristics.

Contribution of individual modules. The three components of GRAD play comple-
mentary roles in the adaptation process. The geometry-aware drift-risk ranking module
identifies samples that are locally inconsistent with the historical benign representation
structure and prioritizes potential false-negative and false-positive risks. The hybrid se-
lection module combines this risk-oriented criterion with uncertainty-based querying,
allowing the limited annotation budget to cover both security-relevant risk samples and
generally informative samples. Finally, the boundary-aware retraining module uses the
resulting labeled difficult samples to construct targeted metric-learning constraints for
correcting false-negative-prone and locally ambiguous representation regions. There-
fore, the three modules respectively contribute to risk identification, selective annotation,
and representation-space correction.

Applicability and assumption limitations. GRAD relies on the assumption that
historical benign samples provide a meaningful local geometric reference in the learned
representation space. This assumption may become less reliable under abrupt and large-
scale benign distribution shifts, where historical benign neighborhoods no longer represent
newly arriving benign applications. The geometry-aware signal may also weaken when the
learned representation does not preserve meaningful local neighborhood structure or when
only a small number of relevant benign neighbors are available in sparse regions. In these
situations, local tangent estimation may become unstable and geometric deviation may
provide less reliable ranking information. Importantly, GRAD does not treat the geometric
score as a definitive indicator of concept drift; it is used only as one ranking signal and is
complemented by uncertainty-based sample selection.

Appendix B. Implementation Detail
Appendix B.1. Dataset Settings

The detailed temporal splits of the two datasets are reported in Tables A1 and A2. For
both datasets, samples are assigned to monthly subsets according to their first-appearance
timestamps. The initial training sets consist of all samples from 2019 for AndroZoo and
from 2012 for APIGraph, while the remaining samples are organized chronologically into
monthly drift-evaluation batches. Each table reports the numbers of malicious samples,
benign samples, total samples, and malware families for every monthly subset, providing
the exact data partition used in our experiments.

Table A1. Monthly statistics of AndroZoo [22].

Month Malicious Benign Total Malware Families

2019 (Train) 4542 40,947 45,489 122

2020-01 333 2985 3318 26
2020-02 406 3697 4103 31
2020-03 366 3301 3667 28
2020-04 337 2966 3303 26
2020-05 389 3408 3797 31
2020-06 197 1752 1949 34
2020-07 492 4334 4826 22
2020-08 491 4230 4721 17
2020-09 288 2441 2729 27
2020-10 170 1481 1651 18
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Table A1. Cont.

Month Malicious Benign Total Malware Families

2020-11 134 1139 1273 14
2020-12 380 3187 3567 13

2021-01 445 3706 4151 20
2021-02 41 362 403 12
2021-03 128 1087 1215 16
2021-04 73 619 692 12
2021-05 68 576 644 19
2021-06 44 415 459 11
2021-07 262 2241 2503 17
2021-08 173 1395 1568 13
2021-09 228 1867 2095 12
2021-10 120 953 1073 5
2021-11 54 423 477 12
2021-12 40 341 381 10

Total 10,201 89,853 100,054 255
The Total row is shown in bold to distinguish the aggregate statistics from monthly entries.

Table A2. Monthly statistics of APIGraph [21].

Month Malicious Benign Total Malware Families

2012 (Train) 3061 27,472 30,533 105

2013-01 500 4491 4991 37
2013-02 320 2865 3185 38
2013-03 337 3028 3365 44
2013-04 389 3497 3886 46
2013-05 482 4383 4865 49
2013-06 338 3046 3384 50
2013-07 253 2267 2520 36
2013-08 242 2194 2436 46
2013-09 500 4484 4984 57
2013-10 499 4490 4989 70
2013-11 495 4477 4972 49
2013-12 499 4492 4991 49

2014-01 493 4490 4983 63
2014-02 495 4486 4981 46
2014-03 494 4489 4983 57
2014-04 440 3990 4430 66
2014-05 497 4488 4985 64
2014-06 498 4491 4989 64
2014-07 499 4495 4994 54
2014-08 496 4493 4989 64
2014-09 422 3828 4250 68
2014-10 489 4480 4969 55
2014-11 493 4482 4975 62
2014-12 493 4464 4957 57

2015-01 478 4453 4931 60
2015-02 482 4472 4954 61
2015-03 471 4468 4939 64
2015-04 467 4479 4946 61
2015-05 444 4490 4934 67
2015-06 457 4489 4946 68
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Table A2. Cont.

Month Malicious Benign Total Malware Families

2015-07 477 4347 4824 79
2015-08 306 2805 3111 66
2015-09 482 4477 4959 88
2015-10 475 4488 4963 78
2015-11 488 4487 4975 47
2015-12 481 4489 4970 70

2016-01 436 4495 4931 75
2016-02 434 4483 4917 62
2016-03 453 4497 4950 66
2016-04 432 4494 4926 80
2016-05 477 4491 4968 76
2016-06 492 4482 4974 57
2016-07 481 4489 4970 73
2016-08 497 4484 4981 64
2016-09 493 4472 4965 63
2016-10 492 4485 4977 55
2016-11 330 2997 3327 60
2016-12 307 2843 3150 69

2017-01 320 3090 3410 71
2017-02 368 3402 3770 63
2017-03 332 3264 3596 68
2017-04 155 1750 1905 41
2017-05 99 1166 1265 35
2017-06 113 1286 1399 40
2017-07 187 1684 1871 51
2017-08 296 2693 2989 40
2017-09 157 1607 1764 30
2017-10 221 2693 2914 27
2017-11 92 895 987 29
2017-12 125 1317 1442 36

2018-01 153 1683 1836 26
2018-02 145 1646 1791 35
2018-03 274 4491 4765 36
2018-04 281 2685 2966 31
2018-05 242 2236 2478 31
2018-06 478 4492 4970 65
2018-07 488 4495 4983 46
2018-08 291 2698 2989 19
2018-09 458 4495 4953 32
2018-10 493 4496 4989 27
2018-11 287 2697 2984 28
2018-12 193 2032 2225 19

Total 30,804 289,511 320,315 1119
The Total row is shown in bold to distinguish the aggregate statistics from monthly entries.

In our experiments, we directly use the released and processed feature representations
associated with the two datasets. Therefore, no additional APK-level preprocessing or
feature extraction is introduced in our experimental pipeline. The feature-generation pro-
cedures follow the original dataset construction protocols described in the corresponding
studies [21,22].

No feature vocabulary is reconstructed, no additional feature selection is performed,
and no preprocessing step uses information from future evaluation periods. The temporal
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protocol is strictly chronological: samples from a future month are introduced only when
that month is reached and are never used to process or train models for earlier time points.

Appendix B.2. Baseline Settings

SIMPLE [45] was originally proposed for few-shot malware family classification and
unknown-family recognition rather than concept-drift adaptation. Its core mechanism
is supervised multi-prototype modeling, which represents each malware family using
multiple prototypes to capture multimodal intra-family distributions. During its adapt-
ing phase, SIMPLE follows a supervised “try-catch” strategy, in which samples that are
inconsistent with existing prototypes can lead to the construction of additional prototypes.
During inference, query embeddings are classified according to their similarity to the re-
sulting prototype set. In our experiments, we preserve SIMPLE’s original multi-prototype
construction and prototype-based inference mechanisms. The backbone network is kept
fixed throughout the temporal adaptation process and is neither retrained nor fine-tuned
at each drift cycle. The adaptation introduced in our evaluation is only at the protocol
level: instead of using static few-shot episodes, we sequentially apply SIMPLE’s adapting
and inference phases to the temporally ordered malware stream. At each adaptation cy-
cle, the samples queried and labeled under the common annotation budget are provided
to SIMPLE to update its prototype set, after which the updated prototypes are used for
subsequent inference. Therefore, adaptation is achieved through prototype construction
and update in the embedding space without modifying the backbone parameters. Accord-
ingly, SIMPLE is evaluated as a prototype-based fast-adaptation baseline rather than as an
originally proposed concept-drift adaptation method.

Appendix C
Appendix C.1. Model Settings

Our model configuration consists of two main components: a feature extraction en-
coder and a sample classifier. To ensure a controlled comparison, GRAD and the classical
concept drift adaptation baselines use the same encoder and neural binary classifier archi-
tecture. The few-shot variants use the same encoder architecture but replace the neural
classifier with a prototype-based classifier. The detailed configurations are described below.

a. Classic adaptive scheme for concept drift. For the classical concept drift adaptation
methods, including UNCER, CORESET, CADE, TRANS, and HCL, the encoder input
dimension is set to the feature dimension of each dataset, namely 1159 for APIGraph and
16,978 for AndroZoo. The encoder consists of three fully connected hidden layers with
dimensions 512, 384, and 256, respectively, each followed by a ReLU activation function.
The output of the final hidden layer is further projected into a 128-dimensional embedding
space. The classifier takes the 128-dimensional embedding as input and contains two fully
connected hidden layers, each containing 100 units and followed by a ReLU activation
function. A final fully connected layer produces two output logits corresponding to the
benign and malicious classes. The output logits are converted into class probabilities using
the Softmax function during prediction. GRAD and the classical concept drift adaptation
baselines share this encoder and classifier architecture to ensure that performance differ-
ences primarily reflect their adaptation and sample-selection strategies rather than different
network capacities.

b. Adaptive scheme for concept drift based on few-shot learning. For the few-shot
variants, including F-UNCER, F-CORESET, F-CADE, F-TRANS, and F-HCL, we use the
same feature extraction encoder as in the classical adaptation setting. Specifically, the input
features are processed by three fully connected layers with dimensions 512, 384, and 256,
respectively, each followed by a ReLU activation function, and are subsequently mapped
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into the same 128-dimensional embedding space. Unlike the classical adaptation methods,
the few-shot variants use a prototype-based classifier instead of the fully connected neural
classifier. Few-shot optimization is performed episodically using labeled samples from
the current training pool. During initial training, episodic support and query samples are
drawn from the initial labeled training set. At adaptation cycle n, after the samples selected
from the incoming unlabeled batch Dn

te have been manually annotated and incorporated
into the cumulative labeled training set,

Dn
tr = Dn−1

tr ∪Dn
query,

the support and episodic query sets used for few-shot retraining are sampled from Dn
tr.

Therefore, these episodic support and query samples are already labeled training sam-
ples and do not require additional manual annotation. For each episode, class-balanced
sampling is used to construct the support set. Given Nshot support samples per class,
the support set contains labeled benign and malicious samples from the current training
pool. For each class c ∈ {0, 1}, we compute its prototype as the mean of the 128-dimensional
embeddings of its support samples:

pc =
1
|Sc| ∑

(xi ,yi)∈Sc

gθ(xi),

where Sc denotes the support subset belonging to class c. For an episodic query sample
xq, we compute its Euclidean distance to the benign and malicious prototypes in the
embedding space.

The negative distances are used as class similarity scores:

sc(xq) = −
⃦⃦

gθ(xq)− pc
⃦⃦

2.

These similarity scores are converted into class probabilities through the Softmax function:

p(y = c | xq) =
exp(sc(xq))

∑c′∈{0,1} exp(sc′(xq))
.

The predicted class is the class associated with the highest resulting probability. It
is important to distinguish the episodic query samples used in the few-shot optimization
procedure from the samples queried for manual annotation during active concept drift
adaptation. The latter are selected from the incoming unlabeled batch according to the
corresponding active sampling strategy and consume the fixed annotation budget β. After
manual annotation, they are incorporated into the cumulative labeled training pool. By
contrast, the episodic support and query samples are subsequently sampled from this
labeled training pool for prototype-based optimization and therefore do not consume any
additional annotation budget.

Appendix C.2. Parameter Settings

The parameter settings of our model are provided below.
a. Classic adaptive scheme for concept drift. For classical concept drift adaptation

methods, model parameters vary slightly across datasets, and their specific configurations
are detailed below. For the APIGraph dataset, we train the initial model with the SGD
optimizer (initial learning rate: 0.003), a learning rate scheduling strategy (decaying every
10 epochs), and a 250-epoch training period. After new samples are introduced each month,
we switch to the Adam optimizer (learning rate: 0.00015) with a 100-epoch training period.
For the AndroZoo dataset: since its feature dimension is much larger than that of APIGraph,
we adjust the initial learning rate to 0.001, while all other parameters remain consistent
with APIGraph.
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b. Adaptive scheme for concept drift based on few-shot learning. For compara-
tive methods incorporating few-shot learning, we adopt a 2-way-2-shot-2-query episodic
configuration. Each training episode contains two classes, with two support samples and
two episodic query samples sampled from each class. Therefore, each episode contains
four support samples and four episodic query samples in total. The episodic query samples
are used only for few-shot optimization and are distinct from the samples queried for
manual annotation during monthly active adaptation. During the initial training phase,
each epoch contains 1000 randomly sampled episodes. We use the Adam optimizer with a
learning rate of 0.0005 and a learning-rate scheduler that decays the learning rate every
50 epochs. The initial training stage is conducted for 200 epochs. For monthly adaptation,
the model is updated using the same episodic training paradigm. Each epoch contains
250 sampled episodes, and the optimizer configuration and initial learning rate remain the
same as in the initial training stage. The model is updated for 50 epochs in each monthly
adaptation cycle.

c. GRAD-specific hyperparameters. We set the benign neighborhood size k = 8,
tangent-space dimension r = 5, and local contrastive neighborhood parameter Nnbr = 10.
The pseudo-loss margin is set to m = 0.3, and the total annotation budget is β = 200 per
adaptation cycle. The drift-risk budgets are allocated as βFN = 30 and βFP = 30. For
boundary-aware retraining, we set the number of ambiguous-hard samples to B = 30.
The loss weights are set to µ = 0.1 and λ = 0.1, and the triplet margins are set to merror = 0.3
and msem = 0.3 for the Error Memory and Semantic Ambiguity Memory, respectively.

Appendix C.3. Standard Deviation Reporting and Computation

In this paper, entries reported in the mean ± standard deviation format (e.g.,
Tables 2 and 3) are computed across multiple independent runs under fixed experimen-
tal settings. All experiments were repeated five times using the fixed random seeds
{0, 1, 2, 3, 4}. For each run, the same seed was used to control model initialization, mini-
batch shuffling, and other stochastic operations involved in model training. The temporal
data splits, nearest-neighbor retrieval, local PCA estimation, and geometry-based ranking
procedures are deterministic once the data and model state are fixed. For each metric,
we report the mean and sample standard deviation over the five independent runs. We
report each metric as m̄± s, where m̄ is the mean over independent runs and s is the sample
standard deviation, i.e.,

m̄ =
1
R

R

∑
r=1

mr, (A1)

and

s =

⌜⃓⃓⎷ 1
R− 1

R

∑
r=1

(mr − m̄)2. (A2)

Here, R denotes the number of independent runs with different random seeds.

Appendix D. Supplementary Experiments
This section provides supplementary experimental results that further support the

analyses presented in the main text. Due to space limitations, these additional evaluations
are reported in the Appendix rather than the main body.

Appendix D.1. Effectiveness of Geometry-Based Risk Ranking

To directly evaluate whether the proposed geometry-aware ranking identifies the
intended prediction risks, we measure the precision of the candidates selected by the false-
negative and false-positive risk channels (as shown in Table A3). For the false-negative
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channel, a selected candidate is counted as a hit if it is predicted as benign but its ground-
truth label is malicious. For the false-positive channel, a selected candidate is counted as
a hit if it is predicted as malicious but its ground-truth label is benign. We compare the
proposed geometry-based ranking with uncertainty-based and random selection using
the same predicted-class candidate pools and the same selection budgets. Specifically,
30 candidates are selected for each risk channel. Ground-truth labels are used only for
retrospective evaluation and are not available to any selection strategy during querying.

Table A3. Precision of selected false-negative and false-positive risk candidates.

Dataset Selection FN Precision FP Precision

APIGraph
Random 0.9% 3.2%
Uncertainty 14.8% 10.5%
Geometry 31.6% 21.3%

AndroZoo
Random 2.2% 1.1%
Uncertainty 19.7% 3.6%
Geometry 38.4% 8.4%

The results provide direct empirical support for using local benign geometry as a
risk-ranking signal. On both datasets, geometry-based ranking concentrates actual false-
negative and false-positive errors more effectively than uncertainty-based and random
selection under the same candidate pools and selection budgets. This does not imply
that geometric deviation is a sufficient indicator of concept drift. Rather, it shows that
consistency with the historical benign geometry contains useful information for prioritizing
samples whose current predictions are more likely to be incorrect.

Appendix D.2. Sensitivity of GRAD-Specific Hyperparameters

In addition to the annotation budget and neighborhood-size analyses reported in the
main text, we further investigate several GRAD-specific parameters that directly affect
boundary-aware retraining and risk-oriented sample selection. Unless otherwise specified,
only the parameter under investigation is varied, while all remaining parameters are fixed
to their default values.

a. Boundary-aware retraining parameters. We first analyze the number of ambiguous-
hard samples B, the weights of the two auxiliary losses, and their triplet margins. We vary
B ∈ {10, 20, 30, 40, 50}, µ = λ ∈ {0.05, 0.1, 0.2, 0.5, 1.0}, and merror = msem ∈ {0.1, 0.2, 0.3, 0.4, 0.5}.
The two auxiliary loss weights and the two triplet margins are varied jointly because they
use identical default values and jointly control complementary geometric constraints in the
same representation space. This controlled setting allows us to examine the overall strength of
the boundary-aware regularization without introducing an unnecessarily large combinatorial
search space.

As shown in Table A4, GRAD remains stable over a reasonable range of the examined
hyperparameters on both datasets, while excessively small or large values lead to moderate
performance degradation. For the number of ambiguous-hard samples B, the F1 score
increases as B grows from 10 to 30, and then slightly decreases when more samples are
included. This suggests that retaining a moderate number of ambiguous-hard samples
provides sufficient boundary information without introducing too many less informative
samples into the semantic ambiguity memory. For the auxiliary loss weights, µ = λ = 0.1
achieves the strongest overall performance. Increasing the weights to 0.5 or 1.0 results in a
more noticeable decrease in F1, indicating that overly strong geometric regularization may
interfere with the primary classification objective. Similarly, the triplet margins show the
best performance around merror = msem = 0.3. Smaller margins provide weaker separation
constraints, whereas excessively large margins impose stronger representation-separation
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requirements and slightly reduce detection performance. Overall, the results indicate
that the adopted settings B = 30, µ = λ = 0.1, and merror = msem = 0.3 lie in a stable
high-performance region on both APIGraph and AndroZoo. The relatively small variations
around the default settings further suggest that GRAD is not highly sensitive to moderate
changes in these boundary-aware retraining hyperparameters.

Table A4. Sensitivity of GRAD to boundary-aware retraining hyperparameters. Results are reported
as mean ± standard deviation over five independent runs. The default settings are highlighted
in bold.

Parameter Setting APIGraph F1 AndroZoo F1

B

10 0.946± 0.002 0.884± 0.003
20 0.948± 0.002 0.887± 0.003
30 0.950± 0.001 0.890± 0.002
40 0.949± 0.002 0.888± 0.003
50 0.947± 0.002 0.885± 0.004

µ = λ

0.05 0.947± 0.002 0.886± 0.003
0.10 0.950± 0.001 0.890± 0.002
0.20 0.949± 0.002 0.888± 0.003
0.50 0.945± 0.003 0.883± 0.004
1.00 0.941± 0.003 0.878± 0.005

merror = msem

0.10 0.946± 0.002 0.884± 0.003
0.20 0.948± 0.002 0.888± 0.003
0.30 0.950± 0.001 0.890± 0.002
0.40 0.948± 0.002 0.887± 0.003
0.50 0.945± 0.003 0.883± 0.004

b. Allocation between FN and FP risk candidates. To examine the allocation of the
geometry-aware annotation budget, we keep the total number of geometry-ranked candi-
dates fixed at βFN + βFP = 60 and vary only its allocation between the two risk channels.
Specifically, we evaluate (βFN, βFP) ∈ {(15, 45), (20, 40), (30, 30), (40, 20), (45, 15)}. Because
the total geometry-ranking budget remains unchanged, differences in performance can be
attributed to the relative emphasis placed on the two risk channels rather than to a change
in the overall annotation cost.

As shown in Table A5, changing the relative allocation between the two geometry-
aware risk channels produces the expected trade-off. Allocating more candidates to the FN
channel generally reduces FNR, but simultaneously leaves fewer samples for FP-oriented
risk identification and therefore leads to a moderate increase in FPR. Conversely, allocating
more candidates to the FP channel improves false-positive coverage at the cost of a higher
FNR. The balanced setting βFN = βFP = 30 achieves the strongest overall F1 performance
on both datasets while maintaining competitive FNR and FPR. These results indicate that
the adopted allocation does not simply optimize one error type at the expense of the other,
but provides a favorable balance between the two complementary risk channels. Moreover,
because only 60 of the total annotation budget β = 200 is assigned to geometry-ranked
candidates, the remaining 140 samples are still available for uncertainty-based selection.

Taken together, these results show that GRAD is reasonably robust to the examined
method-specific hyperparameters and that the adopted FN/FP allocation provides a stable
trade-off between the two complementary error risks under a fixed annotation budget.

c. Tangent-space dimension. The tangent-space dimension r determines the number
of principal directions retained when approximating the local benign geometry. To exam-
ine whether the geometry-aware ranking depends strongly on this parameter, we vary
r ∈ {3, 4, 5, 6, 7} while keeping all other experimental settings fixed at their default values.
The setting r = 5 corresponds to the default configuration used in the main experiments.
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This controlled experiment isolates the effect of the tangent-space dimension from other
components of GRAD.

Table A5. Sensitivity to the allocation between false-negative and false-positive risk candidates
under a fixed geometry-ranking budget of βFN + βFP = 60. Results are reported as mean ± standard
deviation over five independent runs. The adopted allocation is highlighted in bold.

Dataset (βFN, βFP) FNR FPR F1

APIGraph

(15, 45) 0.0785± 0.0031 0.0027± 0.0003 0.946± 0.002
(20, 40) 0.0751± 0.0028 0.0029± 0.0003 0.948± 0.002
(30, 30) 0.0712± 0.0024 0.0033± 0.0003 0.950± 0.001
(40, 20) 0.0696± 0.0027 0.0038± 0.0004 0.949± 0.002
(45, 15) 0.0689± 0.0030 0.0043± 0.0004 0.947± 0.002

AndroZoo

(15, 45) 0.2055± 0.0058 0.0008± 0.0002 0.882± 0.004
(20, 40) 0.1974± 0.0051 0.0009± 0.0002 0.886± 0.003
(30, 30) 0.1889± 0.0045 0.0011± 0.0002 0.890± 0.002
(40, 20) 0.1831± 0.0048 0.0015± 0.0003 0.889± 0.003
(45, 15) 0.1798± 0.0052 0.0019± 0.0003 0.886± 0.004

As shown in Table A6, the performance of GRAD remains stable over the examined
tangent-space dimensions. On APIGraph, the mean F1 varies only within a narrow range
from approximately 0.946 to 0.950, while on AndroZoo it remains between approximately
0.885 and 0.890. In particular, the settings r = 4, r = 5, and r = 6 produce very similar
performance on both datasets, indicating a relatively broad stable operating region around
the adopted setting. A smaller tangent dimension may retain insufficient local variation
when approximating the benign manifold, causing some normal benign variation to be
treated as residual deviation. In contrast, an excessively large tangent dimension may
incorporate less informative directions into the local tangent space and consequently
weaken the discriminative effect of the residual component. The adopted setting r = 5
provides a balanced local approximation, while the relatively small performance variations
across neighboring settings show that GRAD is not highly sensitive to the precise choice of
the tangent-space dimension.

Table A6. Sensitivity of GRAD to the tangent-space dimension r.

Tangent Dimension r APIGraph F1 AndroZoo F1

3 0.946± 0.002 0.885± 0.003
4 0.949± 0.002 0.889± 0.002
5 0.950± 0.001 0.890± 0.002
6 0.949± 0.002 0.889± 0.002
7 0.947± 0.002 0.886± 0.003

Bold indicates the default hyperparameter setting used in the main experiments.

Appendix D.3. Sensitivity to the LLMS Temporal Threshold

To examine the influence of the temporal threshold used by LLMS, we conduct an
additional sensitivity analysis using several fractions of the evaluation horizon. The
default 1/6 threshold was chosen as a normalized temporal criterion rather than a fixed
absolute duration, so that the definition of a long-lived sample reflects the same relative
portion of the evaluation horizon on datasets with substantially different temporal spans.
Specifically, we consider threshold ratios of 1/12, 1/8, 1/6, and 1/4. For APIGraph, whose
evaluation horizon is 72 months, these settings correspond to 6, 9, 12, and 18 months,
respectively. For AndroZoo, whose evaluation horizon is 24 months, they correspond to
2, 3, 4, and 6 months. The model predictions and all other experimental settings remain

https://doi.org/10.3390/app162010022

https://doi.org/10.3390/app162010022


Appl. Sci. 2026, 16, 10022 32 of 35

unchanged; only the threshold used to compute LLMS is varied. This isolates the effect of
the LLMS definition itself from changes in model training or adaptation.

As shown in Tables A7 and A8, the absolute LLMS values vary systematically with
the temporal threshold. Shorter thresholds generally yield larger LLMS values because
the required temporal persistence condition is easier to satisfy, whereas longer thresholds
impose a stricter criterion and consequently reduce the reported LLMS values. Despite
these changes in absolute magnitude, the overall comparative pattern among the evaluated
methods remains largely stable across the examined threshold ratios on both APIGraph
and AndroZoo. In particular, methods that exhibit relatively high or low LLMS under the
default 1/6 setting generally remain in similar performance regions when the threshold
is shortened or extended. This observation suggests that the overall conclusions drawn
from LLMS are not strongly dependent on the specific 1/6 threshold, although the absolute
LLMS values naturally vary with the strictness of the temporal criterion.

Table A7. Sensitivity of LLMS to different temporal threshold ratios on APIGraph. The default
threshold ratio of 1/6 is highlighted in bold.

Method 1/12 1/8 1/6 1/4

Ours 764 704 644 515
UNCER 889 812 736 591
CORESET 1435 1294 1172 964
CADE 1786 1634 1505 1220
TRANS 1463 1313 1200 993
HCL 954 877 803 661

Table A8. Sensitivity of LLMS to different temporal threshold ratios on AndroZoo. The default
threshold ratio of 1/6 is highlighted in bold.

Method 1/12 1/8 1/6 1/4

Ours 578 520 479 387
UNCER 260 241 221 183
CORESET 581 519 478 399
CADE 1285 1151 1051 840
TRANS 599 536 445 421
HCL 621 574 477 432

Appendix D.4. Detailed Analysis of Backward Transfer

To complement the average BWT analysis, we further examine backward transfer at a
finer granularity. For each current adaptation cycle r and historical cycle i < r, we define
the pairwise backward-transfer difference as

∆r,i = F1(θr, T i)− F1(θi, T i).

A negative value of ∆r,i indicates that the current model performs worse on historical
cycle i than the model obtained when that cycle was originally learned. In addition to
the average cycle-level BWT, we report the minimum cycle-level BWT and the minimum
pairwise backward-transfer difference. These two statistics provide a finer-grained charac-
terization of the largest degradation observed during temporal adaptation, even when the
average BWT remains positive.

All evaluated methods achieve positive average BWT values on both datasets, in-
dicating that subsequent adaptation generally preserves or improves performance on
previously observed cycles. However, the minimum BWT results confirm that positive
average backward transfer does not necessarily imply uniformly positive behavior at every
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adaptation cycle. On APIGraph, GRAD achieves an average BWT of 0.0048, while its
minimum cycle-level BWT is only −0.0015. On AndroZoo, GRAD maintains a positive
average BWT of 0.0200, while its minimum BWT is −0.0025. Although these values are
negative, their magnitudes are very small, indicating that the corresponding cycle-level
degradation is minor relative to the overall positive backward-transfer tendency.

Table A9. Detailed backward-transfer analysis on APIGraph and AndroZoo, including the average
cycle-level BWT, minimum cycle-level BWT, and minimum pairwise backward-transfer difference.

Dataset Method Avg. BWT Min. BWT Min. Pair ∆

APIGraph

CADE 0.0098 −0.0050 −0.0475
HCL 0.0096 −0.0009 −0.0233
TRANS 0.0070 −0.0002 −0.0615
UNCER 0.0115 −0.0002 −0.0298
GRAD 0.0048 −0.0015 −0.0208

AndroZoo

CORESET 0.0150 0.0000 −0.0455
HCL 0.0135 −0.0092 −0.0130
TRANS 0.0227 0.0009 −0.0126
UNCER 0.0027 0.0008 −0.0069
GRAD 0.0200 −0.0025 −0.0084

The minimum pairwise transfer provides a finer-grained view of the worst degradation
observed on an individual historical cycle. On APIGraph, the minimum pairwise F1
difference of GRAD is −0.0208, compared with −0.0475 for CADE, −0.0233 for HCL,
−0.0615 for TRANS, and −0.0298 for UNCER. Thus, although GRAD does not completely
avoid negative transfer on every previous cycle, its worst observed decrease remains limited
in magnitude. On AndroZoo, the minimum pairwise difference of GRAD is −0.0084,
compared with −0.0455 for CORESET, −0.0130 for HCL, −0.0126 for TRANS, and −0.0069
for UNCER. Although UNCER exhibits a slightly smaller worst-case decrease on this
dataset, the negative pairwise transfer of GRAD remains small in absolute magnitude.

Taken together, these results show that isolated negative backward transfer can occur
even when the average BWT remains positive, but the observed degradation of GRAD is
limited in magnitude. In particular, the minimum cycle-level BWT values are close to zero
on both datasets, and the worst pairwise F1 decreases are also relatively small. Therefore,
the localized negative transfer has only a limited effect on the overall historical performance
retention of GRAD under the evaluated temporal settings. This more detailed analysis
complements the average BWT and provides a more complete characterization of forgetting
during temporal adaptation.

The remaining localized degradation also motivates future investigation of finer-
grained historical-retention mechanisms. Future work could dynamically identify previous
cycles that are more susceptible to forgetting and selectively reinforce them during subse-
quent adaptation. Such extensions may further reduce these small worst-case degradations
while preserving the ability of the model to adapt to newly emerging malware distributions.
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44. Žliobaitė, I.; Bifet, A.; Pfahringer, B.; Holmes, G. Active learning with drifting streaming data. IEEE Trans. Neural Netw. Learn.
Syst. 2013, 25, 27–39. [CrossRef] [PubMed]

45. Wang, P.; Tang, Z.; Wang, J. A novel few-shot malware classification approach for unknown family recognition with multi-
prototype modeling. Comput. Secur. 2021, 106, 102273. [CrossRef]

46. Snell, J.; Swersky, K.; Zemel, R. Prototypical Networks for Few-shot Learning. In Proceedings of the Advances in Neural Information
Processing Systems; Guyon, I., Luxburg, U.V., Bengio, S., Wallach, H., Fergus, R., Vishwanathan, S., Garnett, R., Eds.; Curran
Associates, Inc.: Red Hook, NY, USA, 2017; Volume 30.

47. Angioni, D.; Demetrio, L.; Pintor, M.; Oneto, L.; Anguita, D.; Biggio, B.; Roli, F. Robustness-Congruent Adversarial Training for
Secure Machine Learning Model Updates. IEEE Trans. Pattern Anal. Mach. Intell. 2025, 47, 7457–7469. [CrossRef] [PubMed]

48. Abusnaina, A.; Anwar, A.; Saad, M.; Alabduljabbar, A.; Jang, R.; Salem, S.; Mohaisen, D. One step forward, two steps back:
ML-based malware detection under concept drift. Computing 2025, 107, 207. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

https://doi.org/10.3390/app162010022

http://dx.doi.org/10.1109/SPW59333.2023.00007
http://dx.doi.org/10.1109/TETCI.2017.2699220
http://dx.doi.org/10.1016/j.cose.2024.104122
http://dx.doi.org/10.48550/arXiv.2401.12790
http://dx.doi.org/10.1016/j.cose.2024.104294
http://dx.doi.org/10.1145/3719027.3744792
http://dx.doi.org/10.1609/aaai.v40i2.37053
http://dx.doi.org/10.1109/TIFS.2026.3659398
http://dx.doi.org/10.1109/tnnls.2012.2236570
http://www.ncbi.nlm.nih.gov/pubmed/24806642
http://dx.doi.org/10.1016/j.cose.2021.102273
http://dx.doi.org/10.1109/TPAMI.2025.3573237
http://www.ncbi.nlm.nih.gov/pubmed/40408194
http://dx.doi.org/10.1007/s00607-025-01543-7
https://doi.org/10.3390/app162010022

	Introduction
	Related Work
	Malware Concept Drift and Drift Detection
	Concept Drift Adaptation for Malware Detection
	Summary

	Background
	Notation and Description
	Active Learning Pipeline

	Method
	Latent-Space Geometry-Aware Drift-Risk Ranking
	Hybrid Sample Selection via Geometry-Aware Drift-Risk Ranking and Uncertainty
	Drift Malware Adaptation with Boundary-Aware Contrastive Loss

	Evaluation
	Experimental Settings
	Hardware and Software Environment
	Datasets
	Metric
	Baselines for Concept Drift Adaptation Strategies

	Overall Performance of Malware Concept Drift Adaptation
	Ablation Study
	Model Forgetting Evaluation Under Concept Drift Adaptation
	Concept Drift Adaptation Performance Under Different Hyperparameter Settings

	Conclusions and Future Work
	Appendix A
	Appendix A
	Appendix A

	Appendix B
	Appendix B.1
	Appendix B.2

	Appendix C
	Appendix C.1
	Appendix C.2
	Appendix C.3

	Appendix D
	Appendix D.1
	Appendix D.2
	Appendix D.3
	Appendix D.4

	References

