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Abstract

Internet of Things (IoT) environmental monitoring systems continuously generate multi-
variate sensor data whose reliability depends on the effective detection of heterogeneous
abnormal behavior. This paper proposes a Confidence-Aware Cooperative Expert Ensem-
ble (CACE) for multivariate IoT time series anomaly detection. CACE decomposes the
detection problem into four specialized Expert libraries targeting Spike, Drift, Flat-Line,
and Dropout Expert anomalies. Candidate detectors are combined through reward-derived
weighting and Expert confidence estimation, while selective reliability modulation and a
class-balanced logistic Coordinator integrate complementary evidence into the final deci-
sion. Experiments use real temperature, relative humidity, and illuminance measurements
with controlled anomaly injections, five fixed random seeds, nine sensor-board streams,
and three anomaly load conditions. CACE achieved mean pointwise F1 scores of 0.331,
0.445, and 0.496, and Event F1 scores of 0.714, 0.638, and 0.513, under Low, Medium,
and High loads, respectively. Paired analysis showed significant improvements over the
Single-Expert reference across all loads, while comparisons with stronger deterministic,
classical, and deep baselines revealed method-dependent trade-offs rather than uniform
superiority. Ablation confirmed complementary contributions among specialized Experts,
and sensitivity analysis indicated robustness to moderate perturbations of most parameters.
On Raspberry Pi 5, the complete end-to-end pipeline required 0.01283 ms per sample, cor-
responding to approximately 77,994 samples/s, without thermal throttling. These results
indicate that CACE provides an interpretable and computationally lightweight cooperative
framework for heterogeneous anomaly detection at the IoT edge.

Keywords: Internet of Things (IoT); anomaly detection; multivariate time series; environmental
monitoring; cooperative anomaly detection; Expert Ensemble; confidence-aware cooperation;
edge computing; CACE

1. Introduction

Environmental Internet of Things (IoT) deployments now support continuous monitor-
ing of urban spaces, buildings, agricultural environments, industrial processes, and critical
infrastructure [1,2]. Their value not only depends on connectivity and sensing coverage
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but also on the integrity of the measurements that feed monitoring and decision-support
systems. Environmental sensors are exposed to calibration Drift, hardware degradation,
communication interruptions, power disturbances, and changing operating conditions;
these effects can introduce abnormal values that are difficult to distinguish from legiti-
mate environmental variation [3,4]. Reliable anomaly detection is therefore a data-quality
requirement rather than a purely post-processing task.

Anomalies in sensor time series are heterogeneous in both shape and duration. An
isolated Spike is an abrupt local deviation, whereas Drift develops progressively; a Flat-Line
is characterized by an abnormal loss of variability, and a Dropout Expert or held-value
failure may persist for an extended period. A detector tuned to one of these signatures may
perform poorly on another. This problem becomes more pronounced in multivariate moni-
toring, where temperature, relative humidity, and illuminance can evolve at different rates
and exhibit different dynamic ranges. Conventional statistical methods remain attractive
because they are interpretable and computationally inexpensive, but fixed thresholds and a
single temporal scale can limit their ability to cope with non-stationary and mixed anomaly
patterns [3-7].

Machine-learning and deep-learning methods can model more complex temporal de-
pendencies, but they usually require representative training data and, particularly for deep
architectures, greater computational resources [6—11]. Reinforcement-learning approaches
provide a different paradigm in which decision strategies can be optimized through in-
teraction with an environment and reward-driven feedback [12-16]. These approaches
demonstrate the potential of adaptive decision mechanisms for anomaly detection, but het-
erogeneous anomaly signatures can also motivate a different design strategy: decomposing
the detection problem into specialized detector families and subsequently combining their
complementary evidence. Such a formulation can retain the interpretability and computa-
tional efficiency of conventional detectors while allowing different temporal signatures to
be handled explicitly.

Our previous study [17] followed a progressive path from statistical filtering to adap-
tive single-agent decision-making for IoT time series anomaly detection. The present work
departs from the reinforcement-learning formulation and investigates whether heteroge-
neous anomaly patterns can instead be addressed through explicit detector specialization
and confidence-aware cooperative fusion. To this end, we propose the Confidence-Aware
Cooperative Expert Ensemble (CACE), comprising four specialized Experts targeting Spike,
Drift, Flat-Line, and Dropout Expert anomalies. Within each Expert, multiple candidate
detector actions are combined using reward-derived weights estimated from training
performance, and the resulting evidence is converted into an Expert confidence score.
Expert confidence is subsequently integrated through selective reliability modulation and
a class-balanced logistic Coordinator, followed by a high-confidence hybrid decision rule.
Accordingly, CACE is formulated as an offline reward-guided cooperative ensemble: the
reward function provides a performance-based criterion for weighting candidate detectors,
but the framework does not rely on environment interaction, state transition modeling,
Bellman updates, Q-learning, or online reinforcement learning.

The study makes four specific contributions. First, it evaluates cooperative anomaly de-
tection using real multivariate environmental background measurements, while controlled
synthetic anomaly injection provides reproducible point- and event-level ground truth.
Second, it decomposes heterogeneous anomaly detection into four anomaly-specialized
Expert libraries rather than requiring a single-detector family to represent all fault sig-
natures. Third, it introduces a confidence-aware cooperative ensemble that combines
reward-derived detector weighting, Expert-level confidence estimation, selective reliability
modulation, a class-balanced logistic Coordinator, and a high-confidence hybrid decision
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rule. Fourth, it evaluates the framework across three anomaly load conditions and five
random seeds using pointwise, imbalance-aware, event-level, statistical, ablation, and
computational measures.

The remainder of the paper is organized as follows. Section 2 reviews the methodolog-
ical landscape and positions of the present work with respect to representative statistical,
machine-learning, deep-learning, reinforcement-learning, and cooperative or ensemble-
based anomaly detection approaches. Section 3 describes the dataset, controlled anomaly in-
jection methodology, specialized Expert libraries, reward-guided weighting and confidence
estimation, reliability mechanism, Coordinator, evaluation protocol, and computational
analysis. Section 4 reports the experimental results. Section 5 discusses their implications
and limitations, and Section 6 summarizes the main conclusions and future directions.

2. State of the Art and Related Work

This section places the proposed framework in context from three complementary per-
spectives. Section 2.1 summarizes the main methodological families used for multivariate
IoT time series anomaly detection, from robust statistical filters to deep temporal models
and reinforcement learning. Section 2.2 focuses on representative related studies and the
progression from our previous single-agent work. Section 2.3 then identifies the research
gap addressed by confidence-aware cooperation among anomaly-specialized Experts.

2.1. State of the Art in Multivariate IoT Time Series Anomaly Detection

Anomaly detection has become a fundamental component of modern IoT systems,
particularly in environmental monitoring, industrial automation, smart cities, and critical
infrastructure applications. The continuous acquisition of sensor measurements generates
large volumes of time series data that must be analyzed to identify abnormal patterns asso-
ciated with sensor faults, communication failures, environmental disturbances, and cyber-
physical attacks. Recent surveys indicate that time series anomaly detection has evolved
from traditional statistical approaches toward increasingly sophisticated machine-learning
and deep-learning methods capable of handling complex multivariate data streams [5,6].

Statistical anomaly detection techniques remain widely used because of their simplic-
ity, interpretability, and low computational requirements. Methods such as Z-score analysis,
Interquartile Range (IQR) filtering, moving averages, and Hampel filters are particularly
attractive for resource-constrained IoT devices and edge computing environments. How-
ever, these techniques generally rely on manually selected thresholds and may struggle
to maintain performance under non-stationary operating conditions or when multiple
anomaly types coexist within the same dataset [5].

To address these limitations, machine-learning approaches have been increasingly
adopted. Algorithms such as Support Vector Machines (SVM), Random Forests, cluster-
ing methods, and one-class classifiers can learn representations or decision boundaries
from historical observations and detect deviations without relying exclusively on fixed
thresholds. These methods typically provide greater adaptability than purely statistical
approaches but may require feature engineering and representative training data to achieve
robust performance across different operating scenarios [5,6].

The rapid growth of computational resources and data availability has accelerated
the adoption of deep-learning techniques for multivariate time series anomaly detection.
Recent surveys identify autoencoders, recurrent neural networks, graph neural networks,
generative adversarial networks, and transformer-based architectures among the major
research directions. These approaches can capture complex temporal dependencies and
inter-variable relationships that are difficult to model using conventional machine-learning
techniques [6,7].
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Among deep-learning approaches, advanced architectures have attracted considerable
attention because of their ability to model complex temporal and multivariate relation-
ships [6,7]. Recent studies have explored contrastive representation learning [8], graph
neural networks [9], temporal attention mechanisms [10], and spatial-temporal graph
attention networks [11] for multivariate time series anomaly detection. Collectively, these
approaches demonstrate the potential of representation learning, graph-based modeling,
and attention mechanisms for capturing complex dependencies among multiple sensor
variables. More recent studies have further integrated graph-based and attention mecha-
nisms to exploit temporal and inter-variable relationships, demonstrating their potential
for complex multivariate monitoring scenarios [10,11].

Despite their strong modeling capabilities, many deep-learning architectures require
substantial computational resources, large or representative training datasets, and compar-
atively complex optimization procedures. These requirements can constrain their practical
deployment in resource-limited IoT and edge environments, particularly when interpretabil-
ity, computational cost, and rapid adaptation are operational requirements [5,6].

Reinforcement learning (RL) represents a different methodological paradigm for adap-
tive anomaly detection. In RL-based formulations, an agent learns a decision policy through
interaction with an environment and reward-driven feedback. This paradigm can be useful
in dynamic monitoring scenarios in which detection decisions or strategy selection evolve
according to observations and received rewards. Previous studies have investigated RL
for anomaly detection, adaptive model selection, and decision-making in time series and
IoT-related monitoring applications [12-16].

However, RL is not the only mechanism through which heterogeneous anomaly
behavior can be addressed. Spike, Drift, Flat-Line, and Dropout Expert anomalies exhibit
substantially different temporal signatures, suggesting that detector specialization and
evidence fusion can provide an alternative to learning a single global decision policy.
Under this perspective, multiple detectors can be designed for complementary anomaly
characteristics and their outputs subsequently combined at the decision or confidence level.
Such an ensemble-oriented formulation is particularly relevant when individual detectors
provide complementary evidence and when computational interpretability is desirable.

The proposed CACE framework follows this latter perspective. Rather than formu-
lating anomaly detection as a sequential reinforcement-learning problem, it decomposes
heterogeneous anomaly detection into four specialized Expert libraries targeting Spike,
Drift, Flat-Line, and Dropout Expert behavior. Candidate detectors within each Expert are
weighted according to reward-derived training performance, producing continuous Expert
confidence scores. These scores are subsequently integrated through selective reliability
modulation and a class-balanced logistic Coordinator, with an additional high-confidence
agreement mechanism in the final decision. CACE should therefore be understood as a
Confidence-Aware Cooperative Expert Ensemble with reward-guided detector weighting,
rather than as a reinforcement-learning or multi-agent reinforcement-learning architecture.

This position preserves the principal advantages sought in the present application:
explicit anomaly specialization, interpretable detector components, cooperative evidence
integration, and comparatively low computational complexity. It also separates the pro-
posed framework from RL-based approaches that depend on environment interaction, state
transitions, and iterative policy optimization. Section 2.2 examines representative methods
in greater detail and positions CACE relative to the previous single-agent study and other
anomaly detection paradigms.
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2.2. Representative Related Work and Positioning

The development of anomaly detection methods for IoT time series data has pro-
gressed from statistical techniques toward machine-learning, deep-learning, and adaptive
decision approaches. Early statistical frameworks focus primarily on identifying outliers
and abnormal temporal patterns through deviations from expected signal behavior. Gao
et al. [5] presented an anomaly detection framework for wireless sensor networks capable
of identifying both point anomalies and abnormal temporal patterns. Such approaches
remain attractive because of their interpretability and relatively low computational require-
ments, although their performance can depend strongly on predefined thresholds and
temporal scales.

The increasing availability of sensing data subsequently motivated machine-learning
and deep-learning approaches capable of representing more complex temporal and mul-
tivariate relationships. Reviews by Choi et al. [7], Wang et al. [4], and Yahya et al. [6]
describe recurrent, autoencoder-based, graph-based, and transformer architectures as ma-
jor methodological families for time series anomaly detection. Representative approaches
include contrastive representation learning [8], graph-based modeling [9,11], and temporal
attention mechanisms such as TSA-Net [10]. These methods can capture dependencies that
are difficult to represent using fixed statistical rules, although their training complexity,
data requirements, and computational cost may constrain deployment in resource-limited
monitoring environments.

Reinforcement learning has also been investigated as an adaptive anomaly detection
paradigm. RLAD, proposed by Wu and Ortiz [13], formulates anomaly detection through
reward-driven interaction and active learning. Other studies have explored reinforcement
learning for architecture optimization [14], calibrated unsupervised multivariate anomaly
detection [15], hybrid reinforcement-learning and representation-learning schemes [16],
and evolutionary deep reinforcement learning for anomaly detection in smart power
distribution systems [12]. These studies illustrate the potential of reward-driven sequential
decision mechanisms, but their methodological formulation differs from the framework
proposed in this work, which does not learn a policy through environment interaction or
Bellman-based optimization.

A complementary research direction combines multiple detectors, models, or anomaly
scores rather than relying on a single global detector. Early outlier ensemble approaches
such as Feature Bagging combine detectors operating on different feature subsets and
aggregate their outlier scores to exploit complementary representations [18]. Rayana et al.
subsequently proposed CARE, a sequential ensemble framework that combines sequential
and parallel aggregation mechanisms to reduce both bias and variance in outlier detec-
tion [19]. Zhao et al. introduced LSCP, which selects locally competent base detectors and
combines their outputs according to the neighborhood of each test instance [20]. Collec-
tively, these studies demonstrate that detector diversity and output fusion can improve
robustness compared with reliance on a single detector. However, their specialization is
primarily driven by feature subspaces, iterative ensemble construction, or local detector
competence rather than by explicit anomaly signature-specific Expert libraries. The present
work builds on the general principle of complementary detector fusion but introduces
explicit specialization for Spike, Drift, Flat-Line, and Dropout Expert patterns, followed by
reward-guided within-Expert weighting and confidence-level cooperative fusion.

Our previous work [17] investigated a progressive anomaly detection framework for
IoT sensor time series, moving from classical statistical filtering toward adaptive single-
agent decision making. That study provided the methodological starting point for the
present investigation but remained centered on a single decision mechanism and primarily
univariate sensor observations. The current work changes this formulation substantially:
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rather than extending the previous approach into a multi-agent reinforcement-learning
architecture, it decomposes heterogeneous anomaly detection into specialized Expert
libraries and combines their outputs through confidence-aware cooperative fusion.

The proposed CACE comprises four Experts specialized in Spike, Drift, Flat-Line, and
Dropout Expert behavior. Each Expert contains multiple candidate statistical detectors
whose contributions are determined through reward-derived weighting estimated from
the training partition. The resulting continuous Expert confidence scores are subsequently
processed through selective reliability modulation and combined by a class-balanced logis-
tic Coordinator. A high-confidence agreement mechanism complements the Coordinator in
the final hybrid decision. Thus, specialization occurs at the detector library level, whereas
cooperation occurs through confidence-level fusion rather than through communication
among reinforcement-learning agents.

CACE therefore differs from the principal methodological families considered above in
three respects. First, it explicitly decomposes heterogeneous anomaly detection according
to anomaly signature rather than assigning all anomaly types to a single-detector or deci-
sion model. Second, it combines multiple candidate detectors within each Expert through
reward-guided weighting and subsequently performs confidence-level fusion across Ex-
perts. Third, it retains a comparatively lightweight and interpretable statistical detection
layer while introducing learned coordination through a low-dimensional logistic model.
The experimental evaluation is conducted on real multivariate environmental background
measurements, with controlled anomaly injections used to obtain reproducible ground
truth labels.

Table 1 compares representative anomaly detection, reinforcement-learning, and en-
semble approaches according to the characteristics most relevant to the present study. In
particular, the comparison distinguishes general ensemble fusion from explicit anomaly
signature specialization, in which detector components are designed to address distinct
anomaly patterns.

Table 1. Comparison of representative anomaly detection approaches.

Anomaly Reward- Cooperative/ Real Environ-

Refs. Approach Multivariate Signature Guided Ensemble Cogfvlvc;izlce- Bag;(er;})illn d
Specialization Weighting Fusion Dga ta
5] potatistical Partial No No No No Yes
[11] STGAT-MAD Yes No No No No No
[8] C]czntragtlve Yes No No No No No
earning
[10] TSA-Net Yes No No Yes ! No No
[13] RLAD Yes No No No No No
[14] RL-Based NAS Yes No No No No Yes
[15] Calibrated RL Yes No No No No No
[16] RL/ ]Y AE /Actlve Yes No No No No No
earning
Previous
[17] RL/MARL Partial No No No No Yes
Framework
[18] Feature Bagging Yes No No Yes No No
[19] CARE Yes No No Yes No No
[20] LSCP Yes No No Yes No No
VT/’}(}S( CACE Yes Yes Yes Yes Yes Yes

1 TSA-Net performs adaptive fusion of spatio-temporal representations rather than cooperative
fusion among independently specialized anomaly detectors. Anomaly Signature Specialization
denotes explicit specialization of detector components according to distinct anomaly signatures.
In CACE, the Expert libraries are explicitly specialized for Spike, Drift, Flat-Line, and Dropout
Expert anomalies. Real Environmental Background Data indicates that the experimental background
measurements originate from a real environmental sensing deployment; controlled anomaly injection
may subsequently be applied to establish reproducible ground truth.
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2.3. Research Gap and Motivation

Recent advances in IoT time series anomaly detection have demonstrated the ef-
fectiveness of statistical, machine-learning, deep-learning, reinforcement-learning, and
ensemble-based approaches. Statistical methods remain attractive because of their in-
terpretability and low computational complexity, whereas machine-learning and deep-
learning methods can capture more complex temporal and multivariate relationships [4-11].
Reinforcement-learning approaches provide adaptive decision mechanisms based on en-
vironment interaction and reward-driven optimization [12-16], while ensemble methods
exploit detector diversity by combining multiple models, feature subspaces, or locally
competent detectors [18-20].

Despite these advances, several challenges remain relevant for environmental IoT
monitoring. First, heterogeneous anomaly types exhibit fundamentally different temporal
signatures. Impulsive Spikes appear as abrupt isolated deviations, Drift anomalies evolve
progressively, Flat-Line failures are characterized by persistent loss of variability, and
Dropout Expert-related failures may produce sustained repeated or missing observations.
A single-detector or monolithic decision model may therefore be poorly matched to all
anomaly signatures simultaneously. Although existing ensemble approaches exploit di-
versity among detectors, their diversity is typically introduced through feature subspaces,
iterative ensemble construction, or local detector competence rather than through explicit
specialization according to anomaly signature [18-20].

Second, combining specialized detectors introduces a further problem: their output
should not necessarily contribute equally to the final decision. Different detector config-
urations may exhibit substantially different sensitivity and false-positive behavior, and
the reliability of anomaly-specific evidence can vary across operating conditions. This
motivates a hierarchical fusion mechanism in which candidate detectors are first weighted
according to their observed training performance and the resulting Expert-level evidence
is subsequently integrated through confidence-aware coordination. Such a formulation
preserves detector interpretability while allowing complementary evidence to influence
the global anomaly decision.

Third, evaluation of realistic environmental measurements remains important. Public
benchmark datasets are valuable for reproducibility and method comparison, but they
do not necessarily reproduce the temporal variability and sensor-specific characteristics
of a particular environmental IoT deployment. Conversely, real environmental datasets
frequently lack exhaustive and reliable anomaly labels. This creates a methodological
trade-off between realistic background measurements and controlled ground truth. The
present study addresses this issue by retaining authentic multivariate environmental mea-
surements and applying controlled anomaly injections to establish reproducible point- and
event-level labels.

Our previous work [17] addressed adaptive anomaly detection by progressing from
statistical filtering toward reinforcement-learning-based decision strategies, with the ex-
perimental analysis focused primarily on temperature observations. The present study
investigates a different methodological direction rather than extending that formulation
into a multi-agent reinforcement-learning architecture. Specifically, it examines whether
explicit anomaly signature specialization and confidence-aware ensemble fusion can im-
prove the detection of heterogeneous anomalies in a multivariate environmental setting.
Four Expert libraries are therefore dedicated to Spike, Drift, Flat-Line, and Dropout Expert
patterns, with candidate detectors weighted according to reward-derived training perfor-
mance and their confidence outputs subsequently combined through selective reliability
modulation and a class-balanced logistic Coordinator.
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The motivation for CACE is consequently based on three complementary principles:
anomaly signature specialization, so that heterogeneous temporal patterns are addressed
by dedicated detector libraries; performance-informed confidence fusion, so that detector
evidence contributes according to empirically derived utility rather than through uniform
voting alone; and realistic yet reproducible evaluation, combining authentic multivariate
environmental background measurements with controlled anomaly injection. Importantly,
reward is used as an offline performance criterion for detector weighting and threshold
selection; it does not define a reinforcement-learning process, and CACE does not rely on
state transition modeling, Bellman updates, Q-learning, or online policy optimization.

Based on this research gap, the central research question investigated in this work is:

“Can confidence-aware cooperation among anomaly-specialized Experts improve the
detection of heterogeneous anomalies in multivariate environmental [oT time series while
maintaining computational efficiency suitable for practical deployment?”

The study addresses this question by comparing the proposed confidence-aware coop-
erative strategy with a common-library single-detector baseline, deterministic ensemble
fusion rules, and intermediate Coordinator configurations, while evaluating both point-
wise and event-level detection performance across multiple anomaly load conditions and
random realizations.

3. Materials and Methods

This section describes the implementation and experimental evaluation of the CACE
framework. The methodology follows the implemented processing pipeline from multi-
variate environmental data preprocessing and controlled anomaly injections to anomaly-
specialized detection, reward-guided within-Expert weighting, confidence estimation,
reliability-aware fusion, and global coordination. CACE is formulated as an offline coop-
erative ensemble rather than as a reinforcement-learning architecture. Reward functions
are used as performance criteria for detector weighting and decision-threshold calibration,
without environment interaction, state transition modeling, Bellman updates, Q-learning,
or online policy optimization. The following subsections define the complete framework,
experimental protocol, evaluation metrics, and reproducibility procedures.

3.1. Framework Overview and Methodological Workflow

The proposed CACE framework addresses heterogeneous anomaly detection in multi-
variate environmental IoT time series through explicit anomaly signature specialization and
confidence-aware cooperative fusion. Rather than assigning different abnormal temporal
patterns to a single generic detector, CACE decomposes the detection problem into four
specialized Expert libraries targeting Spike, Drift, Flat-Line, and Dropout Expert anomalies.

Each Expert comprises a predefined library of candidate statistical detector configu-
rations selected according to the temporal characteristics of its target anomaly signature.
Candidate detectors are independently evaluated using the training partition, and their
relative contributions within each Expert are determined through reward-guided weighting.
The resulting weighted detector outputs are converted into continuous Expert confidence
scores that represent anomaly-specific evidence. Cooperation subsequently occurs at
the confidence fusion level, rather than through communication among reinforcement-
learning agents.

For sensor stream j, the multivariate environmental observation at time ¢, together
with the complete sequence of N; observations, is defined as

T
x]-,t: Tj,t Hj,t Lj,t] ,X]: [x]"l xj,Z x]"Nj (1)
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Here, T]-,t, H]-,t, and L]-,t denote temperature, relative humidity, and illuminance, re-
spectively. The three environmental variables are processed within the same multivariate
framework while retaining their individual temporal characteristics.

Controlled anomaly injection provides anomaly-specific ground truth labels for the
four anomaly categories considered in this study. The Expert-specific label vector and
corresponding global binary anomaly label are defined as

vii= Y5 vh Vi y}ﬂz%‘,t:H(qu{smw\m%>0) 2)

The superscripts S, D, F, and O denote Spike, Drift, Flat-Line, and Dropout Expert
anomalies, respectively, and I(*) is the indicator function. Consequently, the global label y; ;
is equal to one whenever at least one anomaly-specific label is active.

The complete CACE processing pipeline can be expressed as

Xraw — Xprep — Xinj — {85, ED/ 81:, So} — Ct — zt —C— :% (3)

In Equation (3), Xraw denotes the original environmental measurements, Xprep denotes
the preprocessed multivariate sequence, and Xj,; denotes the sequence after controlled
anomaly injection. The terms £, £p, £, and & represent the four anomaly-specialized
Expert libraries. The vector ¢; contains their continuous confidence scores, Et denotes the
reliability-adjusted confidence vector, C is the global confidence-aware Coordinator, and #;
is the final binary anomaly decision.

The framework therefore separates the anomaly detection process into three method-
ological levels. First, anomaly-specific evidence is generated by detector libraries ex-
plicitly specialized according to temporal anomaly signatures. Second, candidate detec-
tors within each Expert contribute according to reward-derived weights estimated from
their training performance. Third, the resulting Expert confidence scores are coopera-
tively integrated through reliability-aware confidence fusion and global coordination. In
this formulation, reward is an offline performance criterion for detector weighting and
threshold selection rather than a reinforcement-learning signal associated with sequential
environment interaction.

To prevent temporal information leakage, each sensor stream is divided chronologi-
cally into mutually exclusive training, validation, and independent test partitions, without
temporal shuffling:

D = Dhrain U Dyal U Drest, Nirain:Nyal:Ntest = 0.50:0.20:0.30 (4)

The first 50% of each stream forms the training partition, the subsequent 20% forms the
validation partition, and the final 30% constitutes the independent test partition. Detector
utilities, within-Expert weights, and Expert-specific decision thresholds are estimated exclu-
sively from the training partition. The validation partition is used to estimate the reliability
term and calibrate the global Coordinator decision threshold, whereas the independent test
partition remains excluded from all parameter estimation and calibration procedures and
is used only for final out-of-sample evaluation.

CACE should therefore be interpreted as an offline, Confidence-Aware Cooperative
Expert Ensemble. It does not formulate anomaly detection as a sequential reinforcement-
learning problem and does not employ state transition modeling, Bellman updates, Q-
learning, or online policy optimization. Its adaptive component arises from performance-
informed detector weighting, confidence estimation, validation-based reliability assess-
ment, and learned low-dimensional coordination.
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3.2. Real Multivariate Environmental Dataset

The experimental evaluation was conducted using the public “Sensor readings, with
temperature, light, humidity every 5 min at 8 locations (trial, 2014 to 2015)” dataset released
by the City of Melbourne [21]. The dataset originates from a real urban environmen-
tal sensing deployment and contains temperature, relative humidity, and illuminance
measurements acquired at approximately 5-min intervals. The original dataset contains
56,570 observations, together with board identifiers, timestamps, location information, and
the corresponding environmental measurements.

For consistency with the processing pipeline, the original variables temp_avg, humid-
ity_avg, and light_avg were renamed temp_c, humidity, and light, respectively. Although
the source dataset reports eight physical monitoring locations, preprocessing at board
level resulted in nine valid sensor-board temporal streams satisfying the minimum-length
requirement of 500 observations. Each resulting stream was processed independently in
chronological order, thereby preserving its original temporal structure.

Before temporal regularization, clearly non-physical measurements were converted to
missing values. The admissible physical domains used during preprocessing were

—20<T<60,0<H<100,L>0, (5)

where T, H, and L denote temperature in degrees Celsius, relative humidity in percent, and
illuminance, respectively. These limits were used exclusively as broad physical plausibility
constraints during data cleaning and were not estimated from anomaly labels or optimized
according to subsequent detection performance.

Following plausibility filtering, each sensor-board stream was resampled onto a regu-
lar 5-min temporal grid. Short internal gaps were reconstructed using time-based linear
interpolation. For a missing observation at time f, bounded by valid observations at ¢, and
ty, the interpolated value of environmental variable k can be expressed as

A0 = Lol (xf) =) ta <t <ty ©6)
ty — tg \ 10 a

Interpolation was restricted to a maximum of three consecutive missing samples and
only to internal gaps bounded by valid observations. Given the 5-min sampling interval,
the maximum continuously reconstructed interval was therefore 15 min. Remaining obser-
vations for which at least one of the three environmental variables was unavailable were
removed from the synchronized multivariate sequence.

The resulting usable observations therefore satisfy

Dusable = {x]‘,t | T]'/t 7& NalN A Hj,t 75 NaN A L]',t 75 NaN} (7)

Consequently, every observation supplied to the subsequent detection framework
contains temporally alighed measurements for all three environmental variables. The
preprocessing procedure is completed before controlled anomaly injection: physical plau-
sibility filtering, temporal regularization, short-gap interpolation, and synchronization
are first applied to the authentic environmental measurements, after which controlled
anomalies are introduced to establish reproducible anomaly labels.

3.3. Controlled Multivariate Anomaly Injection

The real environmental dataset does not provide exhaustive ground truth labels iden-
tifying the occurrence, type, and temporal extent of sensor anomalies. Controlled anomaly
injections were therefore applied to preprocessed authentic measurements to obtain repro-
ducible point- and event-level ground truth while retaining the temporal structure and
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variability of the original environmental signals. The clean value of each environmental
variable was additionally preserved during injection, allowing every modified observation
to be traced to its corresponding original measurement.

Let xfk) denote the preprocessed clean observation of environmental variable k at time
t. For anomaly type g, the corresponding injected observation can be represented as

~(k
5 = 4, (x":0;),9 € {s,D,F,0}, ©

where A,(-) denotes the anomaly injection operator associated with anomaly type g, and 6,
contains the parameters controlling its magnitude, duration, and temporal characteristics.
Outside the selected anomaly intervals, the preprocessed environmental signal remains
unchanged.

Four anomaly signatures were considered: isolated abrupt deviations (Spike), progres-
sive deviations from the underlying signal trajectory (Drift), sustained loss of variability
(Flat-Line), and persistent held- or zero-valued observations associated with acquisition
or communication failure (Dropout Expert). These four anomaly categories provide dis-
tinct temporal signatures and correspond directly to the four anomaly-specialized Expert
libraries described in Section 3.4.

Three controlled anomaly load conditions: Low, Medium, and High, were defined
to evaluate the framework under progressively greater detection stress. The Medium
condition preserves the nominal per-variable injection fractions adopted in the reference
experimental configuration, whereas the Low and High conditions correspond to uniform
scaling factors of 0.5 and 1.5, respectively. Table 2 reports the resulting nominal injection
fractions for each anomaly category.

Table 2. Nominal per-variable anomaly injection fractions for the three experimental load conditions.

Anomaly Type Low Medium High
Spike 0.0050 0.0100 0.0150
Drift 0.0350 0.0700 0.1050

Flat-Line 0.0175 0.0350 0.0525

Dropout Expert 0.0150 0.0300 0.0450

Scaling factor 0.5x% 1.0x 1.5x

The nominal fractions in Table 2 are applied independently to temperature, relative
humidity, and illuminance. Spike anomalies are generated as randomly positioned point
deviations, whereas Drift, Flat-Line, and Dropout Expert anomalies are generated as con-
tiguous temporal intervals. Consequently, the nominal injection fractions do not correspond
directly to the final global anomalous-point prevalence because anomaly intervals may
overlap both across anomaly types and across environmental variables.

The realized global anomalous-point prevalence is therefore computed directly from
the final binary labels as
_ AR )

N

Across the 45 sensor—seed realizations generated for each load condition, the resulting

Py

mean global anomalous-point prevalence was 20.09% for Low, 35.30% for Medium, and
47.77% for High. The corresponding mean proportions of observations simultaneously
affected by at least two anomaly categories were 1.33%, 5.64%, and 10.95%, respectively.
These realized values quantify the effective increase in anomaly density and the increasing
contribution of overlapping anomaly events across the three stress conditions.
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The Low, Medium, and High conditions are therefore controlled experimental stress
levels and should not be interpreted as estimates of the natural prevalence of sensor faults
in operational deployments.

Five master random seeds were used in the experimental protocol. For each mas-
ter seed, deterministic sensor-specific random seeds were generated, producing repro-
ducible but distinct anomaly realizations across sensor streams. For a given sensor stream,
random seed, and anomaly load condition, the generated anomalous sequence and its
labels were subsequently used unchanged by all compared detection and fusion strate-
gies. Consequently, differences among methods cannot be attributed to different injected
anomaly realizations.

The complete experimental protocol therefore comprises: 3 loads x 5 seeds x 9 sensor
streams = 135 independently generated multivariate labeled sequences.

Controlled injection is used exclusively to establish reproducible evaluation labels
and should not be interpreted as asserting that the generated perturbations reproduce the
complete distribution of naturally occurring sensor faults. The environmental background
dynamics remain those of the authentic sensing deployment, whereas the injected events
provide controlled realizations of the four temporal anomaly signatures considered in
this study.

3.3.1. Spike Anomaly Injection
A Spike anomaly represents an abrupt and localized departure from the surrounding
temporal behavior. For an injected Spike at time {5, the modified observation is defined as

~(k
xﬁs) = xg() +5sAgse{—,1+1}, (10)

where s determines the randomly selected direction of the perturbation and Ay denotes its
variable-specific magnitude. The implemented magnitude ranges are

U(2.5|(TT 5.5(7T), k= T,
Ap ~ U(8]25), k=H,Rp = Qoo5(L) — Qo.os(L) (11)
U(0.15|R; 045R,), k=1L,

Here, o1 denotes the empirical standard deviation of temperature, while R; is a robust
illuminance range determined from the 5th and 95th empirical percentiles. Temperature
perturbations are therefore scaled according to the observed temperature variability, humid-
ity perturbations are expressed directly in percentage points, and illuminance perturbations
are scaled according to the robust dynamic range of the signal. Positive and negative
perturbations are generated with equal probability.

3.3.2. Drift Anomaly Injection
A Drift anomaly represents a progressive departure from the underlying environmen-
tal trajectory. For an event beginning at ty and extending over Lp samples, the injected
sequence is defined as
~(v) (v) k

xtOJrk:xt0+k+mAv,k:0,...,LD—1, (12)
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where A, denotes the final displacement reached by environmental variable v. Its magni-
tude is sampled according to

U(1.5,0r400r), v=T,
| Ay |~ U, 22), v=H, (13)
U(0.15,R; 0.40R;), =1L,

with the direction of the displacement randomly selected with equal probability. The linear
progression distinguishes Drift anomalies from the instantaneous perturbations introduced
by Spike events.

3.3.3. Flat-Line Anomaly Injection

A Flat-Line anomaly represents an abnormal loss of sensor variability over a sustained
interval. Rather than imposing an exact numerical constant, the affected observations are
maintained close to the value immediately preceding the event:

}E;:)rk = xijll + &g, & ~ ./\/(0, [0.002max(¢70|1)]2> (14)

where o, denotes the empirical standard deviation of variable v. The small Gaussian
perturbation prevents the injected segment from becoming an artificially exact constant
while preserving the characteristic near-zero variability of a frozen sensor response.

3.3.4. Dropout Expert Anomaly Injection

In the present framework, Dropout Expert represents the observable consequence of a
sustained acquisition or communication failure rather than the presence of an unresolved
missing value at the detector input. Since remaining missing observations are removed
during preprocessing, Dropout Expert is represented by holding the preceding valid
observation. For illuminance, an additional zero-output failure mode is included:

=0,...,Lo—1 (15)

X =
to+k (L) _
X, ~10T 0, v=1L,

~(v) { xt(:ll, v E {T|H},k

For the illuminance channel, the held-value and zero-output alternatives are selected
with equal probability. Holding the preceding observation models a stalled acquisition
path whose last valid value remains available to downstream processing, whereas the zero-
output alternative represents an additional observable failure mode of the light channel.
This formulation avoids introducing missing values after multivariate synchronization
while retaining a temporally persistent failure pattern.

3.4. Anomaly-Specialized Expert Libraries

CACE decomposes heterogeneous anomaly detection into four Expert libraries spe-
cialized according to anomaly signature: Spike, Drift, Flat-Line, and Dropout Expert.
Each Expert contains four candidate statistical detector configurations selected to pro-
vide complementary sensitivity to the temporal characteristics of its target anomaly type.
All candidate detectors operate on the same synchronized multivariate input comprising
temperature, relative humidity, and illuminance.

For a candidate detector d, the detector is independently applied to each environmental
variable, and its multivariate binary output is obtained through an OR aggregation:

() (v)
= m 1 1
Pat ve{T,aI-)I(,L}pd’t’Pdrt € {0,1} (16)
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(v)

where p;; denotes the binary response of detector configuration d for variable v at time ¢.
Thus, a candidate detector produces a positive multivariate response whenever its detection
criterion is satisfied by at least one environmental variable.

Importantly, the detector libraries are fixed a priori and are not generated or modified
using the independent test partition. Training data are subsequently used to quantify
the relative utility of the candidate configurations within each Expert, as described in
Sections 3.5 and 3.7.

3.4.1. Spike Expert

The Spike Expert targets abrupt and localized deviations. Its detector library combines
two robust rolling-median configurations, a rolling Z-score detector, and a first-difference
Z-score detector. The rolling-median detector follows a Hampel-type formulation based on
the local median and Median Absolute Deviation (MAD) [22,23]. For variable o,

mgv) = median (x&”))rew ,UIE/ZI’[)%DJ = 1.4826 median(| x@ - mgv) |>T€W (17)
t t
and a Spike candidate is flagged when
pg’t) = ]I(| xiv) — mgv) | > KU&&DJ) (18)

Two Hampel configurations are included: W =21, x =3.0and W =31, x = 2.5.

The rolling Z-score configuration uses the standardized deviation criterion, with the
three-standard deviation rule providing a conventional reference for the selected thresh-
old [24]

@ _ 147w (v)
2 = L = 1(7” > 3), (19)

(Tt(v) !

with a centered window of 21 samples. A complementary first-difference detector applies
the same standardized criterion to

Axiv) = xgv) - xgi)l, (20)

using the same 21-sample window and threshold of 3.0. The resulting Spike Expert library
is therefore

Es ={H21 3.0, H31,25, Z21,3.0, AZ21,3.0} (21)

3.4.2. Drift Expert

The Drift Expert targets progressive deviations and sustained changes in local sig-
nal behavior. Its detector library contains two Exponentially Weighted Moving Average
(EWMA) residual configurations, a rolling slope detector, and a short-to-long-term mean-
shift detector. For the EWMA-based detector, the local baseline is defined recursively as

() _ py® () p— 2
b = ax” + (1~ D‘)bil/l’é T sr 1 (22)
where s denotes the EWMA span. The absolute residual is
riv) =] xgv) - bfv) l, (23)

and is standardized using a rolling mean and standard deviation. A detection is produced
when the standardized residual exceeds threshold x. Two configurations are considered:
s=24, W=48,xk=25,ands =48, W =96, xk =2.2.
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The slope-based detector approximates the local rate of change over a window W as

(v)
O - | 2 _Zw ;vxt’w I (24)

followed by rolling Z-score normalization. The implemented configuration uses W = 36
and a standardized threshold of 2.2.
The mean-shift detector compares short- and long-term rolling means:

i = -, (25)

followed by rolling Z-score normalization over the long window and a threshold of 2.0.

3.4.3. Flat-Line Expert

The Flat-Line Expert targets sustained reductions in signal variability. Its library
combines rolling low-standard deviation detectors, a low-range detector, and a repeated-
value detector.

For the low-standard deviation detector, the rolling standard deviation and mean
absolute first difference are computed as

(Tt(j]/\)/ = Std (x(rv) ,dif{,)v = Mean(| Axgv) |)rewt (26)

)TEW{

A Flat-Line response is generated when both quantities fall below their corresponding
low empirical quantiles:

o) ~1(l5) < 0 (o)) dih < u(d))) @

Two configurations are used: W =18, 4 = 0.035 and W = 36, g = 0.045.
The complementary low-range detector computes

(v) (0)

R(U) = maxxy; — minx 28
LW TEW; T TEW; T ( )

(v)
t

and flags observations for which R,y lies below the 4.5th empirical percentile, using

W=24.
Finally, a repeated-value detector evaluates the proportion of near-zero first differences
over a 12-sample window. The Flat-Line Expert library is

Er ={F, 1, a, tStdyg 0 035FlatStdse o ga5LowRangess o 045 Repeatyz} (29)

3.4.4. Dropout Expert

The dropout Expert targets persistent held-value behavior associated with stalled
acquisition or communication. Its principal detector identifies sequences of identical or
near-identical observations through the first-difference magnitude:

a” =[x =7 | (30)
The first difference is classified as near-zero when

dgv) < maX(10_6, Qo.02 (d(v)> ) (31)
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Over a rolling window W, the repeated-value proportion is
1 _
PE% W Y rew,I (dgv) < max (10 ¢ ‘ Qo.02 (d(v)) ) ) , (32)
and a Dropout Expert response is generated when
P =1(pi5 > 0.85) (33)

Two repeated-value configurations are included, using W = 12 and W = 24. Because
persistent low variability can manifest similarly under Flat-Line and held-value failures,
the Dropout Expert library additionally includes the 18-sample low-standard deviation
detector and the 24-sample low-range detector introduced in Section 3.4.3. Hence,

50 ={R,¢, P, eat12Repeat24FlatStd13,0.035LowRangez4,0.045} (34)

Table 3 summarizes the complete set of candidate detector configurations comprising
the four anomaly-specialized Expert libraries.

Table 3. Anomaly-specialized Expert libraries implemented in CACE.

Expert Candidate Detector Main Parameters Target Behavior
Spike Hampel W=21,k=30 Robust local deviation
Spike Hampel W=31,k=25 Robust local deviation
Spike Rolling Z-score W=21,k=30 Point deviation
Spike Difference Z-score W=21,k=3.0 Abrupt transition
Drift EWMA residual span =24, W =48,k =25 Progressive deviation
Drift EWMA residual span =48, W =96, k =2.2 Slower progressive deviation
Drift Rolling slope W=36,k=22 Sustained trend
Drift Mean shift short =12, long =72, k = 2.0 Local baseline displacement
Flat-Line Rolling low std /diff W =18,q=0.035 Low variability
Flat-Line Rolling low std/diff W =36, q=0.045 Longer low variability
Flat-Line Low range W =24,q=0.045 Restricted dynamic range
Flat-Line Repeated value W =12,q>0.85 Persistent repetition
Dropout Expert Repeated value W =12,q>0.85 Held measurement
Dropout Expert Repeated value W =24,q>0.85 Longer held measurement
Dropout Expert Rolling low std/diff W =18, q=0.035 Frozen response
Dropout Expert Low range W =24, q=0.045 Restricted variation

The Expert libraries are intentionally not mutually exclusive. Flat-Line and Dropout
Expert failures can produce partially overlapping temporal signatures, particularly sus-
tained low variability and repeated observations. Shared detector configurations are
therefore retained where their detection characteristics are relevant to both anomaly cat-
egories. Specialization arises from the complete detector composition, anomaly-specific
training labels, reward-derived weighting, and Expert-specific threshold calibration rather
than from requiring disjoint detector sets.

3.5. Reward-Guided Expert Confidence and Selective Reliability

Each anomaly-specialized Expert produces a continuous confidence score by combin-
ing the binary outputs of the candidate detector configurations defined in Section 3.4. The
contribution of each candidate detector is determined exclusively from its performance on
the training partition. Reward is therefore used as an offline utility criterion for detector
weighting and threshold calibration and does not represent a reinforcement-learning signal.

For Expert i and candidate detector j, a base performance reward is computed as

R;;=0.45F1;; + 0.30Recall; ; + 0.15Precision; j — 0.10FPR; ; (35)
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where Fli,j, MCCi,j, Recalli,j,
detector j against the anomaly-specific training labels of Expert i. The coefficients were

and FPR; ; are calculated from the binary output of candidate

fixed a priori to emphasize balanced detection performance while explicitly accounting for
anomaly sensitivity and false alarms.
For within-Expert detector weighting, an additional false-positive penalty is applied:

U;; = R;; — 0.25FPR; (36)

where U; ; denotes the resulting detector utility. Consequently, false-positive behavior influ-
ences both the base performance criterion and the subsequent weighting utility, discourag-
ing candidate configurations whose apparent sensitivity is achieved at the expense of exces-
sive false alarms. Detector utilities are transformed into normalized exponential weights:

_ exp [:B<u1,] - ui,max)]
YM L expB(Uix — Uima)]

wjj ,B=5, (37)
where
ui,max = mjaxui,j/ (38)

and M; = 4 is the number of candidate detectors in Expert i. Subtracting U; max provides
numerical stability without changing the normalized weights. The fixed scaling factor
B =5 increases the contribution of higher-utility detectors while retaining information
from the remaining candidates rather than imposing a hard winner-takes-all selection. The
continuous confidence produced by Expert i at time ¢ is then

M;
Cit = ijl w;j Pijt, 0 < iy <1 (39)

where Pijt € {0, 1} is the multivariate binary output of candidate detector j, as defined in
Equation (16). Since the normalized weights satisfy }_ jw;; = 1, ¢;+ represents the weighted
agreement among the candidate detectors belonging to Expert i. It should therefore be
interpreted as an Expert confidence score rather than a calibrated posterior probability
of anomaly.

Although the continuous confidence score is subsequently used by the global Co-
ordinator, an Expert-specific binary decision is also required for Expert-level evaluation,
reliability estimation, and high-confidence agreement. For Expert i, the binary decision is
defined as

Jir() = Icip =2 ) (40)

The Expert-specific threshold 7" is selected exclusively from the training partition
according to
7" = [R;i(T) — 0.10FPR;(7)], (41)

1

With 7" = {0.05, 0.075, ..., 0.95}.

The search grid therefore contains 37 candidate thresholds with a fixed increment
of 0.025. Both the grid and the optimization criterion were defined independently of
validation and test evaluation. This procedure allows each Expert to adopt a decision
boundary consistent with the characteristics of its target anomaly signature while prevent-
ing validation or test information from influencing within-Expert detector weighting or
threshold selection.

Selective Reliability Modulation

Expert-specific training thresholds provide fixed decision boundaries, but the reliabil-
ity of the resulting anomaly-specific evidence may differ under temporally subsequent data.
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CACE therefore estimates an additional validation reliability term using the chronologically
separate validation partition. For Expert i, validation reliability is defined as

(val)

i

(val)

r; = clip[0.35, M, CC™ 4 0.25F1™" + 0.20EDR™ +0.20 (1 —PPR(”””) 0.05 1], (42)

1
where EDR denotes the Event Detection Rate. MCC receives the largest coefficient be-
cause it incorporates all four entries of the binary confusion matrix and provides a bal-
anced assessment of binary classification performance [25], while F1 captures pointwise
precision-recall balance, EDR captures event-level coverage, and specificity accounts for
false-positive control.

In the final CACE configuration, reliability modulation is applied selectively to the
Drift Expert:

Ct = [csy, cpy, (0.60 4 0.40rp) cpy coy)’ (43)

Since rp € [0.05, 1], the Drift modulation factor is bounded by 0.62 < 0.60 + 0.40rp
< 1.00. Thus, validation evidence can attenuate unreliable Drift confidence but cannot
suppress it completely. The Spike, Flat-Line, and Dropout Expert confidence scores remain
unchanged in the final selective reliability configuration.

The final configuration applies reliability modulation selectively to Drift. The effect of
this design choice is explicitly examined through the reliability ablation study reported in
Section 4.6, comparing no-reliability modulation, Drift-only modulation, and modulation
of all Experts.

3.6. Confidence-Aware Coordinator and Global Decision

After within-Expert detector weighting and selective reliability modulation, the four
anomaly-specific confidence scores are combined to obtain a global anomaly decision.
CACE evaluates both deterministic fusion rules and a learned low-dimensional Coordinator,
allowing the contribution of confidence-aware coordination to be distinguished from simple
Expert agreement. Let the reliability-adjusted confidence vector at time ¢ be

- e AT
ct = [Cs,t/ CDt CE b CO,t} , (44)

where the four components correspond to the Spike, Drift, Flat-Line, and Dropout Expert
Experts, respectively, and are obtained according to the selective reliability mechanism
defined in Section 3.5.

Two deterministic fusion strategies are considered as cooperative baselines. Using
the Expert-specific binary decisions defined in Equation (40), OR-all detects an anomaly
whenever at least one Expert produces a positive decision:

9% =1(E, 90 = 1) (45)

Two-or-More Voting produces a positive decision when at least two of the four Experts
produce positive decisions:

~Maj 4
7" =1(L 90 > 2) (46)
These rules provide non-learned references for assessing whether confidence-aware
coordination offers an advantage over direct binary Expert fusion.
The primary confidence-aware Coordinator is implemented as a logistic regression

model operating exclusively on the four-dimensional reliability-adjusted Expert confidence
vector. Its linear score is

zt=b+0scs; +0pcps+0rcrs +00Coy (47)
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where b is the intercept and 6s,0p,0r,80 are the coefficients learned from the Coordinator-
fitting data. The corresponding Coordinator score is obtained through the logistic sigmoid:

per =0(zt) = Hexlp(—zt) (48)
Thus, the Coordinator learns how the four anomaly-specific confidence dimensions
should contribute to the global decision rather than directly operating on the original
temperature, humidity, and illuminance measurements. This produces a low-dimensional
and interpretable fusion layer above the specialized detector libraries.
Because anomalous observations constitute the minority class, the logistic Coordi-
nator is fitted using balanced class weighting (class_weight="balanced’). For class c, the
corresponding weight is

we=——,K=2, (49)

where N is the total number of observations used to fit the Coordinator, N, is the number
belonging to class ¢, and K = 2 is the number of classes. Consequently, observations from
the minority class receive greater contribution to the logistic regression fitting objective,
reducing dominance by the more frequent normal class.

After fitting the logistic Coordinator, its binary decision threshold is calibrated exclu-
sively on the chronologically separate validation partition. For each candidate threshold
Tc € T, the Coordinator score is converted into a binary decision and evaluated using the
validation objective

Je(tc) = Re(tc) — 0.35FPRc(Tc), (50)

where Rc follows the multi-criteria performance criterion defined in Section 3.7. The final
Coordinator threshold is

¢ = Je(7c), (51)

using the same predefined threshold grid 7 = {0.05, 0.075, ..., 0.95}.
The resulting binary Coordinator decision is

Jer = lpcr = 1¢) (52)
The independent test partition is not used for Coordinator threshold selection.

High-Confidence Agreement and Final Hybrid Decision

Logistic coordination captures weighted combinations of Expert evidence, but strong
simultaneous agreement among multiple specialized Experts may itself constitute rel-
evant anomaly evidence. CACE therefore includes a complementary high-confidence
agreement mechanism.

For each instance in time, the number of Experts whose reliability-adjusted confidence
reaches the predefined high-confidence level Ty = 0.65 is

Vi= Yo 1(cir > 065) (53)
High-confidence agreement is defined as
Gr=1(Vy > 2) (54)
The final confidence hybrid decision is then

9 =19V G =1[(pcy = 7E) V (Vi > 2)] (55)
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Consequently, an anomaly is detected either when the calibrated logistic Coordinator
produces a positive decision or when at least two specialized Experts simultaneously pro-
vide strong reliability-adjusted evidence. The hybrid rule therefore complements learned
confidence fusion with an explicit agreement mechanism capable of preserving coincident
high-confidence Expert evidence.

3.7. Training, Validation, and Decision Procedure

The CACE framework follows an offline chronological training, validation, and evalu-
ation procedure designed to separate detector weighting, reliability estimation, Coordinator
calibration, and final performance assessment. No iterative interaction with an environment
or sequential policy-learning process is performed. Instead, all model parameters are esti-
mated from fixed temporal partitions before evaluation on the independent test partition.

For each sensor-board stream, the chronological partitioning defined in Section 3.1 is
preserved throughout the complete experimental pipeline. The first 50% of the observations
constitute the training partition, the subsequent 20% constitute the validation partition,
and the final 30% form the independent test partition. No temporal shuffling is applied.
The same partition boundaries are used by all compared methods.

3.7.1. Expert Configuration

For each anomaly-specialized Expert i, the candidate detector configurations defined
in Section 3.4 are applied to the training partition. Their binary outputs are compared with
the corresponding anomaly-specific training labels, from which the performance metrics
and detector utilities defined in Equations (35) and (36) are obtained. The normalized
detector weights w; ; are then calculated according to Equations (37) and (38), producing
the continuous Expert confidence ¢; s defined in Equation (39). The Expert-specific decision
threshold 7" is subsequently selected from the predefined threshold grid using only training
data, according to Equation (41). Consequently, the candidate detector composition is fixed
a priori, whereas the relative contribution of each detector and the Expert-specific decision
boundary are estimated exclusively from the training partition.

3.7.2. Validation-Based Reliability and Calibration

After the within-Expert weights and Expert-specific thresholds have been fixed, the
chronologically subsequent validation partition is processed without modifying these
parameters. Expert-level validation performance is used to estimate the reliability term
defined in Equation (42). In the final selective reliability configuration, this term modulates
the Drift confidence according to Equation (43), while the remaining Expert confidence
scores are left unchanged.

The validation partition is also used to calibrate the global Coordinator decision
threshold according to Equations (50) and (51). Neither Expert detector weights nor Expert-
specific thresholds are re-estimated during validation.

3.7.3. Coordinator Fitting

After the within-Expert detector weights and Expert-specific thresholds have been
estimated, the four Expert confidence scores form the low-dimensional input to the class-
balanced logistic Coordinator described in Section 3.6. The logistic regression coefficients
are estimated exclusively from the training partition, using the global binary anomaly
labels associated with the same training observations. No validation or test observations
contribute to coefficient estimation. The fitted Coordinator is subsequently applied to the
validation partition, where its probability-to-decision threshold is selected according to
Equations (50) and (51). The resulting logistic coefficients remain fixed during validation-
threshold calibration and independent test evaluation.
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3.7.4. Independent Test Evaluation

Once detector weights, Expert thresholds, reliability parameters, logistic Coordina-
tor coefficients, and the Coordinator decision threshold have been fixed, the complete
configuration is applied to the independent test partition without further parameter es-
timation or calibration. For each test observation, the four Expert libraries first generate
their candidate detector outputs. These outputs are transformed into continuous Expert
confidence scores using the fixed training-derived weights. Selective reliability modulation
is then applied, and the resulting four-dimensional confidence vector is supplied to the
fixed logistic Coordinator.

The Coordinator produces pc;, which is converted into {c; using the validation-
selected threshold 7. In parallel, the high-confidence agreement mechanism evaluates
whether at least two reliability-adjusted Expert confidence scores reach the fixed level
Ty = 0.65. The final confidence hybrid output is obtained according to Equation (55). No
test labels are used to modify detector parameters, confidence weights, reliability terms,
Coordinator coefficients, or decision thresholds.

The resulting offline estimation and evaluation sequence can be summarized as

Expert estimation fixed CACE

Dya evaluation, .
{wij, 7, 0c} =% {ri, ¢} Diest 9, (56)

Dtrain

where 6¢c = {b, 05, 0p, Or, 0p} denotes the parameters of the class-balanced logistic Coor-
dinator. Thus, detector weights, Expert-specific thresholds, and Coordinator coefficients
are estimated from training data; Expert reliability and the global Coordinator decision
threshold are estimated from validation data; and the independent test partition is used
exclusively for final performance evaluation.

Here, Dyy4in, Dya, and Dyt denote the chronological training, validation, and inde-
pendent test partitions, respectively. The notation emphasizes that information flows
forward through the experimental procedure and that the independent test partition does
not contribute to parameter estimation.

This procedure distinguishes CACE from reinforcement-learning-based anomaly de-
tection. The framework does not maintain a state-action value function, update a policy
through temporal interaction, or optimize cumulative discounted reward. Reward is used
only as an offline performance criterion for within-Expert detector weighting and thresh-
old selection. Adaptation therefore arises from performance-informed detector fusion,
validation-based reliability assessment, and learned confidence-level coordination rather
than from sequential reinforcement learning.

3.8. Experimental Protocol and Multi-Seed Validation

The experimental protocol was designed to evaluate CACE under different anomaly
prevalence levels, quantify the contribution of its individual components, compare its
performance against internal fusion strategies and external anomaly detection baselines,
and assess the robustness of the reported results across independent random realizations.
All methods follow the same chronological train/validation/test partitioning described in
Section 3.1, and the independent test partition is used exclusively for final performance
evaluation. Performance is evaluated using complementary pointwise, ranking, event-level,
and detection timeliness metrics, formally defined in Section 3.9.

Three anomaly load scenarios are considered: Low, Medium, and High, corresponding
to increasing levels of controlled anomaly injection. For each scenario, experiments are
repeated using five independent random seeds, s € {42, 123, 321, 777, 999}. The same seed-
specific injected datasets and temporal partitions are shared by all competing methods,
ensuring paired comparisons under identical experimental conditions. Results are therefore
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aggregated across sensor streams and random seeds rather than being inferred from a
single anomaly realization.

The internal comparison evaluates the proposed CACE configuration against progres-
sively more cooperative decision strategies. These include: (i) Single-Expert, representing
detection without cooperative fusion; (ii) OR-all, in which an anomaly is declared whenever
at least one Expert detects an anomaly; (iii) Two-or-More Voting, which requires positive
decisions from at least two of the four Experts; (iv) the confidence-aware Coordinator,
based exclusively on the class-balanced logistic fusion model; and (v) CACE denotes the
complete confidence hybrid configuration defined in Section 3.6.

All internal variants use the same underlying Expert detector libraries and exper-
imental partitions. Consequently, differences among these variants isolate the effect of
cooperative confidence fusion rather than differences in preprocessing, anomaly generation,
or detector availability.

To complement the internal comparisons, five external anomaly detection baselines
are evaluated under the same chronological data partitions and anomaly realizations:
Isolation Forest (IF), One-Class Support Vector Machine (OCSVM), Local Outlier Factor
(LOF), LSTM Autoencoder (LSTM-AE), and TranAD [26]. The first three are established
unsupervised machine-learning approaches with different assumptions regarding isolation,
decision boundaries, and local density, respectively. LSTM-AE provides a sequence-based
neural baseline, whereas TranAD represents a recent deep multivariate time series anomaly
detection approach.

Baseline models are fitted without access to the independent test labels. Hyperparam-
eter selection and decision-threshold calibration are restricted to the training and validation
partitions, respectively. All final metrics are computed on the same independent test obser-
vations used to evaluate CACE. Performance is evaluated using complementary pointwise,
ranking, event-level, and detection timeliness metrics, formally defined in Section 3.9.

Statistical comparisons are performed on paired results obtained under identical
sensor stream, anomaly load, and random seed conditions. For each comparison between
CACE and a competing method, the paired performance differences are evaluated using
the two-sided Wilcoxon signed-rank test [27]. Statistical significance is assessed at & = 0.05.
In addition to p-values, the analysis reports the number of paired wins, ties, and losses and
the corresponding effect size, thereby separating statistical significance from the magnitude
and consistency of the observed improvement.

Aggregate results are reported as mean + standard deviation across the five ran-
dom seeds and sensor streams. Where appropriate, 95% confidence intervals are
additionally provided.

3.8.1. Sensitivity and Ablation Analysis

The robustness of CACE to its principal design choices is examined through controlled
sensitivity experiments in which one parameter group is varied at a time while all remaining
components are kept fixed. The analysis considers: (i) Expert detector window lengths
and detector-specific thresholds; (ii) the coefficients used in the detector reward and utility
functions; (iii) the high-confidence threshold 7y; (iv) the minimum number of Experts
required by the high-confidence agreement rule; and (v) the reliability modulation strategy.

Reliability is specifically evaluated under three configurations: no-reliability modula-
tion, Drift-only reliability modulation, corresponding to the proposed CACE configuration,
and all-Expert reliability modulation. This comparison determines whether the selective
treatment of the Drift Expert provides a reproducible advantage over both the absence of
reliability information and uniform reliability modulation.
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Component-level ablation additionally evaluates the effect of removing each Expert
individually from the cooperative architecture. These experiments quantify the contribution
of Spike, Drift, Flat-Line, and Dropout Expert evidence separately at both point and
event levels.

3.8.2. Coordinator Analysis

For each sensor stream, anomaly load condition, and random seed, the learned logistic
Coordinator coefficients are retained and analyzed across experimental repetitions to char-
acterize how the four Expert confidence dimensions contribute to the cooperative decision.
The validation-selected Coordinator threshold is not interpreted as an independent perfor-
mance result; its operational influence, together with the high-confidence threshold and
minimum Expert agreement requirement, is evaluated through the controlled sensitivity
analysis described below.

Sensitivity and ablation analyses examine the robustness of CACE to its principal
design choices by varying one parameter group at a time while keeping the remaining
configuration fixed. The analysis considers Expert detector window lengths and detector-
specific thresholds, reward and utility coefficients, the high-confidence threshold, the
minimum number of Experts required by the high-confidence agreement rule, and the
reliability modulation strategy.

Reliability modulation is specifically evaluated under three configurations: no-
reliability modulation, Drift-only reliability modulation corresponding to the proposed
CACE configuration, and all-Expert reliability modulation. Component-level ablation
additionally evaluates the effect of removing each Expert individually.

Computational complexity, edge platform benchmarking, and reproducibility proce-
dures are described in Section 3.10.

3.9. Evaluation Metrics

A comprehensive set of complementary metrics is employed because anomaly de-
tection performance cannot be characterized adequately by Accuracy or Fl-score alone,
particularly under class imbalance. Moreover, pointwise metrics may not fully characterize
the detection of temporally extended anomaly events. The evaluation therefore considers
pointwise classification performance, threshold-independent discrimination, cooperation
gain, event-level detection, and timeliness.

At the point level, TP and TN denote correctly classified anomalous and normal
observations, respectively, whereas FP denotes normal observations incorrectly classified
as anomalous and FN denotes anomalous observations missed by the detector. Precision,
Recall, F1-score, and Accuracy are defined as

Precision = TPTi—fFP (57)
Recall = 7TPTFN (58)
1< b e ®
Aceuracy = 7p—+ g\)ii?l\?]qL FN (60)
False-positive rate and specificity are respectively defined as
FPR = FPI—:f—PTN ©1
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e TN
Specificity = TN+ EP (62)

Because conventional Accuracy may be dominated by the majority normal class,
Balanced Accuracy is additionally computed as

Recall + Specificity
2

Balanced Accuracy = (63)

The Matthews Correlation Coefficient (MCC) is used as an additional imbalance-

aware metric because it simultaneously incorporates all four entries of the binary confusion

matrix [25]:
MCC — TP-TN — FP-FN (64)
\/(TP +FP)(TP + FN)(TN + FP)(TN + FN)

MCC ranges from —1 to 1, where larger positive values indicate stronger agreement
between the predicted and ground truth labels.

For methods producing continuous anomaly scores, threshold-independent discrim-
ination is assessed using the area under the Receiver Operating Characteristic Curve
(ROC-AUC) and the Area Under the Precision—Recall Curve (PR-AUC). ROC-AUC sum-
marizes the relationship between the true-positive and false-positive rates across decision
thresholds, whereas PR-AUC characterizes the precision-recall trade-off and is particularly
informative when anomalous observations represent the minority class [27-29]. These met-
rics are computed directly from continuous anomaly scores rather than from thresholded
binary predictions.

1
ROC — AUC = / TPR(FPR) dFPR (65)
0
PR — AUC = / Precision(Recall) dRecall (66)

To quantify the relative improvement obtained through cooperative fusion with respect
to the Single-Expert reference, cooperation gain is defined as

_ Flcace — Flsingle
c=

Flgnge x 100 (67)

Positive values therefore indicate an improvement in Fl-score relative to the non-
cooperative Single-Expert reference.

Pointwise metrics are complemented by event-level evaluation because the injected
temporal anomalies occupy contiguous time intervals, for which range-aware evaluation
provides information that is not fully represented by conventional pointwise measures [28].
Let the e-th ground truth anomaly event be represented as

E, = [tit'm, tgnd} , (68)

with duration
Lo = M — gstart 4 q (69)

Consecutive positive predictions are similarly grouped into predicted anomaly events.
Let the m-th predicted event be represented as

Py = [t;ﬁ”’f, t,‘;’fd} (70)

A predicted event is considered a candidate match to a ground truth event when their
temporal intervals overlap:
E.NPy #O (71)
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Event matching follows a one-to-one rule: each predicted event can be associated
with at most one ground truth event, and each ground truth event can contribute at most
one true-positive event match. This procedure prevents multiple predicted fragments
overlapping the same anomaly interval from artificially increasing event-level performance.
Unmatched predicted events are counted as event-level false positives, whereas unmatched
ground truth events are counted as event-level false negatives.

Let TPg denote the number of matched event pairs, FPr the number of unmatched
predicted events, and FNE the number of unmatched ground truth events. Event Precision,
Event Recall, and Event Fl-score are then defined as

» TPg
P = - 7
recisiong TP, + ED; (72)
TPk
Recallp = ———— 7
ecallg TP: + EN; (73)
Flp =2 Precisiong - Recallg 74)

Precisiong + Recallg

Event Detection Rate (EDR) is retained for consistency with the previous evalua-
tion and corresponds to Event Recall under the defined one-to-one matching procedure:
EDR = Recallg.

For every correctly detected ground truth event, detection delay is measured from the
beginning of the ground truth event to the first positive prediction belonging to its matched
predicted event

D, = t?d _ tztart, (75)

where t%* denotes the first detected observation associated with event e. Mean detection
delay (MDD) and median detection delay (MedDD) are computed over the set &4, of
correctly detected events:

1

MDD = ——Y "¢, De (76)
‘ gdet |

MedDD = medianecg,, De. (77)

Early-detection performance is additionally evaluated to distinguish prompt event
recognition from detections occurring only near the end of an anomalous interval. Event e
is considered early detected when

D, < max(1, 0.20L,) (78)
The corresponding Early Event Detection Rate is

N, early

Ng '

EDRqgyiy = (79)
where N, is the number of ground truth events satisfying Equation (78) and N is
the total number of ground truth events. The 20% criterion is fixed before independent
test evaluation.

3.10. Computational Cost and Reproducibility

The proposed CACE framework was designed to maintain low computational com-
plexity through fixed-window statistical detectors, weighted Expert confidence aggregation,
selective reliability modulation, and a low-dimensional logistic Coordinator. Unlike deep
temporal architectures requiring recurrent or attention-based processing, the principal
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CACE inference operations consist of rolling statistical calculations, weighted confidence
aggregation, and low-dimensional linear operations.

The final CACE configuration contains E = 4 specialized Experts, each comprising
M; =4 candidate detector configurations. The total number of candidate detectors is
therefore M,y = 21}-5:1 M; = 16.

Let N denote the number of observations and K = 3 the number of monitored envi-
ronmental variables. For fixed detector window lengths, fixed E, M;, and K, the dominant
detector-processing complexity is

O(NKY;, M;) (80)

The subsequent weighted Expert confidence aggregation requires

6) (NZL M,») 81)

whereas inference by the four-dimensional logistic Coordinator requires O(NE). Because
K, E, and M; are fixed in the implemented CACE configuration, the complete inference
procedure therefore scales linearly with sequence length:

Ccace(N) = O(N). (82)

The largest temporal window used by the detector library is Wi, = 96 observations,
corresponding to 8 h at the 5-min sampling interval. For a streaming implementation, the
rolling state required for the K monitored variables is therefore bounded by

Mrolling = O(KWiax). (83)

This expression characterizes the algorithmic rolling state requirement rather than
the total memory allocated by a particular software implementation. Because K and
Winax are fixed, the required rolling state does not increase with the total duration of the
monitored sequence.

Computational performance is evaluated on both the development platform and
a resource-constrained Raspberry Pi 5 8G RAM edge platform. The same fixed CACE
configuration used in the principal experiments is employed on both platforms. No
detector parameters, Expert weights, reliability rules, Coordinator coefficients, or decision
thresholds are re-estimated specifically for the Raspberry Pi implementation.

Two execution modes are considered. The end-to-end benchmark measures the com-
plete processing pipeline, including data input, candidate detector execution, Expert con-
fidence computation, reliability modulation, Coordinator inference, and final decision
generation. The inference-only benchmark isolates execution after the fitted parameters
and required model structures have been loaded.

Following five untimed warm-up executions for each sensor-seed-load case and
execution mode, 30 timed repetitions are performed. On the development PC, a 150-s
global warm-up precedes the benchmark, the 135 cases are processed in a randomized
order using seed 20,260,923, and a 0.75-s inter-case pause is introduced to reduce systematic
execution-order and sustained-load effects. For a sequence containing N observations and
a measured wall-clock execution time Ty, the mean processing latency per observation is

T,
Tsample = % (84)
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Processing throughput is defined as

N
Q_

- 7
TEXEC

(85)

and is expressed in processed observations per second.

The benchmark covers the complete set of 135 sensor—seed—load cases generated by
the three anomaly load conditions, five fixed master seeds, and nine processed sensor-
board streams. For each case and execution mode, five untimed warm-up executions are
followed by 30 timed repetitions. The same frozen CACE configuration is used across
hardware platforms, allowing computational differences to be attributed to the execution
environment rather than model re-estimation.

Computational performance is characterized by using execution time, latency per
processed observation, throughput, peak resident memory, and processor utilization. Mean,
standard deviation, and median statistics are retained from repeated executions. Because
sub-millisecond wall-clock measurements may occasionally be affected by operating sys-
tem scheduling, median timing is used as the primary statistic for direct cross-platform
latency comparison, while arithmetic means are retained for completeness. Hardware con-
figuration, operating system, Python version 3.14, relevant software library versions, and
principal execution conditions are recorded to support reproducibility. For the Raspberry
Pi 5 benchmark, processor temperature and throttling status are additionally monitored.
Energy or power consumption is not reported because no direct hardware power measure-
ment was performed.

Reproducibility is supported through five fixed master random seeds: S = {42, 123,
321,777,999}.

Each master seed deterministically controls the stochastic components of the experi-
mental pipeline, particularly the controlled generation and temporal placement of synthetic
anomalies. The same seed-specific anomalous sequences are supplied unchanged to all
competing methods, enabling paired comparisons under identical experimental realiza-
tions. Repeating the experiments across five independent seeds reduces dependence on a
single injected anomaly realization and permits characterization of performance variability.

All chronological partition boundaries, anomaly injection configurations, candidate
detector libraries, parameter grids, reward coefficients, Expert threshold-search grids,
reliability configurations, baseline settings, and evaluation procedures are fixed before
independent test evaluation. The chronological sequence of training (50%), validation (20%),
and independent test (30%) is preserved throughout the complete experimental workflow.

The independent test partition is used exclusively for final out-of-sample evaluation
and does not contribute to detector weighting, Expert-specific threshold selection, Coor-
dinator coefficient estimation, reliability estimation, or Coordinator decision-threshold
calibration. The implementation retains the intermediate quantities required to reconstruct
the reported analyses, including Expert detector weights, Expert-specific thresholds, valida-
tion reliability values, logistic Coordinator coefficients, effective class weights, validation-
selected Coordinator thresholds, continuous anomaly scores, binary predictions, event
matches, and per-run evaluation metrics.

The complete revised implementation, experimental configurations, computational
benchmark utilities, and result-generation scripts are made publicly available through the
repository identified in the Data Availability Statement, enabling reproduction of the CACE
experimental workflow and the analyses reported in Section 4.
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4. Results

This section reports the results obtained on the independent test partition after all
Expert detector weights, Expert-specific thresholds, validation reliability parameters, Coor-
dinator coefficients, and decision thresholds had been fixed. No test labels were used for
parameter estimation, calibration, or model selection. Results are aggregated over five fixed
random seeds and nine processed sensor-board streams, yielding 45 paired sensor-seed
observations for each anomaly load scenario.

The final test partitions contained mean anomaly prevalences of 20.09%, 35.30%, and
47.77% for the Low, Medium, and High anomaly load scenarios, respectively. The evalua-
tion is organized progressively. Section 4.1 characterizes the experimental test conditions
and anomaly prevalence. Section 4.2 evaluates the internal cooperative configurations,
while Section 4.3 compares CACE with classical and deep anomaly detection baselines.
Section 4.4 extends the analysis from pointwise classification to event-level detection and de-
tection timeliness. Section 4.5 to Section 4.7 subsequently examine Expert and Coordinator
behavior, component ablation and parameter sensitivity, and computational performance
on both the development platform and Raspberry Pi 5 edge hardware.

4.1. Experimental Configuration and Generated Anomaly Loads

The final experimental evaluation comprised three controlled anomaly load conditions,
five independent master random seeds, and nine processed sensor-board streams, resulting
in 135 independently generated multivariate labeled sequences. For each anomaly load
condition, 45 sensor—seed realizations were therefore available for paired evaluation. All
competing methods were evaluated using the same generated sequence, anomaly labels,
and chronological training/validation/test partition for each corresponding realization.

Although the Low, Medium, and High conditions were generated using the nominal
per-variable injection fractions defined in Section 3.3, the effective anomalous-point preva-
lence was determined from the final global labels because injected events may overlap
across anomaly categories and environmental variables. Table 4 summarizes the resulting
effective anomaly characteristics.

Table 4. Effective characteristics of the generated anomaly load conditions across the 45 sensor-seed
realizations per anomaly load scenario. Global anomaly prevalence is computed from the final binary
labels after accounting for temporal overlap among anomaly categories and monitored variables.

. Mean Global
Anomaly Nominal . . . Dropout >2 Anomaly
Load Scaling Anomaly Spike Drift Flat-Line Expert Types
Prevalence
Low 0.5x 20.09% 1.49% 10.41% 5.14% 4.46% 1.33%
Medium 1.0x 35.30% 2.97% 19.30% 10.09% 8.81% 5.64%
High 1.5x% 47.77% 4.43% 28.12% 14.35% 13.0 7% 10.95%

The mean global anomalous-point prevalence increased from 20.09% under Low load
to 35.30% under Medium load and 47.77% under High load. Simultaneously, the proportion
of observations affected by at least two anomaly categories increased from 1.33% to 5.64%
and 10.95%, respectively. Thus, increasing the nominal injection fractions produced not
only a progressively larger proportion of anomalous observations but also increasingly
frequent overlap among heterogeneous anomaly signatures.

This distinction is relevant to the subsequent performance analysis. The High con-
dition should not be interpreted merely as containing more isolated anomalies than the
Low condition; it also represents a more complex detection environment in which different
anomaly signatures increasingly coexist. Accordingly, the three conditions (Table 4) provide
progressively demanding stress levels for evaluating both anomaly-specialized detection
and cooperative evidence fusion.
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The realized prevalence values are not expected to equal the sum of the nominal
anomaly fractions because the latter are applied independently across the three monitored
environmental variables and because temporal overlap can occur among anomaly cate-
gories. The reported effective prevalence is therefore calculated from the final global binary
labels and represents the actual anomaly density presented to the detection methods.

4.2. Pointwise Detection Performance

Pointwise performance was evaluated independently for each of the 45 sensor—seed
realizations within each anomaly load condition and subsequently aggregated as mean
=+ standard deviation. Table 5 compares the complete CACE configuration with the inter-
nal cooperative references and five external anomaly detection baselines under identical
independent test observations.

Table 5. Independent test pointwise performance of CACE, internal cooperative references, and ex-
ternal anomaly detection baselines across the 45 sensor-seed realizations per anomaly load condition
(mean =+ SD). Each metric is computed independently for each realization before aggregation.

Load Method Precision Recall F1 FPR Bal. Acc. MCC ROC-AUC PR-AUC
Low CACE 0369 +£0205 0410+0276  0.331+0.166 0.177+£0.197  0616+£0.136 0212+0206 0.641+0.141  0.316 +0.154
%‘;;%ft' 0.334+£0299 0228+0226  0.228 +0.199 0.096+£0.073  0566+0.106 0.142+0201 0572+0.126  0.268 +0.147
OR-all 027440129  0505+0241  0.320+0.124 027440112  0.616+£0.109 0.168+0.133  0.616+0.109  0.233 % 0.099
Tl\vjlg'r‘;r‘ 0.460+0229 0369 £0.258  0.346 +0.174 0.093+0.064  0.638+£0.122 027440187 0.644+0.130 0.312+0.132
Is}g’éié‘;“ 0447 £0.333  0449+0340  0.286 +0.175 0.261+0283  0594+0.097 0201+0.166 0.657+0.167  0.43240.190
OCSVM 0534+0287 0437+0294 0376 +0.194 0.143+£0.165  0.647+0.117 0312+0.196 0720+0.157  0.543 +0.216
LOF 0.221+£0.183  0429+0308  0.240 +0.162 0.337+£0253  0546+0.092 0071+0.149 0570 +0.107  0.292 + 0.161
LSTM-AE 0.294+0.194 0.381+0289  0.266 + 0.173 021740175  0582+0.122 0.134+0.170 0.624+0.157  0.268 +0.132
TranAD 0594 +0.357 0.360+0300  0.306 + 0.193 0.161£0214  0600+0.124 0.254+0207 0.669+0.174  0.488 +0.220
Medium CACE 061240255 047240312  0.445+0.189 022040302  0.626+0.120 02794+0233  0.669+0.159  0.573 +0.183
%‘;‘p‘o’elft‘ 0580 +0.315 0.321+£0245 0378 +0.236 0.083+0.064  0.619+0122 026140257 0.619+0138 0514 +0.175
OR-all 053240196 0.551+0229  0.496 + 0.146 0257 £0.112  0.647+0.117 0275+0.197 0647 +0.117  0.461 +0.143
TKV/[‘(’);?‘ 07200221 0399 +0.256  0.478 +0.227 0.065+0.052  0667+0.133 0380+0251 0.681+0.142 0.56140.176
Isﬁg‘;‘gs‘i“ 0592 +0.281  0.554 +0.301 0.459 4 0.191 0.309 + 0.278 0.6224+0.112  0267+0207 0717 +0.129  0.645+0.175
OCSVM 0.632+0278 0491+0262  0.482+0.191 02154+0226  0.638+£0.112 031240228 0.683+0.164  0.646 +0.208
LOF 0.391+0278 0.365+0.28  0.307 & 0.207 034740274  0509+£0.084 003040183 0514+0.113  0.404+0.187

LSTM-AE 0.4214+0.186  0.540 £ 0.267 0.429 +0.167 0.404 +0.223 0568 +0.068  0.132+0.126  0.612+£0.089  0.442+0.170
TranAD 0.6624+0.298  0.418 £0.292 0.412 +0.196 0.188 +0.250 0.615+0.096 0284 +£0.192 0.713+0.133  0.651 +0.190

High CACE 0.676 £0.298 0596 +0.354  0.496 + 0.255 0.329+0380  0.633+£0.146 0274+0268 0.695+0.157  0.663 4 0.218
%i;;%elft‘ 0.621+0365 0271+0258  0.322+0.261 0.080£0.097  0595+0.125 0.206+0258 0.593+0.136  0.579 +0.229

OR-all 061940225 0572+0264  0.523+0.175 0.242+£0.102  0.665+0.124 0.293+0205 0.665+0.124  0.561 4 0.206

Tlv\vdg'r‘;“ 0.844+0200 0450 +0313  0.502 + 0.265 0.048£0.055  0.701+£0.150 0427 +0258 0707 +0.153  0.669 4 0.194

Islg’giég‘;“ 0.6294+0.283  0.611 +0.333 0.490 + 0.220 0.384 + 0.330 0.614+0.134 0.232+0223 0.725+0.168  0.749 +0.179

OCSVM 0.649 £0.276  0.575+0305  0.519 +0.224 0346 £0.360  0.614+0.163 0232+0298 0.672+0.196  0.728 40.188

LOF 0.481+£0257 0540+0297  0.447 +0.235 0.517 + 0.311 0512+0.099 0.033+0.184  0.507 +0.150  0.495 4 0.245

LSTM-AE 0.441£0.246  0.628 4 0.332 0.440 £ 0.247 0.560 £ 0.297 0.534 £0.086  0.0544+0.152  0.583+0.125  0.513 £0.224
TranAD 0.645+0.287  0.555 4 0.335 0.474 £ 0.225 0.309 £ 0.307 0.6234+0.139  0.2514+0.232  0.695+£0.177  0.731 £0.195

Low CACE 0.369 £0.205  0.410 £0.276 0.331 £ 0.166 0.177 +0.197 0.616 +0.136  0.212+0.206  0.641 £0.141  0.316 +0.154
}Szl)fgggft— 0.3344+0.299  0.228 +£0.226 0.228 +0.199 0.096 + 0.073 0.566 +0.106  0.142+0.201 0572+0.126  0.268 £ 0.147
OR-all 0.274+0.129  0.505 £ 0.241 0.320 4 0.124 0.274 +0.112 0.616 £0.109  0.168 £0.133  0.616 +0.109  0.233 4+ 0.099

CACE achieved mean F1 scores of 0.331, 0.445, and 0.496 under Low, Medium, and
High anomaly loads, respectively. Relative to the Single-Expert reference, these values rep-
resent absolute improvements of 0.103, 0.067, and 0.174, demonstrating a consistent benefit
from cooperative integration of anomaly-specialized evidence. The deterministic fusion
strategies exhibited different operating characteristics. OR-all increased sensitivity but also
false-positive activity, whereas Two-or-More provided a more conservative operating point,
with F1 scores of 0.346, 0.478, and 0.502.

The external baselines confirm that no method uniformly dominated all operating
conditions. OCSVM achieved F1 scores of 0.376, 0.482, and 0.519, while Isolation Forest
reached 0.286, 0.459, and 0.490. The deep baselines also exhibited load-dependent behavior:
LSTM-AE obtained 0.266, 0.429, and 0.440, whereas TranAD reached 0.306, 0.412, and 0.474.
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Under High load, several methods obtained higher Recall than CACE but generally at the
cost of increased false-positive rates.

Threshold-independent metrics similarly reveal method-dependent trade-offs. CACE
obtained ROC-AUC values of 0.641, 0.669, and 0.695 and PR-AUC values of 0.316, 0.573, and
0.663 from Low to High load. The increase in PR-AUC should be interpreted together with the
increasing anomaly prevalence because precision-recall performance is prevalence-sensitive.

Overall, the pointwise results demonstrate a clear benefit of cooperation relative to
the Single-Expert reference, while showing that CACE, deterministic fusion rules, and
external baselines occupy different sensitivity—specificity operating points. The paired
statistical analysis in Section 4.3 therefore examines whether these aggregate differences
are systematic across the 45 matched realizations.

4.3. Statistical Comparison

Paired statistical comparisons were performed independently for each anomaly load
condition using the 45 matched sensor-seed realizations. The two-sided Wilcoxon signed-
rank test was complemented by wins/ties/losses (W /T /L) and matched-pairs rank-biserial
correlation (RBC), as reported in Table 6.

Table 6. Paired F1 comparison between CACE and the internal cooperative references and external
baselines across the 45 sensor—seed realizations of each anomaly load condition. AF1 is calculated as
CACE minus the comparison method. W/T/L denotes CACE wins/ties/losses, and RBC denotes
the matched-pairs rank-biserial correlation.

Wilcoxon

Load Baseline AF1 WIT/L W 4 RBC
Low Single-Expert +0.1033 41/0/4 89 <0.001 +0.828
OR-all +0.0113 22/0/23 492 0.780 +0.049
Two-or-More —0.0146 20/0/25 417 0.262 —0.194

Isolation

Forest +0.0449 24/0/21 437 0.370 +0.156
OCSVM —0.0454 18/0/27 423 0.292 —0.183
LOF +0.0910 32/0/13 296 0.0116 +0.428
LSTM-AE +0.0650 29/0/16 361 0.078 +0.302
TranAD +0.0252 25/0/20 465 0.561 +0.101
Medium Single-Expert +0.0672 38/0/7 187 <0.001 +0.639
OR-al —0.0501 10/0/35 184 <0.001 —0.644
Two-or-More —0.0323 21/0/24 455 0.488 —0.121
Islg’j);‘;gn —0.0134 22/0/23 476 0.647 —0.080
OCSVM —0.0365 25/0/20 439 0.382 —0.152
LOF +0.1386 32/0/13 251 0.0021 +0.515
LSTM-AE +0.0163 25/0/20 494 0.797 +0.045
TranAD +0.0337 27/0/18 451 0.460 +0.129
High Single-Expert +0.1737 38/0/7 114 <0.001 +0.780
OR-all —0.0272 20/0/25 399 0.185 —0.229
Two-or-More —0.0067 26/0/19 491 0.771 +0.051
Isolation +0.0058  23/0/22 503 0.876 +0.028
OCSVM —0.0231 26/0/19 503 0.876 —0.028
LOF +0.0484 27/0/18 417 0.262 +0.194
LSTM-AE +0.0551 26/1/18 372 0.151 +0.249
TranAD +0.0213 23/0/22 491 0.771 +0.051
Low Single-Expert +0.1033 41/0/4 89 <0.001 +0.828
OR-all +0.0113 22/0/23 492 0.780 +0.049
Two-or-More —0.0146 20/0/25 417 0.262 —0.194

The clearest and most consistent result concerns the Single-Expert reference. CACE
increased mean F1 by 0.103, 0.067, and 0.174 under Low, Medium, and High loads, re-
spectively. These differences were significant in all three conditions (p < 0.001), with RBC
values of +0.828, +0.639, and +0.780 and CACE wins in 41/45, 38/45, and 38/45 paired
realizations. This provides direct evidence that cooperative integration improves detection
relative to relying on a single specialized Expert.
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Comparisons with the stronger cooperative and external baselines were more balanced.
Differences relative to Two-or-More, Isolation Forest, OCSVM, and TranAD were not
statistically significant at the 0.05 level in any load condition. OR-all significantly exceeded
CACE under Medium load, whereas CACE significantly exceeded LOF under Low and
Medium loads. CACE also exceeded LSTM-AE in mean F1 under all three conditions,
although the paired difference did not reach statistical significance.

The statistical analysis therefore does not support universal superiority of CACE.
Instead, it demonstrates a robust cooperative gain over the Single-Expert reference and
statistical competitiveness with several stronger deterministic, classical, and deep-learning
alternatives. This distinction is relevant because aggregate F1 alone does not characterize
the detection of temporally extended anomaly events, which is examined next.

4.4. Event-Level Performance

Pointwise metrics do not fully characterize operational anomaly detection when
abnormal behavior occurs as temporally contiguous events. Table 7 therefore evaluates
event precision, Event Detection Rate (EDR), Event F1, detection delay, and Early EDR
using the one-to-one event matching procedure defined in Section 3.9.

Table 7. Event-level detection and timeliness performance on the independent TEST partition across
the three anomaly load conditions (mean =+ SD across 45 sensor—seed realizations). EDR denotes
Event Detection Rate, and Early EDR denotes the proportion of ground truth events detected within
the predefined early-detection interval.

Event Mean Delay Event
Precision EDR Event F1 (Samples) Early EDR Precision
0.658 +0.254  0.870 £0.187  0.714 £ 0.229 9.13 +9.83 0.861 £0.186  0.658 £ 0.254
0.644 £0.190 0.791 £0.286 0.638 =0.245 10.66 +14.19 0.787 = 0.285 0.644 + 0.190
0.573+0.275 0721 £0.349 0513£0291 19.56+51.77 0.718+0.348 0.573 +0.275

CACE achieved Event F1 scores of 0.714, 0.638, and 0.513, and corresponding EDR
values of 0.870, 0.791, and 0.721, under Low, Medium, and High loads, respectively. Event
Precision was 0.658, 0.644, and 0.573. The decrease in Event F1 with increasing load is
consistent with the progressively greater anomaly prevalence and overlap reported in
Section 4.1.

The deterministic cooperative rules illustrate the event-level sensitivity—precision
trade-off particularly clearly. OR-all produced very high event coverage, with EDR values of
0.901, 0.893, and 0.889, but its low event precision substantially limited Event F1. Requiring
agreement among multiple Experts reduced this behavior and produced a more selective
operating point. Thus, high event coverage alone should not be interpreted as superior
event detection when it is accompanied by excessive false-event generation.

Detection timeliness provides an additional operational perspective. For CACE,
mean detection delay was 9.13, 10.66, and 19.56 samples under Low, Medium, and
High loads, respectively. Early EDR remained close to overall EDR at 0.861, 0.787, and
0.718, indicating that most correctly detected events were identified within the predefined
early-detection interval.

These results reinforce the distinction between pointwise and event-level evaluation.
CACE does not maximize every individual event metric, but maintains a comparatively
balanced combination of event precision, coverage, and early detection across increasingly
demanding anomaly load conditions.

4.5. Expert Behavior and Coordinator Analysis

The behavior of the individual anomaly-specialized Experts provides insight into
the complementary evidence subsequently integrated by CACE. Table 8 reports their
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Logistic Coordinator coefficient

pointwise and event-level performance, while Figure 1 summarizes the learned logistic
Coordinator coefficients.

Table 8. Individual Expert pointwise and event-level performance associated with the final CACE
configuration on the independent TEST partition. Values are means across the 45 sensor-seed
realizations per anomaly load condition.

Load Expert F1 MCC Event F1 EDR
Low Spike 0.953 0.953 0.955 0.926
Drift 0.081 —0.007 0.004 0.667
Flat-Line 0.036 —0.032 0.023 0.256
Dropout
Expert 0.306 0.319 0.073 0.511
Medium Spike 0.923 0.923 0.928 0.876
Drift 0.144 0.001 0.004 0.756
Flat-Line 0.098 0.016 0.034 0.344
Dropout
Expert 0.631 0.623 0.169 0.756
High Spike 0.896 0.896 0.904 0.836
Drift 0.161 —0.001 0.003 0.711
Flat-Line 0.099 0.043 0.077 0.278
DE“’PO‘“ 0.600 0.591 0.186 0.667
xpert
10 1 Expert
BN Spike WM Flat-Line
g | == Drift B Dropout

Low Medium High
Anomaly load

Figure 1. Mean logistic Coordinator coefficients associated with the four anomaly-specialized Experts
under the nominal Drift-only reliability configuration. Error bars represent &1 standard deviation
across the 45 sensor—seed realizations within each anomaly load condition. Positive and negative
coefficients indicate the direction of each Expert contribution to the learned Coordinator score.

The Spike Expert exhibited the strongest standalone pointwise discrimination, with
F1 values of 0.953, 0.923, and 0.896 under Low, Medium, and High loads, respectively.
Dropout Expert showed a stronger contribution as load increased, reaching F1 values of
0.631 and 0.600 under Medium and High loads. In contrast, Drift and Flat-Line exhibited
substantially lower standalone pointwise F1 values.

Importantly, low pointwise F1 does not imply absence of useful event-level informa-
tion. The Drift Expert achieved EDR values of 0.667, 0.756, and 0.711 despite pointwise
F1 values of only 0.081, 0.144, and 0.161. This difference illustrates why the contribution
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of specialized Experts should be evaluated jointly at point and event levels rather than
inferred from a single classification metric.

Figure 1 further shows that the logistic Coordinator assigns non-uniform and load-
dependent coefficients to the four confidence dimensions. Spike retains a consistently
positive contribution, while the relative influence of Flat-Line increases markedly under
higher anomaly load, and the Dropout Expert coefficient changes substantially across
conditions. The observed variability across sensor-seed realizations indicates that the
Coordinator does not implement a fixed averaging rule; instead, it learns a low-dimensional
combination of the available Expert confidence evidence.

The Expert-level and Coordinator analyses therefore support the architectural moti-
vation of CACE: the specialized components exhibit different detection characteristics,
and their evidence is integrated through learned confidence-level fusion rather than
uniform voting.

Complementing the individual Expert results reported in Table 8, Figure 1 presents
the learned logistic Coordinator coefficients, providing a direct view of how the four
Expert confidence dimensions contribute to the global cooperative decision across the three
anomaly load conditions.

4.6. Ablation and Sensitivity Analysis

Ablation and sensitivity experiments were used to determine whether CACE per-
formance depends on a particular component or narrowly selected parameter configura-
tion. The analysis considers reliability modulation, leave-one-Expert-out ablation, and
controlled perturbation of the principal architectural and detector parameters. All vari-
ants use the same chronological partitions and sensor-seed realizations as the nominal
CACE configuration.

4.6.1. Reliability Modulation

Three reliability configurations were compared: no-reliability modulation, the nominal
Drift-only configuration, and reliability modulation applied to all Experts. As shown in
Table 9, the differences were small across all anomaly load conditions.

Table 9. Effect of validation-derived reliability modulation on CACE performance. The nominal
CACE configuration applies reliability modulation selectively to the Drift Expert. Values are means
across the 45 independent TEST realizations per anomaly load condition.

Load Configuration F1 FPR Event F1
Low No reliability 0.333 0.170 0.727
Drift-only (CACE) 0.331 0.177 0.714
All-Expert 0.332 0.172 0.707
Medium No reliability 0.446 0.219 0.644
Drift-only (CACE) 0.445 0.220 0.638
All-Expert 0.442 0.216 0.635
High No reliability 0.496 0.329 0.514
Drift-only (CACE) 0.496 0.329 0.513
All-Expert 0.496 0.327 0.510

Under Low load, pointwise F1 ranged from 0.331 to 0.333 and Event F1 from 0.707 to
0.727. Under Medium load, F1 ranged from 0.442 to 0.446 and Event F1 from 0.635 to 0.644.
Under High load, all configurations produced pointwise F1 values of approximately 0.496,
while Event F1 ranged only from 0.510 to 0.514.

The nominal Drift-only configuration should therefore be interpreted as a selective
architectural design rather than as an empirically dominant operating point. More impor-
tantly, the small performance variation demonstrates that the final cooperative decision
is relatively insensitive to moderate rescaling of Expert confidence through the reliabil-
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ity mechanism. Reliability modulation is consequently not the principal source of the
cooperative gain observed relative to the Single-Expert reference.

4.6.2. Leave-One-Expert-Out Ablation

The functional contribution of each specialized Expert was assessed by removing one
Expert at a time, refitting the reduced Coordinator using train, selecting its decision thresh-
old using validation, and evaluating the resulting configuration on the unchanged test
partition. This procedure preserves the dimensional consistency of the reduced cooperative
model and avoids artificially forcing a missing Expert input to zero.

The ablation results show that Expert contributions depend on both anomaly load
and evaluation level. Under Low and Medium loads, removing Flat-Line produced the
largest reduction in pointwise F1, while removal of Dropout Expert also caused substantial
degradation. Under High load, Dropout Expert produced the largest pointwise reduction.
These results indicate that persistent low-variability and held-value evidence becomes
particularly important as anomaly density and overlap increase.

Spike exhibited a different contribution profile. Under Low load, its removal reduced
Event F1 from 0.714 to 0.550 and EDR from 0.870 to 0.776, despite a smaller effect on
pointwise F1. Drift removal produced comparatively small changes in aggregate pointwise
F1 but affected event-level behavior, again showing that Expert contribution cannot be
inferred solely from pointwise classification.

Overall, the leave-one-Expert-out analysis (Table 10) confirms that the four Expert
libraries provide complementary rather than interchangeable evidence. The relative impor-
tance of each component varies with anomaly signature, load, and whether performance is
assessed at point or event level.

Table 10. Leave-one-Expert-out ablation of the final CACE configuration on the independent TEST
partition. AF1 and AEvent-F1 are calculated relative to Full CACE within each anomaly load condition.
For each ablation, the reduced Coordinator is refitted using train, its decision threshold is selected
using validation, and test remains unchanged.

Load Configuration F1 AF1 MCC FPR EDR Event F1 AEvent-F1
Low Full CACE 0.331 — 0.212 0.177 0.870 0.714 —
—Spike 0.317 —0.014 0.188 0.205 0.776 0.550 —0.164
—Drift 0.325 —0.005 0.207 0.178 0.858 0.708 —0.006
—Flat-Line 0.264 —0.066 0.201 0.122 0.907 0.735 +0.021
*E)fglgﬁut 0.291 —0.040 0.216 0.135 0.896 0.726 +0.012
Medium  Full CACE 0.445 — 0.279 0.220 0.791 0.638 —
—Spike 0.456 +0.010 0.272 0.229 0.784 0.590 —0.048
—Drift 0.442 —0.004 0.272 0.230 0.751 0.621 —0.017
—Flat-Line 0.376 —0.070 0.238 0.210 0.800 0.632 —0.006
_ED)fggftUt 0.383 —0.062 0.258 0.198 0.801 0.625 —0.013
High Full CACE 0.496 — 0.274 0.329 0.721 0.513 —
—Spike 0.502 +0.007 0.306 0.285 0.706 0.543 +0.030
—Drift 0.493 —0.003 0.283 0.314 0.677 0.518 +0.005
—Flat-Line 0.476 —0.019 0.250 0.331 0.698 0.493 —0.020
—Dropout _
Export 0.468 —0.027 0.248 0.330 0.703 0.486 0.027

4.6.3. Parameter Sensitivity Analysis

Parameter sensitivity was evaluated by varying one parameter group at a time around
the nominal configuration while keeping the remaining architecture unchanged. Table 11
summarizes the resulting pointwise F1, FPR, and Event F1 values.
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Table 11. Sensitivity of the final CACE configuration to cooperative decision, reliability, detector,
reward, and utility parameters on the independent TEST partition. Values represent means across
the 45 sensor-seed realizations per anomaly load condition. Nominal settings are predefined from
TRAIN/VALIDATION and are not selected retrospectively using TEST performance.

Load F1 FPR Event F1

Low 0.33091 0.17745 0.71383
Medium 0.44540 0.22004 0.63793

High 0.49559 0.32933 0.51312

Moderate perturbations of the high-confidence threshold, reliability exponent, detector
reward and utility coefficients, and detector-specific windows and thresholds generally
produced only small changes in aggregate performance. This indicates that the reported
results do not depend on a narrowly selected value for most individual parameters.

Greater sensitivity was observed for parameters acting directly on the final cooperative
decision. In particular, increasing the minimum high-confidence Expert agreement to three
reduced F1, especially under Low and Medium loads. The Coordinator operating point
penalty also produced clearer changes in FPR and Event F1, reflecting its direct control
over the sensitivity—false-alarm trade-off.

Taken together with the reliability and leave-one-Expert-out experiments, the sen-
sitivity analysis indicates that CACE is comparatively robust to moderate perturbations
of most detector- and confidence-level parameters, while parameters governing the final
cooperative operating point exert the expected stronger influence.

4.7. Computational Cost and Raspberry Pi 5 Validation

Computational performance was evaluated on both the development PC and a Rasp-
berry Pi 5 edge platform using the same frozen CACE configuration employed in the main
experiments. The benchmark covered all 135 sensor-seed-load cases resulting from the
three anomaly load conditions, five master random seeds, and nine sensor-board streams.
For each case, inference-only and end-to-end execution were evaluated using 30 timed rep-
etitions after five warm-up executions. On the development PC, an additional 150-s global
warm-up was applied before benchmarking; the 135 cases were executed in a randomized
order using seed 20,260,923, and a 0.75-s pause was introduced between consecutive cases
to reduce systematic execution-order and sustained-load effects. No detector parameters,
Expert weights, reliability parameters, Coordinator coefficients, or decision thresholds were
re-estimated for either hardware platform.

Table 12 summarizes the resulting computational performance. On the Raspberry Pi 5,
inference-only execution required a mean latency of 0.00939 ms per sample, corresponding
to a mean throughput of 106,582 samples/s. End-to-end execution, including candidate
detector processing, Expert confidence computation, reliability modulation, Coordinator
inference, and final decision generation, required 0.01283 ms per sample and achieved
77,994 samples/s. Mean peak resident memory was 97.51 MiB for inference-only execution
and 120.56 MiB for the complete end-to-end pipeline.

The development PC exhibited lower typical execution latency. The median of
the per-case run medians was 0.00665 ms/sample for inference-only processing and
0.00899 ms/sample for end-to-end execution, compared with 0.00931 and 0.01269 ms/sample,
respectively, on Raspberry Pi 5. The corresponding Raspberry Pi values represent ap-
proximately 1.40x the PC latency for inference-only execution and 1.41x for end-to-end
processing. Despite this difference, the absolute computational cost remained very low on
the edge platform.
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Table 12. Computational performance of the final CACE configuration on the development PC and
Raspberry Pi 5. Each platform was evaluated over the complete set of 135 sensor-seed—load cases
using 30 timed repetitions per case after five warm-up executions.

Mean : ; Mean
Platform Execution Mode Latency "ll"yplcal Med;an Throughput lI\{/Iéeesnh\I;[e.%l)( IFlJ"(t)'tla'l CtPU
(ms/Sample) (ms/Sample) (Samples/s) ! 1lization
Pevelopment  fnference-only 0.00940 2 0.00665 124,007 > 95.81 6.25%
Development  End-to-end 0.01291 2 0.00899 92,358 2 12040 6.24%
Raspberry Pi 5 Inference-only 0.00939 0.00931 106,582 97.51 25.25%
Raspberry Pi 5 End-to-end 0.01283 0.01269 77,994 120.56 25.23%

I Median of the per-case run medians across the 135 benchmark cases. 2 Arithmetic means on
the development PC are retained for completeness but were influenced by occasional operating
system scheduling disturbances; median timing is therefore used for the direct cross-platform
latency comparison.

Processor utilization provides additional evidence regarding deployment characteris-
tics. On the four-core Raspberry Pi 5, total processor utilization remained approximately
25.2%, corresponding to approximately one fully utilized CPU core. The implementa-
tion therefore behaves predominantly as a single-core workload rather than requiring
extensive parallel processing. Peak memory requirements also remain modest relative to
the 8 GB RAM available on the device. The maximum processor temperature observed
during the complete Raspberry Pi benchmark was 61.15 °C, with no thermal-throttling
condition detected.

The development PC measurements occasionally exhibited operating system schedul-
ing disturbances, including an isolated long-duration execution that disproportionately
affected arithmetic means despite otherwise stable per-case timing distributions. Rather
than selectively removing such executions, all measurements were retained. Consequently,
the median of the per-case run medians is used as the principal measure for direct PC-
to-Raspberry-Pi latency comparison, while mean values remain reported to characterize
the complete benchmark. This approach is particularly appropriate for sub-millisecond
workloads, for which background operating system activity can have a disproportionate
effect on individual wall-clock measurements.

Figure 2 compares the typical inference-only and end-to-end latencies on both plat-
forms. The Raspberry Pi 5 introduces only a moderate increase in processing latency
relative to the development PC, while preserving sub-0.013-ms median processing time
per observation for the complete pipeline. The difference between inference-only and
end-to-end execution is also limited on both platforms, indicating that the additional
data-processing and decision stages do not introduce a substantial computational burden.

From an operational perspective, the measured processing cost is negligible relative to
the temporal resolution of the monitored environmental data. The largest detector window
considered by CACE corresponds to 8 h at the 5-min sampling interval, as defined in
Section 3.10. Even the complete Raspberry Pi 5 pipeline processes an individual observa-
tion in approximately 0.013 ms, several orders of magnitude below the sensor sampling
interval. The edge benchmark therefore confirms that CACE can be executed directly on
resource-constrained hardware without GPU acceleration or cloud-based inference. These
measurements complement the algorithmic linear-complexity analysis of Section 3.10 and
demonstrate that the proposed cooperative architecture remains computationally practical
despite incorporating multiple specialized detector libraries, reliability modulation, and
Coordinator-based evidence fusion.
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Figure 2. Median CACE processing latency on the development PC and Raspberry Pi 5 for inference-
only and end-to-end execution. Values correspond to the median of the 135 per-case run medians,
with each case evaluated using 30 timed repetitions after five warm-up executions.

5. Discussion

The results support the central premise of CACE: heterogeneous anomaly signatures
can benefit from explicit detector specialization followed by confidence-aware cooperative
fusion. The strongest evidence for this contribution is the consistent and statistically sig-
nificant improvement over the Single-Expert reference across all anomaly load conditions.
At the same time, comparisons with deterministic, classical, and deep-learning baselines
show that CACE does not uniformly maximize every metric. Instead, different approaches
occupy different sensitivity, specificity, and event detection operating points. This is par-
ticularly evident for OR-all, which achieves high event coverage at the cost of false-event
generation, and for OCSVM and Two-or-More, which remain strong alternatives under
several pointwise conditions.

The combined point- and event-level analyses also show why heterogeneous anomaly
detection should not be assessed using F1 alone. Individual Experts contribute differently
according to anomaly signature and evaluation level: Spike provides strong standalone
discrimination and important event-level evidence, whereas Drift can exhibit low pointwise
F1 while still detecting a substantial proportion of anomaly events. Leave-one-Expert-out
ablation further confirms complementary contributions from Flat-Line and Dropout Expert,
particularly as anomaly density and overlap increase.

Reliability and sensitivity experiments provide a complementary robustness result.
Selective Drift reliability is not empirically superior to all alternative reliability configura-
tions; rather, the small differences among no-reliability, Drift-only, and all-Expert variants
indicate that the cooperative decision is relatively insensitive to this modulation. Most
detector, confidence, reward, and utility perturbations similarly produced limited perfor-
mance changes, whereas parameters directly controlling the final cooperative operating
point had a stronger effect.

Computational benchmarking demonstrates that this additional specialization and
fusion complexity remains compatible with edge deployment. The complete pipeline
required approximately 0.01283 ms/sample on Raspberry Pi 5, corresponding to approx-
imately 77,994 samples/s, without thermal throttling. This is negligible relative to the
5-min acquisition interval of the evaluated environmental monitoring system and does not
require GPU acceleration.
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The results remain subject to several limitations. Although the environmental back-
ground measurements are real, anomaly ground truth is generated through controlled
injection and therefore cannot represent the full variability of naturally occurring faults.
Evaluation is also restricted to temperature, humidity, and illuminance from one sensing
deployment. Finally, CACE is an offline cooperative ensemble: its parameters remain fixed
during independent test evaluation and do not adapt online to concept Drift. Future work
should therefore prioritize independently annotated real faults, additional sensing domains
and embedded platforms, longitudinal distribution-shift evaluation, controlled recalibra-
tion using validated operational feedback, and direct hardware energy measurements.

6. Conclusions

This study proposed the Confidence-Aware Cooperative Expert Ensemble (CACE) for
heterogeneous anomaly detection in multivariate environmental IoT time series, combining
specialized anomaly detectors through confidence-aware cooperative fusion. CACE com-
bines four anomaly-specialized Expert libraries through reward-guided detector weighting,
confidence estimation, selective reliability modulation, and a class-balanced logistic Coor-
dinator, without relying on sequential reinforcement learning.

Across 135 reproducible sensor-seed-load cases, CACE achieved pointwise F1 scores
of 0.331, 0.445, and 0.496 and Event F1 scores of 0.714, 0.638, and 0.513 under Low, Medium,
and High anomaly loads. Paired statistical analysis demonstrated a consistent cooper-
ative improvement over the Single-Expert reference, while comparisons with stronger
baselines revealed complementary operating trade-offs rather than universal superiority.
Ablation and sensitivity analyses further confirmed complementary Expert contributions
and robustness to moderate perturbations of most design parameters.

Edge benchmarking showed that the complete pipeline can execute on Raspberry Pi 5
in approximately 0.01283 ms/sample, corresponding to approximately 77,994 samples/s,
without thermal throttling. CACE therefore provides an interpretable and computationally
lightweight framework for combining heterogeneous anomaly evidence at the IoT edge.
Future work will focus on naturally occurring annotated faults, broader sensing domains,
longitudinal concept Drift, controlled operational recalibration, additional embedded
platforms, and direct energy measurements.
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IF Isolation Forest
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IQR Interquartile Range

LOF Local Outlier Factor

LSTM-AE Long Short-Term Memory Autoencoder

MAD Median Absolute Deviation

MCC Matthews Correlation Coefficient

MDD Mean Detection Delay

MedDD Median Detection Delay

OCSVM One-Class Support Vector Machine

PR Precision—Recall

PR-AUC Area Under the Precision—Recall Curve

RBC Rank-Biserial Correlation

RL Reinforcement Learning

RLAD Reinforcement Learning-Based Anomaly Detection
ROC Receiver Operating Characteristic

ROC-AUC Area Under the Receiver Operating Characteristic Curve
SD Standard Deviation

N True Negative

TP True Positive
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