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Abstract

Blockchain applications rely on consensus protocols to maintain security, integrity, and
coordination in decentralized environments while balancing performance, scalability, and
resource cost. This study presents a comparative evaluation of four Hyperledger Besu
consensus algorithms, namely Ethash, Clique, QBFT, and IBFT 2.0, executed under identical
hardware, network topology, and genesis configurations to quantify latency, throughput,
and system overhead. A distributed burst workload is employed to simulate high-intensity
transaction conditions. Within this framework, sender and receiver accounts are auto-
matically generated and funded, and 5000 transactions are submitted in parallel. Locally
recorded millisecond-precision submission timestamps are aligned with second-resolution
on-chain block timestamps to compute inclusion latency percentiles and end-to-end burst
throughput. System and blockchain metrics, including block interval, transaction pool
backlog, and block creation time, are collected through Prometheus over defined intervals
and synchronized with transaction traces for time-series analysis. Across ten repeated
runs per protocol, Clique achieves the lowest latency of approximately two seconds and
the highest throughput of approximately 190 transactions per second. QBFT and IBFT
2.0 demonstrate stable and periodic performance near 110 transactions per second with
low variance. In contrast, Ethash exhibits highly variable, high-variance and strongly
right-skewed latencies, minimal throughput, and substantially higher energy consumption
and disk input/output peaks. CPU, memory, and network traffic profiles further expose
distinct operational trade-offs relevant to deployment scenarios. Statistical analyses using
the Kruskal-Wallis and Dunn’s post hoc tests confirm significant differences among the
protocols with large effect sizes. The proposed framework provides a rigorous and system-
atically documented methodology for comparative consensus performance evaluation in
permissioned blockchain environments.

Keywords: blockchain; consensus algorithms; performance evaluation; Hyperledger Besu

1. Introduction

The fundamental components of blockchain technology include cryptographic hash-
ing, a distributed ledger, and smart contracts. The consensus protocol is the crucial in-
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gredient that ensures the secure and sustainable operation of these components, allowing
all nodes in the blockchain network to agree on a common transaction history without
requiring a central authority [1,2]. Consequently, the network’s security, integrity, and
continuity are maintained [3]. Moreover, it serves as the essential element that guarantees
the integrity and authenticity of the blockchain [4]. Consensus algorithms enable nodes
in distributed systems to reach agreement on a single value or transaction set, thereby
enhancing network scalability and transaction efficiency. The reduction in block creation
time and the expedited verification of transactions have spurred the development of several
consensus algorithms. Selecting a suitable consensus algorithm is a critical decision that
directly influences the overall functioning of the blockchain. This technique addresses the
trust issue in dispersed networks while maintaining the principle of decentralization [5].

The consensus mechanism comprises five fundamental components within blockchain
architecture. The components are block proposing, information transmission, block val-
idation, block finalization, and the incentive mechanism, respectively [6]. These stages
encompass operations such as generating new blocks, disseminating transactions within
the network, verifying block validity, endorsing verified blocks, and incentivizing honest
participation. Given that each blockchain application possesses distinct requirements and
priorities, it is infeasible to implement a universal consensus mechanism across all systems.
Consequently, it is essential to evaluate existing algorithms regarding performance, security,
and scalability to advance the technology and broaden application domains [7].

This paper examines the performance evaluation of consensus algorithms on
blockchain platforms. Our objective is not to analyze all blockchain technologies com-
prehensively. We focus on consensus processes to critically assess blockchain technology.
This subject is crucial for researchers to enhance consensus algorithms and for developers to
comprehend the constraints of platforms [8]. Furthermore, we intend to establish a method-
ologically coherent evaluation framework, such as the Benchmarking Hyperledger Fabric
performance evaluation model, which facilitates quantitative, systematic, and comparable
analysis of blockchain-based consensus algorithms in an academic context. Consequently,
a dependable infrastructure has been established for academic researchers and developers
to perform systematic performance analysis.

The consensus algorithms selected for this study were Ethash (Proof of Work), QBFT
(Quorum Byzantine Fault Tolerance), IBFT 2.0 (Istanbul BFT), and Clique (Proof of Au-
thority), each configured within a simulated Hyperledger Besu-based private blockchain
environment [9]. The selected algorithms represent different consensus design paradigms,
including Proof of Work, Proof of Authority, and Byzantine fault-tolerant approaches. While
the distinction between Proof-based and BFT-based mechanisms provides a useful high-level
architectural grouping, consensus protocols cannot be fully characterized along this dimen-
sion alone. They also differ in validator admission, security assumptions and resources,
agreement architecture, governance, finality, communication and computational requirements,
and application-specific performance objectives [10,11]. In particular, QBFT and IBFT 2.0
are tailored to permissioned blockchain environments in which Byzantine Fault Tolerance
and low-latency agreement are important design objectives [12]. Accordingly, the protocols
evaluated in this study are interpreted not only according to their consensus family but also
through their distinct operational and architectural characteristics.

Comparative analysis of these algorithms enables a comprehensive assessment of
consensus protocols across performance, scalability, security, decentralization, and energy
efficiency. The structure of this paper is as follows: Section 2 reviews related research.
Section 3 details the conceptual foundations of the selected consensus algorithms and the
technical mechanisms employed. Section 4 outlines the performance evaluation method-
ology, measurement approach, and experimental design framework. Section 5 presents
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the results of the experimental study. Section 6 discusses and evaluates these findings.
Section 7 concludes the paper and summarizes the main contributions.

2. Related Work

Consensus algorithms ensure the secure and stable operation of blockchain technol-
ogy [13]. They determine the rules that the nodes in the blockchain must follow and help
the network to be consistent. Extensive research has been conducted to develop different
consensus mechanisms such as Proof-of-X, Byzantine Fault Tolerance (BFT), and DAG-
based approaches [14,15]. Among the most common consensus algorithms are Proof of
Work (PoW), BFT-based algorithms, and Proof of Authority (PoA) [16]. In private chain
scenarios, some methods use fewer resources, while others are more efficient in terms of
speed and security [17]. However, selecting an appropriate consensus algorithm for a given
application remains challenging [18]. Although approximately 40 consensus algorithms
have been developed in the field of blockchain, there is still a clear mismatch between
the existing proposals and the algorithms that meet real needs [19]. Recent studies have
further approached consensus selection as a multidimensional decision problem rather
than as a choice based solely on consensus family or individual performance metrics. Svar-
cmajer et al. [10] organize the consensus design space across multiple architectural and
operational dimensions and formulate protocol selection as a requirement-driven decision
process. Similarly, Kumar and Yadav [11] combine multi-attribute decision-making with
machine learning to support application-specific consensus-mechanism selection. These
approaches reinforce the view that protocol suitability depends on the joint consideration
of architectural properties, trust and security assumptions, performance requirements, and
application context.

Ref. [20] presents a thorough comparative analysis of PoW, Proof of Stake (PoS), and
Algorand’s Pure PoS techniques. They evaluate different consensus techniques based
on transaction throughput, latency, and network scalability. The review emphasizes low
throughput and high latency of PoW, the restricted finality framework of PoS, and Pure
PoS’s claim to resolve all three dimensions of the blockchain trilemma concurrently. Ref. [21]
assesses the QBFT, IBFT 2.0, and Clique consensus processes in Hyperledger Besu (HB)
and observes that HB exhibits lower transaction volume than Hyperledger Fabric’s RAFT
mechanism. Nonetheless, BFT-based techniques provide superior security. These papers
collectively clarify the tradeoffs between performance and security in consensus algorithms.
Ref. [22] provides a cohesive permissioned blockchain architecture that employs the IBFT
consensus algorithm on Hyperledger Besu and juxtaposes IBFT with PoW, Ethereum Clique,
and the RAFT algorithm of Hyperledger Fabric. The experimental results show that IBFT
provides up to 15 times lower latency and approximately 2 times higher transaction volume
compared with PoW. In addition, it has been seen to offer better scalability and a lower
error rate compared with RAFT and Clique. Yadav et al. [19] compare basic consensus
mechanisms such as PoW, PoS, BFT, and hybrid protocols in terms of performance, scalabil-
ity, security, and fault tolerance. By revealing the strengths and weaknesses of different
consensus mechanisms with a holistic model, they provide a technical reference for the
selection of an appropriate consensus in blockchain applications.

More recent studies further demonstrate that consensus-performance outcomes de-
pend strongly on the experimental configuration and should therefore be interpreted within
the specific workload, network, and hardware conditions under which they are obtained.
Ferone and Verrilli [23] evaluated Clique, IBFT 2.0, and QBFT in a Hyperledger Besu en-
vironment under different transaction loads and validator configurations, showing that
protocol behavior may vary as operating conditions change. Yatnalli et al. [24] similarly
compared QBFT, IBFT 2.0, and Clique within Hyperledger Besu under high-volume work-
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loads, further illustrating the influence of workload characteristics on latency, throughput,
and resource utilization. From a hardware-oriented perspective, Kurisaka et al. [25] ana-
lyzed Ethereum consensus mechanisms on resource-constrained devices and showed that
computational and energy limitations can substantially affect observed consensus perfor-
mance. Jung et al. [26] examined the impact of horizontal and vertical resource scaling on
permissioned-blockchain performance, while Rao et al. [27] provided a broader analysis of
the factors governing blockchain scalability across different architectural settings. Taken
together, these studies indicate that differences in protocol rankings across the literature
should not necessarily be regarded as contradictory; rather, they reflect the sensitivity of
consensus performance to workload design, validator configuration, hardware resources,
and application context. Accordingly, the results reported in the present study are inter-
preted as a controlled characterization under the evaluated four-node and burst-workload
configuration rather than as a universal ranking of the considered protocols. Some stud-
ies that compare consensus algorithms either did not present an experimental analysis
and explained them completely theoretically [1,8,15,28], or performed an experimental
comparison on a specific problem solution [16,29-31].

Against this background, the contribution of the present study lies in providing a
controlled and multidimensional comparative characterization rather than proposing a new
consensus mechanism or a universal protocol ranking. The four consensus configurations
are evaluated under an identical hardware environment, fixed four-node topology, and
common 5000-transaction burst workload, while transaction-level latency and throughput
are examined together with system-level resource telemetry. In addition, each protocol is
evaluated over ten independent runs, and the resulting distributions are analyzed using
confidence intervals, coefficients of variation, non-parametric significance tests, post hoc
comparisons, and effect-size measures. This combination enables the observed protocol
differences to be interpreted not only in terms of absolute performance but also in terms of
variability and system-level operational behavior.

3. Conceptual and Technical Examination

This section addresses both the conceptual underpinning of consensus algorithms
and the technical specifics at the protocol level. The initial section elucidates the prin-
ciples of blockchain architecture and consensus techniques. The second part provides a
detailed examination of the operational processes, message complexity, fault tolerance, and
performance characteristics of the Ethash, QBFT, IBFT 2.0, and Clique algorithms. This
comprehensive method seeks to assess the theoretical frameworks of consensus algorithms
alongside their practical implementation attributes.

3.1. Blockchain Consensus Algorithms

Blockchain is a list of records that stores all transactions made on the network and
replicates them across every node that participates in the network [32]. When a new
transaction occurs on the blockchain, some nodes verify its validity. Valid transactions are
added to a block, which is then linked to the chain [3]. All nodes in the network become
aware of the updates in the chain and update their own copies. However, if more than
one node publishes a block at the same time, conflicts may occur. Therefore, consensus
algorithms are used among nodes to update the chain consistently [33]. Blocks are stored in
the record list. A decentralized, distributed system is created to protect the record list [15].
Each block creates a timestamp and a link to the previous block. As the link grows, the
system becomes more secure [34]. Thus, once data are recorded in the system, it becomes
difficult for an attacker to change them. The distributed system enables the creation of a
secure, transparent, and immutable ledger managed by a network-wide group rather than
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a central authority [35]. The blockchain architecture generally consists of four main layers:
consensus, data model, execution, and application. Consensus is the process of reaching
agreement on the current state of the blockchain [36]. This layer ensures node agreement
and manages the creation of new blocks. The data model layer is responsible for block
structures, transactions, and recorded data. The execution layer supports the operation of
smart contracts and runtime environments. The application layer hosts blockchain-based
applications [5].

Public, consortium, and private blockchains are distinguished by the methods by
which participants reach consensus on the network. In public blockchains, all miners
participate in the consensus process. In consortium blockchains, this process is performed
by a specific group of nodes, whereas in private blockchains it is handled by a single orga-
nization [18]. When evaluating consensus algorithms, many criteria such as performance,
efficiency, and security are considered together. In this evaluation, transaction efficiency
(throughput), mining profitability, degree of decentralization, and security vulnerabilities
are the main criteria. Transaction efficiency is measured with metrics such as transac-
tions per second (TPS), block creation time, and validation latency. Mining profitability
depends on energy consumption, transaction fees, and the need for specialized hardware.
Decentralization is evaluated with network governance, permission model, and trust-based
structures. Security is measured by resilience against threats such as double-spending, 51%
attack, and Sybil attack. This multidimensional approach helps to systematically analyze
the strengths and weaknesses of different consensus algorithms. Thus, the most appro-
priate consensus algorithm can be selected for specific applications. PoW is a mechanism
that ensures the accuracy of transactions through a “Proof-of-Work” method based on
computing power. Nodes attempt to produce a new block by solving a cryptographic
puzzle. The miner who solves the puzzle first transmits the block to the network, and after
verification, it is added to the chain. Miners verify transactions and earn rewards in this
process. The security of PoW comes from the structure that makes it difficult to modify the
hash chain. However, it is vulnerable to the 51% attack. It also has disadvantages, such as
high energy consumption, high costs, centralization risk from mining pools, and network
latencies that lead to forks. Nevertheless, because it has been tested for a long time, it is
still one of the most common and reliable consensus mechanisms [37]. PoA has a structure
in which authorized validators create blocks with identity-based “Proof of Authority” [38].
Given these characteristics, both algorithms fall into the Proof-based consensus category.

QBEFT is a voting mechanism based on Byzantine Fault Tolerance (BFT), in which
validators reach agreement through quorum-based voting rather than unanimous approval.
Similarly, IBFT 2.0 is an advanced BFT consensus protocol based on voting [9]. This
algorithm is used in private Ethereum networks. Nodes vote to accept the new block,
thereby becoming resistant to malicious nodes. With these characteristics, QBFT and
IBFT 2.0 fall into the category of Voting-based consensus algorithms [8,39].

Byzantine Fault Tolerance (BFT) is a consensus mechanism in distributed systems and
blockchain technologies that ensure the network continues to function correctly even when
some nodes behave maliciously or incorrectly. The foundation of BFT is based on a classic
distributed systems problem known as the Byzantine Generals Problem. This problem aims
to have the system reach a correct agreement even if some number of nodes (or generals)
betray. Theoretically, if the system has fewer than 3t + 1 nodes, t faulty nodes cannot be
tolerated. BFT essentially operates in two stages: pre-commit and commit. The selected
leader proposes a block; nodes verify this block and send a pre-commit message. When
at least 2/3 of the network approves, the commit stage begins, and the block is added
to the chain. This process maintains the security (safety), liveness, and integrity of the
system. BFT protocols were developed especially to increase the reliability of systems in
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asynchronous networks. Today, different variants of BFT (such as PBFT, IBFT, QBFT) are
used in blockchain networks. Thus, leader selection, messaging complexity, and block
validation processes are optimized [20]. Table 1 presents the typical characteristics of
the Ethash (PoW), QBFT, IBFT 2.0, and Clique (PoA) consensus algorithms evaluated in
the study.

Table 1. Comparative Analysis of Consensus Algorithm Characteristics.

Properties Ethash QBFT IBFT 2.0 Clique
Blockchain Type Public Permissioned Permissioned Hybrid
Finality Probabilistic Deterministic Deterministic Probabilistic
Participation .
Cost High Low Low Low
Expected
Scalability High Medium Medium High
Characteristics
Trusted Model Untrusted Semi-trusted Semi-trusted Semi-trusted
Proof-based
Algorithm Type Proof-based BFT-based BFT-based (Authority-
based)
. <51%
Fault Tolerance Adversarial h? sh <33% Validator ~ <33% Validator Authorized
power < 50% Node

3.2. Technical Analysis of the Selected Consensus Algorithms

The four selected consensus algorithms represent distinct consensus design paradigms
that were supported by the Hyperledger Besu version used in the experimental environment.
Their inclusion enables a controlled comparison of Proof of Work, Proof of Authority, and
Byzantine fault-tolerant consensus mechanisms under identical experimental conditions.

3.2.1. Ethash

PoW is designed to preserve the integrity of a distributed ledger and to prevent
double-spending attacks among untrusted nodes without relying on a central authority.
It operates on a computation-based competitive principle and enables all nodes in the
network to reach agreement on the same ledger state. PoW consists of three sub-protocols:
(1) normal-operation, (2) difficulty-adjustment, and (3) chain-selection. In normal-operation,
each miner constructs a candidate block by collecting valid transactions from the network.
Miners then perform an intensive computational process to find a nonce that yields a block
hash below the network’s target. This process requires substantial energy, which is the
reason for the name “Proof of Work”. The first miner to obtain a valid block hash broadcasts
the block to the network, and after other nodes verify the hash, transaction integrity, and
block reference, the block is appended to the chain. The difficulty-adjustment protocol
periodically updates the difficulty level in order to keep the block-generation interval
statistically stable. When blocks are produced faster than the target interval, the difficulty
increases. When blocks are produced more slowly, the difficulty decreases. In this way, the
block time (for example, ~10 min in Bitcoin) remains balanced even if the total hash power
of the network fluctuates. This mechanism also defines the cost threshold for an adversary
because a greater difficulty level makes it significantly more challenging for malicious
miners to gain control over the network. The chain-selection protocol is used to resolve
forks that occur when more than one valid block is generated at the same time. PoW adopts
the rule that the chain with the greatest accumulated work is considered valid. For this
reason, chain-selection is not deterministic and instead relies on probabilistic finality. As
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additional blocks are appended on top of a given block, the probability of that block being
reversed decreases exponentially. The message complexity of PoW is O(N) because nodes
communicate only for block propagation and validation. However, the computational
complexity of the protocol is extremely high due to the competitive nature of hashing in the
mining process. From a security perspective, PoW relies on a probabilistic consensus model
based on an honest-majority hash-power assumption. The protocol becomes vulnerable
when an adversary controls at least half of the effective hash power of the network. This
assumption can be expressed by the following inequality:

Htotal
1
: 1)

In Equation (1), H,q, denotes the effective hash power controlled by adversarial par-

Hadv <

ticipants, while Hy,) represents the total effective hash power of the network. Accordingly,
the relevant security assumption is based on the distribution of computational power rather
than on the number of miners or nodes. Limitations of POW in terms of energy consumption,
transaction capacity, and scalability have led to the development of alternative protocols
such as PoS, PoA, and Proof of Elapsed Time (PoET) in subsequent years [20]. Nonetheless,
PoW is still regarded as the most mature and longest field-tested consensus protocol in
terms of security. To address the significant energy consumption and limited transaction
throughput inherent in PoW, several key protocols have emerged, including Bitcoin-NG,
Ethereum’s Ethash, Litecoin’s Scrypt, Monero’s RandomX, and Kadena’s Chainweb [40].
These protocols aim to maintain PoW’s fundamental security properties while resolving its
core challenges.

Ethash is a specialized PoW algorithm developed for Ethereum. In this study, the
mining difficulty of Ethash is fixed at “0x1”.

So, we eliminate the adaptive difficulty mechanism and mining competition dynamics
that normally exist in public PoOW networks. The motivation for disabling PoW feedback
mechanisms is to ensure a fair and controlled comparison with non-PoW consensus proto-
cols such as QBFT, IBFT 2.0, and Clique. These protocols finalize blocks deterministically
and do not incorporate computational competition or hash-rate-dependent variability. With-
out fixing the difficulty, Ethash block-generation time would fluctuate significantly based
on instantaneous CPU availability, leading to an inconsistent experimental baseline. By
setting a static difficulty value, block generation remains more stable and consistent across
repeated experimental runs, enabling meaningful evaluation of performance differences
without mining dynamics dominating the results. As a consequence, the Ethash measure-
ments obtained in this environment should be interpreted as controlled private-network
benchmark results and should not be generalized directly to public PoW networks, where
hash-rate competition, difficulty-adjustment, miner population, and network propagation
conditions are dynamic.

3.2.2. QBFT

QBFT is a BFT consensus protocol designed particularly for enterprise permissioned
blockchain networks. It has emerged to reduce latency in block production in private net-
works, to manage dynamic validator sets, and to provide high security with low communi-
cation cost [12]. QBFT is essentially derived from the PBFT and IBFT protocols and includes
optimizations addressing their shortcomings. The QBFT protocol may consist of three main
sub-protocols: (1) normal-operation (block proposing and approving), (2) validator-set
management (validator set update/dynamic validator change), and (3) view-change and
fault recovery.
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Normal-operation: During the normal-operation phase, validator nodes are grouped
under a designated block proposer. The proposing validator prepares the candidate block
and broadcasts it to the other validators. Consensus on the proposed block is then achieved
through prepare and commit votes. The process is completed through the exchange
of messages among validators. In QBFT, once block addition is completed, all honest
validators reach agreement on the same block, and the block is appended to the chain.
In the opposite case, for example, when the proposer fails or behaves incorrectly, the
view-change mechanism is activated.

Validator Set Management (Dynamic Validator Management): One of the distinguishing
features of QBFT is the ability to add or remove validators dynamically through a block-
header smart contract or a dedicated management contract. For example, the initial
validators are defined in the extraData field at the genesis of the blockchain, and in later
transition blocks, the validator set can be updated through the contract. This management
supports validator changes according to the organizational needs of the network and adds
flexibility to network-governance processes.

View-change and Fault Recovery: When the proposing validator fails or becomes non-
operational, QBFT ensures a safe transition to a new proposer. To select the new proposer,
view-change messages are collected from a sufficient number of validators. This phase
supports the fault-tolerant operation of the system. In addition, recovery mechanisms can
be defined for changes in the validator set or for removed nodes. QBFT provides immediate
finality, meaning that no forks occur and a block is considered final once it is appended. In
this paper, the following properties are considered in order;

¢ The minimum validator count for QBFT is specified as 4. The aim is to tolerate at least
one faulty validator within the system.

e The protocol is designed to operate in partially synchronous network models.

*  The fault-tolerance requirement follows the classical BFT thresholds. If N > 3f + 1 valida-
tors are present, the system continues to operate against at most f Byzantine validators.

e In the designed algorithm, the message complexity is at the level of O(N?). This
communication cost arises due to voting processes such as prepare and commit among
all validators.

*  Other characteristic advantages of the QBFT algorithm include the absence of forks,
fast block finality, and support for dynamic validator changes. However, as the
number of validators increases, latency and communication cost may increase. In
addition, scalability limitations exist.

In our comparative experiment, the QBFT protocol is configured with a block-
production interval of 2 s and a request timeout of 4 s. The epochlength parameter in
the genesis file (set to 30,000) dictates the interval for validator rotation. This setup allows
the system to systematically regulate validator transitions during prolonged operations.
QBFT maintains consensus integrity through its BFT architecture, even in the face of a
specified number of node failures or hostile activity within the network. This characteristic
makes QBFT an appropriate consensus algorithm for private blockchain setups that require
high reliability.

3.2.3. IBFT 2.0

Quorum developed this protocol as an enhanced version of the Practical Byzantine
Fault Tolerance (PBFT) algorithm. In this system, block production occurs sequentially
across predefined validator nodes, reducing transaction confirmation time and facilitating
faster consensus within the network. The protocol employs a PoA-based BFT consensus
mechanism, specifically designed for private and permissioned blockchain networks [22].
IBFT 2.0 represents an improved iteration intended to address the safety and liveness

https://doi.org/10.3390/app16199631


https://doi.org/10.3390/app16199631

Appl. Sci. 2026, 16, 9631

9 of 38

limitations of its predecessor, the IBFT protocol. Its primary objective is to prevent forking
by ensuring immediate finality in networks managed by validators with static identities.
IBFT 2.0 comprises three main sub-protocols: normal-operation (block proposing and
approval), validator set management (dynamic validator set updates), and viewchange
and fault recovery.

Normal-operation: During the normal-operation phase, a proposer is selected from
among the validators, and this proposer prepares the candidate block and transmits it to
the other validators. The validators approve the block through pre-prepare, prepare, and
commit messages. When the required signatures for the candidate block are collected, the
block is appended to the chain. At this stage, all honest validators have reached agreement
on the same block. IBFT 2.0 is optimized specifically to reach a decision within three
message latencies.

Validator Set Management: The second sub-protocol of IBFT 2.0 enables the validator
group to be updated dynamically. Within the scope of network governance, a new validator
may be added or an existing validator may be removed. These changes are recorded in
block headers through voting. For example, a majority (for instance, 2/3) approval is
required for a validator change.

View-change and Fault Recovery: If the proposing validator or the current block-
production round fails (mandatory timeout, proposer failure, etc.), IBFT 2.0 triggers the
view-change mechanism. In this process, the validators exchange messages to select a
new proposer, and the network returns to normal operation. Through this sub-protocol,
the system can operate safely and maintain liveness even in partially synchronous net-
work models.

IBFT 2.0 is based on the classical BFT threshold condition N > 3f + 1 [41]. Here,
f denotes the maximum number of faulty validators. The message complexity is at the
level of O(N?) because mutual approval messages (prepare and commit) are exchanged
among validators. The protocol provides immediate finality, meaning that once a block is
added, the probability of it being reverted is practically negligible. In terms of security, the
system can operate correctly in the presence of up to f faulty validators. As long as the
large majority of the validator group (for example, 2f 4 1) behaves honestly, the protocol
functions without issues. IBFT 2.0 addresses the safety and liveness vulnerabilities present
in the earlier version of the IBFT protocol.

For our comparative experiment, the IBFT 2.0 protocol is defined with a block time
of 2 s and a timeout parameter of 10 s. In the test environment, intentional time offsets
are created among the nodes by using the timeshift agent mechanism, and in this way, the
sensitivity of the IBFT 2.0 algorithm to time synchronization is evaluated. This method
enables the analysis of IBFT’s behavior under network latencies and synchronization drifts
and allows the consistent performance of the system to be measured.

In BFT consensus protocols, system performance and communication overhead are
inherently influenced by the size of the validator set. Due to their O(N?) message com-
plexity, increasing the number of validators results in higher messaging costs, increased
latency, and reduced throughput. Experimental evaluations of BFT-based systems face a
fundamental methodological choice between stress-testing scalability through large valida-
tor configurations and prioritizing controlled conditions that enable fair and interpretable
performance comparison. The experimental study explicitly prioritizes controlled compar-
ison over stress-testing individual protocols. By fixing the validator count across QBFT
and IBFT 2.0, the analysis isolates the intrinsic performance characteristics of different
consensus families under identical conditions. This design choice ensures that observed dif-
ferences in throughput, latency, and resource utilization can be attributed primarily to the
consensus mechanisms themselves, rather than to secondary effects introduced by varying
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validator participation or well-known scalability degradation inherent to BFT messaging.
Accordingly, the QBFT and IBFT 2.0 measurements reported in this study characterize
their behavior under the fixed validator configuration and should not be interpreted as
scalability limits for larger validator sets.

3.2.4. Clique

It is a PoA consensus protocol developed by the Ethereum community and initially
introduced with the Go Ethereum (Geth) client [1]. It is designed to provide high transac-
tion throughput, low energy consumption, and fast block confirmation with probabilistic
finality in permissioned or private networks. However, Clique does not provide instant
finality and instead offers probabilistic finality [42]. Clique adopts a hybrid leader-based
structure that eliminates the high energy cost of the PoW protocol while reducing the
high message complexity observed in BFT protocols. Clique protocol consists of three
subcomponents: normal-operation (block production and approval), signer management,
and fork-resolution.

Normal-operation: During normal-operation, the authorized signers in the network
produce blocks in a predefined order. In each block-production round, a leader signer is
determined. The signer collects valid transactions, creates a new block, and broadcasts it
to the network after adding its signature. The other authorized signers verify the validity
and authenticity of the received block according to the protocol rules; unlike BFT-based
consensus mechanisms, Clique does not require a multi-round quorum-certificate assembly
for each block.

leader = signer[blockNumber mod N] ()

In Equation (2), N denotes the total number of signers. Through this mechanism, the
block-production order becomes predictable, enabling low-latency consensus. Each signer
adheres to timing constraints determined by the minPeriod (minimum time interval) and
epochlength parameters during block production. These parameters prevent conflicts and
block-race conditions within the network. If a signer fails to produce a block or behaves
incorrectly, the next signer in the sequence takes over in the following round.

Signer Management: Clique supports the dynamic updating of the signer set. The
addition or removal of a signer is performed through on-chain voting. Each signer includes
its vote in the block header. When the voting results reach the majority of the network,
the change takes effect. This governance mechanism enables the protocol to operate in a
decentralized yet controlled (federated) structure. In addition, at epoch blocks, the signer
list is periodically reset, and the updated list is incorporated into the chain state. In this
way, past voting records are cleared and the administrative consistency of the system
is preserved.

Fork-Resolution: Clique anticipates the possibility of occasional forks even in an open
authority-network scenario. In such cases, the remaining nodes in the network consider
the chain with the highest number of signatures as valid. The selection between conflicting
blocks is made based on block weight and signer majority. Through this mechanism, Clique
provides probabilistic finality rather than deterministic finality, although the practical fork
rate remains very low.

Clique has a message complexity at the level of O(N). Block propagation and signature
verification are required, while no multi-round quorum-based voting is performed for
each block. For this reason, it does not generate O(N?) messaging overhead seen in
protocols such as PBFT or IBFT. The protocol demonstrates high performance in partially
synchronous networks, and the transaction-confirmation time is fast.
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From a fault-tolerance perspective, Clique relies on the majority-honesty assumption.
Even if at most | N/2| — 1 of the N signers behave maliciously, the integrity of the network
is preserved. Although it does not provide a BFT guarantee like IBFT 2.0, Clique historically
provided a lightweight PoA alternative for private and permissioned Ethereum networks
due to its low communication overhead and low-latency block production. It was supported
by Hyperledger Besu v25.7.0, which was used in the present experiments. However, Clique
support was subsequently removed from Besu beginning with v26.4.0. Accordingly, Clique
is included in this study as a comparative PoA reference within the evaluated software
environment rather than as a currently supported Besu deployment option. The fault-
tolerance condition of Clique can be summarized as follows:

F<y ®)

In Equation (3), f denotes the number of malicious signers. Additionally, Clique is a
deterministic PoA mechanism with a fixed validator set. In our comparative experiment,
the block time is set to 2 s. Through the RPC interfaces (API), the activation of the Clique
module enables the monitoring of block signatures and validator changes. The deterministic
structure of Clique provides predictability in block production and offers high stability
against network latencies.

4. Performance Evaluation Methodology and Measurement Approach

In this section, the test approach used to evaluate the system’s performance charac-
teristics, the measurement criteria, and the data collection process are explained in detail.
By jointly considering the burst benchmark scenarios, the interpretation of the employed
metrics, and the integration of the Prometheus-based monitoring infrastructure, a method-
ological framework is presented that supports consistent and systematically controlled
performance evaluation.

4.1. Burst Benchmark

This study focuses on analyzing the behavior of different consensus algorithms under high-
intensity (“burst”) transaction loads. For this purpose, the distributed_burst_benchmark.ipynb
scenario is developed and executed simultaneously on four different algorithms (Ethash,
QBFT, IBFT 2.0, and Clique). Algorithm 1 is designed to measure the performance of a
consensus network under sudden and intensive transaction loads. The Burst Benchmark
calculates the inclusion latency of transactions and the number of processed transactions
per second (throughput) in scenarios where a large number of transactions are sent to the
consensus network simultaneously by multiple senders. In this way, the transaction success
and latency behavior of the consensus network under burst load are analyzed statistically.
The workload is intentionally restricted to a fixed high-intensity burst scenario to maintain
comparability across protocols. Consequently, the results do not characterize steady-state
traffic, mixed transaction arrival patterns, or dynamically varying workloads, which may
produce different queuing and block-production behavior.
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Algorithm 1 Burst Benchmark Algorithm

Require: BURST_SIZE, NUM_SENDERS, TX_RECEIPT_TIMEOUT, POLL_INTERVAL
Ensure: Summary metrics of inclusion latency and throughput

1: Divide total transactions among senders

2. per_sender <~ [BURST_SIZE/NUM_SENDERS]

3: total_sent < 0

4: for all senders in parallel do

5 nonce <— get_current_nonce(sender)
6 fori =1 to per_sender do
7: if total_sent > BURST_SIZE then
8: break
9: end if
10: tx <— construct_transaction(sender, recipient[i|, nonce)
11: submitted_time_ms < current_time_ms()
12: tx_hash < broadcast(tx)
13: submit_time_map[tx_hash| < submitted_time_ms
14: nonce < nonce + 1
15: total_sent < total_sent + 1
16: end for
17: end for
18: for all tx_hash in parallel do
19: Wait until receipt exists or timeout expires
20: if receipt exists then
21: block_time_ms < get_block_timestamp(receipt.blockNumber) x 1000
22: latency_ms < block_time_ms — submit_time_map[tx_hash|
23: Append latency_ms to latencies
24: Append block_time_ms to block_times
25: else
26: Mark transaction as failed
27: end if
28: end for

29: Sort latencies

30: Compute min, max, avg, p50, p90, p95, p99

31: Compute throughput:

32: approx_tps < successes/ ((max(block_times) — min(block_times))/1000)
33: return summary metrics

4.1.1. Dynamic Creation and Funding of Accounts

At the beginning of the experimental process, accounts with sender and receiver roles
for submitting transactions to the consensus network are generated dynamically. The
sender accounts are prepared by automatically transferring balance from a prefunded
master account defined in the genesis configuration (for example, privateKey: 8f2a55...).
The transferred balance is scaled according to the planned burst size and ensures that each
sender account has sufficient funds to execute transactions. The funding process formula is:

burst_size x value_per_tx
num_senders

(4)

balancesenger, =

Through the created mechanism, each sender account has tracked its own nonce
sequence independently and the total transaction load has been distributed across the
network in parallel. In this way, both the transaction-submission intensity and the load
distribution among nodes have been balanced under the test conditions.

4.1.2. Transaction Submission and Recording of Timestamps

In each test scenario, a set of target receiver accounts corresponding to the specified
burst size (for example, 5000 transactions) is generated dynamically. The sender accounts

https://doi.org/10.3390/app16199631


https://doi.org/10.3390/app16199631

Appl. Sci. 2026, 16, 9631

13 of 38

transmit transactions to the respective receivers through a round-robin algorithm. The
transactions are signed through a Web3 interface and delivered to the corresponding
nodes via the ethsendRawTransaction call. As shown in Algorithm 2, millisecond-precision
timestamps are recorded during each transaction submission.

Algorithm 2 Millisecond Timestamp Function

1: function NOW_MS

2: current_time_seconds < Get_Current_Time_In_Seconds()
3: current_time_milliseconds < current_time_seconds x 1000
4:  return |current_time_milliseconds |

5. end function

Using the collected time-series data, the following metrics are calculated:

. submitted_ms: Moment the transaction is sent to the node.
*  block_time_ms: Timestamp of the block in which the transaction is included.
. inclusion_ms = block_time_ms — submitted_ms: Inclusion latency of the transaction.

These measurements form the basis for the comparative analysis of the consensus algo-
rithms in terms of transaction-confirmation times, block-production speeds, and network-
response latencies. The locally submitted transaction timestamp is accurate up to millisec-
onds, but the on-chain block timestamp is available at the seconds level. The factor of
1000 applied to the latter is used only for representing both timestamps in the same units
without increasing the precision of the block timestamp. Hence, each of the individual
latency measurements contains the quantization uncertainty of the block timestamp, which
is an important issue in case of latencies measured at the order of one second.

4.2. Measurement Metrics

Within the scope of the experimental evaluation, the results of tests for each consensus
algorithm are analyzed using key performance indicators, including transaction latency, in-
clusion success, and per-second transaction throughput. For all transactions, the following
metrics are calculated:

*  total_txs: Total number of submitted transactions.

* success/fail: Number of successfully processed transactions and the number of
failed transactions.

*  P50: Median inclusion latency, i.e., the latency value at or below which 50% of the
transactions are included in the chain.

e  P95: Latency value at which 95% of the transactions are included (behavior un-
der load).

*  Max: Inclusion time of the slowest transaction (indicates queuing effects).

*  Approxips: Average per-second transaction throughput.

*  Peakyps: Highest instantaneous TPS measured during the test.

These metrics enable a quantitative evaluation of the system’s behavior under the
defined high-intensity burst workload.

4.3. Prometheus Integration and Data Collection Process

In the experimental monitoring infrastructure, the Prometheus service collects metric
data from all nodes at 2 s intervals. Among the collected data, the metrics blockchain block in-
terval seconds, txpool_pending transactions, and consensus_block_creation_time_seconds particu-
larly reflect the block-production dynamics of the system, the rate of transaction accumula-
tion, and the variations in consensus duration.
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The relevant metrics are transferred into the Python 3.11.8 environment through
PromQL queries and aligned at the time-series level using the pandas library. In this way,
on-chain metrics and transaction-level measurements are synchronized on the same time
axis. This synchronization enables the quantitative examination of the correlation between
TPS and latency. In particular, the relationship between block-production intervals and
transaction queuing can be directly observed through Prometheus data, and a time-based
analysis of the behavior of the consensus protocols under load can be performed.

The experimental data are analyzed in a Jupyter Notebook 7.3.3 environment, and
various statistical and visual outputs are produced. The analysis process enables a com-
parative evaluation of the behavior of different consensus algorithms under dynamic
transaction loads.

The produced analytical outputs are summarized below:

* By examining the throughput variation during burst moments, the system’s response
behavior under load and its transaction-load handling characteristics under the eval-
uated topology are assessed. The temporal change in different percentile latency
values such as P50 and P95 enables the assessment of the stability and consistency
characteristics of the consensus algorithms.

*  System resource analysis is performed. CPU and memory utilization, as well as
peak disk write throughput, are compared. In addition, the experimental study is
strengthened through network-traffic analysis.

*  Queue-length analysis examines the relationship between the transaction pool occu-
pancy rate and block-production latency. This approach quantitatively demonstrates
the impact of transaction accumulation on blockchain latencies.

¢ Cumulative Distribution Function (CDF) and line graphs are used to illustrate the
distribution of transaction inclusion latency and to quantitatively show the variation
in transaction confirmation times across protocols.

Based on these analytical outputs, the responses of each consensus algorithm to
increasing burst load are evaluated quantitatively and comparatively and analyzed using
time-series methods. As a result, performance differences in transaction-load handling and
latency behavior under the evaluated topology become statistically observable.

5. Experimental Study

The methodology followed in the study is systematically designed to maintain the
integrity of the experimental process and the consistency of the measurement proce-
dure across repeated runs. In the first stage, each consensus network is automatically
launched via Docker Compose, ensuring network component isolation. Within this scope,
Prometheus and Grafana containers are integrated into each private blockchain network,
creating a centralized monitoring infrastructure. This structure enables the continuous
collection of both system-level resource usage and on-chain metrics.

In the second stage, burst-type transaction loads are sent to the nodes in parallel
through the developed notebook scenario. During this process, Prometheus periodically
collects system-level metrics such as CPU utilization, memory usage, block time, and
transaction-queue occupancy from all components of the network. The dynamic behavior
of the consensus algorithm under load can be observed in real time.

At the final stage, the time-series data obtained from Prometheus are transferred
into the Python environment and analyzed using the pandas library. The resulting mea-
surements are compared using performance indicators such as throughput, transaction
latency, and resource utilization. This integrated approach provides a systematically docu-
mented performance-measurement infrastructure for the controlled comparison of different
consensus protocols.
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5.1. Experiment Settings

Experimental studies are conducted on a hardware and software infrastructure opti-
mized for consensus-network performance tests that require high transaction capacity and
low latency. The experimental environment is configured on Ubuntu 22.04.5 LTS (x86_64),
running on a custom-built workstation, and the components used are selected with system
stability, scalability, and resource efficiency in mind. The test infrastructure employs an Intel
Core i9-14900KS processor (Intel Corporation, Santa Clara, CA, USA; 32 threads, 5.9 GHz),
128 GB DDR5 RAM, and an NVIDIA RTX A6000 graphics unit (NVIDIA Corporation, Santa
Clara, CA, USA). This configuration provides high parallel computing power and memory
bandwidth, enabling consistent measurement of performance variables related to block pro-
duction and the consensus process. The use of a single hardware platform was intended to
maintain identical computational conditions across all evaluated consensus configurations
and thereby support a controlled within-platform comparison. Nevertheless, the reported
absolute performance values should not be interpreted as hardware-independent estimates.
Differences in processor capability, memory availability, storage performance, virtualization
overhead, and other system resources may affect observed throughput, latency, and re-
source utilization, particularly in resource-constrained deployments. Hardware sensitivity
across heterogeneous platforms is therefore considered outside the scope of the present
study and is identified as an important direction for future evaluation.

All experimental blockchain networks were deployed using Hyperledger Besu v25.7.0
on Linux x86_64 with OpenJDK 21 (besu/v25.7.0/1linux-x86_64/openjdk-java-21).
The same Besu release was consistently used for the Ethash, Clique, IBFT 2.0, and QBFT
configurations to avoid software-version-dependent effects on the comparative results.
Clique was supported by this Besu release at the time of the experiments; its support was
removed in later Besu releases, specifically in v26.4.0. Therefore, the Clique results reported
in this study should be interpreted within the software environment evaluated here.

In this paper, independent private blockchain networks based on Hyperledger Besu
are created for each consensus algorithm. Each private network consists of four nodes, each
running in its own isolated Docker-based virtual network. These networks are positioned
completely isolated from one another, while the nodes are interconnected through fixed
peer addresses defined in the static-nodes.json file. On each Besu node, a metrics
endpoint (metrics-port 9545) is enabled to allow Prometheus to collect data. Since the
number of validators is restricted to four, the present experiments cannot be considered
as an empirical test for scalability either on a network level or on a validator level. This is
particularly important for BFT algorithms because their communication cost increases as
the number of validators increases. Thus, the results cannot be generalized to larger sets of
validators. This controlled configuration was selected to isolate protocol-level performance
differences; the reported results are therefore specific to the four-node, fixed-block-period
environment and do not extend to dynamic or geographically distributed deployments.

To ensure the reliability and statistical significance of the experimental findings, each
consensus protocol was evaluated using repeated trial runs under identical conditions. For
each consensus algorithm, the 5000-transaction burst workload was executed independently
10 times under identical experimental conditions. Repeated-run summary statistics and
inferential analyses are based on these ten runs, while Table 2 presents the results of a
single run to illustrate the transaction-level performance profile under the benchmark
configuration. The use of a fixed workload enables a controlled comparison of protocol
behavior rather than workload-driven variance. All experiments were carried out using
four nodes and identical hardware and network environments. For Clique, QBFT, and
IBFT 2.0, the configured block-production period was 2 s, whereas Ethash was evaluated
using the fixed difficulty value 0x1. No changes were made to node count, block interval,
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validator set, or leader rotation behavior, as the goal of this study was to isolate and
compare the intrinsic performance characteristics of IBFT2, QBFT, Clique, and Ethash
under strictly equivalent operating conditions. This approach eliminates confounding
variables and ensures that the observed performance differences arise solely from the
consensus mechanisms themselves rather than topology or configuration inconsistency.

Table 2. Performance Metrics of Consensus Algorithms under Distributed Burst Benchmark.

Median Latency 95. Percentile Max Latency

Algorithm P50 (ms) P95 (ms) (ms) Approxips
IBFT 2.0 8303 29,677 39,546 110.047
QBFT 7145 31,352 39,514 109.970
Clique 1006 1859 2003 211.533
Ethash 861,527 1,402,733 1,432,008 3.449

5.2. Monitoring Infrastructure

A centralized monitoring infrastructure utilizing Prometheus and Grafana is estab-
lished to improve the traceability and observability of the testing process. Prometheus
and Grafana services are integrated into the experimental environment to enhance the
system’s measurement and monitoring capabilities. Through these services, key metrics
such as CPU and memory usage, block-production time, network latency, and transaction
throughput are collected in real time and incorporated into the evaluation process.

Prometheus is configured to gather metric data from all nodes every 2 s. The aggre-
gated data are visualized on Grafana through dynamic dashboards. These dashboards
display critical performance indicators, including block-production time, CPU and memory
utilization, network synchronization status, and TPS, in real time.

Dedicated genesis files are produced for each consensus protocol. For Clique, QBFT,
and IBFT 2.0, the relevant genesis parameters were configured with a 2 s block-production
period, whereas the Ethash configuration used the fixed difficulty value 0x1, while the
epoch and timeout parameters are adjusted based on the structural attributes of each consen-
sus type. This configuration facilitates a comparative evaluation of deterministic (Clique)
and Byzantine Fault Tolerant (QBFT, IBFT 2.0) algorithms under identical conditions.

Every private blockchain network established in the experimental environment con-
sists of four nodes, all initialized with identical genesis configurations. This framework
ensures that each network starts from a uniform initial state and that all nodes operate
under identical chain parameters.

Each node is configured with the following startup parameters:

4 -rpc-http-enabled

4 -rpc-http-api = ETH,NET,IBFT,WEB3
* -metrics-enabled

® -metrics-port = 9545

¢ -sync-mode = FULL

The applied configuration enables the collection of both intra-network communi-
cation metrics and system-level performance indicators. In particular, the parameters
-metrics-enabled and -metrics-port allow Prometheus to collect data in time-series
form. Using the Prometheus metrics obtained, values such as network latency, block-
production time, and finality (the time required for transactions to become final) are
derived. These metrics are used for the quantitative comparison of performance differences
among the various consensus algorithms under dynamic conditions.
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5.3. Docker-Based Isolation and Topology

The experimental environment is configured in an isolated manner using Docker
containers. Each test network is executed on independent container clusters. Network
traffic, transaction load, and resource usage can be analyzed separately without interacting
with one another. Also, we enable the observation of transaction-load handling behavior
under the fixed network topology and allow reliable comparison of the performance
differences exhibited by various consensus algorithms under load.

In addition, Prometheus and Grafana services are integrated into the experimental
environment to enhance the system’s measurement and monitoring capabilities. Through
these services, key metrics such as CPU and memory usage, block-production time, network
latency, and transaction throughput are collected in real time and incorporated into the
evaluation process.

5.4. Throughput Performance Analysis

The experimental results show that the four different consensus protocols exhibit
distinct performance characteristics under identical hardware and network-topology condi-
tions. In each test, 5000 transactions are submitted as a burst workload, and no transaction
failures are observed. The results demonstrate that all networks operate stably across their
verification, nonce management, and block-creation processes. In addition, synchronization
protocols ensure consistent transaction pool management across participating nodes.

Approximate TPS indicates the transaction-processing capacity of the system. Through-
put represents the number of transactions a blockchain system can process per unit time [43].
In this study, TPS is evaluated using an end-to-end burst throughput definition rather than
a block-level or sliding-window metric. The TPS calculation is defined as:

Nsuccess
TPSpurst = ®)
tlast_included - tfirst_submitted

In Equation (5), Nsuccess denotes the total number of successfully processed transac-
tions within a single burst workload. tst submitted epresents the timestamp at which the
first transaction in the burst is broadcast to the network, while #}55t included COrresponds to
the block timestamp of the last transaction successfully included in the blockchain. This
definition captures the effective end-to-end transaction-processing capacity under high-
load conditions by incorporating both transaction queuing latencies and block-production
dynamics. Higher TPS values indicate faster completion of burst transaction workloads
from the client’s perspective.

Table 2 contains the performance values on 1 run obtained under identical hardware,
network-topology, and test conditions for the selected consensus algorithms.

IBFT 2.0 provides a consistent latency profile. The measurements record a median
(P50) transaction-inclusion latency of 8303 ms, a P95 latency of 29,677 ms, and a maximum
latency of 39,546 ms. Short-term latencies are observed during time-synchronization or
view-change phases. The short block interval (2 s) and the use of four validator nodes
enable IBFT2 to generate a high transaction throughput.

QBFT, with a median (P50) transaction-inclusion latency of 7145 ms, exhibits a slightly
lower median latency than IBFT 2.0, although the P95 latency increases slightly to 31,352 ms.
The maximum latency is measured as 39,514 ms, which is almost identical to that of IBFT 2.0.
In terms of TPS, the value of 109.970 TPS indicates that QBFT operates at efficiency levels
comparable to those of IBFT 2.0.

Clique exhibits the characteristic properties of a PoA structure, and the results clearly
show how this structure is reflected in performance. The median (P50) transaction-inclusion
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latency of 1006 ms, the P95 latency of 1859 ms, and the maximum latency of 2003 ms demon-
strate that Clique operates with minimal latency in the transaction-validation process.

As a consequence of this low-latency profile, Clique reaches approximately 211.533 TPS,
achieving the highest transaction capacity among all algorithms. The experimental results
are consistent with the 2 s block period defined in the genesis configuration, which explains
the periodic throughput pattern observed in the time-series analysis.

The Ethash algorithm shows high latency metrics, with a median (P50) transaction-
inclusion latency of 861,527 ms and an estimated capacity of 3.449 TPS, indicating substan-
tially lower throughput than alternative algorithms. Figure 1 presents time-series graphs
that compare the block-production attributes, stability metrics, and operational efficacy of
each method, providing a direct visual reference for the subsequent analysis.
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Figure 1. TPS performance.

The graph indicates that Clique achieves the highest throughput, averaging around
217 TPS during the experiment. Its peak value of 464 TPS results from the low latency and
rapid block creation seen in the PoA process. By contrast, although QBFT and IBFT2 deliver
lower throughput, both algorithms display highly consistent block-production patterns
with minimal variation.

Ethash, as depicted in the graph, displays erratic behavior and significant volatility,
with a consistently low average throughput of about 3.4 TPS. This performance arises from
the energy-intensive, competitive nature of the PoW.

As shown in Figure 2, an analysis of the time-dependent TPS behavior from ten
independent experimental runs conducted under uniform conditions for each consensus
algorithm indicates that QBFT and IBFT2 yield highly consistent and periodic throughput
patterns corresponding to the block-production interval. No significant variation in TPS
behavior is noted across multiple trials, demonstrating a high level of temporal consistency.
This stability underscores the efficacy of Byzantine Fault Tolerant consensus systems, whose
deterministic scheduling and synchronization attributes provide reliable and resilient
transaction processing, even under continuous strain. The results for Clique indicate
significantly elevated TPS amplitudes compared with the other treatments. Nevertheless,
these variations maintain structural consistency throughout all repeats, displaying similar
waveform shapes and peak throughput values. Ethash outputs exhibit strong irregularity
and volatility, characterized by TPS values that are sparse and irregularly distributed across
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arather extended time frame. This process engenders significant performance heterogeneity
and constrains effective transaction throughput under similar experimental conditions.

In this study, a comprehensive analysis was conducted to evaluate the impact of
different consensus algorithms on latency and throughput metrics not only through raw
measurements but also in terms of statistical generalizability and significance. First, descrip-
tive statistics for each metric, including the mean and standard deviation, were reported,
together with the coefficient of variation (CV) as an indicator of stability and the 95%
confidence interval (CI). Subsequently, the Kruskal-Wallis H test was employed to as-
sess the statistical significance of differences among groups, Dunn’s post hoc test with
Bonferroni correction was applied to determine which pairs differed, and Cliff’s Delta
effect size analysis was used to quantify the practical magnitude of these differences.
Since single-run results do not provide statistical generalizability, the generalization and
significance interpretations in this study are based on outputs obtained from multiple
experimental repetitions.

QBFT TPS CLIQUE TPS

300
4
& 200

50 4 100

o 10 20 30 40 0 5 10 15 20 25 30
seconds Seconds

ETHASH TPS IBFT2 TPS

) 250 500 750 1000 1250 1500 1750 2000 0 10 20 30 40
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Figure 2. Time-dependent TPS behavior over 10 experimental runs. Different colored lines represent
independent experimental runs for each consensus algorithm.

5.5. Descriptive Statistics: Mean, CV, and 95% CI

Descriptive statistics characterize both the central tendency and the dispersion of the
measurements, thereby making the consistency across 10 runs explicitly observable. In this
study, the following statistical measures are employed:

*  Mean (+/— deviation) expresses the average performance across repeated runs and
its variability.

¢  Coefficient of variation (CV = Std/Mean) enables the comparison of stability across
metrics with different scales.

* A 95% confidence interval (CI) represents the uncertainty interval of the true mean.

Table 3 reports the descriptive statistics for P50 latency across the evaluated con-
sensus algorithms, including base values, deviation ranges, coefficients of variation, and
95% confidence intervals. IBFT 2.0 has a P50 latency of 7591.18 ms, with deviations of
+1173.82 ms/—2677.18 ms. It shows a coefficient of variation of 25.4%, indicating mod-
erate dispersion. The 95% confidence interval is [4914, 8765] ms, reflecting a relatively
wide spread around the mean. QBFT records a P50 latency of 6741.64 ms, with devia-
tions of +1917.36 ms/—2180.64 ms. Its variability is slightly higher than IBFT 2.0, with
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CV =30.4%. The 95% confidence interval [4561, 8659] ms confirms substantial disper-
sion in latency values. Clique demonstrates the lowest P50 base latency of 1005.36 ms,
with deviations of +97.64 ms/—36.36 ms. It also exhibits the lowest variability, with
CV = 6.7%, indicating highly stable performance. The narrow 95% confidence interval
[969, 1103] ms further supports the precision and consistency of its latency measurements.
Ethash shows a markedly higher P50 latency of 1,084,964.36 ms, with large deviations
of +342,747.64 ms/—473,010.36 ms. It has the highest variability among the evaluated
algorithms, with CV = 37.6%. The very wide 95% confidence interval [611,954, 1,427,712]
ms highlights the significant uncertainty and fluctuation in its latency performance.

Table 3. Descriptive Statistics (P50 Latency).

Algorithm Mean (+/—) (ms) CV (%)
+1173.82
IBFT 2.0 7591.18 25.4
—2677.18
+1917.36
QBFT 6741.64 30.4
—2180.64
+97.64
Clique 1005.36 6.7 [969, 1103]
—36.36
+342,747 .64
Ethash 1,084,964.36 37.6
—473,010.36

Note: Bold values indicate the mean. The values shown above and below the mean indicate the positive (+) and
negative (—) deviations from the mean, respectively.

95% CI (ms)

[4914, 8765]

[4561, 8659]

[611,954, 1,427,712]

As shown in Table 4, IBFT 2.0 has a P95 base latency value of 28,977.45 ms, and the
deviations are +2321.55 ms/—3785.45 ms. The coefficient of variation of 10.6% indicates a
relatively low level of dispersion. The [25,192, 31,299] ms 95% confidence interval reveals
that the distribution around the mean is limited. QBFT recorded a P95 base latency value of
28,443.91 ms, and its deviations are in the range of +2919.09 ms/ —5489.91 ms. Its variability
is higher than that of IBFT 2.0 (CV = 14.8%). The [22,954, 31,363] ms 95% confidence interval
indicates a noticeable but manageable dispersion in latency values. Clique shows the lowest
P95 base latency value at 1885.36 ms, with deviations of +111.64 ms/—14.36 ms. It also has
the lowest variability, with a CV value of 3.3%. This indicates a highly stable performance.
The narrow [1871, 1997] ms 95% confidence interval supports that the latency measurements
are estimated with high precision and consistency. Ethash has by far the highest P95
base latency value at 2,353,827.45 ms, with deviations of +837,259.55 ms/ —934,326.45 ms.
It has the highest variability among the evaluated algorithms (CV = 37.7%). The very
wide [1,419,501, 3,191,087] ms 95% confidence interval reveals significant uncertainty and
fluctuations in latency performance.

As shown in Table 5, Ethash has an approximate TPS mean of 2.13, which is substan-
tially lower than that of all other algorithms. Its deviations are +1.31/—0.68, and the high
CV value of 46.7% indicates significant variability in throughput. The wide [1.45, 3.44] 95%
confidence interval further confirms the instability of its performance. IBFT 2.0 achieves
an approximate TPS mean of 109.68, with deviations of +1.44/—0.49. Its CV value of 0.9%
indicates a highly stable throughput profile. The narrow [109.19, 111.12] 95% confidence
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interval supports the consistency and reliability of its performance. QBFT records a sim-
ilar approximate TPS mean of 110.12, with deviations of +2.15/—0.84. It maintains low
variability with a CV value of 1.4%, indicating stable throughput. The [109.28, 112.27]
95% confidence interval shows a tight distribution around the mean. Clique demonstrates
the highest approximate TPS mean at 192.30, yielding greater average throughput than
IBFT 2.0 and QBFT. Its deviations are +20.70/ —32.14, and the CV value of 13.8% reflects
a higher level of variability. The wider [160.16, 213.00] 95% confidence interval indicates
more pronounced fluctuations across runs compared with IBFT 2.0 and QBFT.

Table 4. Descriptive Statistics (P95 Latency).

Algorithm Mean (+/—) (ms) CV (%)
+2321.55
IBFT 2.0 28,977.45 10.6
—3785.45
+2919.09
QBFT 28,443.91 14.8
—5489.91
+111.64
Clique 1885.36 3.3 [1871,1997]
—14.36
+837,259.55
Ethash 2,353,827.45 37.7
—934,326.45

Note: Bold values indicate the mean. The values shown above and below the mean indicate the positive (+) and
negative (—) deviations from the mean, respectively.

95% CI (ms)

[25,192, 31,299]

[22,954, 31,363]

[1,419,501, 3,191,087]

Table 5. Descriptive Statistics (Approximate TPS).

Algorithm Mean (+/—) (TPS) CV (%) 95% CI
+1.44

IBFT 2.0 109.68 0.9
—0.49
+2.15

QBFT 110.12 14
—0.84
+20.70

Clique 192.30 13.8
—32.14
+1.31

Ethash 2.13 46.7 [1.45, 3.44]
—0.68

Note: Bold values indicate the mean. The values shown above and below the mean indicate the positive (+) and
negative (—) deviations from the mean, respectively.

[109.19, 111.12]

[109.28, 112.27]

[160.16, 213.00]

5.6. Non-Parametric Global Significance Test

Classical parametric methods (e.g., ANOVA) rely on assumptions of normality and
homogeneity of variances. In this study, to avoid imposing these assumptions given the
distributional characteristics of the measurements and/or the sample structure, the rank-
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based non-parametric Kruskal-Wallis H test was employed. This test evaluates inter-group
differences based on the ranks of the observations rather than the raw values, thereby
providing a more robust comparison.

Hypotheses

Hy: The distributions of the relevant metrics are identical across all consensus algorithms.
Hjy: At least one consensus algorithm exhibits a different distribution.

The Kruskal-Wallis results presented in Table 6 indicate statistically significant differ-
ences among the consensus algorithms across all evaluated metrics. Specifically, for the P50
metric, H = 32.94 with p = 3.32 x 107 was obtained; for the P95 metric, H = 32.949 with
p = 3.30 x 10~7; for approximate TPS, H = 32.933 with p = 3.33 x 10~7; and for peak TPS,
H = 37.969 with p = 2.87 x 10~8. Since all associated p-values are well below the 0.001
significance level, the null hypothesis (Hp: the group distributions are identical) is rejected
for each metric. This result confirms that the consensus algorithms are not only observably
but also statistically strongly differentiated in terms of latency and throughput metrics.

Table 6. Kruskal-Wallis Global Significance.

Metric H p-Value

P50 (ms) 32.94 3.32 x 1077
P95 (ms) 32.949 3.30 x 1077
ApproXips 32.933 333 x 1077
Peakips 37.969 2.87 1078

5.7. Dunn’s Post Hoc and Bonferroni Correction

The Kruskal-Wallis test only indicates that at least one group differs and does not
identify which specific group pairs exhibit significant differences. Therefore, Dunn’s test
was applied as a post hoc analysis in addition to the Kruskal-Wallis test. To control the
risk of spurious significance arising from multiple pairwise comparisons, the Bonferroni
correction was employed, and the adjusted p-values were reported as p;.

The results in Table 7 indicate that several pairs exhibit statistically significant differ-
ences at the level of pyy; < 0.05 for the P50, P95, and approximate TPS metrics. In particular:

e  For P50 and P95 latency, the Clique-Ethash comparison is extremely strong (paq; =
5.7 x 1078).

e  For approximate TPS, the Clique-Ethash comparison is again very strong (p,q4; =
5.74 x 1078).

¢ For peak TPS, it is observed that the significant differences are concentrated especially
between Clique and the other algorithms.

The post hoc analysis conducted in this study provides a statistical foundation for the
arguments in the manuscript regarding which algorithm differs from which. Through the
use of multiple-comparison correction, the reliability of the results is increased.

https://doi.org/10.3390/app16199631


https://doi.org/10.3390/app16199631

Appl. Sci. 2026, 16, 9631 23 of 38
Table 7. Dunn’s Post Hoc Significant Pairs.
Metric Group 1 Group 2 z Paaj (Bonf.)
P50 (ms) QBFT CLIQUE 2.812 0.0296
P50 (ms) QBFT ETHASH —2.926 0.0206
P50 (ms) CLIQUE ETHASH —5738 5.74 x 10~8
P50 (ms) CLIQUE IBFT2 —2.926 0.0206
P50 (ms) ETHASH IBFT2 2.812 0.0296
P95 (ms) QBFT CLIQUE 2.927 0.0205
P95 (ms) QBFT ETHASH —2.812 0.0295
P95 (ms) CLIQUE ETHASH —5.739 571 x 1078
P95 (ms) CLIQUE IBFT2 —2.812 0.0295
P95 (ms) ETHASH IBFT2 2.927 0.0205
approXips QBFT CLIQUE —2.831 0.0279
approXips QBFT ETHASH 2.907 0.0219
approXips CLIQUE ETHASH 5.738 574 x 1078
approXips CLIQUE IBFT2 2.907 0.0219
approXips ETHASH IBFT2 —2.831 0.0279
peakips QBFT CLIQUE —5.031 293 x 107°
peakips CLIQUE ETHASH 5.031 2.93 x 107°

5.8. Cliff's Delta Test for Effect Size

p-values alone indicate the existence of a difference but do not convey how large
or practically meaningful that difference is. To assess the magnitude and practical sig-
nificance of the observed differences, Cliff’s Delta (6), an effect size measure suitable for
non-parametric pairwise comparisons, was computed in this study. Cliff’s Delta expresses
the degree of separation between two group distributions in probabilistic terms. Values
of 6 =1 or é = —1 indicate that the observations of one group are completely dominant
over those of the other, corresponding to maximal separation. For all comparisons reported
in Table 8, 6 = 1.0 was obtained and the magnitude was classified as large. This finding
demonstrates that the choice of consensus algorithm plays a practically decisive role in
terms of latency and throughput.

Table 8. Cliff’s Delta Effect Sizes.

Metric Group 1 Group 2 ¢ (Cliff) Magnitude
P50 (ms) QBFT CLIQUE 1.0 large
P50 (ms) QBFT ETHASH —-1.0 large
P50 (ms) CLIQUE ETHASH —-1.0 large
P50 (ms) CLIQUE IBFT2 -1.0 large
P50 (ms) ETHASH IBFT2 1.0 large
P95 (ms) QBFT CLIQUE 1.0 large
P95 (ms) QBFT ETHASH —-1.0 large
P95 (ms) CLIQUE ETHASH -1.0 large
P95 (ms) CLIQUE IBFT2 -1.0 large
P95 (ms) ETHASH IBFT2 1.0 large
approXips QBFT CLIQUE -1.0 large
approXips QBFT ETHASH 1.0 large
approXips CLIQUE ETHASH 1.0 large
approXips CLIQUE IBFT2 1.0 large
approXips ETHASH IBFT2 -1.0 large
peakips QBFT CLIQUE -1.0 large
peakips CLIQUE ETHASH 1.0 large
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5.9. System Resource Utilization Analysis

Figure 3 illustrates the time-series characteristics of CPU and memory utilization for
the evaluated consensus algorithms. The graphs are essential for illustrating how the nodes
use system resources during transaction validation, block production, and synchronization
procedures throughout the experiment.

Memory usage across all protocols consistently falls within the 42.3-43.3% range. The
proximity of these values suggests that the memory demands of the consensus methods are
relatively consistent and largely unaffected by the underlying architecture. The server in
the test environment, equipped with 128 GB of physical memory, exhibits a consumption
ratio that also accounts for background activities active under idle conditions. The minimal
fluctuation in memory utilization indicates that the techniques do not impose additional
memory overhead and do not pose an operational limitation on scalability. Average CPU
utilization remains between 20.5% and 24.2%. However, the CPU time-series data display
notable differences among the protocols.

QBFT demonstrates the most consistent CPU utilization pattern. The graph shows a
low-variance CPU curve over time, indicating that QBFT maintains an equitable distribu-
tion of computational load throughout the validation and block-production stages. The
BFT-based architecture ensures frequent message rounds, thereby reducing abrupt CPU
spikes. IBFT 2.0, although similar to QBFT in average usage, exhibits significant peaks of
40-50% during specific time intervals. These oscillations may be linked to brief intervals
during which view alterations or rigorous validation processes are initiated. This suggests
that the high-throughput benefit of the IBFT 2.0 algorithm may lead to immediate surges in
CPU load.
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Figure 3. CPU-memory performance.

Ethash, owing to its Proof-of-Work architecture, demonstrates the most variability in
CPU utilization. The CPU curve fluctuates significantly, indicating that hash-calculation
activities consistently and erratically tax the machine. The significant variance aligns with
the energy-intensive and computationally demanding nature of PoW techniques. Clique
exhibits low CPU utilization; however, it shows greater short-term variability than BFT-
based protocols. The rotation of leaders and the block-production cycle induce intermittent
minor surges in CPU usage, in association with leader rotation and the configured block-
production cycle.

Figure 4 illustrates how memory usage changes over time for four different workloads
across ten independent experimental runs. According to the results, memory usage initially
goes through a short adaptation phase and then stabilizes within a workload-specific band.
In the QBFT process, memory usage stabilizes early and shows no clear directional change
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over time. Differences between experiments remain limited, with each run maintaining
its own level. This indicates that QBFT does not generate additional memory demand as
execution time increases and that its memory footprint is predictable. Although one curve
at the lower level deviates from the others, this difference does not grow over time and
remains stable. Clique memory usage reaches equilibrium rapidly at the beginning of the
experiments and then remains flat within a narrow range. There is no clear convergence
between runs; each condition preserves its own memory level. The Ethash panel clearly
differs from the other three workloads. Memory usage increases gradually over time, and
especially in long runs, the lower curve approaches the upper bound. The increase is not
abrupt but stepwise and time-dependent. IBFT2 exhibits memory usage within a narrow
and regular band. No consistent increasing or decreasing trend is observed over time. The
ordering between experiments is largely preserved, with curves progressing in parallel.
This behavior shows that IBFT2 provides a stable memory profile in both short- and long-
term executions. For QBFT, Clique, and IBFT2, memory usage is largely independent
of time, whereas Ethash stands out with increasing memory demand as runtime grows.
This difference indicates that evaluations based on a single average memory value can be
misleading, particularly for Ethash-like workloads.
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Figure 4. Memory utilization over time across multiple independent runs. Different colored lines
represent the individual experimental runs for each consensus algorithm.

Figure 5 shows how CPU usage changes over time under four different workloads
across ten independent experimental runs. A common pattern observed in all panels is a
brief period of high CPU usage and fluctuation at the beginning of execution, followed by a
transition to a lower and more stable level. This indicates that initial setup and synchroniza-
tion costs diminish over time. In the QBFT panel, CPU usage reaches a pronounced peak at
the start, but this increase quickly subsides. Although high-amplitude fluctuations are ob-
served in the first few seconds, the system rapidly settles at an approximately constant level.
As time progresses, differences between runs narrow and the curves converge. The results

https://doi.org/10.3390/app16199631


https://doi.org/10.3390/app16199631

Appl. Sci. 2026, 16, 9631

26 of 38

indicate that QBFT imposes a limited and predictable CPU load during long-term operation.
In the Clique experiments, initial CPU usage is both more variable and spread over a wider
range. This variability decreases over time, and usage converges into a narrower band.
This suggests that Clique generates a higher computational load during the initial execu-
tion phase, but CPU demand stabilizes once steady state is reached. Despite long-term
execution, Ethash CPU usage generally remains within a stable band. Although short-lived
peaks are observed at the beginning, these effects are quickly dampened and usage remains
largely flat. No significant increasing or decreasing trend in CPU consumption is observed
over time. IBFT2 exhibits sharp but short-lived CPU spikes during the initial phase. These
spikes quickly subside, and the system transitions to a more stable operating regime. In
the steady state, CPU usage stays within a narrow range, with curves from different runs
progressing largely in parallel. This indicates that IBFT2 produces a consistent processing
load after the initial overhead. The main differences among workloads are concentrated in
the duration of the transition period and the magnitude of the initial peaks. Experimental
results show that CPU provisioning should account for the startup phase in particular, and
that average CPU usage alone is not a sufficient indicator for long-running workloads.
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Figure 5. CPU utilization over time across multiple independent runs. Different colored lines
represent the individual experimental runs for each consensus algorithm.

Table 9 presents CPU and memory (Mem) usage data for the consensus algorithms
(C.A)) throughout the experiment, including minimum, average, and maximum values.
The experimental results indicate that all algorithms exhibit comparable memory consump-
tion. However, CPU utilization peaks higher in IBFT 2.0 and Ethash, resulting in a more
pronounced periodic stress on system resources.

Figure 6 illustrates a comparison of consensus methodologies for peak disk write
throughput. This measure is a crucial performance indicator, representing the maximum
data volume that nodes can write to disk during intensive transaction processing. The
rate of block formation, transaction volume, and computing characteristics of the consen-
sus mechanism directly influence disk I/O activity. This analysis is essential for under-
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standing the resource use profiles of the evaluated designs. The vertical axis illustrates
peak disk write throughput in MB/s, enabling a direct comparison of approaches on a
consistent scale.

Table 9. CPU and Memory Performance of Consensus Algorithms.

C.A. CPU Min CPU Mean CPU Max Mem Min Mem Mean Mem Max
QBFT 19.05% 23.623% 37.21% 42.33% 42.498% 42.62%
Clique 19.93% 24.170% 40.55% 42.51% 42.641% 42.76%
Ethash 16.43% 20.516% 31.29% 42.61% 42.820% 43.25%
IBFT 2.0 19.23% 23.350% 36.00% 42.87% 43.016% 43.12%

Ethash exhibits the highest peak disk write performance, reaching approximately
25 MB/s, indicating a significantly increased disk I/O requirement during peak activity.
Clique, however, attains a significantly lower peak value of approximately 14 MB/s, signi-
fying reduced disk write pressure and enhanced disk utilization during block formation.
IBFT2 demonstrates the lowest peak disk write throughput at around 12 MB/s, indicating
minimal disk I/O demands and a more storage-efficient execution profile. QBFT maintains
a median state, attaining a peak disk write throughput of roughly 15 MB/s, signifying
moderate disk consumption.
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Figure 6. Consensus algorithm peak disk I/O performance. Marker colors are used for better
reader experience.

Energy usage was measured using pyRAPL (v0.2.3.1), which accesses the Intel Run-
ning Average Power Limit (RAPL) counters through the powercap subsystem of Linux
(/sys/class/powercap/intel-rapl). The measurements were taken for the PKG (CPU Pack-
age) domain of a single Intel Core 19-14900KS socket (Intel Corporation, Santa Clara, CA,
USA), whereby the counter reading is performed before and after each benchmark run,
meaning that one energy measurement corresponds to the whole run. RAPL gives energy
usage in microjoules, while these numbers have been converted to kilojoules. Because
RAPL aggregates power on a socket basis, the values given account for all processes run-
ning on the system during the run—the four Besu containers, the Prometheus and Grafana
containers, and the benchmark client—and thus correspond to CPU package energy on the
host being experimented with, rather than per node or overall system energy. Contribu-
tions to energy usage by hardware not contained in the CPU package, such as the GPU,
storage, networking, and losses in the power supply, have not been captured by RAPL.
Because RAPL reports cumulative CPU-package energy over the measurement interval,
the total energy reported for each run depends on the duration of that run and should not
be interpreted as energy attributable to individual transactions.
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Figure 7 shows the distribution of package energy consumption across consensus
algorithms over ten runs. When the energy values are converted to kilojoules, IBFT2
exhibits the lowest energy cost and the highest stability, with a mean consumption of
9.40794 + 0.14340 k] and a coefficient of variation of 1.5%. The measurements cluster
within a narrow band of 9.20329-9.71754 kJ. QBFT has a similar mean level; however, with
9.67814 + 0.66979 kJ and a coefficient of variation of 6.9%, it shows a wider dispersion com-
pared with IBFT2. The values are spread over a range of 9.27266-11.51678 kJ. Clique shows
a more limited distribution than QBFT, with a mean consumption of 10.76022 + 0.48792 k]
and a coefficient of variation of 4.5%. The energy band is observed in the range of
10.32315-12.05113 kJ. Ethash, on the other hand, diverges markedly, with a mean con-
sumption of 34.36700 + 20.95630 k] and a coefficient of variation of 61.0%. It is distributed
over a wide range, such as 9.84874-61.55814 kJ. The fact that the Ethash algorithm produces
observations extending to high values and has a pronounced spread indicates that its
energy consumption is more sensitive to experimental conditions and less predictable
across runs. In contrast, the concentration of IBFT2 measurements within a narrow range
demonstrates high consistency in energy consumption and reveals a more stable profile in
terms of energy efficiency.
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Figure 7. Energy Consumption distribution by consensus algorithm. Marker colors are used for
better reader experience.

5.10. Network Traffic Analysis

In Figure §, time-series outbound network traffic (Net Sent, MB/s) for the compared
consensus algorithms is presented. In the graphs, along with the raw transmission rate,
five-second moving averages (5 s MA) are used to display smoothed trends of short-term
fluctuations. All reported traffic patterns and averages are derived from the results of 10 in-
dependent experimental runs. This visualization provides a comparative representation
of the network load generated by the protocols based on block propagation, signature-
verification traffic, and messaging intensity.

The Clique protocol produces the highest network traffic among all algorithms, with
approximately 2.6 MB/s outbound and 5.5 MB/s inbound on average. This situation results
from the frequent transmission of large data packets due to the short block period and
the leader-rotation mechanism in the deterministic Proof-of-Authority structure of Clique.
This high traffic level is an important characteristic that can increase communication costs,
especially in multi-node networks.

The Ethash configuration generally exhibits relatively low average network through-
put but pronounced short-duration traffic peaks. The mean outbound traffic rate is
2.02 MB/s, whereas the maximum reaches 34.52 MB/s, corresponding to approximately
17.1 times the mean value. Similarly, the inbound traffic rate increases from a mean of
1.68 MB/s to a maximum of 34.14 MB/s, approximately 20.3 times its mean value. These
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measurements demonstrate substantial temporal variability in aggregate network traf-
fic. However, the monitoring infrastructure records aggregate transmitted and received
throughput and does not separately classify block propagation, transaction broadcast,
peer synchronization, or other protocol-level messages. Consequently, the observed peaks
cannot be attributed reliably to a specific Ethash protocol event from the available measure-
ments. A detailed decomposition would require packet- or message-level tracing and is left
for future work.
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Figure 8. Network sent throughput across consensus algorithms. The red dashed line indicates the
5-s moving average.

QBFT and IBFT 2.0 protocols exhibit a similar traffic structure and operate in the
range of approximately 2-3 MB/s outbound and 3-4 MB/s inbound on average. The
experimental results show that the regular messaging phases (pre-prepare, prepare, and
commit) of BFT-based algorithms create a predictable and balanced load on the network.
In addition, the trend followed by the moving averages indicates that the traffic variance
of these two algorithms is low and that their communication efficiency demonstrates
high stability.

Table 10 summarizes the average and maximum values of the data-sending (Net
Sent) and data-receiving (Net Recv) rates of consensus algorithms (C.A.) on the network.
Clique exhibits the highest average bandwidth usage on both sending and receiving sides,
while Ethash produces irregular but very high peak values (burst traffic). QBFT and
IBFT2 have a medium-level communication load with a more balanced and predictable
network-traffic profile.

Table 10. Data Transmission and Reception Rate Measurements.

CA Net Sent Net Sent Net Recv. Net Recv.
o Mean (MB/s) Max (MB/s) Mean (MB/s) Max (MB/s)
QBFT 2.14 3.85 3.79 7.96
Clique 2.57 4.58 5.48 11.03
IBFT 2.0 2.18 447 3.84 8.67
Ethash 2.02 34.52 1.68 34.14

5.11. Inclusion Latency Performance Analysis

Inclusion latency represents the time elapsed from the moment a transaction is submit-
ted to the network until it is included in the selected block, and it is a critical performance
indicator. This metric directly affects the following aspects:

*  Transaction-handling capacity of the network;
. User experience;

https://doi.org/10.3390/app16199631


https://doi.org/10.3390/app16199631

Appl. Sci. 2026, 16, 9631

30 of 38

*  Finality speed;
¢ Suitability for real-time applications;
*  Security—performance balance.

Figure 9 shows the inclusion latency distributions of the compared consensus algo-
rithms. The shape of the latency histograms provides important indications not only about
system performance but also about the architectural properties of the consensus protocol,
the behavior of its timers, and the leader-selection mechanism.

The QBFT algorithm shows a distribution concentrated in the 0-5 s latency range,
forming a noticeable clustering. Although most samples accumulate at low latency values,
a long tail extending up to 40 s is observed. This indicates that QBFT provides low latency
under normal conditions but can occasionally experience latency spikes.

The IBFT 2.0 histogram presents a distribution concentrated in the 1-10 s range and
gradually decreasing as the latency increases. The maximum latency reaches 35 s. However,
it exhibits lower variance compared with QBFT. It is understood that the deterministic
finality mechanism of IBFT 2.0 is largely stable, although latency extensions can occur at
certain times due to view-change events or late validator responses.
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Figure 9. Inclusion latency distribution comparison.

In the Clique algorithm, the latency distribution forms an almost uniform line between
0 and 2 s. This flat distribution shows that transaction latency is tightly bound to the
deterministic block-production cycle determined by the blockperiodseconds=2 parameter
rather than to network dynamics. Therefore, the variance of the latency is extremely low,
and transaction confirmation times are shaped mostly according to the block scheduler.

In Ethash, latency values lie in a wide spectrum between 100 and 1400 s, and the dis-
tribution exhibits irregular jumps in clustered forms. This appearance is a direct reflection
of block-production times that depend on random hash solving. The high variance and
strongly right-skewed structure in the distribution stem from the non-deterministic nature
of block production.
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6. Discussion

However, the aforementioned discrepancies can be considered from the perspective
of protocol characteristics that differ from the measurements. Indeed, the reported median
latency of 1005.36 ms and 95th percentile (P95) of 1885.36 ms for Clique are not related to
low message complexity: Under the fixed four-validator topology, differences in messaging
complexity are not expected to dominate the multi-second inclusion latency differences
observed here; however, message-level consensus latency was not measured separately. In
Clique, block production does not require the multi-round quorum-certificate assembly used
by QBFT and IBFT 2.0. Therefore, under the evaluated four-validator configuration, the
configured block-production schedule is expected to be a major contributor to the observed
inclusion latency profile. Although a uniformly distributed transaction-arrival process would
theoretically yield a median waiting time of approximately B/2 for a block period B the
present experiment uses a burst workload rather than uniform arrivals. Therefore, the
observed median and P95 values should not be interpreted as a direct validation of this
analytical model. Nevertheless, their magnitude is consistent with the configured 2 s block-
production schedule being an important contributor to Clique’s observed inclusion latency
profile. The higher median inclusion latencies observed for QBFT and IBFT 2.0 are consistent
with additional transaction-pool waiting and quorum-based block-production dynamics
under the evaluated workload. However, because message-level consensus latency was not
independently instrumented, the relative contribution of voting overhead and transaction-
queue draining cannot be quantified separately from the available measurements.

Ethash differs from all three scheduled protocols by lacking the block scheduler. Block
production happens as the memoryless search of the nonce space, so the distribution of
the inter-block intervals is exponential with unity coefficient of variation and unbounded
support, whereas all deterministic schedulers have near-zero coefficient of variation. This
characteristic is likely to contribute substantially to the broader and more variable latency
distribution observed for Ethash under the evaluated configuration. Residual waiting time
for the next block does not depend on the elapsed waiting time, so no bounded worst
case exists, contrary to Clique where it is constrained by the block period by construction.
Blocks admit transactions en masse and have a single block timestamp, so the latency
histogram in Figure 9 shows superposition of discrete mass points separated by the ex-
ponentially distributed gaps, explaining the irregular clusters. With saturation, the size
of the block increases proportionally to the previous inter-block interval; thus, the Ethash
configuration also exhibits pronounced peak-to-average variation in aggregate network
traffic. However, because the monitoring infrastructure records aggregate transmitted and
received throughput, the observed traffic peaks cannot be decomposed reliably into block
propagation, transaction broadcast, peer synchronization, or other protocol-level message
classes. The network-traffic and latency observations should therefore be interpreted as
concurrent aggregate characteristics of the evaluated Ethash configuration rather than as
measurements of the same specific protocol event. The high run-to-run variability observed
in Ethash energy consumption should similarly be interpreted as a run-level measurement
and not as energy attributable to a single protocol event.

According to the experimental results, the selection of a consensus mechanism cannot
be made based on a single metric and requires a multidimensional evaluation that includes
performance, security, resource efficiency, inclusion latency, and intended use. In this
context, the obtained data clearly show that protocol selection in blockchain-based system
design is a strategic and contextual decision.

Throughput analysis enables a scientific assessment of which structure is more suitable
for specific use cases. In addition, since not only high average TPS values but also the
level of fluctuation over time are critically important for system stability and sustainability,
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throughput analysis provides a significant contribution to stability and reliability evalua-
tions. The results also serve as a design guide for real-world applications. Furthermore, the
analysis makes visible the effects of system-design parameters such as block-production
times, messaging costs, and the number of validators on throughput, thereby clearly
demonstrating the architectural implications of consensus-mechanism selection. The ability
of throughput graphs to concretize performance trends, sudden drops, peak points, and
systematic patterns provides strong visual evidence beyond verbal or textual explanations
and increases the reliability and analytical depth of scientific reporting.

Experimental results obtained in the Throughput Performance Analysis show that BFT-
based consensus protocols provide balanced performance in private blockchain applications
in terms of high transaction volume, low latency, and fault tolerance. In this context,
IBFT 2.0 and QBFT algorithms achieve rapid agreement among network nodes and exhibit
stable performance under the evaluated transaction load and fixed four-node topology.
The deterministic finality property of the IBFT 2.0 algorithm guarantees that blocks are
confirmed irreversibly and, together with its low latency, makes this protocol a highly
suitable structure for private (permissioned) blockchain networks.

The results further confirm that QBFT is a stable alternative for applications requiring
low latency. They also show that QBFT exhibits smoother CPU and block-production
behavior than IBFT 2.0, which produces short validation-driven peaks (Figure 5). Under
the BFT architecture, QBFT is able to maintain system stability by limiting latency variance
even when the transaction load increases. The fact that TPS levels are not as high as those
of Clique indicates the latency cost of BFT protocols, which require multi-step messaging
among validators.

The performance differences observed among the evaluated protocols are closely
associated with the architectural characteristics of their underlying consensus mechanisms,
particularly validator participation, message-exchange requirements, finality properties,
and trust assumptions. Clique achieves the highest throughput and lowest inclusion
latency in the evaluated environment because block production is coordinated by a prede-
fined set of authorized signers without requiring the multi-round quorum communication
employed by BFT-based protocols. The resulting reduction in coordination overhead
improves transaction-processing efficiency while concentrating validator admission and
block-production authority within the authorized signer set, thereby making decentraliza-
tion dependent on signer governance and distribution. QBFT and IBFT 2.0 incur higher
communication overhead because deterministic finality and Byzantine fault tolerance are
maintained through quorum-based voting under the N > 3f + 1 condition. Ethash follows
a distinct operating model in which computational competition and an honest-majority
hash-power assumption replace validator-based voting, resulting in substantially higher
computational cost, energy consumption, and transaction latency. The controlled four-
node private-network implementation of Ethash with fixed mining difficulty characterizes
performance and resource behavior under the benchmark configuration rather than the
decentralization or adversarial security properties of a public PoOW network. Clique’s
measured performance advantage within the evaluated permissioned environment is there-
fore attributable primarily to the lower coordination cost of the authorized-signer model
and must be interpreted together with the corresponding validator-governance, trust, and
finality assumptions.

Resource usage analysis enables the evaluation of performance not only through high-
level outputs such as latency and throughput but also together with the computational
load on the hardware. In particular, in corporate private blockchain applications, when
selecting a consensus algorithm, metrics such as peak loads on the processor, characteristic
fluctuation behavior, and the scalability of memory usage directly affect operational costs,
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energy efficiency, and the design requirements of node architecture. When evaluated from
this perspective, QBFT provides the most predictable structure operationally due to its
CPU stability, while IBFT2 includes periodic CPU peak points despite its high performance.

Clique appears suitable for lightweight networks due to its relatively low CPU load.
Ethash stands out as the most disadvantageous algorithm in terms of energy cost and
resource efficiency because of its high CPU volatility.

Descriptive statistics (Tables 3-5 and 9) make the stability and uncertainty of the
measurements visible. In terms of the repeated-run statistics, significant distinctions in
performance stability can be seen. In regard to the approximate TPS, the values of CV
for IBFT 2.0 and QBFT are 0.9% and 1.4%, respectively, which shows high stability in
throughput performance across ten runs. However, the highest absolute throughput is
shown by Clique, but it is more variable than other protocols (CV = 13.8%), while Ethash
is not only the one with the lowest absolute throughput but also the one with the highest
variability (CV = 46.7%). The same trend is shown by P95 latency, with Clique having the
lowest relative variability (3.3%), then IBFT 2.0 (10.6%), QBFT (14.8%) and Ethash (37.7%).
The Kruskal-Wallis test (Table 6) shows large, globally significant differences across all
metrics among the algorithms. Dunn + Bonferroni post hoc analysis (Table 7) confirms
which pairwise comparisons account for these differences. Cliff’s Delta (Table 8) further
indicates that the effect sizes of these differences are very large. The choice of consensus
algorithm is therefore a statistically validated and practically strong determinant of latency
(P50/P95), throughput (approximate/peak TPS), and energy consumption.

Network traffic analysis results make it possible to evaluate consensus algorithms
not only in terms of transaction latency or throughput but also with respect to network
bandwidth requirements, inter-node communication costs, and transaction-load handling
characteristics under the evaluated topology. For example:

* High communication intensity of Clique can lead to increased costs and greater
bandwidth requirements in larger-scale networks.

e  Ethash exhibits substantially higher peak-to-average network traffic variation than
the other evaluated configurations, indicating less predictable short-term bandwidth
demand under the tested workload.

e  The balanced profile of QBFT and IBFT 2.0 can provide reliable and predictable
network performance in corporate private blockchains.

When the inclusion latency analysis is examined, most of the latency values in the
QBFT and IBFT 2.0 algorithms accumulate at low levels, and the distribution is right-
skewed. This appearance shows that BFT-based algorithms can maintain system stability
even under high transaction load, although latency spikes can occur at certain moments
due to view-change events being triggered. Both IBFT 2.0 and QBFT provide deterministic
finality; therefore, there is no rollback risk for confirmed blocks. In other words, this brings
BFT protocols to the forefront in corporate blockchain applications where reliability is
as critical as scalability. The latency behavior of Clique depends directly on the block
scheduler. The deterministic block-production cycle minimizes latency variance while
constraining the transaction inclusion time to the block period. Short-term latency increases
can occur during leader rotation. Since the finality guarantee of PoA protocols is weaker
compared with BFT protocols, they are generally not preferred in corporate applications
requiring high security, but rather in test environments or private networks with lower
security requirements. Ethash exhibits by far the lowest performance among the tested
algorithms in terms of latency. The presence of both high and irregular latency values is a
natural consequence of the random hash-solving process inherent in the PoW architecture.
Due to probabilistic finality and large latency variance, the usability of Ethash in corporate
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environments is limited. On the other hand, it can still be considered a strong option for
security in public blockchains.

To avoid representing protocol security through a single ordinal category, Table 11
reports the consensus safety assumptions associated with each protocol. QBFT and IBFT 2.0
follow the classical Byzantine fault-tolerance condition N > 3f + 1, whereas Clique relies
on an honest majority of authorized signers and Ethash relies on an honest-majority
hash-power assumption. These entries describe protocol-level assumptions rather than
experimentally measured security outcomes.

The experimental design does not include Byzantine fault injection, malicious-
validator behavior, network-partition scenarios, or adversarial hash-power testing. Accord-
ingly, the protocol-level safety assumptions reported in Table 11 represent analytical prop-
erties of the underlying consensus mechanisms rather than empirically validated security
performance. The experimental evaluation is restricted to measurable operational char-
acteristics, including latency, throughput, energy consumption, resource utilization, and
network behavior under the defined benchmark configuration. Security-related interpreta-
tions are limited to the established fault models, trust assumptions, validator-admission
structures, and finality properties associated with each protocol. Deployment-oriented
conclusions should therefore be interpreted primarily in terms of performance and resource
behavior under the evaluated conditions, while security-critical protocol selection requires
separate adversarial and fault-injection validation.

Table 11. Operational Profiles and Consensus Safety Assumptions of the Evaluated Consensus

Algorithms.
Feature QBFT Clique IBFT 2.0 Ethash
CPU Stability Stable Fluctuating Spiky behavior Noisy
Memory Usage Stable (42-43%) Stable Stable Stable
Network Traffic Medium High Medium Sudden spikes
TPS Medium High Medium Low

Consensus Safety

Honest-majority

Honest majority of hash-power

<1/3 Byzantine

. . authorized signers (N>3f+1) assumption
>

Assumption validators (N > 3f + 1) (f<N/2) (adversarial

hash power < 50%)
Permissioned networks Trusted private Perrr}ls.smned netw(.)rlfs
. L o . requiring deterministic Controlled PoW
Potential Application prioritizing stable environments . : .
. S finality and Byzantine benchmarking and
Context operational prioritizing throughput . .
fault-tolerance comparative evaluation
performance and low latency

assumptions

Table 11 summarizes the operational profiles and protocol-level consensus assump-
tions of the evaluated algorithms. The experimental results characterize CPU stability,
memory usage, network traffic, and throughput, while the consensus safety assumptions
describe the protocol conditions under which agreement is maintained.

7. Conclusions

Comprehensive performance measurements conducted on the same infrastructure
have revealed that different consensus algorithms exhibit distinctly different profiles in
terms of throughput, system resource usage, network traffic, and inclusion latency. Un-
der the evaluated permissioned configuration, Clique achieved the highest measured
throughput and lowest latency; however, this performance advantage is associated with
a restricted authorized-signer model and should therefore be considered together with
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its validator-governance, decentralization, and finality assumptions. QBFT exhibited a
balanced operational profile under the evaluated configuration, with stable CPU behavior,
steady memory consumption, and consistent network efficiency, making it relevant to
permissioned deployments in which predictable resource behavior is an important consid-
eration. IBFT 2.0 similarly provides deterministic finality and Byzantine fault-tolerance
at the protocol level, although its suitability for security-critical deployments cannot be
established from the present experiments and would require dedicated adversarial and
fault-injection evaluation. Ethash, on the other hand, has exhibited energy-inefficient,
unpredictable CPU behavior and a weak throughput performance profile due to the nature
of its PoW architecture, indicating that it is not a practical candidate for modern enterprise,
high-performance, or energy-sensitive blockchain environments. Overall, the results show
that there is no single “best” approach in the selection of a consensus protocol, and the most
suitable architecture must be determined in accordance with the security requirements,
energy efficiency goals, and performance expectations of the application scenario.

Considering an engineering perspective, there is no one protocol that attains the
state of absolute optimality. In the four-node burst workloads tested, Clique offers the best
throughput and lowest latency. Under the evaluated configuration, this result demonstrates
Clique’s strong throughput and latency profile for trusted, performance-oriented private
environments in which its authorized-signer trust model and probabilistic finality are
acceptable; however, Clique is not presented as a current Hyperledger Besu deployment
recommendation because support for it has been removed from recent Besu releases. QBFT
and IBFT 2.0 show comparable throughput under the evaluated workload and share
the same Byzantine fault-tolerance threshold and deterministic-finality property, while
exhibiting different latency variability and CPU-utilization profiles. Ethash, on the other
hand, offers higher latency, variance, and resource consumption, serving as a benchmark
for Proof of Work.

Such findings must be understood within the context of experimental limitations. The
assessment makes use of one artificial workload, which includes 5000 transactions for value
transfer sent as a burst to produce a stress condition for a write-intensive workload, for
comparison of the four protocols under equal conditions, and not because the goal was to
emulate transactions performed by any particular application. Therefore, smart contract
execution, reading, and combined read /write transactions that would be seen in production
systems are not included. The network consists of four co-located nodes with a two-second
period between blocks, and therefore does not represent propagation delays for a wide
area, which means that the relative performance of the protocols will vary in case of larger
validator sets when the cost of BFT message exchanges becomes more significant. The
number of transactions per one burst was kept constant and did not vary, which meant that
per-protocol saturation points were not defined. In the Clique configuration, the maximum
inclusion latency corresponds to a single block period, indicating that the transaction
pool did not accumulate a backlog and that its reported throughput reflects the offered
load rather than a capacity limit. Finally, security properties were defined based on the
protocol properties described in the literature and were not found through any simulation of
attacks. In future work, it is planned to first examine the behavior of consensus algorithms
in different network topologies. In addition, incorporating next-generation consensus
protocols into the experimental framework will make it possible to create a comparative
performance map with existing algorithms. Moreover, building on recent multidimensional
and decision-intelligent approaches to consensus selection [10,11], the development of
artificial intelligence-based prediction models capable of forecasting metrics such as TPS,
latency, resource consumption, and block finalization times will contribute to the creation
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of intelligent decision-support systems that optimize consensus selection according to the
application scenario.
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