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Abstract

Multi-cloud is becoming more challenging to secure as traditional perimeter-based security
models have a hard time protecting workloads running across multiple cloud platforms,
identities, and services. To address this challenge, organizations are shifting to Zero-
Trust Architecture (ZTA), which focuses on constant verification and stringent access
control, coupled with anomaly detection methodologies to gain better visibility and threat
detection in the distributed cloud environment. This paper presents a Systematic Literature
Review (SLR) of anomaly detection approaches in multi-cloud environments and how
these are applied in zero-trust security models. The review is conducted according to the
guidelines of the 2020 Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA 2020), and is based on studies published between 2020 and 2025 selected from
the databases of the following journals: Institute of Electrical and Electronics (IEEE) Xplore,
Science Direct, MDPI, Google Scholar, and the Saudi Digital Library. Studies found on
benchmark datasets such as CICIDS-2017 and UNSW-NB15 are not evaluated, as none
addressed real multi-cloud environments. Although zero trust is highlighted in general,
very few studies have implemented basics of zero trust such as micro-segmentation, identity
federation, and enforcement through policy. Overall, this review identifies gaps around
cross-cloud validation, explainability, and compliance-aware security design, including
lack of attention to regulations such as the GDPR and HIPAA. These findings provide
helpful recommendations for future research and development on practical and security
solutions for multi-cloud environments.

Keywords: zero-trust architecture; federated learning; self-supervised learning; anomaly
detection; multi-cloud security; cloud compliance; policy enforcement

1. Introduction

Enterprise cybersecurity has been fundamentally altered by the accelerated movement
of mission-critical digital workloads to multi-cloud environments, forcing organizations
to reinvent perimeter-centric models of security in favor of context-aware, adaptive, and
zero-trust frameworks [1,2].

Zero trust is a security paradigm which enforces strict least-privilege access and
advocates radical rethinking about of network protection. Zero trust involves never implic-
itly trusting anything or anyone (“never trust, always verify”) by always verifying users,
devices, and services [3].

As artificial intelligence technologies continue to advance faster than traditional secu-
rity controls, machine learning-based anomaly detection is now a critical technology for
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securing dynamic multi-cloud environments. Al-powered anomaly detection technology
uses advanced analytics (federated learning, deep neural networks, and self-supervised
models) to automatically identify bad behavior, deduce intricate attack patterns, and con-
tinuously adapt to new threats in real time while maintaining privacy and regulatory
compliance across heterogeneous environments. The combination of Al and zero-trust prin-
ciples allows for ongoing monitoring, risk-based decision-making, and automated policy
enforcement, leading to a proactive defense architecture that is beyond the limitations of
perimeter-based security and static access controls [4,5].

This paper explores the convergence of Al-based anomaly detection and zero-trust
architectures in multi-cloud environments. The aim is to assess security, performance,
and compliance in today’s cloud ecosystems with respect to key technical challenges such
as secure identity management, segmentation, continuous policy optimization, and scalable
incident response.

This review highlights the urgency of organizations implementing adaptive and
intelligence-driven security architectures that can reduce advanced cyber threats and improve
enterprise resiliency while ensuring regulatory compliance during digital transformation [5].

1.1. Problem Statement

The security challenges in multi-cloud environments are significant, as the systems
and data are spread across various cloud providers, each employing different technolo-
gies, configurations, and access control models. Such distribution makes it challenging
for traditional anomaly detection and perimeter-based security solutions to operate, par-
ticularly against evolving real-time cyber threats. Although zero trust provides more
comprehensive assurances with rigorous and ongoing verification, very few studies fo-
cus on detecting anomalies in multiple cloud platforms at the same time, and none of
the existing frameworks yet combines zero trust with Al-based anomaly detection in a
multi-cloud environment. This gap reduces the ability to proactively and comprehensively
secure multi-cloud infrastructures.

As an architectural method that requires constant verification and tight access control,
zero-trust architectures have become a new standard in the cybersecurity world. However,
most existing research focuses on zero trust from a policy or architectural point of view, with
some limited attention on threats such as anomaly detection techniques. Although some
studies have identified the potential of integrating artificial intelligence and zero trust, these
efforts are often conceptual, rely on isolated datasets, or provide no practical coordination
between different cloud providers.

As a result, there is still no clear picture of how Al-enabled anomaly detection is
actually applied in the context of zero-trust frameworks in multi-cloud environments
or what practical challenges and limitations exist. To fill this gap, a systematic literature
review is required to explore the existing research on Al-based anomaly detection, zero-
trust frameworks, and multi-cloud security in order to offer structured insights that can
contribute to future research and system development.

1.2. Research Questions

RQ1: Which Al methods and algorithms have been implemented to detect anomalies in
multi-cloud environments, and how do they vary in terms of effectiveness and scalability?

RQ2: What are the most prevalent datasets and evaluation measures for evaluating
Al-based anomaly detection techniques in multi-cloud environments?

RQ3: What is the conceptualization and integration level of zero-trust principles with
Al-based anomaly detection solutions in existing multi-cloud security solutions?
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RQ4: What are the challenges and limitations identified in the implementation of Al-
enabled anomaly detection in zero-trust environments across various multi-cloud environments?
RQ5: What are the latest trends and future research opportunities to improve Al-based
anomaly detection in accordance with zero-trust architecture in multi-cloud environments?
To answer these research questions, we provide an in-depth overview of cloud com-
puting, multi-cloud environments, and the zero-trust framework. Next, we conduct a com-
prehensive systematic literature review for paper selection as per PRISMA 2020 guidelines.

1.3. Contributions

This SLR study provides the following contributions:

*  Anin-depth systematic taxonomy of Al-based techniques for anomaly detection tech-
niques in cloud and multi-cloud environments, including supervised, unsupervised,
self-supervised, federated learning, graph-based, and hybrid approaches.

* A mapping that connects Al methods, deployed models (single cloud, hybrid, multi-
cloud), and zero-trust capabilities such as continuous monitoring, micro-segmentation,
identity federation, and policy-based enforcement.

¢ A comparative analysis of widely used datasets and evaluation metrics, including
their strengths, limitations, and suitability in multi-cloud and zero trust scenarios.

¢  Conducing comprehensive research gap, future work direction in multi cloud environ-
ments with aligned with privacy and compliance requirements.

2. Background
2.1. Cloud Computing and the Move Toward Multi-Cloud

Cloud computing is fundamentally changing the way that organizations manage and
deliver IT resources by enabling scalable, elastic, and on-demand IT resources through
various different deployment models, including Infrastructure as a Service (IaaS), Platform
as a Service (PaaS), and Software as a Service (SaaS). IaaS provides full on-demand service
(for example virtual machine, operating system, networking, and storage), allowing for
customer deployment without the need to manage infrastructure such as physical security
cabinet. Paa$ offers development services such as building, customizing, and deploying
apps, while SaaS offers software applications to the customer over the internet without
requiring any installation or maintenance [6].

In the last few years, organizations have been moving more towards multi-cloud
environments due to strategic or operational needs. One major motivating factor is the
need for vendor flexibility, which is the ability to choose services from different cloud
providers and avoid relying on a single vendor. A second factor is about the cost based
on service and performance. In addition, deployment of services over geographically and
architecturally different clouds makes them more resilient and helps to achieve business
continuity by minimizing the effect of service outages. As a result, multi-cloud adoption is
especially attractive to organizations that are dealing with sensitive data and operating in
environments with strict regulatory requirements such as the GDPR or NIST [7,8].

Despite these advantages, the use of multi-cloud environments brings a certain level
of complexity to issues such as identity management, policies consistency, and threat
detection. Differences in cloud-native security controls and visibility models make it hard
to enforce uniform policies and centralized monitoring [9].

To keep up with these challenges, organizations are looking to zero-trust approaches to
access and intelligent analytics in order to enable continuous verification and orchestrated
security enforcement across the cloud platforms. As adoption of multi-cloud continues to
grow, security solutions that integrate automation, adaptability, and centralized manage-
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ment of dynamic and distributed environments are a must-have to manage cloud-based
dynamic environments [10].

In the end, multi-cloud environments have their advantages—improved flexibility and
operational resilience among others—but come with higher security complexity. The dis-
tributed nature and lack of end-to-end visibility of multi-cloud platforms ruin the effective-
ness of traditional perimeter-based security approaches. This level of complexity makes an
interesting argument for more advanced solutions; examples include anomaly detection
with Al that runs across a number of different cloud providers with no issues and zero-trust
architecture principles for continuous verification. These emerging challenges are a direct
motivation for RQ3 and RQ4, which focus on the design of integrated approaches to the
detection of anomalies and zero-trust practices in multi-cloud environments [11,12].

2.2. Cloud Services Models

There are three main service models of cloud computing, shown in Figure 1. Each has
a different level of abstraction, control, and security responsibility between cloud provider
and cloud user.

PaaS
Database and Application developer &
.
)
laaS

Metwork and cloud engineer & ‘

45

Figure 1. Cloud services models.

Infrastructure as a Service (IaaS): is an on-demand service that provides simple com-
puting elements such as virtual machines, storage, and networks. The operating system,
applications, and data are controlled by the user, whereas the physical infrastructure is
managed by the provider. Since users can directly access the software stack and data
stored on it, security in Iaa$S is largely aimed at configuration security, patch management,
and Identity and Access Management (IAM) [6].

Platform as a Service (PaaS): provides a development platform that includes hosting of
applications, middleware, and database. Data management and applications are handled by
the users, whereas the provider handles runtime, OS, and hardware security. This reduction
in the extent of the management transfers security issues to application weaknesses, secure
coding, and data protection within the platform ecosystem [13].
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Software as a Service (SaaS) refers to the provision of complete controlled software
programs that are conveyed using web interfaces. In this case, the provider takes care of
practically everything, including application security as well as data storage and infras-
tructure. Control of access and authentication is primarily the role of end users; security
concerns include identity management, data privacy, and compliance adherence [6].

These differences are important factors to take into account when establishing efficient
security practice in multi-cloud environments where service models are applied. Since
each model uses its own responsibility matrix, the relevant security controls and risk
management practices should be adapted so as to offer sufficient protection to the various
levels of control and common shared responsibility in multi-cloud deployments [13].

2.3. Security Challenges in Multi-Cloud Environments

As shown in Table 1, multi-cloud environments are characterized by complexity and
heterogeneity, since organizations are consuming services across numerous different cloud
providers simultaneously and each of these cloud providers has their own different archi-
tecture, security protocols, and configurations. It is this diversity that provides centralized
governance and security management as a challenge, and that can also contribute to the
possibility of configuration errors and inconsistency in security policies that may result
in exploitable vulnerabilities. The decentralizing of workloads on the various platforms
also makes systems more complex, such that it may become impossible to apply security
policies and the proper monitoring of activities [7].

A more open attack surface is one of the key consequences of multi-cloud adoption.
Cloud platforms not only provide more access to resources via APIs, management consoles,
and network interfaces, they also open up opportunities to cyber attackers. Very often,
the complexity of securing the disparate environments is the cause of misconfigurations,
which is a major factor in data breaches and unauthorized access. This threat is further
escalated by the fact that it is difficult to manage similar Identity and Access Management
(IAM) practices in heterogeneous clouds, which can be used to trigger privilege escalations
or lateral movement by attackers [7].

Moreover, data privacy, and regulatory compliance are more difficult in multi-cloud
environments. Businesses are forced to deal with compliance requirements such as GDPR,
HIPAA, and NCA ECC (the Saudi national cybersecurity authority) controls [14].

All of these require a high degree of control in the processing of data as well as in
the encryption and auditing of data. The presence of effective cross-cloud compliance
means that high-end and automated compliance monitoring tools and actionable analytics
is required. Without these measures, there is always a possibility of loopholes in the
data protection policies that can put organizations at the risk of lawsuits and financial
consequences [8].

Table 1. List of challenges and potential threats in multi-cloud environments.

Multi-Cloud Challenge Area  Security Challenges Potential Threats

Complexity and Heterogeneity = Different architectures and security models Misconfigurations, policy gaps,
hinder unified governance and policy exploitable vulnerabilities.
consistency.

Expanded Attack Surface Multiple access points (APIs, consoles, Unauthorized access, lateral
interfaces) and inconsistent IAM increase movement, privilege escalation,
exposure. data breaches.

Data Privacy and Compliance  Varied regulations and encryption Regulatory violations, data leaks,
requirements complicate unified compliance legal and financial penalties.

and data protection.
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2.4. Evolution of the Threat Landscape in Cloud Computing

The threat landscape has transformed significantly as companies have ceased to use
conventional IT infrastructure in favor of multi-cloud systems. Early cloud threats were
primarily in the form of insider attacks, through which dangerous inside users exploited
privileged access in order to compromise systems. These threats have become more
advanced in the years, and today there are also Advanced Persistent Threats (APTs) in
which the attacker will perform covert and persistent attacks with the purpose of stealing
the critical data during a prolonged period of time [15].

Lateral movement within the cloud has emerged as a serious strategy that attackers
have adopted to gain privileges and move freely across cloud resources. Lateral movement
is particularly difficult to identify and address in multi-cloud contexts where the security
controls and access controls apply to various environments. Weaknesses and misconfigura-
tions of identity federation can offer another point of access on top of the compromised
account, and may be exploited to make further attacks [8,16].

Account takeover attacks are becoming both more sophisticated and more com-
mon. These attacks target cloud authentication systems using stolen credentials, phishing,
and bots designed for tasks such as credential stuffing. The scale and automation possible
with cloud services exacerbates the effects of these attacks, requiring constant authentica-
tion and sophisticated anomaly detection engines. Depending on the nature of the cloud
architecture, attackers are increasingly able to use Al technologies and machine learning to
attack while evading detection [15].

Dynamic models of security such as zero trust with Artificial Intelligence (Al)-enhanced
anomaly detection can be used to observe and adapt to these new risks in cloud ecosystems.
The continuous development of attacks necessitates preemptive context-sensitive security
measures to protect sensitive workloads that operate with a variety of cloud providers [17,18].

2.5. Zero Trust Security Paradigm

Zero trust is a security paradigm developed as a reaction to the shortcomings of older and
more perimeter-based security models, particularly when it comes to new more distributed
and dynamic IT environments. The essence of zero trust can be summarized in the statement
“never trust, always verify”, meaning that no user, device, or system is implicitly trusted,
regardless of whether or not it is within the network perimeter. Rather, identity and context
verification must be performed continuously in order to access any resource [19].

The critical elements of zero trust are: (1) microsegmentation, in which the network
is divided into small segments in order to limit the movement of lateral attackers and
enforce access control between various segments; (2) continuous monitoring, in which
the user behavior, network traffic, and system events are examined in real time to detect
abnormalities that could be an indication of a compromise; (3) least privilege, which is
based on the need to ensure that users and systems have access to the lowest possible set of
access they require to conduct their operations, thereby minimizing the risk exposure that
compromised credentials represent; and (4) identity-centrism in the approach to security,
meaning that zero trust applies strong authentication, multi-factor authentication, and
identity governance to control and audit access with greater precision [20].

Multi-cloud environments are extremely dynamic, heterogeneous, and complex, which
makes zero trust especially important. The disparity between the security model and
policies of the various cloud providers tends to create security loopholes which are not ad-
dressed by traditional security models. Zero-trust architecture in multi-cloud environments
offers a central security platform that enforces similar policies around security access, risk
assessment, and dynamic controls for all cloud platforms, thereby addressing propagation
of the attack surface and providing more security for distributed workloads [21,22].
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2.6. AI-Driven Anomaly Detection for Cloud Security

Anomaly detection in cloud security refers to the ability to identify unauthorized
access, insider threats, and new types of cyberattacks, many of which emerge in the form of
anomalous system or network behavior. Traditional rule-based detection methods are not
effective in modern cloud environments because of their dynamic nature, large amounts
of data, and the constantly evolving threat environment. As a result, organizations are
relying more and more on machine learning and artificial intelligence to detect known and
unknown threats [23]. Machine learning methods for anomaly detection can be grouped
into two main categories. Supervised learning techniques are trained on labeled datasets
to identify the difference between normal and malicious behavior, and are highly accu-
rate provided that labeled data are available. On the other hand, unsupervised learning
techniques operate by identifying anomalies without know any information about at-
tack patterns. Deep learning algorithms—specifically neural networks, LSTM models,
and autoencoders—are very good at detecting complex relationships in cloud telemetry
data as well as at detecting advanced threats and zero-day attacks that can be missed by
simpler methods [18].

Al-based anomaly detection has a number of advantages compared to legacy ap-
proaches. Al systems can dynamically adapt to changing threats via continuous learning,
allowing them to detect new attacks that are not in historical signatures and produce
actionable alerts with fewer false positives. When implemented into cloud security ar-
chitectures, Al anomaly detection provides real-time monitoring and analysis which can
detect and respond to the incidents quickly, making the entire cloud more resilient with
high effectiveness in the threat mitigation [8,15,24].

To sum up, cloud anomaly detection research is highly dependent on individual
cloud datasets, and does not include the integration of zero-trust controls. This gap is
the motivation for the RQ1, RQ2, and RQ3, which explore the Al techniques and datasets
applied in multi-cloud environments and how they interact with zero-trust principles.

2.7. Integration of Zero Trust and Al in Multi-Cloud Environments

The dynamic data-driven security mechanisms generated by the Al techniques that
traditional static policies cannot offer are the best way of enforcing zero-trust principles
in multi-cloud environments (shown in Figure 2). One Al-based technique is behavioral
analytics, which enables continuous profiling of user and entity behavior along with
detection of anomalies as opposed normal behavior. Behavioral analytics can be used to
detect malicious intent or compromised accounts, in turn facilitating access control by risk,
where permissions are granted or denied according to real-time risk analysis as compared
to fixed policies. This approach is exactly in keeping with the principle of “never trust,
always verify” that is the core of zero trust [1].

Al can also be used to detect new and advanced threats in real time through the
analysis of massive streams of heterogeneous data generated in distributed multi-cloud
environments. Combined with automated policy enforcement, Al-driven systems have the
ability to respond quickly when anomalies are identified by isolating corrupted resources,
altering access control, or initiating incident response processes with a small number of
human interventions. This requirement of continuous change is necessary in multi-cloud
infrastructure contexts, which by definition lack a centralized security perimeter and
include multiple service providers with dissimilar security postures [19].

Although Al and zero trust are complementary, issues as data privacy, explainability
of models, and the threat of adversarial attacks on the Al system should be expected.
Research, development, and maturity of standards-based frameworks is needed to support
Al-enabled policy automation, scalable cross-cloud identity federation, and Al architectures
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that are capable of scaling and operating within compliance and performance limits. More
and more sophisticated multi-cloud environments will demand the development of these
spheres to achieve the maximum potential of Al-enhanced zero trust [3,19].

/ Zero Trust \ / Al-driven \

aws

AWS Cloud

A\ Azure
Azure Cloud
GCP Cloud

Anomaly Detection Model

Continuous Authentication

Behavioral Baseline

Least Privilege Access Real-Time Analytics

Automated Response Engine

[ |
[ )
[ )
[ )

| II

\ /

Response Engine

| Zero Trust Policy Engine |

Figure 2. Levels of zero-trust integration among the selected studies.

2.8. Regulatory and Governance Considerations

Security mechanisms that are deployed in multi-cloud environments must operate
within the context of data protection and sector-specific regulations, which play a critical
role in the way cloud systems are designed and secured. Regulations such as the Gen-
eral Data Protection Regulation (GDPR), Health Insurance Portability and Accountability
Act (HIPAA), and California Consumer Privacy Act (CCPA) have introduced stringent
mandates in relation to data collection, processing, access control, auditing, and account-
ability [25-27].

These regulations are especially relevant in multi-cloud environments where data can
be transferred between providers, regions, and locations and where the risk of misconfig-
uration and non-compliance is high. In addition to global regulations, there are national
regulations such as the Saudi National Cybersecurity Authority Essential Cybersecurity
Controls (NCA ECC/CCC) and Personal Data Protection Law (PDPL). These further define
the expectations regarding governance and security, especially for organizations operating
in regulated or critical sectors [28-30].

Despite the significant impact of these regulatory frameworks on cloud deployments
in the wild, most existing studies of Al-based anomaly detection are mainly concerned
with detection accuracy and the performance of various detection methods, with little
regard for explicit compliance or governance requirements. In many cases, regulatory
aspects are either implicitly assumed or are handled indirectly by means of techniques such
as privacy-preserving learning, data minimization, or decentralized training approaches.
Explicit mechanisms that provide a linkage between the results of anomaly detection and
zero-trust enforcement, auditing, and regulatory accountability are rarely in place [31].

This gap demonstrates a need in the research to improve the integration of anomaly
detection techniques with the principles of zero trust and the needs of regulation, especially
in the case of complex multi-cloud environments, where compliance, transparency, and
trust can be as important as detection performance.

3. Research Methodology

This paper study follows the 2020 Preferred Reporting Items for Systematic Reviews
and Meta-Analyses (PRISMA 2020) guidelines to ensure a transparent, rigorous, and
reproducible research process. The adopted methodology is based on four main stages:
first, the eligibility criteria used to select which studies are included or excluded; second,

https:/ /doi.org/10.3390/app16125938


https://doi.org/10.3390/app16125938

Appl. Sci. 2026, 16, 5938

9 of 28

the information sources (databases and relevant digital libraries) used for identification and
documentation; third, a systematic search strategy with selected keywords and Boolean
operators to capture the most relevant literature; and fourth, structured data selection,
collection, and synthesis. This approach brings clarity, improves reliability, and contributes
to the replicability of the review.

This review complies with the Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA 2020) [32]. None of the authors registered this review in any
systematic review registry.

3.1. Inclusion and Exclusion Criteria

Clear inclusion and exclusion criteria were defined to ensure that only relevant high-
quality studies were included in this review.

3.1.1. Inclusion Criteria

Studies were included if they: focused on security concerns on multi-cloud environ-
ments; identified issues with anomaly detection in the context of zero-trust frameworks; or
discussed challenges in cloud environments or integration with the zero-trust framework.
Peer-reviewed studies published between 2020 and 2025 were considered for inclusion.

3.1.2. Exclusion Criteria

Studies were excluded if they: were unrelated to multi-cloud security or zero trust; did
not deal with or were outside the scope of the concept of anomaly detection, as specified by
the topic of anomaly detection using artificial intelligence; or were published prior to 2020.

3.2. Information Sources

A systematic literature search was carried out in several scholarly databases and
digital libraries in order to ensure completeness. Recent relevant publications on Al-
driven anomaly detection in multi-cloud environments within zero-trust frameworks were
retrieved from IEEE Xplore, ScienceDirect (Elsevier), MDPI, Google Scholar, and the Saudi
Digital Library.

3.3. Search Strategy

A systematic search strategy was employed to systematically identify studies per-
taining to anomaly detection, zero-trust principles and multi-cloud security. The Boolean
operators (AND, OR, and NOT) were used to refine the results and maximize relevance. The
primary search string was:

(‘“‘multi-cloud’’ OR ‘‘hybrid cloud’’) AND (‘‘anomaly detection’ OR ¢‘AI-
driven security’’) AND (‘“Zero Trust’’ OR ‘‘zero-trust architecture’’).

To ensure comprehensive coverage, keywords such as multi-cloud anomaly detection,
zero-trust access control, cloud workload monitoring, Al-driven cloud threat detection,
micro-segmentation, and continuous verification were added to fit within the syntax of
each database.

To avoid duplication, the following Al sub-techniques were excluded from the pri-
mary search string as separate keywords: federated learning, graph neural networks,
self-supervised learning, and deep learning, as these topics are already covered by the more
general terms Al-driven security and anomaly detection. They were added manually to the
tests and resulted in many duplicates and irrelevant results. The selected formulation was
broad enough to capture studies that utilized any of these types of Al, yet specific enough
to identify those that addressed multi-cloud, anomaly detection, and zero-trust contexts.
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Search Filters Applied

The results were further filtered to include only publications from 2020 to 2025 involv-
ing machine learning, anomaly detection, and zero-trust architectures.

3.4. Selection Process

This study follows the PRISMA 2020 guidelines, including the three phases of identifi-
cation screening, and inclusion.

First, records were collected from the following sources: IEEE Xplore, MDPI, Saudi
Digital Library, and Google Scholar. Initial screening of the articles was performed by
excluding them on the basis of title and abstract relevance. Full text eligibility assessment
was then performed based on the predefined inclusion and exclusion criteria.

3.5. Quality Assessment

To ensure the inclusion of high-quality and methodologically sound studies, a struc-
tured Quality Assessment (QA) process was applied to all candidate papers that passed
the screening phase. Each study was scored using a checklist that comprised seven criteria
suited to the scope of Al-enabled anomaly detection and zero-trust security in multi-
cloud environments.

The quality criteria included the following:

e C(larity of the research objectives.

e Description of the Al technique and system architecture.

*  Clear definition of what is a cloud or multi-cloud environment.
*  Evaluation and reporting of performance measures.

*  Clear consideration of zero-trust principles.

*  Relevance to anomaly detection and cloud security.

*  Level of the methodology used to indicate reproducibility.

Each aspect was rated on a basic scale of 0 to 2, where 0 indicates that the problem was
not covered, 1 that it was partially covered, and 2 that it was clearly explained. The scores
for all the criteria were then combined to form an overall quality score. Studies with a total
score lower than 8 were excluded from the final review. These scores were used solely to
support the study selection process, and did not form part of the study results.

3.6. Data Extraction and Coding

To ensure consistency and transparency of the analysis, we followed a structured
process for extracting data from all of the studies in the final review. We followed a set
template in order to gather the same key information from each study, ensuring that they
fit our research questions.

For each selected paper, the following information was extracted:

*  Author(s) and year of publication.

*  Application domain (e.g., enterprise systems, IoT, healthcare, telecommunication).

*  Model of cloud deployment (e.g., single cloud, hybrid, multi-cloud, edge/fog).

¢  Type of Al learning technique (e.g., supervised, unsupervised, self-supervised, feder-
ated, graph-based, hybrid).

¢ Datasets used for evaluation.

*  Reported evaluation metrics (e.g., accuracy, precision, recall, F1 score).

®  Zero-trust principles (e.g., continuous monitoring, identity management, micro-
segmentation, policy enforcement).

¢  Key findings and limitations.
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The data gathered in this way were used to create landscape tables providing a
comparison of zero trust and legacy models, which are presented in the results and

discussion section.

3.7. Identification Phase

In the identification phase, we identified 245 records from the IEEE Xplore, Saudi
Digital Library, MDPI, and Google Scholar databases. Of these, 120 duplicate records and
15 ineligible records were indicated by automation tools and eliminated. Ten records were
also eliminated due to other reasons, leaving 100 records.

3.8. Screening Phase

The remaining 100 records were screened in terms of title and abstract to relevance to
Al-driven anomaly detection and zero trust in multi-cloud environments. According to the
inclusion criteria, 60 records were eliminated based due to irrelevance, leaving the total
number of studies as 40.

3.9. Eligibility and Inclusion Phase

Of the 40 identified studies, five could not be retrieved. Of the other 35 studies
evaluated as eligible, 13 were excluded for the following reasons: eight were unrelated to
the abstracts, and five were not relevant enough to the area of research.

As shown in Figure 3, the 22 studies that passed all inclusion criteria were included
the final in-depth systematic review.
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Figure 3. PRISMA 2020 flow diagram for study selection.
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Figure 4 presents a line chart that shows the distribution of the 22 chosen papers by
year of publication. The figure indicates that research activity has been increasing over the
years, reaching a peak in 2025.

Distribution of selected paper per Year

2020 2021 2022 2023 2024 2025

- Research Papers
Figure 4. Paper distribution by year of publication.

In general, the research methodology provides a clear and understandable system-
atic review protocol, allowing for a direct connection between the research questions and
research selection process, quality evaluation, and systematic data extraction. Follow-
ing the selection process in accordance with PRISMA helps to ensure that all literature
published in the field is covered, and the quality check excludes research with weak method-
ologies. The analysis based on the RQs is directly supported by the extracted data, which
allows us to conduct an accurate synthesis of Al methods, datasets, zero-trust integration,
and research gaps in the field of multi-cloud anomaly detection.

4. Literature Review

In this section, we review the 22 selected studies that discuss the topics around Al-
driven anomaly detection, zero-trust architectures, and zero-trust approaches, with a strong
focus on architecture and policy design. These studies consist of survey and conceptual
papers, and are grouped into thematic groups to highlight common patterns, differences,
and research gaps across the reviewed works.

4.1. AI-Only Anomaly Detection

Almajed et al. [33] showed the effectiveness of machine learning (supervised, unsuper-
vised, hybrid, ensemble) in detecting anomaly in cloud computing in relation to security
threats, including data breaches and insider attack. The article combines the findings of
32 recent papers that have evaluation measures such as the rate of detection, false posi-
tives, and Fl1-score; datasets such as KDD-CUP, CICIDS-2017, and UNSW-NB15 are exam-
ined. The review concludes that hybrid and ensemble ways occasionally reach detection
accuracy > 99%. Nonetheless, there are still issues with complexity in implementation,
real-time adjustment, and variety of the datasets. The review points out that there is no
considered solution that deals with distributed learning, federated learning, or dynamic
policy implementation that is needed by zero trust in a multi-cloud environment. These
models are typically not inter-provider transferable and fail to provide zero trust with
constant context validation, and as such are inadequate to detect anomalies in Al-based
multi-cloud context detection in zero-trust environments.

Bakro et al. [34] introduced a better cloud Intrusion Detection System (IDS) with a
determination of bio-inspired features using a random forest classifier. Based on datasets
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including UNSW-NB15, CIC-DD0S52019, and Kyoto, the work has a high accuracy (up to 99)
and evaluates performance through the levels of true/false positives and ROC. Though this
approach enhances efficiency and detection, it was designed and implemented in single-
cloud environments only and cannot support policy harmonization, federated learning of
anomalies, or Al explainability in multi-cloud entities with zero trust. Therefore, it cannot
be conveniently applied to zero-trust highly-regulated cross-provider issues of detection.

Jaber et al. [35] aimed to improve NSL-KDD data. Their hybrid intrusion detection
system is based on the capabilities of a fuzzy C-means clustering and SVM with large
classification rates of attacks of different types. The proposal is excellent at reducing false
positives; however, this was proven only on an artificial single-cloud grid, not on federated
or multi-cloud zero-trust models. The approach excludes dynamic policy implementation,
real-time cross-cloud integration, and Al privacy-preservation, which are required for zero
trust in heterogeneous environments.

Thapa et al. [36] provided a survey review of machine learning-based anomaly de-
tection techniques in cloud computing designed to combat cyberattacks, insider threats,
and the weaknesses of traditional manual analysis. In connection to public, private, hybrid,
and multi-cloud industry, the author thoroughly evaluated supervised, unsupervised,
and hybrid methods (neural networks, SVMs, clustering, ensemble models) for cloud
anomaly detection. Accuracy, precision, recall, F1-score, rates of false positive/negative,
and complexity of computation were the performance measures. Results from an exper-
iment revealed that such techniques as RNN-LSTM and CNN demonstrate more than
98 percent accuracy in both structured network traffic and anomaly cases. High require-
ments for labeled data, interpretability, alert fatigue, and model transferability were iden-
tified as limitations. The reviewed datasets were CICIDS, NSL-KDD, and workflow logs
on clouds. Although this paper offers useful suggestions on algorithm choice, it is not
a complete fit for the topic of Al-based anomaly detection in multi-cloud and zero-trust
contexts, since it concentrates primarily on detection methods rather than complete zero-
trust architectures, there is no integration of automated policy enforcement, and there is no
coverage of privacy, explainability, or cross-cloud orchestration in regulated environments.

Megouache et al. [37] studied a hybrid clustering/classification scheme. The frame-
work was tested with K-means and Extreme Learning Machines (ELM) for detecting cloud
intrusion, and the results reached above 99% on the KDD99/NSL-KDD datasets. The pres-
ence of computational efficiency with large datasets is emphasized, although the techniques
were not evaluated regarding multi-cloud setup and federated setups or zero-trust pre-
paredness. Absence of context-aware automatic policy coordination and inter-provider
outlier identification is a hindrance to applicability in next-generation Al-enabled multi-
cloud zero-trust security.

Moreira et al. [38] suggested an intelligent system for anomaly detection in smart
and fog/cloud environments. Machine learning was used to identify network anomalies
for both cloud and fog infrastructure. Substantiating the quality in the dataset CICIDS
using models such as random forest, their findings indicated that the model has high
value; however, there were concerns in relation to particular infrastructure and decreased
recall in some conditions. The multi-layer architecture lacks federated learning, adaptive
zero-trust policy enforcement, and explainable Al These are needed to operate in regulated
multi-cloud systems, restricting this model’s generalization for Al-based anomaly detection
in zero-trust architectures.

To sum up, these studies demonstrate how machine learning models can obtain high
detection in cloud-based anomaly detection, especially when tested using benchmark data
such as CICIDS and NSL-KDD. However, most of the methods are detected individually
and tested in one cloud. This lack of integration with zero-trust mechanisms, coordination
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across clouds, and federated or privacy-preserving learning makes them inapplicable to
real-world multi-cloud and zero-trust scenarios.

4.2. AI-Enabled Zero-Trust Architectures

Talati et al. [15] introduced a general Al-based anomaly detection platform for multi-
cloud environments. The platform is based on federated learning, graph neural networks,
and self-supervised learning. It improves threat detection without infringing data privacy
and attempts to solve the weakness of legacy signature-based systems in identifying ad-
vanced and dynamic threats in cloud environments. Specifically, multi-cloud security (AWS,
Azure, GCP) is approached and the methodology includes federated intelligence, graph
analytics, hierarchical federated learning, post-quantum cryptography, and automated
incident response at distributed infrastructures. Important measures are detection accu-
racy (F1-score, recall, precision), false positive rate, scalability, and adversarial robustness.
Experiments indicate good detection rates (i.e., 96.8 percent with self-supervised learning,
92.5 percent with federated models) and large decrease in the average time to de-
tect/respond to incidents. The drawbacks are the resource overhead of federated learn-
ing, complexity of real-time enforcement of policies, and difficulties in integrating quantum-
resistant cryptography. Datasets used included logs from AWS, Azure, Google Chronicle,
CICIDS, DARPA, and more. Tools included Apache Spark, Kafka, Kubernetes, PyTorch, etc.
Although this work contributes to the privacy-preserving, quantum-resilient, and scalable
detection of anomalies, it is not completely applicable to multi-cloud zero trust because of
inabilities to administer real-time cross-cloud policy enforcement and edge case scalability
as well as persistent tradeoffs between security efficacy and computational overhead. Lack
of dynamic and context-aware zero-trust implementation and insufficient attention to
explainable Al models in compliance-related settings are the key gaps.

Micheal et al. [39] suggested combining Al-enabled anomaly detection with zero trust
risk-adaptive authorization for the security of cloud APIs, with an emphasis on defense-in-
depth and continuous monitoring of user transactions. They aimed to identify API-specific
attacks (e.g., abuse, credential misuse, sophisticated threats) on multi-tenant setups (e.g.,
Saa$, financial and healthcare APIs). Using an architectural methodology that involves
layers (API gateways, unsupervised detection, policy enforcement), they tested models
such as isolation forest, autoencoders, LSTM and random forests based on features extracted
from request patterns. Measures such as accuracy, recall, precision, risk-adjusted access
control, and false positive/negative rates were used. The findings reflected better advanced
and subtle API attacks, dynamic access control, and regulatory compliance; however,
there were still issues of model drift, explainability, false positives, and API performance
implications. No specific datasets were revealed, but simulated real world API transaction
data were incorporated with the use of standard tools such as Kafka, Spark, and explainable
Al frameworks. This solution, while sturdy in terms of API level anomaly detection, is
not sufficient to address the full scope of Al-driven anomaly detection for general multi-
cloud environments or specifically in terms of automated zero-trust enforcement at scale,
federated cross-cloud learning, and adaptive policy harmonization. The approach by the
authors does not put emphasis on integration of the zero-trust context, explainability, or
real-time multi-cloud requirements for regulated sectors.

Parisa et al. [4] suggested zero-trust security models based on Al in the context
of retail cloud infrastructure with continuous authentication, anomaly detection, and
threat mitigation of customer data. They covered cloud threats in retail contexts such
as insider fraud, ransomware, and supply chain attacks. The evaluated the accuracy
of threat detection along with the response time, false positive rate, and overhead of
system performance, which they tested against several attack scenarios with the help of
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machine learning algorithms (random forest, XGBoost, LSTM) and SOAR automation
in multi-cloud testbeds (AWS, Azure, GCP). Findings indicated that the suggested Al-
based zero trust model beat conventional methods and methods across all three aspects,
i.e., detection improved by up to 18.8, false positives minimized, and compliance with
the GDPR and PCI DSS requirements. Limitations such as computational overhead, alert
fatigue, ethical Al considerations, and integration issues were apparent in the hybrid legacy
cloud environment. The datasets consisted of retail data logs in the real world (UNSW-
NB15 and CICIDS-2017). The tools were typical cloud security automation/orchestration.
This solution is not as fully suitable for Al-based anomaly detection in multi-cloud zero
trust, as it is limited to the vertical scope (only retail), does not support federated learning
to cooperate with other clouds, and is not context-aware for managing real-time adaptive
zero trust enforcement, which is critical in dynamic and multi-provider environments.

Narang et al. [40] studied cloud-based IoT and IloT. The authors introduced a zero-
trust intrusion detection system that operates on ensemble Al models (particularly XGBoost)
to identify DDoS, enumeration, and malware threats with high accuracy (94.55%), recall
(98.38%), and F1-score (94.22%). The range is IIoT and smart grid cybersecurity at the
edges, and incorporates Al predictive analytics and zero-trust continuous validation. As an
evaluation criterion, the Edge-IloT dataset was considered, which evaluates performance in
the classification of multi-class attacks, alongside a comparison with other algorithms (RNN,
KNN, AdaBoost) and the ability to detect threats. Findings indicated excellent performance,
risk reduction, and response time in comparison to traditional models, but emphasized
computational complexity and scalability. The authors suggested the adoption of federated
learning in the future in terms of privacy and robustness, yet it has not been implemented.
The proposal, though state-of-the-art, does not suffice in general Al-driven detection of
anomalies in multi-cloud zero trust environments because it remains vertical (IoT/edge)
deployment, includes limited federated work, and lacks generalized and privacy-sensitive
anomaly detection and adaptiveness for real-time zero trust coordination of activities across
a wide range of clouds.

Banerjee et al. [4] aimed to move forward to the next generation of Al-based zero
trust of retail cloud. The authors suggested an orchestrated model of anomaly detection,
continuous authentication, and SOAR automation to improve the security of distributed
retail infrastructure. The idea is to prevent insider, ransomware, and API abuse threats
through the use of real-time threat analytics. They used a mixed-method experimental
approach, simulated experiments involving the deployment of multi-clouds (AWS, GCP
and Azure), and registry benchmarking (old and new zero-trust Al architectures). The
value of qualitative data is performance in detection/mitigation rates, false positives,
latency, and alignment with regulations. Findings pointed to 16-19% detection, 60% faster
mitigation, and great compliance, but they observed high complexity of integration, high
computing cost, and high scalability barriers to large-scale retail. Data collection consisted
of generated and open-source logs, and the engines were popular cloud-native security and
coordination frameworks. The model is good in the retail context but has poor cross-sector
and federated multi-cloud suitability because of its poor contextual adaptation, absence of
federated Al learning, and insufficient integration of explainable Al, all of which are needed
to provide scalable transparent zero-trust anomaly detection in heterogeneous clouds.

Jonnakuti et al. [6] introduced a federated learning Al pipeline of secure multi-cloud
(AWS, Azure, GCP) Al workloads based on the principles of zero-trust identity federa-
tion, per-service authentication, end-to-end encryption, and real-time anomaly detection.
The study attempted to strike a balance between distributed training privacy, compli-
ance (GDPR, HIPAA), and operational trust over heterogeneous clouds. They described
a modular architecture that uses Kubernetes orchestration, SIEM centralization, identity
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federation between OIDC/SAML, and single-session cryptographic validation. Assessment
was based on latency, exposure to breaches, policy enforcement faithfulness, and resilience,
while the measures to be evaluated were simulation efficiency, security alerting in real time,
and integrity of the audit logs. Healthcare, banking, and defense are examples of case
studies, and the cloud-native deployment tools (Docker, Celery, policy-as-code). Critical
results revealed that federated Al pipelines have better security but indicated a lack of
simplicity in cross-cloud orchestration, key management and observability. This solution
does not have empirical large scale attack validation and is limited to support dynamic
explainable anomaly detection and smooth context adaptation across various clouds. It is
an innovative architecture that is not complete to support generalized and Al-enhanced
multi-cloud zero-trust anomaly detection, in particular contextualized real-time policy and
alert customization across multiple sectors.

In general, the above studies demonstrate the possibility of integrating Al-based
anomaly detection with the concepts of zero trust to enhance security and compliance,
although with limits in supporting federated learning, real-time cross-cloud enforcement,
explainability, and scalable deployment in heterogeneous multi-cloud environments.

4.3. Zero Trust-Heavy Studies Focusing on Architecture and Policy

Ofili et al. [41] explored the topic of federal cloud security. The paper examined
the synergy of the Al, zero trust, and CISA compliance frameworks in government IT
modernization, addressing such topics as insider threats, ransomware, supply chain at-
tacks, and compliance enforcement. The application areas were federal government and
critical infrastructure, with the methodology comprising literature review, real-life case
studies analysis, regulatory document analysis, and Al model analysis. The paper exam-
ined machine learning-driven threat detection systems, automated compliance auditing,
and security orchestration (SIEM, UEBA) in the context of public clouds. The discussed
measures included detection accuracy, access failure rates, policy violation frequency, inci-
dent response time, and compliance audit results. The results suggested that Al-enhanced
zero trust policies (i.e., continuous authentication, micro-segmentation, adaptive analytics)
might drastically lower the rate of unauthorized access and response time; however, they
create concerns around Al bias, explainability, and federal application. The paper discusses
tools such as FedRAMP, CISA, and Trusted Internet Connections (TIC) as well as platforms
such as AWS, Azure, and GCP, but does not provide extensive experimental datasets.
Although the article provides information on regulatory compliance and Al-enhanced
orchestrations, it is not specialized to multi-cloud zero-trust anomaly detection, and lacks
attention to dynamic federated Al learning, suitability to heterogeneous cloud/data flows,
and explainability in highly regulated multi-cloud situations. The main gaps are insuf-
ficiency of progressive and cross-cloud privacy-sharing Al integration and scalable and
automated enforcement of zero-trust policies across boundaries.

Manne et al. [8] systematically focused on the implementation strategies of zero-trust
architectures in multi-clouds, and identified several challenges that have been flexible in
implementing the same, including interoperability, identity federation, policy enforcement,
network segmentation, and constant checkups. The paper is targeted at general enterprise,
government, finance, and healthcare usage of multi-cloud (AWS, Azure, GCP) infrastruc-
tures. The NIST SP 800-207 presented in the paper is analyzed with references to existing
industry frameworks based on real-world case studies, the tools surveys (e.g., CSPM, SASE,
SIEM), and comparative analysis. Measures that are assessed are architecture interoperabil-
ity, detection coverage/precision, policy consistency, and compliance. Major discoveries
about the successful use of Al-based security analytics and software-defined perimeters in
improving adaptive security, but indicate ongoing challenges of policy fragmentation, IAM

https:/ /doi.org/10.3390/app16125938


https://doi.org/10.3390/app16125938

Appl. Sci. 2026, 16, 5938

17 of 28

integration, and heterogeneous compliance on clouds. There are no presented empirical
datasets; instead, there is a reference to tools and standards (AWS Security Hub, Azure
Policy, OPA, Sentinel). The work does not entirely fit within multi-cloud Al-based zero-trust
anomaly detection because it is rather generic; it does not focus on scalable federated Al
anomaly learning or on the context-related and explainable real-time response across cloud
providers. The biggest void is lack of depth in application of adaptive cross-cloud Al-based
anomaly detection and real-time zero-trust orchestration in complex settings.

Kumar et al. [13] provided a review focusing on the topic of zero-trust architectures as
a method of advanced cybersecurity in small and medium-sized enterprises that undergo
digital transformation and cloud adoption. They discussed limitations in resources and
expertise along with benefits of zero-trust architectures in minimizing attack surfaces,
perpetuating authentication, and facilitating compliance in hybrid, cloud, and remote work
settings. Methodologically, the paper used a comparative study of zero-trust architectures
and legacy access models (perimeter-based and RBAC) with case studies, simulation find-
ings, industry surveys, and performance benchmarking. Security efficacy was determined
through the detection rates, false positives, and time-to-response. The results validate
zero-trust architecture as an effective tool to enhance the resilience, regulatory compliance,
and incident response of small and medium-sized enterprises; however, they cite high
costs, complexity, integrability with the legacy system, and user acceptance as challenges.
No specific datasets or tools were outlined; the evidence was obtained through the litera-
ture, reports made by practitioners, and standards such as NIST SP 800-207. An Al-based
multi-cloud anomaly detection is not entirely appropriate with the paper because it focuses
on SME resource and change management rather than multi-cloud orchestration, AI model
integration, or automated context-aware zero-trust enforcement. Limitations in the area
of focus on Al-automated detection, federated learning, and real-time cross-cloud policy
adaptation are the weaknesses.

Sharma et al. [7] studied security threats in multi-cloud architectures, namely, authen-
tication, policy inconsistency, and data breaches. They offered a risk mitigation framework
based on zero trust that uses Al as its driving force along with centralized orchestration,
Al-based threat intelligence, and automated compliance enforcement. The methodology
encompassed the quantification of risks via the STRIDE/DREAD models and employed the
evaluation metrics of risk score reduction, mean time to detection, and rate of compliance.
They reported a 40-60% increase in simulated security posture. The focus of the approach
was on risk taxonomy and macro-level controls, with little support of cross-cloud anomaly
detection in real time, continuous implementation of policies related to zero trust, or fed-
erated Al learning. The main weaknesses are scalability and granularity, which do not
entirely make it usable as a powerful Al-driven multi-cloud zero trust anomaly detector.

KumarManne et al. [8] reviewed architectural frameworks applying zero-trust security
in multi-cloud microservices platforms, covering network segmentation, least-privilege access,
identity federation, and automated threat response. The industries covered consisted of
distributed SaaS, fintech, and applications based on microservices. The methodology included
analysis of architectures, comparison of best practices, and reviews of real implementations
in the area of cloud-native security, continuous monitoring, and automated enforcement of
Al-based policies. Performance was measured with the security incidence reduction, enforce-
ment latency, and consistency of cross-cloud policy, but no specific empirical measurements
were provided. The main conclusions are that cross-cloud policy enforcement and attack
containment are beneficial to architectures, but there are still challenges associated with the
alignment of IAM policy, scaling Al-based anomaly detection, and adaptive response on a
provider-wide basis. None of the datasets/tools were mentioned explicitly; the case-based
insights were with respect to familiar industry security tools and standards. This review is not
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perfectly applicable to the field of Al-powered multi-cloud anomaly detection in the context
of zero trust because of the lack of attention to federated learning, explainable Al, and real-
time context-based orchestration. Disadvantages are the absence of in-depth experimental
validation and scalable automated detection results.

The main focus of these studies is architectural design, policy implementation,
and identity management in zero-trust systems for multi-cloud environments. Even though
they can deliver useful information about governance, interoperability, and compliance,
Al-based anomaly detection is not always integrated at a high level. Therefore, these
solutions do not have the scalable, adaptive, and explainable Al processes that are needed
to detect anomalies and coordinate actions in the real time among multiple cloud providers.

4.4. Survey/Conceptual Works

The review by Sarkar et al. [3] provides an in-depth comparison of zero-trust network
models, frameworks, and proof-of-concepts in cloud computing as applied to trust-based
authorization and access control and network visibility. It covers the overall threats of
cloud computing in general APTs, ransomware, insider threats, and proactive intelligent
orchestration of zero-trust security. These application areas are hybrid and public clouds,
and their scope is expanded to enterprise and government services. The methodology
includes taxonomy of existing methods, tables on comparative features, survey of main-
stream vendor products, and critical discussion of design issues. The metrics that are
put into consideration are the solution adaptability, ability to automate, effectiveness in
detecting attacks, and complexity of management. They found that state-of-the art models
yield better detection and resilience through Al and behavioral analytics, although most
are still in their infancy, with no global standards or interoperability. The drawbacks are
resource requirements, the integration constraints of legacy systems, and lack of uniformity
in enforcement of zero-trust. Specification of datasets is not mentioned, since the study is a
review; commercial and academic prototypes are mentioned among the tools and frame-
works. The key issue that makes multi-clouds and Al-based zero-trust anomaly detection
less suitable is the lack of unified and federated Al models implementation and real-time
harmonization of policies and a lack of comprehensive explainability of audit-compliant
environments. Earlier suggestions do not have enough strength to support diversified,
real-time, and multi-provider cloud infrastructure.

Ghasemshirazi et al. [1] presented a questionnaire investigating theories, applications,
and challenges of zero trust, including integration with cloud, IoT, and future digital
infrastructures. The authors consulted case studies and best practices that can be used to
implement zero trust, concentrating on micro-segmentation, continuous authentication,
and policy management. There is a strong focus on how Al and machine learning can
supplement zero trust to be more context-aware, particularly in anomaly detection. Aspects
of performance metrics are presented in a theoretical format; nonetheless, the article is
largely abstract and does not provide any quantitative analysis or testing using multi-cloud
data. The suggested integrations are mostly idealistic and do not cover automated cross-
cloud compatibility of policies or learning between anomalies; as such, it cannot sustain
dynamic and Al-directed multi-cloud zero-trust security assessments.

Nasiruzzaman et al. [19] traced the development of zero-trust architectures and how
they are moving away from the old technical style of building perimeters into the current
strategy of always verifying. The examples of Google BeyondCorp and NIST frameworks
provide case studies of the problem of integration, performance overhead, and micro-
segmentation. The hypothetical reconsideration focuses on the future of Al and ML to
implement unbiased threats and dynamic policy integration. However, Al- and federated
learning-based real-time detection of anomalies in multi-cloud zero-trust environments and
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is not practically evaluated. The majority of the solutions are identified as conceptual, and
lack validated cross-cloud Al models, continuous policy adaptation, and data protection
provisions that are needed to achieve regulated multi-cloud zero-trust deployments.

Shnakra et al. [42] discussed the topics of zero-trust implementation in contemporary
enterprise networks. Their paper explores NIST SP 800-207 and the Forrester ZTX model
along with industrial examples (Google BeyondCorp, Microsoft, US DoD). The approach is
qualitative based on secondary data and case comparisons, with the evaluation of threats
reduced, latency, and coverage of zero-trust pillars as metrics. In this case, Al is used primarily
to respond to threats and identify users, not for federated multi-cloud anomaly detection.
The gaps associated with practice consist of dangerous natural support of real-time and adap-
tive detection and no empirical validation of dynamic and multi-normative cloud zero trust.

Westrebreg et al. [9] reflected on how to adapt the concept of zero trust in the context of
enterprise security for a network. They focused on the migration of the model of traditional
edge security to continuous authentication, micro-segmentation, and risk-adaptive policies.
The paper relies on a positive qualitative approach and imposes custodial systems of
NIST and ISO/IEC Gunnery of examinatory security controls. Although the research
suggests integration points of Al analytics, the same is not widely validated. This is not
how federated Al learning, cross-cloud orchestration, or explainable Al is used in the
implementation, as these factors are critical to multi-cloud zero trust anomaly detection.
The granularity of the solution and automation is small.

The survey and conceptual studies provide useful frameworks and design insights
on zero trust and Al-enabled security. However, most are still theoretical, with little multi-
cloud experimentation and few concrete implementations of anomaly detection. This gap is
the difference between zero-trust concepts at the high level and the practical requirements of
the Al-driven security solutions in real regulated multi-cloud environments.

5. Discussion of Related Work

The reviewed studies are summarized in Tables 2 and 3, highlighting their research
focus, methods, key findings, and limitations.

Table 2. Related work summary (Part 1).

Author(s) Research Focus Methods and Metrics Key Findings and Limitations
Al-based anomaly Federated intelligence, graph neural 96.8% detection and faster response;
L : networks, post-quantum
detection in multi-cloud but resource overhead, complex
[15] . cryptography; Fl-score, recall, . gy
using federated and L. o policy enforcement, limited
) . precision, false positive rate, 4
self-supervised learning s real-time zero trust context
scalability
Improved API attack detection and
Al anomaly detection with  Isolation forest, autoencoders, dynamic access control; but model
[39] zero-trust risk-adaptive LSTM, random forest; accuracy, drift, explainability gaps, limited
authorization for APIs recall, precision, FP/FN rates general multi-cloud zero
trust integration
. o Enhanced SME resilience and
. Comparative analysis with case . . .
Zero-trust architecture for : . compliance; but cost/complexity
[13] . studies; detection rates, false . .. :
SMEs adopting cloud " . high, minimal Al automation, lacks
positives, time-to-response . .
multi-cloud orchestration
Strong regulatory insight and
Al and zero trust for Literature and case studies; adaptive analytics; but lacks
[41] federal cloud detection accuracy, policy violations, federated Al learning, real-time

modernization

response time, compliance audits

cross-cloud enforcement,
and explainable detection
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Table 2. Cont.

Author(s) Research Focus Methods and Metrics Key Findings and Limitations
ML models (RF, XGBoost, LSTM), Better detection and compliance for
[4] Al-driven zero trust for SOAR automation; detection retail but heavy computational
retail cloud security accuracy, false positives, response overhead, alert fatigue,
time and sector-specific scope
Implementing ZTA in Standards (NIST 800-207), tool Effect}ve adaptive security; but
[8] multi-cloud with Al survey; coverage, policy consistency, generic approach, lacks scalable
) J ! * federated Al anomaly detection and
analytics compliance . .
real-time zero-trust orchestration
Improved resilience with Al and
. Comparative taxonomy of behavioral analytics; but no
Review of zero-trust . . . .
[3] frameworks and vendor solutions; ~ universal standards, integration
network models for cloud - . - .
adaptability, automation, detection  barriers, and weak
cross-cloud support
. High accuracy (>98%) but needs
Review of :
Survey of ML anomaly . . . ;. labeled data, lacks privacy,
[36] g . supervised /unsupervised /hybrid; ;
detection methods in cloud accuracy, F1, FP/FN, complexi automated zero-trust policy,
Y=y ! plexity and cross-cloud adaptation
Federated Al pipeline for Modular federated architecture, Better privacy and orchestra'tlon';
. but no large-scale attack validation,
[6] secure multi-cloud under OIDC/SAML, Kubernetes; latency, limi lainabl .
zero trust breach exposure, policy fidelity imited explainable detection,
’ and context adaptation
Ensemble AT (XGBoost vs Excellent IoT detection but vertical
Zero-trust IDS for IoT/IIoT o focus only; lacks federated,
(401 edge securit RNN/KNN); accuracy 94.55%, multi-cloud generalization and
8 Y recall 98.38%, F1 94.22% < ouC s
adaptive zero trust enforcement
. “19%
. Simulated multi-cloud Detectlo'n.lm}')rovement of 16-19%,
Al and zero trust with . faster mitigation; but costly
- deployments, comparative . . .
[4] SOAR for retail . integration, complex scaling,
. benchmarking; L
multi-cloud . o and limited
detection/mitigation, latency L
cross-sector applicability
Table 3. Related Work Summary (Part 2).
Author(s) Research Focus Methods and Metrics Key Findings and Limitations
. . Improved cross-cloud policy
Zero-trust for multi-cloud ArChIteCthal ana1y51§ and. . enforcement but lacks federated Al
[8] . . best-practice comparison; incident .
microservices . anomaly detection and strong
reduction, enforcement latency . o
experimental validation
Ensemble methods >99% accuracy
[33] Systematic review of ML Synthesis of 32 studies; detection but complex, limited real-time

anomaly detection in cloud

rates, false positives, F1-score

adaptation and no federated zero
trust support

Al-driven zero-trust risk
mitigation for multi-cloud

STRIDE/DREAD risk models; risk
score reduction, MTTR, compliance

40-60% posture improvement but
macro-level only; lacks real-time
anomaly detection and dynamic
zero-trust policy

(1]

Conceptual zero trust and
Al integration

Theoretical review of ZT models;
potential metrics discussed
conceptually

Highlights AI potential but no
empirical evaluation or cross-cloud
zero trust practical application
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Table 3. Cont.

Author(s) Research Focus Methods and Metrics Key Findings and Limitations
. Case studies on BeyondCorp and Show§ Al promise but no ! ested
[19] Evolution of zero-trust NIST frameworks; qualitative Al-driven anomaly detection or
architecture with Al role ) ’ federated learning for multi-cloud
evaluation
zero trust
Mainly threat response and auth;
Zero-trust models I . . .
. Qualitative case comparisons; threat lacks adaptive real-time anomaly
[42] (Forrester, NIST) in . . .
: reduction, latency, ZT coverage detection and empirical
enterprise networks . 3.
multi-cloud validation
Suggests Al analytics but limited
[9] Adapting zero trust to Constructive qualitative study with automation; no federated learning
enterprise networks NIST/ISO frameworks or cross-cloud zero
trust orchestration
Strong single-cloud detection but no
[34] IDS with bio-inspired Random forest + feature selection;  policy harmonization, federated
feature selection ROC, accuracy up to 99% anomaly learning, or multi-cloud
zero trust integration
Hybrid IDS using Fuzzy Clustering + SVM; classification ngh accuracy but Vahdatefi only
[35] . on single-cloud; no dynamic zero
C-Means + SVM accuracy, FP reduction . .
trust or privacy-preserving Al
Hybrid K-means + Extreme K-means + ELM; >99% accuracy, No eyalua’aon in federated
[37] . . . L multi-cloud; lacks context-aware
Learning Machine IDS computational efficiency .
zero trust orchestration
. ) Good detection but tied to specific
[38] Intelligent anomaly Random forest on CICIDS; accuracy infra; no federated learning or

detection for fog/cloud

11 f . .
and recall focus adaptive zero trust for multi-cloud

6. Results and Discussion

This section reports and analyzes the findings reported by the 22 reviewed studies,
which are organized according to the defined research questions (RQ1-RQ5).

6.1. RQ1—AI Methods and Algorithms

To address RQ1, which explores the AI methods and algorithms applied for anomaly
detection in multi-cloud environments, ref. [15] discusses the significant increase in de-
tection accuracy and adaptability when using state-of-the-art Al techniques, in particular
self-supervised learning, federated learning, and Graph Neural Networks (GNNSs). Self-
supervised models such as SimCLR and LogBERT were able to achieve more than 96%
accuracy on the detection of anomalies without being given labeled logs, outperforming tra-
ditional rule-based systems, which did not exceed about 86% [15]. As illustrated in Figure 5,
the most frequently adopted methods in the reviewed literature are supervised learning and
deep learning approaches; self-supervised, federated, and graph-based learning approaches
are less common, but are emerging in the field of multi-cloud environments.

These methods not only help to provide better detection of zero-day and unknown
threats, they also limit human involvement, which is critical for the scalability of multi-
cloud infrastructure. GNNs result in better detection for a number of complex attack
behaviors, including lateral movement and privilege elevation. Enterprise-scale deploy-
ments of GCNs and GATs have been able to reduce undetected access misconfiguration
errors by 43% [15], providing significantly higher detection accuracy than traditional static
log-based detection methods.
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Figure 5. Counts of reviewed studies by primary Al technique category (synthesized from the
22 selected papers).

6.2. RQ2—Datasets and Evaluation Metrics

In relation to RQ2, which examines the use of datasets and evaluation metrics for the
incorporation of zero-trust paradigms, one of the biggest challenges in multi-cloud security
is identifying the perfect balance between privacy, compliance, and distributed learning.

Distributed anomaly detection through federated learning has proved effective for
implementing GDPR- and HIPAA-compliant anomaly detection, achieving 92.5 percent
accuracy [15] without having to store sensitive logs centrally across AWS, Azure, and
Google Cloud. Hierarchical federated learning frameworks save even more communication
overhead, almost 37% [15] over traditional federated learning. This enables continuous
learning and synchronization of models in heterogeneous multi-cloud setups, thereby
ensuring confidentiality—an essential element in zero-trust environments.

6.3. RQ3—Integration of Zero-Trust Principles

RQ3 [8] addresses how to combine Al-based access control and zero trust concepts
to stop credential abuse and insider threats, which is an especially severe problem in
sensitive sectors such as finance and healthcare. Through continuous authentication,
real-time behavioral analytics, and micro-segmentation, ref. [8] reduced the number of
incidences of insider attacks by 41%. In addition, Al-based dynamic risk scoring and policy
enforcement can provide for faster isolation of compromised workloads, significantly
reducing the attack blast radius—something that is hard to realize using static Role-Based
Access Control (RBAC) mechanisms.

6.4. RQ4—Operational Challenges and Limitations

With regard to RQ4, studies such as [15] are based on the analysis of operational
challenges and limitations. Studies show that Al-powered SOAR can lead to a reductions in
MTTD and MTTR of 53% and 47% compared to the standard practices found in traditional
SOC. This is achieved by automating honeypot deployment, integrating real-time threat
intelligence such as MITRE ATT&CK into the system, and the ability to continuously tune
an adaptive model for faster and more autonomous response loops, which aligns with the
continuous verification principle of zero trust.
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6.5. RQ5—Emerging Trends and Research Opportunities

Regarding RQ5, the reviewed literature addresses some of the growing trends in
the field, such as self-supervised learning, federated architectures, graph-based models,
and the new interest in quantum-resilient cryptography for cloud security. A few recent
publications have been made on the feasibility of performing encrypted log analysis in
(near)-real time without full decryption, with a low computation overhead reported at
approximately 4.8% [15]. This means that privacy-preserving anomaly detection will be
potentially more practical in regulated multi-cloud environments.

To conclude the discussion section, studies such as [15,36] addressed both RQ1 and RQ4
by showing near-real-time detection of anomalies with low latency along with small extra
computational overhead in large-scale distributed environments. Containerized implementa-
tions (Docker, Kubernetes) will offer consistent deployments on multiple platforms as well as
elastically scalable implementations of Al-driven zero-trust frameworks, enabling Al-driven
zero-trust frameworks to exceed other approaches (rule-based, non-adaptive hybrid). In
addition, as shown in Table 4, the reviewed studies show that Al-based zero-trust systems
are clearly superior to traditional machine learning and static models in terms of detection
accuracy, false positive rate, compliance, and scalability. These results based on the reviewed
studies directly respond to RQ1 and RQ4 by illustrating the practical efficiency and flexibility
of zero-trust frameworks that are built on Al in multi-cloud environments.

Table 4. Qualitative synthesis of Al-driven multi-cloud anomaly detection studies compared to legacy
ML /security models.

Metric

Al-Driven Zero Trust (Synthesized from Legacy ML/Security Models

Reviewed Works)
Anomaly Detection Accuracy 96-99% 85-92%
False Positive Rate 1.5-2.5% 4-10%
Mean Time to Detect/Respond —53%/ —47% Baseline
Compliance (GDPR, HIPAA, CCPA) Full Partial
Adaptive Access Control Effectiveness High (dynamic, per session) Moderate (policy-based)
Computational Overhead (Multi-cloud) <10% resource impact 15-25% (or more)
Scalability (Events/s) Millions with low latency Often bottlenecked

To sum up, these findings validate the idea that Al-driven approaches can strengthen
zero trust for multi-cloud environments, especially federated and graph-based/edge-
deployed architectures. However, there are still challenges around model explainability,
cross-cloud identity federation, and standardized benchmarking, highlighting the need
for continued research into fully autonomous privacy-preserving zero trust models for
multi-cloud infrastructure.

7. Conceptual Reference Architecture for AI-Driven Anomaly Detection
in Multi-Cloud Zero-Trust Environments

Based on a systematic analysis of the 22 selected studies, a conceptual reference
architecture for Al-based anomaly detection in multi-cloud environments under a zero-
trust security model is presented here. We stress that this is a synthesized reference
model and not an original design contribution; it is neither implemented nor empirically
validated, and is presented only to organize the architectural patterns, design principles,
and integration strategies observed across the reviewed literature (RQ1-RQ3). Its usefulness
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is in summarizing how the existing components fit together, not the proposal of a new
system. Figure 6 shows the layered structure of the architecture.

Multi-Cloud Data Sources
AWS, Azure, GCP, Edge/Workloads
Logs, Traffic, Identity Events

Al-Based Anomaly Detection Layer
Supervised /Unsupervised {-~<_
Self-Supervised, FL, GNNs S

~N- \
Zero Trust Policy & Decision Engine
Federated Identity Providers Continuous Verification
IAM, SSO, Context Signals Risk-Based Policies
Policy-as-Code

hd ‘
Enforcement & Orchestration .
(SIEM / SOAR) ---"
Micro-Segmentation, Access Control

Figure 6. Conceptual reference architecture for Al-driven anomaly detection in multi-cloud zero-
trust environments.

The architecture is structured in five integrated layers that work together to help with
anomaly detection and zero-trust enforcement across multi-cloud environments. At the
foundation, a layer of data collection pools various types of telemetry (including network
traffic, application logs, identity and access events and system metrics) from multiple cloud
service providers (i.e., AWS, Azure, Google Cloud). Importantly, this process of collection
maintains provider autonomy and data sovereignty, which is consistent with the privacy
and regulatory issues raised in RQ4.

Building on this telemetry, the anomaly detection layer utilizes a range of Al techniques
discussed in the literature, including supervised and unsupervised learning methods,
deep learning, self-supervised methods, federated learning, and graph based models.
Among these, federated learning is of particular importance, since it makes it possible
to perform cross-cloud behavioral analysis without having to share raw data, in turn
facilitating compliance with regulations such as the GDPR and HIPAA.

The policy and decision layer then translates the Al-generated risk signals into ac-
tionable zero-trust decisions. This is made possible by enabling continuous verification,
risk-aware access control, and policies such as code enforcement across cloud environ-
ments. Federated identity management can be supported by standards such as OIDC
and SAML, which support uniform authentication and authorization with contextual risk
information. Finally, the enforcement and orchestration layer uses SIEM and SOAR capa-
bilities to automate response actions such as session revocation, workload isolation, and
micro-segmentation across distributed multi-cloud infrastructures.

Illustrative Use Case: Cross-Cloud Identity-Based Anomaly Detection

To provide practical context, an illustrative use case is presented to demonstrate how
the proposed architecture would operate in a realistic multi-cloud scenario.

Scenario: An enterprise has workloads that are running in AWS, Azure, and Google
Cloud using federated identity management. A developer account is hacked, which leads
to an abnormal series of access attempts and lateral movements over cloud providers.
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This use case directly supports RQ3 in terms of showing the integration between Al-
based anomaly detection and zero-trust enforcement mechanisms, and also supports RQ4
in showing how privacy, identity federation, and compliance issues are handled in multi-
cloud environments. While individual elements of this architecture have been assessed
in the past, the literature can be seen to have a gap on end-to-end implementation and
large-scale validation, stimulating future research directions (RQ5). Table 5 presents the
mapping between the illustrative use case and the reference architecture.

Table 5. Mapping between the illustrative use case and the reference architecture.

Architecture Layer Use Case Description

Data Collection Layer Identity logs, API access logs, and network telemetry are
collected across the cloud providers, revealing abnormal
locations and patterns of login and access.

Anomaly Detection Layer Federated and self-supervised Al model detects deviation
in behavior on a cross-cloud basis without sharing raw
identity or workload data.

Policy and Decision Layer The zero-trust policy engine considers the anomaly scores
together with the contextual risk and classifies the session
as high risk based on the continuous verification.

Identity Provider Layer Federated identity services enforce step-up authentication
and limit access to sensitive resources.

Enforcement and Orches- SIEM is used to correlate the alerts while SOAR playbooks
tration Layer revoke the sessions, isolate affected workloads, and trigger
automated incident response.

8. Conclusions and Future Work

This paper presented a systematic literature review of the latest research on Al-based
anomaly detection in multi-cloud environments under the zero-trust framework. In total,
22 primary studies published between 2020 and 2025 are analyzed. The review is aimed
at identifying the level of zero-trust integration along with relevant artificial intelligence
techniques, datasets and evaluation practices, and major challenges limiting deployment in
real-world scenarios. The results show that techniques based on supervised learning and
deep learning are the most widely used in anomaly detection, while emerging approaches
such as federated learning, graph neural networks, and self-supervised learning have
also attracted interest because of their potential benefits in terms of scalability, privacy
preservation, and adaptability in distributed cloud environments. However, it is also
apparent from the review that there is strong reliance on a small number of benchmark
datasets as well as on controlled or single-cloud experimental configurations, which limits
generalization of the reported results to real multi-cloud deployments. From the perspective
of zero trust, only a few studies have reviewed zero-trust architectures that incorporate
continuous verification, identity federation, micro-segmentation, and policy enforcement.
Most works have dealt with anomaly detection as an isolated part of the overall system, not
as part of an integrated zero-trust system. In addition, explicit integration of regulatory and
compliance requirements such as GDPR, HIPAA, CCPA, PDPL, and NCA ECC/CCC into
Al-driven anomaly detection pipelines is largely missing, even though there has been plenty
of discussion about compliance at a conceptual level. Based on architectural patterns across
the reviewed literature, this study also synthesizes a conceptual reference architecture for
Al-driven anomaly detection in multi-cloud zero-trust environments. We emphasize that
this reference model for zero-trust policies emphasizes is a logical combination of Al-based
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detection layers, identity providers, a zero-trust policy engine, and enforcement points. It
should be noted that this reference architecture is derived from the literature review, and is
not implemented or experimentally evaluated within the present work.

Future Work and Directions

A number of research directions open up from the gaps identified in this review.

In architectural and systems research, future research could aim at implementing
and evaluating the proposed reference architecture in a real multi-cloud environment.
This would highlight the integration between Al, zero-trust policies, and operation by
leveraging security controls system such as Security Event Information Management
(SIEM) and Security Orchestration Automation and Response (SOAR) systems.

In the context of privacy, compliance, and governance, there is a clear need for privacy-
preserving and federated anomaly detection mechanisms that explicitly meet a set of
regulatory frameworks such as GDPR, HIPAA, CCPA, PDPL, and NCA ECC/CCC.

For benchmarks and datasets, future research should focus on creating standard
multi-cloud and zero-trust environments which include datasets that capture traffic for
identifying events, policy decisions, and network packets. Availability of open and reusable
data would improve comparison and benchmarking between different research studies.

Overall, this review offers a structured and comprehensive survey for understanding
the state of Al-based anomaly detection in multi-cloud zero-trust environments. In addition,
it identifies key research opportunities for developments in safe, scalable, and compliant
cloud security architectures towards the construction of robust cybersecurity frameworks
in light of the constantly increasing complexity of the threat landscape.
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