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Featured Application

Potential applications of the described group of technologies include the implementation
of a patient’s digital twin for general practitioners and specialized digital twins in specific
medical disciplines (e.g., psychiatry, neurology, physiotherapy).

Abstract

Digital twins (DTs) powered by artificial intelligence (AI) are becoming important trans-
formational tools in healthcare, enabling real-time simulation and personalized decision
support at the patient level. The aim of this review is to critically examine the evolution,
current applications, and future potential of Al-based DTs in healthcare, with a particular
focus on their role in enabling real-time simulation and personalized patient-level decision
support. Specifically, the review aims to provide a comprehensive overview of how Al-
based DTs are being developed and implemented in various clinical domains, identifying
existing scientific and technical gaps and highlighting methodological, regulatory, and
ethical issues. Taking a “local to global” perspective, the review aims to explore how
individual patient-level models can be scaled and integrated to inform population health
strategies, global data networks, and collaborative research ecosystems. This will provide a
structured foundation for future research, clinical applications, and policy development in
this rapidly evolving field. Locally, DTs allow medical professionals to model individual
patient physiology, predict disease progression, and optimize treatment strategies. Hospi-
tals are implementing Al-based DT platforms to simulate workflows, efficiently allocate
resources, and improve patient safety. Generative Al further enhances these applications by
creating synthetic patient data for training, filling gaps in incomplete records, and enabling
privacy-respecting research. On a broader scale, regional health systems can use connected
DTs to model population health trends and predict responses to public health interventions.
On a national scale, governments and policymakers can use these insights for strategic
planning, resource allocation, and increasing resilience to health crises. Internationally and
globally, Al-based DTs can integrate diverse datasets across borders to support research
collaboration and improve early pandemic detection. Generative Al contributes to global
efforts by harmonizing heterogeneous data, creating standardized virtual patient cohorts,
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and supporting cross-cultural medical education. Combining local precision with global
insights highlights DTs’ role as a bridge between personalized and global health. Despite
the efforts of medical and technical specialists, ethical, regulatory, and data governance
challenges remain crucial to ensuring responsible and equitable implementation worldwide.
In conclusion, Al-based DTs represent a transformative paradigm, combining individual
patient care with systemic and global health management. These perspectives highlight the
potential of Al-based DTs to bridge precision medicine and public health, provided ethical,
regulatory, and governance challenges are addressed responsibly.

Keywords: artificial intelligence; healthcare information processing; digital twin; eHealth;
digital twin of patient; cybersecurity

1. Introduction

The concept of digital twins (DTs) originated in engineering and manufacturing, where
virtual replicas of physical assets were created to monitor performance, predict failures, and
optimize operations [1]. Over time, the concept was adapted to healthcare, evolving from
basic computational models toward dynamic, patient-specific virtual representations [2].
Early applications in healthcare focused on anatomical modeling and physiological sim-
ulations, often limited by computational power and static datasets [3]. The integration
of artificial intelligence (Al) marked a turning point, enabling DTs to process complex,
multimodal medical data and update it in real time [4]. Al-based DTs can now leverage
data from sensors, imaging, electronic health records, and genomics to create highly per-
sonalized patient models [5,6]. These intelligent twins allow physicians to simulate disease
progression, evaluate treatment scenarios, and optimize therapeutic strategies before im-
plementing them in clinical practice [7,8]. The increasing availability of medical robots,
mobile devices and Internet of Things (IoT) technologies, including the Internet of Medical
Things (IoMT), has further increased the granularity and timeliness of the patient data
feeding these models [9]. As a result, digital transformation technologies have expanded be-
yond experimental research to encompass clinical decision support, personalized medicine,
and predictive health monitoring [10]. Their ability to integrate local patient-specific in-
formation with large-scale population data represents a significant paradigm shift [11].
Al-based digital transformation technologies are becoming transformative tools in modern
healthcare, combining real-time clinical insights with global data intelligence [12].

The emergence of Al-based DTs represents a novel paradigm in healthcare, com-
bining dynamic computational modeling with real-time clinical data. Unlike traditional
predictive models, Al-based DTs continuously learn and adapt to individual patient char-
acteristics, enabling highly personalized simulations of disease progression and treatment
outcomes [13]. Integration of multimodal data—including physiological signals, imaging,
genomics, and electronic health records—allows for a more holistic representation of a
patient’s condition [14]. This capability contributes to better clinical decision support,
allowing clinicians to test “what-if” scenarios and optimize interventions before implemen-
tation. From a systems perspective, DTs enable the seamless connection of patient-specific
models with population-level analyses, combining local care decisions with global medical
intelligence [15]. This dual functionality increases predictive accuracy, supports proactive
care strategies, and facilitates more efficient resource allocation. Al-based DTs are making a
revolutionary contribution to precision medicine, moving from static data interpretation
towards adaptive, patient-centric healthcare ecosystems [16].

https:/ /doi.org/10.3390/app16010083


https://doi.org/10.3390/app16010083

Appl. Sci. 2026, 16, 83

30f25

Despite promising results, significant research gaps remain in the development and
implementation of Al-based DTs in healthcare. A standardized data integration framework
is lacking, hindering the efficient combination of heterogeneous clinical, sensor, imaging,
and genomic datasets [17]. Most current DT models rely on limited or single-center datasets,
limiting their generalization to diverse patient populations and clinical contexts. Acquiring
and synchronizing data in real time remains a technical challenge, especially in resource-
constrained or out-of-hospital settings [18]. The underlying Al algorithms often operate as
“black boxes,” raising concerns about interpretability and confidence in clinical decision-
making. Sufficient longitudinal studies verifying the predictive effectiveness of DTs and
their impact on patient outcomes over time are lacking [19]. Methodological gaps exist
in simulating complex multi-organ interactions and comorbidities, which are essential
for accurate patient-level modeling. Interoperability and scalability issues hinder the
integration of DT systems with existing healthcare infrastructure and electronic health
records systems [20,21]. Regulatory and ethical frameworks specific to DT systems are
still emerging, leaving uncertainties regarding data ownership, accountability, and clinical
responsibility. Limited evidence exists on how healthcare professionals and patients interact
with DT systems in real-world workflows, which impacts their implementation [22]. Robust
strategies for continuous model updating, validation, and management are also lacking,
hindering their safe transition from research to clinical practice [23].

The aim of this review is to critically examine the evolution, current applications,
and future potential of Al-based DTs in healthcare, with a particular focus on their role in
enabling real-time simulation and personalized patient-level decision support. Specifically,
the review aims to provide a comprehensive overview of how Al-based DTs are being
developed and implemented in various clinical domains, identifying existing scientific and
technical gaps, and highlighting methodological, regulatory, and ethical issues. Taking
a “local to global” perspective, the review aims to explore how individual patient-level
models can be scaled and integrated to inform population health strategies, global data net-
works, and collaborative research ecosystems. This will provide a structured foundation for
future research, clinical applications, and policy development in this rapidly evolving field.

2. Materials and Methods
2.1. Data Set

This article presents a bibliometric analysis that examines the current state of scientifi-
cally relevant knowledge and practice in the application and implementation of Al-based
DTs in healthcare at various levels, with the aim of optimising the use of knowledge and ex-
perience in the available and applied healthcare system. This approach addresses common
limitations (of a single element or separate group of members) that prevent the use and
implementation of this user group, usually from an interdisciplinary perspective. From this
perspective, it is beneficial to shape DTs as bridges between individualised care and system-
level planning and crisis resilience. To achieve this goal, we used bibliometric methods to
analyse recently published (i.e., within the last 10 years) global scientific publications. We
formulated the following research questions (RQ):

e RQ1: What is the most common origin of publications, broken down by affilia-
tion/research unit and university, country and, if possible, sources of research and
publication funding?

e RQ2: Can the most influential authors and their teams be identified?

e  RQ3: What are the most popular research/publication topics and, if possible, how are
they developing?

We also sought to answer the following question as comprehensively as possible:
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e RQ4: Which Sustainable Development Goals (SDGs, formulated by the UN to be
achieved by 2030) are most commonly associated with the publications covered by
the review?

The approach to bibliographic analysis proposed above allows for a repeatable and
comprehensive understanding of current trends, policies, strategies, and approaches to
clinical research and business practices related to the planning, implementation, and use
of Al-based DTs in healthcare at various levels, from local to global. To achieve the ob-
jective of this analysis, it was also necessary to understand and plan further research in
this area that would significantly expand knowledge, integrate technical and organisa-
tional solutions, and increase their potential already at the planning and implementation
stage. This approach to interpreting bibliometric data broadens the current discussions to
include an interdisciplinary dimension and will provide a solid basis for formulating and
implementing future research.

2.2. Methods

The analysis involved searching four major bibliographic databases: Web of Science
(WO0S), Scopus, PubMed, and dblp. These databases were selected to ensure the widest
possible range of indexed publications (both technical and medical) and their rich metadata
with global reach and significance (Figure 1). Filters built into these databases and keyword
selection were used to focus on a carefully selected group of relevant publications in English.
After filtering, each article was manually reviewed by three independent reviewers for
inclusion criteria (decisions were made by a majority of at least two votes), which allowed
the final sample size to be determined. Further analysis identified key features of the
dataset, including the most frequent authors, their research groups/institutions/affiliations,
countries, subject areas, and emerging trends. This allowed for a more accurate mapping of
key terminology and its evolution, as well as the most important research achievements
in the area under analysis. Where possible, temporal trends were tracked to help monitor
changes observed over time in the research area under study. Publications were also
grouped into thematic clusters, revealing links between different sub-fields of research.
This process highlighted the most important research topics and sub-fields emerging in the
research area under study.

The study used ten selected items from the PRISMA 2020 bibliographic review guide-
lines, focusing on the following aspects (Supplementary Materials):

rationale (item 3);

objectives (item 4);

eligibility criteria (item 5);
sources of information (item 6);

[}

[}

[}

[}

e  search strategy (item 7);
e  selection process (item 8);

e  data collection process (item 9);
e synthesis methods (item 13a);

e  synthesis results (item 20b);

e  discussion (item 23a).

The focus on local and global perspectives likely stems from the article’s contextual-
isation of Al-based DTs within broader socio-technical and industrial ecosystems. This
broadening of the narrative also raises wider issues such as regional adoption patterns,
policy implications, and sustainability trade-offs that have not been formally addressed
in previous literature reviews and may not have been sufficiently clearly described before.
This article is a review based on the results of the PRISMA 2020 study, but due to the
use of only 10 items, it does not constitute a complete systematic review. However, the
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discussion synthesises evidence from a number of previous studies and databases, allows
for comparative regional analysis, and enhances the scientific credibility of the article.

STAGE NAME TASKS
Defining Defining goal(s)
research goal(s) of the bibliometric analysis

&

ctin Selecting appropriate data set(s)
Sele ] data bases and developing research queries

and data collections (RQs) related to the study goal(s)

.

Data Cleaning the collected data set(s)
. to remove duplicates
preprocessing and irrelevant records

&

ibli 3 Selection of the most suitable
Blbhometnc- bibliometric software/tools
software selection used within analysis

Description/keywords, author,
journal, area, topics, institution,

analyms country, stc.
Visualisation Visualising the analysis results
(where p0551ble) to present insights more clearly

Dicussion and interpretation

|¢I¢Hﬁ

EIF retation of the results in the context of
and discussion achieving the ressarch objectives
and RQs

Figure 1. The bibliometric analysis procedure used (own work).

Using only the ten PRISMA 2020 items for a review may be more useful than a scoping
or systematic review, as the field is rapidly evolving and lacks standard definitions and a
solid evidence base. The current PRISMA-based review provides transparency and method-
ological rigor while avoiding the excessive limitations of full systematic reviews, which
require exhaustive and often impractical data synthesis. Compared to scoping reviews,
which prioritize scope over structure, a focused PRISMA subset provides clearer inclusion
criteria, replicability, and critical appraisal tailored to specific research questions. This
approach is particularly useful for capturing conceptual, architectural, and implementation
trends for Al-based digital twins in local and global healthcare contexts. It also reduces the
burden of time and resources while providing high analytical value for emerging technolo-
gies. Therefore, a concise PRISMA-based review better balances rigor and flexibility than
scoping analyses or systematic reviews in this interdisciplinary and rapidly evolving field.

This bibliometric analysis uses analytical and visualisation tools directly embedded in
the WoS, Scopus, PubMed and dblp databases. The methodology chosen for this review
supports the replication of research (using the same publicly available analytical tools),
enabling subsequent researchers to precisely classify results according to concepts, research
areas, authors, documents and sources. The results are presented in tabular and graphical
form, allowing for further flexible analysis and visualisation. The interdisciplinary scope
and complexity of the topic led to the key findings of the review being summarised in a
summary table.

3. Results
3.1. Data Sources

Eligible studies were identified using targeted search terms such as “artificial in-
telligence” OR “machine learning” AND “digital twin” AND “healthcare” in the WoS,
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Scopus, PubMed, and dblp databases. The limited to ten items but transparent PRISMA
framework ensures methodological transparency in the identification, screening, and se-
lection of studies while avoiding the rigidity of full systematic reviews. Data extraction
focused on predefined variables such as area of research, healthcare environment (local vs.
global), data sources, and reported outcomes. Analysis was conducted using qualitative
thematic synthesis and comparative mapping to highlight trends, gaps, and scalability
challenges, rather than quantitative meta-analysis. A defined but flexible time window
(the last 10 years: published between 31 January 2016 and 30 October 2025, but no articles
meeting the criteria for inclusion were found between 2016 and 2018, all articles were
published between 2019 and 2026, as the latest publications are already appearing with
the date 2026) was appropriate for capturing recent advances while maintaining relevance,
further supporting the validity of a concise PRISMA-based review over broader or fully
systematic approaches.

To narrow down the search, advanced filters were applied immediately, thus limiting
the results to articles in English. The search was conducted in each database in a separate
manner specific to that database. In the WoS database, this was done using the ‘Subject’
field consisting of the title, abstract, keywords and other keywords. In the Scopus database,
this was done using the article title, abstract and keywords. In the PubMed database,
this was done using manually entered sets of keywords. Similarly, in the dblp database,
manually entered sets of keywords were used to search for articles. Keywords such as
‘artificial intelligence,” ‘digital twin,” and ‘healthcare” were used to search the databases
(Figure 2).

PARAMETER/FEATURE DETAILED DESCRIPTION

Books, chapters in books, articles (original,
reviews, communication, editorials),
and conference proceedings, in English

Inclusion criteria

Older than ten years, conference abstracts

EXCIU.SIOI\ criteria without full text, other languages than English

wartificial intelligence” OR , machine learning”
Keywords used AND , digital twin” AND , healthcare”

wSubject” field (consisting of title, abstract,
keyword plus and other keywords

Field codes (WoS)

Field codes (Scopus) Article title, abstract, keywords

. 2

Manually (directly using boolean queries
Field codes (PubMed) ,artificial intelligence” OR , machine learning”
AND , digital twin" AND , healthcare")

Manually (directly using boolean queries
Field codes (dblp) artifidal intelligence” OR ,machine learning”
AND , digital twin" AND , healthcare”)

Yes, e.g. ,artificial intelligence” OR , machine
Boolean operators used learning”
A ppli ed filters Results refined by publication year, document

type, and subject area

Queries were run iteratively, refined based on

Iteration and validation the results, and valideted by ensuring that

relevant publications appeared among the top
results

Figure 2. Detailed search in the database (own work).

In subsequent stages of the selection process, the selected set of publications was
further refined by manually selecting articles and removing irrelevant publications and
duplicates in order to determine the final sample size (Figure 3).
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Database initial search:

WoS (n=113) dblp (n=44)
Scopus (n=147) PubMed (n=58)

Non-English articles:

(n=87)
A
Only English documents:
WoS (n=97)  dblp (n=27)
Scopus (n=85) PubMed (n=33)
Other document types

< and not related to the topic:
(n=55)

A

Original and review articles:
WoS (n=41)  dblp (n=17)
Scopus (n=27) PubMed (n=22)
Duplicated articles:
(n=37)

S
y
Included
in bibliometric analysis:
WoS (n=24)  dblp (n=9)
Scopus (n=19) PubMed (n=5)

Figure 3. The process used in the review was based on the ten items of PRISMA 2020.

3.2. General Results of Analysis

A summary of the overall results of the bibliographic analysis is presented below in
Table 1 and Figures 4-8. A total of fifty-seven articles published over the last ten years
were analysed. As no articles meeting the criteria for inclusion in this review were found
between 2016 and 2018, all articles were published between 2019 and 2026. Articles older
than 10 years were rejected as not included in the review due to the rapid obsolescence of
the older knowledge and practice in the field of Al digital technologies contained therein.
In addition, the search included 2026 because, although 2025 is still ongoing, the latest
publications are already appearing with the date 2026 due to the end of the publication of
2025 journal issues.

Number
of documents [-]

15

2019 2020 2021 2022 2023 2024 2025 2026
Year

Figure 4. Publications by year.
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Table 1. General summary of the results of the bibliographic analysis (own study based on the
analysis of data from all four bibliographic databases: WoS, Scopus, PubMed and dblp).

Parameter/Feature

Value

Leading types of publication

Article (41.6%), review (39.9%), Conference paper (14.6%)

Leading areas of science

Computer science (25.6%), Engineering (17.3%), Medicine (15.7%)

Leading countries

USA, Italy, China, UK

Leading scientists

Wicramasinghe N., Zelcer J., Fuchs B., Heesen P., Shuakat N.,
Ulapane N.

Leading affiliations

Harvard Medical School, La Trobe University, Zurich University,
Consiglio Nazionale delle Recerche, Universita degli Studi della
Campagna Luigi Vanvitelli, Massachusetts General Hospital,
Swinburne University of Technology

Leading funders (where
information available)

Horizon 2020 Framework Programme, Ministero dell’Instrucione,
dell’Universita e della Ricerca, National Natural Science
Foundation of China, UK Research and Innovation

Sustainable development goals

Industry innovation and infrastructure, Responsible consumption
and production, Good health and well being

Note (0.6%)

Letter (0.6%)
Editorial (2.1%) —

Conference Paper (14.6%) ~

D
/
Review (39.9%)

Figure 5. Publications by type.

Other (11.2%) \

Chemistry (2.1%)

Mathematics (2.9%)

Health Professions (3.5%)

Chemical Engineering (4.3%) k

Physics and Astronomy (5.3%)

Biochemistry, Genetics
and Molecular Biology

Materials Science (6.7%) ~

(5.3%) —

Short Survey (0.6%)

__ Article (41.6%)

Computer Science (25.6%)

Engineering (17.3%)

Medicine (15.7%)

Figure 6. Publications by area of science.

https:/ /doi.org/10.3390/app16010083


https://doi.org/10.3390/app16010083

Appl. Sci. 2026, 16, 83

9 of 25

Country

United States

Italy |

China

United Kingdom
India

Australia
Germany
Canada

Poland

Switzerland

o
V]

10 15
Number of documents

Figure 7. Publications by affiliation location (country).

Industry Innovation
and Infrastructure

Responsible Consumption
and Production

Figure 8. Publications by SDGs.

The results of this review of publications indicate that by combining Al, Big Data
and IoT technologies, DT will enable the creation of high-resolution patient and process
models facilitating earlier, precise diagnosis and personalized treatment and care [24].
However, each level of analysis and implementation requires a distinct approach and
research perspective. In the medical context, a DT is a dynamic, high-fidelity digital replica
of a specific patient’s physiological and pathological state, continuously updated using
multimodal data (biometric, clinical, imaging, genomic, and behavioral) to simulate, predict,
and optimize individual health outcomes. Unlike generic Al-based DTs, a true medical
DT is bidirectionally connected to its physical counterpart. This means it both receives
patient data in real time and can simulate or recommend interventions, the results of which
are fed back to improve the model. Systems that exclusively focus on data collection
(IoMT), predictive analysis, or hospital-level process simulations without individualized
feedback loops should be labeled as not fully meeting the full classification of Al-based
DTs in healthcare. Inclusion criteria for true healthcare DTs should include representation
(at the individual level), dynamic updating, real-time feedback, and the ability to perform
counterfactual experiments or scenario testing. A future coding guide will need to explicitly
classify DTs in healthcare only if they combine continuous physiological reflection and
personalized predictive adaptation, ensuring a clear distinction from general frameworks
of Al IoT, or simulation in healthcare.
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3.3. Local Perspective

Locally, Al-based DTs enable medical professionals to create detailed virtual repli-
cas of individual patients, capturing unique physiological, anatomical, and behavioral
characteristics (Figure 9).

Digital twin
environment

Digital twin
aggregation

Information

Data Physiological, I
‘ anatomical,

and behavioral Interaction

characteristics -

Figure 9. Collection and monitoring of the patient/process state within DT infrastructure (own
version based on [2]).

These personalized models allow healthcare professionals to simulate disease pro-
gression, test treatment responses, and predict complications before they occur. By inte-
grating real-time data from electronic medical records, wearable devices, and imaging
systems, DTs provide a dynamic and constantly evolving picture of a patient’s health status
(Figure 10) [25].

PhYSical layer Data collection
Data transfer Dt
and control layer and control

Data storage el dita
and processing layer repositories

Bridging between
local and cloud

Cloud and storage Cloud-based data
layer management

Analysis
and data simulation

Virtual layer

Figure 10. Architecture of DT in healthcare (own version based on [11]).

This helps physicians optimize treatment plans, such as adjusting medication doses,
planning interventions, or selecting the most effective rehabilitation strategies. Hospitals
are increasingly implementing Al-based DTs platforms to model and simulate clinical
processes within their facilities. Such simulations enable administrators to forecast patient
flow, anticipate bottlenecks, and allocate staff and equipment more efficiently [26]. In
critical care, DTs can predict the need for ICU beds or ventilators, allowing for better
preparedness during surges or emergencies as far as need for rehabilitation equipment
for better performance purposes [27,28]. These systems also play a key role in improving
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patient safety, as virtual testing can identify potential risks and procedural errors before they
impact real-world patients. In addition to patient-specific modeling, personalized diagnosis
systems support department optimization by allowing hospitals to test “what-if” scenarios
for new protocols or infrastructure changes [29,30]. Generative Al (genAl) extends these
capabilities by creating synthetic patient data that reflects real-world clinical complexity
without revealing sensitive information. This synthetic data can be used to expand training
datasets, helping Al models achieve high performance even with limited real-world data.
It also enables filling gaps in incomplete medical records, improving the accuracy and
robustness of patient twin studies [31]. By ensuring privacy protection through data
anonymization and the generation of synthetic data, generative Al supports ethical research
and model development [32,33]. Locally, these technologies enable hospitals to advance
personalized medicine while maintaining operational efficiency. The local integration of
Al-based personalized diagnosis systems fosters smarter clinical decision-making, resource
optimization, and data-driven innovation in healthcare settings [33-35].

In healthcare, Al-based DTs are used in a variety of areas, each tailored to local clinical
needs and data infrastructure:

e  Patient-specific DTs simulate a person’s physiological processes—such as cardiac
dynamics, tumor growth, or metabolic regulation—allowing hospitals to test treatment
response before implementing them in practice;

e DTsin hospital operations model patient flow, bed allocation, and staff utilization to
optimize resource utilization and reduce wait times, particularly in regional healthcare
systems under pressure;

e  DTs for medical devices, including prostheses, exoskeletons, and implantable sensors,
utilize Al-driven feedback loops to adapt device performance in real time to the
patient’s biomechanical or neurological status;

e  DTs for training and rehabilitation are leveraging the integration of Al and VR/BCI to
create personalized therapeutic environments that improve recovery outcomes and
support clinical education within locally available digital infrastructures.

3.4. Regional Perspective

Furthermore, in public health, population-level DTs support epidemic modeling and
vaccination strategies by integrating local epidemiological data with predictive Al simula-
tions. At the regional level, Al-based data centers extend beyond individual patients and
hospitals to represent entire communities and healthcare systems [36]. By connecting local
data centers across multiple hospitals, clinics, and public health agencies, regional networks
can create aggregated, anonymized population health models [37]. These connected data
centers enable governments to analyze population-level trends, such as the incidence of
chronic diseases, hospitalization rates, and vaccination coverage [38]. Through predictive
modeling, regional health systems can forecast the spread of infectious diseases, assess the
demand for healthcare resources, and evaluate the potential impact of policy changes [39].
For example, data centers can simulate the impact of vaccination campaigns or screening
programs on disease prevalence in cities or provinces. Regional data center platforms
help coordinate healthcare delivery by identifying underserved areas and more effectively
managing resources such as personnel, medications, and equipment. This allows health
authorities to quickly respond to emerging health threats, such as epidemics, environmen-
tal disasters, or seasonal spikes in demand [40]. Al algorithms integrated with regional
digital development systems can detect patterns and anomalies that may not be apparent
at the local level, supporting earlier interventions [41]. Data-sharing agreements and secure
interoperability frameworks enable the aggregation of data from different institutions while
protecting patient privacy. This regional integration improves continuity of care because
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patient data is accessible and modeled across facilities, enabling better follow-up and refer-
ral [42]. GenAl can complement these efforts by simulating synthetic populations, allowing
researchers to test public health strategies without relying on identifiable data. Regional
DTs also support capacity planning, such as predicting ambulance demand or emergency
department utilization [43]. By providing real-time situational awareness, regional DTs
enable more coordinated decision-making between hospitals, public health agencies, and
policymakers [44]. They bridge the gap between individual care and system-level planning,
ensuring targeted and scalable interventions (Figure 11) [45,46]. Regional Al-based DTs
strengthen health systems by aligning local activities with broader public health goals,
leading to more efficient, equitable, ethical, and proactive healthcare delivery [47,48].

Software as a Service . Medical
Platform as a Service Data processed in cloud »

Infrastructure as a Service

=y

experts

Local Medical

t processing experts
gateways server(s)

Smartphones o . . Medical

Sensors g o= tches Assistive devices ~ Medical - edica

Effectors ¢ - pands Medical devices specialists experts
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Figure 11. Edge-to-cloud architecture dedicated to Internet of Healthcare Things (IoHT) (own version
based on [2,22]).

3.5. National Level

At the national level, Al-based DTs are powerful tools for strategic health planning
and policymaking. Governments can integrate data from regional DT networks to create
comprehensive virtual representations of the entire healthcare system [49]. These national-
scale models allow decision-makers to simulate long-term population health trends, track
disease burden, and assess the impact of proposed interventions across regions [50]. By
analyzing aggregated data, authorities can identify systemic gaps such as healthcare work-
force shortages, unequal access to care, or disparities in outcomes [51]. Al-based DTs enable
evidence-based resource allocation, ensuring that funding, infrastructure, and medical
supplies go where they are most needed [52]. In times of crisis—such as pandemics, natural
disasters, or large-scale emergencies—national DTs provide real-time situational aware-
ness, enabling rapid and coordinated responses. For example, they can model vaccine
distribution strategies, optimize the national supply chain for essential medical equipment,
and forecast hospital bed capacity in individual provinces. These models also support
policy scenario testing, allowing governments to virtually test interventions (e.g., isolation
measures, screening programs), even based on synthetic data, before implementation [53].
National DTs platforms promote data standardization and interoperability, ensuring seam-
less information flow between local, regional, and central health authorities. GenAl can
refine these models by creating representative, synthetic national datasets that help fill data
gaps for rural or underrepresented populations [54,55]. This improves the inclusiveness
and robustness of national health strategies. Furthermore, DTs contribute to long-term
resilience planning, helping governments prepare for future health crises by identifying
gaps in the health system. They enable proactive decision-making, shifting national health
policy from reactive crisis management to strategic anticipation [56]. By unifying local
and regional data within a national framework, governments can support coherent health
strategies that align clinical innovations with public health goals (Figure 12) [57].
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Figure 12. Integration of multi-omics data, wearable device data, lifestyle and environmental data in
DTs ecosystem (own version based on [11]).

Al-based national DTs enable decision-makers to optimize healthcare systems, ensure
equitable distribution of resources, and strengthen resilience to future challenges (e.g.,
Metaverse—Figure 13) [58-61].

Easter clinical reasoning
and identification of strategies
and policies in the healthcare area

Data sets of
phentypes

According to DTs:
Sodial
Q ®
Risk assessment
Prevention
Potential therapy
System of preventive medicine
Platform of precision healthcare According to DTs:
Historical EHR Adapted most effective
and real-time health data pesonalized prevention

Matching each patient and/or treatment strategies

with his/her Dts using Al
(rather DL/genAl)

Figure 13. Integrated DTs data repository as a Metaverse (own version based on [2]).

3.6. International and Global Level

At the international level, Al-based DTs have the potential to integrate diverse datasets
across borders, fostering unprecedented global collaboration in healthcare [62]. By connect-
ing national and regional networks of transformative technologies, scientists and health
authorities can create global virtual ecosystems that reflect the real-world dynamics of
health [63,64]. These international transformative technology infrastructures support early
pandemic detection by analyzing patterns of disease emergence and spread within coun-
tries in real time. Cross-border data integration enables the creation of shared surveillance
systems, improving the ability to identify and respond to emerging health threats before
they escalate globally [65-67]. GenAl, federated learning, and even quantum computing
play a key role in this process by harmonizing heterogeneous datasets from different coun-
tries, healthcare systems, and cultural contexts [68,69]. It can generate standardized virtual
patient cohorts, ensuring that models trained in one region can be effectively adapted
and validated in others. This fosters research collaboration, enabling international teams
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to share insights, validate algorithms, and accelerate medical innovation. Furthermore,
Al-based DTs platforms support cross-cultural medical education and training by enabling
clinicians to learn from virtual cases representing diverse populations and disease presen-
tations [70-72]. International DTs also facilitate comparative policy simulations, allowing
countries to assess the potential outcomes of common public health strategies. By com-
bining local precision with global knowledge, DTs bridge the gap between personalized
medicine and global health governance [73]. They provide a common framework for
addressing transnational health challenges such as the impacts of climate change, an-
timicrobial resistance, and global pandemics, as far as societal changes [74]. However,
international implementation of DTs poses significant ethical, regulatory, and governance
challenges. Issues such as data sovereignty, varying privacy regulations, and unequal
technological capabilities must be carefully addressed to ensure responsible and equitable
implementation. Developing common standards for data interoperability and the ethi-
cal use of Al is essential for successful global implementation, especially in chronic care
(Figure 14) [75,76].

Static Progressive Operational Autonomous
DTs DTs DTs
Hyposthesis driven Dynamic modeling Real time interactions Autonomous virtual
mathematical of the physical entity of the physical and entity/entities
modeling for using temporal virtual entities evolution
description of or progressive in a closed loop (e.g. in Metaverse)
physical information for human to continuously
entity/entities enhancement, generate information
preventive care or and knowledge
therapy for physical

entity/entities

Figure 14. DTs development (own version based on [2]).

Despite these challenges, international collaboration through Al-based DTs represents
a groundbreaking step toward a more connected and resilient global health ecosystem

(Figure 15).
Search
|:> |:> results
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(various d % feedback
modalities) moae
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<
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Aforementioned approach concludes current local, regional, national, and interna-

Figure 15. Building DTs in Metaverse (own version based on [2].

tional/ global perspective on Al-based DTs in healthcare. Next step will include applications
of Al-based DTs beyond Earth—in space.

4. Discussion

DTs enable real-time patient-level simulation and decision support, while scaling to
hospital operations, population health modeling, and international research networks. The
article highlights the role of genAl as a catalyst for synthesizing data, filling gaps, and
harmonizing heterogeneous sources. Furthermore, it highlights persistent obstacles in
validation, ethics, regulation, and governance. The value of the article lies in presenting
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decision technologies as a bridge between personalized care, system-level planning, and
crisis resilience.

The current literature on DTs in healthcare is dominated by proof-of-concept (PoC)
and pilot studies, rather than large-scale prospective clinical trials, reflecting the early
translational stage of this technology. Most available studies focus on process optimization
and diagnostic endpoints—such as predicting disease progression, response to therapy,
or ICU resource utilization. So-called hard clinical endpoints, such as mortality, length of
stay (LOS), and adverse event rates, are rarely prospectively validated. In many cases, DTs
are evaluated using retrospective modeling or synthetic patient cohorts, demonstrating
the feasibility of real-time simulation and decision support, but not the clinical impact on
patient outcomes. Consequently, claims regarding real-time decision support in much of the
existing literature thus far primarily refer to simulation-based testing or offline prediction,
rather than verified live clinical implementation. No systematic formal extraction and
meta-analysis of endpoint types and study design categories was attempted, and the
conclusions are consistent with the methodological scope reported in the underlying
studies, emphasizing feasibility rather than efficacy of the results.

Table 2 below provides a structured comparison across four levels (local, regional, na-
tional, international), incorporating SWOT analysis elements to highlight realistic strengths
and threats. It also includes risk mitigation strategies, which are often missing from con-
ceptual discussions. This data is useful for policy reports, strategic planning, or research
discussions on scaling an Al-based DTs development strategy.

Table 2. SWOT analysis and risk mitigation strategies across local, regional, national, international

perspectives of Al-based DTs in healthcare (own elaboration).

. - Risk Mitigation
Perspective Strengths Weaknesses Opportunities Threats Strategies
High
personalization of Enhancing Strong
care through Limited data personalized . cvbersecurity and
; 3 : Data privacy y ity
patient-specific volume medicine anonymization
modeling and diversity Testing new brgacheg measures
; s Technical failure o
Real-time data High clinical protocols ffocti tent Clinician-in-the-
(hosp'l’;:ﬁgalclm'cs integratiogl(EHR, implemerfﬂation GVirtua?y aftec lzlagrga ien . lo (1) p sy s;(l e :n S .
1tals, 1CS, wearables, costs for enerating Resist t egular audits an
individual patients) imaging) infrastructure synthetic data to a(eisc;;gggeb}? technical
Improvement of Staff training overcome data clinicians validation
workflow requirements _ gaps Overreliance on Staff training and
efficiency and Potential for Building internal models. change
patient safety local data silos capacity for management
Predictive innovation programs
treatment planning
Aggregated . Standardized
population-level Interoperability ngéggfsteed data-sharing
modeling challenges to outbreaks Data governance protocols
Improved between _ Better plannin inconsistencies Establishment of
coordination institutions for emgr enc & Political or regional
Regional between facilities Uneven data c% Y administrative governance
(health systems, Resource quality across preparedness fragmentation frameworks
networks, provinces) optimization sites _ Targeted - Infrastructure Investing in
across a Dependence on mterC\l/entlons dm disparities interoperability
broader area regional él(;lmfrﬁlerfi"iiees between urban and infrastructure
Early detection of data-sharing Capacit and rural areas upgrades
regional agreements forelzastir)l, Regular joint
health trends & training and drills
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 level centralization planning (e.g., - Cybersecurity ~ SyPersecurity an
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collaboration countries standards governance settings
Harmonization of Laneuace and Cross-cultural mechanisms Transpar erg1t and
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4.1. Limitations

Previous research on Al-based DTs has provided a valuable conceptual and technical
foundation, but it suffers from several significant limitations. Many studies rely on small
or single-center datasets, limiting the generalizability of their findings to broader and
more diverse patient populations [77]. Most existing studies focus on proof-of-concept
models rather than large-scale clinical validation, leaving unanswered questions about
their effectiveness in practice. Most DT implementations are disease- or organ-specific
and cannot model the complex interactions between multiple systems that often occur
in clinical practice. Data integration remains incomplete, with limited integration of real-
time sensor data, behavioral information, and longitudinal medical records. Limitations
are often independent of the disease, e.g., in the area of dementia care, data availability,
cost considerations and the efficiency of Al algorithms have been identified as barriers to
implementing Al-based DTs [78]. Previous studies often use retrospective data, limiting
the ability to evaluate model performance in dynamic, real-world environments. Al
methods used are often “black-box” models with limited interpretability, hindering clinical
acceptance and trust—there is need for a more post hoc explainable artificial intelligence
(XAI) solutions [79]. Few studies address interoperability with existing health information
systems, hindering clinical implementation. Ethical, legal, and regulatory issues are often
superficially addressed, leaving key management issues unanswered [80]. Furthermore,
research on physician and patient interactions with health information systems is lacking,
resulting in gaps in usability and workflow integration [81]. The lack of a standardized
reporting and benchmarking framework hinders comparison of results across studies and
the building of cumulative scientific knowledge.

DTs, as virtual representations of health and disease processes, can integrate data and
simulations (including real-time or near-real-time) for prevention, prediction, and personal-
ization of diagnostics, therapy, and care. Previous applications of DTs have demonstrated
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their potential in oncology, cardiology, artificial organ design, and hospital workflow opti-
mization. However, further transformation of healthcare delivery and improved patient
outcomes require an even more predictive, preventive, and personalized approach. This
presents a number of challenges, including;:

e  more precise description of the mechanisms of dynamic molecular changes in DTs at
various biological scales;

prioritization of disease mechanisms and therapeutic targets;

mutual learning of interoperable DTs systems;

VR/AugR-based interfaces to DTs for medical professionals and patients/their families;
global scaling of DTs technology to ensure equal access to healthcare;

consideration of ethical and regulatory issues [82].

In Al-based DTs in healthcare, synthetic data generated by genAl is increasingly
being used to overcome privacy constraints and data scarcity, enabling model training
and validation without revealing real-world patient records. However, such data must
be subject to strict validation and provenance protocols, ensuring representativeness, lack
of bias amplification, and clinical relevance through comparison with real-world cohorts.
Regulatory bodies such as the EU Al Act, GDPR, and national health data authorities
recommend transparent documentation of data generation processes, the use of differential
privacy, and a formal re-identification risk assessment before deployment. Safeguards
include the use of federated learning, edge data generation, and synthetic data quality
metrics (e.g., statistical accuracy, diversity, utility scores) to monitor whether the generated
data maintains population-level realism without the possibility of tracing personal data.
The governance framework should therefore incorporate ethical review, ongoing bias
audits, and compliance certification mechanisms to ensure that GenAl-based synthetic
datasets in healthcare medical transformations remain secure, irreversible, and verifiably
compliant with medical and regulatory standards.

4.2. Technological Implications

The manuscript’s primary focus on Al-based DTs required the definition of a
healthcare-specific DT framework, including those derived from previous IoMT and 3D
printing applications in medicine, emphasizing patient-centric modeling, validation, and
clinical relevance. The shift from a local to a global perspective in Al-based DTs has pro-
found technological implications for healthcare. It requires the development of scalable
architectures capable of integrating data from individual patients, institutions, and global
healthcare networks in real time. Robust interoperability standards and secure data ex-
change protocols are essential to enable seamless communication between different clinical
systems and DT platforms [83]. A combination of cloud and edge computing is necessary
to support both high-performance computing and low-latency point-of-care applications.
Federated learning and privacy-preserving Al methods will play a key role in enabling
collaborative model training without compromising patient confidentiality [84,85]. Ad-
vanced data harmonization and semantic interoperability frameworks are essential to unify
heterogeneous datasets from different regions and healthcare systems. Integrating Internet
of Things (IoT) devices and wearable sensors will enable continuous patient monitoring and
enrich DT models with real-time data streams.Al algorithms must adapt to handle massive,
distributed, and multimodal data sources while maintaining accuracy and explainability.
Cybersecurity measures must be strengthened to protect sensitive medical information
as it flows across local and international networks [86,87]. Creating common platforms
and digital infrastructure will support collaborative research, model benchmarking, and
rapid knowledge dissemination. Leveraging these technological advances will enable Al-
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based digital transformation technologies to function as interconnected systems, combining
individual patient care with global medical intelligence.

4.3. Economic Implications

The shift from a local to a global perspective in Al-based decision-making technologies
has significant economic implications for healthcare systems worldwide [88]. The initial
investment required for infrastructure development, including data platforms, sensor net-
works, and computing resources, can be significant. Once implemented, DT technologies
have the potential to reduce long-term healthcare costs by enabling earlier diagnosis, per-
sonalized treatment planning, and more efficient resource allocation. Real-time simulation
and predictive capabilities can help minimize unnecessary procedures, hospital readmis-
sions, and adverse events, thereby improving cost-effectiveness. Global data sharing
and federated learning models can reduce duplication of research and accelerate innova-
tion, generating economic value through resource sharing. DT technologies can support
value-based care models by linking clinical outcomes to financial outcomes, encouraging
preventative and personalized interventions [89]. Economic differences between high-
and low-resource settings must be considered, as unequal access to DT technologies can
exacerbate global gaps in healthcare coverage and financing. New business models related
to data markets, digital infrastructure services, and Al-based clinical decision support may
emerge, transforming the economics of healthcare [90]. The scalability of DT platforms
allows for economies of scale, as global collaboration can reduce the unit costs of data
storage, model development, and validation. A thorough economic assessment, including
cost-benefit and cost-effectiveness analyses, is essential to guide sustainable implementa-
tion. By transforming both clinical effectiveness and innovation pathways, Al-based DT
technologies have the potential to transform healthcare from reactive treatment to proactive,
economically sustainable care models, both locally and globally.

4.4. Societal Implications

Integrating Al-based DTs into healthcare systems, both locally and globally, has far-
reaching societal implications. At the individual level, DTs can empower patients by
providing personalized insights, promoting self-care, and improving health literacy [91].
They also have the potential to enhance equity in healthcare delivery, enabling more
precise and timely interventions, even in remote or underserved areas, thanks to digital
connectivity [92]. Widespread implementation could foster greater patient engagement
and shared decision-making, strengthening the patient-physician relationship. Social trust
will play a crucial role, as people need to be confident that their medical data is protected
and used ethically. Unequal access to DT technologies can lead to disparities, potentially
exacerbating existing digital divides between high- and low-resource communities. Global
DT networks can facilitate rapid information sharing during health crises, improving
collective preparedness and response [93]. The use of real-time, population-level health
analytics can support more responsive and evidence-based public health policies. These
technologies can influence cultural perceptions of health as individuals increasingly interact
with digital representations of their bodies and states. Maintaining social acceptance will
require addressing ethical issues around autonomy, consent, and data ownership. By
combining personalized care with global health intelligence, Al-based transformational
technologies could reshape the social contract between individuals, healthcare systems,
and societies, fostering a more collaborative and proactive approach to health.

4.5. Ethical and Legal Implications

The expansion of Al-based DTs in healthcare, from local to global contexts, raises
complex ethical and legal implications. The collection and integration of sensitive patient
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data require a robust framework for ensuring privacy, confidentiality, and informed consent.
Key ethical aspects include informational self-determination, confidence, privacy, data secu-
rity, and reliability [94]. Data ownership remains unclear, as patients, healthcare providers,
and technology companies may have conflicting claims on digital representations. Ethical
questions arise regarding how DT-generated predictions should be communicated and
used in clinical decision-making, particularly in life-changing situations. Ensuring algo-
rithm transparency and explainability is essential to prevent bias and maintain patient
trust [95]. Inequalities can deepen if DT technologies are unevenly implemented, raising
ethical concerns about fairness and equity in access to advanced care. Cross-border use of
DT raises legal issues related to differing data protection regulations, such as the GDPR
in Europe compared to less stringent frameworks in other countries. Liability for medical
errors or adverse effects resulting from decisions based on Al-based therapeutic strategies
is not yet clearly defined in legal systems. Regulatory frameworks have not yet fully
adapted to the dynamic, constantly learning nature of Al-based therapeutic strategies,
raising concerns about oversight and compliance. Ethical governance structures will need
to balance innovation with patient rights, ensuring transparency, safety, and equity. Inter-
national cooperation will be essential to harmonize ethical standards and legal regulations,
supporting the responsible global implementation of Al-based therapeutic strategies in
healthcare, and early warning [96,97].

4.6. Directions for Further Research

A novel DTs model based on computed tomography and data presents a new approach
to containing emerging infectious diseases by leveraging the potential of the Metaverse
as a convergence of physical and cyber domains. This demonstrates the usefulness and
scalability of Al-based DTs in precisely protecting public health while taking into account
data security and privacy protection [98].

Future research on Al-based DT should focus also on increasing data diversity and
quality to enhance model robustness and generalizability. There is a need for large, multi-
center, and longitudinal datasets that encompass diverse patient populations and clinical
scenarios. Developing a standardized framework for data integration and interoperability
will be essential to seamlessly combine multimodal data, including genomics, imaging,
sensor data, and electronic health records [99]. Future research should prioritize real-time
data acquisition and synchronization methods to support dynamic, continuously updated
DT in clinical practice [100]. Research should emphasize explainable and transparent Al
methods to improve interpretability and build clinical confidence [101]. Development
of multi-organ and multi-system modeling will enable DT to more accurately reflect the
complex pathophysiology of many diseases [102]. Rigorous, prospective clinical trials are
necessary to validate DT’s effectiveness and demonstrate measurable impact on patient
outcomes, workflow efficiency, and healthcare costs [103]. Exploring user-centered design
approaches will help optimize physician and patient interactions with DT platforms [104].
Research must consider ethical, legal, and regulatory frameworks, including data gover-
nance, accountability, and equitable access. Integrating DT with population health and
global data-sharing networks will create opportunities for collaborative research and early
detection of public health trends [105]. Sustained interdisciplinary collaboration between
physicians, data scientists, engineers, and policymakers will be crucial to translating the
potential of Al-based DT into routine healthcare practice [106].

In addition to Al-based DTs, large language models (LLMs) aid in data processing,
reporting, reasoning, and support for improved clinical decision-making. They generate
comprehensive reports that integrate multiple sources and layers of diagnostic informa-
tion [107]. However, the challenge remains to increase transparency and interpretability
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in Al-based DTs using XAl This will maintain trust between medical professionals and
patients [79].

The next breakthrough in Al-based DTs is the launch of sixth generation (6G) communi-
cation networks, planned for 2030 [108-110]. Internet of Nano-Things (IoNT) is considered
to be the next future technology as more advanced and miniature version of IoT [108-110].
Intelligent healthcare will then move to globally available real-time Internet of Healthcare
Things (IoHT) solutions [24,111-113].

5. Conclusions

Al-based DTs represent a transformative paradigm, combining individual patient care
with systemic and global health management. At the local level, DTs enable personalized
modeling, clinical workflow optimization, and real-time decision support. Regional in-
tegration extends these benefits to population health monitoring, resource coordination,
and early detection of health trends. Nationally, DTs support strategic planning, equitable
resource allocation, and resilience building in response to health crises. Internationally, con-
nected DTs support research collaboration, pandemic preparedness, and the harmonization
of global health strategies. These perspectives highlight the potential of Al-based DTs to
bridge precision medicine and public health, provided ethical, regulatory, and governance
challenges are addressed responsibly.
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Al Artificial intelligence

DL Deep learning

DT Digital twin

EHR Electronic health record
GenAl Generative Al

IoHT Internet of Healthcare Things
ToMT Internet of Medical Things
IoNT Internet of Nano-Things

TIoT Internet of Things
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