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Abstract: We investigate the impact of textual content and its structural characteristics
on the detection of false information. We propose a Bidirectional Graph Convolutional
Neural Network (ICP-BGCN) that integrates message content with its propagation paths
for enhanced detection performance. Our approach leverages web propagation topology
by transforming disconnected user posts into a bidirectional propagation graph, which inte-
grates top-down and bottom-up pathways derived from post forwarding and commenting
relationships. Using BERT embeddings, we extract contextual semantic features from both
source texts and their propagated counterparts, which are embedded as node attributes
within the propagation graph. The bidirectional graph convolutional neural network
subsequently learns the feature representations of the event propagation network during
information dissemination, merging these representations with the original text content
features to achieve comprehensive disinformation detection. Experimental results demon-
strate significant improvements over existing methods. On benchmark datasets Twitter15
and Twitter16, our model achieves accuracy rates of 89.7% and 91.7%, respectively, out-
performing state-of-the-art baselines by 1.1% and 3.7%. The proposed ICP-BGCN exhibits
strong cross-domain generalization, attaining 84.4% accuracy on the Pheme dataset and
achieving improvements of 1.8% in accuracy and 3.8% in Macro-F1 score on SemEval-2017
Task 8.

Keywords: false information; bidirectional graph convolutional networks; propagation
structure; feature fusion

1. Introduction
Currently, the global number of Internet users is 5.16 billion, with 4.76 billion social

media users, constituting nearly 60% of the global population [1]. With the accelerated
development of social networking platforms, such as Twitter and Facebook, the process
of information sharing and dissemination has significantly accelerated [2]. While social
media provides a platform for free and diverse forms of expression, it inadvertently facil-
itates the spread of misinformation, which often fails to reflect the true nature of events.
For instance, the recently circulating claim that “infection with Mycoplasma pneumonia
will result in pneumonia and ‘white lung’” not only misleads public perception and in-
duces psychological anxiety but also triggers social panic, disrupts daily life, and severely
undermines social stability. Therefore, to mitigate the detrimental effects of misleading
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content and to maintain social cohesion and stability, it is imperative to accurately identify
false information.

False information is typically defined as unsubstantiated content that lacks supporting
evidence, authoritative sources, or official statements [3]. In recent years, scholars globally
have demonstrated significant interest in the detection of false information [4]. Previous
studies primarily employed manual feature extraction techniques to derive significant
attributes from various aspects, including text content [5], user information [6], and com-
munication characteristics [7], for false information detection. However, these methods
depend on manual feature extraction, which necessitates extensive domain expertise and
manual annotation efforts. The vast scale and complexity of social media datasets further
present substantial technical challenges. With the progress of deep learning, scholars are
adopting these models to autonomously identify effective characteristics for disinformation
detection. Ma et al. [8] were among the first to apply deep learning models to the field
of false information detection. They input individual sentences into a recurrent neural
network, using the hidden layer vectors to represent information features for false informa-
tion detection. A key characteristic of false information is its rapid dissemination, often
exhibiting a “viral” propagation pattern. Moreover, misinformation often spreads more
extensively, quickly, and broadly than factual information, potentially causing significant
confusion [3]. Consequently, researchers have sought to capture the temporal sequence
characteristics of false information propagation by analyzing its propagation paths or
networks on social media, thereby constructing time-series feature models [9,10]. With
the continued advancement of graph representation learning, false information detection
utilizing graph-based approaches has become a prominent research focus. Bian et al. [11]
and Rahimi et al. [12] constructed graph structures based on reply or retweet relationships,
analyzing false information through edge-based feature aggregation. However, most deep
learning-based rumor detection methods rely on reliable propagation structures (which may
not always be available) and large-scale datasets to enable such analysis. These methods
not only fail to account for the instability in misinformation propagation structures but also
lead to substantial resource consumption during data preprocessing and model training.

Our approach is based on the observation that the reinforcement of community struc-
tures plays a significant role in enhancing the efficacy of information dissemination, par-
ticularly in social networks, where rumor propagation structures demonstrate superior
information representation capabilities [13]. However, existing deep learning-based rumor
detection models often overlook the inherent uncertainty factors in real social networks
when analyzing these propagation structures. Additionally, the effective utilization of
original text features and their integration with other features remains an area requiring
further exploration. In this study, we propose a multi-source information fusion approach
for misinformation detection, which integrates global structural information with local
semantic features of messages, leveraging both message content and propagation path
features to improve detection accuracy and robustness. The discrete and fragmented nature
of post texts is transformed into a propagation graph structure, while the BERT [14] (Bidi-
rectional Encoder Representations from Transformers) model is employed to extract deep
semantic features from both source texts and propagated texts. As an augmented node
attribute within the dissemination graph framework, the bidirectional graph convolutional
neural network is utilized to capture the topology of the event diffusion network during
the analysis of information propagation patterns. Finally, the resulting propagation graph,
enriched with reply semantic information, is combined with the semantic features of the
source declaration and processed by the classifier. Based on the interplay between dissemi-
nation architecture and content, the global forwarding relationships are incorporated into
the false information detection process. The key contributions of our study are as follows:
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• We leverage the structural information of information dissemination to propose an
effective disinformation detection method, termed ICP-BGCN. During the propaga-
tion of false information, interactive data, such as user comments and retweets, are
embedded and represented using a bidirectional graph convolutional neural network.
This network extracts global coupling features from both the nodes within the message
propagation graph and the relationships among them, enabling feature extraction of
disinformation dissemination data based on graph-based information representation.

• The proposed method is validated using two real-world datasets, Twitter15 and
Twitter16. Experimental results show that the proposed model outperforms existing
baseline methods in detecting false information. The rationality and effectiveness of
the proposed ICP-BGCN method are further confirmed through ablation experiments.

• We investigate the characteristics of propagation paths for both disinformation and
non-disinformation, as well as the differences in their dissemination dynamics,
through visualization and statistical analysis of various topological metrics of the
message propagation graphs, including degree distribution, diameter, and average
path length of network nodes.

2. Related Work
In recent years, a variety of theories and techniques have been proposed for identifying

false information. In this section, we summarize the prevailing methods for disinformation
detection into two categories: content-based attributes and propagation structural elements.

2.1. False Information Detection Based on Content Features

Content-based detection methods focus on extracting text features, such as lexical
features, text length, and grammatical features, to distinguish between false information
and genuine information based on content. Early studies utilized classification algorithms,
including Bayes [15], Support Vector Machine (SVM) [16], and random forest [17], to
classify false information based on content representation. Choudhury et al. [18] used an
optimized genetic algorithm to solve the problem of fake news detection and compared
the performance of several common classifiers, including support vector machine, Naive
Bayes, random forest, and logistic regression, to test their effectiveness in identifying fake
news in different datasets.

Deep learning approaches facilitate the automated learning of high-level data charac-
teristics and enable more accurate identification of patterns and correlations within the data,
establishing themselves as the predominant detection methodology. Nasir et al. [19] pro-
posed an innovative hybrid deep learning framework that integrates convolutional neural
networks (CNNs) with recurrent neural networks (RNNs) for the classification of deceptive
information. Shelke et al. [20] utilized foundational attributes from multiple categories,
including user, content, and lexical features, and developed a hybrid deep learning model
that combines Bidirectional LSTM (BiLSTM) with Multilayer Perceptron (MLP) frameworks
to improve detection accuracy. Yang et al. [21] employed BERT and CNN to extract textual
information from user comments, followed by LSTM to further extract sentiment features,
which were then fused with content features to form false information representations.
Li et al. [22] utilized the pre-trained BERT model to transform raw Weibo text into vector
representations, which were then fed into a recurrent convolutional neural network for the
identification of false information. Feng Lizhou et al. [23] proposed a detection method
based on graph convolutional networks integrated with an attention mechanism, which
incorporates the forwarding relationship features and semantic characteristics of texts
within comments. Chen et al. [24] pioneered the integration of the attention mechanism
with a residual network for rumor detection. First, the residual network, enhanced by the
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attention mechanism, captured long-range dependencies within the text. Subsequently,
CNN was used to select important components and local features, achieving notable results
in false information detection and early detection tasks. Furthermore, to improve the
effectiveness of disinformation detection, Weng et al. [25] and Lai et al. [26] employed
dynamic feature vectors and large language modeling approaches, respectively, to capture
semantic features. However, malicious actors may employ deepfake technology to mimic
the writing techniques and expression styles of real events, thereby evading detection. This
renders methods relying solely on content features ineffective in capturing relevant features
for false information recognition [27].

2.2. False Information Detection Based on Propagation Structure and Content Features

With the rapid development of graph learning techniques, researchers have discovered
significant differences in diffusion topology between false information and authentic con-
tent within social networks, prompting propagation path analysis to become one of the core
foundations for online rumor identification. The propagation structure feature refers to a
pattern feature of false information during its spread, encompassing the interactions among
posts, the extent of the formed propagation route, and the duration of the transmission time.
Investigators concentrate on discerning the disparities in the propagation traits of deceitful
information versus veracious content for detection purposes. Certain academics employ
deep learning techniques to extract the sequential attributes of misinformation propagation
over time, drawing from the dissemination pathways or networks within social media
platforms, intending to formulate a temporal feature model. Chen et al. [28] proposed a
Recurrent Neural Network (RNN)-based model that learns deep representations of tweet se-
quences for false information detection. Some researchers also represent the non-sequential
propagation structure features to realize false information detection. Ma et al. [8] use the
non-sequential propagation structure of false information to learn the features that distin-
guish the content of tweets. The complete propagation structure can extract features more
comprehensively than the partial structure. Bian et al. [11] used the graph convolutional
network method to realize the construction of a false information detection model from two
directions of propagation and diffusion. Feng et al. [29] also modeled the false information
propagation structure as a bidirectional graph and designed three interpretable bidirec-
tional graph data augmentation strategies. Using node-level and graph-level contrastive
learning to capture the propagation characteristics of events. Hu Dou et al. [30] presented a
disinformation detection method grounded in a multi-relation propagation tree, addressing
the limitation whereby most current propagation characteristic-based approaches merely
take into account the overt interaction dynamics during dissemination while neglecting the
modeling of latent relationships. Qiang Zishan et al. [31] introduced a social media rumor
detection model integrating dynamic propagation and community structure, which solved
the problem of insufficient utilization of time information in existing rumor detection
models. Verification using the community structure characteristics of false information
propagation can improve the performance of the rumor detection model. Lin et al. [32]
represented false information as different propagation threads and designed a hierarchical
cue encoding mechanism to learn the context representation of false information from
a language-independent perspective. They advocated an innovative zero-shot detection
framework predicated on cue learning, which can identify false information from different
domains or different languages.

False information detection methods based on propagation relationships rely on
complete network topology data. When there are missing records or incomplete data in the
propagation links, their detection accuracy significantly decreases. Furthermore, existing
methods mainly focus on the structural features of the propagation path, while neglecting
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the semantic information of the propagated content itself. This may lead to misjudgments
about the nature of the information, such as its authenticity or emotional tendency.

2.3. Content-Based and Propagation Path-Based Methods

Recent studies have increasingly focused on combining content-based and propa-
gation path-based methods to enhance the accuracy and robustness of misinformation
detection. For instance, the GCAN model proposed by Lu and Li [33] integrates textual con-
tent with retweet sequences through a co-attention mechanism, achieving a 16% accuracy
improvement while providing explainable predictions. Similarly, Heterogeneous Graph
Attention Networks (Huang et al.) [34] construct tweet-word-user graphs to capture global
semantic relationships and structural propagation patterns, enabling early-stage rumor
detection. GARD (Tao et al.) [35] further emphasizes semantic evolvement during informa-
tion diffusion by combining graph autoencoders with propagation structures, improving
both robustness and early detection performance. Additionally, the GCNs-MT model
(Chang et al.) [36] employs memory-augmented Transformers and Graph Convolutional
Networks to jointly model textual dependencies and propagation dynamics, demonstrating
strong cross-dataset generalization capabilities. These approaches highlight the comple-
mentary strengths of content and propagation features, advancing detection accuracy,
explainability, and timeliness.

However, these methods overlook the feature representation of propagation nodes
while focusing on the expression of propagation relations during the process. They also fail
to consider the impact of using deep semantic features from the propagated text as initial
node features for false information detection. Furthermore, during feature extraction, the
original text features are underutilized, and the fusion of the original text features with
other features is inadequate. To address these issues, this paper proposes a multi-source
information fusion approach for false information detection based on graph convolutional
networks. This method constructs a propagation graph by combining propagation users
and structures, embedding both the source and propagated texts’ semantic information as
node features. Additionally, it fully leverages the source text information for multi-feature
fusion, further improving detection performance.

3. Methodology
To address the aforementioned challenges, this study proposes ICP-BGCN (Integrated

Content-Propagation Bidirectional Graph Convolutional Network), a novel framework for
false information detection that integrates original text semantics, propagation context, and
structural diffusion patterns. As illustrated in Figure 1, the framework comprises three
interconnected modules:

Module 1. Propagation Structure Modeling: A hierarchical propagation graph is
constructed using comment–retweet relationships. Semantic embeddings generated by
Module 2 are mapped to graph nodes to initialize their representations. The DropEdge
technique [37] is then applied to both top-down and bottom-up propagation graphs to
mitigate over-smoothing and enhance model robustness. Finally, a bidirectional graph
convolutional network (GCN) captures nuanced node interaction patterns within the
propagation structure.

Module 2. Textual Feature Extraction: A pre-trained language representation model
(BERT) encodes the source post and its associated comments/retweets to extract deep
semantic features.

Module 3. False information Detection: Propagation structural features are fused with
textual semantics through attention mechanisms. The enriched representations are fed into
a classifier to predict whether the source post is false information.
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3.1. Construction of Information Propagation Graphs
3.1.1. Building the Information Propagation Graph

In constructing the information dissemination graph, we treat each post as a node,
while edges between posts are defined based on comment and retweet relationships.
Specifically, if tweet A is a reply to tweet B, then there will be a directed edge between A and
B in the graph to indicate the direction of information flow. Thus setting C = {c1, c2, . . . , cm}
for the false information detection data sets, including ci for the data set of the event i, m
for the cumulative sum of events. ci =

{
ri, w(1)

i , w(2)
i . . . , w(ni−1)

i , Gi

}
, where ni is the total

number of posts for event i, ri represents the source post, w(j)
i ∈ Vi(j = 1, 2, . . . , ni − 1) is

the j-th related response posts, and Gi = (Vi, Ei, Ai) on behalf of the propagation graph of
event i. The undirected graph Gi = (Vi, Ei, Ai) is constructed according to the comment or
retweet relationship in the event, where Vi =

{
ri, wi

1, wi
2 . . . , wi

ni−1

}
represents the set of

nodes in the graph, Ei =
{

ei
st
∣∣s, t = 0, . . . , ni − 1

}
indicates the set of response behaviors

in the process of information propagation, and the adjacency matrix Ai ∈ {0, 1}ni×ni

represents the response relationship of event propagation in the propagation graph G,
which is defined as Equation (1).

Ai
st =

{
1, ei

st ∈ Ei

0, other
, (1)

Based on inter-node relationships, we construct three distinct propagation graph
structures with differentiated characteristics. First, the Undirected Graph (UD-Graph)
employs binary relationships to represent node connectivity, preserving adjacency relation-
ships while disregarding interaction directionality. Second, the Top-Down Propagation
Graph (TD-Graph) adheres to hierarchical information flow patterns, where directional
edges from parent posts (source posts ri) to child posts (response posts w(j)

i ) explicitly
delineate the tree-like diffusion pathways of information dissemination. In contrast, the
Bottom-Up Propagation Graph (BU-Graph) establishes reverse edge configurations (child-
to-parent orientation) to form information convergence networks, a topological design that
systematically captures how diverse information sources aggregate toward specific nodes.

As can be seen from Figure 2, we construct the top-down propagation graph structure
GTD

i =< Vi, ETD
i > and a bottom-up diffusion graph structure GBU

i =< Vi, EBU
i > for graph

Gi, and use adjacency matrices ATD
i and ABU

i to represent the connection relationship of
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nodes on the graph, respectively. In this paper, the semantic feature expression obtained by
processing the original post and the response text content by BERT pre-training model is used
as the feature vector of the post, i.e., the initial feature matrix of the propagation structure
and the diffusion structure are the same. XTD = XBU = [x0, x1, . . . , xn−1] ∈ Rni×d, where ni

represents the number of posts for event i, and d is the dimensionality of the feature space.
x0 ∈ Rd denotes the feature vector of the original post, while xj ∈ Rd(j = 1, 2, . . . , ni − 1)
represents the feature vector of the response post. The adjacency matrices are transpositions
of each other, i.e., ATD

i = (ABU
i )

T.
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3.1.2. Extraction of Structural Features of Information Propagation

Given the extensive node count within the propagation graph Gi, the DropEdge
technique is employed during model training to randomly eliminate edges in the original
graph. This approach aims to circumvent over-fitting and mitigate information loss due
to excessive smoothing. In the DropEdge algorithm, we first randomly sample a subset
Edrop from the edge set Ei, with a size of ⌊p·|Ei|⌋. Subsequently, we generate a mask matrix
M ∈ {0, 1}ni×ni , where Mij is defined by the Equation (2). Finally, we use the Hadamard
product (⊙) to modify the adjacency matrix A, resulting in A′ = A ⊙ M.

Mij =

{
0, eij ∈ Edrop

1, others
(2)

As shown in Figure 3, in this paper, the bidirectional Graph Convolutional Network
(GCN) is used as a feature extractor to extract the propagation structure features of infor-
mation. Since the original post contains the most abundant information, in the calculation
process the characteristics of each node are combined with the characteristics of its root
node to strengthen the information content of the source post. The procedure for extracting
propagation characteristics is illustrated by Equations (3)–(6):

HTD
1 = σ(D̂− 1

2 ÃTDD̂− 1
2 XW0) (3)

H̃TD
1 = concat(HTD

1 , Xroot) (4)

HTD
2 = σ(D̂− 1

2 ÃTDD̂− 1
2 H̃TD

1 W1) (5)

HTD = concat(HTD
2 , Hroot

1TD) (6)

where D̂ is the degree matrix corresponding to the propagation graph, Ã = ATD + IN , W0,
W1 and are all learnable parameters, and the obtained HTD is the top-down propagation
characteristics of false information. Similarly, the bottom-up propagation characteristics
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HBU can be obtained, and the representation vector hp ∈ R1×dp of information propagation
characteristics can also be obtained by average pooling after splicing the two. The pooling
process is shown in Equation (7).

hp = Meanpool(concat(HTD, HBU)) (7)

Figure 3. Extraction of propagation features.

3.2. Information Content Feature Representation

Both the original and propagated text content of false information contain critical se-
mantic cues, and leveraging their semantic features comprehensively can enhance detection
performance. Given that BERT captures bidirectional context-aware semantic represen-
tations to derive richer latent features, this study utilizes the pre-trained BERT model to
generate contextual semantic embeddings from textual content, as illustrated in Figure 4.

The input to the pre-trained BERT consists of word embeddings (token embeddings),
sentence embeddings (segment embeddings), and position embeddings (positing embed-
dings). The text information of length n is obtained W = {[CLS], token1, token2, . . . , tokenn}
after word segmentation, where [CLS] represents the token flag used for subsequent classifi-
cation and tokeni represents the i-th word in W. The W is input into three embedding layers
to obtain word vector Etoken, text vector Esegment and position vector Epostion, respectively,

and the three are superimposed to obtain a new vector E =
{

E[CLS], E1, E2, . . . , En

}
. The

obtained vector E is used as the input for the model.
The overall architecture of BERT is composed of multiple stacked Transformer en-

coders. Each encoder layer contains a multi-head attention mechanism and a feedforward
neural network. Through the multi-head attention mechanism of the encoder, there is a
mutual attention edge between the encoded expression (Trmi) of each token, which can
achieve the same degree of attention between words with different distances. BERT inter-
nally stacks six encoders with the same structure in series to better learn the contextual
semantic information of the input text. Among them, multi-head attention can be expressed
as Equations (8) and (9):

MultiHead(Q, K, V) = Concat(head1, head2, . . . , headn)ω (8)

headi = Attention(QωQ
i , KωK

i , VωV
i ) (9)
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where: n is the number of heads of the multi-head attention mechanism; headi is the output
of the i-th head; and Q, K, V are obtained by linear transformation of the input feature matrix.
ωQ, ωK, ωV are the parameter matrices of Q, K and V learned after training, respectively.

Finally, the feature vector learned from the classification label [CLS] is fed into the
fully connected feedforward neural network layer to obtain the semantic expression S of
the information text.

Figure 4. Extraction process for information content features.

3.3. Classification of False Information

After obtaining the semantic features (S) of the original text and the propagation
structure features (hp) enhanced by the root node, these features are concatenated to obtain
the fusion feature. The process is shown in Equation (10):

F = Concate(hp, S) (10)

Ultimately, the amalgamated features are fed into a fully connected neural layer followed by
a softmax layer to discern the event labels, with model refinement achieved through minimizing
the cross-entropy loss function. The process is shown in Equations (11) and (12):

ŷ = so f tmax(WcF + bc) (11)

Loss = −
C

∑
i=1

yi log ŷi (12)
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where ŷ ∈ R1×C is the probability vector of all classes predicting the event label, yi ∈ {0, 1}
is the true label value, C is the number of classification classes, and both Wc and bc are
parameters that can be learned through training.

4. Experiments
4.1. Datasets

To effectively evaluate the performance of the model, we conducted experiments
on four publicly available datasets: Twitter15, Twitter16, Pheme, and SemEval-17-task 8.
Twitter15 and Twitter16, crawled and collated from the Twitter platform by Ma et al. [38],
contain 1490 and 818 rumor-related events, respectively.

Each event is labeled based on the authenticity annotations from rumor verification
websites, categorized into four classes: Non-rumors (NRs), verified False rumors (FRs),
verified True rumors (TRs), and Unverified rumors (URs). Pheme [39], a benchmark dataset
for rumor detection in social media, comprises 5746 tweets collected during breaking
news events (e.g., Ferguson protests, Charlie Hebdo shooting). Labels categorize posts
into Rumor or Non-Rumor based on fact-checking annotations. The SemEval-17-task 8
dataset [40], a widely adopted benchmark for rumor analysis, contains 325 real-world
events with 3854 Twitter conversational threads. It focuses on fine-grained rumor verifi-
cation with three labels: “True rumor” (TR), “False rumor” (FR), and “Unverified rumor”
(UR), while also providing stance classification subtasks (Support, Deny, Query). In the
dataset, nodes signify individual posts, edges delineate retweet or comment connections,
and nodal characteristics are pre-trained utilizing BERT. The summarized metrics of the
dataset are presented in the following Table 1.

Table 1. Statistics of the dataset.

Statistics Twitter15 Twitter16 Pheme SemEval-17

Number of events 1490 818 5473 325
Non-rumor 374 205 - -

False rumors 370 205 3477 74
Unsubstantiated rumor 374 203 - 106

True rumor 372 205 1996 145
Number of users 276,663 173,487 36,443 -

Average number of posts 223 251 20 -
Maximum number of posts 1768 2765 346 -
Minimum number of posts 55 81 3

4.2. Experiment Settings

To confirm the efficacy of the model posited in this paper for the task of disinformation
detection, this study contrasts it with other foundational techniques within the experimental
framework. The methodological specifics are elucidated as follows:

DTC [41]: A classification model based on decision trees, which manually extracts
features to obtain information credibility for false information detection.

SVM-RBF [6]: The model is based on a support vector machine with an RBF kernel,
which utilizes the aggregate statistics of the postings for disinformation detection features
by manually constructing features.

GRU [8]: A deep learning model based on RNN that detects false information by
learning the propagation sequence of messages, i.e., the temporal structure characteristics
of events.

RvNN [42]: A false information detection method based on a tree-structured recurrent
neural network with GRU units.
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PPC_RNN + CNN [43]: The model combines RNN and CNN to learn the representa-
tion of events through the user information on the message propagation path, and then
identifies false information.

Bi-GCN [11]: This is a graph model using a bidirectional graph convolutional neural
network. Features are extracted from top-down (top-down) and bottom-up (bottom-up)
propagation directions of rumors for detection.

GCN-Bert [44]: The rumor detection method not only considers the features of the
message itself, but also utilizes the rumor features of all relevant texts and words.

HAGNN [45]: A graph neural network-based disinformation detection model that
captures high-level representations of textual content at different granularities, and fuses
propagation structures for disinformation detection.

The experiment detailed in this paper is executed on the Ubuntu 22.04 platform, with
the experimental environment consisting of Python 3.10 and PyTorch 2.1.0. Table 2 presents
the precise specifications of the experimental setup. To ensure impartiality in comparison,
the dataset was randomly partitioned into five segments and a five-fold cross-validation
experiment was conducted on these segments. During training, the configurations were set
as follows: hidden layer dimension to 64, iterations (epoch) to 200, batch size (batch_size)
to 128, learning rate to 0.0005, and dropout rate to 0.2. The Adam optimization algorithm
facilitated model parameter updates, while the early stopping technique was implemented
to prematurely cease training if the validation set’s loss value remained stagnant for
10 consecutive trials. Model efficacy was gauged using the evaluation metrics: Accuracy
(Acc) and F1 score.

Table 2. Configuration of the experimental environment.

Experimental Environment Experimental Setup

OS Ubuntu22.04
Development environment VScode 1.98.2

processor Intel(R)Xeon® Silver 4116 CPU @ 2.10 GHz
Graphics card model NVIDIA GeForce RTX 3090, RTX (24 GB)

programming language Python 3.10
Deep Learning Framework Pytorch 2.5.1+cu124

4.3. Results and Analysis

On Twitter15 and Twitter16 datasets, the proposed ICP-BGCN method is analyzed
with seven baseline models such as the classical DTC, and the experimental results are
shown in Tables 3 and 4.

Table 3. Comparative experimental results on Twitter15 dataset.

Methods ACC
F1

NR FR TR UR

DTC 0.454 0.733 0.355 0.317 0.415
SVM-RBF 0.318 0.318 0.318 0.318 0.318

GRU 0.646 0.792 0.574 0.608 0.592
RvNN 0.723 0.723 0.723 0.723 0.723

PPC_RNN + CNN 0.667 0.667 0.667 0.667 0.667
Bi-GCN 0.886 0.891 0.860 0.930 0.864

GCN-Bert 0.872 0.853 0.892 0.823 0.911
HAGNN 0.865 0.813 0.870 0.905 0.896

ICP-BGCN 0.897 0.904 0.959 0.850 0.869
Bold indicates optimal results.
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Table 4. Comparative experimental results on Twitter16 dataset.

Methods ACC
F1

NR FR TR UR

DTC 0.465 0.643 0.393 0.419 0.403
SVM-RBF 0.553 0.553 0.553 0.553 0.553

GRU 0.633 0.772 0.489 0.686 0.593
RvNN 0.737 0.737 0.737 0.737 0.737

PPC_RNN + CNN 0.690 0.690 0.690 0.690 0.690
Bi-GCN 0.880 0.847 0.869 0.937 0.865

GCN-Bert 0.877 0.915 0.827 0.886 0.930
HAGNN 0.874 0.815 0.809 0.880 0.865

ICP-BGCN 0.917 0.931 0.891 0.962 0.883
Bold indicates optimal results.

As evidenced by the experimental results in Tables 3 and 4, the ICP-BGCN model
achieves superior classification performance with accuracies of 89.7% and 91.7% on the
Twitter15 and Twitter16 datasets respectively, demonstrating marked superiority over
baseline models. Additionally, it exhibits exceptional performance across precision and
recall metrics: achieving precision and recall rates of 90.9% and 89.3% on Twitter15, and
90.1% and 91.7% on Twitter16. This performance profile confirms its dual capability
in maintaining classification accuracy while ensuring comprehensive sample coverage.
Furthermore, ICP-BGCN performs well on the NR, FR, TR and UR criteria on both datasets.
The model is able to maintain a high level of performance when dealing with different
categories of samples, achieving more than 85% on all criteria. The combined advantages of
the multidimensional metrics validate the robustness and stability of the model in handling
different categories of rumor detection tasks.

Through experiments, it can be found that the detection method based on deep
learning is superior to the detection method based on machine learning. On the Twitter15
dataset, the accuracy of ICP-BGCN is 44.3% higher than that of DTC and 57.9% higher than
that of SVM-RBF. The main reason is that machine learning relies on manual extraction
of features, which needs to rely on the experience and judgment of workers, while deep
learning-based models can automatically capture deeper features and the correlation
between features, thus better identifying false information.

Among the seven deep learning-based misinformation detection models, ICP-BGCN,
HAGNN, GCN-Bert, Bi-GCN utilize graph neural networks to extract false information
propagation structure features, and demonstrate better performance than the other three
models. This shows that GNNs are effective to model the propagation process of informa-
tion using propagation graphs and extract propagation structure features. Our ICP-BGCN
model fuses the propagation structure and the semantic features of the message text. Com-
pared with Bi-GCN, which only considers the structure of information dissemination,
GCN-Bert, which utilizes text information features at different granularities, and HAGNN,
which captures multi-level semantic information of text content and combines the structural
features of dissemination networks, the detection accuracies on the Twitter15 dataset are
improved by 1.1%, 2.5%, and 3.2%, respectively. It is also better than other models in vari-
ous indicators, which shows that it is reasonable and effective to fully fuse the original text
features, propagation text features, and propagation structure features to improve the accu-
racy of false information detection. Overall, the ICP-BGCN model outperforms the other
eight models, which include traditional machine learning and deep learning approaches,
in terms of detection accuracy and F1 score for each category to varying extents.

To comprehensively assess the cross-scenario generalization capability of our pro-
posed ICP-BGCN model, we select the Pheme dataset with significant scenario variations as
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our validation benchmark. As a misinformation detection benchmark dataset in breaking
news scenarios, Pheme encompasses multiple crisis domains, including social, political,
and health-related events [46], with its cross-domain characteristics providing an ideal
experimental environment for evaluating model adaptability across different scenarios.
Compared to conventional datasets, like Twitter15 and Twitter16, Pheme exhibits three dis-
tinctive characteristics. Firstly, in terms of data composition, the dataset contains high-risk
events with heightened emotional intensity (e.g., public health crises, political scandals)
and user interactions exhibiting more pronounced emotional signals [47], presenting mul-
tidimensional challenges for semantic modeling. Secondly, the Pheme dataset exhibits
significant variations in event scales, where much of the information labeled as rumors
actually originates from misclassifications of real events [46]. This label distribution charac-
teristic constitutes a rigorous test of the model’s discriminative power. Thirdly, regarding
data scale, the limited rumor samples (with non-rumors constituting 63.5% of instances)
intensify training challenges under class imbalance conditions [46].

These characteristics closely align with the complex scenarios of misinformation
propagation in real-world settings. To validate ICP-BGCN’s performance on cross-scenario
datasets, we maintain identical parameter configurations to those used in Twitter15 and
Twitter16 experiments, conducting comparative analyses with four baseline models. The
experimental results for the Pheme dataset are shown in Table 5.

Table 5. Comparative experimental results on Pheme dataset.

Methods Class Accuracy Precision Recall F1

GCAN [33]
R

0.834
0.769 0.758 0.761

N 0.871 0.874 0.872

Bi-GCN [11]
R

0.824
0.753 0.734 0.741

N 0.861 0.872 0.865

GACL-CADA [48]
R

0.808
0.523 0.722 0.599

N 0.921 0.831 0.872

GAN [49]
R

0.823
0.765 0.760 0.760

N 0.858 0.858 0.857

ICP-BGCN
R

0.844
0.770 0.794 0.775

N 0.889 0.870 0.775

The four baseline models employ distinct technical approaches. GCAN [33] utilizes
graph neural networks with dual co-attention mechanisms to achieve multimodal dynamic
feature fusion across source text, user attributes, and propagation pathways. Bi-GCN [11]
leverages bidirectional graph convolutional networks to concurrently model forward diffu-
sion (source-to-retweeters) and reverse traceability (leaf-to-source) patterns in information
dissemination. GACL-CADA [48] implements a class-aware adversarial domain adaptation
framework to address cross-domain distribution alignment between historical data and
emerging events. GAN [49] enhances detection robustness for hybrid true/false content
through adversarial sample generation (e.g., semantically ambiguous text variants) coupled
with discriminator-based decision boundary optimization.

Experimental results demonstrate that ICP-BGCN achieves an accuracy of 84.4%, repre-
senting a 1% improvement over the best baseline model (GCAN: 83.4%), while also delivering
competitive performance in precision, recall, and F1-score. This finding illustrates that the
model not only effectively identifies routine rumor patterns in Twitter15 and Twitter16 datasets
but also exhibits robust performance in handling Pheme’s high-emotion, semantically ambigu-
ous crisis-related misinformation. This cross-domain adaptability highlights its robustness
and potential for generalization across diverse propagation scenarios.
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To further ensure the accuracy of our results and assess the generalization capability
of our proposed ICP-BGCN model, we incorporate the SemEval-17-task 8 dataset as an
additional benchmark in our experiments. The SemEval-17-task 8 dataset is widely adopted
for rumor analysis and provides a rich set of Twitter conversational threads with fine-
grained labels—“True rumor” (TR), “False rumor” (FR), and “Unverified rumor” (UR)—as
well as stance classification tasks. The experimental results are shown in Table 6. The
technical specifications of the four baseline models are as follows.

Table 6. Comparative experimental results on SemEval-17 dataset.

Methods Accuracy Macro-F1

HiTPLAN [10] 0.571 0.581
MTL2-hierarchical transformer [50] 0.643 0.657

Coupled hierarchical transformer [50] 0.678 0.680
HCD-MGN [51] 0.767 0.754

ICP-BGCN 0.785 0.792

HiTPLAN [10] employs a multi-level Transformer architecture to capture nuanced contex-
tual representations from social media posts for deceptive content detection. MTL2-Hierarchical
Transformer hierarchically [50] segments conversational threads into sub-threads, encodes
contextual features using BERT embeddings, and aggregates cross-sub-thread semantics via
Transformer fusion to enable multi-granular representation learning. Coupled Hierarchical
Transformer extends MTL2 [50] by integrating multi-task learning through a hybrid attention
mechanism that aligns BERT-derived semantics with stance-aware propagation patterns, jointly
optimizing rumor verification and stance detection. Hierarchical Contrastive Disentangled
Multi-task Graph Network (HCD-MGN) [51] enhances multi-task performance through (1) a
feature decoupling module (PFN) separating shared/task-specific features, (2) dual graph
encoders modeling propagation structures and semantic relationships, and (3) stance-aware
contrastive learning for representation optimization.

On the SemEval-17 Task 8 dataset, the proposed ICP-BGCN model achieves state-
of-the-art performance with 78.5% accuracy and 79.2% Macro-F1 score, demonstrating a
1.8% absolute performance improvement over the best baseline model HCD-MGN (76.7%
accuracy). These results, together with those obtained from the Twitter15, Twitter16, and
Pheme datasets, confirm that our model consistently generalizes across multiple social data
sources, effectively capturing the unique propagation structures inherent in different social
media scenarios.

4.4. Ablation Study

To validate the functionality of individual components within the ICP-BGCN model,
this paper devises three distinct ablation studies as follows:

(1) w/o BiPS: The bidirectional propagation graph module is removed. An undirected
propagation graph is used to represent the propagation path, which only considers
the structure of event propagation and does not consider its direction.

(2) w/o Ps: Removed the information propagation graph. Without considering the
influence of tweet propagation structure on detection, only the content semantic
features of source tweets and response posts are used for false information detection.

(3) w/o Text: Removed textual semantic information. The semantic features of the
source tweet and the response post were removed, and the model only contained the
bidirectional graph structure of the propagation relationship.

The experimental results are shown in Tables 7 and 8. Analyzing these, it can be found
that each module plays a unique role, and removing or replacing any of the components will
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affect the overall performance of the ICP-BGCN method. When the undirected propagation
graph is used to replace the bidirectional propagation graph model, the accuracy of the
model on the two datasets is decreased by 2.8% and 2.8%, respectively, indicating that
the topology structure combining propagation and diffusion can more effectively capture
and model the propagation characteristics of events and enhance the event detection rate.
Furthermore, only considering the propagation structure or relying on semantic information
alone for false information detection will lead to a significant decrease in the accuracy of
the model, which indicates that the propagation structure and semantic information have
significant effects on false information detection respectively. Concurrently, the integration
of both elements significantly enhances the precision of disinformation detection.

Table 7. Comparison of ablation experimental results on Twitter15 dataset.

Methods ACC
F1

NR FR TR UR

w/o Bi-Ps 0.869 0.821 0.945 0.857 0.833
w/o Ps 0.838 0.830 0.941 0.777 0.751

w/o Text 0.842 0.735 0.653 0.956 0.764
ICP-BGCN 0.897 0.904 0.959 0.850 0.869

Table 8. Comparison of ablation experimental results on Twitter16 dataset.

Methods ACC
F1

NR FR TR UR

w/o Bi-Ps 0.889 0.769 0.671 0.957 0.903
w/o Ps 0.855 0.802 0.867 0.944 0.477

w/o Text 0.843 0.791 0.665 0.933 0.805
ICP-BGCN 0.917 0.931 0.891 0.962 0.883

4.5. Propagation Graph Analysis

In order to explore the impact of propagation paths on disinformation detection, we
statistically analyze the structure of the propagation networks of disinformation and non-
disinformation, aiming to reveal the differences in propagation patterns between the two.
We integrated the labels of the Twitter15 and Twitter16 datasets, classified “verified true
rumors (TR)”, “verified false rumors (FR)”, and “unverified rumors (UR)” into the category
of “rumors”, and compared them with the data of “Non-rumors (NR)”. The visualization
of information dissemination is shown in Figure 5 below. In an information dissemination
relationship graph, each node represents a separate unit of information, which includes
the original tweet, its related comments, or retweets. These nodes are connected by edges,
which represent interactive behaviors between them, such as retweets or comments. We
define the original tweet as the root node of the relationship graph, and all posts that
directly reply to that tweet become its children. Following this logic, if a post −i receives
a reply from another post −j, then according to the order of information dissemination,
post −j becomes a child node of post −i, which is represented in the graph as node −j is a
subordinate node of node −i.

As shown in Figure 5, the information dissemination tree exhibits a broad structure
in which most nodes belong to the shallow first-level responses [52]. In the disinformation
dissemination network, there are obvious clusters of nodes, and the nodes within the cluster are
more densely connected, while the nodes connected to nodes outside the cluster are relatively
sparse, which reflects the high degree of aggregation in the disinformation dissemination
network. This discrepancy may be explained by the fact that well-crafted rumors usually carry
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inherent information content features that can trigger the replies and reposts of multiple internet
celebrity individuals with high social influence. In contrast, naturally occurring true events
are not well crafted to maximize their social impact, making it non-trivial to trigger reposts or
replies of multiple internet celebrity individuals simultaneously.
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In addition, the structure of the disinformation dissemination network is more com-
plex, the dissemination path is usually longer, and the connections between nodes are
closer, which suggests that the rumor information not only spreads quickly in the process
of dissemination but also gets strengthened and consolidated in specific groups. In con-
trast, a lower aggregation trend is presented in the dissemination network of non-false
information. Its path distribution is more uniform and the connection between nodes is
sparse, all these features indicating that the breadth of information dissemination is limited
and decentralized.

Further, we computed and compared the topological metrics of the information dis-
semination graphs, such as the number of nodes, number of edges, average path length,
degree distribution, etc. We used the average values of the metrics for all graphs in both
categories, non-spurious information and spurious information, as the final comparison
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data. The calculation results of the network structure metrics are detailed in Table 9; see
Figure 6 for the visualization of the degree distribution.

Table 9. Calculated network metrics for datasets.

Indicators
Twitter15 Twitter16

Non-Rumor Rumor Non-Rumor Rumor

Nodes 52.786 51.369 43.458 50.829
Edges 103.572 100.738 84.915 99.657

Diameter 6.875 6.838 6.592 7.081
Average Path Length 2.676 2.715 2.612 2.791

Assortativity −0.740 −0.763 −0.743 −0.748
Density 0.114 0.113 0.154 0.127
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In the network metrics calculation results shown in Table 9, the results of the two
datasets show opposite trends. Specifically, in the Twitter15 dataset, network metrics
such as the number of nodes and the number of edges present higher values in the non-
rumor category; however, in the Twitter16 dataset, the values of these same network
metrics in the rumor category exceed those in the non-rumor category. According to the
relevant literature discussion, false information spreads farther, faster, deeper, and wider
in terms of speed, scope, depth, and breadth compared to non-false information [3,53,54].
In addition, the experimental results in Section 4.3 show that disinformation detection
based on propagation paths performs significantly better in the Twitter16 dataset than in
the Twitter15 dataset. Therefore, we believe that the network characteristics revealed by
the Twitter16 dataset are more in line with the characteristics displayed by disinformation
and non-disinformation during the propagation process, where key indicators, such as the
number of nodes, the number of edges, the graph diameter, and the average path length
of disinformation, are larger than those of non-disinformation. That is, there is more user
participation, more frequent forwarding of information, a wider dissemination range, and
more complex dissemination paths in the dissemination process of disinformation. Due to
its unrepresentative sample failing to encompass a broader or more balanced range of user
groups and message types, the Twitter15 dataset may not exhibit network characteristics
consistent with theory. In summary, the Twitter16 dataset is more consistent with the
characteristics of real rumor propagation, and our method is more valid for this type
of data.
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In addition, by analyzing the coefficient of congruence and network density values,
the analysis reveals that the information dissemination network is a low-density hetero-
geneous network. In such a network structure, the connections between nodes are not
tightly connected, but show a tendency to connect between highly connected nodes and
lowly connected nodes. This phenomenon suggests that a small number of nodes in the
information dissemination network, i.e., those highly connected nodes, which play a key
role in the network, have a significant impact on the overall performance of the network.
Further, based on the analysis of the degree distribution graph in Figure 6, we can observe
that the node degree distributions of both disinformation and non-disinformation in the in-
formation dissemination network exhibit significant long-tail characteristics. That is, there
are a few highly connected nodes in the network structure, which are usually called opinion
leaders or key communicators, and they play a crucial role in the information dissemination
process. Therefore, accurate identification of these key nodes will help to improve the
accuracy and efficiency of detection when performing disinformation detection.

4.6. Discussion

In this study, we propose the ICP-BGCN model, an innovative approach to disinforma-
tion detection, which integrates original text content, propagation text, and the structural
information of message dissemination. Our experiments on the Twitter15, Twitter16, and
Pheme datasets demonstrate that the fusion of semantic features extracted via BERT and
propagation features learned through a bidirectional graph convolutional network leads to
superior detection accuracy. Notably, the model achieves accuracies of 89.7% on Twitter15
and 91.7% on Twitter16, outperforming eight mainstream baselines by 1.1% and 3.7%,
respectively, and maintains robust generalization with an 84.4% accuracy on the Pheme
dataset. These results strongly support our original hypothesis that leveraging both text
semantics and propagation structure can enhance disinformation detection.

Our work makes several key contributions that push the field forward. First, by
embedding interactive data, such as user comments and retweets, into a graph structure,
ICP-BGCN captures global coupling features that traditional models often overlook. This
methodological advancement addresses limitations identified in earlier studies [11,45] and
opens new avenues for exploiting network topology in misinformation analysis. Second,
the detailed analysis of propagation metrics—such as degree distribution, diameter, and
average path length—provides fresh insights into the distinct dissemination patterns of dis-
information versus non-disinformation. For example, our observation that disinformation
tends to form low-density heterogeneous networks with several highly connected nodes
not only explains the superior performance on the Twitter16 dataset but also suggests
potential indicators for early detection in real-world applications.

Despite these advances, our study has limitations that must be acknowledged. One
notable limitation is that the current model does not account for the temporal decay of post
influence, an aspect that requires further investigation.

5. Conclusions
Based on the fusion of original text content, propagation text content and the propaga-

tion structure, we propose an effective false information detection model called ICP-BGCN
that fuses message content with the propagation path. The BERT model is employed
to discern the deep semantic features of the original text and the propagation text. The
propagation structure is integrated with the semantic features of the text, and the bidirec-
tional graph convolutional neural network is used to learn the propagation features from
the semantic in information. The obtained propagation features are combined with the
enhanced semantic features of the original text to generate fusion features, upon which
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false information detection is performed. To evaluate the rationality and effectiveness of
our ICP-BGCN model, comparative experiments are conducted on the public datasets Twit-
ter15 and Twitter16. The experimental results show that, in general, our ICP-BGCN model
performs better than eight baseline models, such as DTC. To further assess its generalization
capability, we validate the model on the Pheme dataset, achieving robust performance
(84.4% accuracy) that demonstrates cross-domain adaptability. We compare the propaga-
tion network structures of disinformation and non-disinformation in the Twitter15 and
Twitter16 datasets, and find that the disinformation propagation structure exhibits a low-
density hetero-collocation network characterized by multiple nodes with high connectivity.
In addition, the Twitter16 dataset shows more obvious characteristics in its disinformation
propagation networks compared to the Twitter15 dataset, which partially explains the
higher performance of our model over this dataset. This study did not take into account
the gradual loss of influence of posts over time, which will be considered in future work to
more accurately model the dynamic process of information dissemination. In addition, we
will focus on the early stages of disinformation propagation, using incomplete propagation
structures and limited information for early disinformation detection.
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