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Gençoğlu, M.T. Security Challenges

and Performance Trade-Offs in

On-Chain and Off-Chain Blockchain

Storage: A Comprehensive Review.

Appl. Sci. 2025, 15, 3225. https://

doi.org/10.3390/app15063225

Copyright: © 2025 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license

(https://creativecommons.org/

licenses/by/4.0/).

Review

Security Challenges and Performance Trade-Offs in On-Chain
and Off-Chain Blockchain Storage: A Comprehensive Review
Haluk Eren 1, Özgür Karaduman 2,* and Muharrem Tuncay Gençoğlu 3
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Abstract: Blockchain-based data storage methods offer strong data integrity, decentralized
security, and transparent access control but also face scalability challenges, high com-
putational costs, and complex data management. This study provides a comprehensive
review of on-chain, off-chain, and hybrid storage architectures, analyzing their security
vulnerabilities, performance trade-offs, and industry-specific applications. On-chain data
storage ensures immutability, data integrity, and high security by storing data directly
on the blockchain; however, it is associated with high transaction costs and scalability
limitations. In contrast, off-chain solutions reduce costs and enhance performance by
storing data outside the blockchain but introduce risks related to data integrity and access
security in decentralized environments. Hybrid approaches aim to balance security, cost,
and scalability by integrating the strengths of both on-chain and off-chain solutions. This
study examines the fundamental components of blockchain-based data storage systems,
their sector-specific applications, and the technical challenges they present. Additionally,
it explores the trade-offs between security, cost, and decentralization, offering insights
into blockchain storage optimization strategies. As a result, this study evaluates the opti-
mization of security protocols, the efficiency of hybrid systems, and the sustainability of
distributed storage solutions, contributing to future research in this field.

Keywords: blockchain; data storage; on-chain storage; off-chain storage; hybrid
storage; cloud storage; data security; decentralized authentication; access control;
scalability; edge computing

1. Introduction
Blockchain technology has transformed industries by enhancing data security and

management [1–3]. Rapidly adopted in sectors such as finance, healthcare, education, and
logistics, this technology enhances transparency, security, and efficiency in data storage and
sharing processes [4–7]. The immutability feature of blockchain ensures the secure storage
and traceability of sensitive information, while its decentralized architecture preserves data
integrity and strengthens access control mechanisms [8,9].

Blockchain-based data storage methods provide innovative solutions to the challenges
faced by various industries concerning security, scalability, and cost efficiency [10–12].
Issues such as security vulnerabilities in centralized systems, high transaction costs, and
data privacy concerns can be mitigated through blockchain’s distributed and secure frame-
work [13]. Additionally, emerging blockchain security solutions such as Zero-Knowledge
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Proofs (ZKP) and Fully Homomorphic Encryption (FHE) are being widely studied to en-
sure both privacy and computational efficiency [14]. However, a critical trade-off between
performance and security arises when choosing between on-chain and off-chain storage
methods [15,16]. Therefore, understanding the advantages and limitations of different
blockchain-based storage solutions has become a critical necessity for system designers. To
address the scalability limitations of blockchain, Layer-2 solutions have become increas-
ingly essential. These advanced frameworks improve network efficiency by optimizing
data flow and enhancing overall performance [17–20].

Recent research has explored data compression and encryption methods for enhancing
blockchain storage security. For example, the use of Discrete Cosine Transform (DCT)
compression and nonlinear dynamics provides high-quality reconstruction mechanisms,
ensuring data privacy while minimizing storage overhead [7].

However, blockchain-based data storage systems face challenges not only in terms of
scalability but also in terms of security and cost. In this context, systematically reviewing
different blockchain-based storage approaches is crucial for understanding the future
direction of this field.

This study is a comprehensive review of blockchain-based data storage methods and
provides an in-depth examination and classification of existing approaches, highlights
their advantages and limitations, and identifies potential research gaps. Blockchain-based
data storage methods present significant opportunities and challenges in terms of security,
scalability, and cost. However, balancing the trade-offs between different approaches
remains an open research question. By synthesizing blockchain storage approaches, this
work contributes to a deeper understanding of the existing literature and highlights key
areas that require further research.

1.1. On-Chain and Off-Chain Data Storage Paradigms

Data storage capacity and performance in blockchain systems depend on the chosen
storage methods [1,2]. On-chain storage ensures immutability and reliability by storing
data directly on the blockchain; however, due to high transaction costs and scalability
limitations, it is not suitable for large datasets [17,18,21,22]. Off-chain storage, on the other
hand, offers cost and performance advantages by keeping data outside the blockchain but
introduces risks related to data integrity and access control [12,15]. Hybrid approaches
integrate both on-chain and off-chain solutions to establish a balanced model that optimizes
security, cost, and scalability [6,16,23–37].

1.2. The Role of Blockchain Technology in Secure Data Management of Data Storage

With the acceleration of digitalization, data security has become a critical concern
for many industries [3]. Data stored in centralized systems is vulnerable to cyberattacks
and security breaches [14]. Blockchain’s distributed nature ensures secure and traceable
data sharing while maintaining privacy and security [5,38,39]. In particular, access control
models such as Role-Based Access Control (RBAC) and Attribute-Based Access Control
(ABAC) are widely implemented in blockchain-based systems to enforce access policies.
Data encryption, access control, and integrity verification improve blockchain reliability
and require industry-specific solutions [16,40–44].

1.3. Objectives and Structure of the Study

This study presents a comparative analysis of on-chain, off-chain, and hybrid data
storage methods from a security perspective [12,16,37]. First, the advantages and limitations
of these methods are analyzed, followed by an evaluation of their contributions to data
security, access control, and authentication [15,45,46]. Additionally, hybrid approaches and
their impact on scalability, cost, and performance are examined, along with an assessment
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of their applicability across different industries [18,22,47]. Finally, the potential benefits of
blockchain-based data storage methods in sectors such as healthcare, finance, and education
are discussed, and sector-specific recommendations are provided [7,43,48–52].

1.4. Contributions

This study provides a comprehensive evaluation of blockchain-based data storage
methods, addressing critical challenges related to security, scalability, and cost efficiency. By
systematically comparing on-chain, off-chain, and hybrid approaches, this work highlights
their applicability in various industry domains and security-sensitive environments. The
following are the key contributions of this study:

• Comparative Analysis of Blockchain Data Storage Methods: On-chain, off-chain, and hybrid
data storage methods have been systematically compared in terms of security, cost,
scalability, and performance. This comparative framework provides an in-depth
analysis of security trade-offs, filling a critical gap in the literature. Additionally, the
study offers insights into the scalability and cost efficiency challenges in blockchain
storage solutions.

• Security, Performance, and Industry-Specific Applicability of Hybrid Approaches: Hybrid
storage solutions, combining the strengths of on-chain and off-chain methods, have
been analyzed in detail regarding their security, performance, and cost implications.
Their applicability in high-security and flexible environments, such as healthcare,
finance, and the Internet of Things (IoT) industries, has been specifically examined.

• Comparative Analysis of Cryptographic Security Mechanisms and Guidelines for Blockchain
Integration: Blockchain storage methods are evaluated based on encryption, access
control, and data integrity. This study explores how hashing mechanisms ensure data
integrity and how access control models (e.g., RBAC, ABAC) mitigate security vulner-
abilities in sector-specific applications. It also examines the role of Zero-Knowledge
Proofs (ZKP) and Homomorphic Encryption in enhancing blockchain-based storage
security. Furthermore, blockchain-integrated solutions like IPFS, Swarm, and Block-
weave are analyzed for their security and scalability. This work provides a novel per-
spective on addressing data security and efficiency challenges in blockchain storage.

• Methodological Recommendations for Sector-Specific Security Requirements: The applica-
bility of blockchain storage solutions across various industries has been analyzed
by considering the security and scalability requirements of different sectors. The
study identifies the appropriate selection criteria for on-chain, off-chain, and hybrid
storage solutions based on sector-specific constraints. Additionally, the integration of
authentication, access control, and encryption techniques with blockchain has been
systematically evaluated.

• Analysis of Decentralized Blockchain-Based Data Storage Systems: The technical infras-
tructure, use cases, and security mechanisms of decentralized blockchain-based data
storage projects, including Filecoin, Arweave, Swarm, Sia, Ankr, and Storj, have been
compared in detail. Their advantages in terms of data integrity, access control, and
scalability have been thoroughly examined.

• Systematic Classification of Blockchain Data Storage Methods: This study presents a struc-
tured classification framework that evaluates the advantages, disadvantages, and
industry-specific use cases of on-chain, off-chain, and hybrid storage models. By
utilizing visualization tools such as tables and diagrams, the relationships between
different storage methods and their implications for security and performance are
clearly demonstrated. This framework serves as a valuable reference for academic
research and contributes to existing literature on blockchain storage methodologies.
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• Future Perspectives on Blockchain-Based Data Storage Solutions: The study provides a
comprehensive assessment of the limitations of current blockchain-based data stor-
age solutions and explores potential future advancements in the field. Scenarios in
which hybrid storage solutions could gain broader adoption are discussed, along with
strategies for optimizing security, scalability, and cost efficiency. This study provides a
theoretical and practical basis for future blockchain storage research.

1.5. Methodology

This study systematically examines blockchain-based data storage methods by evalu-
ating their security, scalability, and performance aspects. The study focuses on on-chain,
off-chain, and hybrid approaches, analyzing their strengths and weaknesses according to
basic criteria. The methodology consists of the following basic stages:

1. Selection of Literature and Data Sources: The literature review used leading scientific
databases such as IEEE Xplore, Elsevier ScienceDirect, MDPI, Wiley, Taylor & Francis,
and Springer. However, no particular publisher was given priority, and the selection
was made based on the content compatibility, contribution to the subject, and up-to-
dateness of the studies.

2. Publication Year Criteria: Instead of setting a specific year range in the selection of
articles, emphasis was placed on recent studies, but basic studies on the subject
were also included. In this way, articles considered basic in the literature were also
evaluated along with current research trends. In the review process, studies that
would provide a comparative evaluation of blockchain data storage solutions in terms
of security, scalability, and cost were particularly preferred. In order for the selected
references to represent our research scope, it was taken into consideration that they
included experimental studies, theoretical frameworks and case studies on different
data storage methods.

3. Search Method: The literature review process has been carried out with keyword-based
searches and key terms such as “blockchain storage”, “on-chain vs. off-chain”, “hybrid
blockchain models”, “Layer-2 scalability”, “blockchain data security”, “distributed
ledger storage models”, “blockchain cryptographic techniques”, and “blockchain
storage in healthcare and finance” have been used. These keywords provided focus
on the subject and allowed the inclusion of new trends in the literature.

4. Comparative Analysis of On-chain and Off-chain Methods: To establish a solid foundation
for the study, a conceptual analysis of on-chain and off-chain storage methods has been
conducted in the initial phase. This comparative assessment has facilitated a deeper
understanding of the trade-offs involved in different data storage approaches. The
study begins with a detailed analysis of on-chain and off-chain data storage methods:

• The advantages and disadvantages of both methods have been identified and
analyzed based on performance, cost, scalability, and data security;

• These insights have contributed to a clearer evaluation of their suitability for
different use cases, ultimately supporting the examination of hybrid solutions.

5. Security Assessment in Blockchain Data Storage Systems: In this study, various security-
related parameters have been systematically examined to assess their implications for
blockchain data storage. This evaluation includes the following:

• Symmetric and asymmetric encryption techniques and their impact on data privacy;
• RBAC and ABAC access control models, comparing their suitability for

various applications;
• Hash-based data integrity mechanisms and their effectiveness in preventing

security vulnerabilities.
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6. Sectoral Applications of Blockchain Storage Solutions: In the later stages of the study, the
sectoral applicability of blockchain storage solutions has been analyzed. Given the
increasing adoption of blockchain technology across different industries, the study
particularly evaluates the following:

• The use of on-chain, off-chain, and hybrid solutions in key sectors, including
healthcare, finance, education, and public administration;

• The potential of hybrid approaches in optimizing the balance between security
and performance, ensuring practical applicability in real-world scenarios.

7. Performance Metrics and Layer-2 Solutions: To address scalability concerns, Layer-2
solutions have been analyzed as an alternative to enhance blockchain efficiency.
Specifically, the study has examined the following:

• Transaction speed, evaluating the processing efficiency of different storage ap-
proaches;

• Storage cost, comparing economic feasibility across on-chain, off-chain, and
hybrid methods.

By evaluating these performance metrics, the study provides insights into how various
blockchain storage models impact real-world implementations.

8. Systematic Presentation of Findings: To ensure clarity and accessibility, the findings of
the study have been systematically visualized using tables and diagrams.

• On-chain, off-chain, and hybrid storage methods have been comprehensively
compared in terms of security, scalability, and cost efficiency.

• The comparative analysis has been structured to highlight key advantages and
limitations of each approach, supporting future research directions in blockchain-
based storage.

2. Blockchain-Based Data Storage Methods: On-Chain, Off-Chain, and
Hybrid Approaches

Blockchain-based data storage methods offer various approaches to ensure secure,
transparent, and sustainable data storage [12,15]. These methods vary between storing data
directly on the blockchain, storing it off-chain, or adopting hybrid approaches that combine
the advantages of both [16,37]. The distinct advantages and disadvantages of on-chain
and off-chain methods are particularly critical in domains such as healthcare, where the
secure storage of sensitive data are essential [39,46]. These approaches are detailed in
Figure 1, followed by an in-depth analysis of the operational mechanisms, advantages, and
challenges associated with different blockchain-based data storage methods.

2.1. On-Chain Data Storage Methods

A blockchain is a data structure composed of blocks that are chronologically and
cryptographically linked. Each block contains transactions occurring on the network along
with relevant metadata. This structure ensures immutability, transparency, and verifiability,
enabling secure data storage on the blockchain [21]. The structure of a block is illustrated
in Figure 2. Each blockchain block consists of three main components:

• Block Header: Contains the unique hash value that identifies the block and maintains
the integrity of the chain by referencing the previous block’s hash. The timestamp
records the time the block was created, while the Merkle root serves as a cryptographic
summary that ensures the integrity of all transactions within the block;

• Transaction Data: Represents the primary data component stored within the block, in-
cluding sender and receiver addresses, transaction amounts, and additional metadata.
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Transactions are structured in a Merkle tree, allowing them to be efficiently hashed
and verified;

• Block Metadata: Includes the nonce value, which is used in the Proof-of-Work (PoW)
mechanism to find the correct hash, and the block size, which defines the total amount
of data stored within the block.
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Data storage on the blockchain is achieved by maintaining information in a structured
and encrypted format within blocks. This structure not only preserves data integrity but
also guarantees decentralization [1,53]. Merkle trees facilitate the verification of stored data,
while each node retains a copy of the block data, thereby enhancing network security [45,54].
However, on-chain data storage presents scalability challenges when dealing with large
datasets. Since all network nodes are required to store a full copy of the blockchain, storage
demands continuously increase, potentially impacting transaction processing times [18,47].

On-chain data storage offers security, immutability, and transparency by recording
data directly on the blockchain [12,37]. Since blockchain-stored data is verifiable and
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tamper-proof across the entire network, it provides a significant security advantage, partic-
ularly for sensitive data storage in sectors such as healthcare [55]. Due to its decentralized
architecture, data are more resistant to attacks targeting centralized servers [39,48]. Fur-
thermore, all transactions are cryptographically signed and distributed across all nodes in
the blockchain, which ensures data integrity and prevents unauthorized access [1,46,56].
However, on-chain data storage methods come with several critical limitations. Firstly,
storing data directly on the blockchain is highly costly, as each transaction must be propa-
gated across the network and requires transaction fees paid to miners [57–59]. Additionally,
recording large datasets on the blockchain increases network load, leading to longer trans-
action processing times and a reduction in overall efficiency [47,54]. As the blockchain
expands, every node must store a complete copy of the ledger, thereby escalating storage
requirements and limiting scalability [18,47].

Considering these advantages and challenges, while data storage methods on the
blockchain provide high security and immutability, they have significant limitations in
terms of cost and scalability. Alternative approaches such as off-chain and hybrid solu-
tions have been developed to address these disadvantages, especially when it comes to
large datasets.

Besides the mentioned advantages and disadvantages of storing data on the
blockchain, on-chain methods are implemented with various mechanisms that increase
the performance, security and scalability of the blockchain network. Table 1 provides a
detailed classification and examples of these mechanisms.

Table 1. This table summarizes on-chain data storage mechanisms, detailing their descriptions,
advantages, disadvantages, and real-world applications in blockchain systems. It highlights key
storage structures and techniques for secure and efficient data management.

Data Storage
Environment

Storage
Mechanism

Description Advantages Disadvantages Examples

Blockchain
Database
Structures

Merkle Tree
[21]

Hash-based tree
structure used for
data verification
in Blockchain.

Data integrity
and ease of
verification.

Scalability
is limited.

Bitcoin, Ethereum

Sharding
[17,18,22]

A scalability method
where data are
distributed across
different nodes

High
performance
and network
capacity

Technical
complexity

Ethereum 2.0,
Zilliqa, Polkadot,
Harmony, Elrond,
Solana, Near
Protocol

Smart Contract
Based Data
Storage

Smart Contract
Data Storage
[60,61]

Data storage in
smart contracts

Direct access
and flexibility

Direct access
and flexibility

NFT metadata,
ERC-20 token data

Ethereum State
Storage
[62,63]

State of accounts
and contracts
on Ethereum

Fast access and
constant
updates

Blockchain
may become
state bloat

Ethereum,
Polygon,
Algorand, Solana,
Sonic, Avax, Bsc

Blockchain Based
Techniques

Blockweave
[64–66]

Blockchain structure
optimized for
permanent data
storage

Long-term data
retention,
immutability

Data cannot be
updated and
can be costly

Arweave.

Transaction
Metadata
[67–70]

Additional
information and
hash data associated
with the transaction

Small size
additional data
storage

Not suitable for
big data

OP_RETURN
(Bitcoin), Input
Data (Etherium)
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Table 1. Cont.

Data Storage
Environment

Storage
Mechanism

Description Advantages Disadvantages Examples

Logs and
Transaction Data

Blockchain
Logs
[71–73]

Maintaining
transaction history
and event records

Transparency
and transaction
traceability

Scalability
issues in
big data

Ethereum
event logs

2.1.1. Blockchain Database Structures

Blockchain ensures secure data storage by providing a decentralized and immutable
structure. Two fundamental techniques that optimize on-chain data management are
Merkle Trees and Sharding:

• Merkle Tree: A hash-based structure used to verify the integrity of transaction data. It is
widely utilized in blockchain networks such as Bitcoin [21] and Ethereum [74] to enable
fast and reliable transaction verification. While Merkle trees ensure data integrity, they
have limitations when handling complex data structures. Besides maintaining data
integrity, enhancing blockchain scalability is equally critical.

• Sharding: A technique that partitions blockchain data into smaller fragments, reducing
network load and improving transaction throughput. This approach is particularly
advantageous for high-transaction-volume networks, as it enables parallel processing
across shards. While sharding enhances scalability, it also requires additional security
measures to prevent data vulnerabilities [17,18,22].

These two fundamental techniques form the backbone of blockchain-based data man-
agement. However, blockchain technology extends beyond database structures. Smart
contracts play a crucial role in making data storage processes more flexible and user-friendly,
further enriching blockchain-based data management.

2.1.2. Smart Contract Based Data Storage

Smart contracts are self-executing code segments that operate on the blockchain and
are triggered when predefined conditions are met. This mechanism enables secure and
decentralized data storage and management. Smart contract-based storage methods are
particularly suitable for managing small datasets on-chain.

• Smart Contract Data Storage: Stores small-sized data directly on the blockchain and is
commonly used for NFT metadata, ERC-20 token information, and similar applications.
While it provides security and decentralization, it incurs high transaction costs and is
not suitable for large-scale data storage [60,61].

• Ethereum State Storage: Essential for managing dynamic data in DeFi applications. It
enables fast access but can lead to blockchain bloat over time, affecting long-term
scalability [62,63].

Apart from smart contracts and database structures, blockchain technology also inte-
grates persistent data storage and transaction-related metadata management. These tech-
niques enhance blockchain functionality and accommodate various application scenarios.

2.1.3. Blockchain Based Techniques

Blockchain-based techniques have been developed to ensure permanent, secure, and
efficient data storage on-chain. These techniques introduce innovative solutions to enhance
the functionality of blockchain networks:

• Blockweave: A blockchain structure developed by the Arweave platform, designed for
long-term data storage. It enables low-cost permanent data storage, but data cannot be
modified, and storage costs remain relatively high [64–66]. In addition to permanent
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data storage, the use of transaction-related metadata in blockchain improves data
management and provides supplementary on-chain information.

• Transaction Metadata: Used to store additional information related to transactions. In
Bitcoin, the OP_RETURN field is a widely adopted method for storing small-sized data.
While it enhances verifiability, it is not suitable for large-scale data storage [67–70].

In addition to how blockchain-based techniques store data, the traceability and trans-
parency of on-chain transactions are equally significant. In this context, logs and transaction
data play a crucial role in ensuring auditability and system integrity.

2.1.4. Logs and Transaction Data

Blockchain logs record the history of all transactions occurring on the network, as
well as events triggered by smart contracts. These logs not only reinforce the trans-
parency and traceability of blockchain but also serve as a critical source of information for
network participants.

• Blockchain Logs: Used as event logs in networks like Ethereum, they record smart
contract events, providing transparency and traceability for decentralized applications
(DApps). They enhance usability in DApp development and facilitate debugging
for developers. However, scalability challenges may arise when dealing with large
datasets [71–73].

2.2. Off-Chain Data Storage Methods

Off-chain data storage refers to the practice of storing data outside the blockchain
infrastructure while keeping only data references or cryptographic hashes on-chain. In this
approach, the actual data are stored in external systems that offer greater storage capacity
and reduced costs [75,76]. This method addresses blockchain scalability and cost concerns,
making it a practical solution for handling large datasets while reducing network trans-
action load [22,37]. However, storing data off-chain introduces certain security and data
continuity risks [15,46]. Off-chain storage systems can be designed using either centralized
or decentralized infrastructures, providing a critical perspective on the advantages and
limitations of different storage environments [12,47]. Off-chain storage methods can be
broadly classified into centralized systems (cloud-based storage) and decentralized systems
(P2P-based storage), each offering unique advantages and trade-offs [42,43]. Off-chain data
storage methods are shown in Figure 3.

• Centralized Storage Systems: These involve storing data in large data centers, typically
managed by commercial providers such as Amazon Web Services (AWS), Google
Cloud Platform, or Microsoft Azure [42,43]. Centralized storage solutions offer high-
speed access, reliability, and extensive service options. However, dependence on a
central authority can limit data control, creating a single point of failure, which raises
concerns about data security and continuity [15,46].

• Decentralized Storage Systems: Aligned with blockchain’s decentralization principle,
these systems store data distributed across multiple nodes. P2P-based storage operates
on a network where data are shared among users and is commonly represented by
technologies such as IPFS [77,78], Swarm, Storj [79], and Sia [80]. These solutions elimi-
nate reliance on centralized servers, offering benefits such as lower costs and enhanced
security. However, factors like data persistence and network performance depend on
active user participation, making long-term sustainability a key consideration.
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Off-chain data storage reduces blockchain transaction loads, creating a more scalable
and cost-effective infrastructure. However, storing data outside the blockchain introduces
security vulnerabilities. These risks can be mitigated through cryptographic techniques
such as hashing and encryption. Storing only hash values on-chain while keeping encrypted
data in external storage enhances security and ensures data integrity [8,38]. Large datasets
used in various industries, such as healthcare, can be securely and efficiently stored using
off-chain solutions. For example, IPFS-based architectures provide a secure and efficient
mechanism for storing large-scale digital health records. This approach expands the
system’s capabilities while preserving data protection [10,81]. Table 2 presents a detailed
classification of off-chain storage methods, highlighting their advantages, disadvantages,
and real-world applications.

Table 2. The table classifies off-chain data storage methods in blockchain technologies, distinguishing
between centralized and decentralized (P2P) systems. It outlines their mechanisms, advantages,
disadvantages, and real-world applications, addressing scalability, cost, and accessibility challenges.

Data Storage
Environment

Storage
Mechanism

Description Advantages Disadvantages Examples

Centralized Data
Storage Systems

Cloud storage
systems
[82–85]

Data are stored in
central data centers

Fast access, high
performance.
Reliability and
scalability. Easy
integration, wide
range of services

Dependency on
central authority,
high cost. Data
security depends
on an external
provider. Risk of
single point of
failure due to
centralized
structure.

Amazon
Web
Services,
Google
Cloud
Platform,
Azure
Storage.



Appl. Sci. 2025, 15, 3225 11 of 52

Table 2. Cont.

Data Storage
Environment

Storage
Mechanism

Description Advantages Disadvantages Examples

Decentralized
Systems (P2P)

IPFS
[78,86]

Content-based data
storage system in a
distributed network

Decentralized,
low cost

Data continuity
depends on user
participation.

IPFS

Filecoin [75,76] Blockchain-based
data storage and
incentive mechanism
built on IPFS

Strong data
continuity with
incentive model

High transaction
costs

Filecoin

Swarm [87] Ethereum-based P2P
data storage protocol

Flexible and
compatible
with Ethereum

Performance
limitations
may exist

Swarm
protocol

Storj [79] Blockchain integrated
P2P storage solution.

Strong security
and incentive
model

Difficulty in
coordination
between users

Storj
network

Sia [80] Blockchain-based P2P
data storage platform.

Low cost,
supports data
encryption

The scalability of
the marketplace
may be limited

Siacoin

2.2.1. Centralized Data Storage Systems

Centralized systems refer to data storage methods where information is maintained on
traditional servers and cloud infrastructures. These systems offer high availability, reliabil-
ity, and scalability. However, their primary drawback is dependence on a central authority.

• Cloud Storage Systems: Cloud systems facilitate the storage of data in large-scale data
centers, typically managed by a centralized authority. Leading cloud providers such
as Amazon Web Services (AWS), Google Cloud Platform, and Microsoft Azure are key
examples of this infrastructure. These systems provide fast access, high performance,
and seamless integration with a broad range of services. They excel in reliability and
scalability. However, dependence on a central entity limits data control, leading to
higher costs and external security risks. Additionally, a centralized structure introduces
a single point of failure, posing a risk to data continuity and security [82].

Despite the advantages of centralized systems, blockchain technology, which is built
on the principle of decentralization, is shifting toward distributed data storage solutions to
ensure enhanced security, transparency, and autonomy.

2.2.2. Decentralized Systems (P2P)

Decentralized systems align with the core philosophy of blockchain technology by
ensuring that data are stored across multiple nodes rather than relying on a central authority.
These peer-to-peer (P2P)-based systems eliminate dependency on a centralized entity and
enhance data security through user participation.

• Off-chain Data Storage with IPFS: The InterPlanetary File System (IPFS) is a content-
addressable data storage protocol that operates on a decentralized network. Data
are addressed based on its content and is shared across all nodes in the network.
It provides a low-cost and secure data storage solution. However, data availability
depends on the active participation of network users. More specifically, IPFS offers
a decentralized file storage system that addresses blockchain scalability challenges.
Storing large datasets directly on-chain is often costly and inefficient. To mitigate
this issue, IPFS enables off-chain storage by maintaining data separately from the
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blockchain while storing only hash values on-chain. This approach ensures data
integrity while significantly reducing storage costs [10,48,78].

Figure 4 illustrates the working mechanism of IPFS. Each data fragment is assigned
a unique cryptographic hash, which is used to retrieve the data. This mechanism guar-
antees data authenticity and immutability while allowing for transparent and verifiable
data access. Unlike traditional centralized storage solutions, IPFS distributes data across
multiple nodes, ensuring persistent accessibility without reliance on a single server [10,78].
IPFS has significant applications in industries handling sensitive data, such as healthcare.
Specifically, it enhances security, privacy, and traceability of patient records. In blockchain-
integrated IPFS, data are fragmented and encrypted, providing higher levels of security
and confidentiality. This structure not only protects sensitive healthcare data but also offers
a robust defense against potential data breaches [48]. Additionally, IPFS’s cost-efficient
model enables the affordable storage of large datasets, making it a viable solution for
industries requiring secure and scalable data management.
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• Off-chain Data Storage with Filecoin: Filecoin is a blockchain-based storage solution that
utilizes the IPFS infrastructure to facilitate off-chain data storage. In this system, data
contracts are stored on the blockchain, while the actual data are distributed across the
IPFS network. Filecoin offers a decentralized architecture while ensuring verifiability
of stored data. However, high transaction costs remain a limitation, as users must pay
fees for data storage operations on the network.

• Off-chain Data Storage with Swarm: Swarm is an Ethereum-based P2P data storage
protocol designed to store large datasets off-chain in a decentralized manner. It
fragments and distributes data across network nodes, ensuring security and scalability.
Fully integrated with the Ethereum ecosystem, Swarm enables secure storage of large
files, while encryption mechanisms protect data confidentiality. It provides ease of
access and flexibility, although performance limitations may arise due to network
constraints [87].

• Off-chain Data Storage with Storj: Storj is a P2P-based decentralized cloud storage
solution that allows users to rent out unused storage space, contributing to the network.
Data are encrypted, fragmented into smaller pieces, and distributed across multiple
nodes, minimizing the risk of data loss. With a strong security infrastructure, Storj
ensures data traceability and verifiability through blockchain integration. However,
coordination challenges among network participants may arise [88].

• Off-chain Data Storage with Sia: Sia is a blockchain-based data storage platform that
enables users to rent storage space via a decentralized marketplace. It offers a low-cost,
encryption-supported model that enhances data security. Data are sharded into smaller
fragments and stored across multiple providers, with access restricted to the user’s
private key. Additionally, smart contracts facilitate secure agreements between storage
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providers and users. However, compared to traditional cloud storage solutions, Sia
presents scalability and usability challenges [80].

2.3. Hybrid Storage Approaches

Hybrid storage solutions, which integrate on-chain and off-chain approaches, provide
a balanced trade-off between security and performance. In this model, small and critical
data are stored on the blockchain, while large datasets are maintained in external storage
solutions. This approach reduces costs and improves system performance, while preserving
the security advantages of blockchain [89,90]. By storing large datasets off-chain and
keeping only verification hash values on-chain, hybrid storage optimizes cost efficiency
and system scalability [91]. In sectors like healthcare, hybrid solutions help preserve
data privacy while reducing costs and enhancing performance. For instance, large-scale
electronic health records can be securely stored in off-chain storage infrastructures [13].

Hybrid storage combines blockchain and off-chain systems, balancing security, scal-
ability, and cost [16,37]. These methods retain blockchain’s immutability and security
while leveraging the flexibility and expanded storage capacity of external systems [46,48].
Hybrid storage works by storing a portion of the data on-chain (e.g., references or cryp-
tographic hashes) and the remaining data in external platforms (e.g., cloud storage or
P2P networks) [15,47]. This approach is particularly effective for managing large datasets
and reducing storage costs. By integrating the security of decentralized networks with
the high scalability of external storage solutions, hybrid storage creates a versatile frame-
work for various industries [42,43]. This model enhances data integrity, accessibility,
and performance, making it an efficient and adaptable storage solution for blockchain-
based applications. Table 3 presents the classification of hybrid data storage solutions for
blockchain technologies.

Table 3. This table categorizes hybrid storage solutions combining blockchain with off-chain methods,
decentralized cloud, and Layer-2 scaling. These approaches optimize security, cost, and scalability
through on-chain and off-chain strategies, leveraging IPFS CIDs, hybrid clouds, rollups, and state
channels for efficient data management.

Data Storage
Environment

Storage
Mechanism

Implementation
Strategy

Advantages Disadvantages Examples

Blockchain +
Off-chain
Integrations

IPFS CIDs
[15,92]

Reference information on the
blockchain for off-chain data

Verifiability
of data

The data itself is
not stored on
the blockchain

IPFS
integrations

Distributed and
Decentralized
Cloud Solutions

Hybrid Cloud +
Blockchain [42,93]

Integrated use of cloud
infrastructures and blockchain

High
scalability,
low cost

Security may
depend on external
providers

Ankr, Ocean
Protocol

Lightning Network
[94]

Channel-based transactions,
results integration
with blockchain

Fast
transactions,
low costs.

Only suitable for
micro transactions

Bitcoin
Lightning
Network

Layer-2
Optimizations

Rollups
[19,20]

Processing transactions at
Layer-2 and saving summary
data at Layer-1

High
scalability

Technical
complexity

Arbitrum,
zkSync

Plasma
[52,95]

Processing data on subchains
and recording digests to the
main blockchain

A reliable
Layer-2
solution

Coordination
between
sub-chains can
be difficult

OMG
Network

State Channels
[96,97]

Off-chain transactions are on
the summary blockchain only

Very low
latency

Complicated
installation

Lightning
Network
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2.3.1. Blockchain and Off-Chain Integration Approaches

This storage method enables the integration of smart contracts and transaction records
on the blockchain with off-chain data storage mechanisms. While data integrity is guaran-
teed on the blockchain, physical storage is handled by external systems.

IPFS CIDs: InterPlanetary File System (IPFS) Content Identifiers (CIDs) store only
references to data on the blockchain, while the actual data are kept within the IPFS network.
Since the references are stored on-chain, the data remains verifiable and secure. This
method is a cost-effective solution for storing large datasets; however, as the data itself is
not stored on-chain, the system is not fully decentralized [15,92].

Beyond blockchain-off-chain system integration, distributed and decentralized cloud
solutions represent another key component of hybrid storage strategies.

2.3.2. Distributed and Decentralized Cloud Solutions

This method refers to the combination of traditional cloud infrastructures with
blockchain technology. While data can be processed in a decentralized manner, cloud
infrastructures provide high capacity and scalability.

• Hybrid Cloud + Blockchain: Hybrid cloud models are integrated with blockchain to
facilitate data storage within an extensive infrastructure. This approach leverages the
advantages of traditional cloud services while benefiting from blockchain’s security
features. However, data security depends on third-party providers, introducing certain
risks [42,93].

• Lightning Network: The Lightning Network is a protocol that combines blockchain
with off-chain transactions, enabling fast and low-cost microtransactions. Transactions
occur off-chain, while only summary data are recorded on the blockchain. However,
the Lightning Network is not suitable for managing large datasets, as it is primarily
designed for microtransaction processing [94].

Beyond hybrid cloud solutions, Layer-2 optimizations offer high-performance data
management solutions on the blockchain.

2.3.3. Layer-2 Optimizations

Layer-2 solutions reduce transaction loads on the main blockchain, providing a more
scalable and faster infrastructure. These solutions involve processing data on a secondary
layer while storing only summary information on the main blockchain.

• Rollups: Rollups process transactions on Layer-2 and store summary data on Layer-
1. This method offers high scalability, making it particularly effective for networks
with high transaction volumes. However, technical complexity and implementation
challenges can hinder widespread adoption [19,20].

• Plasma: Plasma is based on processing data on subchains while storing transaction
summaries on the main blockchain. This mechanism provides a secure Layer-2 solu-
tion, but coordination challenges between subchains introduce operational complexi-
ties [52,95].

• State Channels: State Channels allow transactions to be executed off-chain, with only
the final results recorded on the blockchain. This method provides low latency and
high transaction speed. However, the setup process is complex, requiring additional
technical knowledge for users [96,97].

Layer-2 solutions play a crucial role in enhancing the scalability of blockchain networks
by processing transactions off-chain while ensuring security through various cryptographic
mechanisms [52,97]. Technologies such as ZK-Rollups, Optimistic Rollups, Plasma, and
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State Channels offer different trade-offs in terms of decentralization, performance, and
security [95,96].

However, despite their advantages, Layer-2 solutions introduce certain technical and
security challenges. One significant concern is data availability attacks, particularly in
Optimistic Rollups, where malicious validators may delay fraud proofs [96]. While ZK-
Rollups eliminate this risk, they require substantial computational resources, leading to
high operational costs and verification delays [95]. Similarly, Plasma chains suffer from
exit fraud risks and complex withdrawal mechanisms, which make them less practical for
real-time applications [97].

Additionally, state channels require counterparties to be online for transactions to be
settled, which limits their use cases compared to fully decentralized Layer-1 solutions [97].
The table below presents a detailed comparison of different Layer-2 scaling solutions,
highlighting their security models, advantages, and limitations. A comparative analysis of
Layer-2 scaling solutions is provided in Table 4.

Table 4. A comparative analysis of Layer-2 scaling solutions, examining their security models,
advantages, and associated challenges or limitations in optimizing blockchain performance.

Layer-2 Solution Security Model Advantages Challenges/Limitations

ZK-Rollups Cryptographic proofs
(zero-knowledge) [95]

High security, fast
verification [95]

High computational cost,
proof generation delays [95]

Optimistic Rollups Fraud proof mechanism [96] Lower costs, Layer-1
security [96]

Fraud proof verification
delay (up to a week) [96]

Plasma Child chains linked to
Layer-1 [97]

Faster transaction
processing [97]

Exit fraud risks, complex
withdrawals [97]

State Channels
Off-chain transaction
channels (e.g., Lightning
Network) [97]

Instant transactions, high
scalability [97]

Reduced decentralization,
requires online
counterparties [97]

These challenges suggest that while Layer-2 solutions provide significant scalability
improvements, their limitations must be considered when designing blockchain-based
storage models [95–97].

2.4. Practical Integration of On-Chain, Off-Chain, and Hybrid Blockchain Storage Approaches

Blockchain technology is rapidly being adopted across various industries due to its
data security, transparency, and immutability [1,2,55,98,99]. However, challenges such as
managing large datasets, scalability limitations, and high transaction costs have made it
impractical to rely on a single data storage approach [17,18,47]. As a result, the integration
of on-chain, off-chain, and hybrid data storage solutions has become a critical necessity for
enhancing the efficiency and flexibility of blockchain systems [15,16,37,46]. From a practical
perspective, on-chain storage is typically used for small-sized and high-security data,
whereas off-chain solutions enable the cost-effective storage of large datasets [47,48,100].
Hybrid models, on the other hand, combine the strengths of both approaches, offering
a balanced trade-off between security and performance [16,37,46]. For instance, in the
healthcare sector, storing sensitive patient records on an off-chain platform such as IPFS,
while keeping their integrity references on the blockchain, exemplifies the real-world
benefits of such integrations [10,77,101].

In Table 5, a comparative analysis of on-chain, off-chain, and hybrid data storage meth-
ods is presented through literature-based examples and practical scenarios across different
industries. The advantages and challenges of integration processes are examined in detail,
along with their impact on sector-specific solutions, providing insights into the future de-
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velopment potential of blockchain-based data storage systems. Each data storage approach
offers unique advantages and drawbacks, making context-specific selection crucial.

Table 5. Comparison of on-chain, off-chain, and hybrid data storage methods in blockchain systems:
application areas, advantages, and challenges.

Reference
Number

Storage
Approach

Application
Domains

Technology Advantages Disadvantages Scenarios

[33,102,103] Hybrid Supply Chain
and Logistics

Blockchain + IoT Traceability,
Automation,
Secure Logistics

Implementation
Complexity

Secured Supply
Tracking, Food
Traceability

[43,100] Hybrid Financial Data
Security and
Compliance

Distributed
Ledger and
Cryptography

Secure
Transactions,
Privacy

Regulatory
Complexity

DeFi, Corporate
Auditing

[104,105] Hybrid Public
Administration,
e-Government

Self-Sovereign
Identity
Management

Transparency,
Corruption
Prevention

Large-Scale
Complexity

Digital Identity
and Public
Record
Management

[50,93] Hybrid IoT and
Blockchain
Security

Cryptographic
Authentication,
Decentralized
Spectrum Sharing

Trust, Secure
Connectivity

Interoperability
Issues

IoT and Smart
Device Security

[10,77] Off-chain Decentralized
Cloud Storage

IPFS Scalable, Low
Cost, Data
Redundancy

Retrieval
latency

P2P Cloud
Storage,
Enterprise
Backup

[80] Off-chain Decentralized
Cloud Storage

P2P Storage
(Sia)

Low-cost,
encrypted
storage

Dependence on
network
participants

Decentralized
cloud, personal
data storage

[64–66] On-chain Permanent Data
Storage

Blockweave
(Arweave)

Immutability,
Long-Term
Data Retention

High
Transaction
Costs

Long-Term and
Public Data
Storage

[12] Off-chain Blockchain-based
Storage Networks

Decentralized
Networks

Security,
Distributed
Storage

High Latency Distributed File
Storage

[38,106,107] Hybrid Secure IoT Data
Sharing

Blockchain and
Privacy-
Preserving Tech

Secure Access,
Data Protection

High
Processing
Costs

IoT Smart Cities
and Industries

[108] Hybrid Cyber Threat
Data Sharing

Blockchain +
Edge Computing

Security, Trust High
Processing
Overhead

Secure
Cybersecurity
Infrastructure

On-chain storage method involves storing all data directly on the blockchain, ensuring
immutability, transparency, and reliability. However, it also introduces high transaction
costs and scalability limitations. As a result, on-chain storage is primarily preferred for
small and critical data that require high security and integrity [1,2,55].

Off-chain data storage methods provide cost efficiency and performance benefits when
managing large datasets. Storing data in distributed off-chain storage systems significantly
reduces the burden on the blockchain, lowering transaction costs. Systems such as IPFS are
commonly used for storing large-scale data [10,77]. For instance, Electronic Health Records
(EHRs) can be managed off-chain to enhance security and cost efficiency.

Hybrid models combine on-chain and off-chain methods, offering a balanced solu-
tion for security and performance [16,37,46]. While small and sensitive data are kept
on-chain, large datasets are stored in external storage systems. This approach improves
system performance while maintaining secure data storage. IPFS-integrated hybrid mod-
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els, particularly when combined with smart contracts, enhance privacy, scalability, and
cost efficiency for managing patient records. However, integrating these systems can be
technically complex [10,16,37,46,77].

To enhance IoT security, encryption-based authentication methods [50,93] ensure
trusted connections but may introduce compatibility challenges in device-to-device data
transmission. Hybrid models merge blockchain-based security with decentralized file sys-
tems and traditional data storage methods, preserving high security levels while optimizing
transaction costs.

In the decentralized finance (DeFi) ecosystem, distributed ledger and cryptography-
based financial solutions [43,100] enhance transaction privacy but also introduce regulatory
complexity. Similarly, in supply chain management, the integration of blockchain and
IoT [33,102,103] ensures secure product tracking and logistics management. Projects such
as IBM Food Trust leverage these technologies to track the origin and transportation
conditions of food and pharmaceutical products.

In public administration, self-sovereign identity (SSI) frameworks [104,105] allow for
decentralized digital identity management, promoting transparency and secure access
control. Decentralized cloud storage solutions are emerging as an alternative to traditional
storage systems.

Hybrid cloud architectures that integrate IPFS and blockchain-based solutions [10,77]
balance cost efficiency and data security but may face latency challenges in data re-
trieval. In cybersecurity, blockchain-enabled threat intelligence sharing systems [108]
provide real-time attack detection mechanisms to mitigate ransomware attacks and prevent
data breaches.

As summarized in Table 5, blockchain-based data storage methods offer distinct ad-
vantages across various application scenarios. On-chain storage is an ideal solution for
data verification and integrity preservation, while off-chain storage provides performance
advantages for managing large datasets. Hybrid approaches, combining both methodolo-
gies, ensure a balance between security and performance, maintaining data confidentiality
and integrity while optimizing cost efficiency and operational scalability.

2.5. Future Development Potential of Blockchain-Based Data Storage Systems

Blockchain-based data storage methods, particularly through the integration of on-
chain, off-chain, and hybrid models, have the potential to revolutionize data management
in the future [16,37]. While on-chain methods provide high security and data integrity, they
also face significant challenges related to cost and scalability [2,55]. Off-chain solutions, on
the other hand, enable the cost-effective and efficient storage of large datasets but require
secure integration with blockchain to maintain data verifiability and protection [10,77].
Hybrid models, by combining these two approaches, offer a strategic balance between
security and performance, making them a highly viable alternative for scalable blockchain
applications [46,101].

Scalability improvements like sharding, rollups, and plasma can enhance blockchain
data processing efficiency [18,19,52]. Innovative cryptographic methods like ZKP and
homomorphic encryption will boost data privacy and access control [109,110]. The seamless
integration of these innovations in sectors such as healthcare, finance, and IoT will facilitate
the secure storage, processing, and exchange of sensitive data, further expanding the
applicability of blockchain-based storage solutions [101–104,108].

However, several key challenges must be addressed to ensure the widespread adop-
tion of these systems. Hybrid models, while offering flexibility and scalability, require
complex infrastructure and significant cost investments for seamless integration of on-chain
and off-chain data processing workflows. Additionally, the lack of regulatory frameworks
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and standardization poses major compatibility and compliance issues for sector-specific
applications [107,111]. Furthermore, the dual objective of enhancing data security while
minimizing energy consumption and transaction costs remains a critical research focus
in blockchain-based solutions [97,112]. Successfully overcoming these barriers will accel-
erate the sectoral adoption of blockchain-based data storage systems and unlock the full
innovative potential of distributed ledger technology in data management.

3. Security Implications and Fundamental Approaches of
Blockchain-Based Data Storage Methods

Blockchain-based storage methods enhance security, playing a key role in strengthen-
ing access control and authentication mechanisms [40,46,113]. Understanding the security
implications of on-chain and off-chain data storage methods is essential for determining
how core data security components are integrated into blockchain infrastructure [16,37,101].
This section examines encryption techniques, authentication protocols, and access control
mechanisms aimed at enhancing data security. Additionally, it explores the security impacts
of on-chain and off-chain data storage approaches, providing insights into how these meth-
ods influence the overall security architecture of blockchain-based systems [50,93,109,110].

3.1. Data Security and Encryption Methods

In blockchain-based systems, data security is a fundamental criterion that ensures data
integrity, confidentiality, and protection [110,114]. These technologies rely on various cryp-
tographic techniques to maintain secure and tamper-proof data management [109,115,116].
Security and privacy are particularly critical in sensitive data environments, such as the
healthcare sector, where strict data protection measures are required [24,101,103].

3.2. The Role of Cryptographic Methods in Blockchain-Based Data Storage Systems

Cryptographic techniques employed in blockchain-based data storage systems play
a critical role in enhancing the security and efficiency of both on-chain and off-chain
storage solutions.

Off-chain Data Storage and Security: Storing large datasets off-chain reduces the compu-
tational burden on the blockchain, addressing scalability and cost issues. Systems such as
IPFS enable secure distributed storage, which is particularly beneficial for managing large-
scale healthcare datasets efficiently and securely [10,12,77,101]. However, off-chain storage
introduces potential security vulnerabilities. To mitigate these risks, hybrid verification
and encryption techniques are employed to ensure data integrity and confidentiality.

On-chain Data Storage and Security: Storing data on-chain leverages blockchain’s im-
mutability and transparency, ensuring secure and verifiable data management. Keeping
data directly on the blockchain allows network participants to verify data accuracy and
integrity [46,50,103]. The on-chain method is particularly ideal for high-security applica-
tions, such as financial transactions, smart contract data, and sensitive healthcare records.
However, on-chain data storage presents cost and scalability limitations, as it increases
blockchain size, making large-scale data management more complex. Despite these chal-
lenges, cryptographic techniques such as Merkle trees and blockchain hashing facilitate
secure and efficient data storage [58,109,115].

Blockchain systems employ both asymmetric and symmetric encryption techniques to
ensure data security. While each method offers distinct advantages, they also come with
specific trade-offs in terms of performance, security, and use cases.

3.2.1. Asymmetric Encryption

Asymmetric encryption secures data using a public–private key pair, where informa-
tion encrypted with the public key can only be decrypted by the corresponding private
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key. This mechanism ensures data confidentiality and integrity, allowing only authorized
entities to access the encrypted data [58,110,117].

In blockchain-based systems, asymmetric encryption plays a critical role in authen-
tication, data integrity, and access control [102]. It is particularly essential for securing
smart contracts, verifying digital signatures, and managing authorized access in on-chain
environments [118]. High-security sectors such as finance and healthcare rely on asym-
metric encryption to ensure data accuracy and confidentiality. However, processing large
datasets with this method can lead to increased computational overhead and extended
processing times [114]. To address these performance limitations, asymmetric encryption is
often integrated with off-chain solutions for more efficient large-scale data management.
Digital signatures serve as a fundamental cryptographic tool for verifying the authenticity
of blockchain transactions [53]. Algorithms such as ECDSA and Ed25519 provide fast and
secure transaction verification, making them widely adopted in networks like Bitcoin and
Ethereum [119]. These methods enhance data security and transaction transparency across
various industries, including finance, healthcare, and IoT [120]. While the high computa-
tional cost and performance constraints are notable drawbacks, asymmetric encryption
remains a cornerstone of blockchain security [112,121].

3.2.2. Symmetric Encryption

Symmetric encryption employs a single key for both encryption and decryption, mak-
ing it significantly faster and computationally efficient. However, secure key management
and distribution remain critical challenges [109,115]. This approach is particularly useful for
encrypting large datasets and supporting high-speed data transmission. For instance, sym-
metric encryption facilitates the secure and rapid transfer of large-scale healthcare records,
preserving data confidentiality and integrity. Additionally, cryptographic hash functions
are often used to verify data integrity and detect unauthorized modifications [58,110,113].

Symmetric encryption is predominantly applied in off-chain solutions, where its speed
advantage is crucial for large-scale data transfers [122,123]. It is widely used in sectors
such as education and logistics, where significant volumes of off-chain data require secure
storage and transmission [124]. By ensuring high-speed data processing, symmetric en-
cryption enhances scalability, despite its complex key management requirements [116,117].
However, for seamless integration with blockchain, symmetric encryption requires addi-
tional security layers [112]. While it is not directly suitable for on-chain use, it remains an
effective tool for securing off-chain data [125].

In Table 6, the relationship between these storage methods and blockchain systems is
analyzed in terms of storage environments and security considerations.

Table 6. Blockchain-based cryptographic solutions and applications for data security.

Reference
Number

Cryptographic
Method Storage Type Application

Domain
Security
Requirement

Sectoral
Applications Advantages Disadvantages

[114,118,
126–128]

Asymmetric
Encryption

On-chain,
Off-chain

Authentication
and data
integrity

High Healthcare,
finance

High security,
authorized
access

Processing time
is high

[117,122–
124,129]

Symmetric
Encryption Off-chain Big data

transfer Medium
Healthcare,
education,
logistic

Provides fast
data transfer

Key management
issues

[56,109,
115,119,
130–132]

Zero-
Knowledge
Proof (ZKP)

On-chain,
Off-chain,
Hybrid

Authentication
and access
control

High Public sector,
finance

Ensures
privacy,
verifies data

High
computational
cost
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Table 6. Cont.

Reference
Number

Cryptographic
Method Storage Type Application

Domain
Security
Requirement

Sectoral
Applications Advantages Disadvantages

[120,125,
133–136]

Homomorphic
Encryption

Off-chain,
Hybrid

Performing
operations on
encrypted data

High Healthcare, IoT

Protects data
privacy,
provides
analysis

Implementation
complexity

[16,23–25] Blockchain
Hashing On-chain Data integrity

and validation Medium Education,
healthcare

Provides
immutability

Inefficient on
large datasets

[58,59] Threshold
Cryptography

On-chain,
Off-chain,
Hybrid

Access control,
key
management

High Healthcare, IoT

Provides
decentralized
key
management

Implementation
complexity

[137–140]
Multi-Party
Computation
(MPC)

Off-chain,
Off-chain,
Hybrid

Private data
sharing, access
control

High Healt, finance,
IoT

Enables secure
computation
with data
privacy

Computational
complexity, high
transaction cost

[121,141–
143]

Post-Quantum
Cryptography

On-chain,
Off-chain

Quantum-
resistant data
security

High IoT, public
sector, health

Resistant to
quantum
threats

Limited
application in
standardization

3.2.3. Zero-Knowledge Proof (ZKP)

Zero-Knowledge Proof (ZKP) is an innovative cryptographic method used for au-
thentication and access control. Zero-Knowledge Proof (ZKP) is a cryptographic protocol
that allows one party to prove the validity of information to another party without dis-
closing the actual data. In on-chain systems, ZKP enables users to verify their credentials
without revealing sensitive data. For instance, in the healthcare sector, a patient’s medical
records can be validated without disclosing personal information, ensuring data privacy
and security [109,115]. This method is widely utilized in public and financial sectors for
blockchain-based identity verification [119,130–132]. Despite its high security benefits,
ZKP is computationally expensive, which limits scalability. In hybrid models, ZKP per-
forms privacy-focused off-chain computations, while the verification process takes place
on-chain [56,113,133]. This approach is particularly effective for use cases where iden-
tity verification is required without exposing personal credentials, such as secure system
access control.

3.2.4. Homomorphic Encryption

Homomorphic Encryption allows data to be processed while remaining encrypted,
enabling privacy-preserving computations. This technique is particularly useful in off-chain
solutions for industries like healthcare and IoT, where sensitive data must be analyzed
without decryption [110,120,125]. By maintaining data confidentiality, it allows external
systems to perform secure computations [116]. However, its high computational complexity
makes it resource intensive [135]. Homomorphic Encryption is primarily suited for off-
chain data processing and can be integrated with blockchain-based applications [121,141].
In hybrid models, encrypted data are processed off-chain, while only computation results
or cryptographic references are stored on-chain [142]. A practical example includes IoT-
generated data being processed securely off-chain, with summary results stored on the
blockchain [136].

3.2.5. Blockchain Hashing

Hashing is a fundamental method for ensuring data integrity and authenticity in
blockchain systems [16,101]. This technique is primarily used in on-chain systems for
validating transactions and ensuring data immutability [24]. Hashing enhances security
and transparency, preventing unauthorized data modifications [25]. However, managing
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large datasets using hashing alone can be inefficient, making it less effective for large-
scale data storage [101]. Hashing is directly related to on-chain reference storage and is
commonly used for on-chain data verification solutions [23].

3.2.6. Threshold Cryptography

Threshold Cryptography is a technique that splits a cryptographic key into multiple
fragments, requiring a subset of authorized participants to reconstruct it. This method is
widely applied in blockchain-based systems for access control and key management. A
notable example is digital wallet security, where funds can only be accessed by multiple
authorized parties, ensuring decentralized security. While implementation complexity and
management challenges are key drawbacks, it is widely used in high-security industries
such as healthcare and finance. In hybrid architectures, off-chain key sharing and man-
agement are combined with on-chain access control and authentication mechanisms. A
practical use case involves verifying multiple authorized digital signatures on-chain before
granting access [58,59].

3.2.7. Multi-Party Computation (MPC)

Multi-Party Computation (MPC) is a privacy-preserving cryptographic method that
allows multiple parties to jointly compute a function without revealing individual pri-
vate inputs. This approach is particularly effective in industries such as healthcare and
finance, where sensitive data must be analyzed across multiple entities while preserving
confidentiality. MPC is often integrated with off-chain computation, allowing data from
different institutions to be securely processed, with only verification results stored on-
chain [137,139]. Its advantages include ensuring data privacy and establishing trust among
participants, whereas high computational overhead and scalability challenges remain key
limitations [138,140].

3.2.8. Post-Quantum Cryptography

Post-Quantum Cryptography is a security framework designed to protect against quan-
tum computing attacks that could break traditional cryptographic algorithms [112,121]. It
is increasingly being adopted in blockchain-based systems to ensure long-term security
against quantum threats [141,142]. Since widely used cryptographic schemes like RSA
and ECDSA are vulnerable to quantum attacks, post-quantum encryption offers a future-
proof security solution [121,143]. Its primary advantages include enhanced resistance to
quantum-based threats and long-term cryptographic security. However, ongoing stan-
dardization efforts and computational efficiency challenges currently limit its widespread
adoption [141,142]. Post-Quantum Cryptography is particularly relevant for public and
financial sectors, where blockchain security must be strengthened against future quantum
computing risks [112,141].

3.2.9. Security vs. Performance Trade-Offs in Cryptographic Techniques

Ensuring the security of blockchain-based storage requires employing cryptographic
techniques that offer strong confidentiality, integrity, and authentication. However, these
techniques vary in their computational overhead, which affects processing time, CPU
utilization, and memory efficiency. Understanding the trade-offs between security and
performance is essential when selecting the appropriate cryptographic approach for real-
world applications.

To provide a structured evaluation, Table 7 presents a comparative analysis of crypto-
graphic techniques based on their security level, computational overhead, performance
impact, and practical use cases. This analysis allows us to assess the balance between
cryptographic robustness and system efficiency.
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Table 7. Security vs. Performance Trade-offs in Cryptographic Techniques.

Cryptographic
Technique

Security
Level

Computational
Overhead

Performance
Impact Use Cases References

Asymmetric
Encryption (RSA,
ECDSA, Ed25519)

High
High due to key
size and modular
exponentiation

Slow for
large-scale
transactions,
high processing
cost

Digital signatures,
secure authentication,
blockchain consensus
mechanisms

[114,118,126–
128]

Symmetric
Encryption
(AES-256,
ChaCha20)

High
Low, optimized
for speed and
efficiency

Fast and efficient,
suitable for
real-time
processing

Encrypted storage,
secure messaging,
VPN encryption

[117,122–
124,129]

Zero-Knowledge
Proofs
(ZKP–SNARKs,
STARKs)

Very High
Very High,
requires complex
proof generation

Slows down
authentication
due to proof
verification time

Anonymous
transactions, identity
verification,
privacy-focused
blockchain
applications

[56,109,115,
119,130–132]

Homomorphic
Encryption (Fully
Homomorphic
Encryption—FHE)

Very High

Extremely High,
impractical for
real-time
operations

Extremely slow,
impractical for
large-scale
blockchain
storage

Cloud computing,
privacy-preserving
smart contracts

[120,125,133–
136]

Hashing
Mechanisms
(SHA-256,
Keccak, Blake2)

Medium
Low, designed
for quick
computation

Minimal impact,
designed for
rapid verification

Blockchain
transaction integrity,
data verification,
proof-of-work
mechanisms

[16,23–25]

This comparative evaluation highlights key trade-offs in cryptographic techniques:
Asymmetric Encryption (RSA, ECDSA, Ed25519)

• Offers strong security but incurs high computational overhead due to modular expo-
nentiation.

• Slower than symmetric encryption, making it less suitable for large-scale transactions.

Symmetric Encryption (AES-256, ChaCha20)

• Designed for speed and efficiency, offering high security with low processing costs.
• Used extensively for secure storage and fast encrypted communication.

Zero-Knowledge Proofs (ZKP–SNARKs, STARKs)

• Provide privacy-preserving authentication but require significant computation.
• Proof generation and verification are resource intensive, slowing down transactions.

Homomorphic Encryption (FHE)

• Enables computations on encrypted data, offering maximum security.
• Extremely high resource consumption makes it impractical for large-scale blockchain

storage.

Hashing Mechanisms (SHA-256, Keccak, Blake2)

• Lightweight and efficient, designed for rapid data integrity verification.
• Low computational overhead, making it ideal for blockchain transaction verification.

This evaluation demonstrates that higher security often comes with a significant
performance cost. FHE and ZKP offer advanced security but impose high computational
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overhead, making them less practical for real-time blockchain applications. In contrast, sym-
metric encryption and hashing mechanisms balance security and performance efficiently,
making them the preferred choices for scalable blockchain storage and authentication sys-
tems. Selecting an appropriate cryptographic technique depends on the specific application
requirements, available computational resources, and performance constraints.

3.3. Authentication Methods

Authentication is a key element of data security in blockchain-based systems, es-
pecially in sectors managing sensitive data such as healthcare, finance, and govern-
ment [40,45,104,105,107,118,126]. Blockchain enhances security and privacy by providing
decentralized, tamper-proof authentication [56,115,144,145]. On-chain methods ensure im-
mutability, off-chain solutions offer scalability, and hybrid models combine both for flexible,
secure authentication [16,27,32,37,77,146]. In the next section, decentralized authentication
methods using blockchain are explored.

Decentralized Authentication, Applications, and Security Enhancements

Blockchain-based authentication removes central authority dependence and secures
identity data. By leveraging blockchain’s immutability and transparency, authentication
records are securely stored, preventing unauthorized modifications and ensuring data
integrity [1,104,144].

Decentralized authentication systems record each verification process immutably on the
blockchain, reinforcing identity protection and preventing data tampering. Self-Sovereign
Identity (SSI) solutions enable users to manage their credentials independently, leveraging
blockchain’s distributed nature to prevent unauthorized modifications [1,104,105]. Au-
thentication processes rely on asymmetric encryption, where users sign credentials with
a private key, and verification occurs via a public key before being recorded on-chain,
ensuring both security and integrity [53,102,144].

Blockchain authentication seamlessly adapts to different data storage models, balanc-
ing security, scalability, and efficiency. On-chain storage offers high security and ensures
data integrity, making it ideal for critical identity records. However, it presents challenges
in scalability and cost, particularly for large identity datasets [16,37,101]. Off-chain storage
mitigates these issues by storing identity data externally while keeping cryptographic
references on-chain, ensuring cost-effective scalability [10,77,89]. Hybrid approaches inte-
grate both strategies, maintaining detailed records off-chain (e.g., in IPFS) while keeping
verification data on-chain, ensuring transparency, security, and efficiency [16,32,37].

Decentralized authentication plays a crucial role in sensitive sectors such as healthcare
and finance. In healthcare, patients securely share identity credentials with authorized pro-
fessionals, ensuring privacy and controlled access [1,48,147–149]. Hybrid models enhance
both security and scalability by maintaining access logs on-chain while managing sensitive
health records off-chain. In the financial sector, blockchain authentication strengthens
fraud-resistant identity verification and transaction security [43,100,139].

A key advancement in blockchain authentication is the Zero-Knowledge Proof (ZKP)
technique, which enables identity verification without exposing personal data, significantly
improving privacy in authentication processes [40,56,132]. In hybrid models, ZKP can
validate credentials off-chain while storing only verification proofs on-chain, enhancing
both security and efficiency [109,115,119].

By providing decentralized, secure, and privacy-preserving authentication, blockchain
solutions drive trust and resilience across diverse industries, including healthcare, fi-
nance, and IoT, paving the way for robust identity management in decentralized
ecosystems [1,104,147,150].
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3.4. Access Control Mechanisms in Relation to Blockchain Storage Types

In blockchain-based data storage systems, access control mechanisms provide decen-
tralized and secure methods to ensure that only authorized individuals can access sensitive
data while preserving data confidentiality. Access control is particularly critical in indus-
tries handling sensitive data, such as healthcare, financial services, and government sectors,
where strong security measures are required to prevent unauthorized access [40,41,44].
Access control mechanisms are closely linked to the fundamental data storage methods
used in blockchain systems. On-chain storage ensures immutability and transparency
for access control records, enabling auditable and tamper-proof access management. In
contrast, off-chain storage allows for the scalable processing of large datasets, requiring
additional security layers for access control enforcement [16,37,46]. Figure 5 shows the use
of data storage systems with access control mechanisms.
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It plays a critical role in protecting sensitive data, particularly in the healthcare, fi-
nance, and public sectors [39,151,152]. Hybrid approaches, such as IPFS and blockchain
integration, ensure high security while optimizing transaction costs [32,37,46,113]. The
transparency and immutability of blockchain enhance the traceability of access opera-
tions, making it easier to detect unauthorized access attempts [1,104,153]. For instance, in
Ethereum-based systems, access logs are stored on-chain, while large datasets are processed
off-chain, balancing security and cost efficiency [43,53].

On-chain access control mechanisms enhance security by storing access policies
immutably on the blockchain. Mandatory Access Control (MAC) enforces strict poli-
cies to limit access [154]. Role-Based Access Control (RBAC) grants role-based permis-
sions [44,155,156]. Identity-Based Access Control (IBAC) enhances security by managing
access based on user identities [44,45,154]. Lattice-Based Access Control (LBAC) provides
hierarchical authorization, commonly used in defense industries [44,154].



Appl. Sci. 2025, 15, 3225 25 of 52

Off-chain solutions improve scalability for large data processing while relying on
blockchain references for security. Discretionary Access Control (DAC) allows data owners
to manage access rights [44,111,156]. Capability-Based Access Control (CapBAC) provides
flexibility with token-based authentication mechanisms, frequently used in distributed
cloud systems [157–161].

Hybrid systems combine on-chain security with off-chain flexibility, enabling dy-
namic access control. Attribute-Based Access Control (ABAC) and Policy-Based Access
Control (PBAC) manage access rights through on-chain policies and off-chain dynamic
updates [40,45,111,162]. Context-Based Access Control (CBAC) regulates access based on
factors such as device, location, or time [111,162]. Organization-Based Access Control
(OBAC) optimizes access permissions within an organization [44].

The integration of these access control mechanisms with blockchain systems ensures
high security and scalability across domains such as finance, healthcare, IoT, and supply
chain management [104,150–152]. Table 8 summarizes the integration of blockchain-based
access control mechanisms with different storage strategies.

Table 8. Classification of access control mechanisms compatible with on-chain, off-chain, and hybrid
storage methods [44,111,113].

Access Control
Mechanism

On-Chain Off-Chain Hybrid Operational Characteristics of the Mechanisms

DAC (Discretionary
Access Control)
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but cannot be implemented on-chain due to
blockchain’s immutability. Off-chain systems are
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off-chain while maintaining access records on-chain.

MAC (Mandatory
Access Control)

✔
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✔ MAC, which requires centralized authorization,
aligns well with blockchain’s immutable and
auditable structure. Off-chain solutions are
unsuitable due to their decentralized nature. Hybrid
models balance policy enforcement by storing access
control rules on-chain while processing decision
mechanisms off-chain for greater flexibility.

RBAC (Role-Based
Access Control)

✔ ✔ ✔ Since roles can be stored immutably on the
blockchain, on-chain implementation is feasible.
However, for large-scale organizations, off-chain
storage is preferable. Hybrid models provide flexible
solutions by balancing security and scalability.

ABAC
(Attribute-Based
Access Control)

✔ ✔ ✔ On-chain storage is appropriate for immutable
attributes, but off-chain solutions improve update
speed for frequently changing attributes. Hybrid
models ensure flexibility by keeping static attributes
on-chain while dynamically managing
updates off-chain.

PBAC (Policy-Based
Access Control)

✔ ✔ ✔ For transparent policy recording, on-chain storage is
ideal. Off-chain solutions enable quick responses to
dynamic policy changes. Hybrid models maintain
core policies on-chain while updating dynamic
components off-chain to ensure balance.
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Table 8. Cont.

Access Control
Mechanism

On-Chain Off-Chain Hybrid Operational Characteristics of the Mechanisms

CBAC
(Context-Based
Access Control)

✔ ✔ ✔ Context-based access management can be
implemented on-chain using immutable data.
Off-chain storage provides real-time processing of
contextual data, making it advantageous. Hybrid
models log contextual changes on-chain while
utilizing off-chain solutions to enhance
processing speed.

LBAC (Lattice-Based
Access Control)

✔
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✔ Lattice-based hierarchical access levels require
immutable definitions, making on-chain storage
suitable. Off-chain management is less effective.
Hybrid models ensure on-chain security while
managing updates off-chain, improving flexibility.

IBAC (Identity-Based
Access Control)

✔ ✔ ✔ For user authentication, on-chain storage ensures
immutable identity verification records. However,
off-chain solutions are more practical for large-scale
identity management. Hybrid models keep
verification records on-chain while handling
dynamic identity management off-chain.

CapBAC
(Capability-Based
Access Control)

✔ ✔ ✔ Capability-Based Access Control (CapBAC), which
governs token-based access rights, ensures on-chain
security. Off-chain solutions are preferable for
managing large datasets. Hybrid models enhance
the scalability and security of capability-based access
control mechanisms.

OBAC
(Organization-Based
Access Control)

✔ ✔ ✔ Organization-Based Access Control (OBAC) policies
are secured by storing them on-chain, but off-chain
solutions are advantageous for frequently updated
policies. Hybrid models integrate secure on-chain
records with flexible off-chain processing
mechanisms for dynamic policy management.

In off-chain systems, users have greater control over their own data. However,
in large-scale blockchain systems, DAC operates efficiently when data are stored off-
chain [44,111,156]. On-chain structures support MAC’s high-security requirements, but its
centralized and rigid nature limits flexibility in dynamic applications [59,65]. In on-chain
systems, roles and access permissions can be immutably recorded, ensuring tamper-proof
access control [155]. Hybrid systems provide scalability by allowing dynamic role modi-
fications [16,37,101]. Off-chain solutions can store large datasets related to roles, though
this approach is less common [111,161]. On-chain structures ensure transparency through
immutable attribute records [44,45,111]. Off-chain applications enable fast attribute up-
dates, improving real-time adaptability. Hybrid systems combine the security of on-chain
storage with the flexibility of off-chain processing. For example, dynamic attributes like
user age and location can be effectively managed within a hybrid system [16,37,101]. On-
chain applications facilitate transparent policy recording, while off-chain systems enable
rapid implementation of dynamic policy changes. Hybrid architectures optimize policy
updates by balancing performance and security [111,162,163]. Context-Based Access Con-
trol (CBAC) dynamically manages context changes. On-chain implementations securely
store immutable context data, while off-chain systems efficiently process real-time context
variations. Hybrid approaches ensure flexibility and security in context-aware access con-
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trol [111,162]. Lattice-Based Access Control (LBAC) is well-suited for on-chain storage,
supporting immutable hierarchical access level definitions. Hybrid models integrate hi-
erarchical structures with large-scale external systems for enhanced scalability [154,164].
On-chain systems provide tamper-proof identity verification, while off-chain solutions
facilitate large-scale identity management. Hybrid models strike a balance between per-
formance and security. On-chain mechanisms ensure the secure recording of capability
tokens [44,45,154]. Off-chain systems optimize token-based access control for large datasets.
Hybrid models offer decentralized and scalable token management, improving access
control flexibility [44,157,162]. On-chain storage secures organization-based access policies
through immutable records. Off-chain solutions handle complex, large-scale organizational
policies. Hybrid models combine security and flexibility for efficient organizational access
control [22,44,161].

3.5. Blockchain-Based Data Integrity and Traceability Solutions

Blockchain-based data storage systems offer robust mechanisms for ensuring data in-
tegrity and traceability [26,28,30]. These systems guarantee data accuracy and immutability,
while also enabling transparent tracking of access and usage records [28,31,33]. How-
ever, the applicability of these mechanisms varies depending on the chosen data storage
method [32,34]. On-chain approaches provide full traceability and verifiable authenticity,
but they come with high transaction costs [6,36]. In contrast, off-chain methods offer lower
costs and greater efficiency, but they may be less secure in terms of data integrity and
accessibility [35,165]. Hybrid systems combine the strengths of both on-chain and off-chain
solutions, delivering a balanced approach in terms of cost efficiency and security [37,47].
Table 9 summarizes the advantages and disadvantages of these storage mechanisms by
evaluating data storage methods, data integrity mechanisms, and traceability levels across
various industry sectors.

Table 9. Comparative overview of data integrity and traceability solutions in blockchain-based
storage methods.

Storage
Method

Data Integrity
Mechanism Traceability Sectoral

Applications Advantages Disadvantages Reference
Number

On-chain Hash-based
verification High Healthcare,

finance

Reliable
verification, full
traceability

High
transaction cost [31]

Off-chain
Only hash
data on
blockchain

Medium
Education,
Healthcare,
logistic

Low cost,
efficiency

Inadequate in
areas requiring
data security

[36]

Hybrid
On-chain and
off-chain
integration

High Healthcare,
IoT

Provides
balanced cost
and safety

Requires
complex
configuration

[6,28,32–
35,37,47,165]

3.5.1. Ensuring High Data Integrity with On-Chain Methods

On-chain data storage methods utilize hash-based verification mechanisms to provide
high reliability and full traceability. These methods are particularly suitable for applications
in healthcare and finance, where data integrity is critical [31]. However, high transaction
costs and scalability limitations can restrict their usability in large datasets or high-volume
processing scenarios [29].
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3.5.2. Balancing Efficiency and Security in Off-Chain Approaches

Off-chain solutions reduce costs and processing overhead by storing only data refer-
ences on the blockchain. This method offers a cost-effective and efficient alternative for
sectors such as education, healthcare, and logistics [35]. However, in applications requiring
high security, off-chain solutions are not as reliable as on-chain methods. Particularly in
scenarios where critical data protection is necessary, off-chain storage provides only a
limited level of security [36].

3.5.3. Achieving Flexibility with Hybrid Storage Solutions

Hybrid approaches combine the advantages of on-chain and off-chain methods, pro-
viding a balanced solution between security and cost [26,28,37,47]. These methods are
especially practical for managing large datasets in healthcare and IoT applications [6,33].
However, complex configuration requirements may limit their applicability and require
technical expertise [24,32].

The selection of blockchain-based data storage methods depends on data integrity
requirements, cost constraints, and sector-specific needs [26,35,47]. On-chain methods
are preferred in high-security environments, whereas off-chain solutions offer cost advan-
tages [36]. Hybrid approaches, by integrating both methods, provide a broader range
of applications [6,32,33]. These insights contribute to optimizing blockchain-based data
storage systems across various industries [26,28,47].

3.6. Sectoral Applications and Perspectives Regarding On-Chain, Off-Chain, and Hybrid Data
Storage Methods

The adoption of blockchain-based data storage solutions has transformed how indus-
tries approach security, scalability, and efficiency in managing sensitive data. Depending
on the industry, the choice of storage method (on-chain, off-chain, or hybrid) plays a critical
role in addressing specific challenges and requirements. For instance, the healthcare sector
prioritizes privacy and real-time access to patient records [151,152,166–170], whereas the
financial sector focuses on immutability and data integrity [43,100]. Similarly, supply
chain management requires traceability and logistical efficiency [103,171–173], while IoT
applications emphasize efficiency and high-speed data processing [50,51]. Each of these
sectors leverages the strengths of various data storage approaches while using blockchain
technology to address unique challenges.

Table 10 summarizes the applications, use cases, security requirements, advantages,
and disadvantages of on-chain, off-chain, and hybrid data storage solutions across different
industries. This comprehensive analysis provides valuable insights into how blockchain
technology is adapted to meet industry-specific demands. The classification aims to illus-
trate how blockchain-based storage methods align with sectoral needs, offering perspectives
on real-world applications, and future potential blockchain-based data storage solutions
are being implemented through various methods tailored to the specific needs of different
industries. Healthcare, finance, education, supply chain, government, and IoT each require
different technologies based on data security requirements, transaction costs, integration
demands, and scalability concerns.

Table 10 evaluates blockchain-based data storage methods across different industries,
identifying which technologies ensure the highest security and efficiency for each sector.
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Table 10. Sectoral perspective on data security and applications of on-chain, off-chain, and hybrid
data storage methods.

Reference
Number

Sector Recommended
Storage Method

Application
Domains

Security Need Security
Advantages

Disadvantages Sample
Projects

[151,152,166–
170]

Healthcare Hybrid
(Blockchain +
IPFS and Smart
Contracts)

Patient data,
electronic
health records
(EHR)

High Ensures
privacy and
security, legal
data protection

Integration
challenges

MedRec,
FHIRChain

[43,100] Finance On-chain
(DLT and
Cryptography)

Credit history,
transaction
records

Medium Provides data
integrity and
immutability

Costly and
slow
transaction
speeds

Hyperledger
Fabric

[7,49,174] Education Off-chain
(Blockchain +
IPFS)

Sharing
certificates,
diploma,
and degree

Low Cost
effectiveness,
high data
access speed

Dependency
on centralized
systems

IPFS Education
Projects

[103,171–
173]

Supply Chain Hybrid
(Blockchain
+ IoT)

Product
traceability,
logistics
management

High Traceability,
fast data
processing

Complex
configuration

IBM Food
Trust

[104,105,175] Public Sector On-chain
(Self-Sovereign
Identity and
Digital ID
Management)

Authentication,
records
management

High Transparency,
secure access

High
transaction
cost and speed
limitations

Civic

[50,51] Internet of
Things (IoT)

Hybrid
(Blockchain +
Cryptographic
Authentication)

Sensor data,
location data

Medium Efficiency,
low cost

Lack of data
integrity and
traceability

Helium
Network

Real-World Implementations of Blockchain Storage Solutions

Blockchain storage solutions have been widely adopted across various industries,
demonstrating their potential to enhance data security, transparency, and operational
efficiency. In this section, real-world case studies are presented to illustrate how on-chain,
off-chain, and hybrid blockchain storage models have been utilized in sectors such as
healthcare, finance, education, supply chain management, public administration, and
IoT applications.

In healthcare, the secure and decentralized storage of patient data and electronic health
records (EHRs) is essential [151,166]. Hybrid solutions, combining blockchain with decen-
tralized storage systems like IPFS, protect data integrity while preventing unauthorized
access through encryption [168,169]. Projects like MedRec and FHIRChain facilitate secure
patient data sharing between healthcare institutions while ensuring immutability [167–170].
For instance, FHIRChain has been piloted in major hospital networks, demonstrating its
ability to provide tamper-proof patient records while complying with the HIPAA and the
GDPR. Its integration with existing hospital management systems has shown significant
improvements in data accessibility and integrity, and the adoption of standardized frame-
works may enhance real-time data sharing while maintaining patient privacy, facilitating
hybrid integration [151,152,166,168]. Additionally, advanced security technologies such as
homomorphic encryption are further strengthening health record security [110,135].

In the financial sector, transaction accuracy and data integrity are paramount. On-
chain solutions, using distributed ledger technology (DLT) and advanced cryptographic
security mechanisms, ensure the protection of financial transactions. Platforms like Hyper-
ledger Fabric enable immutable storage of credit histories and transaction records within
the decentralized finance (DeFi) ecosystem, but complex regulatory requirements and
high transaction costs limit widespread adoption [43,100]. A practical implementation
of this is found in JPMorgan’s Quorum blockchain, which enables secure interbank set-
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tlements and cross-border transactions by leveraging permissioned DLT. This showcases
how blockchain enhances security in financial data storage while overcoming traditional
banking inefficiencies. Future Layer-2 solutions may help reduce scalability and transaction
cost concerns, promoting broader blockchain adoption in finance [19,20,97]. Optimistic
Rollup and ZK-Rollup technologies will enhance transaction speeds and efficiency in DeFi
ecosystems [95,96].

In education, blockchain ensures the immutability of academic certificates and diplo-
mas, helping to combat fraud and enhance reliability in recruitment processes. Off-chain
solutions, integrating IPFS-based education projects, enable secure document storage while
allowing authorized users to access encrypted records [7,49]. However, integration with
centralized education systems and long-term storage costs present challenges [7,174]. The
University of Nicosia, one of the first institutions to adopt blockchain for academic creden-
tials, has successfully issued digital diplomas that are verifiable via blockchain explorers.
This initiative has proven to reduce diploma fraud and increase employer trust in aca-
demic certifications. In the future, greaization in blockchain-based education solutions
is expected. Particularly, Self-Sovereign Identity (SSI) models will simplify document
verification [49,174].

In supply chain management, blockchain plays a critical role in product traceability
and fraud prevention. Projects like IBM Food Trust enhance tracking for sensitive prod-
ucts such as food and pharmaceuticals [103,171]. However, integrating existing supply
chain infrastructures with blockchain poses additional costs and complexity [172,173]. A
real-world case study is Walmart’s integration of IBM Food Trust for tracking pork supply
chains in China. This blockchain solution reduced the time needed to track contaminated
food sources from 7 days to just 2.2 s, highlighting blockchain’s impact on safety and
supply chain efficiency. Future AI-powered blockchain will optimize decision-making pro-
cesses in global logistics networks, enhancing traceability and transparency [103,171,173].
Projects like IBM Food Trust and TPPSupply will be instrumental in fraud prevention and
sustainable logistics management [6,33].

In the public sector, blockchain is revolutionizing identity verification and official
record management [104]. On-chain identity management systems, using Self-Sovereign
Identity (SSI) approaches, allow individuals to manage personal identity information with-
out relying on a central authority [105,175]. Projects like Civic utilize blockchain to prevent
identity fraud in digital authentication processes [104]. For example, Estonia’s e-Residency
program leverages blockchain to offer digital identity services to global citizens. This
system has facilitated secure cross-border authentication and online business registration,
making Estonia a leader in blockchain-based governance. However, the traditional central-
ized nature administration makes the adoption of blockchain-based identity management
systems challenging [175]. In the future, new legal regulations and integration efforts
may help mainstream blockchain-based identity management. E-government projects are
expected to increasingly adopt blockchain for digital identity verification [104,175].

In the IoT sector, securing large datasets generated by smart devices and ensuring
authorized data access are key challenges [50]. Hybrid solutions, integrating blockchain-
based authentication mechanisms, facilitate secure IoT data exchanges [51]. Projects like
Helium Network create decentralized wireless networks to enhance secure blockchain-
based IoT operations [50,153]. However, data integrity and traceability limitations present
scalability challenges in IoT networks [51]. One real-world implementation of blockchain
in IoT is the Helium Network, which enables IoT devices to communicate securely over
a decentralized network. This has led to improvements in smart city infrastructure, in-
cluding environmental monitoring and asset tracking. In the future, advanced security
protocols and control mechanisms will play a critical role in managing large-scale data
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flows [50,51]. Blockchain-based authentication systems will enhance IoT device security,
while decentralized architectures will minimize single points of failure [131,133,134].

These sector-specific applications highlight the versatility and adaptability of
blockchain-based data storage solutions. Spanning IoT, finance, education, government,
and supply chain management, blockchain technologies enhance data security and opera-
tional efficiency by providing a robust infrastructure. As industry evolves, blockchain-based
storage solutions are expected to develop into more innovative and specialized strategies.
The adaptability of on-chain, off-chain, and hybrid storage solutions has the potential to rev-
olutionize various industries. The scalability, security features, and integration capabilities
of blockchain enhance data management processes across multiple sectors [20,42,97,166]. In
the future, the integration of AI-powered blockchain solutions, homomorphic encryption,
and quantum-resistant cryptography will further advance the field [110,112,135,142].

3.7. Blockchain-Based Distributed Data Storage and File Sharing Projects

Distributed and blockchain-based data storage solutions vary based on their security
features and application domains. Table 11 provides a detailed overview of prominent
projects, storage methodologies, data retention strategies, and industry applications associ-
ated with these solutions.

Table 11. Features and usage areas of projects working on blockchain-based distributed data storage
and file sharing.

Project
Name

Underlying
Infrastructure Storage Type Security

Features
Application
Domains Advantages Disadvantages Reference

Number

Filecoin IPFS Off-chain
Encryption,
verifiable
hashing

Distributed file
storage

Decentralization,
high security

Scaling challenges
for big data [75,76]

Storj
Has its own
distributed
network

Off-chain
Encryption,
multi-node
storage

Cloud file
storage

Strong encryption,
user incentives

Slow, dependency
on node
participation

[79]

Flux
IPFS,
has its own
infrastructure

Hybrid Hash-based
security

Decentralized
applications
(DApps)

High security and
flexibility

High transaction
costs [30]

Arweave Arweave
Protocol On-chain

Permanent
storage,
hashing

Long-term
data retention

Permanent data
storage, censorship
resistance

High transaction
costs [64–66]

Sia
Has its own
distributed
network

Off-chain Encryption,
data shredding

Decentralized
cloud storage

Economical
storage, encryption
support

Limitations in
security protocols [80]

BitTorrent Swarm,
P2P Protocol Off-chain

Component-
based
distribution

File sharing,
content
transfer

Fast content
delivery, low
bandwidth usage

Risk of hacking,
security
vulnerabilities

[176]

Ankr Has its own
infrastructure Hybrid

Encryption,
source
authentication

Enterprise
solutions,
cloud services

Resource efficiency,
low cost

Complex
configuration,
intense
competition

[162]

Holo Holochain Off-chain Cryptographic
signatures Dapp hosting High scalability,

user control
Early development
stage [161]

Helium Blockchain
and IoT Hybrid

Data
transmission
encryption

IoT data
transfer,
wireless
network

Low-Cost
Connectivity
and Network
Expansion
Incentives

Limited coverage,
limited to IoT [153]

Civic Blockchain On-chain Authentication,
data privacy

IoT security,
user data
control

Secure
authentication,
user-specific access

Compatibility
difficulties, delays [177]
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Table 11 provides a detailed analysis of how blockchain and distributed storage
solutions are applied across various use cases.

Filecoin and Storj, which utilize off-chain storage, offer decentralized and secure cloud
storage while ensuring data integrity through strong encryption techniques. However, these
systems face scalability challenges and are dependent on node participation for reliability.
Hybrid systems like Flux and Helium integrate blockchain infrastructure with their own
specialized networks, providing high-security solutions for decentralized applications and
IoT data transfer. While they offer flexibility and cost efficiency, complex configuration
requirements pose integration challenges. On-chain storage solutions, such as Arweave
and Civic, focus on permanent data storage and identity verification, addressing critical
security needs. These platforms ensure long-term data retention and user-controlled data
access. However, high transaction costs and regulatory compliance challenges limit their
widespread adoption. Among off-chain systems, Sia and BitTorrent provide low-cost and
fast content distribution but face security vulnerabilities and piracy risks. Hybrid and
off-chain solutions like Ankr and Holo offer secure storage for decentralized application
hosting and enterprise cloud services. However, they face challenges related to early-stage
development and high market competition. These projects demonstrate how blockchain-
based storage solutions can be adapted across different industries while highlighting the
unique advantages and limitations of each approach.

4. Discussions
This study evaluates blockchain-based data storage solutions based on on-chain and

off-chain approaches. The findings indicate that both methods provide distinct advantages,
which vary depending on specific use cases. On-chain storage offers strong security
and ensures data permanence, while Off-chain solutions reduce costs while enhancing
processing capacity. Hybrid strategies integrate the strengths of both methods, offering a
well-balanced solution in terms of data security and scalability. However, for blockchain-
based data storage systems to achieve full adoption, challenges related to scalability, access
control, and regulatory compliance must be addressed. In particular, integrating hybrid
systems presents technical complexities in large-scale data management. To enhance data
security and system efficiency, new protocols must be developed. In the future, blockchain-
based data storage solutions are expected to see broader adoption in industries such as
healthcare, finance, supply chain, and IoT.

4.1. Performance Comparison of Blockchain Data Storage Methods

Blockchain-based data storage methods have various advantages and limitations
concerning key criteria such as transaction speed, scalability, cost, and security. These
factors play a critical role in determining the suitability of blockchain-based solutions for
sectoral applications and use cases.

On-chain storage ensures high security and data integrity by storing all data directly
on the blockchain; however, it comes with significant limitations in terms of transaction
costs and scalability. In contrast, off-chain storage improves transaction speed and reduces
costs by storing data outside the blockchain, but it introduces certain risks regarding data
integrity and security. Hybrid solutions aim to combine the advantages of both on-chain
and off-chain methods to optimize performance while maintaining security. Table 12
compares these three different storage approaches based on four key criteria, presenting
their advantages and limitations as established in the literature.

• Transaction Speed: On-chain data storage has a low transaction speed due to the re-
quirement that all transactions be verified on the blockchain and undergo the mining
process [17]. In networks such as Bitcoin and Ethereum, transaction times are inher-
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ently constrained by mining mechanisms. In contrast, off-chain solutions significantly
improve transaction speed by moving data outside the blockchain [19]. This approach
is particularly supported by Layer-2 solutions such as the Lightning Network [22].
Hybrid methods, on the other hand, enhance security by keeping certain data on-chain
while storing large volumes of data off-chain, thereby maintaining a balance in terms
of speed.

• Scalability: On-chain data storage offers low scalability due to block size limitations
and network congestion [18]. Off-chain solutions provide higher scalability by storing
data outside the blockchain, as they are not constrained by the blockchain’s transaction
capacity [19]. Hybrid solutions create a balanced model by integrating both on-chain
and off-chain methods to enhance scalability [97].

• Cost: On-chain data storage is costly due to mining expenses, transaction fees, and
block size limitations [12]. In contrast, off-chain solutions are cost-effective since
transactions are executed outside the blockchain [15]. Hybrid solutions reduce costs
by offloading large volumes of data off-chain while preserving security by storing
critical data on-chain, resulting in a moderate cost structure [22].

• Security: On-chain data storage offers the highest level of security due to its distributed
ledger structure, which ensures data integrity and immutability [36]. Off-chain solu-
tions, on the other hand, provide lower security levels as data are stored outside the
blockchain and often controlled by centralized entities [47]. Hybrid solutions enhance
security by leveraging on-chain verification mechanisms while storing the majority of
data off-chain to optimize performance [109].

Table 12. Performance comparison of blockchain-based data storage methods in terms of transaction
speed, scalability, cost, and security.

Criteria On-Chain Off-Chain Hybrid References

Transaction
Speed

Low—Full node
validation slows
transactions

High—Off-chain solutions
(Lightning Network,
Rollups) improve speed

Medium-High—Hybrid
balances both [17,19,22]

Scalability
Low—Block size and
network congestion
limit scalability

High—Off-chain solutions
significantly enhance
scalability

Medium—Hybrid
solutions mitigate
scalability issues

[18,19,97]

Cost
Very High—Transaction
fees depend on
network demand

Low—Off-chain solutions
lower transaction fees

Medium—Hybrid
solutions balance
cost factors

[12,15,22]

Security
Very High—Data integrity
and security ensured by
consensus mechanisms

Low—Relies on
third-party trust

Medium—Hybrid
maintains some
on-chain security

[36,47,109]

4.2. Integration Challenges in Hybrid Blockchain Data Storage Systems

While hybrid data storage solutions provide advantages in security and cost efficiency,
they also face technical challenges during integration. Key challenges involve synchro-
nizing large-scale data, implementing robust access control mechanisms, and ensuring
data security in hybrid environments. For seamless integration with existing systems, new
protocols and optimized access control mechanisms must be developed. Smart contracts
and off-chain storage technologies like IPFS can enhance the flexibility of these systems.

4.3. Regulatory and Security Evaluation of Blockchain-Based Data Storage Solutions

The adoption of blockchain-based data storage solutions must be evaluated within reg-
ulatory compliance frameworks. Regulations like the GDPR raise concerns as blockchain’s
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immutability conflicts with the right to data deletion. Security vulnerabilities in smart
contracts and the absence of clear regulatory frameworks pose significant challenges to
large-scale adoption. To enhance data security and privacy, integrating advanced cryp-
tographic techniques such as Zero-Knowledge Proofs, Multi-Party Computation, and
Post-Quantum Cryptography can significantly strengthen the security and resilience of
blockchain-based storage systems.

4.4. Evolution, Future Trends, and Open Research Areas in Blockchain-Based Data Storage

Blockchain-based data storage systems have undergone significant evolution since the
introduction of Bitcoin in 2008 [21]. Initially, Bitcoin adopted a fully on-chain storage model,
where all transactions were recorded directly on the blockchain. However, as scalability
limitations, transaction speed constraints, and cost concerns emerged, alternative data
storage approaches, off-chain, and hybrid models began to evolve. These developments
marked the transformation of blockchain storage technologies, enabling greater flexibility
and efficiency.

Looking ahead, blockchain-based data storage systems are expected to become more
scalable, flexible, and intelligent. The integration of AI-driven access control and security
mechanisms has the potential to enhance intrusion detection systems, making them more
adaptive and responsive to emerging threats. Furthermore, blockchain’s application scope
is anticipated to expand beyond healthcare, finance, and IoT into diverse sectors such as
supply chain management, agriculture, and education. For instance, blockchain-powered
pharmaceutical supply chains can significantly improve data security and transparency
in tracking processes. Additionally, regulatory and policy advancements will play a
crucial role in shaping the future of blockchain-based data storage. The establishment
of international standards will enhance the reliability of these technologies, ensuring
compliance with data security regulations and facilitating broader adoption. This will
not only bolster blockchain’s credibility but also expand its user base by fostering trust
among stakeholders.

As blockchain storage systems continue to evolve, improvements in scalability, secu-
rity, and cross-sector adoption will further enhance their potential to revolutionize data
storage and management. Future research areas should focus on optimizing on-chain,
off-chain, and hybrid storage models, addressing cost efficiency challenges, and integrating
emerging technologies such as AI and privacy-preserving cryptographic techniques to solid-
ify blockchain’s role as a foundational pillar of next-generation data infrastructure. Table 13
presents the historical progression of on-chain, off-chain, and hybrid storage technologies.

Table 13. Evolution of On-Chain, Off-Chain, and Hybrid Data Storage Methods: Key Technological
Advancements, Application Domains, and Underlying Innovations.

Year Data Storage and
Processing Model

Application
Domain

Key
Applications

Underlying
Technologies

Reference
Number

2008 On-chain Finance Bitcoin (Transaction
Storage)

Merkle Trees,
Proof-of-Work

[21]

2013, 2014 On-chain Finance Ethereum (Smart
Contracts)

Ethereum State
Storage, Solidity,
and EVM

[74]

2014 Off-chain Healthcare IPFS, MedRec (EHR) IPFS, Off-chain Hash
Storage, Content
Addressing

[78]
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Table 13. Cont.

Year Data Storage and
Processing Model

Application
Domain

Key
Applications

Underlying
Technologies

Reference
Number

2017 Hybrid Education EduChain
(Education records)

Blockchain-based
Educaton Systems

[7,49]

2018 Off-chain IoT Blockchain-IoT
Security

State Channels [50,51]

2018 Layer-2 Finance Plasma-Based Scaling
Solutions

State Channels,
Optimistic Rollups

[17,52]

2020 Hybrid Public Blockchain for
Government Services

e-Government,
Digital Identity,
Blockchain Identity
Management

[175]

2021 Layer-2 Finance Zero-Knowledge
Rollups

zk-SNARKs,
zk-STARKs,
Validity Proofs

[178,179]

2022 Hybrid Cloud
Computing

Hybrid
Blockchain-Cloud
Systems

Layer-2 Rollups,
zk-SNARKs, Sharding

[42]

2023 Hybrid Supply Chain Blockchain-based
drug supply chain

Plasma, Optimistic
Rollups,
Zero-Knowledge
Proofs

[160,173]

2023 Layer-2 Finance Zero-Knowledge
Rollups (ZKsync,
StarkNet, Polygon
zkEVM)

zk-SNARKs,
zk-STARKs,
Validity Proofs

[17,19]

2024–2025 On-chain Finance and AI AI-based Smart
Contracts

AI + Blockchain,
Large Language
Models (LLM) +
Smart Contracts

[159]

2024–2025 Hybrid Interoperability
Solutions

Cross-Blockchain
Data Integration

Polkadot, Cosmos,
Axelar,
Interoperability
Protocols

[179–181]

2024–2025 Layer-2 Finance and
Enterprise

Modular Blockchains
(ZeroLayer,
EigenLayer, Celestia)

Restaking, Data
Availability Layers,
Rollup-as-a-Service

[18]

2025 Layer-2 IoT Blockchain-IoT
Integration,
Smart Device Security

IoT Blockchain Net,
Data Oracles,
Privacy-Preserving
Smart Contracts

[51,121]

2025+ Edge-integrated
Hybrid (Edge
Storage +
On-chain
Metadata +
Off-chain
Distributed
Storage)

Healthcare,
Industry 5.0,
Smart Cities,
Autonomous
Systems, IoE

Real-time data
processing,
Decentralized data
storage, Edge data
analytics, Secure IoT
communications

Blockchain, Edge
Computing, IPFS,
Asymmetric and
Symmetric
Cryptography

[182–184]
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Over the years, blockchain-based data storage has evolved significantly, driven by the
need for greater scalability, efficiency, and interoperability. While early implementations pri-
marily relied on on-chain models, increasing demands for cost reduction and performance
optimization led to the adoption of off-chain and hybrid approaches. As shown in Table 13,
this evolution spans multiple sectors, including finance, healthcare, education, supply chain,
IoT, and cloud computing, with advancements in Layer-2 solutions, zero-knowledge proofs
(ZKPs), and interoperability protocols. These developments not only address scalability
concerns but also enhance security and real-time data processing capabilities.

4.4.1. The Emergence of Ethereum and Smart Contracts

With the launch of Ethereum in 2015, smart contracts were integrated into the
blockchain ecosystem, providing a foundation for decentralized applications (DApps) [62,74].
However, as adoption increased, challenges such as scalability issues, transaction loads, and
data storage costs became more prominent. During this period, permissioned blockchain
solutions like Hyperledger Fabric were developed, offering flexible and modular data stor-
age systems for the private sector [185]. As a result, industries such as finance, healthcare,
and logistics began adopting blockchain-based data management solutions.

4.4.2. The Rise in Off-Chain Data Storage Solutions

By 2017, large-scale data management and transaction speeds had become major
concerns for blockchain technology [1]. Off-chain solutions such as IPFS allowed large files
to be stored externally while keeping only hash references on-chain, reducing transaction
costs significantly [77,78]. This approach facilitated the cost-effective storage of large
datasets in industries such as education, healthcare, and public administration. Around the
same time, persistent data storage solutions like Arweave laid the groundwork for hybrid
models [64].

4.4.3. Layer-2 Solutions and Hybrid Data Storage Models

Hybrid blockchain solutions gained traction in 2017. Projects like EduChain enabled
decentralized sharing of academic credentials [7,49]. By 2018, blockchain was integrated
with IoT, enhancing device security [50,51]. From 2019 onwards, Layer-2 solutions such
as Plasma, State Channels, and Sidechains reduced transaction loads and improved scala-
bility [17,52]. In 2021, ZK-Rollups technology leveraged Zero-Knowledge Proofs (ZKP) to
process large amounts of data off-chain while recording only verification data on-chain [19].
These advancements improved Ethereum’s transaction scalability by alleviating Layer-1
congestion. Cryptographic techniques like zk-SNARKs and zk-STARKs further accelerated
transaction validation while significantly reducing network strain [19,178]. By 2022, Layer-2
solutions had become widespread across the finance, public, and IoT sectors, transforming
blockchain-based data storage [17]. The same year, hybrid blockchain-cloud solutions
allowed large datasets to be stored off-chain while managing access controls through
blockchain [32,168]. In 2023, blockchain-based supply chain solutions were implemented
in the pharmaceutical sector [160,173].

4.4.4. Ethereum 2.0, Sharding, and Advanced Hybrid Models

The introduction of Ethereum 2.0 in 2022 brought Sharding technology, significantly
enhancing data storage capacity [22]. This was a crucial development for public record
management and large-scale data processing. Simultaneously, projects like Cosmos and
Polkadot introduced cross-chain solutions that facilitated seamless data transfers between
blockchain networks [181]. These initiatives improved blockchain interoperability, inte-
grating various data storage methods. By 2023, Zero-Knowledge Rollup solutions such as
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ZKsync [186], StarkNet [187], and Polygon zkEVM enhanced the scalability of Ethereum
and other blockchain networks [17,19].

In recent years, Layer-2 solutions have undergone rapid evolution. By 2023, solutions
like ZKsync, StarkNet, and Polygon zkEVM were deployed to enhance the scalability of
Ethereum and other blockchains [17,19]. These innovations hold transformative potential,
particularly in decentralized finance (DeFi) and enterprise applications.

4.4.5. On-Chain AI and Blockchain Integration

The integration of artificial intelligence with blockchain has gained increasing impor-
tance in recent years. On-chain AI models have combined decentralized computing with
blockchain-based data storage systems [159]. Projects such as Fetch.ai, Ocean Protocol, and
SingularityNET have optimized blockchain-AI integration, leading to their merger under
the Artificial Superintelligence Alliance in 2024 [188]. Additionally, projects like Chain-
link, Polkadot, Cosmos, and Axelar have improved cross-chain data sharing, addressing
interoperability challenges [179–181].

• Enhancing Security and Automation: The integration of AI and blockchain is playing
an increasingly critical role in improving decision-making processes, detecting fraud,
and ensuring data security in decentralized environments. AI models operating with
blockchain-based smart contracts enable reliable computations and tamper-resistant
data storage.

Real-world applications include:

• Fetch.ai: A system that optimizes logistics, finance, and supply chains using
blockchain-based AI agents [188].

• Ocean Protocol: A decentralized data-sharing protocol that allows AI models to train
on encrypted datasets [188].

• SingularityNET: A marketplace for AI services that enables commercialization without
relying on a central provider [188].

• IBM Watson and Hyperledger Fabric: AI-powered blockchain-based fraud detection
models that analyze financial transactions to identify anomalies [159].

This integration enables AI models to perform reliable data processing, transparent
auditing, and autonomous decision-making within decentralized systems.

By 2025, blockchain-based data storage solutions are expected to play a crucial role
beyond DeFi and enterprise applications, extending to IoT device security. Projects such as
Helium Network [153], Chainlink [189], and IoTeX [190] have introduced new Layer-2 solu-
tions focused on data privacy within the IoT ecosystem. This historical evolution highlights
how blockchain-based data storage methods have undergone significant transformations
in scalability, security, and flexibility.

In the coming years, blockchain’s impact is expected to expand exponentially across
artificial intelligence, IoT, supply chains, and finance. Modular blockchain architectures will
drive the development of more efficient and secure systems. Projects like EigenLayer [191],
Celestia [192], and ZeroLayer [193] are set to shape the blockchain ecosystem by introducing
innovations in data availability, restaking mechanisms, and Rollup-as-a-Service models.
Furthermore, the adoption of blockchain technology in AI, IoT, supply chains, and finance
is expected to accelerate, enabling faster, more secure, and energy-efficient infrastructures
through cross-chain integration and Layer-2 advancements.

• Blockchain and IoT: Securing Smart Devices and Data Exchange: IoT devices generate vast
amounts of data, requiring secure, immutable, and decentralized storage. Blockchain
integration enhances security by protecting against unauthorized data access and
mitigating cyber threats.
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Real-world applications include the following:

• Helium Network: A decentralized IoT connectivity network that enables secure device
communication [153];

• IoTeX: Utilizes blockchain-based authentication protocols to ensure encrypted data
transmission for IoT devices [190];

• VeChain: Uses IoT sensors to track products in supply chains, securing data with
blockchain technology [103];

• Bosch XDK and Ethereum: Smart sensors integrated with Ethereum-based smart
contracts provide real-time monitoring in industrial environments [22,87].

Blockchain enhances security in IoT systems by eliminating central points of failure
and increasing operational transparency.

4.4.6. The Road Ahead for Blockchain Storage: Emerging Paradigms in Edge Computing
and the Internet of Everything Era

The evolution of data storage methods within blockchain systems is increasingly
influenced by the convergence of the Internet of Everything (IoE) and edge computing
technologies. As the volume of connected devices expands in sectors such as smart cities,
healthcare, autonomous systems, and industrial automation, the demand for real-time data
processing, decentralized storage, and secure device-to-device communication is expected
to intensify [182,183].

Edge computing enables data to be processed and temporarily stored closer to its
source, reducing latency and alleviating the burden on centralized servers. When integrated
with blockchain technology, edge computing not only strengthens data security and in-
tegrity through decentralized consensus but also facilitates localized decision making [184].
This hybrid approach is particularly critical for IoE ecosystems, where billions of devices
simultaneously generate and process sensitive data.

Future solutions are anticipated to adopt Edge-integrated Hybrid Storage Models,
combining the following:

• On-chain metadata verification for ensuring immutability;
• Off-chain distributed storage systems (e.g., IPFS) for scalable data management;
• Edge storage and processing to enhance performance and minimize response times.

Recent studies suggest that this three-layered hybrid model will become the dominant
architecture for data storage and security in future IoE environments. Such systems can
offer low-latency responses, decentralized control, and improved data privacy, particularly
in resource-constrained edge settings. However, interoperability challenges, device-level
vulnerabilities, and data synchronization issues remain key obstacles requiring further
research [182–184].

The ongoing convergence of blockchain and edge computing is expected to follow a
structured development path:

• 2024–2025+: Increased adoption of blockchain-integrated edge computing solutions,
especially in smart city infrastructures, industrial automation, and healthcare data
systems [194];

• 2026–2028+: Standardization of hybrid storage architectures, where on-chain meta-
data verification is combined with off-chain and edge computing storage models for
enhanced security and scalability [182];

• 2028–2030+: Full deployment of autonomous blockchain-based edge systems, enabling
decentralized AI-driven decision making in IoE environments, reducing dependency
on centralized cloud infrastructures [195].
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Despite these advancements, scalability constraints, device-level security vulnerabili-
ties, and interoperability challenges remain critical hurdles that require further research
and industry collaboration [182–184,194,195].

4.5. Limitations and Future Works

Blockchain-based data storage solutions offer decentralization, security, and trans-
parency, yet they still present several challenges. Scalability remains a major issue: while
on-chain storage ensures high security, it suffers from high costs and limited transaction
throughput. In contrast, off-chain storage methods enhance efficiency but introduce con-
cerns regarding data availability and integrity. Additionally, security risks, such as access
control vulnerabilities and key management complexities in decentralized storage systems,
require further research. To address these challenges, future research should focus on
the following:

• Enhancing Scalability: Optimizing Layer-2 solutions (e.g., Rollups, State Channels,
Plasma) to improve transaction speed and reduce costs [19,20,52,95].

• Strengthening Security and Privacy: Improving blockchain-based access control mech-
anisms, such as Attribute-Based Access Control (ABAC) and Zero-Knowledge Proofs
(ZKPs), for privacy-preserving storage [47,109].

• Integrating Blockchain with AI and ML: Exploring AI-driven data retrieval and adap-
tive storage mechanisms for optimizing blockchain efficiency [102,104].

• Expanding Industry-Specific Implementations: Investigating blockchain storage so-
lutions for IoT-based secure data sharing and continuous authentication, as well
as custom blockchain models for satellite communications and space data manage-
ment [196].

These advancements are expected to enhance the efficiency, scalability, and security of
blockchain-based storage solutions while unlocking new opportunities for decentralized
data management.

4.5.1. Energy Consumption in Blockchain-Based Storage Systems

While blockchain technology offers advantages in decentralized data management and
security, it also imposes significant energy costs. Proof-of-Work (PoW)-based blockchains
are known for their high energy consumption due to mining processes that require sub-
stantial computational power [45,88]. In networks such as Bitcoin and Ethereum, mining
activities consume large amounts of electricity, increasing their carbon footprint. In contrast,
alternative consensus mechanisms such as Proof-of-Stake (PoS), Delegated Proof-of-Stake
(DPoS), and Proof-of-Authority (PoA) improve blockchain sustainability by significantly
reducing energy consumption [92,101].

Comparative Energy Consumption of Blockchain Consensus Mechanisms: Table 14 presents
the energy consumption levels of different consensus mechanisms and their advan-
tages in terms of sustainability. This comparison demonstrates that PoS and PoA-based
blockchain solutions enhance energy efficiency, contributing to more sustainable blockchain
storage systems.

• Sustainability Strategies for Blockchain-Based Storage: Several innovative strategies have
been proposed to improve the sustainability of blockchain-based data storage solutions:

1. Green Blockchain Networks: Developing carbon-neutral blockchain projects and
promoting the use of sustainable energy sources [106];

2. Layer-2 Solutions and Sharding: Reducing transaction load and minimizing
energy consumption through Layer-2 scaling solutions and sharding mecha-
nisms [94,108];
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3. Hybrid Blockchain and Off-Chain Data Storage: Utilizing off-chain storage
systems to reduce the data burden on the blockchain and lower transaction
costs [85,99];

4. Renewable Energy for Mining: Transitioning to renewable energy sources in min-
ing activities to mitigate the environmental impact of energy consumption [103].

Table 14. Comparative Energy Consumption of Blockchain Consensus Mechanisms.

Consensus
Mechanism

Energy
Consumption Security Level Scalability Sustainability

Impact Examples

Proof-of-Work
(PoW) High [45,88] Very High [92] Low [101] High carbon

footprint [106]
Bitcoin, Ethereum
(pre-merge) [21,22]

Proof-of-Stake
(PoS) Low [94] High [103] High [108] Energy-efficient

[99]
Ethereum 2.0 [22],
Cardano

Delegated PoS
(DPoS) Very Low [85] Medium [88] Very High [92] Sustainable [101] EOS, TRON [190]

Proof-of-
Authority (PoA) Very Low [106] Medium [94] High [99] Sustainable [108] VeChain, BSC

[103]

These strategies aim to enhance the long-term sustainability of blockchain-based data
storage systems while minimizing their environmental footprint.

4.5.2. Limitations of Current Approaches

While blockchain storage models offer robust security and decentralization, they face
several key limitations:

Scalability Constraints: On-chain storage requires network-wide validation, which
limits transaction throughput and increases latency. Layer-2 solutions and sharding tech-
niques have been proposed to mitigate this, but their implementation remains technically
challenging [17,18,22].

Security Risks in Off-Chain Storage: Off-chain storage methods depend on external
infrastructures (e.g., IPFS, cloud storage), which may introduce risks related to data integrity
and availability [12,15,109].

Hybrid Implementation Complexity: Although hybrid models aim to balance scalabil-
ity, security, and cost, their integration requires sophisticated cryptographic mechanisms
and interoperability between on-chain and off-chain components, making large-scale adop-
tion challenging [36,47,97].

4.5.3. Regulatory and Compliance Challenges in Blockchain Storage Solutions

Blockchain-based storage solutions offer enhanced security, transparency, and decen-
tralization; however, regulatory and compliance challenges remain significant barriers
to widespread adoption, particularly in highly regulated sectors such as healthcare and
finance. The primary concerns are data sovereignty and jurisdictional compliance. Reg-
ulations such as the General Data Protection Regulation (GDPR) in the European Union
and the Health Insurance Portability and Accountability Act (HIPAA) in the United States
impose strict requirements on data storage, access, and privacy, which may conflict with
blockchain’s immutable nature [115,127].

In healthcare, ensuring compliance with patient data protection laws while leverag-
ing blockchain for secure electronic health records (EHRs) presents a challenge. While
blockchain enables data integrity and tamper-proof record-keeping, its decentralized nature
raises concerns regarding data retrieval rights and the right to be forgotten (as stipulated
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in GDPR) [122]. Similarly, in the financial sector, compliance with anti-money launder-
ing (AML) and know-your-customer (KYC) regulations requires adaptable access control
mechanisms that balance security with regulatory requirements [126]. To address these chal-
lenges, hybrid blockchain models that incorporate off-chain storage for sensitive data while
using on-chain mechanisms for verification and auditability are being explored as potential
solutions. Additionally, zero-knowledge proofs (ZKP) and confidential smart contracts
offer promising methods for ensuring compliance while maintaining privacy [170].

Future research should focus on developing regulatory frameworks tailored for
blockchain-based storage systems, ensuring that decentralization and security advantages
do not come at the expense of legal and ethical obligations [123].

4.5.4. Cost, Performance, and Security Comparison with Traditional Storage Solutions

While blockchain-based storage solutions provide decentralization, immutability,
and cryptographic security, they introduce challenges in terms of cost, performance, and
scalability when compared to traditional centralized storage systems [102,110]. A direct
comparison is presented below to illustrate the trade-offs involved. Table 15 illustrates the
comparison of traditional centralized storage and blockchain-based storage.

Table 15. Comparison of Traditional Centralized Storage vs. Blockchain-Based Storage.

Criteria Traditional Centralized Storage Blockchain-Based Storage

Cost Lower cost, cloud-based storage (AWS, Google
Cloud) has flexible pricing models [103].

Higher costs due to mining fees, redundancy,
and data replication [97].

Performance High performance, real-time processing [104]. Lower throughput due to consensus
mechanisms [110].

Scalability Easily scalable with cloud services [103]. Limited scalability, high transaction fees [97].

Security Centralized security measures (firewalls, access
control) [105].

Cryptographic security, tamper-proof
records [102].

Data Integrity Prone to data breaches and insider
threats [104]. Data immutability ensures integrity [110].

Examples SQL Databases, AWS S3, Google Cloud
Storage [103]. Filecoin, IPFS, Arweave [97].

These findings suggest that while blockchain-based storage solutions provide en-
hanced security and data integrity, they may not be the most cost-effective or high-
performance alternative for all applications [97,102–105,110].

Furthermore, centralized storage systems, such as SQL-based databases and cloud
storage providers, offer lower operational costs and higher transaction speeds [97,103,104].
However, these systems remain vulnerable to data breaches and lack the transparency of
blockchain-based models [102].

In contrast, blockchain storage solutions ensure data integrity and censorship re-
sistance but at the cost of reduced efficiency and higher computational expenses. The
integration of hybrid models, where blockchain is combined with traditional storage for
critical data verification, is being explored as a potential solution to overcome these limita-
tions [105].

4.5.5. Limitations of Layer-2 Solutions

While Layer-2 solutions provide a pathway to scale blockchain networks, they intro-
duce critical challenges in terms of security, interoperability, and decentralization [95–97].
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First, security concerns stem from off-chain transaction processing, where Layer-2
mechanisms do not fully inherit Layer-1 security guarantees. For example, Optimistic
Rollups rely on fraud proofs, which introduce delays and potential risks in dispute resolu-
tion [96]. Similarly, Plasma chains require regular interactions with the main chain, which
can lead to vulnerabilities in chain synchronization and fund withdrawals [97].

Second, Layer-2 solutions lack standardization, making cross-platform integration
difficult. Since each Layer-2 framework operates differently (e.g., ZK-Rollups vs. State
Channels), interoperability remains a key challenge for broader adoption [95].

Lastly, the computational cost of cryptographic techniques used in Layer-2 solutions re-
mains high. ZK-Rollups, while offering high security, require complex proof-generation pro-
cesses, making them resource intensive and potentially expensive for large-scale blockchain
deployments [95].

The following table presents a detailed comparison of Layer-1 and Layer-2 solutions,
highlighting their trade-offs in security, decentralization, and scalability. In Table 16, a
comparison of Layer-1 and Layer-2 blockchain solutions is given.

Table 16. Comparison of Layer-1 and Layer-2 Blockchain Solutions.

Feature Layer-1 Blockchain Layer-2 Solutions

Security Maximum security, but slow transaction
finality [52]

Dependent on Layer-1, vulnerable to
data availability attacks [96]

Transaction Speed Low (~15–30 TPS on Ethereum) [97] High (~2000 TPS with ZK-Rollups,
near-instant with State Channels) [97]

Decentralization Fully decentralized [52] Partial decentralization (some Layer-2
solutions require trust assumptions) [96]

Scalability Limited, high transaction fees [52,97] High scalability, but off-chain storage
risks [96]

Implementation Complexity Directly operates on smart contracts [52] Requires additional protocols and
integration layers [95]

Examples Ethereum, Bitcoin [97] ZK-Rollups, Optimistic Rollups, Plasma,
State Channels [95,96]

These challenges suggest that while Layer-2 solutions provide significant scalability
improvements, their limitations must be considered when designing blockchain-based
storage models [95–97].

4.5.6. Future Research Directions

To overcome these limitations, future research should focus on key advancements in
scalability, security, and novel blockchain applications.

Scalability Enhancements with Layer-2 Solutions:

• Optimizing Rollups and Plasma to reduce transaction costs and improve on-chain
efficiency [19,20,97].

• Developing data compression techniques to minimize blockchain state size [52,95].

Improving Security in Hybrid Blockchain Models:

• Designing cryptographic proof mechanisms (e.g., Zero-Knowledge Proofs, Merkle
trees) for off-chain data verification without fully storing it on-chain [109,113].

• Developing automated auditing frameworks to detect unauthorized data modifica-
tions [36,47].

Continuous Authentication and IoT-Blockchain Integration:
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• Future research should explore blockchain-based Continuous Authentication (CA)
for IoT systems to enhance security and reduce trust dependencies. The integration
of authentication mechanisms such as behavioral biometrics and real-time identity
verification can strengthen IoT security models [197]

• Integrating biometric authentication with smart contracts for real-time device identity
validation [12,36,42].

Custom Blockchain Models for Satellite Communications:

• Blockchain can be leveraged for secure and decentralized communication networks
in satellite-based systems. Customized blockchain frameworks can facilitate secure
inter-satellite communications while ensuring data integrity in space networks [196].

• Developing Proof-of-Authority (PoA) consensus models for low-latency satellite net-
works [15,47,93].

Leveraging AI and Blockchain for Smart Data Management:

• AI-driven storage optimization techniques to enhance data partitioning and re-
trieval [109,129].

• Machine learning-based anomaly detection to identify fraudulent data transactions in
off-chain storage [113,115].

4.5.7. The Impact of Quantum Computing on Blockchain Storage Security

The rapid advancements in quantum computing pose a significant threat to blockchain
security. Traditional cryptographic schemes such as RSA and ECDSA, which rely on
the difficulty of integer factorization and discrete logarithm problems, are vulnerable to
Shor’s algorithm, enabling efficient decryption of private keys. This vulnerability could
compromise blockchain networks by allowing attackers to forge digital signatures and alter
transaction histories.

To mitigate this risk, Post-Quantum Cryptography (PQC) has been introduced, with
cryptographic algorithms that remain secure against quantum adversaries. Among these,
lattice-based cryptography, hash-based signatures (e.g., XMSS, SPHINCS+), and code-
based cryptography (e.g., McEliece cryptosystem) are the most promising candidates for
quantum-resistant blockchain systems.

While PQC provides robust security, its adoption in blockchain networks presents
challenges such as computational overhead, key size expansion, and verification speed
reduction. For instance, lattice-based encryption schemes significantly increase key sizes,
leading to higher storage demands and slower verification times.

In response, blockchain projects such as Hyperledger Fabric, Ethereum’s Ethereum
3.0 research, and NIST’s Post-Quantum Cryptography Standardization project are actively
investigating hybrid models that integrate PQC mechanisms while balancing security
and performance.

Future research should focus on the following:

• Developing lightweight post-quantum cryptographic techniques that optimize perfor-
mance while ensuring security.

• Implementing hybrid cryptographic models, integrating post-quantum and classical
encryption methods for transition phases.

• Exploring quantum-resistant consensus mechanisms, ensuring blockchain integrity
even in post-quantum environments.

The adaptation of PQC in blockchain-based storage systems will be crucial to ensuring
long-term security, particularly in sectors such as finance, healthcare, and IoT, where data
immutability and authentication mechanisms are of paramount importance.
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5. Conclusions
This study presents a comprehensive review and systematic analysis of blockchain-

based data storage methods, evaluating their security, scalability, and cost trade-offs. By
classifying on-chain, off-chain, and hybrid storage approaches, this research has highlighted
their advantages, limitations, and industry-specific applications. Furthermore, the study
has examined the security challenges associated with blockchain storage and discussed
cryptographic mechanisms that enhance data protection.

Key Insights and Implications.

• Hybrid storage solutions have emerged as a critical approach for balancing security,
scalability, and cost efficiency in blockchain-based data management. While on-
chain storage ensures data integrity and transparency, its scalability issues remain a
bottleneck. Conversely, off-chain storage offers cost efficiency but poses challenges in
decentralization and trust management. Hybrid models present a promising trade-off,
particularly for use cases that demand both security and high-volume data processing.

• Layer-2 solutions have been identified as a viable method to enhance blockchain
storage efficiency. Rollups, state channels, and sidechains demonstrate potential in
reducing on-chain storage loads while maintaining security guarantees. However,
their adoption across industries remains a challenge due to interoperability constraints
and regulatory concerns.

• The security evaluation of blockchain storage mechanisms underscores the importance
of cryptographic techniques such as Zero-Knowledge Proofs (ZKP), Homomorphic
Encryption, and advanced access control models (RBAC, ABAC). These mechanisms
play a crucial role in ensuring data confidentiality and integrity, particularly in sectors
like healthcare, finance, and IoT.

• Decentralized storage networks (Filecoin, Arweave, Swarm, Sia, Storj) provide an
alternative to traditional blockchain storage by leveraging distributed infrastruc-
tures for secure and scalable data management. However, their economic and gov-
ernance models still require further optimization to achieve broader adoption in
enterprise environments.

• Sectoral analysis of blockchain storage applications reveals that healthcare, finance,
and IoT industries benefit the most from blockchain’s secure and immutable architec-
ture. However, regulatory frameworks, privacy concerns, and energy consumption
challenges remain key barriers to mass adoption.

Implications and Future Directions
Based on these findings, future research should address the following critical areas:

• Optimizing hybrid blockchain storage models to maximize efficiency and security
without compromising decentralization;

• Developing standardized interoperability protocols to enable seamless data exchange
between different blockchain networks;

• Enhancing quantum-resistant cryptographic techniques to future-proof blockchain
storage against emerging computational threats;

• Evaluating real-world implementation challenges and assessing the economic feasibil-
ity of blockchain storage solutions in various industries;

• Addressing regulatory and compliance challenges to facilitate broader adoption of
blockchain storage technologies in highly sensitive domains;

• Edge Computing and Internet of Everything (IoE) should be studied for their potential
in enhancing blockchain storage scalability and efficiency.

This study contributes to the field by systematically classifying blockchain storage
approaches, identifying security trade-offs, and presenting a structured research roadmap
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for future exploration. The insights gained from this study provide a foundation for
improving the design and adoption of secure, scalable, and cost-efficient blockchain-based
data storage solutions.
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