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Abstract: “Normal” events are characterized as data patterns or behaviors that align with
expected operational conditions, while “anomalies” are defined as deviations from these
patterns, potentially signaling faults, errors, or unexpected system behaviors. The timely
and accurate detection of anomalies plays a critical role in domains such as industrial
manufacturing, financial transactions, and other related domains. In the context of Industry
4.0, the proliferation of sensors has resulted in a massive influx of time series data, making
the anomaly detection of such multivariate time series data a popular research area. Long
Short-Term Memory (LSTM) has been extensively recognized as an effective framework for
modeling and processing time series data. Previous studies have combined Bi-directional
Long Short-Term Memory (Bi-LSTM) architecture with Autoencoder (AE) for multivariate
time series anomaly detection. However, due to the inherent limitations of LSTM, Bi-LSTM-
AE still cannot overcome these drawbacks. Our study replaces the LSTM units within the
Bi-LSTM-AE architecture of existing research with Working Memory Connections for LSTM
units and demonstrates that this architecture performs better in the field of multivariate time
series anomaly detection compared to using standard LSTM units. The model we proposed
not only outperforms the baseline models but also demonstrates greater robustness across
various scenarios.

Keywords: anomaly detection; long short-term memory; time series data; autoencoder;
multivariate time series

1. Introduction

Anomalies are patterns in data that do not conform to a well defined notion of normal
behavior [1]. Anomaly detection involves identifying rare events, items, or observations
that significantly differ from expected behaviors or established patterns [2]. Anomaly
detection is widely applied across numerous domains, including network monitoring,
healthcare, smart devices, smart cities, the Internet of Things, fraud detection, cloud
computing, and beyond [3]. In real-world applications, data reported by sensors are often
in the form of multivariate time series. Such data may exhibit correlations among different
variables as well as autocorrelations across individual observations. Accurately identifying
anomalies within such complex datasets is a challenging task. With advancements in
artificial intelligence, deep learning and related techniques have been widely adopted
in the field of anomaly detection, providing a variety of effective solutions for detecting
anomalies in multivariate time series data.
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Traditional methods for anomaly detection predominantly rely on statistical measures
and data density. The earliest work in this domain was introduced by Shewhart, who
proposed algorithms for detecting anomalies in process quality control applications [4].
Subsequently, more advanced statistical techniques, such as Grubbs's test [5], student’s
t-test [6], Hotelling’s t-squared test [7], and chi-squared test [8] were developed to enhance
anomaly detection capabilities. The core principle of statistical-based anomaly detection is
that anomalies tend to appear in low-probability regions, whereas normal data instances
are typically located in high-probability regions. These algorithms are among the earliest
approaches proposed for anomaly detection. Their methodology involves first fitting a
statistical model to a given dataset, followed by performing statistical tests on new data to
evaluate its conformity to the model. Data points consistent with the model are classified as
normal, while those that deviate are identified as anomalies [9]. However, statistical-based
methods are limited by the assumption that the data conforms to a specific distribution,
such as a Gaussian distribution. When this assumption is not met, their effectiveness
diminishes significantly. Furthermore, these methods struggle with high-dimensional
data, as conventional statistical approaches are inherently unsuitable for such scenarios.
Although dimensionality reduction techniques like Principal Component Analysis (PCA)
can mitigate this issue, they are often inadequate for high-dimensional data with nonlinear
relationships. These limitations restrict the applicability of statistical-based methods in
complex anomaly detection tasks.

With the advent of Industry 4.0, researchers and practitioners face an explosion in
the volume of data that needs to be processed, often accompanied by nonlinear relations
between variables in large datasets. Concurrently, rapid advancements in computational
hardware have alleviated the computational complexity constraints, allowing data-driven
approaches to become mainstream. Among these, machine learning-based anomaly de-
tection has emerged as a prominent research area. Various machine learning algorithms
implement anomaly detection through different methodologies. The distance-based algo-
rithm k-Nearest Neighbors (k-NNs) [10] operates on the core idea that an anomalous data
point is far from its k-NN, with the anomaly score computed as the distance between the
data instance and its k-NN. Local Outlier Factor (LOF) [11] is another well-known and
widely used anomaly detection algorithm, which evaluates the relative density of a data
point with respect to its k-Nearest Neighborhood. Mika et al. [12] combined statistical
foundations with machine learning kernel methods to propose Kernel Principal Compo-
nent Analysis (KPCA), addressing the limitations of PCA in handling high-dimensional
data with nonlinear relations. Sheridan et al. [13] successfully applied a clustering-based
algorithm, utilizing density-based spatial clustering of applications with noise (DBSCAN),
for flight anomaly detection during the aircraft approach phase. Additionally, isolation-
based algorithms, subspace-based algorithms, and others have also been proven effective
in the domain of anomaly detection. However, while these machine learning methods
have somewhat addressed the problem of anomaly detection in multivariate data with
nonlinear relations, they still exhibit varying degrees of failure when confronted with
higher-dimensional data and data with autocorrelation.

With the development of artificial intelligence and neural networks, deep learning-
based anomaly detection has gradually become mainstream [14]. This approach can handle
massive amounts of data and has relatively lenient requirements for training data. Depend-
ing on the labels available in the dataset, one can choose unsupervised, semi-supervised, or
supervised learning [1]. Among neural network-based methods, Autoencoder (AE)-based
approaches are predominantly used due to their powerful capability in advanced data
representation. These methods first encode and compress the input into latent variables
and then decode it back to a state close to the original dataset, ensuring the AE learns only



Appl. Sci. 2025, 15, 2861

30f18

the essential information in the data [15]. Since AE lacks specific targets, they adopt an
unsupervised training approach to learn data representation [16]. However, the massive
influx of high-dimensional time series data generated in Internet of Things (IoT) and smart
manufacturing environments poses challenges that conventional AE cannot address due to
the inherent time series properties.

Inspired by Cho [17], researchers have begun integrating Recurrent Neural Networks
(RNNs) with AE, proposing a series of hybrid models. By leveraging RNNs’ ability to
remember past information, these models aim to handle multivariate time series data. To
mitigate the gradient vanishing and exploding issues in RNNs, Long Short-Term Memory
(LSTM) and Gated Recurrent Unit (GRU) are used as substitutes. Experiments in skeleton-
based gait anomaly recognition have demonstrated the capabilities of these models, with
Long Short-Term Memory Autoencoder (LSTM-AE) combinations outperforming Gated
Recurrent Unit Autoencoder (GRU-AE) [18]. LSTM-AE is widely used as a foundational
approach for time series anomaly detection and has spawned numerous variants. Park et al.
[19] proposed a Variational Autoencoder (VAE) based on LSTM, successfully detecting
anomalies in robot-assisted feeding with superior performance to baseline models. Lee et al.
[16] applied Bi-directional Long Short-Term Memory (Bi-LSTM) networks to AE, where one
unidirectional LSTM processes data from past to future and the other from future to past,
enhancing anomaly detection accuracy in smart metering systems. Raihan and Ahmed
[20] demonstrated that Bi-LSTM-AE outperformed conventional LSTM-AE on wind power
datasets. However, these studies all build on LSTM, inheriting its inherent properties.

Gers and Schmidhuber [21] argued that due to the gate connectivity approach of
conventional LSTMs, this can lead to loss of necessary information and a decline in network
performance. Landi et al. [22] proposed Working Memory Connections (WMCs) for LSTM,
providing an efficient way to utilize intra-cell knowledge within the network. This design
significantly outperformed vanilla LSTM and addressed key issues in previous formulations
(LSTM with peephole connections). It has been validated in two different toy problems,
as well as in tasks such as digit recognition, language modeling, and image captioning.
However, there has been no example of its use in the field of anomaly detection. We believe
this variant can enhance existing LSTM-based anomaly detection algorithms by allowing
memory cell state to influence gates, thereby improving information flow control and
making anomaly detection algorithms more sensitive.

Recently, several studies have introduced time series anomaly detection methods
that do not rely on LSTM. Jeong et al. [23] proposed a method named AnomalyBERT,
a self-supervised Transformer-based approach for time series anomaly detection, which
leverages a novel data degradation scheme with synthetic outliers to effectively capture
temporal contexts and inter-variable relationships. Yang et al. [24] proposed a method
named DCdetector, a dual-attention contrastive representation learning algorithm for
time series anomaly detection, which enhances representation differences between normal
and anomalous points without relying on reconstruction error. Xu et al. [25] proposed a
calibrated one-class classification method for unsupervised time series anomaly detection
(COUTA), leveraging Temporal Convolutional Networks and dual calibration techniques to
achieve contamination-tolerant, anomaly-informed normality learning with state-of-the-art
performance. However, it is worth noting that no universally optimal model or approach
currently exists in the academic community.

In this paper, we propose an anomaly detection model called Bi-directional Long
Short-Term Memory with Working Memory Connections-Autoencoder (Bi-LSTM-WMCs-
AE). It applies Bi-LSTM with WMCs to an AE network. While the Bi-LSTM with the
WMCs network effectively learns the time-related information inherent in the multivariate
timeseries dataset, the AE part acquires the ability to reconstruct normal data by learning
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from normal data. The difference between the input data and the output data, known as
the reconstruction error, is used for anomaly detection.
The main contributions of our study are as follows:

(I) We propose a novel anomaly detection model for multivariate time series data.
Building on the widely adopted Bi-LSTM-AE framework, we introduce a variant
of LSTM, referred to as Working Memory Connections for LSTM, to replace the
traditional LSTM units. This variant enables the memory cell to influence the gate
values, thereby facilitating more effective processing of time series data. To the best
of our knowledge, our study is the first to apply this novel LSTM variant to the field
of anomaly detection.

(2)  Our model leverages a reconstruction-based framework, making it inherently suited
for semi-supervised learning. Unlike approaches that rely on extensive labeled
anomaly data, our method requires only normal data for training, significantly
reducing the dependency on scarce and resource-intensive expert-labeled anomaly
datasets. This advantage addresses a critical challenge in real-world applications,
where labeled anomaly data are often limited or unavailable.

(8) We evaluated the performance of our model on diverse datasets that include both
continuous sensor data and mixed data containing sensor and actuator reports.
Our model demonstrated consistently strong performance across these scenarios,
highlighting its robustness and scalability in handling various types of multivariate
time series data.

The rest of this paper unfolds as follows. Section 2 discusses the related work. Section 3
describes the proposed model for multivariate time series anomaly detection. Section 4
presents a case study using the proposed model. Section 5 consists of our concluding
remarks.

2. Related Work
2.1. AE

AE is a neural network architecture composed of stacked layers, often employing
nonlinear activation functions to model complex, nonlinear relationships within the data.
With this capability, AE is extensively employed for dimensionality reduction and feature
extraction in high-dimensional datasets, providing a foundation for subsequent machine
learning tasks. A standard AE primarily consists of three components: an encoder, a
latent representation, and a decoder. The encoder maps high-dimensional input data into
a more compact, lower-dimensional representation known as the latent representation.
Subsequently, the decoder utilizes this latent representation to reconstruct the original
input while minimizing information loss. The information loss between the original input
and the reconstructed output is referred to as the reconstruction error. Figure 1 illustrates a
standard AE model.

The encoder is responsible for mapping the original input data x, typically represented
as an m-dimensional vector (x € R"), into a lower-dimensional latent representation, often
denoted as z. The encoding process can be mathematically expressed as follows:

z = g(Wex +b,) 1)

where W, is the weight matrix with dimensions p x m, b, is the bias vector with dimensions
p, and g is an activation function. The dimensionality of the latent space z is specified as p,
where p is a positive integer, representing the reduced dimensionality of the input data.
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Figure 1. A simple Autoencoder architecture.

However, recent research has challenged the necessity of a bottleneck in anomaly
detection models. Yong and Brintrup [26] have demonstrated that the latent space dimen-
sionality does not necessarily need to be smaller than the dimensionality of the input data.
Specifically, removing the bottleneck by either expanding the latent space or introducing
skip connections can lead to improved performance in anomaly detection tasks. This
finding suggests that non-bottlenecked autoencoders, which allow the model to learn
more complex representations, may outperform their bottlenecked counterparts in certain
contexts, particularly in tasks where a higher expressivity of the model is beneficial for de-
tecting anomalies. Our study will also employ this overcomplete architecture Autoencoder
in the subsequent sections.

The decoder utilizes the latent representation z to reconstruct the original input as
accurately as possible. The reconstructed output is denoted by £, while the difference
between £ and the original input x is referred to as the reconstruction error. Equation (2)
formalizes the decoding process, where f is the activation function, W, is the weight matrix
with dimensions m X p, b, represents the bias vector with dimensions m, and ® denotes
the reconstructed input data. Equation (3) describes the computation of the reconstruction
error, where L represents the reconstruction error, and m denotes the dimensionality of the
original data, corresponding to the number of variables .

£ = f(Waz +by) (2)
Lix#) = ) (5~ x)? 3)

i=1

2.2. LSTM

LSTM, an enhanced variant of RNN, effectively mitigates the vanishing gradient prob-
lem by adaptively regulating the input and output values of its gates, thereby controlling
the retention or forgetting of information within the cell state [27]. This capability enables
LSTM to more effectively capture and leverage temporal dependencies in time series data.
The LSTM architecture consists of three primary components: the forget gate, the input
gate, and the output gate, with the information flow between these components governed
by the following equations:
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ft = c(Weexe + Wephy 1 + by) (4)
¢y = tanh(Wayxy + Wy 1 + be) 5)
it = o(Wixxt + Wiphi—1 + b;) (6)
G=fiOc 1+t O 7)

or = o (Woxxt + Wonht—1 + bo) )
ht = oy ® tanh(cy) )

where fi, iy, and o; represent the outputs of the forget gate, input gate, and output gate,
respectively. These outputs are n-dimensional vectors, where # corresponds to the number
of hidden units in the LSTM’s hidden state. The sigmoid activation function constrains
each element of the output vector to the range [0,1], thereby facilitating the regulation
of information flow. The hyperbolic tangent activation function maps each element of
the output vector to the range [—1,1], enabling the representation of both positive and
negative values. This characteristic facilitates the modeling of more complex relationships
and ensures a balanced gradient flow during training. fo, Wex, Wiy, and Wy, represent
the weight matrices between the input at the current time step x; and the forget gate, input
gate, and output gate, respectively. Each of these weight matrices has dimensions n x m,
where m is the dimensionality of the input vector. Wy, We,, Wiy, and Wy, represent the
weight matrices between the hidden state at the previous time step #;_; and the forget
gate, cell gate, input gate, and output gate, respectively. Each of these weight matrices has
dimensions n X n. b s b¢, b;, and b, are the n-dimensional bias vectors for the forget gate,
input gate, and output gate, respectively.

2.3. Bi-LSTM

As an advanced extension of RNN, LSTM is highly effective at capturing temporal
dependencies in time series data. However, it relies exclusively on past memory, which
can lead to errors in prediction or classification tasks [28]. Bi-LSTM, on the other hand,
leverages bidirectional information flow by incorporating both past-to-future and future-to-
past dependencies, thereby enabling more accurate analysis and processing of time series
data. This advantage has led to the widespread application of Bi-LSTM in existing studies
on time series and contextual analysis.

2.4. LSTM-WMCs

LSTM-WMCs is a variant of LSTM that enables the memory cell to influence the value
of the gates through a set of recurrent weights [22]. The core concept of this variant is
that, in traditional LSTM units, the regulation of information flow through the three gates
can be likened to the operation of three valves controlling the flow of information in fixed
directions. The opening and closing of these valves are determined by x;, which represents
the current input, and /; — 1, which encapsulates past information. However, as indicated
by Equation (9), h; is, in fact, a subset of ¢;. This implies that c; retains certain valuable
and significant information from previous time steps that is not captured in /;. In the
LSTM-WMCs variant, the cell state c; is integrated into the gating mechanism, allowing
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for more precise regulation of information flow within the gates. Figure 2 illustrates the
structure of this LSTM variant.

hy

Ct—1 ( I Mt \ ~ Gt
2 J
tanh tanh tanh
t Ot R
g d
Ce
o o tanh o
i
he-\_ ] ] LLhe,

Figure 2. A working memory connection for LSTM structure.

The equations below highlight the modifications introduced in this novel LSTM variant
compared to the traditional LSTM:

it = 0(Wixxt + Wiphi—1 + tanh(Wicc, 1) + b;) (10)
fr= U'(foxt + thhtfl + tanh(Wcht,l) + bf) (11)
0t = 0(Woxxt + Wy 1 + tanh(Woecr) + by) (12)

where Wi, Wy, and W, represent n x n weight matrices that define the connections
between the cell state and the input gate, forget gate, and output gate, respectively. The
hyperbolic tangent function here serves the same purpose as in Equation (9), ensuring
that only relevant and appropriately scaled information is propagated between gates. This
mechanism prevents the unbounded cell state from exerting excessive influence on the gate
dynamics, thereby avoiding undesired saturation.

3. Proposed Method

In this section, we introduce our proposed model that uses the combination of Bi-
LSTM-WMCs and AE to detect anomalies based on the analysis of multivariate time series
data. We first provide the overview of our proposed model based on the three steps of data
preprocessing, the Bi-LSTM-WMCs-AE model, and anomaly detection. We also provide a
detailed description of the algorithm our model uses in terms of training and testing phases.

Step 1 : Data Preprocessing

Similar to models based on traditional LSTM, our proposed model requires transform-
ing the original input data into a format suitable for processing by LSTM units, specifically
multiple time windows. Typically, a complete multivariate time series is represented as
a 2D array comprising n m-dimensional vectors, where n represents the total number of
time points, and m denotes the number of variables in the time series. Since LSTM models



Appl. Sci. 2025, 15, 2861

8 of 18

process data in multiple time windows, each represented as a 2D array, the number of time
points in a single window, referred to as the window size ((t), determines the time steps the
model considers for decision-making.

To preprocess the data, a sliding window approach with a fixed size (t x m) is applied,
shifting the window by one time point at each step. This process transforms the original
2D array into (n — t + 1) stacked 2D arrays, each with dimensions (t x m), representing the
sequence of time windows. Figure 3 illustrates the details of the data preprocessing work-

flow.
——
50 window size(t)
40 4
» 307 —— Varialjle 1
= Varialjle 2
g —— Varialjle p
201
10 1
T T T I T
0 10 20 30 40 | 50

Figure 3. Example of data pre-processing divided into time windows. The red squares indicate the

sliding windows applied during the preprocessing step.

Step 2: Online Training

In this step, the traditional LSTM units in the Bi-LSTM-AE network, a model widely
employed in existing studies, are replaced with bidirectional LSTM-WMC units to enhance
the ability to capture temporal dependencies in multivariate time series data. The Au-
toencoder comprises an encoder and a decoder, each consisting of two layers. The outer
layer contains 64 Bi-LSTM-WMC units, while the inner layer includes half as many units
as the outer layer. The decoder reconstructs the input data, and the model is trained by
minimizing the reconstruction error between the original input and its reconstruction.
Upon completing the training, the reconstruction errors of the training data are calculated
and used to establish the threshold for anomaly detection in subsequent steps. Figure 4
illustrates the general flow of our proposed model. Figure 5 illustrates the details of
Bi-LSTM-WMCs cell in the model.

Step 3: Offline Detection

In this study, “normal” events are defined as patterns or behaviors in the data that
reflect expected or typical operational conditions, while “anomalies” are deviations from
these patterns, potentially indicating faults, errors, or unexpected behaviors. The defini-
tions of “normal” and “anomalies” are dataset-specific. A detailed explanation of what
constitutes “normal” and “anomalies” will be provided when each dataset is introduced.
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An observation that deviates from the majority of the data might be referred to as an
anomaly [29]. Prior to the anomaly detection phase, a threshold for distinguishing between
normal and anomalous instances must first be established. Similar to traditional AE-based
approaches, we use the absolute difference between the input data and the reconstructed
data as the reconstruction error. However, it is important to note that since we are dealing
with multivariate time series data, both the input and the reconstructed output of our model
are three-dimensional arrays, where each time window is represented as a two-dimensional
array. Each time point in the original dataset appears in multiple time windows. Therefore,
to calculate the final reconstruction error for each time point, we sum all reconstruction
errors for that time point and divide by the total number of time windows in which that
time point appears. This average value is used as the final reconstruction error for the
time point. Our model is trained on a training dataset that exclusively consists of normal
data. It can provide us the reconstruction error values related to the normal data points
only. After completing the model training and calculating all reconstruction errors, the
threshold for anomaly detection is set as the (1 — &) - 100 percentile of the reconstruction
errors from the entire training dataset. Here, a represents the confidence level commonly
used in statistical methods, indicating the degree of error tolerance in our model. In the case
study below, we will plot Performance Curves for a ranging from 0 to 0.1, with intervals
of 0.01, to compare the model’s performance at different a values. After determining the
threshold, the test dataset, which includes both normal and anomaly data, is fed into the
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trained model for anomaly detection. For each sample in the test dataset, the reconstruction
error is calculated. If the reconstruction error exceeds the threshold, the sample is classified
as anomalies.

4. Case Study

Our experiments were conducted on Google Colab, utilizing the default CPU envi-
ronment with 12.7 GB of system RAM. The implementation was developed in Python 3.10,
with key libraries including TensorFlow 2.15, Keras 2.15, Scikit-learn 1.2.2, and pandas
2.0.3, along with other relevant libraries.

To evaluate the performance of our proposed model, we applied three open-source
datasets. We express our sincere gratitude to the authors who provided the datasets free of
charge. The first one is the Skoltech Anomaly Benchmark (SKAB) dataset, which can be
found on Kaggle [30]. The datasets contain a multivariate time series collected from the
sensors installed on the testbed. Columns in each data file are as follows:

e  datetime—Represents dates and times of the moment when the value is written to the
database (YYYY-MM-DD hh:mm:ss);

*  AccelerometerlRMS—Shows a vibration acceleration (amount of g units);

*  Accelerometer2RMS—Shows a vibration acceleration (amount of g units);

e Current—Shows the amperage on the electric motor (ampere);

*  Pressure—Represents the pressure in the loop after the water pump (bar);

e Temperature— Shows the temperature of the engine body (the degree Celsius);

e Thermocouple—Represents the temperature of the fluid in the circulation loop (the
degree Celsius);

*  Voltage—Shows the voltage on the electric motor (volt);

e  RateRMS—Represents the circulation flow rate of the fluid inside the loop (liter per
minute);

* anomaly—Shows if the point is anomalous (0 or 1);

¢ changepoint—Shows if the point is a changepoint for collective anomalies (0 or 1).

In the SKAB dataset, “normal” corresponds to system operation under expected con-
ditions, where sensor readings remain within predefined ranges, whereas “anomalies” are
manually induced faults, such as sensor malfunctions or component failures, intentionally
introduced to cause deviations from expected values. The training data of the dataset
contain normal data only. Also, since our study is only for anomaly detection and not
for changepoint detection, the last column (changepoint) will be removed in the data
preprocessing stage. The size and details of the dataset are summarized in Table 1. Figure 6
illustrates a subset of the training data and one of the test datasets from the SKAB dataset,
with the red regions in the figure labeled as anomalies.

Table 1. Details of SKAB datasets.

Dataset Data Shape Data Amount # of Anomalies Anomaly Rate
Training dataset (9405, 8) 9405 0 0

Test dataset 1 (1155, 8) 1155 410 0.3550
Test dataset 2 (1147, 8) 1147 402 0.3505

Test dataset 3 (1090, 8) 1090 347 0.3183
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Figure 6. Visualization of a portion of the training data and one of the test datasets.

The second and third datasets are the Soil Moisture Active Passive (SMAP) and Mars
Science Laboratory (MSL) datasets from NASA [31]. These datasets are also publicly
available and contain multivariate time series collected from satellite and space exploration
missions. They are widely used for benchmarking anomaly detection models due to their
diverse set of anomaly types and realistic operational scenarios. For the SMAP dataset,
“normal” represents the normal operation of the satellite’s soil moisture monitoring system,
where telemetry readings align with expected operational conditions. “Anomalies,” on
the other hand, are events derived from expert-labeled Incident Surprise Anomaly (ISA)
reports, including system failures such as unexpected sensor readings or communication
errors. Similarly, in the MSL dataset, “normal” denotes the proper functioning of the Mars
Science Laboratory during its mission, as indicated by telemetry data that reflect standard
operational behavior. “Anomalies” are identified through expert analysis of ISA reports
and include irregularities such as sensor faults, communication disruptions, or mechanical
malfunctions. Since the SMAP and MSL datasets contain multiple entities, each with
corresponding training and testing data, we train and test each entity separately. Figure 7
shows the visualization of a subset of variables from the SMAP dataset (D-1). Figure 8
shows the visualization of a subset of variables from the MSL dataset (F-5). As in Figure 6,
the red regions in the figure are labeled as anomalies.

We employ the commonly used Fl-score as the benchmark for evaluating model
performance. To assess the efficacy of our proposed model, we compared it with state-of-
the-art models including Recurrent Neural Networks—Autoencoder (RNN-AE), LSTM-AE,
LSTM-WMCs-AE, and Bi-LSTM-AE. The construction and parameters of all models are kept
consistent with our proposed model. Additionally, we conducted extensive performance
comparisons using different threshold values, with a ranging from 0 to 0.1 in increments
of 0.01. To further assess the suitability of our proposed model for diverse requirements,
we experimented with various time window sizes. This approach aims to determine the
scenarios in which our model demonstrates significant advantages.
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Figure 7. Visualization of a subset of variables from the SMAP dataset (D-1).
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Figure 8. Visualization of a subset of variables from the MSL dataset (F-5).

For the SKAB dataset, we performed these comparisons as described above. However,
for the other two datasets, due to space constraints, we selected the optimal time window
size after multiple adjustments and compared the model’s performance at a values of 0.01,
0.05, and 0.1. The calculation of F1-score is expressed using the following equations:

.. TP
Precision = TP L EP (13)
TP
Recall = ———— 14
T TPYEN (14)

Precision x Recall
Fl-Score =2 x Precision + Recall (15)

Here, TP (True Positive) refers to the count of accurately identified anomalies, TN
(True Negative) refers to the count of correctly identified normal events, FP (False Positive)
indicates the count of normal events that were inaccurately diagnosed as anomalies, while
FN (False Negative) denotes the count of anomalies that were incorrectly identified as
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F1 Score

F1 Score

F1 Score

normal events. Using Equations (13)—(15), we computed the performance of each model
under various & values and time window sizes. Figure 9 illustrates the comparison of model
performance across different time window sizes on the SKAB dataset. Table 2 presents the
comparisons of model performance for four entities from the SMAP dataset. Table 3 shows
the performance of the model on the MSL dataset. In this context, the varying « values
determine the sensitivity thresholds for anomaly detection.
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Figure 9. Fl-score comparison for different window size (t) values and a. (a)—(c) represent window
size (t) = 5 for 3 test datasets, (d)—(f) represent window size (t) = 25 and (g)—(i) represent window
size (t) = 40.

To assess the feasibility of the proposed anomaly detection model in real-world sce-
narios, we conducted comparative experiments to evaluate the training time and detection
time of various models across different datasets. Figure 10 illustrates the training time of
each model for different datasets, while Figure 11 presents the time required for anomaly
detection. Notably, our model utilizes a time window of size (t x m) as input, meaning
that an increase in the number of time points within a time window (f) or the number
of variables in the data (mm) inevitably increases computational complexity. This, in turn,
necessitates longer training and fitting times. For example, in the SKAB dataset, when
the time window size (f) is increased to 40, the training time for our proposed model is
considerably longer than that of the baseline model. Although it increases complexity, it
results in superior performance compared to the baseline model.
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Table 2. Comparison of model performance for different subset of the SMAP dataset.
Dataset: D-1
« = 0.01 « = 0.05 a = 0.1
Prec. Rec. F1 Prec. Rec. F1 Prec. Rec. F1
RNN-AE (Cho et al., 2014 [17]) 0.3250 0.0080 0.0156 0.9081 0.9040 0.9060 0.8395 0.9086 0.8727
LSTM-AE (Jun et al., 2020 [18]) 0.9569 0.6616 0.7822 0.9041 09052 09046 0.8307 0.9092 0.8682
Bi-LSTM-AE (Lee et al., 2022 [16]) 0.9350 0.5655 0.7048 0.8958 0.9052 0.9005 0.8337 0.9119 0.8710
LSTM-WMCs-AE 09593 0.7748 0.8572 0.9005 0.9058 0.9032 0.8388 0.9116 0.8737
Bi-LSTM-WMCs-AE 0.9692 0.8969 0.9316 0.9025 09037 09031 0.8408 0.9107 0.8744
Dataset: D-2
a = 0.01 a = 0.05 a=0.1
Prec. Rec. F1 Prec. Rec. F1 Prec. Rec. F1
RNN-AE (Cho et al., 2014 [17]) 0.9035 0.1221 0.2151 0.9422 09083 09249 0.8906 0.9130 0.9017
LSTM-AE (Jun et al., 2020 [18]) 09586 0.5104 0.6662 0.9367 09092 09228 0.8921 0.9137 0.9028
Bi-LSTM-AE (Lee et al., 2022 [16]) 0.9660 0.8295 0.8926 0.9197 0.9099 09148 0.8799 0.9137 0.8965
LSTM-WMCs-AE 0.9109 0.1332 0.2325 0.9358 0.9083 0.9218 0.8952 0.9130 0.9040
Bi-LSTM-WMCs-AE 0.9739 0.6799 0.8008 0.9422 09090 0.9253 0.8923 0.9130 0.9025
Dataset: D-4
a = 0.01 a = 0.05 a=0.1
Prec. Rec. F1 Prec. Rec. F1 Prec. Rec. F1
RNN-AE (Cho et al., 2014 [17]) 0.9770 0.6542 0.7837 0.9092 0.8048 0.8538 0.8450 0.8966 0.8700
LSTM-AE (Jun et al., 2020 [18]) 0.9447 0.6897 0.7973 09013 09276 09143 0.8488 0.9763 0.9081
Bi-LSTM-AE (Lee et al., 2022 [16]) 0.9437 0.6807 0.7909 0.9034 0.8605 0.8814 0.8553 0.9430 0.8971
LSTM-WMCs-AE 0.9481 0.7928 0.8635 0.8988 0.9680 0.9321 0.8460 0.9840 0.9098
Bi-LSTM-WMCs-AE 09547 0.8765 0.9140 0.9058 0.9744 0.9389 0.8518 0.9821 0.9123
Dataset: P-2
a = 0.01 a = 0.05 a=0.1
Prec. Rec. F1 Prec. Rec. F1 Prec. Rec. F1
RNN-AE (Cho et al., 2014 [17]) 0.8234 0.3842 0.5239 0.6707 0.4021 0.5028 0.5048 0.4250 0.4615
LSTM-AE (Jun et al., 2020 [18]) 0.7544 0.4511 05646 0.6326 0.6305 0.6315 0.5628 0.6615 0.6082
Bi-LSTM-AE (Lee et al., 2022 [16]) 0.7900 0.3744 0.5080 0.6387 0.5090 0.5665 0.5380 0.5889 0.5623
LSTM-WMCs-AE 0.8190 0.5685 0.6712 0.7085 0.6762 0.6920 0.5936 0.6958 0.6406
Bi-LSTM-WMCs-AE 0.8044 0.6207 0.7007 0.6450 0.6892 0.6664 0.5557 0.7080 0.6227
Table 3. Comparison of model performance for F-5 from the MSL dataset.
« = 0.01 « = 0.05 « = 0.10
Prec. Rec. F1 Prec. Rec. F1 Prec. Rec. F1
RNN-AE (Cho et al., 2014 [17]) 0.6880 0.5695 0.6232 0.3514 0.6026 0.4439 0.2347 0.6093 0.3389
LSTM-AE (Jun et al., 2020 [18]) 0.5316 0.5563 0.5437 0.2794 0.5828 0.3777 0.2083 0.5960 0.3087
Bi-LSTM-AE (Lee et al., 2022 [16]) 0.5833 0.5563 0.5695 0.3560 0.5894 0.4439 0.2507 0.5960 0.3529
LSTM-WMCs-AE 0.4852 0.5430 0.5125 0.3347 05497 04160 0.2251 0.5695 0.3227
Bi-LSTM-WMCs-AE 0.8462 0.5828 0.6902 0.6794 05894 0.6312 0.3541 0.6026 0.4461
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Figure 11. Comparison of anomaly detection times across multiple models and datasets.

Although the training time of our proposed model is longer than that of the baseline
models—specifically, models utilizing this Working Memory Connections for LSTM take
more time to fit compared to those based on conventional LSTM units—we argue that,
with advancements in hardware, such computational resource consumption can be deemed
acceptable, especially in applications where accuracy is critical, such as in nuclear power
plant scenarios. Moreover, the difference in computational resource requirements is pre-
dominantly observed during the model training and fitting phase, with only negligible
differences in the anomaly detection phase. Additionally, in real-time application scenar-
ios, where each input consists of a single time window, the decision-making time for all
compared models converges to nearly zero.

5. Conclusions

In this study, we developed a novel anomaly detection framework and demonstrated
its application using several publicly available multivariate time series datasets. Our
proposed framework combines the advantages of an AE and a new variant of LSTM,
namely working memory connections. The AE part is responsible for learning the latent
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features of the normal training data to acquire the ability to reconstruct normal data. When
anomalous data are input into the trained model during the anomaly detection phase, the
reconstruction error increases significantly. The Bi-LSTM-WMCs part is responsible for
learning the temporal dependencies of the data. Through comparisons with a series of
baseline models, we found that as the time window size (t) increases, the performance
advantage of the model we proposed, namely Bi-LSTM-WMCs-AE, becomes increasingly
evident. For smaller time windows (t = 5), the bidirectional architectures do not exhibit a
significant advantage, likely due to the fact that with smaller time windows, unidirectional
LSTM models can already effectively utilize the temporal information within the window.
However, models using LSTM-WMCs (LSTM-WMCs-AE and Bi-LSTM-WMCs-AE) almost
consistently outperform those without such connections. Therefore, we have reason to
believe that our proposed model, incorporating bidirectional architecture and LSTM-WMCs,
demonstrates greater robustness under various conditions.

The practical significance of our study lies in its ability to address the challenges
of anomaly detection in multivariate time series data through a reconstruction-based
approach. Central to our contribution is the integration of LSTM-WMCs, which, while
not proposed by us, is applied for the first time in the anomaly detection domain in this
study. This innovative LSTM variant enhances the model’s ability to effectively process
time series data by allowing memory cells to influence gate values, leading to more accurate
reconstructions and improved anomaly detection reliability. This also demonstrates the
feasibility of applying such a novel LSTM variant to other domains. Furthermore, our
model significantly reduces the reliance on labeled anomaly data, addressing a critical
limitation in real-world applications where such data are often scarce and expensive to
obtain. The robust performance of our approach across datasets with varying characteristics,
including continuous sensor data and mixed sensor-actuator data, further highlights its
scalability and adaptability. These advancements validate the effectiveness of our approach
and underscore its potential to provide a reliable and flexible solution for anomaly detection
across diverse fields, such as industrial monitoring and space exploration.

Our study has some limitations that should be acknowledged. Firstly, while replacing
the traditional LSTM units with the LSTM-WMCs has undoubtedly improved performance,
this enhancement comes at the cost of increased computational complexity. The more
intricate connection mechanism of the LSTM-WMCs demands greater computational
resources, especially when combined with a bidirectional structure and integrated into the
AE framework. This could pose challenges for deploying the model in resource-constrained
environments or real-time applications, where computational efficiency is critical. Secondly,
our study is primarily focused on detecting point anomalies, and the model’s performance
on other types of anomalies remains to be validated.

We have demonstrated the exceptional capability of the Working Memory Connections
for LSTM in the domain of anomaly detection. However, LSTM has been widely employed
in various real-world applications, such as logistics and inventory management, energy
management, and intelligent production scheduling. An interesting direction for future
research would be to investigate whether the Working Memory Connections for LSTM
remains an effective tool in these application domains.
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Abbreviations

The following abbreviations are used in this manuscript:

LSTM Long Short-Term Memory

Bi-LSTM Bi-directional Long Short-Term Memory
AE Autoencoder

LSTM-WMCs LSTM with working memory connections
PCA Principal Component Analysis

k-NN k-Nearest Neighbors

LOF Local Outlier Factor

KPCA Kernel Principal Component Analysis
DBSCAN Density-based spatial clustering of applications with noise
IoT Internet of Things

RNNs Recurrent Neural Networks

GRU Gated Recurrent Unit

LSTM-AE Long Short-Term Memory Autoencoder
GRU-AE Gated Recurrent Unit Autoencoder

VAE Variational Autoencoder

WMCs Working Memory Connections
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