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Abstract: For multi-input multi-output (MIMO) nonlinear discrete-time bipartite formation
multiagent systems (BFMASs) performing trajectory tracking tasks with unknown dynam-
ics, a dynamic event-triggered model-free adaptive iterative learning control (DET-MFAILC)
algorithm is proposed to address periodic denial-of-service (DoS) attacks. First, using the
pseudo-partial derivative, a compact format dynamic linearization (CFDL) method is em-
ployed to construct an equivalent CFDL data model for the MIMO multi-agent system. A
DoS attack model and its corresponding compensation algorithm are developed, while
a dynamic event-triggered condition is designed considering both the consensus error
and the tracking error. Subsequently, the proposed DoS attack compensation algorithm
and the dynamic event-triggered mechanism are integrated with the model-free adaptive
iterative learning control algorithm to design a controller, which is further extended from
fixed-topology systems to time-varying topology systems. The convergence of the control
system is rigorously proven. Finally, simulation experiments are conducted on bipartite
formation multi-agent systems (BFEMASs) under fixed and time-varying communication
topologies. The results demonstrate that the proposed algorithm effectively mitigates
the impact of DoS attacks, reduces controller updates, conserves network resources, and
ensures that both the tracking error and consensus error converge to an ideal range close to
zero within a finite number of iterations while maintaining a good formation shape.

Keywords: model-free adaptive iterative learning control; dynamic event-triggered mechanism;
DoS attack compensation; bipartite formation; multi-agent systems

1. Introduction

The control of a single agent is no longer sufficient to meet the demands of compli-
cated activities due to the recent rapid development of agent applications in a variety of
industries. As a result, multi-agent systems (MASs) formation control has attracted signifi-
cant attention from scholars and researchers. MASs are widely applied to collaboratively
accomplish various complex tasks, such as target tracking [1], UAV swarm missions [2], and
environmental detection [3]. Formation control is one of the core functions of MASs, with
the primary objective of controlling multiple agents to form a specific formation for coopera-
tive operations. Currently, increasing research efforts have been directed toward formation
control, leading to numerous achievements. For example, ref. [4] studies formation control
for quadrotor UAVs, while ref. [5] discusses formation control for underwater vehicles.

It is worth noting that most existing studies adopt model-based control (MBC) meth-
ods to address such problems, requiring an accurate mathematical model of the MASs
and assuming that all agents have identical structures. However, in practice, obtaining the
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plant’s accurate mathematical models is challenging, and MASs often consist of heteroge-
neous agents operating in complex environments with numerous uncertainties. Therefore,
MBC methods are difficult to generalize and apply to practical systems. To address this
challenge, data-driven control (DDC) methods have gained increasing attention, as they
avoid the need for accurate data models. Various DDC approaches have emerged, such as
reinforcement learning control [6], model-free adaptive control (MFAC) [7-9], and iterative
learning control (ILC) [10-12]. Among these methods, MFAC designs controllers are solely
based on the input/output (I/O) data of the controlled system, without requiring implicit
or explicit system models, making it particularly suitable for heterogeneous MASs.

The model-free adaptive iterative learning control (MFAILC) method combines MFAC
and ILC and is effective for controlling unknown nonlinear non-affine systems with repeti-
tive operations. This method ensures monotonic convergence of system output errors along
the iteration axis. Ref. [13] studies a bipartite formation event-triggered control scheme for
single-input single-output (SISO) systems, introducing an observer to estimate outputs and
designing event-triggered conditions based on the difference between observed and actual
outputs. Ref. [14] employs the matrix transformation and the property of the nonnegative
matrix, guaranteeing the iterative asymptotic convergence of the error of the SISO-type
MASs under the structurally balanced digraph with an oriented spanning tree.

Moreover, information exchange between agents relies on network communication.
The stability and security of formation systems are now significantly impacted by network
attacks due to the rapid growth of network technology. Information transmission channels
between agents often experience instability and physical limitations, making MASs suscep-
tible to various network attacks, such as denial-of-service (DoS) attacks, deception attacks,
and replay attacks [15-17]. Among these, DoS attacks are the most common, causing system
instability or even loss of control. Therefore, addressing formation control problems under
network attacks has become a research hotspot for MASs. Event-triggered mechanisms,
which update the controller only when certain triggered conditions are met, can signifi-
cantly reduce communication burdens and computational pressure [18], thereby alleviating
the impact of DoS attacks to some extent. However, they cannot entirely eliminate the
adverse effects caused by DoS attacks. Ref. [19] proposes a resilient event-triggered mecha-
nism that effectively mitigates periodic DoS attacks while conserving network resources. In
order to lessen the impact of DoS attacks, Zhao [20] suggests a hierarchical resilient learning
technique and creates a virtual reference signal for every agent to estimate the time-varying
reference signal. Additionally, ref. [21] presents an attack detection mechanism and buffer-
based compensation strategies to address the adverse effects of DoS attacks. Designing
more effective compensation strategies to minimize or eliminate the impact of DoS attacks
remains an important research challenge.

The bipartite formation trajectory tracking problem for unknown non-affine nonlinear
MASs that are subject to recurring DoS attacks is discussed in this study. The following is a
summary of this work’s primary contributions:

1.  For MIMO heterogeneous multi-agent bipartite formation systems with unknown
dynamics, a controller is designed based on the MFAILC method.

2. To address the impact of periodic DoS attacks on MIMO heterogeneous MASs, a DoS
attack compensation mechanism is introduced within the MFAILC framework to
mitigate the effects of such attacks.

3. Animproved dynamic event-triggered mechanism is proposed, which incorporates
both consensus error and tracking error into the dynamic triggered condition. Com-
pared to the event-triggered conditions in ref. [22], the proposed mechanism sig-
nificantly reduces controller updates, alleviates communication and computational
pressure, and further enhances the system’s resilience against DoS attacks.
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This is how the remainder of the paper is structured: Graph theory and modeling
of periodic DoS attacks are introduced in Section 2. The controller design is detailed
in Section 3. The system stability analysis and dynamic event-triggered mechanism are
discussed in Section 4. Section 5 reports the simulation experiments. Finally, the conclusions
are summarized in Section 6.

2. Preliminaries and Problem Formulation
2.1. Algebraic Graph Theory

Graph theory is an effective tool for describing the communication relationships
among agents in MASs. Taking Figure 1 as an example, it illustrates the communication
topology among the agents. The communication topology of this system can be represented
as a directed graph G = (V,&, A). V = V U {0} presents the node set of the directed graph
G, where V = {1,2,...,N}, N represents the number of agents, and V consists of two
subsets V) and V,, satisfying V = V1 + Vo and VI NV, # @. € CV x V denotes the edge
set of the directed graph G. As shown in Figure 1, the topology represents a bipartite
Formation Multi-Agent System (BFMAS). The direction of information flow between
nodes is indicated by the arrows. Nodes within the same subset are considered to have a
cooperative relationship, and the information flow arrows for such nodes are colored black.
Conversely, nodes in different subsets are regarded as having a competitive relationship,
and the arrows indicating information flow between these nodes are colored red. In the
adjacency matrix A, the diagonal elements a,, = 0, while the off-diagonal elements a,,; are
determined by the relationship between the nodes and their respective subsets. If node p
can receive signals from node j and both nodes belong to the same subset, then a,, = 1.
If the two nodes belong to different subsets, then a,, = —1. If there is no information
flow between the two nodes, a;; = 0. The Laplacian matrix of the directed graph § can be
expressed as Ly = B— A, L4 = B — ‘A‘ Here, B = diag(by, by, ...,bN), by = Z]-I\L1|apj\.
Therefore, matrix 0= diag(dy,d»,...,dn) is defined to describe the subset attributes of
nodep € V. For example, whennode p € V,J, = L;ifnode p € V, 6, = —1.

For leaderless BFMASs, each agent adjusts its state solely based on the information
from its neighboring agents, without a clear goal. This may lead to local optimal solutions or
chaotic movements among the agents. Introducing a virtual leader as a reference point can
provide a common goal or direction for all agents, enabling better coordination. In Figure 1,
node 0 represents the virtual leader. The connection matrix D = diag(dy,da, ..., dN)
describes the information flow between the virtual leader and the agents. If node p can
receive signals from the virtual leader, dp = 1; otherwise, dp =0.

Furthermore, for BEMASs with time-varying and switching communication topolo-
gies, the time-varying communication topology can be described by a directed graph
G(k) = (V(k),E(k),A(k)). Here, G(k) = G = {G.G’...} represents all possible
communication topologies of the BEMAS. The Laplacian matrix of the directed graph
G (k) is denoted as L, (k) = B(k) — A(k), where A(k) = [ a;,j(k) } € RNXN B(k) =
diag (bt (k),b4(k),..., by (k)) and D(k) = diag(dy(k),da(k),...,dn(k)) is the connection
matrix between the virtual leader and the agents.
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Figure 1. Communication topology of the agents.

2.2. Problem Formulation

For the repeatedly operated BEMASs, a multi-input multi-output (MIMO) agent p can
be described as a nonlinear system as follows:

yp(k+1,0) = fplyp(ki), ..., yp(k —ny, i), up(k,i),up(k —ny,i)), (1)

here, k represents the sampling instant k € [0,1,...,T], p = 1,2,..., N, where N is the
number of agents. 1, and 1, are unknown positive integers, y,(k,i) € R" and uy(k,i) € R"
are the system output and the control input of agent p in the iy, iteration and the sampling
instant k, respectively. f(e) denotes an unknown nonlinear function.

To obtain the equivalent linearized model of the MASs, the assumptions are as follows:

Assumption 1. f(e) has a continuous partial derivative with regard to up(k,i), ie.,
9(f(e))/d(up(k,i)) exists and is continuous.

Assumption 2. Forall and , if , then the generalized Lipschitz condition holds for Equation (1) in
the iterative domain, i.e.,
|Ayp(k+1,1)|| < b||Auy(k,i)|| )

here, Ayy(k+1,i) = yp(k+1,i) —yp(k+1,i — 1) and Aup(k,i) = up(k,i) —up(k,i —1).
Both || Ay (k +1,1) || and || Auy(k, i) || are bounded, and b is a finite constant.

Assumption 3. The communication topology G or G of the MASs is strongly connected, meaning
that each agent has a communicable path to the virtual leader.

Remark 1. For many practical control systems, Assumptions 1 and 2 are reasonable. Assumption
1 represents a typical constraint imposed on general nonlinear systems in control system design.
Assumption 2 imposes an upper limit on the rate of change of the system output caused by variations
in the control input along the iterative axis. These assumptions have also been discussed in the
literature, such as [12,13,23].

Theorem 1. For the agent described in system (1) that satisfies Assumptions 1 and 2, when
|| Ay (k, i) || # O, there must exist a time-varying pseudo-Jacobian matrix (PJM) @, (k, i) associated
with the iterative axis, such that the agent can be equivalently represented by the following compact-
form dynamic linearization (CFDL) data model:

Ay (k+1,i) = @, (k,i)Au, (k, i) @)
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Here, @, (k, i) as below

4);7,11 (k/ 1) o ¢p,1m(kr l)
Dy (ki) = : : .

(Pp,ml(kr i) o ‘Pp,mm (k/ i)
c Rmxm

Moreover,

@, (k,i)|| < b, p € [1,2,...,N], bdenotes a positive constant.

Consequently, the following linearized model can be used to rewrite the relationship
between the nonlinear agent p’s system input and output:

yplk+1,i) = yp(k+1,i — 1) + @, (k, i) Aup (k, i) (4)

For the agent p in Equation (1), the trajectory of the virtual leader is considered as the
reference output curve, denoted by y;(k), where k € {0,1,2,..., T} represents the leader’s
position at time k. Considering that there exists a distance gap between the followers and
the leader in the formation system, the tracking error of agent p in the bipartite formation
system is defined as:

ep(k/i) =ya(k) — 5p(yp(k/i) _yp(k)) 5)

In the above equation, 7, (k) is the relative distance between agent p and the virtual
leader, y,(k, 1) is the output of the each agent, and J, represents the node attribute of agent
p in the communication topology graph, i.e., the membership indicator of agent p in the
subset. The tracking error serves as a response to the agents’ ability to track in accordance
with their individual desired curves. Then, the distributed formation error of agent p in the
bipartite formation system is defined as:

Gyl ) = X a5 5) = sgn(ay)7, (060) + iy wa0) = sgndp)3, () @
JENp

here, j € N, represents the neighboring agents of agent p, and a,; € {1,0, —1} indicates
whether there is a competitive or cooperative relationship between agent p and agent j. d,
indicates if agent p is able to obtain information from the virtual leader y;(k). The system’s
agents’ ability to maintain consensus and complete the task can be determined by the
formation error.

3. Design of the Controller Scheme
3.1. Modeling of Periodic DoS Attacks

Due to the inherent unreliability of the information transmission channels between
multiple agents, the system is prone to being affected by DoS attacks during the information
transmission process. Generally speaking, DoS attacks are divided into two types: attacks
on individual agents within the multi-agent system and attacks on the communication
channels between the agents. This paper primarily focuses on the latter and assumes that
the DoS attack is energy-constrained and periodic. The attacker performs attacks on the
communication channels between the multi-agent system during the attack period, while
reserving energy during the dormant period for the next attack. For each iteration, the
attacker’s attack period is within k € {0,1,2,..., T}, as shown in Figure 2.

In Figure 2, k7" is the start time of the attack in the attack period ", and sz /s the

end time of the attack in the attack period h!". The time interval k € [kfl{ f 1 kg't) is defined

as the attack period when the DoS attacker is actively attacking, and the time interval
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ke [k", sz f ) is defined as the dormant period when the DoS attacker is resting. For the
data transmission process in the BEMASs, the dormant period of the attacker is defined as
a,(k,i) = 0, and the attack period is defined as &, (k, i) = 1, where:

0, ifke [k Kkem),
ay(ki)y=1{" " ki 0/}}) 7)
1, ifke [k ko)

In MASs under periodic DoS attacks, the probability of successful data transmission
between agents follows a Bernoulli distribution. Let ,B,Xp (k,i) represent the success or
failure of data transmission between agents. A successful data transmission is indicated
by Ba, (k,i) = 1, whereas a failure data transfer is shown by B, (k, ) = 0. The probability
of successful transmission is denoted as P(Bq,(k,i) = 1) = By, and the probability of
transmission failure is P(Ba, (k,i) = 1) =1 — Bap.

To reduce the influence of DoS attack, a DoS attack compensation is designed as below:

Cap(k,1) = Bay, (K, 1)8p(k,1) + (1 = Ba, (k,1))Gp (ki — 1) ®)

Remark 2. The two primary components of the attack compensation system are p(k, i) and
Gp(k,i —1). If information transmission fails, the distributed formation error of agents is denoted
as Gap(k, i) = Cp(k,i — 1). In this case, the controller will use the most recent data received stored
in the buffer &, (k,i — 1) to compensate for the effects of the DoS attack.

0 kKKK KT KD KK
@i o@iibe ———e o@libe °

Figure 2. Schematic diagram of DoS attack working cycle.

3.2. Design of the Dynamic Event-Triggered Mechanism

To lessen the strain of communication amongst agents in BEMASs and effectively
conserve communication resources, an event-triggered mechanism is used to decrease the
update frequency of control inputs. This is an effective approach.

Considering the effects of both the formation error and tracking error, the DET condi-
tions are designed as follows:

Sp(k,i) = «Il,(k,i) + 0 — ||Eap(k + 1,0 — 1) — Eap(k + 1) || — |lep(k+L,i = 1)| (9)

where gy (k +1,i5) is the formation error of agent p recorded during the i; iteration,

Cap (k +1,i— 1) is the formation error from the previous iteration, and « > 0, ¢ is a small
positive constant.
The dynamic variant Iy (k, i) is defined as follows:

I, (ki 4+ 1) = kIT,(k, i) + 8 — ||Gap(k+1,i — 1) — Gap(k+ L, is) || — |Jep(k+1,i — 1) (10)

is denotes the number of iterations when the event is triggered, which is obtained by
the following equation:

is2infli € Z* |i> i, S, (ki) < 0} (11)

The convergence proof of the event-triggered condition is provided below.
Since S , (k,i) > 0, it follows from Equation (9) that

KT (ki) + 0 > ||Eap(k+1,i — 1) — Eap(k+1,i5)|| + [Jep(k+1,i — 1) (12)
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Taking the norm on both sides of Equation (10), we obtain:
[Ty (ki + 1) || < x| XLy (K, i) || + 0 + [|ap (k + 1,0 = 1) = Eap(k + 1, ds) || + [[ep (k +1,i) |
< w10 (ki) || + 8 + x| 1T, (K, i) || + 8
< 2% |[TT, (k, ) || + 20 (13)
< (@0)/ 1, (k1) + 202 ="

Let x € (0,0.5) and Sp(k, i) > 0; there exists a constant r € R such that ||TT, (k,i +1)|| <r.
Thus, 1im; o ||TTp (ki +1)|| < £%.

3.3. Design of the MFAILC Controller Based on the Event-Triggered Mechanism

For the BEMASs, based on the CFDL data model (4) of agent p and the formation error
Cp(k, i), the control update law is defined as follows [24]:

T .
oy (ki) SEp(k+1,i-1) (14)

up(k, i) = up(k,i—1)+ ——F—"—
As + || ®p (K, 1) ||

According to Equations (8) and (14), combined with S, < 0, this satisfies the event-
triggered condition and the iteration sequence satisfying the event-triggered condition is
recorded. Considering that @), (k, 7) is difficult to obtain directly, its estimated value &, (k, )
is used as a substitute. Incorporating the event-triggered mechanism, a further rewrite of
the control input update law (14) is as follows:

. P @T(k,i +1) . .
) up(k,is) + i Ap S, 5Gap(k+1,i541), 1= 1541
up(k,isy1) = Ap+ || Dp (K, isia) | (15)

up(k, is), is S 1 < lS+l

Here, p;, is the step factor and A, is the weight factor. The parameter A, has a large impact
on the algorithm; the smaller the A, the faster the system responds while the amount of
overshooting is larger. Conversely, the slower the response of the system, the smaller the
amount of overshooting. For the ®, (k, i) of Equation (15), an objective function is defined
as below:

J(@p (k1)) = [lyp(k+1,i = 1) = yp(k +1,i = 2) = Dlk, i) Au(k,i — 1) |

S .o (16)
+],tsHCI>p(k,1)—CI>p(k,l—1)H

To proceed with the partial derivative of Equation (16) with respect to $, (k, i) and
set d(J(Dp(k,i)))/9(Py(k,i)) = 0, we can obtain the parameter estimation law as follows:

np(Byp(k+1,i —1) = Sy (ki — 1)Auy(k,i — 1))
. 2
pp + ||Aup (ki —1)||

&, (ki) = &p(k,i—1)+ Aul(ki—1) (17)

p

In Equation (17), the weight factor y;, and the step factor 7, are used to update the
PJM; the range of values of 17, and iy, is given in the proof section. The selection of 17, and
pp can be referred to A, and p,. To ensure the algorithm is general and applicable, the
following two conditions need to be satisfied:

Ppuk,i) = ¢pu(k, 1), ifsgn(dyu(k, i) # sgn(py,u(k 1)) (18)
‘f’p,lq (ki) = 43;7,111 (k,1), ifsgn(‘i)p,lq (k1)) # sgn(‘i)p,lq (k,1))
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where ¢, (k, 1) and §,,1,(k, 1) are the initial values of @ (k,i) and g = 1,2,...,m, [ # g.
Remark: Without the above reset condition there may be unstable control effects.

4. Proof of Convergence

The main goal of the section is to demonstrate that the algorithm suggested in this pa-
per is convergent. Before proceeding with the convergence proof derivation, the following
lemma should be considered:

Lemma 1 ([9]). The relationship between the parameters representing the information transmission
relationship between neighbors in a directed graph, the parameters of the adjacency relationship, and
the parameters of the subordinate subset of the agent is as follows:

(1) dpsgn(dy) = dpdy,

2) B sgn(ap’/.) - ap,j(sv&f;

(3) WAW = |4

) WD:‘D, WAW = L

here, W, A, |A|, D, L] € RN*N.

Lemma 2 ([8]). Let M(i),i =1,2,..., P denote an irreducible sub-stochastic matrix with positive
diagonal entries that changes with each iteration and P are P matrices arbitrarily selected from M.
Then, we have:

IMyM(P—1)---M(1)| < p

where 0 < B < 1.

Theorem 2. Considering MIMO-type agents in BEMASs that satisfy the conditions of Assump-
tions 1 and 2. The parameter p, satisfies the following conditions:

0< Pp < Pmins Pmin = miﬂ{ﬁ, ﬁ}r
1
(maxp-r2...n By o] + 14y ) 1)
_ 1-p
6| (Liaj+1DD @ |

=t

o

4.1. Boundedness of the &, (k, i)

In column vector form, ®, (k, i) is first rewritten as follows:

Ppa1(k i) Ppaak,i) - Ppam(k,i)
b k/ ] b k/ ] e b m k/ ]

b, (ki) = <Pp,21:( i) 4’;7,22:( i) | Pp2 :( i) Ty ) Tl )T
(i)p,ml (kri) (ﬁp,mZ(k/ i) e ‘i’]ﬂ,mm (k,i)

where 431,’1 = {@/,l(k, i),. “/43;7,1”1 (k, i)},l =1,2,...m. Rewriting Equation (17) as below:

T R n(Ayp(k+1,i—1) — (ki — 1) Auy(k,i — 1))
Dpi(k,i) =pi(k,i—1)+ .
’ ’ it || By (ki — 1)

Auy (k,i—1)) (20)
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Defining ¢, (k, i) = ¢, ;(k,i) — ¢, (k, i), and subtracting ¢,, ;(k, i) from both sides of
(20), and combining with Equation (4), we obtain:

Ppi(ki) = Ppilki—1) + (ki —1) — ¢y (k, i)+
n(Ayp(k+1,i—1) — ¢y (ki — 1)Aup(k,i— 1))
p || Ay (ki — 1))
=@, (ki—1)+ ¢ (ki) — ¢, (ki—1)
n(Ayp(k+1,i=1) — ¢, (ki — 12Aup(k,i -1)) Aug(k,i 1))
A+ || Aup (ki — 1)

Auy (k,i—1))

(21)

Taking the norm of both sides of Equation (21), it follows ||®,(k,7)|| < b from Theo-

rem 1 that:
_ ) N , nluy(k,i—1)Aul (ki —1) , '
|Boaei)]| < | Bpathi =100 - T =T H +opated —gpki-n| o)
. ) nAup(k, i —1)Au ;(
k,i—1)(I— +2b
< ‘pp,l( 1 )( (k,l—l H
Squaring both sides of the norm in the above equation, we obtain:
o nAuy (ki —1)AuT (ki—1) ||
|¢p,l(k11_1)(1_ ! 'P 2
|Auy(k,i—1)|| 23
- , Auy(ki— 1) @p,i(k,i—1)Auy(k,i— )2
:"4’;7]‘("/1*1)"2*(* 17|| Ay . )| . ’7H pil 3 Ol
u+ || Aup(k,i—1)| i || Auy (ki — 1))
Selecting 1t > 0 and 17 € (0,2), then
. 2
’7||A”P(k'll_1)H i 1)
A+ || Aup(k,i—1))|
From Equations (23) and (24), it follows that there exists a c; € (0, 1) such that:
T P
< c%Hcﬁp,l(k,i - z)H + 2be; +2b
(25)

< & @ik i = 3) | + 2063 + 2bey + 20

2b(1—ci )

<...<i1H le

From the above, (ﬁp,l (k, i) isbounded; since $p,1 (k,i) isbounded, we obtain a conclusion
that ¢, (k, i) and &, (k, i) are bounded.
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4.2. Convergence Analysis of the Tracking Error for Agents
The parameters are defined as follows:
T
)= el (ki) el (i), .. efi(ki)| - € RN
T
[le (k, 1), y5 (k, i) ,y}\}(k,i)} c RMNxmN
T
[u (k, 1), ul (k,i),. .,ugj(k,i)] € RMN>mN
T
&k, i) = [gl (k,i), T (k,i),...,gg(k,i)} e RMN>xmN
From Lemma 1, the consensus error can be rewritten in the following form:
Ep(hki) = X agi (5 (ki) — sgnlag)7, (k) + dy(ya(k) — sgn(dy)7, (K, )
JENp
= Y aydi(87;(k, i) = 67, (K, 1)) + dp(ya(k) — 5,7, (k, 1)) 26)
jENp
=Y aidi(ep(k,i) —ej(k,i)) + dpep (k, i)
jeNp
Multiplying both sides of Equation (26) by 6, we obtain the following:
6pCp(k,i) Z |ayj| (ep(k, i) —ej(k,i)) + |dp|ep(k, i) (27)
jENp
Rewriting (27) as below:
(2@ m)e(ki) = ((L+ D)@ Ln)e (ki) (28)

where E = diag{dy,61,...,0n}, since 6, € {—1,1}, and hence E is an invertible matrix.
From Equation (28), we have
¢(ki) =(E®1ILy)((L+ D) ® Ly)e(k, i)
= (E(L+ D) ® Ln)e(k,i)
Considering the two cases of event-triggered and non-event-triggered for BEFMASs

(29)

that is, when i = is and i; < i < iz hold, the control input is unchanged from the last
triggered iteration. The following is obtained:

u(k,i) = u(k,i—1) + pI'(k,i)¢(k+1,i—1)
=u(k,i—1)+pT'(k,i)(E(L+ D) ® Ly) (30)
ce(k+1,i—1)
N A g é{(k,i) CTD% (k,i) A g
where T'(k, i) = dlag()\1+||<i>1(k,i)| SRR vers -sers1 1) 2 p = diag(p1,02,---,PN)-
Since ey (k, i) = ya — 6py,, (k, i), where 7, (k, i) = y,(k, i) — 7p, and the desired distance
7p among each agent and the virtual leader is a time-invariant constant, it follows that:

eP(k+ 1' Z) = yd(k+ 1) - 5Pyp(k+ 111)

=e,(k+1,i—1)—5,Ay,(k+1,i) (31)
=ep(k+1,i—1) = 6,Pp(k,i)Auy(k,i)
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When combined with (30), we obtain the following;:
e(k+1,i) = (Iyn — p®(k,i)T(k,i)((L+ D) ® I,))e(k+1,i — 1) (32)

where ®(k,i) £ diag(®1(k,i), ®2(k,i), ..., Pn(k,i)). Taking the norm of both sides of
Equation (32), we have

lle(k+1,0)|| = [ (Iun — pH(k, ) ((L + D) © L) )e(k +1,i = 1)]]

, , (33)
< [un — pH (K, i) ((L + D) @ L) [ [[e(k +1,i = 1)]]
where H(k,i) £ ®(k,i)['(k,i) = diag{H; (k, i), Ha(k,i),..., Hn(k,i)},
, N4 . P 112
Hy (ki) = @, (k)7 (ki) / (A + [[ € (k. 1))
For each block matrix in (34), performing the decomposition yields (35)
1 E;nil (Pp,ll (k’ i)(ﬁp,ll (k’ 1) e Z?nil (Pp,ll (k’ i)(ﬁp,ml (k’ 1)
Hyki) = ————3 : | (34
A D (ki m 4 . - N4 .
4 + H P( l) H lel gbp/ml (k’ 1)4);1/11 (k’ Z) T Zl:l (Pp,ml (k’ Z)(Pp,ml (k’ l)

Gyt € RY, &, (k,i) € R™™

. 1
SR T
L gk ki) 0 0
0 0 Gt (k, D) (K, 1)

47;7,11 (k, i)‘ﬁp,ml (k/ i)

=1
; z 5 |

L ki) - 0

El (35)
L

B4, (ki) +B,(ki), Ay(ki),By(ki) e R™"
Rewriting H(k, i) as below

Hk, i) = diag{Z; (k, i), Zo(k,i), . .., An(k i)}
+diﬂg{§1(k,i),§2(k, i),. ..,EN(k, Z)} (36)
= A(k,i) + B(k, i)

Combining Equations (36) and (34), we can obtain

lle(k + 1,0 < [Ty — pH(k,1)((L + D) @ Ln) || le(k +1,i = 1)]|
< (1w = pT(k, i) (L + D) @ L) | (37)
+ loF (k, i) (L + D) @ L) ||l e(k + 1,7 — 1)|

Taking the v norm of (37)’s two sides, we obtain

le(k+1,)[l, < (ITmn — pT(k, ) (L + D) & L), |

+ lellIEG Do ((L+D) @ 1) | ) (38)

‘e(k—l—l,i—l)

v
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Defining Q(k,i) = L,y — pT(k,i)((L+ D) ® I;) and verifying the boundedness
of Q(k,i) as the following part. Since <pp/,~,ll(k, i) and fi’p,mz (k,i) have the same sign,
@,k i)(f)p,ml (k,i) > 0.Therefore, when A, > A, there is a A such that we have

11 Gtk Bk ) S |par (kD) [ (1)
Ap + (| @y (k1) | Ap + (| @y (K, d)

f;zﬁﬁfwxﬁouwwgho|<l

A+ ||Dp (K, 1)

0<
(39)

From the above, the block matrix A(k,i) < 1. Theorem 2 states that G is a graph
with strong connections. Combining Equation (39), we select a p,, such that p, < p =

1/ (maxp:Lz,_..,N Lpen; |ay;| + |d p|) is an irreducible sub-stochastic matrix that contains

diagonal components that are positive, and at least one row of Q(k, 1) is strictly less than 1.
Thus, the conclusion is that Q(k, i) is bounded.
Since the matrix B(k, i) has zero diagonal elements, by the Gerschgorin Circle Theorem,

} (40)

where p € V, g =1,2,...,m. The eigenvalues of B(k,i) are z = {zp,q }, and all eigenvalues

we have: R
Z;n=1 (Pp,ql (k/ i)¢p,hl (k/ i)
Ap + (| Dk )]

m
zp,q:{z| |z—0] < Z

h=1,h#q

lie within the union Z = U;Ll U;”Zl zp,q and are less than or equal to the spectral radius,
ie, z < r(B(k,i)). Therefore, there exists a A such that A, > A and A # A. We can obtain

i Yy @i (ks 1)y i (K, ) < i Y7L pp,qr (K, D) |y (K, 1)
h=1,h#q /\p + ||CI>(k,i)|| B h=1,h#q AV + ||CI>(k,i)||
. (41)
" . )
- i 21_1’%,q1(k:1)"?p,hl(kfl)‘ -
h=Th#q A+ [|D(k, )]

From the above situation, it follows that by selecting A, > max{A, 1}, we obtain
|F(k,i)||, < r(F(k,i)) + x <1, where x is an arbitrarily small positive number. Thus, we
have 0 < ||[F(k,i)|, <¢ < 1.

Combining the boundedness of Q(k, i) and || F(k, i)
is verified as follows:

the boundedness of ||e(k + 1,1)|,

[

le(k + 1,8, = (1QUk DI, + cllelI((L + D) @ L)) lle(k +1,i = 1)]],

, , (42)
Qe D, +v)lletk+1,i -1,

where v = ¢||p[|((L + D) & In)|lv
The recursion relation for Equation (42) is given as follows:

lleCk +1,0)l, < (1QMK, DI, +7)llelk+1,i = 1),
< (IR DI, + M) UIQMK i =D)l, +7)lle(k +1,i =2)]], (43)
<< (IR D, + 1) UIQMK i =Dl +7) - - (1QK2) ], + ) le(k+ 1, 1),

From Lemma 2, we have

le(k+1,i)l, < (B+ LT |le(k+1, 1), (44)
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where | o] is the floor function. For lim;_,||e(k +1,i)||, = 0, it is required that (ﬁ + 7) <
1,i.e., pp satisfies the following conditions:

_ 1-8
— 45
lel <P =TT D) @i, (49)

From the above, it can be concluded that when p, < min{g,p}, we have
lim;_,|le(k 4+ 1,7)||, = 0 and converging. From Equation (28), it follows that ||e(k + 1, 1)

I
is bounded.

4.3. Time-Varying Communication Switching Topology

The situation of time-varying communication topology in BEMASs control is discussed
in this paper. The topology of BEMASs is represented by G!, where t = 1,2, . ... Equation (6)
is revised as follows:

2p(l) = X 3(k) —sgnlay)y (k1) + (k) —sgn(dp, () (49
JERp

Considering that in the BEMASs, the agent (1) is constrained by Assumptions 1 and 2, and
the time-varying topology is constrained by Assumption 3, the following can be derived

from Equation (19):
0< Pp < Pmins Pmin = mll’l{ﬁ,ﬁ}
o= 1
maxp—17,.,N ZpENj‘a;j(k)‘ + ‘dé(k)‘ (47)
1-8

AR |

Combining with (47) and the below equation

e(k+1,i) = (Inny — p®(k, )T (k, i) ((L(k) + D(k)) @ L) )e(k +1,i — 1) (48)

By repeating the proof process in (2), it can be concluded that e(k + 1, i) is bounded
in a time-varying communication topology system. From Equation (28), it follows that
&(k+1,i) is bounded.

5. Simulation Examples

To confirm the efficacy of the proposed design in this study, this section conducts multi-
agent bipartite formation control simulations from different perspectives and analyzes the
results. In the experiments, the MIMO agents that form the multi-agent system are selected
according to Equation (49). It should be mentioned that Equation (49) does not contribute
to the controller architecture; rather, it exists solely to create the agents” input-output data.
The experimental environment is as follows: CPU—AMD Ryzen 7 5800H, RAM—16 GB,
software version—MATLAB2022b.

-yp,l (k + 1/ l)
Ypalk+1,i)

yp(k+1,1)

yzyl(k,i) .
W +Cp1/lp’l (k,l) (49)

yfm (ki)

T ks o (R (k)
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where ¢, = [1 08 09 05 06 0.7 ], p=123456, ai(k) = as(k) = as(k) =
0.5 + 0.1sin(27tk/1500), ap(k) = az(k) = ag(k) = 0.5+ 0.1 cos(27k/1500), u,,(k,i) =

[p1 (k) upa (K, i)}T.

T
The trajectory of the virtual leader: y; = [0.2 cos(0.01k7) 4+ 0.005 0.2 sin(0.0lkn)} ,

1 <k <600.
The desired distance between the virtual leader and each agent is selected as follows:

71(k) = [0.05 —0.05]T, (k) =[0 —0.05]T,
73(k) = [-0.05 —0.05]T, 4(k) = [0 —0.05]%,
75(k) = [—0.050.05]T, (k) = [0.050.05]"

5.1. Simulation Experiment of BEMASs with a Fixed Topology

As illustrated in Figure 1, the BEMASs in the experiment are composed of one vir-
tual leader and six followers, with a communication topology structure. The union of

two sets is the directed graph’s vertex set, V = V; + V,, where V| = {vp lp=1, 2,3}

and V, = {vp |p =45, 6} are the sets of vertices corresponding to the virtual leader and
followers, respectively. The agents in set V; are assigned the formation control task with
the desired trajectory y,, while the agents in set V), are assigned the formation control task
with the desired trajectory —y;. The Laplacian matrix of this BEMAS is given by:

1 -1 0 0 0 0
-1 2 -1 0 0 0
0o -1 2 1 0 0
La= ,
0 0 0 1 0o -1
0 0 1 0 2 -1
0 0 0 -1 -1 2]

The matrix of relationships between the agents and the virtual leader is
D= diag{O, 0,1,1, 0,0}.
Selecting the initial system output as

y(k1) = [y1(k, 1), y2(k, 1), y3(k, 1), ya(k, 1), ys(k, 1), ys (k, 1)]

03 04 04 -015 0.6 —01 ,
04 05 03 01 02 03

T
Selecting the initial system input as u, (k,l) = {0 0} and the related parameters

0.7 0.15
—032,A, = 041,71, = 1, u, = 5. The initial PJM is as ®,(k,1) = .
Op p p Hp e initial PJM is as ®)(k, 1) [0'15 0.68‘|

5.1.1. Simulation Experiment of BEMASs Under DoS Attacks

In order to confirm the effectiveness of the proposed scheme for BFMASs control
under DoS attacks, simulation experiments are conducted using the traditional MFAILC
scheme and the proposed DET-MFAILC scheme.

Figure 3 illustrates the periodic DoS attacks on the multi-agent system. The gray areas
represent the active periods of the periodic DoS attacks, while the remaining areas represent
the dormant periods. During the dormant periods of DoS attacks, the data transmission
success rate between agents is set to 0.9, while during the active periods, the success rate is
reduced to 0.7.
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Diagram of periodic DoS attacks

0.8
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time k

Figure 3. Diagram of periodic DoS attacks.

Figures 4 and 5 show the output results of the multi-agent formation at the 250th
iteration and the output curves of each agent along the iteration axis, respectively, under
periodic DoS attacks using the traditional MFAILC scheme. It is evident that due to the
impact of DoS attacks, the agents do not track the trajectory of the virtual leader. The
maximum tracking error of each agent along the iteration axis is shown in Figure 6. It
can be observed that the maximum tracking error of each agent cannot converge to an
ideal range.

Output of all agents in 600 times

e v,
O Yy
° < K
4 <« K
< ﬂq' 2
‘.-QJ4 e " 4 vk
o 1 £ ", e )
ﬁ" ‘ L | -
o " n (k)
oo CERAC
AN
S
=

600

-3 Time k

Y,(K)j=12.3.4.56

Figure 4. System output of MFAILC under DoS attack (300th iteration).
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Figure 5. Tracking performance curves of MAFILC under DoS attack (300th iteration).
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Figure 6. Maximum tracking error of MAFILC under DoS attack.

Figures 7 and 8 depict the output of the system under the MFAC algorithm with the
same parameter conditions. Figures 9 and 10 illustrate the formation control results at
the 280th iteration and the output curves of each agent, respectively, using the proposed
DET-MFAILC scheme with the DoS attack compensation mechanism under DoS attacks.
It can be observed that the agents in the bipartite formation system effectively track the
trajectory of the virtual leader. Figure 11 shows the maximum tracking error curves of
the agents in this experiment. Despite the impact of DoS attacks, the maximum tracking
errors of all agents converge stably and approach zero after 280 iterations. It can be seen
that the tracking performance of the MFAC algorithm without the effect of DoS attacks is
also significantly weaker than that of this paper. Figure 12 shows the variation in the mean
squared error of {,, with the number of iterations, showing that it gradually decreases with
the number of iterations.
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5.1.2. Simulation Experiment of BEMASs Under Different Event-Triggered Condition

Comparing with [22], this paper incorporates both the consensus error and tracking
error into the DET condition, resulting in a new DET condition, as shown in Equation (9).
To verify its effectiveness, simulation experiments are conducted within the DET-MFAILC
scheme using the DET condition proposed in [22] and the improved event-triggered con-
dition proposed in this paper. The experimental results are shown in Figures 13 and 14,
respectively.

Using the DET condition from [22], it is evident that the number of event triggers
during system operation decreases along the iteration axis but exhibits instability with
fluctuations. In contrast, when using the DET condition proposed in this paper, the
number of event triggers during system operation stabilizes and decreases significantly
after 120 iterations. This shows how the event-triggered condition designed in this paper
can more efficiently save network resources by reducing the amount of controller updates.

Event-triggered Number
Event-triggered Number

Event-triggered Number

0 100 200 300 0 100 200 300 0 100 200 300
Iteration Number of agent4 Iteration Number of agent5 Iteration Number of agent6

Figure 13. The ET signal of condition [22].
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Figure 14. The ET signal of this paper.

5.2. Extension to Time-Vraying Topology

This experiment verifies the effectiveness of the proposed DET-MFAILC scheme for
controlling the formation of BEMASs with time-varying topologies. In the experiment,
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all initialization parameters are the same as those for the BEMASs with a fixed topology.
The difference lies in that the communication topology of the BFMASs in this experiment
is time-varying, as shown in Figure 15. The pattern of variation in the communication
topology is as follows:

G',0 <k <200

G*,200 < k < 400

G°,400 < k < 600

The simulation results are shown in Figures 16-18. As can be seen in Figures 16 and 17,
all agents are able to effectively track the leader’s trajectory with good consensus. The track-
ing errors of the agents converge close to zero after 250 iterations, as shown in Figure 18. Fur-
thermore, the formation shape of the agents is well maintained, as illustrated in Figure 19.
These results verify that the proposed DET-MFAILC scheme also achieves good control
performance in the bipartite formation control task of BEMASs with time-varying switch-
ing topologies.
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y 3 & 1
2
v

Figure 15. Time-varying topology of BEMASs.
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Figure 16. DET-MAFILC system output with compensation mechanism under Dos attack (250th iteration).
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6. Conclusions

Unlike most studies that focus on MASs composed of SISO-type single agents, this
paper investigates bipartite formation trajectory tracking control MASs composed of MIMO-
type single agents, considering the impact of periodic DoS attacks. To mitigate the effects
of Do§S attacks on bipartite formation systems, a DoS attack compensation mechanism is
introduced. To reduce the frequency of controller updates, conserve network resources,
and alleviate computational pressure while further enhancing the system’s ability to resist
DoS attacks, an event-triggered condition is designed to construct a DET mechanism. The
DoS attack compensation algorithm and DET mechanism are combined with the MFAILC
method for controller design. Furthermore, this algorithm is extended from fixed topology
systems to time-varying topology systems, and the convergence of the system is proven.

The simulation results show that for MIMO-type bipartite formation systems under
periodic DoS attacks, the proposed algorithm ensures that the tracking errors and consensus
errors of the agents converge to an ideal range close to zero and the formation shape is
well maintained. The algorithm effectively suppresses the impact of DoS attacks on the
formation system and reduces the frequency of controller updates, thus conserving network
resources. Future research will focus on further integrating predictive control to achieve
faster system convergence.
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