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Abstract: The Internet of Things produces vast amounts of data that require specialized
algorithms in order to secure them. Lightweight cryptography requires ciphers designed
to work on resource-constrained devices like sensors and smart things. A new encryption
scheme is introduced based on a blend of the best-performing algorithms, SIMECK and
TEA. A selection of software-oriented Addition—Rotation—XOR (ARX) block ciphers are
augmented with a dynamic substitution security layer. The performance is compared
against other lightweight approaches. The US National Institute of Standards and Tech-
nology (NIST) SP800-22 Statistical Test Suite for Random and Pseudorandom Number
Generators for Cryptographic Applications and the German AIS.31 of the Federal Office
for Information Security (BSI) are used to validate the output of the proposed encryption
scheme. The law of iterated logarithm (LIL) for randomness is verified in all three forms.
The total variance (TV), the Hellinger Distance (HD), and the root-mean-square deviation
(RMSD) show values smaller than the required limit for 10.000 sequences of ciphertext. The
performance evaluation is analyzed on a Raspberry PICO 2040. Several security metrics are
compared against other ciphers, like x? and encryption quality (EQ). The results show that
SIMECK-T is a powerful and fast, software-oriented, lightweight cryptography solution.

Keywords: statistical test suite; lightweight cryptography; law of iterated logarithm;
internet of things

1. Introduction

The Internet of Things (IoT) is becoming a key technology in various economic sectors
such as agriculture [1], healthcare [2] and energy [3]. The Industrial Internet of Things (IloT)
improves manufacturing and industrial processes. The data produced by smart objects is
vast and raises many security challenges. One of these is lightweight cryptography, a type
of encryption specifically designed for resource-constrained devices.

The vast amount of literature on lightweight ciphers covers solutions that try to work
well both in hardware implementations and directly in software. Not a lot of effort has
been put into developing secure and lightweight ciphers that are specifically designed for
software implementations on devices with very limited resources.

Symmetric key cryptography uses stream and block ciphers to protect sensitive data.
Stream ciphers work at the byte level or directly at the bit level, being as light as possible
on resources. Block ciphers encrypt a block of data at a time and may require padding.

Although they are the lightest form of hardware-oriented encryption, stream ci-
phers mimic the one-time pad by using pseudorandom number generation. Advances in
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parametrizable parallel pseudo-random number generators [4] result in the creation of
parallel stream ciphers [5,6], but also in an increase in hardware production costs.

It is a rare case for software implementations of encryption algorithms to use bit- or
byte-level operations. This is because a read or write operation works on a block of data,
and this situation means that carefully selected block ciphers the desirable solution.

The introduction of the SPECK and SIMON family of block ciphers was a milestone
for lightweight cryptography [7]. SPECK’s design philosophy of prioritizing simplicity and
efficiency influenced subsequent cryptographic work, making it a key reference point in the
development of lightweight encryption algorithms. It demonstrated that strong encryption
could be achieved with minimal resource consumption, which was crucial as the demand
for security in constrained environments was growing rapidly.

SPECK was second best in a survey covering 19 algorithms with different approaches
to secure the Internet of Things [8]. Dinu et al. have shown that Addition—Rotation—-XOR
(ARX) ciphers are the preferred approach to secure resource-constrained devices [8].

Another notorious family of block ciphers is RC5 [9] and RC6 [10]. RC5 is a block cipher
that has a variable word size, a variable number of rounds, and a variable-length secret key.
An interesting feature of RC5 is the heavy use of data-dependent rotations [11]. In other
words, the rotational operator depends on the plaintext. In our proposed implementation of
the encryption scheme, the number of rounds is increased based on the supplied password.

RC6 is an Advanced Encryption Standard (AES) candidate, using a 128-bit block. Such
a block size is too large for resource-constrained devices. It is twice as slow as RC5 [9].
Improved RC6 (IRC6) [12] allows for a variable block size and relies on a layer of “Permuted
XORed Bytes” (PXB) for the confusion/diffusion network.

ROADRUNNER [13] is a cipher designed specifically for the 8-bit ATtiny45 micropro-
cessor. The rapid increase in IoT applications implies an improved computational capacity
for IoT hardware, meaning that 8-bit microprocessors are obsoleted by devices with a larger
word size.

The LED [14] block cipher is also hardware-oriented, offering a small silicon footprint.
LED is a substitution box-oriented cipher that performs well with hard-coded lookup tables.
The implementation of software on devices with very limited resources is not as fast.

Another 64-bit block cipher is PICCOLO [15], also very compact when implemented in
hardware. It has two substitution box layers and is considered one of the competitive ultra-
lightweight block ciphers for RFID applications. Because it uses a substitution—-permutation
network, it is not as fast when implemented in software.

PRESENT [16] uses a 4 by 4-bit substitution box, keeping in mind that the implementa-
tion of such a substitution box is typically much more compact than that of an 8-bit version.
PRESENT is also optimized for small hardware implementations, making it less ideal for
software running on microcontrollers.

CHASKEY [17] is an ARX cipher 2.1x faster than SIMON and SPECK, and up to 8.3
faster than AES, according to the Fair Evaluation of Lightweight Cryptographic Systems
(FELICS) project [18]. The 12-round version is standardized as ISO/IEC 29192-6:2019.
CHASKEY has a 128-bit block using 32-bit words for 32-bit microcontrollers. Although it is
fast, the block size is too large for some applications. For example, when 1-2 bytes need to
be encrypted, CHASKEY will always encrypt a block of 16 bytes.

The remainder of this paper is organized as follows. Section 1.1 “Motivation and
strategy” explains the reasoning and the strategy applied to our work. A point-by-point
enumeration of contributions is presented in Section 1.2 “Contributions".

Section 2 “Methodology” describes the methodology used to implement and test the
cipher. Section 3 “Encryption Evaluation” presents the theoretical setup for evaluating
the security of the encryption system. Section 4 “Results” contains the results obtained.
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In Section 5 “Discussion”, the implications of the findings are discussed and further ana-
lyzed, and Section 6 “Conclusions” contains the final observations that are drawn with a
perspective on future improvements.

1.1. Motivation and Strategy

The scope of the research is to investigate encryption algorithms that can be down-
graded to a reduced number of rounds, without compromising their security level. To
preserve the cipher’s strength, the reduced-round algorithms are enhanced by inserting
new layers of security, and by twining.

SPECK-R [19] is a cipher that combines the round function of SPECK [7], with a key
scheduling algorithm to create RC4 substitution boxes [20]. Our public implementation of
SPECK-R [21], an algorithm proposed by Sleem et al. in [19], is an improved version using
the RC4D key schedule algorithm [22], and a round key of 26 words [23].

Because SPECK-R provides the same security level as SPECK [7], using only seven
rounds [19], we apply the same technique for a selection of high-speed, software-oriented,
ARX block ciphers. The selected ciphers are fortified with dynamic substitution boxes, an
additional security layer that has been used to convert SPECK into SPECK-R [19]. The
modified ciphers are based on our previous work with SPECK-R in [21,23].

The output of the augmented ciphers in our selection, using reduced-round ver-
sions, is verified to be indistinguishable from random data. This is achieved using NIST
SP800-22 [24] and AIS.31 [25,26] standards, and using the law of the iterated logarithm
(LIL) [27,28].

The best performing ciphers that we obtain are combined, in a manner not involving
any lookup tables.

1.2. Contributions

The proposed SIMECK-T encryption scheme is a combination of SIMECK [29] with
internal TEA rounds [30]. The algorithm produces random output at high speeds, making
it suitable for low-powered devices.

Without having any lookup tables, the proposed encryption scheme is immune to
side-channel attacks.

Performance discontinuities that occur when substitution boxes are dynamically
interchanged in SPECK-R [19] are completely avoided.

The proposed algorithm was evaluated using Hash XOR Permutation (HXP) metrics,
an encryption scheme proposed by Oladipupo et al. [31], and it was shown that ultra-
lightweight encryption schemes can be produced without compromising security levels
and without having to rely on substitution boxes. The same metrics have been used by
Faragallah et al. for the evaluation of IRC6 [12].

TErrestrial Trunked RAdio (TETRA) TEA3 [32] was investigated for potential use in a
resource-constrained environment with reduced rounds. The security level of TEA3 was
shown to be unable to be preserved by reducing the number of rounds due to performance
issues. The cipher uses a single substitution box as lightweight DES [33] does, but it was
shown to be very slow.

The augmented version of SIMECK [29], named SIMECK-R, is shown to be a viable
encryption scheme comparable to SPECK-R [19], using the same number of rounds.

The implementation of SIMECK-T is very fast, produces high-quality random output,
and is available as free software [34].

1.3. Related Work

The related work consists mostly of ARX block ciphers specifically designed for
software implementations. These are considered a new paradigm in lightweight cryptog-
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raphy [8]. A detailed survey in [35] presents TEA [30] as the third most energy efficient
algorithm [10], third in the least number of cycles [36], first in least cycles, least cycles per
byte and combined metric [37], first in code size and second in the Random Access Mem-
ory (RAM) requirements [37], third in the cycles/block metric [38], third in the code size
metric [38] and, most importantly, the first in speed out of 13 software-oriented ciphers [39].

A good balance of speed, lightness and security is obtained using encryption primitives
designed for a 64-bit block size and a key size of 96 or 128 bits.

A more recent survey on lightweight cryptography [40] lists HIGHT [41], SPECK [7],
LEA [42], SPARX [43] and CHAM [44] as new software-oriented lightweight block ciphers,
where SPECK is considered the fastest, having 0 RAM requirements and only 186 bytes read-
only memory (ROM) requirements. SPECK was designed for software implementations,
and SIMON [7] was designed to be more efficient in hardware.

SPECK-R is a SPECK variant with only seven rounds where RC4 [20] substitution
boxes are used in order to maintain similar security levels to the full round version of
the cipher [19]. Although IoT devices have limited memory and may be slow to access it,
another approach to lightweight cipher design that has a 4 by 4 substitution box is proposed
by Prathiba et al. [45].

TErrestrial Trunked RAdio (TETRA) encryption ciphers like TEA2 and TEA3 devel-
oped by the European Telecommunications Standards Institute (ETSI) were made available
to the public [46] due to surveillance and backdoor suspicions [32]. These ciphers have
been used by important agencies in Europe, but also abroad. Critical infrastructure protec-
tion depends on them, but they were available until recently only under a non-disclosure
agreement (NDA). The ciphers themselves have been long known to be dependable and
are considered to this day unbreakable from a cryptography point of view. However,
the implementation vulnerabilities of some versions once again prove that closed-source
software is not to be trusted.

HIGHT [41] uses 8-bit instructions, and attacks have been published for all rounds [47,48].

Although oriented on 32-bit instructions, LEA [42] is a 128-bit block cipher, having
24 rounds for a 128-bit key. This makes it inefficient when less than 16 bytes need to be
encrypted, as is frequently the case with IoT.

CHAM [44] is very slow using 80 rounds. The revised versions use a minimum of
88 rounds, and the authors claim that the speed in the software is comparable to that of
SPECK [49]. But SPECK has 26 rounds for a 128-bit key, and our benchmarks show that
SPECK is faster.

SPARX [43] is an ARX cipher with provable limits, designed for 16-bit instructions.
It is based on SPECK. The key schedule takes a 128 bit master key and turns it into
96-bit subkeys. Because it is designed for 16-bit microcontrollers, it is not efficient on
32-bit devices.

At the same time that the survey was made available [35], the SIMECK cipher was pub-
lished [29]. SIMECK combined the best of SPECK and SIMON from the National Security
Agency (NSA) [7] into a single, fast lightweight cipher, using only ARX instructions, relying
on the AND operator for non-linearity. SIMECK was designed with high performance
parallelization in mind [50].

TEA [30] is notorious for its tinyness, having simplicity and memorability as design
goals. TEA has been used in parallel implementations for RFID [51] applications or single
instruction multiple data (SIMD) environments like graphic processing units (GPUs) [52].

XTEA [53] is a corrected form of TEA, with a larger number of rounds. It is also
notably slower. XXTEA [54] is the corrected version of XTEA (also called block TEA or
BTEA), which is also slower than TEA.
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CHACHA [55] is a 256-bit block cipher that aims to have better diffusion per round
compared to SALSA [55]. It is a lightweight cipher, but the block size is not very efficient
on resource-constrained devices, where a 64-bit block size is preferable.

THREEFISH [56] is part of the Skein hash function and is a large, flexible cipher. Its
ARX operations work on 64-bit words, and it can have a block size of 256, 512, or 1024 bits.
The block size is not very advantageous, and the 64-bit instruction set makes it less than
ideal for resource-constrained devices.

Lara et al. [57] propose a stream cipher for IoT whose output has been validated to be
random using the NIST Statistical Test Suite (STS) [24] and other randomness testing tools.
SIMECK-T has been validated to produce random output, using the NIST SP800-22 [24]
and AIS.31 [26] standards, and the law of the iterated logarithm (LIL) [27,28].

Oladipupo et al. [31] proposed Hash XOR Permutation (HXP), a lightweight cryp-
tosystem for the encryption of images with cloud storage and the Internet of Things in
mind. HXP is hash-based, using a Secure Hash Algorithm (SHA) [58] with a truncated
output, which is not optimal. The algorithm was evaluated using various security metrics,
showing that security can be preserved without substitution boxes. The same metrics were
applied by Faragallah et al. for the evaluation of IRC6 [12].

The SIMECK-T cryptographic scheme will be verified against the security evaluation
metrics applied to HXP [31].

As explained in Section 1.1, high-speed software-oriented ARX block ciphers are
selected from the related work and modified to produce the same level of security using
a reduced number of rounds. We opt for 64-bit block ciphers with a key size of 128 bits,
in order to maintain a good balance between speed, lightness, and security. NSA-based
SPECK and SIMON [7], and SIMECK [29], on one hand, and TEA [30], XTEA [53] and
XXTEA [54] primitives, on the other, will be combined with RC4D [22] substitution boxes
as demonstrated by the original SPECK-R [19] which uses RC4 [20]. SIMON is more
appropriate for hardware implementations but is included for completeness.

2. Methodology

This section introduces the theoretical model of the encryption system, followed by
implementation details. The evaluation methodology for assessing the cipher strength and
the various statistical tests used for evaluating the security of the encryption system are
described.

2.1. Theoretical Model
The SIMECK round function is described by Equations (1) and (2).

SIMECK(L;, R;) = (R; @ f(L;) ® K, L;) 1

where

f(Li) = (Lo (L; «5)) @ (L; < 1) 2)

The TEA round function is defined in Equation (3):

TEAK,,(LI', Ri) = (Ri + ((Li L4pL; > 5) + Li) ©® (Ki + A),Li) 3)
where
* L, is the left part of the input.
* R, is the right part of the input.

*  K;isthe round key.
*  Ais the key schedule constant (A = 0x9¢377909).
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In order to apply 3 rounds of SIMECK each including 5 cycles of TEA, Equation (4)
defines SIMECKj3:

SIMECKG(L;, R;) = SIMECK, (SIMECK; (SIMECK(TEAs (L;, R;)))) 4)

where each SIMECK function call includes the TEA function in Equation (6):

SIMECK;(L;, R;) = SIMECK7ga, (L, R;) (5)

for each round j from 0 to 2.

TEAs(L;, R;) = TEA4(TEA3(TEA2(TEA1(TEAo(L;, R;))))) (6)

2.2. Implementation

As with SPECK-R, SIMECK-T is implemented to operate in block counter mode [59].
An initialization vector (IV) is obtained by initializing the Rand1 pseudorandom generator
from [60] using the file size, the filename of the output file and the modification time of the
source file as the seed. The Fowler-No-Vo 1a hash on 64 bits is used to convert the filename
and the file modification time string into numbers [61]. The generator is queried a number
of psum + pmul times, where these two values depend on the derived password obtained
using a password-based key derivation scheme. This makes it improbable for files with the
same filename and the same file size to make use of the same pair of (IV, password) while
using the same modification time attribute. The IV is used as a starting value to set the
cipher in counter mode—Iline 4 in the Algorithm 1.

SIMECK-T from Algorithm 1 uses LROT32 and ROUND64 functions from SIMECK [62].
Lines 11-12 depend on the hash of the password. The constants psum and pmul are pro-
duced based on the sum and product of the bytes in the derived key, respectively, on the
XOR of its byte values. This means that the SIMECK-T algorithm is tweaked so that an
attacker cannot know upfront the number of external SIMECK rounds and the number of
internal TEA rounds.

In order to validate the proposed encryption algorithm against other suitable ciphers
for resource-constrained devices, a selection of algorithms that are well known for their
simplicity and efficiency are modified using the strategy already proven by the authors of
SPECK-R [19]. The encryption primitives are combined with dynamic substitution boxes
which are designed to retain the same cryptographic properties for the cipher but without
having to use the full number of rounds.

SPECK-R authors use RC4 as a key scheduling algorithm (KSA) to produce 3 substitu-
tion boxes [19]. This algorithm is known to contain vulnerabilities as described in [63-66].
In order to mitigate for that, it was replaced by a secure version called RC4D [20,22]. Three
substitution boxes are used exactly as shown in [19], but where applicable, the full ex-
panded key is used because the expanded keys are important for the SPECK and SIMON
ciphers [7]. The 7-round SPECK-R cipher uses a round key truncated to 7 32-bit words
despite the fact that the SPECK cipher on 64 bits using a 96-bit key size requires a 26-word
round key. Consequently, in our implementation [21], even though there are only 7 rounds
of SPECK-R, a full 26-word round key is used by cycling the full length of the expanded key.
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Algorithm 1: The proposed SIMECK-T algorithm [34]
Input: master_key[4], plaintext[2]

Output: ciphertext[2]

Initialize:

simeckrounds <+ 3

tearounds < 5

static ent +— IV

plain[2] <— split_uint64_to_uint32(cnt) ; // block counter mode encrypts cnt
keys[4] < {master_key[0], master_key[1], master_key[2], master_key[3]}
ciphertext[0] < plain[0]

ciphertext[1] < plain[1]

constant < OxFFFFFFFC

sequence <— 0x938BCA3083F

simeckrounds < simeckrounds + psum ; // depends on password

O© B3 S Ul B WODNR

[
_ o

12 tearounds ¢ tearounds + pmul ; // depends on password

13 for idx < 0 to simeckrounds - 1 do

14 ROUND®64(keys|0], ciphertext[1], ciphertext[0], temp);

15 constant + constant A OxFFFFFFEC;

16 constant <— constant V (sequence A 1);

17 sequence < sequence » 1;

18 ROUND®64(constant, keys[1], keys[0], temp);

19 Rotate keys left ; // keys[1] — keys[2], keys[2] — keys[3], keys[3]

— keys[1]

20 y < ciphertext[0];

21 z + ciphertext[1];

22 sum < 0;

23 delta < 0x9e3779b9 ; // a key schedule constant
24 for tearounds < tearounds - 1 to O do

25 sum < sum + delta;
26 y v+ ((z < 4) + keys[0]) @ (z + sum) @ ((z » 5) + keys[1]);
27 z + z+ ((y «4) + keys[2]) ® (y + sum) & ((y » 5) + keys[3]);

28 ciphertext[0] < y;
29 ciphertext[1] < z;

30 ciphertext[0] <— ciphertext[0] & plaintext[0] ; // block counter mode
31 ciphertext[1] <— ciphertext[1] & plaintext[1] ; // block counter mode
32 cnt+cnt+1;// block counter mode

The TEA [30], XTEA [53], XXTEA [67], SPECK [7], SIMON [7], and SIMECK [29]
ciphers are used to encrypt a 1 GB file that contains only bits of zero. The selection of these
two families of ciphers, TEA and SPECK, where SIMECK is also accounted for to be part of
the SPECK family by incorporating SIMON, is not arbitrary.

The tinyness of TEA is unequivocally unique in the history of cryptography. This
family of ciphers has received widespread public scrutiny and adoption in many indus-
tries. TEA emerged as the fastest cipher in literature surveys [35]. A more recent survey
presents SPECK as the fastest cipher [40]. The public scrutiny and adoption of SPECK as
a lightweight cryptography solution is also taken into account. The US National Security
Agency’s family of ciphers was not only a milestone in modern cryptography, the reputed
agency’s algorithms, SPECK and SIMON, were also a heads-up call for derivative work to
appear, reviving the design and use of ARX ciphers.
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Derived by enhancing these ciphers using the dynamic substitution layer of SPECK-
R [19] with RC4D [22], the ciphers called SIMON-R, SIMECK-R, TEA-R, XTEA-R, and
XXTEA-R are obtained. These are also used to encrypt the 1 GB file containing bits set
to zero.

NIST recommends a password-based key derivation function (PBKDF). Memory hard
techniques such as balloon hashing [68] and Argon2 [69] are incompatible with devices
with limited resources.

Algorithm 2 uses PBKDF2 [70] with 65000 iterations to produce a derived key based
on the given password. The counter-mode initialization vector (IV) is computed in a way
that prevents the same pair (IV, password) to be used twice. The file modification time
string of the input file is converted into a Fowler-No-Vo (FNV) hash [61], and this is used
as a seed for a pseudorandom number generator [60]. Since psum and pmul are checksums
based on the derived key, these two variables are used, along with the FNV hash of the
filename (without the extension), to obtain a unique IV on lines 12-13.

Algorithm 2: Derived Key Processing with PBKDF2
Input: Password passwd

Output: Processed values psum and pmul

1 PBKDEF2(passwd, derived _key, 65000) ; // Derive the key with PBKDF2
2 psum < 0;

3 pmul«+1;

4 fori < 0to3do

5 psum <— psum + derived _keyli] ; // Addition with overflow by design
6 L pmul <— pmul @ derived _key[i] ; // Multiplication with overflow

g

psum < psum mod 10 ;

(o)

pmul <— pmul mod 5;
9 IV < fnvia_hash(file_modification_time_str) ;
10 IV < IV + fsize + psum + pmul + fnvia_hash (filename) ;
11 srand (V) ;
12 fori < 0 to psum 4 pmul — 1 do
13 L IV < rand ();

A Meyer-Schilling detection code (MDC) using SIMECK-T is shown in Algorithm 3.
This code is used to build the PBKDF2 function in Algorithm 4.

In resource-constrained environments, it is not always easy to access file modification
times and sometimes filenames are not available at all. If this is the case, the IV should
simply be a random value, unrelated to the password. If this is manageable, the derived
key can also be configured to a random value, without the need for PBKDE2 [70].
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Algorithm 3: MDC-2 Hash Function using SIMECK-T Cipher for Encryption
Input: Data array data of length len, key array key
Output: Hash array hash with two 32-bit values

1 Pt«+ {0,0}; // Initialize plaintext block
2 Ct+ {0,0}; // Initialize ciphertext block
3 K1,K2+0,0; // Initialize hash values

4 fori<+ Otolen —1do
5 | Ptlimod 2] < Pt[i mod 2] @ (uint32(data[i]) < ((i mod 2) x 8)) ;

6 | if (i+1) mod2 =0 then
7 simeckTeaECB(key, Pt, Ct) ; // Encrypt Pt using SIMECK-T
8 K1 + K1 @Ct[0];
9 K2 + K2 @Ct[1];
10 Pt + {0,0}; // Reset plaintext block

11 if len mod 2 # 0 then

12 simeckTeaECB(key, Pt, Ct) ;
13 | K1+ K1®Cto];

14 | K2+ K2@Ct]1];

15 forj < Oto 15 do
16 | K1 K1 +4((K2A3) x 0x9e37799) & ((K2 > 5) + 0x9e377919) ;
17 | K2 < K2 +((K1A3) x 0x9e377909) @ ((K1 > 5) + 0x9¢377919) ;

18 hash[0] < K1;
19 hash[1] + K2;

Algorithm 4: PBKDF2 Key Derivation using MDC-2 based on SIMECK-T
Input: Password password with length password_len, Salt array salt with length

salt_len, Number of iterations iterations
Output: Derived key array key
1 result + {0,0},‘ // Initialize result hash values
2 temp < {0,0}; // Temporary hash storage
3 temp_buffer <— array of size 4 + salt_len +4; // Buffer for data preparation

4 fori < 1 toiterations do

// Prepare data for hash computation

5 | memcpy(temp_buffer, &i, sizeof(uint32_t)) ; // Copy block index
6 memcpy(temp _buffer + sizeof(uint32_t), salt, salt_len) ; // Copy salt
7 memcpy(temp _buffer + sizeof(uint32_t) + salt_len, &i, sizeof(uint32_t)) ;

// Copy block index again

// Perform hash computation
8 MDC2_Hash(temp _buffer, sizeof(TempBuffer), temp, (const uint32_t*)password )
// XOR result with temporary hash
9 result [0] < result [0] & temp [0] ;
10 result [1] < result [1] & temp [1];

// Copy the result to the derived key
11 memcpy(key, result, 2 x sizeof(uint32_t)) ;




Appl. Sci. 2025, 15,1279

10 of 34

3. Encryption Evaluation

This section thoroughly presents the theoretical setup to evaluate the security of the
encryption system. The randomness of the encrypted output produced by the proposed
algorithm is assessed using standardized statistical tests. The cipher strength is also
evaluated using cryptanalysis and statistical evaluation metrics.

3.1. Randomness of the Output

In order to compare the new ciphers with different numbers of rounds, the Na-
tional Institute of Standards and Technology (NIST) Statistical Test Suite [24,71] and the
AIS.31 [25,26,72] standard tests are used. The best cipher is selected and compared with
the proposed SIMECK-T algorithm and against the TErrestrial Trunked RAdio (TETRA)
TEAS3 cipher [32], which produces random output when only four rounds are used.

The law of the iterated logarithm (LIL) is also used because it was proven to detect
nonrandom characteristics when standard tests fail to do so [27]. LIL successfully detects
the randomness vulnerability in Debian GNU/Linux distributions that plagued many
software tools and services with cryptographic primitives [28].

A cipher is considered strong as long as the output is indistinguishable from true
random data [73]. Therefore, stating how well cryptographic augmentations on reduced-
round ciphers manage to produce random output is critical when selecting primitives for
creating new ciphers.

3.2. Cipher Strength

An ideal cipher is unbreakable by other means than brute force. For a decent key size,
this is an unfeasible attack that can take longer than the age of the universe. Password-
based key derivation functions, as specified by NIST SP 800-132 [70], can be used to defend
against weak passwords. Memory hard functions (MHFs) such as Argon2 also protect
against this kind of attack [69].

When a reduced-round version of a cipher can be approximated with a linear function,
or when a trail can be detected throughout the randomness of the output in relation to
the input with a certain bias, attacks that can break the cipher can be created. When
these vulnerabilities escalate to a large number of rounds, up to the full round cipher, the
algorithm is considered fully broken.

Anything that can help an attacker distinguish the specific cryptographic algorithm
from true random data is a characteristic of that cipher. Consequently, it is important that a
cipher does not have any.

3.2.1. The Avalanche Effect

The avalanche effect is a property of secure block ciphers, which requires that for
any bit that is flipped in the input, half of the output bits should be changed. The strict
avalanche effect requires that exactly 50% of the output bits be flipped, but this is hardly
met by any of the available ciphers, as a probabilistic feature.

Equation (7) defines the avalanche effect. For 64-bit ciphers, this criterion requires that
on average 32 bits are flipped in the output whenever a single random bit is changed in
the input.

AE(%) = #of changed bits in ciphertext
*) " total # of bits in ciphertext

x 100 7)
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3.2.2. Linear Cryptanalysis

Listing 1 shows the bias calculation function for finding linear approximations of
SIMECK-T.

Algorithm 5 was proposed by Mitsuru Matsui [74] in 1994 to find statistical biases
over a large number of plaintext and encrypted block pairs such that possible linear
approximations of the encryption function can be detected.

Algorithm 5: Mitsuru Matsui’s [74] first algorithm for guessing ¢ - k according to
Pascal Junod [75]
Input: An oracle (), a data complexity v (number of pairs), a, b, c, € (bias)

Output: A guess about c - k
1 Initialize a counter 7 to 0;

2 fori < 1tovdo

3 Generate a random plaintext x;;
4 Ask x; from Q) and get y; = fr(x;);
5 ifa-x;®b-y; =0then
6 m=m++1;

7 end

8 end

9 if € > 0 then

10 if /i1 > ¥ then

11 ‘ Output “c -k =07;
12 end

13 else

14 ‘ Output “c -k =17;
15 end
16 end
17 else

18 if /i1 > & then

19 ‘ Output “c -k =1";
20 end
21 else

22 ‘ Output “c -k =07;
23 end
24 end

Initially used on the Data Encryption Standard (DES) algorithm, Matsui broke the
8-round DES with a number of 22! pairs and the full-round DES with 247 pairs. The higher
the number of pairs, the better the accuracy of the algorithm.

Using a linear approximation attack on SIMECK requires a minimum of 2?4 pairs for
the 32/64 version [76], while SIMECK with a 128-bit key requires at least 2%° [76,77].

A linear attack on TEA requires a minimum of 262 pairs [78,79].
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Listing 1. Bias calculation function for linear approximations of SIMECK-T.
long int calculate_bias(uint32_t =plain0, uint32_t =

plainl,

1

O 0 NI O Ul = W

10
11
12
13
14
15
16
17
18
19

cipher has

uint32_t =xcipher0, uint32_t =cipherl, long int

num_pairs,

int guess_key) {
long int count = 0;
for (uint32_t i = 0; i

}

int p_pos = rand ()
int c_pos = rand()
int k_pos = rand ()

%
%
%

num_pairs; i++) {
32;

32;

8;

int p_bit = (plainO[i] >> p_pos) & 1;

int c_bit

int key_guess_bit =

if ((p_bit A c_bit)
count++;

}

(cipherl[i] >> c_pos) & 1;

(guess_key >> k_pos) & 1;

== key_guess_bit) {

return count — (num_pairs / 2);

The largest experimental linear attack we attempted against the proposed SIMECK-T

232

3.2.3. Differential Cryptanalysis

pairs, and the source code for the tool is available at [34] and requires 60 GB
of free hard disk space.

Algorithm 6 shows the corresponding distinguisher used to identify differential trails.

For such a distinguisher to be effective, a large number of randomly sampled pairs should
be available.

Algorithm 6: Generic Distinguisher for Permutations based on Pascal Junod [75]

Input: An oracle () implementing an unknown permutation U on B, a complexity

v, a differential (a,b), an acceptance function accept.
Output: A decision bit.

Initialize u < 0;
fori< 1tovdo

Pick x uniformly at random;
Query Q for U(x) and U(x + a);
if U(x +a) = U(x) + b then

Lu<—u+1;

return accept(u)
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Listing 2 constructs the hash table to count difference pairs in SIMECK-T.

Listing 2. Hash table algorithm for counting difference pairs during differential cryptanaly-

sis of SIMECK-T.
1 // Hash table size

2 #define TABLE_SIZE 10000007 // Prime number for hash
table size

3 DifferenceEntry =xhash_table;

4

5 // Hash function for the differences

6 unsigned int hash_function(uint32_t diffl , uint32_t
diff2) {
return (diffl = 31 + diff2) % TABLE_SIZE;

8 }

9

10 // Insert or increment the counter

11 void insert_or_increment(uint32_t diffl, uint32_t
diff2) {

12 unsigned int index = hash_function(diffl, diff2);

13 while (hash_table[index].count > 0) {

14 if (hash_table[index]. diffl == diffl

15 && hash_table[index]. diff2 == diff2) {

16 hash_table[index ]. count++;

17 return;

18 }

19 index = (index + 1) % TABLE_SIZE;

20 }

21 hash_table[index]. diffl = diffl;

22 hash_table[index]. diff2 = diff2;

23 hash_table[index].count = 1;

24 }

XOR-Based Differences

Differential cryptanalysis is a method used to analyze the security of symmetric
key ciphers, particularly block ciphers. This technique focuses on how differences in
plaintext input can affect differences in the resulting ciphertext output. By examining the
relationship between these differences, cryptanalysts can identify vulnerabilities in the
encryption algorithm.

In differential cryptanalysis, the difference between two plaintexts P; and P, is often
calculated using the following XOR operation:

AP = P; @ P,.

A differential pair is defined as a pair of plaintexts together with their corresponding
ciphertexts:
(Pl, Cl) and (Pz, Cz),

where C; and C; are the ciphertexts obtained after encrypting P; and P, using a secret key.
The difference between the ciphertexts is computed as follows:

AC =C1 8 Cy.
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The key focus of differential cryptanalysis is to understand how differences propagate
through the encryption process. Observing how an input difference AP leads to an output
difference AC, cryptanalysts can identify patterns that can indicate weaknesses in the cipher.

Cryptanalysts study the frequency distribution of output differences for a given input
difference. If certain output differences occur more frequently than expected, it may reveal
vulnerabilities in the cipher’s structure.

A differential characteristic describes the probability that a specific input difference
AP will produce a specific output difference AC. Analyzing these characteristics helps
assess the security of the cipher.

Rotational Cryptanalysis

Rotational differences capture the effect of cyclic shifts in the position of the bits.
Kovratovich et al. [80] introduces a rotational cryptanalysis of the cipher THREEFISH [56].

When RC5 [9] was published, the authors stated that 100 million trials with random
pairs of keys and text were used to check whether the data-dependent rotation amounts
were related to every bit in the text. The test verified whether flipping a bit in the text
determined that some intermediate rotation was a rotation of a different amount [9]. In our
implementation of differential cryptanalysis, the largest number of random pairs used for
finding trails is 107.

The result of rotating a value v; left by bits k, denoted as v; ROL k, shifts all bits k to
the left and wraps any overflow bits around to the right end.

The result of rotating a value v, right by bits k, denoted as v ROR k, shifts all bits k to
the right and wraps any overflow bits around to the left end.

The rotational difference between v, and v, can be defined as follows:

Avrot = (v1 ROL k) — (v2 ROR k)
or, in code-like notation,
result[0] = (v1[0] ROL k) — (v2[0] ROR k)

This rotation-based differential provides insight into how the bit positions shift
through the rounds of a cipher. The primary goal of rotational difference cryptanalysis is to
understand how small changes in rotation impact the propagation of differences.

Additive Cryptanalysis

Differential cryptanalysis based on additive operator introduces an approach for
analyzing block ciphers by examining how differences defined by addition propagate
through the cipher. Unlike traditional XOR-based differentials, additive differentials use
integer addition or subtraction to define and track differences, taking into account modular
arithmetic properties. This method is particularly useful in ciphers that involve modular
addition or rely heavily on arithmetic operations.

In additive differential cryptanalysis, the difference between two values v and v is
defined as follows:

Av,4q = (v1 — v2) mod 22

This expression, equivalent to computing

result[0] = (v1[0] — v2[0]) A OXFFFFFFFF
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in practical implementations, ensures that the result wraps around modulo 232 (32-bit
unsigned integer arithmetic). This definition captures the signed difference between two
values under modular conditions. Additive differentials are particularly relevant for
analyzing ciphers where addition is a primary operation, such as in Feistel networks or
ARX (Addition-Rotation—-XOR) cipher designs.

Additive differentials introduce unique properties compared to XOR-based differen-
tials. Unlike XOR, which captures bitwise differences, additive differentials focus on the
cumulative effect of subtracting values under a modulus. This accumulation highlights
specific propagation patterns in ciphers structured around integer addition.

When defined with modular subtraction (mod 2°2), additive differences exhibit wrap-
around effects as the values reach the boundary of 232. This wrap-around affects the
propagation of differences, particularly in ARX-based designs where modular addition is
central to the cipher.

OR-Based Cryptanalysis

The effect of the OR operator on pairs of bits introduces a distinct set of properties that
affect propagation patterns.
For two binary values X; and X5, we define the OR difference as follows:

AXor = X1 | Xo

where | represents the bitwise OR operator and AXpg provides a “union” of bits where at
least one bit is set.

Unlike XOR, where each bit can cancel out, OR-based differences tend to accumulate
bits. This affects the diffusion process of the cipher. Once a bit is set to 1 in an OR-based
difference, it remains set through all operations unless explicitly reset by the cipher’s
structure. OR-based differences are harder to “undo”, meaning that patterns persist more
strongly across rounds but may lack some of the subtlety XOR offers in canceling bits.

AND-Based Cryptanalysis

Unlike XOR, which captures bitwise differences, the AND operator focuses on the
overlap of bit positions set to 1 in both inputs. Thus, the AND-based difference between X
and X; is given by the following:

AXanD = X1 A X3

where A denotes the bitwise AND operator.

AND-based differences only retain bits set to 1 in both values. This property re-
sults in an accumulation effect similar to OR-based differences, but only for bits that are
jointly 1 in both inputs. Only bits that are consistently 1 across both inputs remain set
in AXanp. Differences in zeroed bits (0s) are “ignored”, meaning the propagation will
depend strongly on consistently shared bits. Since AND-based differences do not have can-
cellation properties, differences in shared bits tend to persist across rounds, accumulating
in predictable patterns.

3.3. Statistical Evaluation Metrics

Oladipupo et al. proposed a series of metrics to evaluate the security of the Hash
XOR Permutation (HXP) lightweight cryptosystem for images [31]. The metrics have been
used by Faragallah et al. in Improved-RC6 (IRC6) [12], to evaluate the security of IRC6,
where diffusion/confusion is obtained through a “Permuted XORed Bytes” (PXB) layer. A
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random file of any kind can be seen as a grayscale image with pixel values of 0.255 and a
size of M x N. When M = N = 32768, a 1 GB file is obtained.

In order to investigate the security of the proposed SIMECK-T algorithm, the metrics
from the work of Oladipupo are applied to an encrypted file of 1 GB [31]. The following
paragraphs describe the metrics involved and their significance.

3.3.1. Chi-Squared

In a random (securely encrypted) file, each byte should have equal probability, with
a uniform distribution close to 1/256 for each value. The test was introduced by Vaude-
nay [73] as a complementary method for linear and differential cryptanalysis.

The critical chi-squared value for a given degree of freedom (df) and significance
level (#) is obtained from statistical software or tables. In our case, n = 256 is the number
of values that a byte can take. The critical chi-squared value for df = n —1 = 255 and
a = 0.05 is approximately 293.248. This means that if the calculated chi-squared statistic is
greater than 293.248, we reject the null hypothesis at the 0.05 significance level.

Equation (8) is used to validate the uniformity of histograms. Histograms are graphical
representations of the distribution of byte levels in pixels of images [31,81]. If the cipher
image has a uniform histogram, it indicates a secure encryption scheme [31,82].

256 (O 2

2 (Ci —E)
8
X = E (8)

where i is a pixel value and O; is the observed frequency of each pixel value. For a grayscale

M x N image, the expected frequency is E = Aggé\’ . If the result of this equation is greater

than 0.05, the histogram is uniform; otherwise, the histogram is not uniform.
For an ideal random file (256 bins), the chi-squared score would be close to 255 but,
due to the small file deviations, this may vary.

3.3.2. Encryption Quality
Equation (9) represents the encryption quality (EQ) of the cryptosystem.

28 (fL(C) = fL(P))?
EQ = 9
Q L;O 56 ©9)

where P is the plain image and C is the cipher image, both of equal size. L gives the range

of values for each byte in P and C. Functions f1(C) and f1 (P) represent the occurrence of
each byte value, L, in P and C.

3.3.3. Mean Square Error

Equation (10) gives the mean square error (MSE). This is the distance between the
input, P and the output, C. A high value of MSE means better encryption quality.

1 M N
E— P i) — .2 1
MS MNZ;J;( (i,7) = C(i,)) (10)
where P is the plain image and C is the cipher image, both of size M x N. (i, j) represents
the grid location of pixels P(i, j) and C(i, j).
Equation (11) represents the peak signal-to-noise ratio (PSNR) and is used to measure
image fidelity. It compares the cipher image (C) and the plain image (P) in terms of quality.
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3.3.4. Peak Signal-to-Noise Ratio

2
PSNR = 10log, (;/g;) (11)

where I;;4y is the highest pixel value.

3.3.5. Structural Similarity Index Measure

Equation (12) gives the measure of the structural similarity index (SSIM) between two
images, P and C. These values range from —1 to +1. High values imply a high similarity
between the two images, while low values indicate a low similarity.

(2uppc + D1) (20pc + D)
(ﬂ% +u + D1) ((T;Z; +oZ+ Dz)

SSIM(P,C) = (12)

where y;, gives the luminance, which is the average of all the pixel values, and ¢, is the
standard deviation of all the pixel values. D1 and D, represent constant to steady division

with the feeble denominator. If the SSIM between the plain image (P) and the cipher image
(C) is low and close to —1, the system is secure.

3.3.6. Normalized Cross-Correlation

Equation (13) is the normalized cross-correlation (NCC). This metric also ranges from
—1to +1, and it measures the similarity between two images P and C. Values close to —1
indicate there is a strong correlation between P and C, while values close to +1 indicate a
weak, or no, correlation between the two images. A good cipher is represented by values
close to +1.

o TRy ) < (G~ o)
 MxN V/varp x varc
where M and N give the height and width of images P and C (they should have the same

NCC (13)

size) and P;; is the pixel of image P at row i and column j. y, and . are the means of
the pixels in images P and C, respectively, while varp and varc represent the variances of
images P and C, respectively.

3.3.7. Mean Absolute Error

Equation (14) defines the mean absolute error (MAE). If the value of MAE is greater
than 75, the image cryptosystem is considered secure. The higher the value of MAE, the
more secure the cryptosystem.

1 MN .
MAE = mg};w(w) —C(i,j)| (14)

where P(i, j) and C(j, j) are pixels at row i and column j of images P and C, respectively.

3.3.8. Normalized Absolute Error

Equation (15) represents the normalized absolute error (NAE). This is used to compare
the quality of an image (C) to that of a reference image (P). A high value indicates a low
image quality, while a low value means a high image quality.

A (PG, ) = € f))
Y PG, f)

(15)
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3.3.9. Maximum Difference

Equation (16) gives the maximum difference (MD), between two pixels at the grid
location (i, j), of the plain image P and the cipher image C. A high value implies that the
cryptosystem is more secure than a low value.

MD = MAX(P(i,j) — C(i,})) (16)

3.3.10. Average Difference

Equation (17) defines the average difference (AD). Given the random output of the
cipher, a high value means that the cryptosystem is not secure, while a lower value indicates
a secure cryptosystem.

1
AD = ——
MN

1

=
=

(P(i,j) = C(ij)) (17)

I
—

j=1

3.3.11. Structural Content

Equation (18) defines the formula for calculating the structural content (SC) between
the original image, P, and the processed image, Pm. A value of 1 indicates a high quality of
the processed image, while a higher value implies a low quality of the processed image.
This equation is a measure of the degradation of the processed image when compared to
an ideal image, P. For a secure cryptosystem, the value of SC should be high.

LN (p)?
5C= SN 2
Lij (Pmiz)

(18)

3.3.12. Two-Dimensional Correlation Coefficient

Equation (19) represents the two-dimensional correlation coefficient (2DCC). This
coefficient can be used to calculate the difference or similarity between two images. A low
value (or zero) means that the two images are different, while a high value implies that the
two images are similar.

LN (Pij = pp) % (Cij = pie)

(= )%) x (TG~ w)?))

where P(j, j) and C(j, j) are pixels at row i and column j of images P and C, respectively,

2DCC =

(19)

while pp, and pi. are the averages of the pixels in P and C, respectively.

3.3.13. Next Pixel Change Rate

Equations (20) and (21) define the net pixel change rate (NPCR) [31,83] and the uni-
fied average change intensity (UACI) [31,84], respectively. These formulas are used to
measure the resistance of a cipher to cryptanalysis attacks between two images P and
C. The ideal values for the two metrics are 99.6093% for NPCR and 33.4635% for UACI,
respectively [31,85].

Y DG, j)

E(i,f)
Lij 255

ACI = =222
uac M x N

(21)
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where D(i,j) = 0if P(i,j) = C(i,]); otherwise, D(i,j) = 1 and E(i,j) = abs(P(i,j) —
C(if))-
3.3.14. Correlation Coefficient

Equation (22) defines the correlation coefficient of adjacent pixels in an image [31,86]:

E(x)=1Y" %, D(x)=Ly" (xi—E(x))

— ) __ p(x) £0and D(y) #0

cov(x,y) = 3 XLy (i — E(x)) (yi — E(y))
where x; represents the grayscale value of a pixel, n is the number of pairs (x;, y;), and E(x)

and E(y) give the mean values of x; and y;, respectively. The result in the case of a secure
encryption scheme should be close to 0 [31,87].

3.3.15. Entropy

Equation (23) measures the entropy of an image cryptosystem.

2N—1
1
H(m) = P(m;)log,| —— 23
m) =L POonlogs (55,5 @)
where m is the image, 2V is the pixel sample space, m; represents pixel i of image m and
P(m;) is the probability of m;. The entropy H(m) of an image encrypted with a 2V pixel
sample space is N. Therefore, the cryptosystem is resistant to entropy attacks if the result of
the entropy analysis H(m) is close to N.

3.4. Performance Evaluation on Raspberry PICO

The performance evaluation of the proposed SIMECK-T encryption scheme was
implemented on a Raspberry PICO with a 2040 processor shown in Figure 1.

Figure 1. Raspberry PICO 2040 used for benchmarking SIMECK-T operations.

The code was compiled for the ARM architecture and installed bare metal on the
device. The groups of measurements are performed with microsecond precision and the
average is presented in the corresponding results section.

4. Results

4.1. Randomness of the Output
4.1.1. Analysis with NIST Statistical Test Suite

Table 1 shows the total number of failed NIST randomness tests for full-round ciphers.
Lower values are better and are shown with a green color. The statistical test suite [71]
comprises 188 tests and higher values are bad and are shown in red. The SPECK and TEA
families are winners, with TEA failing 0 tests in 6 rounds.
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Table 1. NIST Statistical Test Suite—number of failed randomness tests for full round
ciphers (lower is better).

SIMECK SIMON SPECK TEA XTEA XXTEA Rounds

2

3

3 20 4

92 1 2 4 5

7 0 3 0 6

0 1 1 1 7

0 0 0 1 8

6 1 0 0 0 9
6 2 1 2 3 10

0 0 0 1 0 11
160 0 3 0 0 1 12
61 0 1 2 0 0 13
11 0 0 2 0 0 14

Table 2 contains the results for reduced-round versions of the same ciphers modified
using the substitution boxes from RC4D [22] and the same approach as demonstrated
by the SPECK-R cipher [19]. SIMECK-R is an absolute winner, with XTEA-R coming in
second place.

Table 2. NIST Statistical Test Suite—the number of failed randomness tests for reduced
round ciphers (lower is better).

XXTEA- TEA-R  SIMECK- SIMON- SPECK- XTEA-R Rounds

R R R R
0 160 1

158 53 2

10 12 1 159 107 0 3
2 0 158 1 3 4

1 0 0 2 2 0 5

4.1.2. Analysis with AIS.31 Statistical Test Suite

Table 3 contains the total number of failed AIS.31 [26] tests for the full-round ciphers.
The test suite from [72] contains 11 tests, and in order to count the failures, it is considered
that any partially failed test showing nongreen output from the test suite is a failure. XTEA
and XXTEA are winners after only four rounds, and TEA follows in round 5.

Table 4 shows the results for the reduced round ciphers using the AIS.31 statistical
tests. SIMECK-R is an outstanding winner, failing 0 tests with only 1 round of encryption
enabled and keeping it low throughout the rest of the rounds.

It is very important to point out that for each test the complete number of rounds has
been analyzed using both statistical test suites. For example, the full-round SIMECK cipher
is 44 rounds, SIMON is 42 rounds, SPECK is 26 rounds, and the TEA family is 32 rounds.
All have been carefully analyzed both in original form and with the substitution boxes
inserted for SIMECK-R, SIMON-R, SPECK-R, TEA-R, XTEA-R, and XXTEA-R starting from
round 1 until the full version. It is quite obvious that substitution boxes using the SPECK-R
strategy [19] produce fewer failures in reduced-round versions of the ciphers.
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Table 3. AIS.31 Statistical Test Suite—number of failed randomness tests for full round
ciphers (lower is better).

SIMECK SIMON SPECK TEA XTEA XXTEA Rounds

2

6 6 7 3

o 1 s

7 5 0 0 0 5
7 1 0 0 0 6
5 0 0 0 0 7
5 0 0 0 0 8
1 0 0 0 0 9
1 0 0 0 0 10
0 0 0 0 0 11
0 0 0 0 0 12
0 0 0 0 0 13

Table 4. AIS.31 Statistical Test Suite—number of failed randomness tests for reduced round
ciphers (lower is better).

XXTEA- TEA-R SIMECK- SIMON- SPECK- XTEA-R Rounds

R R R R

8 8 0 6 5 3 2
2 2 0 3 3 0 3
0 0 0 2 0 0 4

The SPECK and SIMON ciphers are used with a 64-bit block size and a key length of
96 bits just as the original SPECK-R cipher [19]. SIMECK has a 64-bit block size and a key
length of 128 bits, just like the TEA family of ciphers.

It can be observed that the best cipher in terms of producing random output using as
few rounds as possible is SIMECK-R, according to the data in Tables 2 and 4. This cipher is
going to be used in order to compare it with SIMECK-T.

4.1.3. Analysis with the Law of Iterated Logarithm

For resources-constrained devices, the SIMECK-R dynamic substitution boxes are
an obvious bottleneck. Not only must the three tables be memorized and exchanged
based on certain thresholds, but each table takes 1024 bits, which may not be affordable
for medical implants and other healthcare devices, or even for mass production in smart
agriculture systems.

The proposed SIMECK-T cipher has none of these problems when at least 18 rounds
are used (3 rounds of SIMECK each containing 5 rounds of TEA). Although standardized
randomness tests are a norm for validating the output of ciphers [88], it has been shown,
with an emphasis on the NIST statistical tests [24], that weak ciphers can also successfully
pass them [89]. In order to further investigate the randomness of the SIMECK-T output,
the law of the iterated logarithm (LIL) suggested by Wang as a stronger validation was
used [27,28].

Figure 2 shows that the density function for the output of SIMECK-T closely follows
the expected curve. The results have been generated using the Java tool developed by
Wang [89,90]. A minimum of 1000 sequences is recommended for accurate testing and
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10000 have been used for the SIMECK-T cipher using a fixed number of SIMECK-3 and
TEA-5 rounds. That is, the pmul and psum variables in Algorithm 1 have been forced
to zero. The total variance (TV), the Hellinger distance (HD), and the root mean square
deviation (RMSD) show values lower than the required limit for true random data, which
means that SIMECK-T passes all tests. For random data obtained with the OneRNG true
random number generator (TRNG) [91], TV is 0.05325 < 0.09161, HD is 0.04715 < 0.08054
and RMSD is 0.00306 < 0.00607 for 1000 sequences.

Snapshot Testing Results of 10000 Strings (64KB)

— expect
N _| 1v.001960 ;ij;led
— expected< 0.02466
— HD: 0.02059

expected< 0.02318
(e 0]
O' ] RMSD: 0.00126

expected< 0.00158
N ]
o
o |
o

TV: Total variance, HD: Hellinger Distance, RMSD: root-mean-square deviation

Figure 2. Density function from the output of SIMECK-T.

Table 5 presents the minimal number of rounds that are necessary for each cipher,
augmented or not, to pass the LIL test. SIMECK-R is once again the best cipher, showing that
SIMECK is the best candidate for augmentation into a reduced round lightweight cipher.

Table 5. Law of iterated logarithm—minimal number of rounds for passing.

SIMECK SIMON SPECK TEA XTEA XXTEA
16 11 4 6 4 5
1 7 4 4 3 5
SIMECK-R SIMON-R SPECK-R TEA-R XTEA-R XXTEA-R

4.2. Cipher Strength Analysis
4.2.1. Avalanche Effect

SIMECK-T fails 0 tests from the NIST Statistical Test Suite [71] and the AIS.31 test
suite [72]. It also passes the randomness tests of other known test suites like Dieharder [92]
and ENT [93].

Tables 6 and 7 show the avalanche effect and the time required to compute the round
function using various numbers of rounds. It can be observed that, on average, half of the
bits are flipped when only 1 input bit is modified. This shows that the two ciphers have
good avalanche properties.
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Table 6. Avalanche effect data for SIMECK-R cipher across rounds.
Rounds 64 bit Avg Bit MinB.Fl. MaxB.Fl.  Time (s)
Blocks Flips

1 100 32.00 3 55 12.44
2 106 32.00 10 54 12.77
3 10° 32.00 10 55 13.13
4 10° 32.00 8 55 13.73
5 10° 32.00 11 54 13.77
5 10? 32.04 18 49 0.0014

Table 7. Avalanche effect data for SIMECK-T cipher.

64 bit Blocks Avg BitFlips ~ Min Bit Flips =~ Max Bit Flips Time (s)

10° 32.00 10 54 13.88
10° 32.00 10 52 13.84
106 32.00 11 54 13.90
102 32.06 18 48 0.0038
102 32.00 18 47 0.0038
102 32.02 18 48 0.0038

4.2.2. Linear Cryptanalysis

Given a sufficiently large number of random samples, a secure cryptosystem will
produce a bias closer to 0%.

Table 8 shows the results obtained for large numbers of pairs (plaintext, ciphertext),
with a percentage bias that converges to 0%. The largest pool of pairs randomly sampled
is 232 using memory-mapped files for hash tables. The goal is to identify suspect bit-level
linear relationships between the input and the output of the cipher.

Table 8. Best key guesses and biases.

Key Guess Number of Pairs Bias
EE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 108 0.011891%
1A 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10° 0.004373%
89 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10° 0.004798%
AC 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 232 0.001758%

An interesting pattern in Table 8 would require finding a bias that is not close to
zero—no interesting pattern has been found, suggesting that the encryption scheme is
resistant to linear trails.

A randomly generated key is kept constant during statistical searches, so that any
pattern has a sufficiently large collection of pairs to surface.

4.2.3. Differential Cryptanalysis

The results in Table 9 show the frequency of appearance and the respective percentage
for differential trails using different attack strategies.

For an ARX cipher, rotational, additive, and XOR-based differences are expected to
trigger a pattern. However, our results show that OR- and AND-based operations are more
susceptible to producing trails. This may be due to the external rounds of SIMECK, but
we expect that most trails are canceled by performing the XOR operation with a constant
inside the TEA inner rounds.
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Table 9. Most frequent output differences for different attacks.
Most Freq. Output

Attack Type Diff. (Hex) Frequency Percentage

i (79357347, 50
XOR-based 018D019B) 1 1.0 x 107°%

. (3D3E7347, 5,
Rotational 3479019B) 1 1.0 x 107%

. (86B57347, 50
Additive CC39019B) 1 1.0 x 107%

I (B27D7347, 50
OR-based B079019B) 2 2.0x107°%

i (00208007, ~50
AND-based 4D39019B) 2 2.0 x107°%

Table 9 shows no bias far from zero, which means that no interesting pattern is found.
The goal is to identify suspect relationships (differential trails) when the difference between
two plaintext blocks encrypted with the same password is known.

4.3. Statistical Evaluation Metrics
4.3.1. Chi-Squared

For 1 GB of data, we obtain a value of 251.546, which is greater than 0.05, meaning that
the histogram is uniform. The full-round SIMECK has a value of 244.252 and full round
TEA is at 268.299.

4.3.2. Encryption Quality

Our cipher yielded an encryption quality of 8.853 x 10°. The higher this value, the
better the encryption quality of the cryptosystem. For full-round SIMECK, the encryption
quality is 7.273 x 10°, while full-round TEA has an encryption quality of 7.467 x 10°. The
proposed SIMECK-T has a better encryption quality.

4.3.3. Mean Square Error
The mean square error obtained from our experiments is 1.09221 x 10%. The full-round

SIMECK has a mean square error of 1.09225 x 10%, while the full-round TEA has a mean
square error of 1.09222 x 10*. These values are comparable with those of SIMECK-T.

4.3.4. Peak Signal-to-Noise Ratio
Low values of the PSNR indicate a secure cryptosystem. The value resulting from our

experiments is 25.7373. The full-round SIMECK has a PSNR value of 25.7368, while the
full-round TEA has a PSNR of 25.7372. These values are similar to SIMECK-T.

4.3.5. Structural Similarity Index Measure

The value obtained in our experiments for the measure of the structural similarity
index is 1.362 x 1072, Full round SIMECK has 1.362 x 102 and full round TEA has
1.362 x 10~2. The values are comparable with those of SIMECK-T.

4.3.6. Normalized Cross-Correlation

Our cryptosystem yielded a normalized cross-correlation value of 2.630 x 10~°. The
normalized cross-correlation obtained by full-round SIMECK is —7.306 x 10—, while full
round TEA obtains a value of 5.086 x 107°. In all cases, the normalized cross-correlation is
close to 0.
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4.3.7. Mean Absolute Error

The mean absolute error for our cryptosystem is 85.330. The full-round SIMECK has a
mean absolute error of 85.332, and the full-round TEA has a mean absolute error of 85.330.
The values are identical /very close to each other.

4.3.8. Normalized Absolute Error

The value of the normalized absolute error obtained through our experiments is
6.692 x 10~!. The same value is obtained for the full-round SIMECK and full-round TEA.

4.3.9. Maximum Difference

Our experiments resulted in a maximum difference value of 2.55 x 102. The value for
SIMECK for all round and TEA for all round is the same.

4.3.10. Average Difference

Our result for the average difference is —7.548 x 10~3. The full-round SIMECK has an
average difference of 3.169 x 10~#, and the full-round TEA has an average difference of
—3.505 x 10~3. All values are very close to 0.

4.3.11. Structural Content

During our experiments, we obtained a value of 9.9990 x 10~!. Full round SIMECK
has a structural content value of 9.9999 x 10!, while full round TEA has a structural
content value of 9.9995 x 10~ 1.

4.3.12. Two-Dimensional Correlation Coefficient

Through our experiments, we have obtained a value of 2.630 x 10~°. The value for the
full-round SIMECK is —7.306 x 10~° and for full round TEA is 5.086 x 10~°. These values
are close to 0.

4.3.13. Next Pixel Change Rate

We obtained a value of 9.9609 x 10! for NPCR and 3.3463 x 10! for UACIL. The same
value was obtained for the full-round SIMECK and full-round TEA.

4.3.14. Correlation Coefficient

The value we obtained through our experiments is 2.630 x 10~>. The SIMECK corre-
lation coefficient is —7.306 x 10~°, while the correlation coefficient for full-round TEA is
5.086 x 10~¢. All values are close to 0.

4.3.15. Entropy

Our value is 7.99999983 (N = 8). The entropy for full round SIMECK is 7.99999983,
and for full round TEA, it is 7.99999981. All values are very close to the ideal value of 8.

4.4. TETRA Cryptographic Primitives

TETRA ciphers are stream ciphers. Both TETRA TEA2 and TEA3 pass the NIST
statistical tests [71] but TEA3 behaves better when using a reduced number of rounds.
Since both ciphers are considered unbroken, a reduced-round version of TEA3 has been
tested as a candidate for lightweight cryptography. The measurements have been made
on an Intel i7 running GNU/Linux using the reverse-engineered source code published
by [32]. The results for the reduced-round TETRA TEAS3 cipher are shown in Table 10.
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Table 10. TErrestrial Trunked RAdio (TETRA) TEA3 cipher performance across rounds
with a keystream size of 1 KB.

Rounds 64 bit Blocks Time (s)
1 1,048,576 8.97
2 1,048,576 17.84
3 1,048,576 28.34
4 1,048,576 35.00

The TETRA TEAS3 cipher has 80-bit encryption keys and shows promising protection
levels when four rounds are used, which makes it a bit slower than the SIMECK-R and
SIMECK-T ciphers. The table used for the substitution box must be stored in memory, and
has been criticized in [32], and also requires access to memory and storage space. This level
of protection is not achievable on the default 51-byte keystream size; a minimum of 1 KB is
recommended according to the NIST statistical tests [24].

4.5. Performance Evaluation on Raspberry PICO

The PBKDE2 function with 65.000 iterations takes 7.572 milliseconds to run. For 30.000
iterations, it takes 3.494 milliseconds. For 10.000 iterations, it takes 1.165 milliseconds, and
for 1.000 iterations, it takes 0.116 milliseconds.

A single encryption in counter mode takes 0.00873 milliseconds and in electronic
codebook mode 0.00327 milliseconds.

By modifying the number of SIMECK rounds to five and the number of internal TEA
rounds to seven, the following results are obtained:

A single encryption in counter mode takes 1.038 x 10~2 milliseconds and in electronic
codebook mode 3.31 x 103 milliseconds.

The PBKDEF2 function with 65.000 iterations takes 10.422 milliseconds to run. For 30.000
iterations, it takes 4.810 milliseconds, and for 10.000 iterations, it takes 1.603 milliseconds.

5. Discussion

Lenstra [94] estimates the strength of a key size based on the cost of breaking a DES [95]
cipher key. The original name of this cipher is LUCIFER [96], having a key size of 128 bits.
This key was reduced to 56 bits. Sufficient protection is defined as the cost involved in
breaking the DES cipher in 1982, where y is the current year and A is the key length.

3(A — 56)

y(A) = 1982+ =

(24)
2(y —1982)
3

Although outdated, Moore’s law [97] is taken into account. According to Equation (24),
y(80) = 2018, which means that 80-bit keys should no longer be used, starting with 2019.

Equation (25) predicts that, for 2025, a minimum key size of A(2025) = 85 bits
is required.

A(y) =56+ (25)

However, an 80-bit key can be accepted as a decent security level for IoT devices, as
shown in the following analysis.

The power of TOP500 [98] contains exascale-capable supercomputers. For a crypto-
graphic cipher designer, this means, in the worst-case scenario, that such a machine can be
used to brute force more than 1 quintillion passwords per second. For an 80-bit key size,
this means that it can be recovered theoretically in 280 /218 = 262 seconds. The measured
performance in TOP500 [98] is for floating point operations in double precision. Simple
operations like ARX ciphers can reasonably be expected to happen orders of magnitude
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faster, and specialized hardware can be designed for even faster brute-forcing capacity. But
the costs for such a computation simply outweighs any hopes for finding a needle in a
280 space.

However, for such a key length to offer protection, the key values need to be random.
The ASCII table has 95 printable characters, which means that, if the key is 10 bytes, each
byte will be covered by 95 symbols instead of the full 256.

A 95 symbol byte for a key size of 80 bits is 95° which lies between 252 and 2%
practically reducing the key size to something easy to brute force. This is true when the
symbols are placed with equal probability. If not, the actual search space for the key

is smaller.

278 279

A 96-bit key with 95 symbols means 95'? possibilities which lie between 278 and
when the symbols have the same probability of appearing in the password.

As a consequence, a tunable password derivation function is required to mitigate
brute-force attacks. The number of rounds in the password derivation function could
increase depending on the quality of the password and the current year [34].

A 64 bit block cipher in counter mode requires a new key every 2"/2-16 blocks [99],
which means that a new key should be deployed/generated for every 512 KB of encrypted
data. A strategy like this cannot be envisioned on ciphers with a 32-bit block size because
given n = 32, a new key would be required for every 4 bytes of plaintext.

An improved SIMECK round function [100] could be important for the proposed
SIMECK-T cipher, where a block size of 64 bits is used instead of 32 as in [100], and the
encryption key is 128 bits. An increase in the number of rounds to 5 SIMECK rounds, each
containing 7 TEA rounds (a total of 40 rounds), should be applied whenever this is not a
drawback for the limited resources.

The fact that SIMECK-T successfully produces random output is very important.
The cipher passes the x? test introduced by Vuadenauy [73], and the law of the iterated
logarithm tests in all three forms, weak, medium, and strong, introduced by Wang [28,89].
The metrics used by Oladipupo et al. [31] are also passed.

The net advantage of SIMECK-T over SPECK-R [19], or over the newly discovered
SIMECK-R cipher, which has also been made available as free software [101], is the lack
of substitution boxes. No lookup memory is required, there are no side channels, and no
communication bottleneck is perceived since all operations can be performed in local 32-bit
registers. This also means that any available memory on a resource-constrained device
can be used for other purposes. For IoT devices, variables that are stored in memory—and
more importantly the tables—constantly draw power from scavenged resources and battery
supplies. For this reason, even though lightweight cryptography approaches like that
demonstrated by SPECK-R [19] can offer decent protection levels, an ARX solution like
SIMECK-T is lighter in resources and easier to implement.

A 128-bit block size for lightweight cryptography is not always applicable. A 32-bit
block size is sometimes used, but it is too little by modern standards. A 64-bit block size
like the one in SIMECK-T seems to be the right choice, and a 128-bit key that changes every
512 KB offers sulfficient protection [99]. The SPECK-R algorithm only uses a 96-bit key [19].

The role of the psum and pmul variables that depend on the derived key and the pass-
word in Algorithm 1 is to defeat neural classifiers which have been shown to successfully
attack reduced rounds of ciphers with small block sizes [102].

6. Conclusions

Lightweight cryptography is an important challenge for resource-constrained devices
and the Internet of Things.
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A selection of Addition—-Rotation—XOR (ARX) block ciphers, designed for software
implementations, were improved using the dynamic substitution layer of SPECK-R [19].
Reduced-round versions of these augmented ciphers were compared to produce pseudo-
random output, and SIMECK was found to be the best performing candidate in the form
of SIMECK-R.

Based on the operators within the round function of SIMECK and the one used by
the TEA cipher, also performing very well in our tests, a lightweight encryption scheme
was obtained using only ARX instructions based on existing SIMECK [29] and TEA [30]
algorithms. The encryption scheme was based on a 64-bit block size and 128-bit keys,
suitable for resource-constrained devices.

The performance of the new algorithm in electronic code book (ECB) mode and in
counter mode (CTR), was studied on a Raspberry PICO 2040 device. Implementation of a
password-based key derivation function (PBKDF) was also evaluated, using SIMECK-T as
the back-end and MDC-2 to create a hash function. The results show that the encryption
scheme is very fast.

The proposed encryption scheme combines 3 rounds of SIMECK with 5 internal
rounds of TEA for a total of 18 rounds. Where possible, we recommend that 5 rounds of
SIMECK be combined with 7 rounds of TEA for a total of 40 rounds. Our tests on Raspberry
PICO show that the performance impact is negligible.

The NIST statistical tests [24] and the AIS.31 [25,26] standards have been used to
validate the randomness of the output produced by SIMECK-T. Most importantly, SIMECK-
T has been shown not only to be very fast but also to successfully pass the law of the
iterated logarithm (LIL) proposed by Wang as a stronger requirement for pseudorandom
generators [28,89].

Several evaluation metrics have been used to show that the encryption scheme is
secure compared to other solutions. The x? test proposed by Vaudenay [73] shows that
SIMECK-T produces random output.

Linear and differential cryptanalysis have been attempted in the proposed encryption

scheme using custom tools made available as free software [34]. A number of 232

pairs of
random plaintext and corresponding ciphertext blocks were sampled without finding any
linear patterns. For differential cryptanalysis, a pool of 107 differential pairs was sampled
without detecting any relationship.

Characteristic Automated Search of Cryptographic Algorithms for Distinguishing
Attacks (CASCADA) is a Python-based software library that can be used for the automatic
analysis of ARX ciphers [103] or encryption schemes such as SIMECK-T. It is based on
modulo theories of satisfiability (SMT) and SMT solvers, and it requires that encryption
primitives are ported within the framework [104].

The proposed encryption scheme was implemented in block counter mode (CTR),
which is parallelizable but does not provide authentication. Galois/Counter Mode (GCM)
can be implemented in order to achieve both parallelization and authentication, although
devices with very limited resources may be better suited for the actual mode of operation.

White-box cryptography aims to implement algorithms in software so that secret keys
remain secure, even when faced with white-box attempts to extract them from the software
itself [105]. A white-box implementation of SIMECK-T should add an additional layer
of security [106], most importantly one-wayness [107], preventing decryption when the
algorithm runs in hostile environments.

Author Contributions: Conceptualization, A.-A.A.; methodology, A.-A.A ; software, A.-A.A., P.C.
and R.-D.C.; validation, A.-A.A., P.C. and R.-D.C; investigation, A.-A.A., P.C. and E.-A.C; resources,
A.-A.A,PC.and E.-A.C,; data curation, P.C. and E.-A.C.; writing—original draft preparation, A.-A.A.
and E.-A.C.; writing—review and editing, P.C. and E.-A.C.; visualization, A.-A.A.; supervision,



Appl. Sci. 2025, 15,1279

29 of 34

A.-A.A.; project administration, A.-A.A.; funding acquisition, A.-A.A. All authors have read and
agreed to the published version of the manuscript.

Funding: This paper benefited from financial support through the Program on “Supporting the
research activity by funding an internal grant competition—SACER 2023”, Politehnica University
Timisoara, Competition 2022.

Data Availability Statement: The data associated with this article are fully reproducible. The true
hardware number generator data and the analysis provided by statistical tests for encrypted files
are available at https:/ /staff.cs.upt.ro/~alin.anton/BANPUMP/datasets /SIMECK-T accessed on
(11 November 2024). Data are available under the terms of the Creative Commons Zero “No rights
reserved” data waiver (CCO 1.0 Public domain dedication).

Conflicts of Interest: The authors declare no conflicts of interest. Sponsors had no role in the design
of the study; in the collection, analysis, or interpretation of the data; in the writing of the manuscript;
or in the decision to publish the results.

Abbreviations

The following abbreviations are used in this manuscript:

2DCC Two-Dimensional Correlation Coefficient

AD Average Difference

AES Advanced Encryption Standard

ARX Addition—-Rotation—-XOR

BSI Federal Office for Information Security

CASCADA Cbafactelrist.ic Automated Search of Cryptographic Algorithms for
Distinguishing Attacks

CTR Counter Mode

DES Data Encryption Standard

ECT Electronic Code Book

EQ Encryption Quality

ETSI European Telecommunications Standards Institute

FELICS Fair Evaluation of Lightweight Cryptographic Systems

FNV Fowler-No-Vo

GCM Galois Counter Mode

GPUs Graphic Processing Units

HD Hellinger Distance

HXP Hash XOR Permutation

IIoT Industrial Internet of Things

IoT Internet of Things

IRC6 Improved-RC6

v Initialization Vector

KSA Key Scheduling Algorithm

LIL Law of the Iterated Logarithm

MAE Mean Absolute Error

MD Maximum Difference

MDC Meyer-Schilling Detection Code

MHEF Memory Hard Function

MSE Mean Square Error

NAE Normalized Absolute Error

NCC Normalized Cross-Correlation

NDA Non-Disclosure Agreement

NIST National Institute of Standards and Technology

NPCR Next Pixel Change Rate

NSA National Security Agency
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PBKDF Password-Based Key Derivation Function
PSNR Peak Signal-to-Noise Ratio

PXB Permuted XORed Bytes

RAM Random Access Memory

RFID Radio-Frequency IDentification
RMSD Root-Mean-Square Deviation

ROM Read-Only Memory

SC Structural Content

SHA Secure Hash Algorithm

SIMD Single Instruction Multiple Data
SMT Satisfiability Modulo Theory

SSIM Structural Similarity Index Measure
STS Statistical Test Suite

TETRA TErrestrial Trunked RAdio

TRNG True Random Number Generator
TV Total Variance

UACI Unified Average Change Intensity
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