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Abstract

Recent technological advances in communication networks, intelligent devices, power
electronics, and phasor measurement units have significantly transformed the operation
of modern power systems. This evolution gave rise to smart grids, which enable the flow
of real-time information on the operational state of the grid and of control commands
across multiple communication infrastructures, using a variety of protocols and standards,
between control centers and devices deployed throughout the grid’s physical structure.
At the same time, it has exposed power systems to new challenges and threats, due to the
vulnerabilities inherited from the different components they integrate. Attackers have a
variety of attacks at their disposal, by which they can disturb the availability of electricity
as well as cause damage to the smart grid’s physical structure. Therefore, cybersecurity has
become an important aspect of the smart grid concept. This field of research has attracted
the attention of many researchers, and in the last decade or so, the number of studies
on the cyber-physical security of smart grids has surged significantly. Proportionally, an
important number of survey papers were published as well. It has therefore become more
difficult to navigate literature on the topic of smart grid cyber-physical security due to
the large number of papers, the complexity of the grid’s structure, and the variety of
attacks, resolution methods, and techniques. To address this issue, in this work, we present
a comprehensive review of existing literature reviews on the topic of smart grid cyber-
physical security. We reviewed 100 survey papers, which were categorized into general
surveys, attack-specific surveys, method-specific surveys, and component-specific surveys.
We discussed and highlighted research tendencies in terms of attacks and methods used
to protect smart grids. Additionally, we presented an overview of the different research
challenges and possible future directions.

Keywords: smart grid; microgrid; cyber-physical security; cyber-physical attack; survey
of surveys

1. Introduction

Over the years, power systems have witnessed major changes with the integration of
information and communication technology, smart inverters, smart sensors, distributed
energy resources (DERs), and smart meters, leading to the emergence of the smart grid (SG)
concept. SGs aim to revolutionize power systems by introducing efficient energy produc-
tion, optimizing energy demand and supply, lowering electricity prices, and reducing CO,
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emissions. The technological advancements in renewable energy sources (RESs), power
electronics, and energy storage systems (ESSs) have encouraged the deployment of DERs
at the distribution level, and resulted in microgrids rapidly evolving as well. Supervisory
Control and Data Acquisition (SCADA) encompasses sensors, intelligent electronic de-
vices (IEDs), programmable logic controllers, and remote terminal units (RTUs). It collects
and analyzes the power system’s data for monitoring and control purposes. At the trans-
mission level, phasor measurement units (PMUs) enhance power system observability by
timestamping measurements using the Global Positioning System (GPS). At the customer
level, smart meters provide advanced measurement capabilities such as consumption
data reporting, outage detection, and energy efficiency [1]. They also provide two-way
communication capabilities, allowing utilities to emit commands and control messages [1].
The evolution of power systems has exposed them to new types of threats and chal-
lenges. SGs integrate a multitude of components issued by different vendors and manufac-
turers, and each component exhibits several vulnerabilities. The SG, therefore, inherits the
vulnerabilities of its different components. Particularly, the integration of communication
networks in power systems provides an attractive surface for attackers to initiate and
propagate their attacks. Indeed, numerous historical incidents demonstrate that power
systems have been targeted by cyberattacks. Although the attack on the Ukrainian power
infrastructure in 2015 remains the most prominent and well-known, numerous cybersecu-
rity incidents involving power systems and other critical infrastructures have taken place
recently (Table 1). A variety of cyber-physical attacks targeting the communication layer,
the cyber layer, and the physical layer of the grid have emerged [2], such as False Data
Injection (FDI), Man-in-the-Middle (MitM), message replay, and Denial-of-Service (DoS).
These attacks aim to disrupt the stability of the grid’s functioning and the availability of
electricity. Cyber-physical security has become an integral part of the SG concept.

Table 1. Recently reported cybersecurity incidents in ICSs.

Year Attack Target Description Ref.
Operators discovered a second version of the
Industroyer2 . Industroyer malware that was used in the 2015 attack.
2022 (malware) Power plant, Ukraine The malware targets circuit breakers with the aim of [31
causing blackouts.
DESFA (Natural gas
2022 Ransomware distributer), Greece System outage and data exposure. [4]
. . . . Hackers compromised servers, blocked access to
Gestore dei Servizi Energetici , .
2022  DoS systems, and suspended access to the agency’s website  [5]
(Energy agency), Italy
for a week.
. . . Hackers targeted Lithuania’s state-owned energy
2022  DDoS Energy provider, Lithuania provider in a DDoS attack. [5]
The company shut down its pipeline system for a few
2021 Ransomware Colonial pipeline (oil/fuel days in response to the attack. Although the company [6]

pipeline), US

paid the ransom, the data encrypted by the

ransomware could not be restored.

The field of SG cyber-physical security has gained attention over the past decade, and
many research areas have emerged (Figure 1). Vulnerability assessment, or vulnerability
analysis, consists of identifying potential weaknesses in the system and determining the
extent of the resulting damage to system operation [7]. Attackers typically exploit vul-
nerabilities that remain undiscovered or insufficiently secured, underscoring the critical
importance of this research domain. Research on attacks focuses on designing and evaluat-
ing effective attack strategies, as well as modeling systems under adversarial conditions. In
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contrast, research on attack countermeasures is the most active area in SG cyber-physical
security, encompassing the design of methods for attack detection, mitigation, and pre-
vention. Some countermeasures are designed specifically for a particular attack, whereas
others secure SGs against multiple attacks. Researchers’ interest in testbeds and simulators
has increased with the need to study and evaluate new methods, protocols, technologies,
and vulnerabilities in SGs. Testbeds allow the modeling of SGs for testing purposes without
posing any risk to the structure’s physical components, systems, and electricity availability.
Researchers have also taken an interest in studying existing protocols, standards, and
security frameworks, their limitations, and possible enhancements and alternatives to
increase the grid’s cyber-physical security against attacks.

Vulnerability

Countermeasures assessment
Smart grid
cyber-ph.ysmal Testbeds
attack security ~and
modeling simulators
Security
standards and
protocols

Figure 1. SG cyber-physical security research areas.

The SG is a complex structure as it generally extends over a large geographical area
and integrates various components. The complexity of the grid’s structure, the variety
of attacks, the multiple research areas, and the growing interest of researchers in this
field have resulted in a plethora of research works on the cyber-physical security of SGs,
notably works proposing different attack scenarios exploiting vulnerabilities within the
grid’s structure, and works designing countermeasures against these attacks. This surge
in the literature on SG cybersecurity, in turn, has led to the emergence of review papers
proposing different taxonomies for attacks and countermeasures, as well as papers that
provide an overview of the topic and its different research areas and key concepts. Although
a significant number of these review papers provide a general overview of the field of
SG cybersecurity, most papers tend to focus on a particular attack, technique, and/or
component. This is due to the complex structure of the grid, the variety of attacks targeting
it, and the diversity of techniques that can be adapted to countering attacks. While this is a
beneficial outcome, the increased number of papers and surveys may be challenging when
approaching the subject for the first time, especially when researchers are yet to become
familiar with the grid’s architecture, attacks, and countermeasure techniques. Additionally,
navigating proper literature can become a time-consuming process, even for researchers
who are already familiar with the field of SG cybersecurity, since search results must be
filtered thoroughly. Consequently, there is a growing need for a systematic guide to help
navigate the existing literature, both for readers already familiar with the field and for
newcomers exploring the topic of SG cyber-physical security for the first time. Following a
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systematic research methodology, we retrieved 100 literature reviews on the topic, which
reflects the considerable interest in this research area. Motivated by this, we present in
this work a comprehensive guide that systematically reviews existing literature reviews
on SG cyber-physical security, highlights the key research areas and concepts of the field,
and facilitates the process of navigating relevant literature. Moreover, it can offer a starting
point for new researchers. The present manuscript seeks to review existing surveys on the
cyber-physical security of SGs and reveal important findings, including research trends
and future directions. Figures 2 and 3 depict the distribution of surveys per year and
category, respectively.

2011
2012
2013
2014
2015
2016
2017
2018
2019
2020
2021
2022
2023
2024
2025

0 5 10 15

Figure 2. Distribution of survey papers per year.

Method
16.8%

Figure 3. Percentage of survey papers per category (general, attack-specific, method-specific, component-
specific).

This paper is organized as follows: in Section 2 we describe the research methodology
and paper selection process that we followed to retrieve relevant literature for our survey.
Section 3 provides a background on SG cybersecurity. Our review of reviews is conducted in
Section 4, and discussed in Section 5. Section 6 summarizes the different research challenges
faced by research on SG cyber-physical security. Finally, the limitations of this work and
the conclusions are presented in Sections 7 and 8, respectively.
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2. Research Methodology

A Systematic Literature Review (SLR) is a literature review in which the authors follow
a well-defined process to analyze and interpret existing research relevant to a research
question or phenomenon [8]. A literature review is referred to as a secondary study, where
primary studies refer to empirical studies contributing to a secondary study [8].

The growing interest in SG cyber-physical security, combined with the complexity of
the grid’s structure and the diversity of attacks targeting it, has led to a surge in research,
including numerous literature reviews. Consequently, there is a pressing need to track
and organize these reviews. This SLR aims to serve as a practical guide, providing a
comprehensive overview of the topic to help researchers navigate the extensive body of
literature and identify the most relevant reviews for their work. It also aims to support
new researchers in the field by offering a clear starting point, helping them avoid becoming
overwhelmed by the vast amount of available literature.

In this review, we conducted an SLR on secondary studies, i.e., existing literature
reviews on the cyber-physical security of electric grids. This type of work is referred to as a
tertiary study [9]. The first step consists of identifying the need for a literature review by
finding research gaps in existing literature. Several research questions were then identified,
which we attempt to answer in our work. We define inclusion and exclusion criteria to
select relevant literature. A number of quality assessment criteria were then defined to filter
selected literature and obtain the final set of literature to be reviewed in our study. Finally, a
search process was established and conducted on several databases using a set of keywords.

2.1. Paper Selection Criteria

Research questions are the foundation of an SLR, guiding the entire process. To address
the issues outlined earlier, we formulated specific research questions that will be the central
focus of this SLR:

Q1: How is the research focus on SG cyber-physical security evolving over the years in
existing literature reviews?

Q2: How can we classify the existing reviews?

Q3: Which cyberattacks on SGs have been the focus of researchers?

Q4: What methods are used in securing grids against attacks?

Q5: Which challenges are being faced by research on SG cybersecurity?

These questions help define the scope of this review and its key objectives. To be able
to only select survey papers that are relevant to our research amid the large number of
search results, we defined our inclusion and exclusion criteria. Surveys that fall into one or
more of the following categories were included in our research:

I1:  Works that review the cyber-physical security of SGs in general.

I2:  Works that review existing countermeasures for attacks on SGs.

I3:  Works that review attacks, vulnerabilities, and attack vectors on SGs.

14:  Works that review the cyber-physical security of a particular component in the SG.
I5:  Works that review countermeasures against a particular attack on SGs.

The inclusion criteria help us determine which survey papers fall within the scope of
SG cybersecurity to keep during the selection process. They are applied by reading both the
title and abstract of the paper, and in some cases, by reading through the rest of the paper.
The selected papers must revolve around the topic of SG cybersecurity. Due to the variety
of attacks and complex architecture of SGs, these criteria aim to include both papers that
are general and papers that are particular to a certain attack, method, or component. On
the other hand, surveys that fall into one or more of the following categories were deemed
irrelevant for our research:
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E1l: Works that do not focus on electric grid cyber-physical security.

E2: Works on the security and resilience of electric grids that focus on aspect other than
cyber-physical security and attacks.

E3: Works on the security of cyber-physical systems (CPSs) or industrial control systems
(ICSs) in general.

These exclusion criteria ensure that we stay within the boundaries of the scope of this
research. Although the inclusion criteria are enough to select only papers that are relevant
to our topic, some papers on the cybersecurity of CPSs and ICSs have also ended up in
our search results due to the smart grid keyword, as well as keywords related to attacks.
These papers do not provide a comprehensive review of SG cybersecurity, as SGs are only
considered an example of CPSs under the threat of attacks. Moreover, we noticed that an
important amount of work on the protection and resilience of power systems to various
events also made it into our search results. Although these works are relevant to the field
of SG cybersecurity, attacks are only considered as a case study at most, and therefore, they
do not provide an extensive review on the topic of SG cybersecurity, attack implementation,
and attack detection. By combining the inclusion and exclusion criteria defined above, we
ensure that only relevant papers have been selected for our review. Finally, surveys that do
not comply with the following quality assessment criteria were eliminated:

QA1: The survey must provide a comprehensive review of existing literature.
QAZ2: The survey must introduce a novelty compared to previous works.

These criteria ensure that the selected papers offer a sufficiently comprehensive and
systematic review of the literature. Moreover, the paper must not introduce redundancy
with existing literature. To maintain objectivity and consistency in literature selection, all
retrieved papers were systematically reviewed by the authors. The first author conducted
the initial literature search and applied the predefined inclusion and exclusion criteria.
Subsequently, each author independently screened the papers and decided whether to
include or exclude each paper based on the quality assessment criteria. Any paper for
which the authors disagreed was resolved through discussion.

2.2. Search Process

We used a set of keywords to form search strings to find literature reviews relevant
to our research. These keywords can be grouped into two categories: structure-related
keywords (microgrid, smart grid, power system) and cybersecurity-related keywords
(cybersecurity, security, attack, FDI, false data injection, DoS, denial of service, MitM, man-
in-the-middle, replay). We also used keywords review, survey, and state-of-the-art to retrieve
literature reviews from databases that do not have a filter. Boolean operators (AND, OR),
double quotation marks (“”), and parentheses were used to form search strings containing
the previously mentioned keywords. The search strings used to retrieve relevant papers
are listed in Appendix A.

Figure 4 visualizes the search process and the result of each step in terms of articles.
The search for relevant literature reviews was conducted on five databases: IEEEXplore,
Science Direct, Springer Link, MDPI, and Google Scholar. We did not specify a date range
for the results. By referring to the title and abstract of each article, we applied the previously
defined inclusion and exclusion criteria on the initially obtained search results, selecting
270 articles. After reading the content of each survey and applying the quality assessment
criteria, the number of articles was narrowed down to 100, where 50.5% were selected from
IEEEXplore, 22.77% from ScienceDirect, 13.86% from Springer, and 5.94% from MDPI. The
remaining 6.93% include articles from other databases including ACM, IET, and ArXiv
(Figure 5). Of the selected papers, 63% appeared in Q1 journals, 15% in Q2 journals, and
19% in conference proceedings. The remaining 3% consisted of a book chapter, an ArXiv
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preprint, and a paper in a Q1 journal that had not yet been indexed at the time of its
publication (Figure 6).

Search results

=

% IEEEXplore 82,710
o ScienceDirect 13,038
w

_c.f: Springer 15,201
© MDPI 369
[m]

Google Scholar 1,380,000

5 Inclusion &
a o= . . .
©.©  exclusion criteria

=
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= R
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- Inclusion &
=S exclusion criteria

=
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o Quality
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Figure 4. Paper search process and results.
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Figure 5. Number of papers per database.
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Unindexed

Conference papers
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Figure 6. Distribution of selected papers per journal quartile.

3. Key Concepts and Definitions

The integration of smart devices and communication networks within the traditional
power grid’s structure, in addition to the decentralization of generation with the emer-
gence of distributed generation (DG), has enabled the implementation of the SG concept.
Furthermore, customers can now participate in the production of energy. Being part of the
electric grid, microgrids have also changed, resulting in more intelligent control schemes
and more reliable energy production through DG units. The capabilities of the SG rely
on the ability of components and applications to communicate and exchange information
through the communication infrastructure. Therefore, SGs combine various communica-
tion technologies to ensure reliable information exchange between their components and
applications. The SG integrates diverse components from different vendors. As a result,
multiple standards and protocols have been developed to enable secure communication
and seamless integration among these components.

The integration of different technologies and communication networks in SGs has led
to the emergence of numerous security challenges. SGs inherit vulnerabilities and security
issues associated with their components and communication infrastructure, making them
attractive targets for malicious attackers. As a result, cyber-physical security has become a
critical aspect of the SG. Thus, to fully understand the intricacies of the topic, it is essential to
first grasp several key concepts that form its foundation. This section provides an overview
of these concepts, beginning with smart grid architecture, communication systems, relevant
standards and protocols, cyber-physical attacks, and lastly, testbeds.

3.1. Architecture

Formerly, the electric power grid could be represented by a hierarchical model consist-
ing of generation, transmission, and distribution. The electricity is first generated in power
plants before being transmitted over transmission lines to be distributed to customers
over distribution lines [10,11]. Power grid energy resources generally include hydro and
nuclear energy, fossil fuels, RESs such as solar and wind energy, and green energy resources
such as fuel cells, combined heat and power, and microturbines [11]. Transformers are
used to step up and step down electric power voltage in transmission and distribution
substations [10,11]. Power grids are designed according to long-term forecasts developed
in power grid control centers based on the anticipated needs of consumers [11].
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The SG introduces some improvements to the traditional power grid, such as the
reliable integration of RESs, microgrids, and communication technologies, as well as
the implementation of full digital control using information technology [12,13]. SGs aim
to reduce peak demand and enable the active participation of consumers [12]. On the
distribution side, SGs integrate different types of generation and storage systems [12].
Smart sensing, smart metering, two-way communication infrastructure, and advanced
control methods are some of the main components of an SG [12]. Table 2 summarizes some
of the important differences between traditional power systems and the SG.

Table 2. Comparison between the traditional power grid and the SG.

Aspect Traditional Power Grid SG Ref.
Customer Simple consumer Active participation [12]
Generation Centralized in power plants DERs [14]
Power Flow Unidirectional (hierarchical) Bidirectional [15]
Control Limited Widespread [16]

To ensure a safe operation of the SG, real-time grid management is required [17]. The
SCADA system acquires and monitors real-time data on the grid through sensors, IEDs
and RTUs before sending it back to the control center through a communication network,
where operators use the data for decision making to remotely control the grid [11,17]. PMUs
are used to complement RTU measurements with more precise observations [17]. Aside
from voltage transformation, substations set up a connection point for the transmission
and distribution of power lines, provide a monitoring point for control centers, and ensure
communication with other substations and regional control centers [12]. The operation
of power grids requires that a balance is maintained between generation and demand by
ensuring that voltage and frequency parameters remain within predetermined ranges [18].
This is ensured by system changes made through generation stations and transmission and
distribution substations [18]. SCADA systems employ RTUs, and more recently, IEDs in sub-
stations. RTUs are microprocessor-based devices used to transmit data and issue commands
to connected devices [12]. IEDs have emerged as more sophisticated microprocessor-based
devices for protection, monitoring, control, and data acquisition in substations, and are
capable of complementing RTU functionalities [12,19]. PMUs emerged in SGs with the need
to transmit time-synchronized measurements over wide area networks (WANSs) [18] and are
considered one of the most promising measurement devices in transmission systems [17]. A
PMU calculates the magnitude and phase of a voltage or current waveform and synchro-
nizes them using an integrated GPS receiver [20]. Distributed Network Protocol 3 (DNP3),
MODBUS, and more recently, IEC 61850 are some of the commonly employed protocols by
SCADA in substations [19].

The concept of generation in traditional power systems has morphed into DERs, allow-
ing the integration of RESs [14]. The DER concept encompasses DG and ESSs [12]. DERs are
distribution-side energy sources of smaller generation capacities compared to utility genera-
tion resources, such as reciprocating diesel engines, natural gas-powered microturbines, and
RESs such as solar photovoltaic and wind turbines [21]. The connection and protection of
DERs are enabled by transformers, switches, relays, power electronics, and communications
devices [12]. Since RESs are characterized by unpredictability, intermittency, and proneness
to fluctuations, the integration of ESSs, such as battery energy storage systems (BESSs),
allows the storage of energy when generation exceeds consumption so that the stored power
can be used when demand exceeds the amount of generated power [21-23].

The advanced metering infrastructure (AMI) integrates smart meters, communica-
tion networks, a meter data management system (MDMS), sensors, and monitoring sys-
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tems [13,24]. The AMI establishes two-way communication between smart meters and
utility companies [1,14,24]. Smart meters are considered the foundation of the SG con-
cept [1]. A smart meter is a developed version of traditional meters, offering both measure-
ment and communication functionalities [14,24]. Smart meters measure energy, demand,
consumption data, and power quality before communicating them to both utility and
consumers [1]. Furthermore, the AMI enables utilities to issue commands through smart
meters and load-controlling devices [1,24]. Metered consumption data is sent to the MDMS
for data analysis and storage [24].

A microgrid is a distribution-side power network that integrates DERs, i.e., DG units
and ESSs, as well as controllable loads, acting as a single entity from the main grid’s
view [23,25-27]. It is connected to the main grid through a point of common coupling (PCC)
and has two modes of operation, grid-connected mode and islanded mode. In the grid-
connected mode, the microgrid and the main grid trade power, while in the islanded
mode, the microgrid operates autonomously, and the local loads are supplied with power
generated inside the microgrid, including power from storage units.

Figure 7 presents a global representation of the SG’s architecture. Figure 8 shows the
different components and systems in each part of the grid.

Transmission

EV charging station

Distribution D
]T
l,

bE
()

\h§- Ill. __ _———“‘_‘"
E.] E -----------
L—|. == = === PowerLines

Control Center = ==== Communication links

Figure 7. SG architecture.
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Figure 8. SG components and systems.

3.2. Smart Grid Communications

A power grid with its generation, transmission, and distribution generally extends
over a large geographic area, thus requiring the usage of multiple types of networks to
ensure reliable communication between its components. The communication infrastructure
of the SG consists of home area networks (HANs), neighborhood area networks (NANSs),
field area networks (FANs), and a WAN [14,20,28]. The HAN covers a customer’s home
environment, connecting components such as smart meters, smart appliances, and electric
vehicle (EV) chargers, allowing applications such as demand-response, energy efficiency,
billing, and power consumption optimization to communicate with each other and with
the control center through a gateway or a smart meter [20,28]. The NAN connects smart
meters of a neighborhood with data concentrators or substations [29]. NANs transmit data
related to smart metering, demand-response, energy consumption, pricing, and power
outages [20,28]. FANs connect field devices and substations for the monitoring, control,
and protection of the grid [20]. A FAN generally covers the communication between
the control center, transmission and distribution substations, microgrids, DERs that are
managed by the utility, and public EV charging stations [20,29]. It allows the connectivity
of field devices such as RTUs, IEDs, and PMUs [20,28]. Transmission and distribution
applications communicating through FANs include SG monitoring, control, and protection,
energy management system (EMS), distribution management system (DMS), SCADA, and
distribution automation such as controlling field devices remotely [20,28]. FAN and NAN
are sometimes combined in the term FAN by considering that a FAN refers to a NAN
that integrates field devices as well [28]. The SG’s WAN connects energy control centers
and data concentrators of NANSs, providing a communication medium between utility
control centers, substations, and power plants [20,29]. WANSs transmit data related to the
grid’s state and support control and protection applications for outage prevention [28].
Figure 9 provides a visual representation of the different communication networks in an
SG. Wireless technologies used in SGs include ZigBee, wireless mesh networks, WiFi,
cellular networks, Bluetooth, and WiMAX, whereas wired technologies include power line
communication (PLC), digital subscriber line (DSL), and optical fiber (Figure 10).
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3.3. Standards and Protocols

SGs encompass various components, generally supplied by different vendors. To inte-
grate these components and ensure that they can communicate with one another, standards
and protocols have been issued to ensure interoperability between them. In the following,
we provide examples of standards and protocols for SG communications and security:

e The IEEE standard C37.118.2-2011 defines the method and requirements for the trans-
fer of synchrophasors in the context of SGs [30,31];
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¢  The IEC 61850 standard defines the exchange of data between IEDs for substation
automation [32]. The standard was initially designed for communication within a sub-
station, but later evolved to enable substations to communicate with each other [32];

e ]EC 62056 was defined for the transmission of smart metering data, including pro-
tocols for communication over power lines [32]. In the context of AMI, it specifies
how information is transmitted between metering equipment and data collection
systems [1];

¢ The ANSI C12 protocol suite was also defined for AMI applications [32];

e JEC 60870-6 provides a communication profile for SCADA that enables the exchange
of telecontrol data between applications [31];

e DNP3 is mostly used for the communication between SCADA master stations, RTUs,
and IEDs for substation automation [31];

e  Modbus is also used for SCADA communications architecture [31];

e The AMI System Security Requirements (AMI-SEC) defines a set of security require-
ments covering AMI modules, including communication and networking devices,
meters, and MDMS [31,33];

e JEC 62351 is a set of standards defining cybersecurity requirements to secure power
system communications, offering security enhancements to different communication
protocols [31-33];

e The North American Electric Reliability Corporation Critical Infrastructure Protection
(NERC-CIP) defines a number of standards that aim to maintain a secure operation of
bulk energy systems, which generally cover both generation and transmission [31,34].
The standard is applicable in multiple areas such as security control management,
personnel training, and cybersecurity incident reporting [31,33];

¢  The National Institute of Standards and Technology Interagency Report 7628 (NISTIR
7628) provides a framework to guide organizations in developing effective cybersecu-
rity strategies and assessing risks related to SGs [34].

SG communication protocols are vulnerable to attacks. They were designed decades
ago in the absence of today’s cybersecurity concerns. Moreover, they were adapted to the
resource-constrained nature of most power system devices. Incorporating security measures
into communication protocols often proves challenging. For instance, C37.118, IEC 61850,
DNP3, and Modbus transmit messages in plaintext due to the absence of an encryption
mechanism [35-37]. This allows attackers to intercept the communication between devices
and to eavesdrop on sensitive information to initiate different attacks. Although the IEC
61850-90-5 protocol introduces a strong encryption feature, it is not always applicable due
to the added communication overhead and the higher bandwidth requirements [35,38,39].
Moreover, these protocols lack authentication, and by performing a MitM attack, an attacker
may replay data packets or inject false data. When built over the TCP/IP stack, the SG
communication protocols inherit their vulnerabilities to DoS attacks [40]. Some protocols
have design flaws, such as the buffer overflow vulnerability in IEC 61850 and DNP3, which
can be exploited by sending data exceeding the buffer’s capacity, resulting in a DoS [41,42].
Table 3 provides a summary of key standards and protocols used for SG communications
and security purposes.
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Table 3. Communication and security standards and protocols for SGs.

Standard Purpose Refs
AMI-SEC 7628 Security requirements for AMI [31,33]
ANSI C12.18 Communication between smart meters [13]
ANSI C12.19 Data structures for meter communication [1]
(C37.118.2-2011 Communication for PMU and phasor data concentrator [20,30,31]
DNP3 Automation system devices communications [31]
IEC 60870-6 Communication profile for SCADA [31]
1IEC 61850 Communication for substation automation [13,20,31,32]
IEC 62056 Electricity metering data exchange [1,32]
IEC 62351 Cybersecurity of protocols [31-33]
Modbus Communication protocol [31]
NERC-CIP Security standards for bulk energy systems [31,33,34]
NISTIR 7628 Security framework for organizations [34]

3.4. Cyber-Physical Attacks on Smart Grids

The connection of SG devices through communication networks has provided attack-
ers with a broader attack surface. Consequently, various forms of cyber-physical attacks
have emerged both in real-life incidents and in the literature on CPSs in general and on SGs
in particular. These attacks can have devastating impacts on the availability of electricity
and on the grid’s physical components. Possible outcomes of an attack include power
outages, damaged energy resources, and economic losses. In the following section, we will
present the different cyber-physical attacks targeting SGs.

3.4.1. Denial-of-Service

A DoS attack targets availability by overloading a system so that it will no longer
be able to respond to genuine requests from its legitimate users, or becomes relatively
slow at doing so [43]. A DoS attack generally targets network devices, network segments,
servers, and applications hosting a targeted service [43]. Attacking one of these elements
will disrupt the transfer of information between communicating nodes (Figure 11).
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Figure 11. DoS attack.

DoS attacks are often achieved through a technique called flooding. An attacker floods
a network device with traffic, or a server with requests, to prevent authentic requests from
reaching their destination [43,44]. SYN flood, UDP flood, the ping of death, and DNS flood
are widely used flooding techniques. In wireless networks, jamming attacks can disrupt
communications and cause a DoS [44]. A jamming attack is a physical attack that involves
introducing noise into a wireless medium using electromagnetic signals [45,46]. An attacker
may also exploit vulnerabilities in protocols and devices to cause a DoS [40].

Distributed Denial-of-Service (DDoS) is a powerful form of DoS where an attacker
uses multiple distributed machines to deliver the attack (Figure 12). The machines attack
in a coordinated and simultaneous manner, overwhelming the victim with traffic [43,47].
DDoS amplifies the impact of an attack and is harder to counter [48].
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Figure 12. DDoS attack.

In the context of SGs, DoS attacks target the communication infrastructure and exploit
vulnerabilities within protocols, software, and applications. Various DoS attack vectors
exist within the SG. For instance, the IEC 61850 standard and Modbus protocol are both
built over the TCP/IP protocol stack and are therefore vulnerable to flooding attacks [49,50].
A vulnerability within IEC 61850’s Generic Object Oriented Substation Event (GOOSE)
messages can be exploited by a GOOSE poisoning attack, where an attacker sends a GOOSE
message containing a higher status number to an IED, rendering the IED unresponsive to
legitimate GOOSE messages because of their lower status numbers [51]. Other protocols
such as C12.22, C37.118, and DNP3 are vulnerable to DoS attacks, such as the buffer
overflow vulnerability [41,52,53]. Although IEC 62351 was developed to enhance protocols’
vulnerabilities, including IEC 61850, it does not protect against DoS attacks [54]. Wireless
networks used in SG communications are vulnerable to jamming attacks.

DoS prevents sensor readings and measurements from reaching the control center,
affecting its situational awareness of the grid and preventing it from taking adequate
actions [50]. This could lead to instability and, eventually, blackouts [48,50]. Delays intro-
duced by DoS attacks may delay time-critical messages, such as smart meter messages [50].
In the context of microgrids, DoS attacks preventing shedding and reconnection commands
from being delivered may impact frequency stability [55]. Jamming can prevent sensors
and smart meters from communicating with the utility [45,45].

3.4.2. False Data Injection

FDI is a stealthy attack that consists of injecting malicious data and manipulating
information to disturb the SG’s operational reliability [56]. State estimation is one of the
main targets of FDI attacks. State estimation infers the operating conditions of the grid
based on measurements collected by sensors and meters, and the control center relies on
its output to monitor and control the grid [57-59]. FDI alters measurements destined for
state estimation to mislead the control center into making wrong decisions, which can have
catastrophic impacts, including power outages (Figure 13).
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Figure 13. FDI attack.
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Other FDI scenarios and targets were investigated in the literature. For instance, an
attacker may inject false data into a DER’s smart inverter, triggering inaccurate control
actions from the EMS [60]. Sending falsified synchronization control messages to a mi-
crogrid’s generator may result in unnecessary tripping, instability, and blackout [61]. An
attacker may also inject false data between the AMI and the utility, either by compromising
a smart meter or an aggregation point of multiple meters [24]. This allows them to perform
energy theft and cause financial losses to the utility. An attacker may inject false control
commands to cause, for instance, the opening of circuit breakers [62]. Resonance attacks
can also be considered a form of FDI. A resonance attack involves altering system inputs,
such as power frequency, using a resonance source such as the output of a function [56,63].

3.4.3. Replay Attack

A replay attack strategy involves an attacker first intercepting the transmission
between two entities and recording a sufficient number of messages before replaying
them [64-66] (Figure 14). The replayed messages, having been correct at the time of their
recording, are less likely to be correct when replayed, which can lead to control centers
responding with inaccurate actions, potentially damaging the grid. A replay attack can be
very effective as it can give the illusion of the system being in a normal state [64]. Replay
attacks are easier to implement compared to other attacks, such as FD], since they do not
require as much information on the target [67]. An attacker may intercept a wireless com-
munication network to collect transmitted data packets, or break through the protection of
sensors or smart meters to gain control over them [64,65].

Various possible scenarios exist for an attacker to use replay attacks to damage SGs.
For instance, in the context of consensus-based control, an attacker may replay a high
load demand message to trick a DER into responding with unnecessary actions, such as
increasing its output, resulting in a disturbance of the power distribution’s balance [64].
An attacker may also replay voltage regulation commands, leading to a destabilization of
voltage levels [64]. The two previous scenarios can eventually lead to power outages. If an
attacker gains access to the communication network of an IEC 61850-based power system,
they can intercept GOOSE messages containing trip commands during a fault correction [66].
Once the fault is cleared, the attacker can replay the message, and the breaker IED receiving
the replayed packet will interpret it as a new trip command, unnecessarily executing it [66].
This strategy can be exploited to cause blackouts or to induce physical damage to both
centralized generators and DERs. By hijacking smart meters or the communication network
of an AMI, an attacker can replay consumption data to perform energy theft, causing
financial losses to the utility company. Replay attacks can also be used to open the circuit
breaker at the PCC of a microgrid to cause unintentional islanding, resulting in a power
outage, and possibly damaging the microgrid’s DERs. Replay attacks can also be used to
mask failures by maintaining the semblance of a normal system operation, resulting in
necessary actions not being taken.

3.4.4. GPS Spoofing

In SGs, a PMU is the primary target of a GPS spoofing attack. PMUs time-stamp
measurements such as current and voltage amplitudes and phases using GPS signals, and
GPS spoofing aims to alter these time-stamps [68,69]. In the literature, GPS spoofing is also
referred to as time synchronization attack, as it desynchronizes phasors. To perform a GPS
spoofing attack, the attacker first uses a spoofer to cause interference between the PMU’s
GPS receiver and the authentic GPS signals [68]. Afterward, the spoofer is used to launch
fake GPS signals, which the receiver will track and acquire, since the spoofer’s signals have
a higher signal-to-noise ratio than that of the authentic signals [68]. Figure 15 illustrates a
GPS spoofing attack.
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GPS spoofing can impact the SG’s transmission line fault detection, which relies on
PMUs [68]. The fault detector in the presence of a GPS spoofing attack will possibly set off a
false alarm at the control center level, affecting the grid’s reliability and triggering cascading
failures [68]. This type of attack also impacts grid voltage stability monitoring, which relies
heavily on PMUs to provide stability indicators [68]. A GPS spoofing attack can desynchro-
nize voltage indicators, resulting in inadequate actions during voltage regulation [68].

3.4.5. Man-in-the-Middle

MitM refers to an attacker intercepting messages between two communicating ends,
to eavesdrop and even impersonate one of the victims [43,70] (Figure 16). The attacker can
modify and replace the exchanged messages [71]. MitM compromises confidentiality, as it
allows an unauthorized entity to eavesdrop on information, and integrity, as the attacker
can modify the content of messages. MitM can act as a precedent for other forms of attacks,
such as FDI and replay. ARP-spoofing and DNS-spoofing are some of the techniques used
to perform an MitM attack.

In the context of SGs, MitM may be used to intercept IEC 61850, DNP3, and Modbus
messages [70]. An attacker can perform ARP-spoofing to intercept a substation’s communi-
cation and alter DNP3 commands [70], which can disrupt the grid’s operation and even
cause physical damage and power outages. Power measurements transmitted through the
communication network may also be intercepted and altered, causing abnormal conditions
that will eventually lead to a regional blackout, as was demonstrated in [72].



Appl. Sci. 2025, 15, 12367

18 of 47

leo

Attacker

Figure 16. MitM attack.

3.5. Cyber-Physical lestbeds for Cybersecurity Testing

Power systems are a critical infrastructure. Their correct operation is crucial, as count-
less sectors depend upon the availability of electricity. When it comes to implementing
cyberattacks and their countermeasures, it is impossible to test them on the actual power
grid, as it risks disrupting its operation. Moreover, SGs consist of a cyber part and a phys-
ical part, necessitating tools that can reflect the grid’s operation through the interactions
between its different components. Testbeds have emerged as a solution that allows the ex-
perimental verification of applications in critical fields and infrastructures such as hydraulic
systems, healthcare, transportation systems, aviation, robotics, and SGs [73]. In the field
of SG cybersecurity, testbeds are essential for assessing vulnerabilities, as they enable the
implementation and testing of attacks, the design of countermeasures, and the evaluation of
their robustness.

To reflect the interaction between the cyber and physical components of a power sys-
tem, testbeds implement power system devices (the physical part) and the communication
infrastructure (the cyber part) using simulators, emulators, and physical devices. Testbeds
can either be fully virtual, where the power system is implemented through simulators and
emulators only, or they can incorporate physical devices such as PMUs, IEDs, and energy
resources, in which case they are often referred to as hardware-in-the-loop [39]. Testbeds
can be categorized into simulation-based, hardware-based, and hybrid testbeds [73,74].
Simulation-based testbeds use software-based simulators to implement power system
components and simulate data and communication networks [73]. Various power system
simulators exist, such as DigSilent Powerfactory, MATLAB/Simulink, PowerWorld, Power
System Simulation and Modeling Software (PSS), HYPERSIM, and Transient Security As-
sessment Tool (TSAT) [39,73,75,76]. Moreover, real-time simulation platforms such as the
Real-Time Digital Simulator (RTDS) and OPAL-RT, which allow real-time simulation and
testing of power systems by providing interfacing capabilities with physical devices and
real-time data acquisition [75,77]. Furthermore, communication networks are generally
simulated using OPNET, Network Simulator-3 (NS-3), OMNeT++, and EXata network
emulator [39,73,78]. For instance, ref. [79] used RTDS to simulate the power grid, while
an independent simulator was used to simulate power resources. They also developed a
data interface to ensure the connection between the two simulation platforms. Further-
more, they implemented virtual RTUs separately from the RTDS to reflect the process of
data transmission in a practical situation. For the communication network, a wide area
network emulator was used. Ref. [78] used both OPAL-RT and RTDS to simulate the power
grid components and emulated the communication network through the EXata network
emulator. Simulation-based testbeds are becoming less common with the emergence of
hardware-in-the-loop systems, as the integration of hardware in testbeds allows for a more
realistic representation of power grids.
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Hardware-based testbeds rely exclusively on physical devices and power resource em-
ulators to represent SGs. Ref. [80] proposed a hardware-based microgrid testbed consisting
of both conventional energy resources (motor generators) and DER emulators for fuel cells,
wind, and photovoltaic sources. Although the testbed was used to test microgrid islanding
capabilities, it can also be used in the field of SG cybersecurity to test the physical impact
of attacks on energy resources and electricity availability by launching them through the
communication network or from one of its components, as well as to evaluate the response
of countermeasures to these attacks. In contrast to software-based and hybrid testbeds,
fully hardware-based testbeds are less prevalent in the literature due to the difficulty of
putting together a testbed consisting exclusively of physical devices. Moreover, they can
only reflect a portion of the grid, or a small-scale microgrid, as it is impossible to put into
place a large-scale SG or microgrid that covers an entire city or country.

Hybrid testbeds have become an attractive alternative to both hardware-based and
simulation-based testbeds, since they combine physical power system devices and sim-
ulators, bringing testbeds closer to reality, while replacing elements that are difficult to
implement using hardware through simulations. In [81], the authors proposed a testbed
using RTDS to implement the power system, including grid topology, generators, and loads.
They integrated RTUs and PMUs for real-time monitoring and measurement in the testbed,
with the data being transmitted to the simulator. The testbed is used to test the impact
of FDI attacks on PMUs and RTUs. Ref. [82] proposed a transmission network testbed
for SG cybersecurity testing, consisting of physical devices including RTUs, IEDs, and
merging units, as well as signal emulators that output current and voltage measurements.
A digital-twin model was used to represent a city’s energy and data infrastructures, while
the testbed acted as its transmission and distribution network. Various parts of the SCADA
system were emulated using Raspberry Pi devices, including RTUs and Master Terminal
Units. Ref. [83] combined OPAL-RT with two physical IEDs used as protective relays for
transmission lines. Table 4 lists existing testbeds designed for SG cybersecurity, including
the ones reviewed in this section.

Table 4. SG cyber-physical testbeds for cybersecurity applications.

Ref. Target Year Type Power System Communication
[82] Transmission 2025 Hybrid Digital-twin city model, RTUs, IEDs, = Real network
network SCADA, Raspbery Pi
[81]  Synchrophasor 2024 Hybrid RTDS, PMUs, RTUs -
network
[78]  Large-scale power 2024 Simulation = OPAL-RT, RTDS EXata network emulator
systems
[80] Microgrid 2021 Hardware  Motor generators, RES emulators, Wired and wireless
inverters, transmission lines, electric = communication
loads networks (real network)
[76]  AC microgrid 2021 Simulation  OP5700, HYPERSIM, OPAL-RT -
[791 SG 2017 Simulation = RTDS, energy resource simulators Wide area network
emulator
[83] SG 2017 Hybrid OPAL-RT, IEDs Serial communication
(real network)
[84] SG 2015 Hybrid RTDS, PMUs NS-3
[42]  IEC 61850-based 2015 Hybrid RTDS, IEDs, RTU Ethernet switch,
substation fiber-optic network
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4. Synthesis of Existing Surveys: A Deep Dive into SG
Cybersecurity Literature

In Section 2, we defined the process by which we selected the surveys to be reviewed
in this study. These surveys generally include definitions of the key components and
systems of an SG concerned with cybersecurity and cyber-physical security, in addition
to security objectives and requirements. They also discuss vulnerabilities, attack vectors,
and attack taxonomies. Moreover, they review existing literature on attack strategies
and countermeasures. To provide a structured and meaningful analysis of the reviewed
literature, we organized the surveyed works into four main thematic categories of surveys:
(1) surveys that cover the topic of the SG cybersecurity in a general manner; (2) surveys
that focus on a specific attack such as FDI attacks; (3) surveys that focus on a particular
method, machine learning (ML) for instance; (4) and finally surveys that focus on a specific
component or part of the SG. This categorization serves two key purposes: first, to identify
recurring research patterns and gaps within the existing body of literature; and second, to
assist readers in efficiently locating reviews that align with their specific research interests
within the domain of SG cybersecurity. In what follows, we present the structure of
our analysis through four thematic sections, each addressing a specific dimension of the
surveyed literature. First, Section 4.1 outlines the core concepts commonly addressed in
the literature, including cybersecurity objectives, attack types, communication protocols,
and smart grid architecture. Then, Section 4.2 examines the most critical attacks discussed
in the reviews, their points of entry, propagation vectors, and their potential impact on
grid operation. Next, Section 4.3 analyzes the main research trends in detection, mitigation,
and prevention, highlighting the transition from traditional approaches to the adoption of
emerging technologies. Finally, Section 4.4 focuses on the key components and systems that
are frequently studied in the context of SG cybersecurity, emphasizing the areas considered
most vital for protection efforts.

4.1. Focused Analysis of General Surveys in SG Cybersecurity

Many researchers have covered the topic of the electric grid’s cyber-physical security
from a bird’s-eye view, presenting vulnerabilities that exist in the grid structure and pos-
sible attack vectors, security objectives, the different types of cyberattacks targeting the
grid stability, and existing types of intrusion detection systems (IDSs). To the best of our
knowledge, the seminal works of [85,86] were among the first to explore the topic of power
grid cyber-physical security. Ref. [85] introduced vulnerabilities that exist in the power
grid’s control loops in generation, transmission, and distribution, as well as the cyberattacks
targeting them. They also presented security concerns related to some of the power grid’s
components and aspects, including communication, devices, and security management and
awareness. They reviewed research efforts to enhance the grid’s security as well. Ref. [86]
summarized security-related challenges in SGs and introduced the different attacks threat-
ening them. Security fundamentals, such as IDSs, access control, and authentication, were
also discussed. Ref. [87] discussed cyber-physical security objectives in the context of SGs,
as well as a number of cybersecurity requirements such as authentication and authenticity.
They also provided a detailed review of cyberattacks classified according to the targeted
security objective and according to the targeted network layer. Some of the techniques
and frameworks used in SG cyber-physical security analysis are briefly discussed, and
an overview of future research directions is given. Ref. [39] provided an overview of the
cyber-physical security of SGs in terms of IDSs and communication standards and proto-
cols. They presented the SG’s vulnerabilities to cyberattacks with a focus on standards and
protocols and introduced the different types of IDSs as well as some of the existing testbeds
for SG cyber-physical security testing purposes. They also reviewed some of the threats
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exploiting the vulnerabilities of SGs. A demonstration is given at the end of the paper where
attacks and defense methods were simulated on a testbed. Ref. [88] introduced the types
and metrics of both vulnerabilities and resilience in cyber-physical power systems, and
reviewed analytical approaches in the literature for assessing each of the two. They also
identified and discussed research gaps and future research opportunities. Ref. [89] introduce
the cybersecurity challenges arising from the SG’s structure and its different components.
They discuss various possible attack scenarios and vectors and review possible defense
strategies to protect the SG against intrusions and attacks. Ref. [90] introduced threat models
and detailed attack characteristics, types, and impacts. They reviewed IDS, monitoring
and visualization techniques, and co-simulation tools, while also discussing cyber-physical
situational awareness, research challenges, and future directions.

With the rising need for defense methods against cyber-physical attacks on SGs, a
significant number of research works have been published on attack detection, prevention,
and mitigation methods. Many surveys have taken an interest in reviewing these works.
Ref. [91] reviewed cyberattacks on SGs, highlighting the targeted component of each attack
and the compromised security objective. They also reviewed detection techniques and
possible countermeasures to such attacks. They also discussed research challenges and
future directions. Ref. [92] reviewed vulnerabilities and security issues related to SGs
and their possible outcome and impact. They introduced cyberattacks on SGs and pre-
sented a modeling of these attacks on the system to demonstrate their impact. A detailed
review of works on detecting these attacks and protecting against them was also provided.
Ref. [56] presented the different types of attacks on SGs in detail, reviewing attack scenarios
from the literature and possible targets. A review of the existing detection mechanisms
in the literature for each type of attack was then provided. New strategies using machine
learning (ML), signal processing, blockchain, quantum computing, and big data analysis
were also reviewed with their possible applications in securing SGs against cyberattacks.
The role of cybersecurity in the future of SGs was also discussed. Ref. [93] examined the
different cyber-physical attacks targeting SGs, their implementation and modeling, their
impact, and their targets, reviewing relevant works in the literature. They also reviewed
works on cyber-physical defense methods against these attacks. They discussed existing
research challenges and opportunities. Ref. [94] reviewed cyberattacks, possible attack
surfaces, and their impact and consequences in the literature. The concept of SG resilience
to cyberattacks was discussed. The paper reviewed various works from the literature
on the protection of SG from cyberattacks and the mitigation of their impact to achieve
resiliency. Ref. [95] introduced different cyberattacks on SGs. They reviewed both attack
scenarios and detection and protection schemes from the literature. They also reviewed
works on the physical security of power systems and addressed current research limitations,
challenges, and possible directions. Ref. [96] introduced cyberattacks threatening SGs,
highlighting the causes that make SGs vulnerable to such attacks, and reviewed works in
the literature on the vulnerabilities that exist in EV charging stations. They conducted a
review of existing countermeasures in the literature and discussed challenges and future
research directions. Ref. [97] reviewed some of the security challenges related to SGs. They
reviewed the use of recent technologies, including blockchain, ML, and 5G in securing SGs.
Ref. [98] took interest in the cybersecurity of the inverter-based SG, taking into account the
integration of DERs, RESs, BESSs, and EV charging stations. First, the authors discussed
vulnerabilities associated with various components of inverter-based SG, including DER;
communication networks; Wide-Area Monitoring, Protection, and Control (WAMPAC);
Internet-of-Things (IoT); AMI; renewable energy facilities; and EMS, along with the cyber-
attacks targeting them. They outlined potential attack scenarios and highlighted relevant
studies from the literature. The review then focused on defense strategies, particularly
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against FDI and DoS attacks, covering prevention, detection, and mitigation approaches.
Additionally, they proposed a step-by-step framework for validating and assessing defense
strategies, supported by relevant research. The authors also addressed research challenges
and suggested future directions in the field. Ref. [99] focused on the security of WAMPAC
systems in SGs. Authors reviewed vulnerabilities in the different components and stan-
dards within a WAMPAC system and presented the attacks threatening the system and its
applications. Countermeasures were reviewed and categorized according to the WAMPAC
system’s security lifecycle, consisting of prevention, detection, mitigation and resilience,
forensics, and deterrence. A security assessment of the different WAMPAC applications
was provided, and testbeds used in WAMPAC security-related research were introduced,
in addition to different security initiatives around the world. Moreover, they proposed
recommendations for future research and discussed future directions. Ref. [100] reviewed
the different cyberattacks on SGs and classified them according to the Open Systems Inter-
connection (OSI) model, extracting the targeted layers for each attack. They also reviewed
attack detection techniques and countermeasures from the literature. Ref. [101] focused on
both security and privacy aspects in SSGs. For each aspect, the authors described various
attacks and examined the existing countermeasures reported in the literature. Ref. [102]
introduced cyberattacks on SGs and reviewed attack scenarios on different parts of the SG.
They reviewed countermeasures and classified them according to the NIST framework, i.e.,
identification, protection, detection, response, and recovery. Ref. [103] presented various
attacks targeting SGs and examined existing countermeasures for each, along with potential
research directions. Ref. [104] introduced SG architecture and its key components. The
need for SG cybersecurity was highlighted through several vulnerabilities within its com-
ponents and by reviewing the major cyber-physical attacks that occurred in the past. The
authors also introduced cyberattacks on SGs, classifying them according to the CIA triad.
Future directions included technologies requiring further research, such as blockchain, ML,
cryptography, standards and protocols, digital Twins, and new cyberthreats. Ref. [105]
provided an overview of the architecture of SGs and of the integration of IoT. Security
challenges faced by SGs, as well as security objectives and requirements, were introduced.
Cyberattacks were presented and classified according to the CIA triad. Moreover, more
sophisticated attacks, such as the Stuxnet worm and Flame, were introduced. Counter-
measures and solutions were also classified according to the CIA triad, solutions aiming
to secure protocols and standards, and emerging technologies, such as blockchain and
software-defined networks, where research challenges were discussed for each category.
Lastly, the authors presented the possible future directions. In [106], an overview of SG
components, communication protocols, and wireless sensor networks (WSNs) was given,
followed by a list of cybersecurity incidents on CPSs. Attacks and countermeasures on SGs
were reviewed and classified according to their target: the AMI, operational technology,
and information technology. A framework for testing attacks on SGs was defined, with
suggestions of different tools that can be used for simulating different grid components, and
a case study was presented with flooding, jamming, and FDI attacks. Finally, challenges
and future directions were presented. Ref. [107] presented the different layers in a SG
architecture: business, application, communication, and power, its different systems includ-
ing the AMI and SCADA, and the cybersecurity objectives. They introduced the different
attacks threatening SGs, and eventually their countermeasures, grouping them according
to the targeted cybersecurity objective. Countermeasures included encryption, blockchain,
access management, and firewalls, in addition to diverse anomaly detection techniques.
Microgrids, as part of the main electric grid, have also evolved as smart microgrids
and have become vulnerable to cyber-physical attacks as well. Although most security solu-
tions designed for SGs are applicable to microgrids, researchers have also given particular
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attention to the security of microgrids. Ref. [108] investigated research efforts on microgrid
cybersecurity from multiple perspectives: microgrid communication, microgrid control,
smart meters, testbeds, and impact analysis. Ref. [109] highlighted vulnerabilities related
to microgrids and discussed the application of IEC 62351, Software-Defined Networking
(SDN), IDSs, and resilient control strategies to enhance microgrid cybersecurity. Ref. [110]
introduced the different cyberattacks targeting microgrids and reviewed the various cyber-
security schemes in the literature. They also reviewed resilient control schemes to protect
microgrids against cyberattacks and discussed future research directions.

Standards and protocols represent a main factor in the cyber-physical security of
S5Gs, as they offer many vulnerabilities for attackers to exploit on the one hand, and they
can be improved to enhance the security of SGs on the other hand. Ref. [33] provided a
review on the cyber-physical security of SGs in regard to standards and protocols. A review
on the communication technologies, standards, and protocols used in SGs was provided.
Cybersecurity objectives, requirements, and key components were discussed. Cybersecurity
standards and protocols were reviewed, and the scope, type, and applicability of each
were provided. A detailed discussion on challenges and opportunities in research on SG
cybersecurity was provided, as well as recommendations for future trends. Ref. [111]
reviewed standards addressing security issues in SGs. The reviewed standards were
categorized according to their application area, followed by a discussion on privacy.

4.2. Focused Analysis of Attack-Specific Surveys in SG Cybersecurity

Many researchers have focused on a particular attack in their reviews. FDI is by far the
most covered attack by research on the cybersecurity of SGs. Analogously, many literature
reviews have focused on FDI attacks, their implementation, impact, and countermeasures.
As the first review on the topic, ref. [59] introduced four scenarios for constructing an FDI
vector under different circumstances. This review examined literature on the impact of FDI
on power systems and discussed various countermeasures. Ref. [58] focused on FDI attacks
targeting state estimation in power systems, reviewing the construction of the attack and
the requirements to do so. Works on the impact of FDI attacks on the electricity market’s
operations were reviewed. The paper also reviewed existing defense methods against
the attack. Ref. [2] reviewed works depicting how vulnerabilities can be exploited on the
different levels of the SG’s cyber-physical structure to deliver FDI attacks, as well as works
analyzing their impact. The paper also reviewed existing algorithms in the literature for the
detection of FDI attacks. Ref. [112] focused on FDI attacks on microgrids, reviewing their
economic and physical impact, as well as the different methods for constructing the attack.
Ref. [113] reviewed advances in FDI attacks. They proposed different classifications for
FDI attacks based on the attack model, target, and impact. They discussed vulnerabilities
related to the SG’s cyber-physical elements and reviewed the impact of different FDI
attack types on the SG structure. Research gaps and future research directions were also
discussed. Ref. [114] focused on profit-oriented FDI attacks on the electricity market.
Works on both FDI attacks and countermeasures were reviewed and categorized. Ref. [115]
categorizes FDI attacks according to their target (end users, field devices, control center,
energy trading). For each target, works presenting advances in FDI attacks were reviewed.
Ref. [116] focused on countermeasures that perform the joint detection and localization of
FDI attacks. The reviewed papers are separated into those using data-driven modeling and
those using mathematical modeling. The paper discussed localization techniques used in
each of the reviewed works, evaluation methodologies, the adversary’s knowledge, and
metrics used for the evaluation of ML techniques. Open issues and research directions
were also introduced. Ref. [117] conducted a literature review of works handling the
impact of FDI attacks on the energy market. Ref. [118] introduced FDI attacks on WSN
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and their applications in SGs. The attack scenarios are compared to previous studies
on wired systems. Ref. [119] introduced FDI attacks, which were categorized into FDI,
replay, and zero-dynamic attacks. They reviewed ML-based detection methods, which
were grouped according to the attack scenario: abnormal energy consumption, attacks
on state estimation, and attacks on load forecasting. Research challenges and future
directions were also discussed. Ref. [120] introduced the different types of FDI attacks and
classified them according to the targeted subsystem and according to the impact of the
attack. Countermeasures against FDI in the literature were reviewed and categorized into
detective, reactive, and preventive methods. The review also discussed research challenges
and future directions. Ref. [121] reviewed research focused on improving FDI detection
accuracy and computational efficiency. Detection methods from the literature were also
examined, including ML-based, state estimation, and game theory approaches.

Researchers have paid attention to other attacks as well. As the only review focusing
on replay attacks, ref. [122] examined countermeasures against these attacks on SGs. The
reviewed works were categorized based on their methods, including ML, watermarking,
cryptography, and game-theory. Ref. [40] reviewed DoS attacks on SGs and classified
them based on the targeted part of the grid (generation, transmission, etc.), the affected
communication protocol, and the targeted SG application (AMI, DMS, etc.). The review also
examined countermeasures and solutions from the literature, categorizing them according
to the techniques they employ. Future directions were also presented. Ref. [123] reviewed
DoS attacks on the LTE infrastructure used in SGs and examined possible countermeasures.
Ref. [50] also reviewed DoS attacks against SGs, focusing on detection and mitigation
techniques using reinforcement learning (RL). Ref. [124] introduced different attack models
for data-driven energy theft and reviewed different attack strategies for implementing such
attacks. Additionally, data-driven detection methods from the literature were analyzed. Ref.
[125] introduced the types of energy theft and reviewed different detection techniques. They
also provided a comparative analysis of countermeasures and discussed research challenges
and future directions. Ref. [126] presented electricity theft methods and scenarios on
different types of meters, including smart meters. An extensive review of both existing
ML-based detection techniques and measurement mismatch-based detection methods was
provided, followed by a comparative discussion of the two types of methods. The paper
also included a discussion of future research directions.

4.3. Focused Analysis of Method-Specific Surveys in SG Cybersecurity

Other review papers on countermeasures and solutions for the SG’s cyber-physical
security have concentrated on specific methods, such as ML, blockchain, and cryptography.
Research that delves into ML encompasses the works of [127-130]. Ref. [127] provided
a set of guidelines for the selection of an ML model for threat detection in the context of
SGs. ML-based countermeasures in the literature were reviewed and classified according
to the CIA triad, and for each objective, works were divided into conventional ML and
deep learning (DL) models. The paper also discussed future research directions. Ref. [128]
reviewed ML techniques from the literature aiming to secure SGs against attacks, such as
RL, recurrent neural networks, generative adversarial networks, and deep belief networks.
Ref. [129] reviewed works using ML techniques to conduct cyber-physical attacks on SGs.
They also reviewed ML-based countermeasures from the literature. Ref. [130] reviewed
ML-based countermeasures in the literature. The authors then focused on ensemble learn-
ing, DL, and RL methods, categorizing them into detection, localization, and mitigation
techniques. Ref. [119] focused on ML-based countermeasures against FDI attacks. Ref. [131]
introduced cyberattacks threatening microgrids and reviewed Al-based and ML-based
attack detection and mitigation techniques from the literature. The authors then focused on
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learning-based attack detection and mitigation techniques. Refs. [50,132,133] specifically
focused on DL algorithms. Ref. [132] summarized literature on using DL models to secure
SGs against attacks, while ref. [50], mentioned previously in Section 4.2, reviewed DL
algorithms for detecting DoS attacks on SGs. Ref. [133] examined research on employing
DL to develop IDSs for the protection of SCADA systems. The authors also presented
research challenges and open issues. Ref. [134] provided an overview of SG communication
networks, the AMI, SCADA, security requirements for SG cybersecurity, and vulnerabilities.
They presented attacks and classified threats according to the targeted layer (device, data,
privacy, network). The paper extensively reviewed literature on countermeasures using ML
and DL, such as RNNs, Autoencoders, Random Forest, and Ensemble Learning, dividing
them into centralized learning and federated learning-based approaches. Reviewed works
were compared in terms of algorithm, attack, dataset, limitations, real-world applications,
and potential biases. The paper also discussed opportunities for future work. Ref. [135]
focused on large language models for SG cybersecurity. They introduced three layers in
the SG architecture: the physical layer, comprising generation, transmission, distribution,
and consumption; the cyber-physical layer, including control and measurement compo-
nents; and the cyber layer, encompassing the network, management, and application levels.
Additionally, the paper introduced communication protocols, as well as cybersecurity
requirements and challenges. Cyberattacks were presented and classified according to the
targeted level (network-based, data-based, and user-based attacks), the attack knowledge
level (low, moderate, high), the CIA triad, the attack layer (cyber and cyber-physical), and
according to the NIST SG domains defined in [136]. Protection and detection techniques,
such as encryption, ML and DL algorithms, and the usage of PMUs were reviewed. The
paper discussed the challenges and limitations of these techniques before introducing large
language models and exploring their application to SG cybersecurity, as well as an enabler
of cyberattacks. Research challenges and future directions were also discussed. Ref. [137]
focused on physics-based anomaly detection for attack detection in SGs. The paper re-
viewed various ML and DL-based solutions from the literature. The paper compared works
in terms of the targeted component, validation process (dataset vs. simulation), proposed
algorithm, and performance according to the most significant metric.

Cryptography and key management schemes have been widely used for the protection
of SG communications. Ref. [138] evaluated existing public key infrastructure (PKI) trust
models and their applicability for SG cybersecurity. Ref. [139] reviewed key management
schemes proposed in the literature for the SG. Ref. [140] reviewed and compared works
proposing key algorithms relevant to SGs, and discussed some related research issues.
Ref. [141] focused on key management approaches in the SG’s AMI. The surveyed works
were classified according to the technique they used, followed by a comparative discussion.
Future research directions were discussed as well. As to blockchain, ref. [142] provided
an overview of blockchain for SG cybersecurity and introduced its architecture and de-
velopment platforms in the context of SGs. They reviewed research on the integration of
blockchain for the SG’s cybersecurity in field measurement and communications, power
generation and transmission, as well as power distribution and utilization. Future research
directions for blockchain in SG cybersecurity were also discussed. Ref. [143] reviewed
blockchain solutions in the literature for privacy protection, identity authentication, and
data aggregation in the context of SGs.

Surveys concentrating on other methods are also available; for instance, ref. [144]
examined quantum key distribution protocols applicable to SG communications. The
reviewed works were categorized based on the specific challenges they address, such as
the extended coverage area of SGs and the high number of control devices.
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4.4. Focused Analysis of Component-Specific Surveys in SG Cybersecurity

Some surveys are dedicated to exploring specific grid components in depth, with the
AMI—a key pillar of the SG concept—being a prominent focus. For instance, ref. [145]
reviewed privacy protection schemes for smart meter data under the trusted operator model
and discussed issues related to these solutions. Then, privacy protection schemes under
the non-trusted operator model were reviewed. Challenges and future directions were also
discussed. Ref. [146] identified different vulnerabilities in the AMI’s embedded systems,
applications and networks, as well as threat targets. The authors reviewed different threats
to system-level security, metering services, and privacy in the SG’s AMI. An extensive
review of countermeasures for each category of threats was then provided, and the pros and
cons of each countermeasure were evaluated. Research challenges and future directions
were also discussed. Ref. [147] reviewed some of the existing defense mechanisms for
protecting smart meters in the literature and compared them. Some future research directions
were proposed as well. Ref. [148] discussed vulnerabilities present in AMI components
and possible attack vectors on the hardware, data, and communication layers, as well as
their impact on the infrastructure. Different countermeasures from the literature were
reviewed and discussed. Research challenges and future directions were presented as well.
Ref. [149] focused on privacy-preserving schemes for SG metering in their literature review.
Works were classified into studies based on attributable measurements and those on non-
attributable measurements. The reviewed works were further categorized according to other
criteria, such as the usage of aggregation and cryptography. Some future research directions
were also presented. Ref. [141] reviewed some of the security issues related to the AMI
and existing key management approaches used in the AMI from the literature. Ref. [150]
presented different attack vectors and techniques on the AMI, as well as their impact. They
reviewed IDSs against attacks on the AMI from the literature. The reviewed works were
categorized according to the type of the proposed IDS. The authors also provided a set of
recommendations on the deployment of IDSs for the AMI and discussed research challenges.
Ref. [126]’s work focused on energy-theft attacks targeting energy meters.

Other surveys have provided an in-depth focus on DERs and their various com-
ponents, including electronics [151,152], BESSs [153,154], and RESs [155]. For instance,
ref. [151] explored multiple attack scenarios and vulnerabilities specifically related to smart
inverters. Countermeasures to these attacks from the literature were reviewed, encompass-
ing both system-level and device-level solutions. Ref. [152] examined vulnerabilities and
attack vectors associated with grid-connected power electronic converters. The review
then covered countermeasures, categorizing them into mitigation techniques for the cyber
and physical layers, along with their alignment with security standards and protocols.
Additionally, the review addressed relevant testbeds for cybersecurity testing and provided
recommendations for future research. Ref. [153] introduced different battery technologies
and subsystems, as well as their vulnerabilities and cyberattacks targeting them. An exten-
sive literature review on countermeasures against attacks on BESSs was then provided, and
research gaps and future directions were discussed. Security standards were also reviewed
and discussed. Ref. [154] introduced attacks targeting BESSs as well as existing detection
and prevention techniques. Reviews on both residual-based and long-term pattern-based
approaches for attack detection were then provided. Ref. [156] identified vulnerabilities
in DER interfaces and attacks targeting DERs. The paper also reviewed works on security
measures, mechanisms aiming to secure protocols and security standards. A discussion
of research challenges and future directions was also included. Ref. [155] reviewed vul-
nerabilities in IoT-based microgrid RES and attacks threatening them. Ref. [157] presented
a multilayer architecture of DER systems, highlighting the different stakeholders, man-
agement platforms, communication interfaces and protocols, and cybersecurity risks. The
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authors also presented the different cybersecurity requirements for DERs, consisting of
authentication and integrity, criticality rating, communication partitioning, boundary pro-
tection, security management, and security compliance. Security guidelines and standards
were also reviewed. The paper presented the vulnerabilities corresponding to each level
of the multilayer architecture, and the impact of attacks on DER systems was discussed
through different possible scenarios. The authors also reviewed countermeasures from the
literature, classifying them into prevention, detection, and mitigation techniques, and ac-
cording to the level that they aim to protect. Finally, research challenges and opportunities
in terms of emerging technologies were discussed.

Numerous surveys have examined the security of SCADA systems. Ref. [158] pro-
vided an in-depth review of risk assessment methods applicable to SCADA systems. Mean-
while, ref. [159] explored security issues and vulnerabilities, discussed attacks targeting
SCADA systems, and reviewed existing security testbeds. This survey also included a
comprehensive review of efforts to secure SCADA systems, with a focus on protocols used
by these systems.

A review of the literature on the survivability and resilience of SCADA systems was
also conducted. Ref. [160] explored advanced solutions for securing fog-based SG SCADA
systems, encompassing authentication mechanisms, privacy-preserving techniques, key
management frameworks, and IDSs. Additionally, the review highlighted pertinent re-
search challenges in this domain. Existing surveys offer a comprehensive overview of
these solutions and challenges. Ref. [74] introduced vulnerabilities within SCADA systems.
Attacks on SCADA systems were presented and categorized according to various criteria,
including the type of attack, the target, and the impact of the attack. A review on IDSs was
provided, and classifications of IDSs, ML techniques, and feature extraction techniques
were included as well. Existing testbeds, as well as some cybersecurity controls and mitiga-
tion mechanisms, were discussed. The paper also presented related research challenges.
Ref. [161] highlighted attacks on SCADA systems and reviewed cryptography-based and
formal verification-based solutions. Ref. [162] reviewed research works on attacks threat-
ening RTUs and discussed vulnerabilities. Ref. [133], presented in Section 4.3, reviewed
works using DL algorithms in the development of IDSs for SCADA systems.

Researchers have also focused on other parts of the SG, such as communications net-
works [163-165], PMUs [166], SG data [167], and vehicle-to-grid (V2G) networks [168,169].
Ref. [163] highlighted challenges related to the cybersecurity of SG communications and
reviewed solutions for each cybersecurity requirement (privacy, integrity, authentication,
trusted computing). Ref. [164] focused on cognitive radio-based SG communications. They
reviewed cognitive radio standards used in SGs along with their associated security is-
sues and vulnerabilities to attacks. The survey also examined security technologies and
standards and discussed relevant research challenges. Ref. [165] discussed security issues
related to the usage of WSNs in SGs and reviewed possible attacks. Countermeasures,
including IDSs and topology control methods, were also reviewed. Ref. [170] discussed
attacks on cognitive WSNs and countermeasures. Ref. [171] reviewed security issues and
attack scenarios threatening PLCs, as well as protection schemes in the literature and secu-
rity recommendations. Ref. [166] reviewed research works on vulnerabilities and attacks
targeting synchrophasor networks. Ref. [172] presented the different applications of WSNs
within the SG architecture and the communication protocols used by each SG network. The
authors reviewed existing works in the literature focused on securing WSNs in the context
of SGs, including access control, secure routing, secure clustering, and encryption. Attacks
and countermeasures are also reviewed, including blockchain and SDN.

Surveys focusing on SGs data address aspects including data management, analysis,
and security. Ref. [167] focused on the security of SG data throughout its life cycle (genera-
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tion, acquisition, storage and processing). For each stage, related vulnerabilities and attacks
on different components and processes of the SG were reviewed from existing literature. The
paper then reviewed research on potential data sources for security analytics in SG, as well
as data analysis and visualization methods. Future research directions were also discussed.

Surveys focusing on V2G systems address aspects including communication protocols,
security challenges, and integration strategies. Ref. [168] examined threats associated
with both physical and communication-related V2G connections and explored potential
mitigation strategies. Ref. [169] introduced privacy issues and challenges in V2G networks
and identified potential attacks. Privacy preservation techniques from the literature were
then reviewed and categorized based on the methods they employ. Both the advantages
and limitations of existing solutions were discussed. In [173], potential attack vectors and
scenarios threatening power systems IEDs were reviewed and categorized based on their
target and the type of attack scenario. The review also examined existing countermeasures,
classifying them according to the level of protection they offer.

Surveys related to IoT in SGs explore aspects like connectivity, data interoperability, and
security challenges. For instance, ref. [174] discussed security and privacy implications and
challenges related to the integration of IoT in SGs. Ref. [175] discussed security challenges
related to the IoT-based SG, presenting common attacks, possible mitigation techniques, and
prospects. Ref. [176] focused on the energy-aware smart home environment and its interac-
tion with the SG environment. They discussed attack scenarios arising from the interactions
between smart homes and SGs, as well as their impact. Countermeasures outlined in the
existing literature were thoroughly reviewed, alongside cybersecurity standards for SGs.
The paper also discussed future directions. Ref. [177] provided a comprehensive review of
the security of smart substations, covering attacks, vulnerabilities, and associated security
issues. The survey also examined attack detection methods and protection schemes from
the literature, along with datasets, testbeds, and pertinent security standards. The authors
also proposed a multilayered protection scheme and discussed open challenges and future
directions. Ref. [178] reviewed cyberattacks on the load frequency control system of the
SG. Attack detection techniques were reviewed and categorized into model-based and data-
based approaches, along with additional methods such as watermarking and game theory.
Mitigation techniques were also reviewed. The authors discussed testbeds, as well as the
major steps in vulnerability assessment. Research gaps were also identified and discussed.

5. Overview of Key Research Aspects in Smart Grid Cybersecurity

In the previous section, we reviewed existing surveys on the cyber-physical security
of SGs. Each paper presented concepts related to the topic, attack and/or countermeasure
classifications, research challenges, and future directions. In the following subsections, we
will discuss the different aspects related to research on SG cybersecurity, derived from the
previously reviewed papers.

5.1. Taxonomies

In Section 3, we discussed various cyber-physical attacks targeting SGs, such as FDI,
DoS, MitM, GPS spoofing, and replay attacks. Nevertheless, the literature also reveals
additional threats, including reconnaissance [91,92], sniffing [179], delay [90,95,99,102], and
covert [56,110]. Reconnaissance normally precedes other attacks, allowing an attacker to
gather information on their target, usually through traffic analysis. An attacker performs
sniffing to monitor and capture data traffic. An MitM attack involves an attacker inter-
cepting information circulating in a network; hence, reconnaissance and traffic analysis
may be considered as MitM attacks. Message delay attacks include introducing a delay
in the transmission of data packets, possibly destabilizing the grid’s operation since SG
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applications are time-critical. In Section 3, we defined DoS as an attack that either delays
or completely prevents the transmission of data or the delivery of services. Therefore, we
consider any attack aiming to delay the transmission of data, including message delay
attacks, as DoS attacks. Ref. [90] also considered delay attacks as DoS attacks. A covert
attack refers to an attack that aims to alter measurements, with a remarkable capability
of evading detection [180,181]. Following the definition of FDI, a covert attack can be
considered a stealthy FDI attack.

Our analysis of the surveyed literature also highlights additional attacks, including
aurora attacks [90,93], load redistribution attacks [90,93,102], topology attacks [93,128],
automatic generation control (AGC) attacks [90,93], and switching attacks [102,129], all of
which have been addressed in the reviewed surveys. These are more sophisticated attacks
that typically involve a combination of several previously discussed attacks, making them
more complex and challenging to address, and have a specific target. The aurora attack
involves opening a generator’s circuit breaker to disrupt synchronization and then reclosing
it before the system can respond [93]. This results in mechanical and electrical stress on the
generator, and repeating the process will eventually damage the generator [182]. A load
redistribution attack is delivered through an FDI attack by manipulating measurements of
load buses and line power flow measurements [93], possibly leading to unnecessary load
shedding or to an insecure operating state where the power flow on a transmission line
may exceed its capacity, eventually leading to outages [183]. A topology attack aims to
alter both network data and meter measurements [128]. Attacks targeting the AGC modify
power flow measurements to destabilize the system [90,93].

Various classifications for cyber-physical attacks on SGs were proposed by researchers
in the previously reviewed surveys. The most common classification criteria are the CIA
triad, the attack layer, and the attack target (Table 5). In classifications based on the
CIA triad, DoS, including jamming, falls within the class of attacks targeting availabil-
ity [33,87,91]. Integrity attacks are FDI, replay and GPS spoofing [33,56,87,99]. Although
MitM is generally considered to violate confidentiality, since it allows an attacker to inter-
cept data, it can also violate integrity since it can be used to alter data as well [33,87,91].
Attack layers include network layers from the OSI and TCP/IP models [87,100], in addition
to the cyber and physical layers [2,56].

Table 5. Attack classifications in reviewed surveys.

Classification Criteria Refs.

CIA triad [33,87,104,105,135]
Target [86,93,98,102,105,106,135]
Layer [2,56,87,100,105,134,135]

A variety of classifications categorize countermeasures based on the method or tech-
nique they use, such as cryptography, ML, blockchain, signal processing, filtering tech-
niques, moving target defense, game theory, and watermarking. More general classi-
fications may divide methods into data-driven and model-based, or according to the
countermeasure’s role (prevention, detection, mitigation, localization). Countermeasures
are also commonly classified according to the attack they address, or, more generally, the
attack type. Ref. [92]’s attack types included periodic, stochastic, and arbitrary attacks,
whereas [95]’s consisted of direct and indirect attacks. Refs. [91,97] considered attack
phases when classifying countermeasures (pre-attack, under attack, and post-attack). The
targeted device, system, security requirement, or layer is also a common criterion for
classifying countermeasures. Table 6 summarizes the different classification criteria used in
the reviewed papers.
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Table 6. Classification criteria used for countermeasures in reviewed surveys.

Ref. Method Role Target Mvs. D Attack Att. Type Att. Phases
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[92] - - - -
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5.2. Discussion

Countermeasures against cyber-physical attacks on SGs can be divided into three cate-
gories: attack detection, attack mitigation, and attack prevention. These countermeasures
contribute to achieving grid resilience (Figure 17). Attack detection refers to identifying and
recognizing the presence of an attack or unauthorized access to one or multiple components
or systems in the SG. Detection techniques should be able to differentiate between arbitrary
system faults and malicious attacks. In addition to detection, some research works provide
attack localization, which involves identifying which component or part of the grid was
compromised. The detection of an attack is often followed by mitigation. Attack mitigation
is a set of corrective actions aiming to reduce the attack’s impact on the system’s stability
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and performance. The efficiency of a mitigation approach is highly dependent on the
reliability of the detection approach that precedes it [93]. Attack prevention, as the name
suggests, completely prevents the occurrence of an attack and is, therefore, a more secure
approach. However, it generally necessitates securing each component individually, which
tends to be computationally expensive, possibly unfeasible [98]. Finally, the resilience of
an SG against cyber-physical attacks and threats refers to its capability of maintaining a
normal operational state, even when under attack [98]. Thus, grid resilience reduces the
possibility of power outages caused by attacks [94].

Attack detection N
Attack "\
localization ‘\I Y
Countermeasures Attack mitigation | , ® Resilience
Attack prevention J/ /,’

Figure 17. Classification of countermeasures.

Numerous survey papers have focused on particular techniques in research on at-
tack countermeasures for SGs, both classical and recent. Classical techniques include
cryptography, watermarking, moving target defense, signal processing, and game theory.
Cryptography and key management schemes are perhaps the most prevalent classical
techniques found in the literature, and they have been the central focus of many survey
papers [40,91,98,101,122,138-141,148,161,175]. Cryptography is mostly used for preventing
attacks on SGs [98,100], although it can also be used for attack detection, such as in [66].
Watermarking is used for attack detection, and it involves embedding an authenticating
signal into data packets so that their authenticity and integrity can later be verified [122].
Moving target defense prevents attacks through constantly changing system configuration
to reduce the attack surface, making it harder for attackers to deliver attacks by increasing
uncertainty [93]. In game theory, a game is played between players, in either a coopera-
tive or a competitive manner to defend against attacks, as well as determining malicious
nodes [147].

Analysis shows that component-specific surveys were prevalent from 2012 to 2019.
This results from the model-dependent nature of countermeasures, such as conventional
IDSs, firewalls, watermarking, and Kalman filters. These countermeasures are tailored
specifically to secure a particular component or system. With the rise of data-driven
(i.e., model-independent) countermeasures, the number of component-specific surveys has
visibly decreased (Figure 18). From 2020 onward, a clear decline in component-specific
surveys can be observed, paralleled by a steady increase in method-specific ones. Method-
specific surveys before 2020 focused on encryption-based techniques, since authentication,
encryption, and PKI were the main strategies for attack prevention. Since 2020, a notable
shift toward ML-focused surveys has been observed, along with the emergence of surveys
addressing Blockchain and Quantum Computing (Figure 19). Furthermore, the number of
surveys in the field of SG cybersecurity has steadily increased since the first publication in
2011, with a particularly sharp rise after 2020 (Figure 20). Figure 21 illustrates the different
shifts in research trends and number of publications survey papers between 2011 and 2025.
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Figure 18. Percentage of component-specific surveys relative to the total number of surveys per year.
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Figure 21. Trends in survey papers from 2011 to 2025.

Emerging technologies, such as ML, blockchain, cloud computing, and quantum
computing, have attracted growing interest from researchers in the context of SG cyber-
physical security, with ML being the most widely studied (Figure 22). This is encouraged
by the fact that ML algorithms are model-independent, allowing their generalization over
various components and systems in the SG. With the rising complexity of the SG’s cyber-
physical structure, it has become difficult to model the system and design countermeasures
accordingly. Moreover, any changes in the structure will affect the applicability of model-
based countermeasures. ML algorithms offer a robust solution for attack detection, as they
can uncover hidden and complex patterns within data. Consequently, ML-based solutions
are rapidly growing compared to those using other techniques, as ML algorithms enable
not only attack detection but also localization. Figure 23 shows the different surveys that
focused on ML-based countermeasures. Blockchain also emerged as a promising solution for
secure SG communications [143]. Its decentralized nature offers lower costs, complementing
conventional encryption, authentication, network IDSs, and firewalls [142]. Moreover,
blockchain minimizes the risk of a single point of failure through the usage of distributed
ledgers, ensuring that the SG maintains its operations even if one of its nodes is compromised
[104]. With the proliferation of IoT devices in SGs, cloud computing offers attractive features
for SGs. For instance, aggregated smart meter data can be processed by powerful online
servers running robust attack detection modules [184]. The literature also views quantum
computing as a promising technology for ensuring SG cybersecurity. In theory, quantum
keys are unbreakable. Therefore, systems implementing quantum key exhibit a high level of
security, preventing even the stealthiest intrusions such as eavesdropping [144].
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Figure 22. Number of surveys with a partial /full focus on recent technologies.
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(Haque et al.
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Abdalzaher et al. 2022

Figure 23. Surveys reviewing ML-based countermeasures [2,50,56,90,93,94,96-98,100,101,104,116,119,
122,124-135,137,147,178].

FDl is arguably the most researched attack in the context of SG cyber-physical security
(Figure 24). This is because an FDI attack involves inserting malicious information, such as
altered measurements, which, undetected, may lead to wrong decisions and, eventually,
devastating consequences. A well-structured FDI vector has the ability to evade detection
and compromise the grid’s stability and availability. Moreover, FDI can be delivered
through multiple layers (communication network, cyber layer, physical layer) [2].

FDI DoS energy replay
theft

Figure 24. Number of survey papers focused on a specific attack.

6. Emerging Research Challenges and Future Directions in Smart
Grid Cybersecurity

This section highlights some of the common research challenges and future directions
proposed in literature reviews on SG cyber-physical security. We only selected recent
papers for this discussion, i.e., papers published in the past 5 years.
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6.1. Smart Grid Cyber-Physical Structure
6.1.1. Current Research Challenges

Compared to transmission systems, distribution systems have not received enough
focus in terms of research on cyber-physical security [33,93,103]. The complexity of the
distribution grid has increased with the integration of DERs, EV charging stations, and
IoT devices in the AMI [93,116]. Consequently, the distribution grid has ended up with
a larger attack surface and an increased number of vulnerabilities. Furthermore, many
emerging areas of the SG are underresearched in terms of security, such as DERs [113],
power electronics [152], and the AMI [93]. On the microgrid level, most existing works have
focused on either DC microgrids or AC microgrids. However, there hasn’t been enough
research on hybrid AC/DC microgrids in terms of attack detection, mitigation, and resilient
control [98,110]. Hybrid microgrids present a higher number of vulnerabilities, and the
presence of both DC-based and AC-based devices increases the difficulty of modeling the
system and of designing countermeasures [98].

For simplification purposes, many research works have tended to approximate the
non-linearity of AC-based models into linear DC models, notably in modeling the SG for
research on FDI attacks, which could result in inapplicable and inefficient solutions [99,113].

The interdependence between the cyber and physical layers of an SG can be exploited
by attackers to cause physical damage by leveraging vulnerabilities in the cyber layer [93].
However, it has been underinvestigated, as most research works focus exclusively on either
the cyber layer or the physical layer [33,40,88].

6.1.2. Proposed Future Directions

Further research on the distribution grid is required, by identifying its different stake-
holders and the vulnerabilities of each, before attempting to implement protective measures
against attacks. Adopting model-independent solutions that can generalize across emerg-
ing components is recommended, ensuring their reproducibility and durability. Thanks to
their data-driven nature, ML algorithms can adapt to both the AC and hybrid microgrid
models, eliminating the need to resort to the simplified, DC model. Hardware-in-the-loop
can be exploited to identify all possible attack vectors and scenarios that leverage the inter-
dependence between the cyber and physical layers, identifying the weakest links before
implementing protection measures for both layers.

6.2. Advancements in Countermeasure Development
6.2.1. Current Research Challenges

One of the most persistent challenges in developing security solutions for CPSs,
particularly SGs, is related to datasets [74,116,133,160]. Ground-truth datasets are essential
for implementing and evaluating security solutions for SGs and are crucial for training data-
driven models. The quality of a dataset is an important factor that determines the robustness
of learning-based methods and can reduce the resulting number of false positives and false
negatives [116]. Moreover, data-driven solutions require datasets to be up-to-date [116,133].
However, datasets are often either too general to be used in securing a particular component
or system of the SG, or outdated [74,160]. Data imbalance is another drawback in existing
datasets, where the percentage of abnormal (or malicious) records is generally low [126,133].

Another challenge is ensuring countermeasures’ reproducibility. This is because
most, if not all countermeasures are implemented under less realistic conditions, such
as simulations, affecting their applicability in real-life situations [125,146]. For instance,
communication delays and resource-constrained conditions are often not considered in
the design of countermeasures and secure control schemes [99,110,177]. Simulators and
testbeds are crucial elements in evaluating the performance of proposed security measures.
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Existing simulations provide small-scale representations of the system, which could affect
the robustness and efficiency of tested solutions [116]. Furthermore, with the increasing
complexity in the SG’s structure, notably on the distribution side, most existing simulations
have become outdated and no longer represent the structure [33]. Therefore, there is a need
for simulation tools with hardware-in-the-loop (HIL) capabilities that represent both the
cyber and physical aspects of the SG [93].

The robustness of mitigation solutions is highly dependent on the reliability of the
detection process [93]. Although a plethora of research works have developed and adapted
IDSs to detect attacks on SGs, there hasn’t been as much research on intrusion preven-
tion [74,125,177]. The reliability of attack detection methods and IDSs can also be highly
impacted by the presence of false positives and false negatives, even though they may seem
promising when using other metrics such as accuracy [99,125,177]. Vulnerability assessment
and risk analysis are an important step in developing mitigation schemes. Due to the
complex structure of the grid, current research lacks a comprehensive understanding of all
vulnerabilities and attack vectors [178]. It also faces challenges due to the lack of adequate
datasets [33].

Privacy preservation has become an important aspect in the development of counter-
measures and security schemes for SGs. For instance, consumption data can be used to
deduce sensitive information such as customers’ lifestyles [146]. ML-based attack detection
requires the detection models to be trained on consumer data. Most existing works focus
more on the detection/prevention aspect and less on privacy-preserving, which could pose
a risk to customers’ safety [125,126]. Moreover, ML-based approaches raise ethical concerns,
including biases in training datasets and the black-box nature of most ML models.

Data-driven methods present a promising solution to the increasing complexity of the
distribution grid as they are model-independent. However, data imbalance, inadequate
datasets, and false positives and negatives are challenges faced by multiple data-driven
methods, particularly ML algorithms.

6.2.2. Proposed Future Directions

Further research efforts are required where SG cybersecurity datasets are concerned.
Digital twins are an emerging potential solution to countermeasure development and test-
ing. They can be exploited for generating realistic datasets that reflect SG operation under
different attack scenarios. They can also be exploited for handling the challenge of ensuring
countermeasure reproducibility, as they can provide a virtual replica of power systems
through a combination of numerical models and simulation hardware [185]. They offer real
representations of cyber interactions and can therefore be used in testing and validating
countermeasures effectively. Moreover, further in-depth studies on handling persistent
issues in ML-based approaches are necessary. Data-imbalance, for instance, can be handled
through producing synthetic data using oversampling techniques [186,187]. Furthermore,
solutions that aim to ensure consumer data privacy should be further explored, such as
federated learning and learning over encrypted data. Countermeasures should also con-
sider ethical concerns, including generating fair datasets and exploring solutions to the
black-box nature of ML algorithms such as explainable artificial intelligence.

6.3. Cyber-Physical Attacks
6.3.1. Current Research Challenges

Coordinated and complex attacks present a major challenge to the cyber-physical
security of SGs as they often do not correspond to the assumptions on which the design of
solutions was based, such as attack ordering, timing, duration, and distribution [90,93,103].
Attackers, for instance, may launch a series of intermittent energy theft attacks to evade
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being detected [126]. A well-planned attack may be leveraged to not only evade detection,
but to amplify its physical impact as well [93]. Other forms of attacks are emerging and
need to be investigated, such as adversarial ML, which allows attackers to evade ML-based
detectors [116,119]. It is also worth noting that current literature predominantly focuses on
FDI attacks, leaving other attacks underinvestigated in the context of SGs.

6.3.2. Proposed Future Directions

Extensive research on attack vectors is required. Hardware-in-the-loop technologies can
be exploited to explore a wide range of possible scenario, as they are capable of better reflect-
ing the SG’s operation than conventional simulators. This represents a major step in develop-
ing adequate and robust countermeasures, particularly against coordinated attacks. Further-
more, research should consider protecting SGs against various types of attacks at different
stages, rather than focusing on each attack separately when designing countermeasures.

Table 7 summarizes the aforementioned research challenges and presents opportunities
for future work.

Table 7. Research challenges in SG cybersecurity and proposed directions.

Research Challenge

Proposed Directions

Lack of research on the distribution grid. Adopting data-driven solutions (ML) for their
Predominance of the simplified DC model over the model-independence nature, allowing their reproducibility
AC and hybrid models. and generalization over different models and components.

Interdependence between the cyber and physical
layers. Coordinated and complex attacks.

Hardware-in-the-loop for a realistic representation of SG
operation to identify complex attack scenarios and design
robust countermeasures.

Literature focuses on countering a single attack Focusing on developing countermeasures against multiple

(notably FDI).

attacks and for various attack stages.

ML-related issues, including data privacy and data

imbalance.

Adapting and improving existing solutions for the context of
SG cybersecurity, such as oversampling, federated learning,
and learning over encrypted data.

Countermeasure testing for reproducibility in real-life  Digital twins for their ability to reproduce realistic SG
conditions. Lack of SG cybersecurity datasets. operation.

7. Limitations and Outlook

Although this work is the first to provide an in-depth review of survey papers in the
field of SGs, several limitations should be noted. First, this paper focuses exclusively on
survey papers and literature reviews, which inherently do not cover the most recent primary
studies at the time of their publication. Consequently, some of the latest advancements in
SG research may not be reflected in the insights presented here. Second, given the large
number of literature reviews on SG cybersecurity, the scope of this study was limited to
papers specifically addressing this topic. Complementary work could expand the scope to
include surveys on the cybersecurity of related cyber-physical systems to derive additional
insights relevant to SG cybersecurity.

8. Conclusions

The evolution of power systems into SGs has introduced new features that benefit
both customers and utility companies. However, it has also exposed power systems to new
threats and challenges. SGs integrate smart devices and communication networks, which
provide entry points for attackers to insert and propagate attacks. Thus, cybersecurity has
become an essential aspect of the SG concept.
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The increasing interest of researchers in the cyber-physical security of SGs combined
with the complexity of the grid’s structure, has resulted in an elevated number of papers,
including literature reviews. It has become increasingly difficult to navigate the literature on
the topic, which has prompted this work. In this study, we presented a systematic review of
existing literature reviews on SG cyber-physical security. We reviewed 100 review papers,
which we divided into general reviews, attack-specific reviews, method-specific reviews,
and component-specific reviews. We noticed that most works have focused on FDI attacks,
due to their stealthiness and ability to cause great damage. We also realized that data-
driven methods, particularly ML, are becoming more prevalent. ML algorithms are model-
independent, which is advantageous given the complexity of the grid’s structure. Research
on SG cyber-physical security faces a number of challenges, such as the interdependence
between the cyber and physical layers, the lack of adequate and up-to-date datasets and
testbeds, and the randomness of coordinated and complex attacks. Future works should
consider privacy preservation, as SG data is becoming more sensitive. They should also
focus more on the distribution system. This includes DERs, power electronics, the AMI,
and hybrid microgrids.
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Abbreviations

The following abbreviations are used in this manuscript:

AGC automatic generation control
AMI advanced metering infrastructure
BESS battery energy storage system
CPS cyber-physical system

DDoS Distributed Denial-of-Service
DER distributed energy resource

DG distributed generation

DL deep learning

DMS distribution management system
DNP3 Distributed Network Protocol 3
DoS Denial-of-Service

DSL digital subscriber line

EMS energy management system

ESS energy storage system

EV electric vehicle

FAN field area network

FDI False Data Injection

GOOSE Generic Object Oriented Substation Event
GPS Global Positioning System

HAN home area network

1CS industrial control system
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IDS intrusion detection system
IED intelligent electronic device
IoT Internet-of-Things

MDMS meter data management system
MitM Man-in-the-Middle

ML machine learning

NAN neighborhood area network
NS-3 Network Simulator-3

OSI Open Systems Interconnection
PCC point of common coupling
PKI public key infrastructure

PLC power line communication
PMU phasor measurement unit

RES renewable energy source

RL reinforcement learning

RTDS Real-Time Digital Simulator
RTU remote terminal unit

SCADA Supervisory Control and Data Acquisition

SG smart grid

V2G vehicle-to-grid

WAMPAC  Wide-Area Monitoring, Protection, and Control
WAN wide area network

WSN wireless sensor network

Appendix A

The following appendix lists the search strings employed to retrieve relevant survey
papers from the aforementioned databases. We start by defining A, B, and C:

A ="“smart grid” OR “microgrid” OR “power system”

B = “false data injection” OR “denial-of-service” OR “man-in-the-middle” OR “replay”

C = “review” OR “survey” OR “state-of-the-art”

The following search strings were used in retrieving relevant survey papers for
our work:

A AND (“cybersecurity” OR “security” OR “attack”) AND C

A AND B AND C

When the search string is too long, we reduce the number of keywords, e.g.,:

A AND “false data injection” AND “review”
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