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Abstract

Malware has become increasingly sophisticated over the years, with zero-day attacks
emerging at an alarming pace. Effective detection and analysis demand real malware
samples, which are expensive and skill-dependent to extract. As a result, generating high
quality synthetic samples from scarce data sets becomes a crucial method for strengthening
detection software. This paper focuses on presenting generation techniques that optimize
the embedding space to produce high-quality synthetic samples, even under constrained
datasets. The dataset used in this paper consists of 500 Windows malware API call samples
that were processed using embedding and Generative AI (Gen AI) techniques to gener-
ate synthetic malware. Two novel contributions are highlighted in this paper. (1) The
integration of autoencoders with pretrained NLP models (BERT and ELMo) to enhance
the quality of embeddings. Autoencoders extract features and learn patterns from the
data to generate higher-quality embeddings than those generated using other techniques
alone. (2) Cluster-Tangent Diffusion (CT-Diff): a novel application of manifold diffusion.
Manifold diffusion improves upon diffusion and other Gen AI techniques by focusing
on generating samples along the distribution of the original data using structured noise
instead of standard gaussian noise. Collectively these two contributions have consistently
outperformed previous techniques. Furthermore, the results demonstrate the feasibility of
generating reliable fake samples even in low data scenarios.

Keywords: synthetic malware generation; diffusion; manifold diffusion; Natural Language
Processing; graph embeddings; autoencoder; Artificial Intelligence; cybersecurity

1. Introduction
Malware, or malicious software, is an intrusive software intended to steal data or

harm computers and computer systems [1]. Malware can be classified by type of malware
or by malware family, where malware families are groups of malware that share similar
attack techniques [2]. With cybercrime costs expected to reach $10.5 trillion USD annually
in 2025 [3], it is critical to improve defenses against them. However, in order to perform
malware detection and classification, a large amount of malware is required. To this end,
generating high-quality synthetic malware can be beneficial [4].

Prior to generating synthetic malware, samples must be preprocessed and transformed
into embeddings. Various methods may be used for this purpose based on the data
type [5–12]. One method creates embeddings [5,6] by representing malware based on its
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API calls [5,6,10]. Another captures program statement and program flow information [7]
using function call and system call information derived from malware executables [7–9].
Alternatively, malware may be represented as a set of opcodes [11]. Regardless of how the
malware is represented, it may either be statically or dynamically analyzed. Static analysis
refers to analyzing malicious code without execution [13]. In dynamic analysis, malware is
executed in a controlled environment to monitor real-time behavior [13].

Machine learning models often need to be trained on large amounts of data to generate
high-quality outputs, but it can be challenging and time-consuming to collect a diverse
set of real malware samples [4]. Recently, methods such as few-shot learning, transfer
learning, and data augmentation, have been explored as alternative techniques [14,15]. Yet,
to the best of our knowledge, no previous work has evaluated the use of autoencoders
in combination with embedding models or manifold diffusion techniques to generate
synthetic malware with a limited set of real malware samples.

In this paper, we dynamically analyze malware by extracting API call sequences from
7 malware families for a total dataset size of just under 500 samples. These samples are
processed using various combinations of aforementioned techniques, specifically explor-
ing three Natural Language Processing (NLP) models: FastText, ELMo, and BERT, with
embeddings from ELMo and BERT being further processed using autoencoders; two graph-
based techniques: Graph2Vec and Node2Vec; and three Generative AI (Gen AI) models:
WGAN-GP, Diffusion, and Cluster-Tangent Diffusion (CT-Diff), where CT-Diff is a novel
application of manifold diffusion to malware. Furthermore we incorporate dimension-
reduction techniques through autoencoders to improve the performance of select models.
The performance of these models is evaluated using multi-class classification techniques,
t-SNE modeling, and cosine similarity. The primary focus of this paper is on evaluating the
use of autoencoders and CT-Diff, with the remaining models serving as a benchmark for
assessing the robustness of the fake malware generated through these techniques.

Our work suggests that combining autoencoder processing with pretrained NLP
models, BERT and ELMo, can improve performance. Notably, on limited datasets, CT-Diff
is among the models that can most accurately capture the structure of the original data
distribution and generate realistic synthetic malware samples.

Our work makes the following contributions:

• Autoencoders: We generate synthetic malware samples using NLP and graph em-
bedding models and further process embeddings outputted from those with low
performance, ELMo and BERT, to improve on the embedding quality.

• CT-Diff: We present an application of manifold diffusion to malware, which we denote
as CT-Diff. To the best of our knowledge, this paper is the first application of manifold
diffusion techniques in the malware domain.

• Synthetic malware generation under data scarcity: We utilize a dataset of under
500 Windows malware samples and show that through strategic use of embedding
and generative techniques, high-quality synthetic malware can be generated. The
success of our approach suggests that these techniques are capable of capturing deep
structural patterns of malware. This raises the possibility that these techniques could
be used to effectively simulate behavioral patterns found in zero-day attacks.

The rest of the paper is structured as follows: Section 2 discusses related papers and
background for our work. In Section 3, we describe the models used and how the NLP
embeddings, Graph embeddings, and synthetic malware were generated. In Section 4, we
evaluate the models and provide results of this evaluation. In Sections 5 and 6, we conclude
with a discussion of limitations and future work.
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2. Related Work
Generative AI (Gen AI) has emerged as a powerful tool for augmenting malware

detection, particularly in scenarios where data scarcity limits the effectiveness of traditional
learning approaches. Prior research has explored Gen AI through the lens of Natural
Language Processing (NLP), leveraging pretrained language models to enhance feature ex-
traction and representation. In parallel, graph embedding techniques have gained traction
for modeling structural relationships within malware behavior, offering complementary
perspectives on data generation and classification. This section reviews relevant literature
in both domains, highlighting how Gen AI has been integrated with NLP and graph-based
methods to improve the quality and utility of synthetic malware samples. A quick overview
is provided in Table 1.

Table 1. Literature Review and Identified Gaps.

Study (Author, Year, Title) Topic Findings/Gap

Kale et al. [16], Malware classification with
Word2Vec, HMM2Vec, BERT, and ELMo

Opcode embeddings for
classification

Strong accuracy with BERT on opcode data;
lacks generative modeling or data-scarcity
augmentation.

Aggarwal & Di Troia [17], Malware
Classification Using Dynamically Extracted
API Call Embeddings

Dynamic API sequence
embeddings

Effective for classification; no synthetic data
generation or manifold-guided diffusion.

Maniriho et al. [18], API-MalDetect:
Automated malware detection framework
for Windows

Deep learning-based detection of
malware attacks

Robust detection pipeline; focuses only on
classification, not sample generation.

Amer & Zelinka [19], Contextual
understanding of API call sequence Dynamic API analysis

Captures temporal dependencies; lacks
embedding optimization or
synthetic augmentation.

Qiao et al. [20], MLP + Word2Vec for IoT
malware classification Word2Vec for IoT malware Strong accuracy with static embeddings; no

autoencoder or generative refinement.

Yesir & Soğukpınar [21], Malware detection
and classification using FastText and BERT NLP-based embeddings High detection accuracy; lacks diffusion or

manifold-aware synthesis.

Tran & Di Troia [22], Word Embeddings for
Fake Malware Generation

Embedding-driven malware
generation

Demonstrated feasibility of fake sample
generation; not manifold- or
cluster-conditioned.

Bao et al. [4], Generating Synthetic Malware
Samples using Generative AI against
Zero-day Attacks

Use of Word2Vec, GAN,
WGAN-GP, and Diffusion to
generate synthetic malware

Diffusion improved F1 scores; limited to
opcode data; lacks embedding optimization
and structure awareness.

Mollah et al. [23], Control Flow Graphs,
Node2Vec, and GCN Integration

Graph embeddings for malware
detection

Captured graph structure well; no generative
malware synthesis.

McLaren et al. [24], GAN-based malware
generation using behavioural graphs Graph-based GAN generation

Effective structure modeling; GAN prone to
mode collapse; lacks
manifold-guided refinement.

Wesego [25], Graph Representation Learning
with Diffusion Generative Models Diffusion for graph embeddings Highlights diffusion’s promise; not applied

to malware or data-scarce environments.

Lee & Choi [26], Local Manifold
Approximation and Projection (LoMAP) Manifold-aware diffusion

Improves generation fidelity via local
manifolds; not used for
malware embeddings.

Chung et al. [27], Improving diffusion
models for inverse problems using manifold
constraints

Manifold-regularized diffusion Improves reconstruction quality; no
evaluation on malware embeddings.

He et al. [28], Manifold Preserving
Guided Diffusion Structure-preserving diffusion Preserves data geometry; lacks application to

malware or low-data scenarios.
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2.1. Natural Language Processing (NLP) and Generative AI (Gen AI)

In order to use malware for classification, detection, and generation tasks, it must
be converted into a machine-understandable representation. This is achieved using em-
beddings. Natural Language Processing (NLP) techniques are commonly employed to
transform raw text data into high-quality word embeddings.

Four examples of NLP models are Word2Vec [29], FastText [30], BERT [31], and
ELMo [32]. All four models have previously been used to generate embeddings for malware
represented as opcode sequences [16], API call sequences [17], and binary executable
files [20].

Kale et al. [16] and Aggarwal et al. [17] explore embedding and classifying mal-
ware represented as opcode sequences [16] and API calls [17] using NLP models such as
Word2Vec, BERT, and ELMo [16,17]. While BERT performed best on the opcode data [16],
Word2Vec performed best on the API call data [17]. Qiao et al. [20] similarly achieved high
classification accuracy when using Word2Vec to classify malware binary executables both
for traditional malware and for IoT malware. Finally, Feng et al. [33] and Yesir et al. [21]
show that FastText has potential for use in classifying API sequences, as it achieved a high
accuracy and detection rate [33].

Generative AI models are those used for data generation, such as text generation,
audio generation, or image generation [34,35]. In the malware domain, these models are
often used to generate synthetic samples that closely resemble real samples [13] as a way
to compensate for data scarcity [35], to serve as a form of data augmentation [35], or to
identify trends to predict future threats [36]. This is essential, as generating malware is
time-consuming, skill-based [36], and cost intensive.

When Gen AI is used in conjunction with NLP models, high-quality malware em-
beddings may be generated. For example, Tran et al. [22] use BERT and WGAN-GP to
generate realistic opcode samples from seven malware families, achieving realistic malware
generation. Bao et al. [4] similarly explore malware generation, using Word2Vec to generate
opcode embeddings and three Gen AI models, GAN, WGAN-GP, and Diffusion, to generate
synthetic samples. Overall, augmenting the original malware set with synthetic samples
led to improved F1 scores for malware classification, with the Diffusion model performing
the best.

2.2. Graph Embedding Techniques and Generative AI (Gen AI)

Graph embedding techniques have been applied for API call graph feature extraction
in malware classification. Mollah et al. [23] utilized both Graph2Vec [37] and Node2Vec [38]
vectorization algorithms, and found that Node2Vec yielded the best performance in captur-
ing the structural relationships of malware through Control Flow Graphs [39].

Diffusion [40] has been shown to have strong generative capabilities largely attributed
to its state-of-the-art noising and denoising architecture.

Wesego [25] trained a Graph Convolutional Network (GCN) [41] to obtain graph level
embeddings and found that embeddings learned from the Discrete Diffusion Model had the
highest accuracy in classification tasks. This work emphasizes diffusion’s strength in capturing
high-quality representations and highlights its value in the domain of graph embeddings.

McLaren et al. [24] used a control flow inspired graph to represent malware API calls
for GAN based malware generation. They constructed directed API call subgraphs which
were vectorized and passed to a GAN. This work demonstrates the potential of graph
based embeddings in effective malware generation tasks.
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2.3. Structure-Aware Diffusion

In recent years Structure Aware Diffusion has gained a lot of traction. Structure Aware
Diffusion refers to any diffusion model that uses the structure of the original data to steer
the diffusion generation process.

This is a new method that has been tested in various fields. Strudel et al. [42] have
explored this method in text generation by using prompted and unprompted models
for generation. The goal is to steer the unprompted generation towards the prompted
generation using the prompts as a guide. More geometry-based approaches have also
been explored in the works of Lee et al. [26] and Adaloglou et al. [43]. Lee et al. created a
Local Manifold Approximation and Projection (LoMAP) approach that restricts diffusion
generation using PCA on nearby points to ensure the generated data stays close to the
original data. Adaloglou et al. use clustering using KMeans to condition diffusion models
to generate within the main clusters of the original data distribution.

2.4. Our Approach

In our work, we note the success previous approaches have found in generating
synthetic malware using embedding and generation techniques and utilize a selection of
them with our dataset. Specifically, we explore dynamic analysis using an API call dataset.
Dynamic analysis sheds additional light on malware behavior [13,44], as it captures API call
sequences from malware execution. What sets our approach apart from previous ones is
our investigation of generation under data-scarce scenarios, which remains underexplored
despite its real-world relevance. This offers new insights for low-resource malware research
and synthetic data generation. To the best of our knowledge, this is the first study to
compare optimizing embeddings through the embedding space with other NLP, graph,
and Gen-AI models. Specifically, we present what we believe is the first application of
structure-aware, or manifold, diffusion to malware. This is not only due to its prior success
in generating high-quality samples, but also its potential to more accurately capture the
structure of the original data’s distribution than other generative techniques. Additionally,
we use autoencoders to process the outputs of pretrained NLP models and better capture
the features of the original malware data.

3. Methodology
To address the challenge of generating high-quality synthetic malware samples from

limited data, our methodology integrates multiple components designed to optimize feature
representation and sample generation. We begin by outlining the system architecture that
orchestrates the data flow and model interactions. Preprocessing steps ensure that raw
malware API call sequences are normalized and structured for downstream analysis.
We then apply NLP techniques, including pretrained language models, to extract rich
semantic embeddings. These embeddings are further enhanced through graph-based
representations that capture structural relationships within the data. Finally, Generative AI
(Gen AI) techniques are employed to synthesize realistic malware samples, leveraging both
embedding quality and manifold-aware generation strategies.

3.1. System Architecture

In this paper, we present a system architecture (Figure 1) for synthetic malware
generation composed of five primary steps.

• Preprocessing (Figure 1A): Windows executable files are dynamically executed to
extract API calls from a total of 7 malware families (Adload, Bancos, OnlineGames,
Vbinject, Vundo, WinWebSec, and Zwangi). It was sourced from work conducted by
Aggarwal et al. [17].
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Figure 1. System Architecture. This paper creates a system composed of five primary parts: (A) Ex-
tracting malware API calls from 7 malware families by dynamically executing Windows malware
executables, (B) Natural Language Processing through 3 NLP models and dimension reduction
techniques to generate vector embeddings, (C) Graph-based processing through 2 graph embed-
ding methods to generate vector embeddings, (D) Processing word and graph embeddings through
3 Generative AI Models with an end goal of synthetic malware sample generation. (E) The use
of six evaluation metrics, both multi-class classification and modeling techniques, to evaluate the
generated embeddings.
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• Natural Language Processing (Figure 1B): Word embeddings were created using
FastText, ELMo, and BERT. This allowed us to explore embedding generation using
both pretrained and non-pretrained models. The outputs of the pretrained models
(ELMo and BERT) were further processed using an autoencoder.

• Graph Embedding Creation (Figure 1C): Graph embeddings were generated using
Node2Vec and Graph2Vec. This allowed us to explore embedding generation when
API call data was represented using graphs that captured node-level and graph-level
structural information.

• Generative AI Models (Figure 1D): WGAN-GP, Diffusion, and CT-Diff were used to
process the NLP and Graph embeddings to generate synthetic malware samples.

• Evaluation Metrics (Figure 1E): Both multi-class classification and modeling techniques
were used to evaluate the quality of the generated embeddings.

3.2. Preprocessing

The dataset (Table 2) used in this paper consists of a total of 7 malware families, each
of which contain either 70 or 71 samples. Each sample has a varying API call sequence
length, with the maximum length being 17,364 API calls. The API call dataset was sourced
from work conducted by Aggarwal et al., in which they dynamically extracted API call
data from Windows malware executable samples [17].

Dynamic analysis involves extracting API calls from malicious software during execu-
tion. In their work, Aggarwal et al. [17] ran a collection of Windows malware executable
files in an environment consisting of Buster Sandbox Analyzer and Sandboxie sandbox
environment. The outputs of the program, a set of API call log sequences, were further pro-
cessed to remove non-crucial calls and any log information aside from the API call names.

Table 2. API Call Dataset.

Malware Family Samples Max API Seq. Length

Adload 70 198
Bancos 71 1006

OnlineGames 70 714
Vbinject 70 17,364
Vundo 71 3918

WinWebSec 70 3406
Zwangi 70 772

3.3. Natural Language Processing

In order to convert the malware API call data into word embeddings, three primary
NLP models were used: FastText [30], BERT [31], and ELMo [32]. ELMo and BERT are
pretrained models, and are thus pretrained on English text corpora before being finetuned
on the API call data [31,32]. This process of training a model on a dataset and utilizing it
on a different downstream task is also called transfer learning [45], and may be used to
improve model performance and generalization for the downstream task. Embeddings
from BERT and ELMo are context-dependent, which means that the same word may have
different embeddings in different contexts [16]. Conversely, FastText is trained solely on
the API call data [29,30]. Its embeddings are static, which means that it has a single, fixed
representation regardless of the context in which it is found [16]. Once the embeddings
from the models were generated, ELMo and BERT yielded lower quality results than
FastText. Previous papers have utilized autoencoders as a means of extracting and learning
patterns and features in data [34,46]. For this reason, we combined the embeddings from the
ELMo and BERT models with the encoder portion of an autoencoder in order to generate
higher-quality embeddings. Table 3 shows samples of API calls and their relative length.
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Table 3. Sample function calls for each malware sample.

Sample Number Sample Calls Sample Length

s0 ‘virtualallocex’, ‘getmodulehandle’, ‘freelibrary’ 3

s1
‘VirtualAllocEx’, ‘QuerySystemInformation’, . . . ,
‘FreeLibrary’, ‘TerminateProcess’ 76

s2
‘LdrFindEntryForAddress’, ‘GetModuleHandle’,
. . . , ‘OpenProcessToken’, ‘VirtualAllocEx’ 174

s3
‘CreateThread’, ‘ResumeThread’, . . . ,
‘LdrFindEntryForAddress’, ‘GetModuleHandle’ 17,364

3.3.1. FastText

The FastText [30] model is a non-pretrained model that creates word vector representa-
tions from text data such that similar words have embeddings that are close to one another.
It represents words as a bag of character n-grams and associates a vector representation
with each character n-gram. Its architecture is based on the Skip-gram model, which, given
an input word, predicts the context words that surround it in a given range. Furthermore,
the model considers subword information along with information about whole words,
which allows the model to more effectively capture information about word structure.

The model’s architecture is shown in Figure 2. The API call dataset was initially
tokenized before being passed through the FastText model to create embeddings for each
call. As shown in Table 2, the lengths of each sample varied. To establish a standard vector
size, the sample embeddings were averaged and combined to create a multi-dimensional
array where each row represents one sample within a malware family.

We generated embeddings with three potential vector dimensions (88, 104, and 120)
to determine the optimal vector length of these generated embeddings and evaluated
them using a Random-Forest multi-class classifier. As shown in Table 4, the performance
difference between 88 and 104 dimensions was marginal. We opted for 104 dimensions,
since previous work [4] with similar models identified 104 dimensions as the optimal
vector length.

Table 4. FastText Dimension Experimentation.

Dimension F1 Score

88 0.97115
104 0.97022
120 0.96108

3.3.2. BERT

BERT [31] stands for Bidirectional Encoder Representations from Transformers. Dur-
ing the pretraining phase, it is trained on an English text corpus to create bidirectional
representations of input data. In this way, it considers context before and after a target word
and uses random masking to predict masked words based on this context. This pretrained
model is then fine-tuned on other text corpora for downstream tasks.
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Figure 2. FastText Architecture. (A) API call embeddings are preprocessed and turned into word
vectors. (B) The vectors are passed into the FastText model. After the input layer, they are processed
through a hidden layer using Skip-Gram followed by an output layer. (C) Vectors of length 104 are
outputted from the model.

The model’s architecture is shown in Figure 3. We used the base BERT model in
our work and fine-tuned it on the malware API call dataset. This model has a maximum
input length of 512, but samples in the API dataset were significantly longer, with the
maximum length of a given API call sequence being 17,364 (Table 2). So, after passing an
API call sequence to our BERT model, embeddings were made by chunking the full sample
sequences into chunks of length 512 and averaging them to yield one embedding per
sample, of length 768. As with FastText, the sample embeddings were then concatenated to
yield a multi-dimensional array with one row for each sample.
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Figure 3. BERT Architecture (A) API call embeddings are preprocessed and turned into word vectors.
(B) The vectors are chunked into chunks of length 512 due to limits on the length of vector that can be
passed into the BERT model. (C) The vectors are passed into the BERT model, composed of attention
layers, normalization layers, and feed forward layers. (D) Vectors of length 768 are outputted from
the model. (E) The vectors are processed using an autoencoder to reduce the dimension of the output.
(F) Final vectors of length 104 are outputted from the autoencoder.
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BERT outputs vectors of length 768, and these embeddings can be visualized through
t-SNE modeling. t-SNE [47] is used to visualize high-dimensional data by reducing it to
lower dimensions while preserving data structure. Data that is similar in higher dimensions
will cluster closely in lower dimensions to accurately represent the original data.

When we visualize the 768-dimensional vectors with t-SNE (Figure 4A), there is
minimal clustering seen. This indicates a low embedding quality. So, we combined the
embeddings with an autoencoder (Table 5).

A

B

t-SNE BERT for all Malware Families (768)

t-SNE BERT for all Malware Families (104)

Figure 4. tSNE Plot of BERT Embeddings with Varying Vector Length. (A) tSNE plot with BERT
embeddings of length 768. The clustering is minimal, indicating that they are not distinct by family.
(B) tSNE plot with BERT embeddings of length 104. Distinct clusters are formed, indicating higher-
quality and improved representation of the API call data.
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We generated output embeddings with a length of 104, as previous work by
Bao et al. [4] showed that an embedding length of 104 could yield high-quality synthetic
malware samples when passed through a generative model. This also allowed us to com-
pare the performance of the synthetic malware generated by the BERT model with that of
the malware generated by FastText purely based on the way in which the model generated
the embeddings and without the influence of factors such as vector length. This choice of
embedding length was confirmed using a Random-Forest multi-class classifier. Results are
shown in Table 6. When classified using a multiclass classifier, vectors of length 104 had an
F1 score of 1.0 compared to an F1 score of 0.90632 for vectors of length 768.

Table 5. BERT Autoencoder Hyperparameters for Embedding Dimensionality Reduction.

Parameter Value

Encoder Architecture
Dense Layer 1 256 units, ReLU activation
Dense Layer 2 128 units, ReLU activation
Bottleneck Layer 104 units, Linear activation

Decoder Architecture
Dense Layer 1 128 units, ReLU activation
Dense Layer 2 256 units, ReLU activation
Output Layer 768 units, Linear activation

Training Configuration
Optimizer Adam
Loss Function Mean Squared Error (MSE)
Batch Size 8
Epochs 200
Validation Split 0.2
Early Stopping Patience = 10 (restore best weights)
Train/Validation/Test Split 80%/10%/10%

Table 6. BERT Dimension Experimentation.

Dimension F1 Score

768 0.90632
104 1.00000

Additionally, once the reduced embeddings were plotted using t-SNE (Figure 4B),
distinct clusters are formed. This indicates improved representation of the API call data.
Therefore, we chose to use the 104-dimensional vectors in the remainder of our experiments.

3.3.3. ELMo

Like BERT, ELMo [32] is a pretrained model that was trained on English text corpora
to generate high-quality learned embeddings. It uses a bidirectional Long Short Term
Memory (LSTM) to capture both the context and syntax of word meaning. In the forward
pass, it considers context for a given word by looking at the tokens that come before it. In
the backward pass, it considers context by looking at those that come after it.

The model’s architecture is shown in Figure 5. We pass the API call input to the ELMo
model for an output of one embedding per sample. Once sample-wide embeddings are
created, they are then averaged and concatenated to yield a multi-dimensional array of
sample embeddings. The output vector is of length 1024.
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Figure 5. ELMo Architecture. (A) API call embeddings are preprocessed and turned into word
vectors. (B) The vectors are passed into the ELMo model, composed of forward and backward Long
Short Term Memory (LSTM) layers. (C) Vectors of length 1024 are outputted from the model. (D) The
vectors are processed using an autoencoder to reduce the dimension of the output. (E) Final vectors
of length 104 are outputted from the autoencoder.

As with BERT, the original 1024-dimensional ELMo embeddings were visualized
through t-SNE and the embeddings showed minimal clustering. So, we processed them
using another autoencoder model to output final embeddings of length 104. t-SNE results
for these reduced embeddings showed formation of distinct clusters. Additionally, when
the embeddings of length 104 and 1024 were classified using a a Random-Forest multi-class
classifier, results showed that a vector length of 104 had a higher F1 than that achieved using
vectors of length 1024 (Table 7). Consequently, we proceeded with the 104-dimensional
embeddings.

Table 7. ELMo Dimension Experimentation.

Dimension F1 Score

1024 0.90718
104 1.00000
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3.4. Graph Embedding Creation

Before generating graph embeddings, we first convert the raw malware API call
sequences into structured graph representations. To standardize the inputs, whitespace is
removed from each API call and the call is mapped to a unique node index reflecting its
temporal position in the sequence. Using these indices, directed edges are created between
the consecutive API calls to model the flow of execution. Once the graph is encoded in
the GraphML format, index prefixes are removed to maintain a standardized naming
convention throughout files and families.

To convert the GraphML graphs into graph embeddings, two popular unsupervised
graph embedding methods are used: Node2Vec and Graph2Vec [48]. These techniques
vary in structural focus, with Node2Vec [38] creating embeddings for individual nodes
and Graph2Vec [37] creating embeddings for entire graphs. Combining both Node2Vec
and Graph2Vec embeddings provides a holistic representation of graph-structured data.
Node2Vec focuses on the high-level understanding of each family’s properties. In con-
trast, Graph2Vec extracts entire graph embeddings, which provide insights into how each
graph connects to the family. Together, these complementary views highlight the relative
importance of local versus global graph topology.

3.4.1. Node2Vec

Node2Vec [38] is a graph embedding technique that employs random walks to explore
the neighborhood structure of each node (see Figure 6) These walks are treated similarly to
sentences in Word2Vec [29], where they receive a learned vector representation through the
Skip-Gram model. Nodes that have similar structures are mapped closely in the latent space.

walk_i =  [A,B,D]

walk_ j = [A,C,B]

walk_k = [A,B,E]

�� Disconnected 
Family Graphs

�� Random Walks

D

E
B

C A

�� Skip Gram 
embeddings

Figure 6. Node2Vec Embedding Procedure. (1) the disconnected family wide graph structure of
a node2vec embedding (2) the various random walks possible from point A, and the skip gram
model vectorization (3) the generated Skip Gram embeddings.

Node2Vec’s embeddings are driven by two key principles: homophily, which cap-
tures shallow connections in a graph, and structural equivalence, which captures deeper
connections in the graph. The trade-off between the two modes is controlled by the hyper-
parameters p and q, which bias the direction of the random walks.

Our objective is to understand inter-family relationships and how individual samples
contribute to their families. To achieve this, we constructed a disconnected directed graph
for each malware family, where each component corresponds to the behavior graph of a
single malware sample.

The disconnected graph embeds all the samples within a family into a single shared
latent space. This alignment accentuates the semantic features by preserving consistent
structural patterns across the family. Components remain disconnected to preserve the
structural independence of individual samples.

We use biased random walks with parameters (p = 2.0, q = 1.0) to capture both local
and global structure. We selected the parameters p and q to induce moderately exploratory
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random walks. Specifically, a higher p value discourages frequent backtracking, enabling
the walks to traverse beyond immediate neighborhoods and capture broader structural
relations, while a lower q value promotes homophilic exploration by favoring transitions
within locally dense regions of the graph. After applying the Skip-Gram model to the
walks, fixed-length graph-level embeddings are generated by applying mean pooling over
the node embeddings.

3.4.2. Graph2Vec

Graph2Vec [37] is an embedding technique that creates graph-wide embeddings using
a strategy inspired by Doc2Vec [49] (see Figure 7). Each graph is a single “document,”
and its rooted subgraphs represent the words. A rooted subgraph is a small portion of a
graph centered at a specific node. Graph2Vec processes a corpus of graphs and builds a
vocabulary of rooted subgraph labels, which are extracted using a Weisfeiler-Lehman (WL)
relabeling strategy.

Figure 7. Graph2Vec Embedding Procedure. (1) input graphs passed into graph2vec (2) WL relabing
algorithm creates new labels for the graphs (3) Rooted subgraphs extracted after relabling (4) rooted
subgraphs used as words of document and embedded using Skip Gram model.

WL relabeling creates initial labels for each node based on its degree and iteratively
changes the labeling of each node with respect to its neighbors. Each node’s new label is
derived by compressing its current label with neighbors’ labels. The labels produced in the
final iteration represent the tokenized rooted subgraphs. These subgraphs are treated like
words, and the embeddings for each graph are learned by a Skip-Gram model that predicts
tokenized subgraphs within it.

In our implementation, we trained a separate Graph2Vec [37] for each malware family,
using all the samples in that family as a corpus. This approach emphasizes the variations
among families, enabling generative models to learn family-specific patterns without
interference from unrelated samples.

For data preprocessing, we parsed the GraphML files per family and mapped each
node to a unified integer index. These standardized graphs were fed into Graph2Vec to
generate fixed length graph-level embeddings of length 120. An embedding dimension of
120 was selected as it yielded the highest F1 score in our evaluation, as presented in Table 8.

Table 8. Graph Embedding F1 Scores by Embedding Dimension

Embedding Dimension Graph Embedding F1 Score

88 0.96
104 0.96
120 0.98

3.5. Generative AI

Generative AI (Gen AI) models generate synthetic data that mimics the distribution of
real data [13]. In this paper, we use three Gen AI models, WGAN-GP, Diffusion, and CT-
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Diff, to generate synthetic malware from both NLP and graph-based embeddings. While
both WGAN-GP and Diffusion have previously demonstrated success in synthetic malware
generation, our work is the first of our knowledge to apply manifold diffusion to synthetic
malware generation using a model we term CT-Diff.

3.5.1. Key Terminology

The Manifold Hypothesis states that high-dimensional data is concentrated around
low-dimensional manifolds embedded in a high-dimensional space [50].

Related to this idea is the Curse of Dimensionality. As a dataset increases in dimension,
the distance between data points increases as well, increasing the sparsity of the data.

3.5.2. WGAN-GP

WGAN-GP [51] models are composed of a generator and a critic. The generator inputs
random noise values and outputs synthetic samples that mimic real data. The critic then
determines whether the generated samples are real or synthetic, and provides updated
weights to the generator, allowing it to generate new samples that more closely resemble
real data (Figure 8). In this way, the generator generates increasingly realistic samples,
and the critic improves at distinguishing between real and synthetic samples. WGAN-GP
ensures high critic performance through a loss function called the Wasserstein Loss [51].
Furthermore, it enforces the Lipschitz constraint [51] by penalizing the norm of the gradient
of the critic.

z = [0.32164055, -0.6743922,   ...  
,0.12693171, -0.54176337]

Noise Vector

S2 = [ 0.3216, -0.6744, ... ,0.1269, -0.5418]

Synthetic Sample

S3 = [0.4135,  0.5821, ... ,-0.1179, -0.7082]

Real Sample

Generator

Dense Layer (latent_dim)

Dense Layer (LeakyReLU Activation)

Dense Layer (LeakyReLU Activation)

Critic

Linear Output

Dense Layer (LeakyReLU Activation)

Gradient 
Penalty

Dense Layer (LeakyReLU Activation)

Generator Loss

Critic Loss

Figure 8. WGAN-GP Model Architecture The architecture begins with a random noise vector sampled
from a latent distribution, which is transformed by the generator through successive dense layers
to produce synthetic samples. These generated samples, along with real samples from the dataset,
are evaluated by the critic network. The critic computes a Wasserstein distance–based loss and
applies a gradient penalty to maintain Lipschitz continuity. The generator is updated to produce
samples that the critic cannot distinguish from real data, progressively improving the realism of the
synthetic embeddings.
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Our WGAN-GP model (Table 9) contains three dense layers with LeakyReLU activa-
tion in both the generator and the critic. Our model was trained for 2000 epochs as our
convergence plots showed no significant change in the behavior of the generator or critic
beyond that point.

Table 9. WGAN-GP hyperparameters.

Parameter WGAN-GP Value

Generator
Activation LeakyReLU
Hidden Layer 1 128 units
Hidden Layer 2 64 units
Hidden Layer 3 32 units
Batch Normalization Enabled (momentum = 0.8)

Discriminator/Critic
Activation LeakyReLU (α = 0.2)
Hidden Layer 1 128 units
Hidden Layer 2 64 units
Gradient Penalty (λ) 10

Training Configuration
Optimizer Adam
Learning Rate 0.0001
Betas (0.5, 0.9)
Batch Size 64
Training Epochs 2000
Early Stopping Patience = 100 epochs, ∆ = 0.001
Train/Validation/Test Split 80%/10%/10%

3.5.3. Diffusion

Diffusion [40] is a Gen AI model that generates synthetic data in two primary steps:
forward diffusion and reverse diffusion (Figure 9). During forward diffusion, Gaussian
noise is added to a sample until it is fully corrupted. During reverse diffusion, the noise is
incrementally removed to yield a high-quality sample. The noising and denoising processes
are stochastic Markov processes, which means that noising is done randomly and each
step of the noising process solely depends on the step directly before it. We will further
elaborate on this process next.

In forward diffusion, clean data is converted into noise using a Markov Chain model. A
transition function is repeatedly applied to convert the image from its original distribution
into a normal distribution over a series of timesteps according to the equation below [40].

q(Xt | Xt−1) := N (Xt;
√

1 − βt Xt−1, βtI) (1)

In the reverse process, noise is gradually removed from the noised sample, again
using Markov Chains and normal gaussian probabilities. The reverse process follows the
equation below [40].

pθ(xt−1 | xt) := N(xt−1; µθ(xt, t), Σθ(xt, t)) (2)

During the noising process, the function add gaussian noise to the sample through a
normal distribution centered at 0 over a series of timesteps [40]. Given that the noise being
added is a normal distribution and the original sample has a more complex distribution,
when the noising process is reversed, it often results in unrealistic data trajectories [26]
and samples being generated that lie outside of the data manifold [27]. This is visualized
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in Figure 10B. For this reason, and due to the curse of dimensionality, samples generated
through Diffusion may not align well with the original data passed into it. This is especially
the case for our dataset, since each malware family solely contains 70 samples.

Figure 9. Diffusion Architecture. (A) A real embedding is passed into the (B) forward noising process,
in which Gaussian noise is added to input samples to corrupt them. (C) A noised sample is outputted
from this noising process and passed into a (D) reverse noising process, in which noise is gradually
removed to reveal synthetic malware samples that closely resemble real malware samples. A U-Net
is used to remove this noise. (E) Final vectors of length 104 are outputted from the Diffusion model.
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We ran the diffusion model for a total of 10,000 noising steps and generated samples
every 1000 noising steps. These samples were then saved to enable later evaluation and
selection of the best-performing checkpoints for chosen metrics. The hyperparamters used
in this research are summarized in Table 10.

A B C

Figure 10. Manifolds Plots. This plot visualizes a selection of points from (A) Node2Vec output
embeddings, (B) Diffusion noise, and (C) CT-Diff noise. This figure is a largely simplified version
of the original data. For illustration purposes, it only visualizes 3 of the 120 original dimensions
of the Node2Vec embeddings and 10 of its original data points. (A) The first three dimensions of
10 Node2Vec output embeddings are visualized as red points plotted in 3D space and a manifold is
created to connect them. The manifold is visualized as the green and blue curved plane. (B) Diffusion
noises samples using a normal Gaussian distribution. This is simulated through the blue dots.
This noise largely falls outside of the manifold because the original data does not follow a normal
distribution. (C) CT-Diff samples noise from the original distribution. Its noise is visualized using
orange points, and they fall on or close to the original data’s manifold.

Table 10. Diffusion hyperparameters.

Parameter Details

Forward Diffusion
Time Schedule Cosine (s = 0.008), 1000 timesteps
Channels 32
Channel Multipliers (1, 2, 4, 8)

Reverse Diffusion
Layers 4 encoding, 4 decoding
Base Width 64
Attention Heads/Dim Head 4/32
Activation Sigmoid Linear Unit (SiLU)
Normalization RMSNorm

Training Configuration
Optimizer Adam
Learning Rate 8 × 10−4

Betas (0.9, 0.99)
EMA Decay 0.995
Gradient Accumulation 2 steps
Batch Size 64
Total Steps 8000
Train/Validation/Test Split 80%/10%/10%

3.5.4. Cluster-Tangent Diffusion (CT-Diff)

Cluster-Tangent Diffusion (CT-Diff) is a guided diffusion technique that generates syn-
thetic samples that better preserve the structure of the original data distribution compared
to Diffusion. It employs principles of manifold diffusion, which means that unlike standard
Diffusion models that sample noise from an isotropic Gaussian distribution, it samples
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structured noise concentrated around the manifold of the data (Figure 10C), allowing
the generation process to better reflect the underlying data distribution. This results in
more diverse and structurally aware samples that more accurately capture the true data
distribution. Previous papers have employed various additional techniques to ensure
that generated samples follow closely with the manifold, such as placing a penalty on the
gradient [27]. In our model, we utilize a hybrid loss that ensures that the generated samples
are aligned to the real samples by minimizing Euclidean and cosine distance. Additionally,
to address underrepresented regions we add a Kernel Density Estimate(KDE) weight to
our loss. This results in richer, structurally consistent synthetic samples. For a visualization
of the system architecture refer to Figure 11. The hyperparamters used in this research are
summarized in Table 11.

Figure 11. Cluster-Tangent Model Architecture. This diagram details the sampling process in both
Cluster Guided and Tangent Guided Diffusion methods. The training segment builds the full trained
diffusion model by applying noise to normalized embeddings and learning to denoise them with
denoising MLP. KMeans clustering and KDE guide the noising process. In the generation phase
synthetic embeddings are created by sampling noise from either centroid guided or tangent guided
noise, then denoised using the trained diffusion model.
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Forward Process

The forward noising steps follow the original Denoising Diffusion Probabilistic Mod-
els [40] paper. At each time step t ∈ [0, T] noise is added to the clean sample (x0) to produce
a noisy version (xt). Following the work of Nichol et al. [52] a cosine noise schedule was
chosen for its demonstrated stability and efficiency in diffusion tasks.

Table 11. CT-Diff hyperparameters.

Parameter Details

Forward Diffusion
Time Schedule Cosine (s = 0.008), 1000 timesteps

Reverse Diffusion (MLP Model)
Hidden Layers 3 fully connected layers
Hidden Size 256 units per layer
Activation ReLU

Training Configuration
Optimizer Adam
Learning Rate 1 × 10−3

Epochs 1000
Loss Function MSE + 0.5(1 − CosSim)
Train/Validation/Test Split 80%/10%/10%

Density Estimation (KDE)
Kernel Function Gaussian
Bandwidth 0.5

Tangent-Guided Sampling
k (Nearest Neighbors) 10 (for local PCA)
Tangent Noise Scale 0.2 along local tangent direction
Drift Noise Mix 0.85 tangent + 0.15 orthogonal
Center Pull Factor 0.05 toward mean prediction

MLP Denoising

The main diffusion model in this architecture is a multi-layer perceptron (MLP) with
ReLU activation. The decision to use a lightweight MLP over the traditional convolutional
U-Net was guided by the nature of our data. We have a small non-image, tabular dataset,
and prior works such as TabDDPM [53] have established that lightweight MLP denoising
is well suited for small datasets. The MLP receives a noisy sample (xt), the timestep (t), and
the cluster condition (cond) and outputs a prediction of what the original sample (x0) was.

Kernel Density Estimation (KDE)

To prevent mode collapse and encourage data diversity we leverage KDE in the loss.
KDE approximates the Probability Density Function at point xi.

The KDE estimate at any given point xi is:

p(xi) =
1

Nhd

N

∑
j=1

K
(∥xi − xj∥

h

)
(3)

where K is a Gaussian kernel, d is the dimensionality of the data, and N is the number
of samples.

We normalize the density scores and invert them to prioritize underrepresented areas:

p̃(xi) =
p(xi)

maxj p(xj)
(4)
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Loss Function

To guide the denoising process we employ a hybrid loss consisting of Mean Squared
Error (MSE) and cosine similarity:

• MSE: measures the distance between the predicted and real sample:

LMSE =
1
n

n

∑
i=1

(x̂0,i − x0,i)
2 (5)

• Cosine Similarity: ensures directional consistency between predicted sample and the
original sample by minimizing the angle between the original and synthetic sample.

Lcos = 1 − cos(x̂0, x0) (6)

• Final loss: combination of MSE, cosine loss, and density-aware weighting.

L = p̃(xi) · (LMSE + Lcos) (7)

Sampling: Cluster and Tangent Initialization

Our data distributions follow two primary paradigms: cluster distributions and
tangent distributions. For this reason, we employ two methods to generate samples.

• Cluster Guided Initialization: Cluster Guided Initialization is employed if the original
t-SNE plots show tight clusters for each family.

Initialize xT near a KMeans cluster centroid:

xcentroid
T = µc + α · ϵ, ϵ ∼ N (0, I) (8)

• µc: Centroid of cluster c, obtained from KMeans
• α: Noise scaling factor (controls spread around centroid)
• ϵ ∼ N (0, I): Standard isotropic Gaussian noise

• Tangent-Guided Initialization: Tangent-Guided Initialization is employed when the
original t-SNE lacks well-formed clusters.

Initialize xT near a local neighborhood midpoint, with noise along the PCA esti-
mated tangent:

xtangent
T = mi + β · z · ti, z ∼ N (0, 1) (9)

• mi: Local midpoint for sample i, mean of its k-nearest neighbors
• ti: local tangent direction at sample i, estimated via PCA on its neighborhood
• β: Tangent noise scaling factor
• z ∼ N (0, 1): Scalar Gaussian noise

4. Evaluation
In order to evaluate the performance of the synthetic malware generated by the Gen

AI models, we used a series of metrics, including multi-class classification, t-SNE modeling,
cosine similarity, and cosine distance. Our multi-class classification models include Random
Forest (RF), Support Vector Machine (SVM), and Multi-Layer Perceptron (MLP). Random
Forest [54,55] is a classification technique that relies on the creation of trees. Random
samples are selected from the original dataset with replacement, and classification trees
are grown from the sampled data. SVM [16] instead classifies data by finding the optimal
boundary, known as a hyperplane, that separates the data point classes. The larger the
distance between the hyperplane and the data points, the better the classification. Finally,
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MLP [4,56] is a fully-connected model that consists of an input layer, a series of hidden
layers, and an output layer that process the input data to output a final prediction.

t-SNE [47] is a modeling technique that visualizes high-dimensional data in a lower
number of dimensions while preserving data structure. It clusters similar points in this
lower representation such that the clusters are representative of the original representations.

Cosine similarity [4,57] measures the similarity between two vector embeddings by
calculating the angle between them. A high cosine similarity (close to 1) indicates that
the vectors are similar, while a low cosine similarity (close to 0) indicates that they are
dissimilar. We aim for a high cosine similarity between the real and generated embeddings.

Cosine distance measures how distinct two vectors are from one another and may be
calculated as [58]

Cosine Distance = 1 − Cosine Similarity (10)

A low cosine distance (close to 0) indicates that the vectors are identical, while a high
cosine distance (close to 1) indicates that the vectors are distinct [59]. When measuring
the cosine distance between the real and generated embeddings, we hope to generate
synthetic embeddings that point in a similar direction to the real embeddings but that are
not identical.

When performing multiclass classification with the generative models, we tested a
variety of train and test splits between the real and fake data. We report on three of them,
as detailed below:

• Train: 1.0 real, 0.0 fake| est: 0.0 real, 1.0 fake—This split measures how well the model
can classify fake data when only trained on real data. A high F1 score indicates that
the fake data is realistic.

• Train: 0.8 real, 0.2 fake|Test: 0.2 real, 0.8 fake—This split tests the model’s performance
when real data is augmented with fake data.

• Train: 0.0 real, 1.0 fake|Test: 1.0 real, 0.0 fake—This split was chosen as it measures
how well the model can classify real data when only trained on fake data. If the F1
results from this metric are similar to those from when we train on all real data and
test on all fake data, then results are consistent. A high F1 score indicates that the fake
data is realistic.

While multi-class classification results will be shown for all embedding types, the
results for the remaining metrics will only be shown for select, high-performing models.

4.1. Autoencoder

We evaluated the use of an autoencoder in the synthetic malware generation process
by comparing the malware generated from embeddings from BERT and ELMo with those
generated by FastText. We generated this malware using three generative models, WGAN-
GP, Diffusion, and CT-Diff, and will be discussing results from all three in this section.

Multiclass classification of WGAN-GP is reported in Table 12. ELMo has the highest
F1 score among the NLP embedding techniques, although BERT comes in second as a close
match. Similarly, for Diffusion (Table 13), while performance varied based on the train-test
split, one of the highest performing NLP models was BERT. Finally, as with WGAN-GP, for
CT-Diff, ELMo was the highest performing NLP model (Table 14). In all three cases, the
augmented pretrained models achieved the highest F1 scores. This suggests that processing
the outputs of pretrained NLP models using an autoencoder can capture more informative
structural patterns and can improve generative performance in data scarce scenarios.
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Table 12. WGAN-GP Multiclass Classification F1 Scores.

Embedding Type RF SVM MLP

Train: 100% Real—Test: 100% Fake

FastText 0.6199 1.0000 1.0000
ELMo 0.7983 1.0000 1.0000
BERT 0.6592 1.0000 1.0000

Node2Vec 0.7858 1.0000 1.0000
Graph2Vec 0.5448 0.7764 0.7736

Train: 80% Real, 20% Fake—Test: 20% Real, 80% Fake

FastText 0.8100 1.0000 1.0000
ELMo 0.6417 1.0000 1.0000
BERT 0.8069 1.0000 1.0000

Node2Vec 0.7831 1.0000 1.0000
Graph2Vec 0.6682 1.0000 1.0000

Train: 100% Fake—Test: 100% Real

FastText 0.6628 0.9818 0.9837
ELMo 0.6788 0.9980 1.0000
BERT 0.6109 1.0000 1.0000

Node2Vec 0.7666 1.0000 1.0000
Graph2Vec 0.4224 0.6965 0.7435

Table 13. Diffusion Multiclass Classification F1 Scores.

Embedding Type RF SVM MLP

Train: 100% Real—Test: 100% Fake

FastText 0.5040 0.9571 0.9595
ELMo 0.4531 0.6730 0.7378
BERT 0.5600 0.9335 0.9877

Node2Vec 0.6929 0.9812 0.9676
Graph2Vec 0.0357 0.9382 0.9837

Train: 80% Real, 20% Fake—Test: 20% Real, 80% Fake

FastText 0.6068 0.9980 1.000
ELMo 0.7966 1.000 1.000
BERT 0.7638 1.000 1.000

Node2Vec 0.6920 1.000 1.000
Graph2Vec 0.5724 0.9980 1.000

Train: 100% Fake—Test: 100% Real

FastText 0.7280 0.8658 0.9649
ELMo 0.8068 0.2115 0.9979
BERT 0.8080 0.0354 1.000

Node2Vec 0.7805 0.8526 0.9788
Graph2Vec 0.5451 0.9192 0.9772

Cosine similarity results for ELMo indicate that the generated samples are relatively
similar to the real embeddings, with ELMo achieving a maximum cosine similarity of 0.68
for Diffusion (Figure 12) and a maximum cosine similarity of 0.98 for CT-Diff (Figure 13).
Since CT-Diff had a higher score than Diffusion, synthetic malware generated using the
model is more realistic than those generated using Diffusion. This can be explained by the
t-SNE results for ELMo (Figure 14). In this plot, Diffusion is highlighted as purple dots,
CT-Diff is visualized as red dots, and the original embeddings are shown as blue dots. The
red dots cluster close to the original blue dots, while the purple dots do not. This tight
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clustering indicates that CT-Diff is more effectively able to capture the structure of the real
data than Diffusion. Regardless, as combining the augmented ELMo model with a strategic
choice of generative model allows for the generation of synthetic malware with a high
degree of similarity to the original data, autoencoders are an effective method of improving
the quality of embeddings generated from pretrained NLP models.

Table 14. CT-Diff Multiclass Classification F1 Scores.

Embedding Type RF SVM MLP

Train: 100% Real—Test: 100% Fake

FastText 0.8025 1.0000 1.0000
ELMo 0.8270 1.0000 1.0000
BERT 0.6851 1.0000 1.0000

Node2Vec 0.8095 1.0000 1.0000
Graph2Vec 0.8137 1.0000 1.0000

Train: 80% Real, 20% Fake—Test: 20% Real, 80% Fake

FastText 0.8095 1.0000 1.0000
ELMo 0.6287 1.0000 1.0000
BERT 0.7098 1.0000 1.0000

Node2Vec 0.8071 1.0000 1.0000
Graph2Vec 0.8117 1.0000 1.0000

Train: 100% Fake—Test: 100% Real

FastText 0.6126 0.9959 0.9838
ELMo 0.7458 1.0000 1.0000
BERT 0.6229 1.0000 1.0000

Node2Vec 0.5540 1.0000 1.0000
Graph2Vec 0.8079 1.0000 1.0000

ELMo

Node2Vec

Figure 12. Cosine Similarity Results for Diffusion The cosine similarity results are shown for Epoch
5000 for the Adload malware family for ELMo and Node2Vec. ELMo achieved a maximum cosine
similarity of 0.68, while Node2Vec achieved a maximum cosine similarity of around 0.7. This indicates
that using graph embedding techniques with Diffusion yields synthetic malware that more closely
aligns with the original data.
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Node2Vec

ELMo

Figure 13. Cosine Similarity Results for CT-Diff. This figure presents cosine similarity for CT-
generated ELMo and Node2Vec embeddings. The light colors in the heatmap indicate consistently
high (0.98) similarity across most samples , with occasional dark streaks where similarity dips to 0.86.
These results indicate strong generated samples.

Figure 14. t-SNE Results for ELMo. This figure displays the t-SNE results with the original ELMo
embeddings and the synthetic malware generated by WGAN-GP, Diffusion, and CT-Diff. The CT-Diff
embeddings closely follow the original ELMo embeddings, with WGAN-GP performing similarly.
Diffusion clusters, but its embeddings do not align well with those of the ELMo embeddings.

4.2. CT-Diff Evaluation

To evaluate the performance of CT-Diff we used the same metrics from the autoen-
coder. Table 14 reports the F1 scores across various training and testing splits in multiclass
classification. CT-Diff notably improves the F1 scores of embedding types that previously
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underperformed with standard Diffusion specifically, FastText, and Graph2Vec. For the
remaining embedding types, CT-Diff either maintains or marginally improves the F1 scores.

These trends are visually reinforced by the t-SNE plots in Figures 14 and 15, which
show that the generated samples closely follow the data distribution of real embeddings.
Specifically in Figure 15 the Node2Vec t-SNE we can see the “anchoring” of CT-Diff’s gen-
erations (red circles). Diffusion (purple circles) generations cluster off in space somewhere,
but CT-Diff is able to center the generations at the center of the data distribution. This
same principle is shown in Figure 14 the ELMo t-SNE. The CT-Diff generations very closely
follow the shape of the original embeddings.

Figure 15. t-SNE Results for Node2Vec. This figure displays the t-SNE results with the original
Node2Vec embeddings and the synthetic malware generated by WGAN-GP, Diffusion, and CT-Diff.
The Diffusion syntheticsamples form strong clusters but are not close to the original data. The
CT-Diff clusters depict how CT anchors generation to the create stronger generations. WGAN-GP
performs similarly.

This demonstrates that the manifold sampling technique used in CT-Diff improves
diffusion’s ability to generate coherent samples even under data scarcity. The cosine
similarity results in Figure 13 all exceed 0.95, indicating CT-Diff’s strong capabilities in
preserving intra-family relationships during generation.

Given that CT-Diff performed at a higher level than the other generative techniques, it
was important to verify that generated embeddings were distinct from one another and
from the original embeddings. Accordingly, we ran cosine distance (Figure 16) on the real
and synthetic embeddings for all embedding types. As with the other metrics, we report
on the results for ELMo and Node2Vec. The cosine distance values varied by malware
family, with mean cosine distance for ELMo ranging from 0.0330 for Adload to 0.3115 for
WinWebSec. Node2Vec’s mean cosine distance conversely ranged from 0.3595 for Adload
to 0.3658 for OnlineGames. These cosine distance values are relatively low, which indicates
that the generated embeddings are similar to the real ones. However, no exact matches nor
matches within a tolerance of e−6 were found for any malware family in any of the original
embedding types. This means that the fake embeddings generated using CT-Diff are highly
similar to the real malware embeddings but are distinct. Node2Vec’s cosine distance is also
in a much narrower range than those of ELMo, so graph embedding techniques lead to
more consistent synthetic malware samples, regardless of malware family.
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Node2Vec

ELMo

Figure 16. Cosine Distance Results for CT-Diff This figure shows the results of running Cosine
Distance on the synthetic malware samples generated by CT-Diff for ELMo and Node2Vec. For
Adload, ELMo achieves a mean cosine distance of 0.0330, while Node2Vec achieves a mean cosine
distance of 0.3595. This indicates that generated samples are similar to the original embeddings.

5. Discussion
The results of our evaluation indicate that combining an autoencoder with pretrained

NLP embedding techniques (BERT and ELMo) substantially improves both the embedding
quality and generative capacity of these representations. Unlike previous applications
of BERT and ELMo to malware domains, which often relied on directly applying the
pretrained models to domains outside of the corpora or extensive fine tuning of models, the
autoencoder is able to adapt the embeddings to the context more efficiently. This provides
richer embeddings tailored to the malware domain and the generation of synthetic samples
that are both more realistic and more diverse than those produced in prior studies using
BERT and ELMo. Furthermore, our experiments demonstrate that CT-Diff is the most
effective generative model. Its advantage over Vanilla Diffusion lies in constraining the
generation process over the tangent directions of the original data manifold. By operating
in this lower-dimensional space, CT-Diff captures essential features more effectively and
produces samples that are more representative. This manifold alignment also mitigates the
impact of the curse of dimensionality as the model focuses only on the structured regions
where meaningful variation occurs.
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5.1. Limitations

One limitation of this work is that our original dataset was small: 70–71 samples
per malware family. As such, models were unable to perform as optimally as they may
have with a larger dataset. The study conducted by Bao et al. [4], for example, utilized
40,000 samples and 25 malware families, and thus achieved F1 scores of close to 1 for
classification with GAN, WGAN-GP, and Diffusion. Using a larger dataset of API call
samples may have yielded higher F1 scores in this case as well. However, given that some
of our models were still able to achieve high performance on this dataset, some generative
models, namely CT-Diff, may still be able to capture the structure and distribution of input
data when presented with scarce datasets.

Additionally, our work generates embeddings and synthetic malware samples using
malicious API call samples alone, rather than comparing them with benign samples. This
follows the setup in Bao et al.’s [4] work. Including benign samples as a benchmark would
provide a deeper understanding into the ways in which benign API call samples differ
from malicious counterparts and provide an additional way to asses the quality of the
synthetic malware samples. Additionally, it would enable a more robust assessment of
separability in mixed operational environments and help mitigate potential overfitting to
malware-specific characteristics. This makes it a promising direction for future research.

This study specifically targets the challenge of data scarcity, where the availability of
malware samples is limited (as in zero-day attacks). While the approach is optimized for
low-data scenarios, future work should investigate the scalability of the model on larger
and more diverse malware datasets to evaluate its robustness.

Finally, it is important to note that while high cosine similarity between real and
synthetic samples indicates effective structural preservation, excessive similarity may lead
to retraining bias, where models reproduce existing data patterns rather than improving
generalization. In future work, it would be valuable to explore the balance between
similarity and diversity, as well as to incorporate additional evaluation metrics beyond
cosine distance to ensure that synthetic samples introduce meaningful variation rather than
duplicating real data characteristics.

5.2. Future Work

In this paper, we focused our exploration on the use of encoders and manifold diffu-
sion. Another area that showed promise was graph-based embedding techniques. When
combined with CT-Diff and other generative models, Node2Vec and Graph2Vec achieved
results similar to our augmented ELMo and BERT models. One area of future exploration
would be to study ways to further augment these graph-based embedding techniques to op-
timize their embeddings and generate high-quality malware samples. Furthermore, future
work could not only use graph-based representations of malware, but also use graph-based
malware generation techniques, such as GraphGAN. By utilizing generative models that
not only take graph embeddings as input but also generate synthetic malware represented
as graphs, we would be able to consider whether generating malware with a graph structure
more accurately preserves its features than non-graph-based generation techniques.

This line of research may aid in potentially generating approximations of zero-day
attack patterns. Given that zero-day attacks are inherently rare and datasets representing
these patterns are underrepresented, the ability to generate and simulate behaviors from
scarce data is a promising direction. To evaluate this potential, future work may focus on
fine-tuning the models and assessing the extent to which the synthetic samples generalize
the patterns of real zero-day attacks.

Finally, while synthetic malware generation can be beneficial for improving malware
detection, it can also have dangerous consequences if used for unethical uses. Existing real
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malware samples could be replicated on a large scale by malicious parties with minimal
effort for use in coordinating successful attacks on important systems. Additionally, models
used to develop the malware may not align with principles of transparency, impartiality,
and human oversight, leading to inaccurate or inappropriate outputs [60]. Future work
may further explore potential risks associated with our generation pipeline.

6. Conclusions
In this work, we explored ways to generate high-quality synthetic malware by op-

timizing embeddings both during the embedding and generation processes. We evalu-
ated whether combining an autoencoder with pretrained NLP models (BERT and ELMo)
would yield optimal results across different generative settings, by comparing the results
with other NLP and graph embedding models. Furthermore, we assessed the strength
of using a manifold diffusion approach to generate fake malware samples through our
Cluster-Tangent Diffusion (CT-Diff) model, and compared it to two generative frameworks:
WGAN-GP and Diffusion.

Our results find that the autoencoder and NLP combination enhances both embedding
quality and generative capacity, outperforming previous applications of pretrained NLP
techniques in malware analysis. Moreover CT-Diff outperformed Vanilla Diffusion in
classification accuracy.

Beyond the methodological advancements, this work has practical applications for
cybersecurity practitioners and malware analysts. The synthetic samples generated through
CT-Diff can be used to augment scarce or imbalanced datasets, improving the robustness of
malware classifiers, and potentially simulate zero-day attack behaviors. This work provides
a safe method to gather data to train and test robust malware detection systems.
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