E applied sciences

Article

Leveraging Artificial Intelligence for Real-Time Risk Detection
in Ship Navigation

Emmanuele Barberi *
and Felice Sfravara

check for
updates

Academic Editor: José A. Orosa Garcia

Received: 29 September 2025
Revised: 22 October 2025
Accepted: 30 October 2025
Published: 31 October 2025

Citation: Barberi, E.; Chillemi, M.;
Cucinotta, F.; Raffaele, M.; Salmeri, F,;
Sfravara, F. Leveraging Artificial
Intelligence for Real-Time Risk
Detection in Ship Navigation. Appl.
Sci. 2025, 15,11674. https://doi.org/
10.3390/app152111674

Copyright: © 2025 by the authors.
Licensee MDP], Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license

(https:/ /creativecommons.org/
licenses /by /4.0/).

, Massimiliano Chillemi

, Filippo Cucinotta ‘/, Marcello Raffaele '*, Fabio Salmeri

Department of Engineering, University of Messina, Contrada di Dio, 98166 Messina, Italy
* Correspondence: emmanuele.barberi@unime.it

Abstract

The desire to improve the safety of navigation, especially in restricted and very busy
areas like the straits, leads researchers to evaluate possible uses of Artificial Intelligence
as an alternative to the traditional probabilistic methods. This is possible thanks to the
large amount of available AIS data generated by ships in transit. In this work, a Machine
Learning algorithm (Classification Decision Tree) was trained with eight features coming
from AIS data of the Strait of Messina (Italy), with the aim of carrying out a two-class
classification of the single AIS data to find anomalies in ship transits that could compromise
navigation safety. Since anomalous events are relatively rare, compared to the large amount
of information related to the normal navigation situations, the challenge of this work was
to obtain an artificial dataset with the aim of simulating the possible anomalous navigation
conditions for the Strait investigated, known the active risk mitigation means one. For
this reason, the dataset containing abnormal events was obtained simulating different risk
scenarios. A hyperparameters tuning with a Bayesian optimization approach and a 5-fold
cross validation have been performed to improve the quality of the model and a large
dataset has been tested. The accuracy of both validation and test phases is <99.5% and
<95.9%, respectively. This can make it possible to identify anomalous navigation conditions
in real time, in order to quickly classify possible conditions of risk. The method can be used
as a Decision Support Tool by the authority in order to improve the capacity of the single
operator to identify the possible risk situation inside the Strait of Messina.

Keywords: AIS data; machine learning; risk minimization; navigation; decision support
tool; real time monitoring

1. Introduction

Maritime transport is universally recognized as the backbone of international trade,
being the most efficient and cost-effective means of moving large quantities of goods across
long distances [1,2]. Currently, more than 90% of global merchandise trade is carried
by sea, highlighting its crucial role in sustaining the global economy and ensuring the
interconnection of markets worldwide [3].

In addition to the transport of commodities, maritime traffic also serves an important
function in the mobility of people, particularly in coastal and insular regions where ferry
systems and passenger vessels represent a fundamental mode of connection.

The increasing reliance on maritime transport, however, comes with significant chal-
lenges in terms of safety and environmental protection. Navigation risks include collisions,
groundings, and accidents that may lead not only to loss of human life but also to severe
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economic consequences due to damaged or lost cargo [4,5]. Moreover, maritime accidents
can generate oil spills, hazardous material leakages, and other forms of pollution with long-
lasting negative impacts on marine and coastal ecosystems. The International Maritime
Organization (IMO) and other regulatory bodies have therefore placed growing emphasis
on the adoption of technological solutions and operational practices aimed at ensuring safe
and sustainable navigation [6].

In light of this context, the Automatic Identification System (AIS) has emerged as a
critical technological advancement, providing instantaneous information that is essential
for preventing collisions, regulating traffic, and safeguarding the environment [7-9]. AIS
is a system capable of automatically providing information relating to the ship on which
it is installed to other ships and to coastal authorities. AIS is mandatory according to
the tonnage and type of ship [10]. The main purpose of AIS is to increase safety and
efficiency in navigation and protect the maritime and coastal environment [11,12]. More
details on AIS data will be shown later. The large amount of the available AIS data
provided the input to carry out this work using Artificial Intelligence (Al). Al is a discipline
that studies the theoretical foundations, methods, and techniques which allow for the
design of systems capable of conferring to the computer certain skills that to any non-
expert observer would appear as exclusive prerogatives of human intelligence [13]. ML
is a branch of Al that studies those systems capable of learning through experience. This
peculiarity makes it different from classical computer programming. In fact, while computer
programming can only recognize the conditions for which it was designed, ML can work
even in conditions it has never seen before, obviously with a certain level of accuracy.
So, ML algorithms are used when it is impossible to know a priori all those conditions
that the system will encounter during its operation. The introduction of ML represents an
important period of change in the realm of marine navigation safety. Through the utilization
of the large amounts of data produced by AIS, ML algorithms offer unique possibilities for
identifying and categorizing navigational irregularities, therefore improving marine safety
and operational effectiveness. These technologies offer innovative avenues for progressing
beyond conventional probabilistic approaches, enabling the adaptation to intricate and
constantly evolving maritime environments [14].

Therefore, the aim of the present study is to pioneer the use of a Classification Decision
Tree algorithm trained on AIS data from the Strait of Messina, Italy, to identify anomalies
in ship transits that could compromise navigation safety. Unique to our approach is the
creation of an artificial dataset simulating various risk scenarios, enhancing the algorithm’s
ability to recognize potential hazards in real-time. The need for an artificial dataset arises
from the paucity of data related to risky events, which are often of low quality [15,16].

This innovative methodology stands to significantly contribute to the development of
Al-driven decision support tools for maritime authorities, potentially setting new bench-
marks in the field of maritime safety and Al applications [17].

The paper is structured as follows: the Section 1 provides a comprehensive examina-
tion of the existing body of literature. The Section 2 explores the methodology, particularly
the data acquisition process from AIS, the preparation of the artificial dataset simulating
various navigational anomalies, and the statistical underpinnings of the ML model, the
Classification Decision Tree algorithm. and the model adopted. The following section
illustrates the empirical findings derived from the investigation. This section not only
emphasizes the effectiveness of the approach but also examines the practical consequences
of the results in improving marine navigation safety. In conclusion, a comprehensive
analysis of the research findings is provided, highlighting the substantial contributions of
our study to the fields of maritime safety and artificial intelligence, both in academic and
practical contexts.
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1.1. Literature Review

The utilization of AIS data for enhancing maritime safety has been a focal point of
contemporary research, underscoring a pivotal shift from traditional navigational practices
to more sophisticated, data-driven approaches [18]. Notably, the advent of ML technologies
has introduced a paradigm shift in how maritime anomalies are detected and addressed,
fostering a more resilient and efficient maritime navigation system. Several authors have
studied how to improve safety in navigation by performing various data-driven algorithms
using the large availability of AIS data [19]. One of the ways utilized in previous papers is
the statistical approach. About this type of approach, in scientific literature it is possible
to see that Smith et al. [20] proposed a combination of Gaussian processes and extreme
value theory to detect maritime abnormality, and Ristic et al. [21] used a statistical approach
based on the adaptive kernel density estimation using AIS data to generate a predictor
of anomalies in vessel motion. There are other methods, which use AIS data, based on
Bayes’ theorem. Lane et al. [22] used Bayesian Network on five common ship behaviors
to calculate the probability that they are anomalous; in [21] it is possible to see the use
of a data-driven non-parametric Bayesian model for anomaly detection; Ozlem et al. [23]
used a Bayesian Network to calculate the causation probability of grounding events in
the Strait of Istanbul. Other than statistical methods, several ML methods have also been
used in scientific literature with the aim of detecting dangerous and/or illegal anomalies
in navigation to take advantage of the large amount of AIS data coming from vessel
transits [24]. In Obradovi¢ et al. [14] it is possible to see a review of various papers in
which ML approaches are used to increase safety and security in navigation. Among
these methods, the following works are mentioned. Ginoulhac et al. [25] used a Gradient
Boosting classifier, an ML technique, with the aim of classifying ships according to their
type, labelling trajectories. Zhang et al. [26] used a random forest-based algorithm for
ships’ destination prediction. In Singh et al. [17] there is the use of AIS data to perform a
multi-class Artificial Neural Network (ANN) to classify intentional and non-intentional
AIS on-off switching anomalies using sailing route, speed, and timing information. Zhang
et al. [27] introduced an “Avoidance Behavior-based Grounding Detection Model” for the
identification of potential grounding scenarios in the Gulf of Finland, using both AIS data
and bathymetric maps. The authors used an ML approach (K-Means algorithm) to cluster
ship trajectories. Tritsarolis et al. [28] dealt with Vessel Collision Risk Assessment problem
using an ML approach based on the Multi-Layered Perceptron (MLP) model exploiting AIS
data belonging to “Pireus” dataset [29]. Rawson et al. [30] proposed an ML classification
model to assess the risk for vessels in navigation under extreme weather events. Among
the various techniques of ML, there is one called Deep Learning (DL) based on ANNSs.
Xie et al. [31] used a DL approach to detect AIS data related to an anomalous behavior of
vessels considering as “normal behavior” the historical data in the area investigated. In
Yang et al. [32], a DL method was used to predict vessel trajectory exploiting clustered
AIS data. In the work of Nguyen et al. [33], a comparison has been made between vessels’
abnormal behaviors detected by GeoTrackNet, a probabilistic neural network, with respect
to expert interpretations. Chen et al. [34] proposed a DL approach, with a Convolutional
Neural Network (CNN), to carry out a ship’s movement multi-class classification thanks to
the conversion of AIS trajectories into images with a Ship Movement Image Generation
and Labelling (SMIGL) algorithm. Murray et al. [35] presented a DL framework, based on
the use of a Recurrent Neural Network (RNN), for the prediction of ships behavior using
historical AIS data in order to improve the safety of proactive collision avoidance: given a
certain ship’s trajectory, the framework can predict its next. In Yu et al. [3] it is possible to
see two DL methods to predict ships’ position using longitude, latitude, and time. In the
scientific literature, mixed methods (statistical and ML-based) have also been used and,
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despite the fact that these typologies are difficult to implement [24], it is possible to find
some of its applications like in the work of Vries et al. [36]. Other approaches regard the use
of genetic algorithms on AIS data [37]. In Zhang et al. [38], an “Avoidance behavior-based
collision detection model” is proposed for the assessment of damage and flooding risk
caused by ship collision, using AIS data to estimate the collision probability. Rong et al. [39]
proposed a novel approach for the automatic identification of ship collision avoidance
behavior using ships’ routes. From both dynamic and static data, coming from AIS data,
the encounter scenario is extracted, and the ship’s evasive behavior is carried out through a
Sliding Window algorithm.

1.2. Aim of the Work

The purpose of this work is to exploit AIS data to detect anomalous situations that
could compromise safety and security of navigation. From the literature review, it is
possible to see the different ways in which AIS data are used for the same purpose. These
methods are based on the detection of anomalies in the behavior of ships which could
represent both potentially hazardous situations for navigation and the occurrence of illegal
activities. In the scientific literature, anomalies are detected mainly by route analysis,
comparing the planned routes (obtained by different algorithms) and the actual routes
(detected by the sequence of AIS data). The work presented in this paper proposes instead
a different approach. The idea is to train an ML algorithm in a specific sea area using
different elements coming from AIS data recorded in that area during a certain period. The
main novelty of the method is to use ML techniques like Decision Tree to make available to
the authorities a tool useful for mitigating the risk of accidents inside the Strait of Messina
and using it to support the decisions during the control of Vessel Traffic Service (VTS)
stations [40]. These data are classified as “Normal” or “Anomalous” data, in order to help
to use the Al to identify each new subsequent piece of AIS data as normal or anomalous.
This method could increase not only safety, reducing the risk of accidents during navigation,
but also security, detecting anomalies of malicious origin [41]. The algorithm can also be
implemented with new risk scenarios. The implemented strategy concerns the training,
validation, and test of decision tree-based ML algorithm which can find the anomalies in
restricted and very busy areas taking advantage of the large amount of available AIS data
coming from ships. So, a classification in supervised learning was carried out. In this work
the information used from AIS data is relative to position, sailing route, speed, navigational
status, size, and cargo type of ships. Table 1 provides a detailed comparative analysis of
the AIS data features employed in this study against those utilized in previous research.

Hence, the application of ML to AIS data is not without its challenges, notably in the
detection of anomalies indicative of hazardous situations or illegal activities. The scientific
literature reveals a diverse array of strategies for anomaly detection, primarily through
the analysis of ship routes. By comparing planned routes with actual navigation data,
researchers have developed models that can identify deviations indicative of potential
risks. This paper proposes a novel approach by employing a Classification Decision Tree
algorithm, specifically tailored for the Strait of Messina. Unlike previous studies that
primarily focused on general anomaly detection, our methodology emphasizes the creation
of an artificial dataset to simulate specific navigational anomalies within a defined maritime
area. The novelty of this work lies in the scenario-based generation of anomalous AIS data,
the tailored optimization of a decision tree algorithm for a high-density maritime corridor,
and the practical implementation as a decision support tool (DST) to assist VIS operators
in real-time anomaly detection.
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Table 1. Comparison between AIS data information used in this work and others.

Works Position  Time Route  Speed Type Size Status

[20] X X
[21] X
[22] X
[42]
[25]
[43]
[26]
[
[
[
[
[
[

X X X X
X X X
>

17]
34]
35]
44]
45]
36]
[37]
This work

XXX X XXX XXXXX
XX XXX XXX

X X X XXX

X XXX XXX

<

<

<

2. Materials and Methods
2.1. Materials

The Strait of Messina is a stretch of sea interposed between peninsular Italy and
the major Italian island, Sicily. The strait connects the Ionian Sea, to the south, with the
Tyrrhenian Sea, to the north, going to lap the cities of Messina and Reggio Calabria. It
is funnel-shaped with the narrowest part in the north, with a minimum width of about
3150 m. In the Strait of Messina there are five harbors: three in Sicily and two in Italy’s
mainland—Port of Messina, dock of Tremestieri, the dock of San Francesco in Sicily and
port of Reggio Calabria, and port of Villa San Giovanni in Italy mainland. The harbors are
shown in Figure 1.

Tyrrhenian Sea

4

San Francesco @ @ Villa San Giovanni

Messina @
Sicily Italy mainland
(Calabria)

Tremestieri ®
@® Reggio Calabria

Ionian Sea
Figure 1. Ports and harbors in the Strait of Messina.

Maritime traffic within the Strait of Messina can be divided into two main categories:
the first that passes longitudinally, from Ionian to Tyrrhenian Sea or vice versa, and the
second that passes transversely, linking Sicily and Italy’s mainland or vice versa. The first
one, with a North-South direction, consists of ships that cross the Mediterranean Sea, as an
alternative sailing route with respect to the Sicilian Channel, avoiding circumnavigating
Sicily. The second includes the maritime connections between Sicily and the Italian main-
land, mostly characterized by passenger ships, Ro-Ro and Ro-Pax vessels, it connects the
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two coasts along the East-West direction. The Strait of Messina, because of its high density
of maritime traffic, is not immune to grounding and ship collision phenomena. From the
1950s to today, fifty accidents were registered in the strait, Table 2 shows the number of
accidents that occurred from the 1950s to 2000s.

Table 2. Number of collisions in the Strait of Messina between the 1950s and 2000s.

Year Event Number
1950s 4

1960s 11

1970s 17

1980s 7

1990s 3

2000s 2

An assessment of ships’ collision rate of this stretch of sea with a related risk analysis
was carried out in the work of Cucinotta et al. [46]. It used the International Association
of Lighthouse Authorities Waterways Risk Assessment Program (IWRAP) approach to
evaluate the geometric collisions in different scenarios to get the actual collision probability
using a literature causation factor. The IWRAP approach is based on the pioneering works
of Fuji and MacDuff in the 1970s [5,47]. These scholars introduced a probabilistic method for
the quantitative evaluation of collision events between ships and grounding. Table 2 shows
that there is a decrease in collisions from the 1970s to 2000s, thanks to the introduction of
risk mitigation systems. Since 1985 the Strait of Messina has been equipped with a Traffic
Separation Scheme (TSS) [48] and during 2008 the VTS has been introduced. Furthermore,
at this stretch of sea the pilotage service is also available, mandatory for certain types of
ships. Figure 2 shows the active TSS in the Strait of Messina.

Tyrrhenian Sea

!

/O\

-
Sicily Italy mainland
/ \ (Calabria)

Ionian Sea

Figure 2. Traffic Separation Scheme-Strait of Messina.

The VTS is a set of services, implemented and managed by an authority (Italian Coast
Guard) activated to improve the safety and efficiency of maritime traffic and also to protect
the environment. The VTS system is structured in three specific areas of intervention: infor-
mation service, organization of traffic and navigation support. The first service provides
information to the on-board command useful for navigation inside the VTS area and useful
for assisting the decision-making process on board. The second service is implemented
to avoid dangerous situations in the VTS area; thanks to this service each operator of the
VTS office manages the traffic flow guaranteeing safety during all the vessel’s movements.
The last service is complementary to the other two, and it is provided on request of the
on-board command or on request of VTS operator. All services provided by the VTS office
are possible thanks to the use of the AIS. It tracks the position of the ship by the GPS system
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or with specific sensors provided in an AIS unit. The unit also manages the data with a
standard configuration, the data contained in the AIS unit are reported in Table 3 as referred
by Resolution A.1106(29) 2015 released by the IMO.

Table 3. Available information contained in AIS data and their description (Resolution A.1106(29) 2015).

Type Information Data Type

Static MMSI number Number [Integer]

Static Call sign and name Text [Character]

Static IMO Number Number [Integer]

Static Length and Beam Number [Float]
. . Categorical Number [Integer]

Static Type of Ship (in according to AIS Specifications)
. Location of Electronic Position Fixing

Static System (EPFS) antenna Number [Float]

Dynamic Ship position Latitude Number [Float]

Dynamic Ship position Longitude Number [Float]

Dynamic Position Time Stamp in UTC Number [DateTime]

Dynamic Course over ground (COG) Number [Float]

Dynamic Speed over ground (SOG) Number [Float]

Dynamic Heading Number [Integer]

. . Categorical data [Integer]
Dynamic Navigational Status (in according to AIS Specifications)
Dynamic Rate of turn (ROT) Number [Integer]

Voyage-related Ship’s draught Number [Float]

Voyage-related

Hazardous Cargo

Categorical data [Integer]

(in according to AIS Specifications)
Destination and ETA (Estimated Time
of Arrival)

Route plan

Free from short text messages

Voyage-related Text in both cases [Character]

Voyage-related

Safety-related Text [Character]

As reported in Table 3, there are four types of information transmitted by a ship that
uses the AIS system: static information, dynamic information, voyage-related information
and safety-related information. The static information is fixed during the installation of the
system on board, and it is changed only in case of a change in the Maritime Service Identity
of the ship, change in the position of EPFS, or in case of conversion of the ship type in
another way. The dynamic information is automatically updated during the voyage, only
the navigational status is manually entered and changed as necessary. The voyage-related
information is manually entered and updated during the voyage. The transmission of the
data can occur with a specific antenna taking advantage of Very High Frequency (VHF)
channels. Usually, the transmission of the AIS data takes place via two specific channels,
but it is always possible for the unit to switch the transmission into other channels in case of
necessity. In the Strait of Messina, the AIS system is mandatory for all vessels over 300 GT
and for all the passenger ships (Messina VTS User’s Manual 2015). The transmission of the
data can be conducted between ships and also between ships and shore stations. This last
condition offers the port authority the possibility to manage maritime traffic. The VTS office
stores these data in a daily-recorded database. Figure 3 shows the geographical limits of the
VTS area in the Strait of Messina and Figure 4 the density map of AIS traces in VTS zone of
the Strait of Messina. AIS data related to this density map covers a period of 12 months
(June 2018-May 2019).
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Limit of VTS area

Italy mainland

sl (Calabria)

_Limit of VTS area

Figure 3. Limit of VTS system.

Sicily

% Italy mainland
(Calabria)

Figure 4. Density of traffic in the Strait of Messina.

The aim of this paper is to take advantage of the great quantity of data produced by the
VTS control and use ML techniques to increase the packaging of instruments for mitigating
the risk of collision. The AIS data used in this work (courtesy of the Italian Coast Guard
of Messina) cover a period of two thirty-one-day months (January and March), chosen
arbitrarily, in 2019 and refer to the Strait of Messina. More specifically, the January dataset
contains 1,786,822 AIS data (instances for ML), and the March dataset contains 1,875,403.

2.2. Methods for Dataset Creation

The ML algorithm used in this work has the purpose of carrying out a classification
of the AIS data into two classes (Normal and Anomalous). This classification operation
was conducted by means of supervised learning [49]. Supervised learning trains a machine
learning model using datasets with known labels. In this way, the trained algorithm can
classify new AIS data that it has never seen in the examples, by labeling them in one
of the two classes above which it was trained. The process leading to the achievement
of a working algorithm is composed by three phases called “Train”, “Validation”, and
“Test”. During the first phase, the algorithm learns through a first set of labelled data (train
dataset) and tries to find a correlation between input data (features) and output data (labels).
Then, using a second set of data (different from the previous one), the algorithm evaluates
its classification ability by trying to classify these new data and comparing the answers
with the labels associated and improves its classification performance by evaluating the
errors committed. To achieve an efficient classification algorithm, the first two phases are
usually repeated several times. When the training and validation phases are completed,
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the algorithm stops the learning process, and it is ready to be used. In order to verify the
learning process, it is fundamental to carry out the test phase with a third set of labelled data
(test dataset). During this last phase, the algorithm classifies the new data and compares
the answers (predicted classes) with the associated labels (true classes).

A fundamental pre-processing in classification problem is the labelling. Each instance
of the AIS dataset must be labelled with the name of one of the two classes. In a binary
classification like this, the classes are two and in this case are: Normal and Anomalous.
The AIS data considered belonging to the class Normal are those related to safe passages
of ships, since in that considered period of time no accident or negative event occurred.
Concerning the AIS data considered belonging to the class Anomalous, creating the dataset
is not simple due to the limited availability of data on risk events. The number of accidents
is not large enough to balance transit without accidents and the authority does not have a
database where it is possible to verify all the dangerous situations that occurred during the
period under investigation. For these two reasons a set of potentially dangerous situations
was created to test the method developed by mean ML. The technique used is to oversample
the AIS data belonging to the Anomalous group. For this reason, it has been necessary to
create an artificial group of data composed of risky events, where “risky event” refers to an
abnormal event that is not usual in the history of the sea area under consideration. What
has been done is to generate a new dataset by modifying the dataset of the class Normal
assuming three types of risk scenario defined thanks also to the experience of the Coast
Guard. More specifically, what has been done is:

e  To reverse the COG of the ships (addition of 180° to the route), keeping all the other
features unchanged.

e To assign very low SOG value to those ships that were in navigation with a SOG
greater to a certain threshold, by replacing the original value with a new random value
between 0 and 0.2 kn.

e  To assign high SOG value to those that had very low speed, by replacing the original
value with a new random value between 5 and 30 kn.

The changes (addition of 180°) of the COG, the position of the ship and type of ship can
indicate that a vessel is in a wrong line with respect to its route inside the TSS zone. Since
inside the Strait of Messina there are areas with a range of velocity fixed by the authority,
the modified values of SOG, together with information about the position, type (including
geometric dimensions) and status of the ship can indicate two scenarios. The first regards,
for example, a ship near the coast with a speed value higher than allowed. The second
could be the presence of a ship stopped or at a low speed in a position in which this is not
permitted. In this way, starting from the January and March datasets, two new datasets
have been created that will be defined, from now on, as January balanced and March
balanced, respectively. The new datasets contain 3,573,644 AIS and 3,750,806 instances,
respectively. Table 4 shows an overview of the datasets.

Table 4. Utilized dataset and number of AIS data contained.

Dataset No. AIS Data
January 1,786,822
January balanced 3,573,644
Train (75% of January balanced) 2,680,233
Validation (25% of January balanced) 893,411
March 1,875,403

Test = March balanced 3,750,806
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The number of features for each dataset is eight: cargo type, latitude, longitude, COG,
SOG, length, beam, and ship max static draught, indicated and referred from now on
respectively as: type (X1), Lat (X2), Lon (X3), COG (X4), SOG (X5), length (X6), beam (X7),
and draught (X8). An example of the dataset fed to the ML algorithm is shown in the
following matrix:

type®  Lat™) Lon™ coGc® soGgM length(l) beam™) draught(l)

type™  Lat™ Lon™ cOG™ SOG™ length™ beam™  draught™

For the case of January, the matrix is 3,573,644 x 8 and in the case of March dataset
the dimension of matrix is 3,750,806 x 8.

It should be noted that the artificial anomalies were generated based on the operational
layout of the Strait of Messina, considering the Traffic Separation Scheme, vessel routes,
and speed limits. Modifying course or speed values simulates realistic navigational risks,
enabling the model to anticipate hazardous situations in real time. While trained on Strait of
Messina data, the same approach can be adapted to other high-density maritime corridors,
supporting the generalization of the method.

It is useful to remember that all AIS data in each dataset were labelled and, for
convenience, given the binary classification, the class Anomalous and the class Normal
will be called, from now on, respectively, Positive Class (PC) and Negative Class (NC). The
January balanced dataset was used to train and validate the model, and it has been divided
into two datasets (train and validation dataset). These datasets contain 75% and 25% of the
January balanced dataset respectively (Figure 5).

Normal (50%) Anomalous (50%)

100% January balanced dataset

Train dataset

Validation dataset

Figure 5. Schematization of train and validation datasets.

2.3. Methods for ML

The ML model used in this work for AIS binary classification is a decision tree-based
algorithm, given its wide use and its relative simplicity even in terms of computational
weight. The input variables derive from the observation of the event; in the case of this
work, they are represented by the features extracted from the AIS data. The output variables,
in this case, are the two established classes. A decision tree classifies data using a logical
structure in which each node applies a condition to determine the outcome. The model
used is contained in the Classification Learner App in MATLAB (The MathWorks Inc.,
Natick, Massachusetts, v. 2022b). The function is the fit binary decision tree (fitctree). It
takes advantage of the decision tree algorithm to perform a classification. The main goal of
the decision tree is to model a tree on the data for classification purposes. A typical result
of a trained decision tree is reported in Figure 6.
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2" Depth

2 LEAF NODE
Gini=0.168
Samples= 540
Value=[0,490,50]
Class=2

34 LEAF NODE
Gini=0.043
Samples= 460
Value=[0,10,450]
Class=3

Figure 6. Typical structure of Decision tree.

It is possible to see an example of the final structure, and so the typical nodes used
by the model to make predictions. Thanks to this structure the model decides which class
the input instance belongs to. In particular, Figure 6 shows a model with a maximum
depth of 2, trained on a dataset with 1500 instances. Each instance has only two features
(k1 and k2) and it can belong to one of three classes labelled (“1”, “2”, and “3”, just for
a better understanding). The nodes usually involved in the decision tree are root nodes
or leaf nodes. The root nodes usually have a splitting criterion and so consequently child
nodes, the leaf nodes have no split criteria and so do not split any further. Each node
has several parameters: splitting criteria if the node is not a leaf node (in the image, for
example, the first splitting criteria is on Feature 1), the Gini value of the node that measures
the impurity of the node (Equation (1)), in this equation the value of p; ; is the ratio of the
class j instances among the training instances in the i-th node (for example in 2nd leaf node:
1 — (580/630)%> — (50/630)?).

n
Gi=1- Zl Pii (1)
]:

The other parameters are the number of instances involved in the node (for example in
the third leaf node it is 460), the number of instances belonging to each class (for example
in the second leaf node: 0 in Class 1-580 in Class 2 and 50 in Class 3), the predicted class
for the node (for example in the first leaf node: Class 1). The process of prediction starts
with the first root node and the question is: the instance entered by the user has a value of
Feature 1 lower or equal than the Value 0; in the case of the true condition the model moves
down to the left part of the tree (root’s left child node), in the case of the false condition,
the model moves down to the right part of the tree (root’s right child node). From the
image, it is possible to see that the root’s left child node is a leaf node, it is a node where
there is not another split (no child from this node), so there is not another question and the
attributed class of the instance is the one defined by the node, in this case Class 1. In the
second case, the root’s right child node has another condition and in this case the question
is: the instance entered by the user has a value of Feature 2 lower or equal than Value 1, in
case of the true condition, the model moves on the left part, in case of the false condition
the model moves to the right side. In the first case there is a leaf node with Class value
equal to 2, in the second case there is another leaf node with value Class of 3. For each root
node there is a threshold of one of the features that defines a boundary for the decision tree;
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Figure 7 shows the graphic representation of the tree of the example proposed above, with
the two decision boundaries defined by Value 0 and Value 1.
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Feature 1 @ Classl @ Class2 A Class3

Figure 7. Decision boundaries.

The algorithm used is the CART—Classification and Regression Tree algorithm; the
core of the algorithm is to find the boundaries that minimize the cost function. The
measure to minimize can be the Gini Diversity Index (Equation (2)—J1), the Towing rule
(Equation (3)—]) or the Entropy (Equation (4)—/3).

mj Myioh
Ji(k, ty) = T:lft Gleft + %Gright 2)
2
PrestPrignt | &
]z(k, tk) =] Eft4 ight LZ | pj|L€ft — PjIRightl (3)
i—1
n
Ja(kte) = = Y pixlog2(pix) (4)
k=1
Pijk:=0

The first step of the algorithm is to split the training set using the feature (k) and the
threshold (#;) that produces the purest subset. Defining the first split of the training set, the
algorithm splits the subset with the same logic until reaching the stopping criteria defined
by the user. The main hyperparameters that control the method are: the maximum depth,
minimum sample leaf, the minimum sample split, and the cost function. The algorithm
has an optimization method to find the best hyperparameters for the decision tree. The
hyperparameters tuned during the process of optimization are the maximum number of
splits and the criterion for the split (Gini’s diversity index, Towing rule, Maximum deviance
reduction). For the first hyperparameter, the algorithm searches the best choice of depth of
the tree in a range between one and the number of instances. The second hyperparameter
is the variation of the split criterion between the three described above. The optimization
algorithm used is the Bayesian one, the main goal is to reduce the objective function
that in our case is classification error. In general, the algorithm of optimization has three
fundamental steps: the process model of the objective function (in this case a Gaussian
process), the Bayesian update for changing the Gaussian structure at each evaluation of
the objective function, and an acquisition function to determine the next point to evaluate.
The algorithm repeats these steps until it reaches a number of fixed iterations or a fixed
time. In this case a maximum number of iterations was fixed. The maximum number of
evaluations of the objective function imposed is 80. An example of an optimization graph
is shown in Figure 8. It is possible to see the minimum classification error trend in function
of Iteration; the yellow point in the graph shows the iteration where the algorithm finds
the minimum value of the classification error.
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Figure 8. Minimum classification error plot.

Figure 9 shows an example of an obtained decision tree with a low dept. From the

figure, it is possible to see the great potentiality of the decision tree: the complete knowledge

of the features used during the process. For example, the figure shows the splitting criteria

for each node, in this case the three features used for the splitting are SOG (X5), Lon (X3)

and Lat (X2).
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Figure 9. Decision tree with a maximum number of split limited.
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The method used could be subjected to overfitting and so a method for avoiding this
occurrence is cross-validation. The January balanced dataset has been randomly divided
into k = 5 disjoint folds containing approximately the same number of elements. So,
five trainings, with the aforementioned algorithm, were done using four folders for the
training and the other one for the validation phase. Cross-validation allows us to obtain
a model that can reduce the overfitting and increase the capacity to generalize the tree.
All the operational phases described so far (datasets creation, features extraction, model
training, and test) were conducted on the same hardware, which consists of a 2.6 GHz Intel
i7 processor (9th Gen; Intel Corporation, Santa Clara, CA, USA), with 16 GB of memory,
and an NVIDIA Ge-Force GTX 1650 GPU with 4 GB of memory (NVIDIA Corporation,
Santa Clara, CA, USA). The software utilized to pre-process data, train, and test the ML
algorithm is MATLAB (The MathWorks Inc., v. 2022b).

3. Results

The results of the model training are in the form of confusion matrices which correlate
the true classes of the AIS data contained in the validation dataset (true classes) and
the classes predicted by the model during the validation phase (predicted classes). The
optimizer performs 80 iterations as mentioned above and finds the best point in terms of
minimum value of classification error. Figure 10 shows the first 30 iterations to highlight
the area of the graph where it is possible to see the minimum value. At this point, the
number of splits of the decision tree is 6471 and the split criterion used is “Maximum
deviance reduction”. To iteration number 19, the algorithm produces a reduction step of
the classification error that remains constant for the rest of the training.

426 219"

0 90 0 9 0 0 0 0 0 0 ¢ o o o ¢ ¢ o

oo o o o o 0 o o o o o

Minimum classification error

0 5 10 15 20 25 30
Iteration

Figure 10. Minimum classification error plot for the training on the January balanced dataset.

There are two confusion matrices, one for each of the two phases (validation and test).
In each confusion matrix it is possible to see four types of elements: the True Positives
(TP), which are AIS data correctly classified by the model belonging to the positive class;
False Negatives, (FN) which are those classified as belonging to the negative class while
they belonged to the positive class; False Positives (FP) which are those belonging to the
negative class and incorrectly classified as belonging to the positive class; True Negatives
(TN), which are those correctly classified by the model belonging to the negative class. The
confusion matrices of the validation phase, expressed in absolute values and in percentage
are shown in Figure 11.
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TP
444,981
(99.6%)

PC

True class

TN
444,616
(99.5%)

NC

Predicted class

Figure 11. Confusion matrix from validation phase with 25% of January balanced dataset.

F the test phase there is also a confusion matrix, shown in Figure 12. In this case,
the values were calculated from the results of the dataset test. As shown, the values in
percentage are lower than the validation phase.

TP
1,819,287

(97.0%)

True class

TN
1,783,251
(95.1%)

NC

Predicted class

Figure 12. Confusion matrix from test phase with dataset March balanced.

The performance of the model and therefore the effectiveness of the method can be
described by means of some significant parameters which are called accuracy, precision, sen-
sitivity, and specificity. Accuracy is the proportion of correct predictions over all instances.
Precision is the proportion of true positives among all predicted positives. Specificity is the
proportion of true negatives among all actual negatives. Sensitivity is the proportion of
true positives among all actual positives. The results obtained from the classification, after
both the validation and test phases, are schematized in Tables 5 and 6, respectively.

Table 5. Main parameters for ML assessment (Validation).

TP FN FP TN Accuracy  Precision Sensitivity Specificity = F1-Score
444981 1725 2089 444,616 99.57% 99.53% 99.61% 99.53% 99.57%
Table 6. Main parameters for ML assessment (Test).
TP FN FP N Accuracy  Precision Sensitivity Specificity = F1-Score
1,819,287 56,116 92,152 1,783,251 95.96% 95.18% 97.01% 95.06% 96.09%

A cross-validation was performed to verify the behavior of the level of accuracy for a
number of folds equal to five extracted from the January balanced dataset. Table 7 shows
the main results obtained with cross-validation.
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Table 7. Cross validation results.

No. Instances

ACC PRE SEN SPE F1-Score

k-Fold (Train—Validation) P FN P ™ [%] [%] [%] [%] [%]
1 2,858,916-714,728 355,897 1773 1467 355,591 99.55 99.59 99.50 99.59 99.54
2 2,858,915-714,729 355,933 1685 1431 355,680 99.56 99.60 99.53 99.60 99.56
3 2,858,915-714,729 355,829 1607 1535 355,758 99.56 99.57 99.55 99.57 99.56
4 2,858,915-714,729 356,007 1880 1358 355,484 99.55 99.62 99.47 99.62 99.54
5 2,858,915-714,729 356,046 1746 1319 355,618 99.57 99.63 99.51 99.63 99.57
tot 14,294,576-3,573,644 1,779,712 8691 7110 1,778,131  99.56 99.60 99.51 99.60 99.55

4. Discussion

The values of the parameters shown in Tables 5-7 are generally very high. Regarding
the results coming from the validation phase, it is possible to see that accuracy is 99.57%.
Generally, this parameter is not totally descriptive of the performance of the trained model,
but in this case, because of the presence of a large and balanced dataset, accuracy describes
the model’s potential quite well. In the confusion matrix of the validation phase, the
percentage of the misclassified data (sum of FPs and FNs) is around 0.4%. In this percentage,
the FPs are slightly greater than the FNs (48% of FPs and 52% of FNs). It is possible to notice
this condition also from the sensitivity, which is greater than the specificity. For the safety
of navigation, the attendance of a higher number of FPs is an advantage. In fact, it is safer
to have a false alarm than an unseen danger. This condition also exists in the results of the
test data classification. In fact, despite the fact that the value of accuracy of the test phase is
lower than the validation phase, sensitivity remains higher than specificity. This confirms
that despite a lower value of accuracy (95.96%) the committed error (4.04%) is composed
of 63% FPs and of 37% FNs; therefore there is a higher FP value than that obtained in the
validation. As mentioned, a five-fold cross validation was also performed. With respect
to the classic validation phase, after cross validation the model accuracy remains very
high but there is a turnaround between FP and FN. The cross-validation of the decision
tree proposed has results very similar to the one proposed above. The level of accuracy
is 99.60% in both the models. A major advantage of the Decision Tree algorithm is that it
is not a black box ML tool, but it is possible to understand the most important features
used by the algorithm to build the tree and so to understand the process of prediction. As
mentioned above, the number of features used for training the tree are eight. For each
split inside the tree, the algorithm chose the best feature for splitting and the best value
of threshold in terms of minimization of the cost function; Figure 13 shows the number of
times that each feature has been selected inside the child node of the Decision Tree.

Three features over eight are the most used to create splits in the tree. Approximately
80% of the total splits involve these three features, indicating that the model primarily relies
on positional and dynamic variables to distinguish navigation behaviors. These are X2, X4,
and X5 that match, respectively, to Lat, COG and SOG. The features relative to the main
dimensions of the ship (length and beam) and the value of draught during the navigation
are the least used inside the tree. Since in the Strait of Messina a TSS is active, Lat and
Lon features could be considered important for the algorithm. It can be observed that
Latitude is the most frequently used feature for splits, while Longitude plays a secondary
role. This could be attributed to the specific funnel-shaped morphology of the Strait, which
extends predominantly along the latitude direction, making the model more sensitive to
this parameter. A deeper analysis can be done by looking at the top 20 depths of the tree.
Table 8 shows the number of features used in this interval. The most used features are
Lat and Lon, followed by SOG. From this, it is possible to derive that initially the relative
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parameters to the position are the most used while, considering the entire tree, the use of
the parameter Lon is gradually lost.
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Figure 13. Histogram of the number of Features used by the algorithm in each split.

Table 8. Features used and number of splits related to them at the top 20 tree splits.

Feature  Type (X1) Lat(X2) Lon(X3) COG(X4) SOG (X5) Length(X6) Beam (X7) Draught (X8)
No. splits 0 6 9 0 3 1 0 1

To better interpret the contribution of each predictor to the classification process, a
feature importance analysis was performed using Shapley values. Figure 14 shows the
mean absolute Shapley values for all predictors, distinguishing their contribution to the
“Safe” and “Dangerous” classes.
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Figure 14. Feature importance histogram.
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The results confirm that SOG, latitude (Lat), and longitude (Lon) are the most in-
fluential features for the model’s decisions. This finding is consistent with the physical
characteristics of navigation in the Strait of Messina, where variations in position and speed
are critical indicators of anomalous or unsafe behaviors. Parameters related to the ship’s
dimensions (length, width, draught) and type play a minor role, confirming their limited
influence on short-term risk detection.

A practical application of this trained algorithm can be to assist VIS operators by
detecting abnormal navigation conditions in real time, enhancing maritime safety and
supporting timely decision making. This would ensure greater safety since the system is
not sensitive to phenomena of a purely human nature such as fatigue and distraction. The
system could classify in real time all the acquired AIS data, reporting abnormal events to
the competent personnel who will assess the real gravity of the situation, taking action
when necessary. In this way, the activity of the system is not intended to replace human
intelligence, but to integrate it as a useful DST. Furthermore, the proposed method can be
very useful where the accident statistics are very limited and consequently probabilistic
methods are not very reliable, since the causation factor is difficult to estimate. In these
cases, an ML approach can integrate probabilistic methods, also to assist decision makers
and port authorities in the navigation planning phase. The method is meant as an additional
tool for the VTS office. Further improvements can include more realistic artificial anomalies
using additional data from the coast guard, enhancing the utility of the system in practical
applications. The artificial group proposed in this phase can be improved with several
approaches and the method can be refined to more realistic situations. The method must be
a starting point for improving the dataset available in terms of dangerous situations during
the year.

5. Conclusions

The purpose of the work outlined in this article is to develop an ML method based
on decision trees that exploits AIS data in order to increase safety in navigation. To do
this, a case study was addressed on the ship transits in the Strait of Messina, Italy. The
proposed algorithm has been trained to detect dangerous anomalies (e.g., abnormal SOG
or COQ) in ships’ transit, classifying generic AIS data (after feature extraction) into two
classes (Normal and Anomalous, called NC and PC, respectively). In order to avoid the
overfit of the data, the training phase is conducted with a hyperparameter tuned by a mean
Bayesian optimizer. Thanks to the use of ML algorithms and in particular the Decision Tree
method some important findings can be presumed:

e Decision tree is a tool that can be used for detection of anomalies in the Strait
of Messina,

e  The most used equation of cost loss function used by the algorithm is the Entropy one,

e  The accuracy of the trained model in validation and test phase are 99.53% and 95.9%,

e  The most used features for building the tree have been: Latitude, Cog, and Sog

e  The parameters relative to the dimension of the ship and draught are little used during
the building of the tree.

e  Up to a depth of 20, the Longitude parameter has been used intensively but with the
increase in the depth of the tree this feature was used less, probably for the particular
shape of the channel of the Strait of Messina,

e  The algorithm can be a starting point for introducing the use of Machine Learning as
instrument for VTS operators.

o  The system can be used to integrate the human experience as a Decision Support
Tool (DST).
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Moreover, the trained decision tree model can be integrated into real-time VTS opera-
tions, offering operators a DST to detect anomalous navigation conditions as they occur.
This practical application can enhance situational awareness and support timely interven-
tions, contributing to safer and more efficient maritime traffic management in the Strait
of Messina.

The method proposed in the paper has some limitations that need to be improved
with further studies. The main ones are:

e The AIS data provided by the Port Authority have low number of instances in the
group of anomalies.

e  Artificial anomalies have been added in order to balance the dataset.

o  The artificial anomalies can be improved with more realistic situations of risk with the
help of the port authority.

e  Theresults of the decision tree can be improved with an ensemble method like Random
Forest algorithm.
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Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial Intelligence
ANN Artificial Neural Network
AIS Automatic Identification System

CNN Convolutional Neural Network
COG Course Over Ground
DST Decision Support Tool

DL Deep Learning
FN False Negative
FpP False Positive

HSC High-Speed Craft

IALA International Association of Lighthouse Authorities

IWRAP International Association of Lighthouse Authorities Waterways Risk Assessment Program
IMO International Maritime Organization

ML Machine Learning

MMSI Maritime Mobile Service Identities

NC Negative Class
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PC Positive Class

RNN Recurrent Neural Network

SMIGL  Ship Movement Image Generation and Labelling
SOG Speed Over Ground

TSS Traffic Separation Scheme
TN True Negative

TP True Positive

VTS Vessel Traffic Service
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