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Featured Application


The proposed framework facilitates secure and user-friendly biometric authentication on mobile platforms, particularly in mobile payment and access control scenarios, under unconstrained conditions.




Abstract


The widespread adoption of mobile devices has made secure and user-friendly biometric authentication critical. However, widely used modalities such as fingerprint and facial recognition show limited robustness under uncontrolled illumination and on heterogeneous devices. In contrast, palmprint recognition offers strong potential because of its rich textural patterns and high discriminative power. This study addresses the limitations of laboratory-based datasets that fail to capture real-world challenges. We introduce MPW-180, a novel dataset comprising videos of 180 participants recorded on their own smartphones in everyday environments. By systematically incorporating diverse illumination conditions (with and without flash) and natural free-hand movements, MPW-180 is the first dataset to adopt a bring-your-own-device paradigm, providing a realistic benchmark for evaluating generalization in mobile biometric models. In addition, we propose PalmWildNet, an SE-block-enhanced deep learning architecture trained with Triplet Loss and a cross-illumination sampling strategy. The experimental results show that conventional methods suffer over 50% performance degradation under cross-illumination conditions. In contrast, our method reduces the Equal Error Rate to 1–2% while maintaining an accuracy above 97%. These findings demonstrate that the proposed framework not only tolerates illumination variability but also learns robust illumination-invariant representations, making it well-suited for mobile biometric authentication.
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1. Introduction


The increasing reliance on mobile devices in everyday life has made secure and convenient verification of digital identities more critical than ever. Biometric authentication, which is rapidly replacing traditional methods such as passwords or PINs, offers a stronger layer of security by exploiting unique physiological and behavioral traits [1,2]. Despite their widespread deployment on mobile platforms, dominant modalities such as fingerprint and face recognition still face notable limitations in terms of spoof resistance, reliability, and usability [3,4,5]. For example, facial recognition systems can be bypassed using covertly captured images, whereas fingerprint sensors are vulnerable to latent prints lifted from surfaces such as glass [3]. These vulnerabilities, combined with factors such as sensor degradation, contamination, and low user acceptance, particularly in touch-based systems, highlight the urgent need for novel and more robust biometric solutions.



Palmprint recognition is emerging as a robust and promising biometric modality owing to its rich textural structure—comprising principal lines, wrinkles, and ridges—along with its high inter-individual discriminative power and relatively large surface area [1,6,7]. Furthermore, palmprint-based systems are attractive for practical applications because they can achieve high accuracy even when implemented using low-cost devices [8,9].



Palmprint recognition has gained remarkable momentum in recent years, largely owing to advances in deep neural network architectures [7,10,11,12]. Nevertheless, much of this progress has relied on datasets collected under highly constrained conditions, including fixed scanners, controlled illumination, and cooperative behavior. Such idealized laboratory settings do not adequately capture the challenges inherent in real-world scenarios [11,13]. Key obstacles include device-induced variability in image quality [14,15,16], sudden changes in illumination [17,18,19,20], variations in free-hand positioning [3,21,22,23], and motion blur caused by natural hand movement [10].



To address this gap, recent studies have increasingly focused on datasets that incorporate real-world challenges by acquiring images using mobile devices [13,24,25]. Capturing palmprints using consumer-grade smartphones provides notable advantages in terms of convenience and hygiene, thereby supporting their adoption in everyday applications such as mobile payment systems. This trend highlights the significant practical potential of palmprint recognition technology and indicates its growing acceptance in real-world applications.



Nevertheless, as emphasized in several studies, even these next-generation datasets suffer from important shortcomings, such as limited device diversity [14,15,16], incomplete coverage of illumination variations [20,26], and insufficient representation of the dynamics associated with free-hand movements [3,22,27]. These limitations indicate that, particularly in contactless systems, adverse factors, most notably illumination variability, still exert a substantial influence on system performance.



To address these critical gaps, this study introduces a comprehensive framework that facilitates the transition from controlled experiments to real-world applications. Our first contribution is a data collection methodology that enables participants to record videos in everyday environments using their own smartphones across diverse makes and models. This approach yields a video-based, in-the-wild dataset that systematically captures real-world challenges, including device diversity, uncontrolled illumination and unconstrained hand movement. To the best of our knowledge, the resulting dataset is the first of its kind, comprising complete video sequences rather than single frames and exhibiting a high degree of device heterogeneity. This contribution provides a realistic benchmark for advancing the robustness and generalization of palmprint recognition models under unconstrained mobile conditions.



The second contribution of this study is the development of an end-to-end deep learning pipeline, PalmWildNet, which combines an SE-block-enhanced backbone with a triplet loss-based metric learning strategy. The pipeline is explicitly optimized for cross-illumination conditions using a novel positive sampling mechanism that pairs instances acquired under different lighting scenarios. This design enables the model to learn illumination-invariant representations, thereby improving its robustness and generalization capability across diverse real-world environments.



The remainder of this paper is organized as follows: Section 2 reviews the related work. Section 3 introduces the MPW-180 dataset and the data collection methodology. Section 4 presents the proposed PalmWildNet architecture and training strategies. Section 5 describes the experimental setup and reports the results, followed by Section 6, which presents discussion, conclusion and summarizes potential directions for future research.




2. Related Works


2.1. The Evolution of Palmprint Recognition: From Conventional Methods to Deep Learning


Palmprint recognition has a long and well-established history in the field of biometrics. Early studies primarily focused on handcrafted feature extractors using manual feature engineering. Notable examples include methods designed to capture micro-texture patterns, such as Local Binary Patterns (LBP) [28,29,30] and techniques that encode the orientation of principal lines and wrinkles (e.g., PalmCode [31], FusionCode [32], CompCode [33], DoGCode [34], OrdinalCode [35,36], RLOC [37], and BOCV [38]). In addition, methods that measure specific textural responses, including Gabor filters [39,40,41] and principal line extraction [42,43,44,45,46], have been widely adopted in the literature.



To address the high dimensionality of palmprint data, subspace learning methods have been extensively employed. These include Principal Component Analysis (PCA) [47,48,49,50], Linear Discriminant Analysis (LDA) [51,52], Independent Component Analysis (ICA) [49,50,53], and Locality Preserving Projections (LPP) [54,55], along with their numerous variants such as 2DPCA [56], 2DLDA [57,58], Kernel PCA [51], Kernel LDA [22,55], and 2DLPP [59,60]. Although these conventional approaches have achieved considerable success in controlled laboratory settings, they remain sensitive to environmental perturbations, such as illumination, orientation, scale, and partial occlusion, and therefore exhibit limited generalization capability.



Over the past decade, the advent of deep learning, particularly Convolutional Neural Networks (CNNs), has revolutionized palmprint recognition. CNNs have largely overcome the limitations of handcrafted feature engineering through their ability to learn hierarchical features autonomously from raw data. Pretrained architectures such as ResNet [61], VGGNet [62], and DenseNet [63] have been successfully applied to palmprint recognition using transfer learning [64,65,66,67]. This strategy substantially improves the generalization capability of models, particularly when dealing with limited datasets.



In addition to the general success of deep learning, numerous CNN-based models have been specifically designed or adapted for biometric tasks, such as palmprint recognition. These models were customized to capture the distinctive features, patterns, and textures of palm images more effectively. Such customization typically involves tailoring the network architecture, loss functions, or preprocessing steps to meet the unique requirements of a task. Prominent models in this field, which have demonstrated strong performance across multiple experiments, include PalmNet [68], which integrates Gabor filters and PCA into the CNN framework; PalmRCNN [64], built upon ResNet and InceptionNet architectures; CompNet [69], known for using learnable Gabor kernels and having a small number of model parameters; DHN [70], which transfers summary codes learned from the teacher model to the student model using knowledge distillation; RegPalm [71], which is designed to reduce pattern variance for large-scale palmprint recognition.



However, despite these architectural advances, a fundamental problem remains: the training and evaluation of such models primarily rely on controlled and homogeneous datasets. Typically acquired with fixed scanners, consistent illumination, and cooperative participants, these datasets fail to capture the complexity and variability inherent in real-world applications.




2.2. Mobile Platforms and In-the-Wild Palmprint Recognition


The limitations of existing palmprint datasets in reflecting real-world performance have shifted research attention toward mobile platforms and less constrained scenarios in recent years. Leading this transition, datasets such as XJTU-UP [70] and BJTU_PalmV2 [72] were collected using five different smartphone models, providing a crucial foundation for studying the cross-sensor variability. Similarly, datasets such as the MPD [73] and NTU-CP-v1 [65] were acquired using two distinct devices. Together, these efforts mark the initial steps toward moving beyond single-device acquisition protocols and examining the influence of heterogeneous hardware and software on recognition performance.



However, despite incorporating device diversity, these seminal studies faced a key methodological limitation: data acquisition was restricted to a small, pre-selected set of device models (e.g., two or five). This constraint introduces the risk of models developing device-specific biases based on the unique characteristics of this limited set. Moreover, it offers only a partial view of how such systems would generalize to a truly unconstrained ecosystem encompassing hundreds of diverse, unseen device models encountered in the wild.



In the literature, the most unconstrained example of palmprint data collection is the NTU-PI-v1 [74] database, which was compiled from online images. Containing samples from 1093 individuals, this dataset reflects a truly in-the-wild setting because it was collected without user cooperation or adherence to any acquisition protocol. However, this extreme lack of control renders the dataset unsuitable for biometric-recognition tasks. The limited number of samples per identity, inability to systematically regulate illumination and pose conditions, and uncertainties in label reliability restrict its utility primarily to tasks such as palmprint detection. This underscores the persistent challenge of balancing realism and methodological rigor when constructing palmprint recognition datasets.




2.3. The Challenge of Illumination Variation


Illumination variability remains one of the most fundamental challenges in mobile and unconstrained environments such as smart homes. The literature reports a wide spectrum of approaches to address this issue, ranging from classical image processing techniques to advanced deep learning models. Classical methods, such as Contrast Limited Adaptive Histogram Equalization (CLAHE) [75] and Retinex theory [76], often prove inadequate under complex, non-uniform illumination conditions. In contrast, deep learning has introduced more robust solutions, including




	
Data Augmentation, which enhances training sets through random modifications in brightness and contrast.



	
Metric Learning, which brings images of the same subject under different lighting conditions closer in the feature space.



	
Image Fusion combines images captured with and without flash.








Although these strategies have been widely explored in the face recognition literature, they have not been systematically applied to palmprint recognition without contact. In particular, the performance implications of harsh flash illumination versus ambient light remain insufficiently addressed, representing a significant gap in this field.



This study was designed to address this critical research gap. We present a comprehensive investigation that systematically examines mobile palmprint recognition under variable and uncontrolled illumination. To this end, we introduce, to the best of our knowledge, the first video-based mobile palmprint dataset captured in the wild. In parallel, we propose a deep learning model specifically developed to address the challenges posed by this dataset, demonstrating strong robustness to illumination variability. Through these contributions, we seek to advance palmprint biometrics beyond constrained laboratory settings and into the realistic and challenging conditions of everyday life.





3. Dataset: MPW-180 (Mobile Palmprint in the Wild—180)


To mitigate the transient distortions inherent in in-the-wild scenarios, such as motion blur and focus shifts, a video-based acquisition strategy was adopted instead of static image capture. This approach produces hundreds of potential Region of Interest (ROI) frames for each subject from a single video. It not only provides the rich data pool required to train deep learning architectures but also enables the selective curation of the sharpest frames, thereby improving the overall quality of the dataset used for training the model. Based on this strategy, a structured data collection protocol was designed to simulate unconstrained mobile usage. Each participant recorded approximately 30 s videos under four distinct scenarios, systematically covering the key aspects of palmprint biometrics.



These scenarios combined two primary illumination conditions (LED flash enabled vs. ambient light) with two biometric modalities (right vs. left hand). This design yielded four sub-datasets: HR_FT (right hand with flash), HR_FF (right hand without flash), HL_FT (left hand with a flash), and HL_FF (left hand without flash). The two illumination conditions defined—with flash and ambient light—were a deliberate methodological strategy to isolate the fundamental domain shift problem. The “ambient light” (without flash) scenario was designed to capture a broad spectrum of uncontrolled, real-world conditions. Recordings took place in participants’ natural environments (e.g., home and office) without restrictions on ambient lighting properties. Consequently, this condition inherently includes complex illumination factors, such as mixed interior lighting, variable shadow casting, and diverse color temperatures.



Informed consent was obtained from all participants after they were briefed on the study’s aims, procedures, and the anonymous use of their data for scientific research. All data were fully anonymized by removing any Personally Identifiable Information (PII) and assigning each participant a unique, non-traceable ID.



Before data collection, the participants were instructed to position their palms within the camera’s field of view and move their hands slowly during recording to introduce natural variations in pose, scale, and focus. The instructed movements included lateral (side-to-side), vertical (up-and-down), and depth (back-and-forth) motions, as well as finger movements toward and away from the camera. No further guidance or interventions were provided during the recordings. Data acquisition took place in the participants’ natural environments (e.g., home and office), without restrictions on background complexity or ambient lighting properties (intensity, direction, and color temperature). This unconstrained setting ensured that the dataset authentically reflected the challenges of real-world conditions.



This study introduces a novel, large-scale, video-based dataset named Mobile Palmprint in-the-Wild (MPW-180), collected from 180 participants. The MPW-180 dataset constitutes the first phase of a larger data collection effort involving more than 500 volunteers, for whom all data processing and annotation pipelines have been carefully completed. To ensure consistency and reproducibility, this study focused exclusively on the 180-subject subset, for which all verification and annotation procedures were finalized. The MPW-180 dataset will be made publicly available upon acceptance of this paper to facilitate reproducibility and advance research on mobile palmprint recognition. The dataset contains four video recordings per participant, and its key statistics are summarized in Table 1.



The MPW-180 dataset was collected using 180 distinct smartphone devices from 11 different brands. Beyond brand diversity, the distribution of specific device models was also broad. The most frequently represented models were the iPhone 11 (n = 29; Apple Inc., Cupertino, CA, USA), Redmi Note 8 (n = 19; Xiaomi Corp., Beijing, China), Redmi Note 8 Pro (n = 7), and Galaxy A32 (n = 5; Samsung Electronics Co., Ltd., Suwon, Republic of Korea). The dataset also encompasses a wide range of less common models, including the iPhone 13/14 series, Galaxy A54/A34, Huawei P30/P40 (Huawei Technologies Co., Ltd., Shenzhen, China), and devices from Poco (Xiaomi Corp., Beijing, China), GM (Istanbul, Türkiye), Infinix (Infinix Mobility, Hong Kong, China), Oppo (Guangdong Oppo Mobile Telecommunications Corp., Dongguan, China), and Reeder (Reeder Technology, Samsun, Türkiye). This heterogeneity is essential for ensuring that recognition systems are robust against device-centric variations arising from differences in camera hardware and internal image processing pipelines. The distribution of device brands represented in the dataset is shown in Figure 1.



To underscore the novel contribution of the MPW-180 to the literature, Table 2 presents a systematic comparison with other prominent mobile palmprint datasets. As the table indicates, MPW-180 is unique in being the only large-scale, video-based dataset acquired from participants using their own personal smartphones in a fully unconstrained bring-your-own-device (BYOD) setting. Unlike earlier datasets that were collected under controlled conditions with limited device diversity and static image capture, MPW-180 captures the true variability of real-world mobile scenarios. The scale, diversity of devices, and use of unconstrained video acquisition collectively establish the MPW-180 as a critical benchmark for advancing research on robust, contactless palmprint recognition in realistic environments.



Representative hand images of multiple subjects in the dataset are shown in Figure 2. As illustrated, the extracted video frames were fully unconstrained and captured without strict subject cooperation. This results in substantial variations in hand postures; for example, fingers may appear closely grouped in some frames, while in others, they are noticeably spread apart. In addition, the samples demonstrated pronounced differences in ambient illumination, ranging from strong overexposure to dim lighting. These variations highlight the authenticity of the dataset and the challenges it poses in developing robust palmprint recognition systems.




4. Proposed Method


4.1. Overall Pipeline


The end-to-end workflow of the proposed system is depicted schematically in Figure 3. The pipeline begins with video frames captured by a mobile device camera, which serves as the input to the system. In the first stage, the hand and palm regions are automatically detected, and a ROI is extracted for recognition. The ROI was then resized to a fixed resolution, and its pixel values were normalized to reduce geometric and photometric distortions. After preprocessing, the ROI was passed to a deep convolutional neural network, PalmWildNet, which served as the backbone of the system. Designed specifically for mobile palmprint recognition, PalmWildNet transforms the input into a discriminative feature representation by hierarchically learning the rich textural and linear patterns that are characteristic of the palm.



The final stage of the system, output generation, was designed to operate in two distinct modes to accommodate the experimental scenarios examined in this study. The first mode, Classification-Based Recognition, employs an N-class Softmax layer, where features extracted by PalmWildNet are used to produce probabilistic predictions of the subject’s identity. This configuration served as a baseline for performance evaluation and for assessing the challenges introduced by cross-illumination conditions. The second mode, which constitutes the core of our framework, is the Metric Learning-Based Embedding. In this setting, the Softmax layer was replaced with an embedding layer that projected palmprint images into a D-dimensional Euclidean space. The primary objective of this approach is to learn an identity-discriminative and generalizable feature representation that remains robust under varying light conditions. Together, these two output mechanisms form the foundation for the comparative analyses presented in the next sections.




4.2. Data Pre-Processing


Transforming raw video data into a standardized format suitable for deep learning is a fundamental prerequisite for the success of the recognition system. The stages of this preprocessing workflow are shown in Figure 4. The primary objective of this offline phase is to generate high-quality, geometrically consistent palm ROI images from raw video streams while correcting for pose distortions caused by natural hand postures. This workflow consists of four key steps that explicitly account for the physiological structure of the hand: (1) temporal sampling and frame extraction, (2) frame selection, (3) ROI detection, and (4) ROI sampling.



4.2.1. Temporal Sampling and Frame Extraction


Each video recording was decomposed into its constituent frames. To ensure temporally consistent sampling, a robust strategy was adopted that accounted for the variable frame rates (FPS) often observed in mobile devices. Given a target FPS, the system leverages the video timestamps to perform resampling. This method is more accurate than conventional fixed-interval frame skipping and preserves a consistent temporal density even during slow or fast hand movements. When reliable timestamp information is unavailable because of codec limitations, the system defaults to an index-based sampling approach that uses the video’s reported FPS.




4.2.2. Frame Selection


After frame extraction, Google’s MediaPipe library [86,87] was used to identify frames that were suitable for further processing and to localize the palm region within each frame. MediaPipe is designed to detect 21 hand landmarks with high accuracy for both hands, as shown in Figure 5.



The selection of the MediaPipe Hands framework for keypoint detection is a critical design choice, offering distinct advantages over conventional segmentation or valley-point-based ROI localization methods. The success of palmprint ROI extraction traditionally depends on accurately detecting the valleys between fingers, which are highly susceptible to pose variations, nonideal finger spacing, and motion blur, often resulting in erroneous valley points [88,89,90,91]. In contrast, MediaPipe, which has been validated in complex hand-based academic studies, such as sign language recognition, demonstrates superior landmark detection stability [92,93,94,95]. By employing a highly optimized, real-time convolutional neural network architecture, it robustly extracts 3D skeletons and 2D keypoints despite the pose and scale variations inherent in unconstrained video capture. This proven robustness to device heterogeneity and illumination changes is vital for the in-the-wild characteristics of the MPW-180 dataset, thereby supporting the reliability and reproducibility of the corpus [96,97]. Furthermore, the success of MediaPipe in detecting palmprint ROI has been demonstrated in several studies [98,99,100].



Nevertheless, it is worth noting that MediaPipe may experience certain limitations, such as failing to detect landmarks when the hand is too close to the camera or when fingers are not visible. Likewise, right–left hand confusion can occur in frames where the thumb is occluded. However, these issues can be readily mitigated because the hand side is known for each video, allowing such cases to be automatically identified during preprocessing. Frames in which the MediaPipe model failed to reliably detect a hand, such as those affected by excessive motion blur, partial hand visibility, or poor illumination, were immediately discarded because no reliable ROI could be extracted. The frame selection process is further refined by excluding frames for which the subsequent ROI detection step (described in the following section) is unsuccessful.




4.2.3. Geometrically Consistent ROI Detection


While most palmprint studies determine the ROI using the valley points between the index and middle fingers and between the middle and ring fingers, these points are highly sensitive to hand posture. Instead, we leveraged the intrinsic anatomical stability of the metacarpophalangeal (MCP) joints by utilizing the     L   5     (INDEX_FINGER_MCP) and     L   17     (PINKY_MCP) keypoints to define the ROI quadrilateral. This method takes advantage of the inherent anatomical stability of the MCP joints to establish a baseline that is less affected by natural finger spacing and wrist movements. This geometric consistency is further reinforced by using the wrist (    L   0    ) and middle finger joint (    L   9    ) as reference points to orient the normal vector (    n  →   ) toward the palm (Equations (1) and (2)). By relying on the consistent keypoint coordinates provided by the deep learning-based MediaPipe model, we ensured that the generated ROI consistently captured the feature-rich central region of the palm. Consequently, a stable ROI can be produced even under hand rotation or camera perspective distortion.



Our methodology defines a pose- and orientation-invariant ROI quadrilateral by using the     L   5     and     L   17     landmarks. Specifically, the top edge of the ROI was defined as the line segment connecting     L   5     and     L   17    . The Euclidean distance between these two points determines the side length,   s =       L   17   −   L   5       2    , of the square to be extracted, where     L   i     represents the vector of pixel coordinates for the i-th landmark. As the target ROI is a square, the other two vertices are located by adding a vector of length s that is perpendicular to the top edge and directed towards the palm. To determine the correct palm orientation (  n  ) of the two possible normal vectors (    n   1   ,   n   2    ) perpendicular to the       L   5     L   17    →    vector, the one closest to a reference point (    L   r e f    ) is chosen, which is the midpoint between the wrist (    L   0    ) and the middle finger joint (    L   9    ). This ensured that the ROI remained within the palm, regardless of the direction in which the hand was facing.


    L   ref   =      L   0   +   L   9     2     



(1)






    n  →  =     argmin     n ’  →  ∈ {     n   1    →  ,     n   2    →  }                  L   5   +   L   17     2    + s .   n ’  →    −   L   ref       2        



(2)







As a result of these steps, a source rectangle,     Q   s r c   = {   L   5   ,   L   17   ,   L   17   + s . n ,   L   5   + s . n }  , is defined, which is not usually a square in the image plane owing to perspective, but corresponds to a square region of the palm. Then, using the     Q   s r c     rectangle, the palm ROI image was both cropped and oriented by warping. This operation is accomplished by defining a square target rectangle,     Q   dst   =     0 , 0   ,     S − 1 , 0   ,     S − 1 , S − 1   ,     0 , S − 1      , with a side length   S   of pixels. Here,   S   is determined by the roi_size parameter or dynamically adjusted according to the top side length s. Then, a 3 × 3 perspective transformation matrix   M   is calculated that maps the vertices of     Q   s r c     to the vertices of     Q   dst    . Finally, the matrix   M   is applied to the original square. This process always transforms the palm region     Q   s r c     into a square image, regardless of the hand position. Bicubic interpolation was used during this transformation to maximize the image quality. Furthermore, frames in which the ROI region critical for recognition could not be generated were excluded from the list. The frames to be used can be selected by simultaneously identifying all the desired ROI corner points. Therefore, this process was performed by considering the presence and location of hand landmarks.




4.2.4. ROI Sampling


Consecutive frames extracted from raw video data are highly correlated in the temporal domain. Directly using these near-duplicate frames for deep learning model training introduces two critical issues [88] that must be addressed. First, it substantially increases the risk of overfitting, thereby reducing the effective diversity of the dataset. Second, variations in the video duration, recording quality, and device settings across participants resulted in significant imbalances in the number of valid ROIs obtained per video. To address these challenges and ensure the creation of a balanced, high-quality dataset, we developed a two-stage quality-based subsampling strategy.



The first step of this strategy is to divide the time series   F = {   f   0   ,   f   1   , … ,   f   N − 1   }  , consisting of   N   ROIs obtained from each video, into   K   consecutive, non-intersecting windows (  W  ), from which a single ROI is selected. Here,   K   is a parametric value representing the total number of samples targeted for that video (for training, validation, and testing). The window width was calculated as   w = ⌊ N / K ⌋  . Thus, the i-th window is defined as     W   i   = {   f   ( i − 1 ) w + 1   , … ,   f   i w   }  . This approach ensures temporal diversity by ensuring that the samples are spread over the entire video duration.



The second and most critical step of the subsampling strategy involves selecting the most informative frame within each window     W   i    . i.e., the frame with the highest feature potential for model training. The Laplacian variance was employed as a focus metric. This measure quantifies image sharpness, which is directly associated with the prominence of edges and preservation of high-frequency textural details, both of which are essential for discriminative palmprint feature extraction. The Laplacian operator, a second-order derivative operator, is highly sensitive to high-frequency regions such as edges and fine textural details. For a two-dimensional image   I ( x , y )  , the Laplacian     ∇   2   I   is defined as:


    ∇   2   I =      ∂   2   I   ∂   x   2      +      ∂   2   I   ∂   y   2       



(3)







The sharpness score of an image,   S   I   = V a r     ∇   2   I   x , y      , is calculated as the variance of the Laplacian-applied image. A higher value of   S ( I )   indicates that the image has more edge and texture details and is therefore more sharply focused. The proposed selection procedure calculates the score   S (   f   j   )   for all frames within each window     W   i     and selects a single frame,     f   i   *    , with the highest score:


    f   i   *   =       argmax     f   j   ∈   W   i       S         f   j        



(4)







The proposed windowing and max-sharpness selection strategy offers three principal advantages. First, it exposes the model to a broader range of data by substantially reducing the redundancy of consecutive, highly correlated frames. Second, it ensured dataset balance across participants and recording scenarios by uniformly selecting a fixed number (  K  ) of samples from each video. Third, it actively filters out frames affected by motion blur or defocus artifacts, thereby improving the training quality and maximizing the likelihood of working with ROIs that possess the highest feature extraction potential. Figure 6 illustrates representative examples of the ROI acquisition process for a single participant.



To prevent potential information leakage during temporal windowing, care was taken to ensure that no frame from the same video appeared in more than one partition. However, owing to the sequential nature of video data, the last frame of one window may be temporally adjacent to the first frame of the subsequent window. This minimal overlap was intentionally permitted to maintain temporal continuity and enhance diversity among the samples. Furthermore, this effect is considered negligible, as any pair of windows is separated by a sequence of frames at least one full window length apart.




4.2.5. Quality Control and Data Curation


Following automated ROI extraction and quality-based subsampling, a manual verification and curation stage was conducted to further enhance the quality and consistency of the dataset. During this rigorous review process, ROI images that were judged by an expert to lack sufficient discriminative information for biometric recognition were systematically removed.



The elimination criteria were defined by objective rules and targeted three major categories of defects:




	
Severe motion blur or illumination artifacts, including overexposed frames in which texture details are lost and underexposed frames in which noise dominates.



	
Incorrect ROI localization, where the algorithm mistakenly selected non-palm regions (e.g., fingers, wrist, or back of the hand) owing to non-standard hand positions or extreme perspective distortions.



	
Partial or complete occlusion of the palm, where key outlines or textural areas were obscured by external objects.








All ROI images that passed this quality control stage were preserved in their original square resolution and were stored as independent files. For reproducibility, the curated dataset was organized into a hierarchical folder structure indexed by user identity. Figure 7 shows representative examples of manually curated images.





4.3. On-the-Fly Data Normalization and Augmentation


To enhance the generalization capability of the model and improve its robustness against variations such as illumination, data augmentation and normalization operations were applied on-the-fly by the data loader during training. This dynamic approach allows the generation of an effectively infinite number of data variations without increasing the storage requirements on the disk. Two distinct transformation pipelines were defined for the training and evaluation stages of the study.



Training Transformations: During the training phase of the model, the following transformations were randomly applied to each ROI image:




	
All ROI images were rescaled to 224 × 224 pixels to match the input size of the PalmWildNet architecture.



	
To increase the model’s robustness to small changes in hand position and orientation, slight geometric distortions were applied to the images, such as random rotations within ±8 degrees and random affine transforms of ±2%.



	
To simulate slight variations in ambient illumination, the brightness and contrast values of the images were randomly adjusted within ±15%.



	
A sharpening filter was applied with a 50% probability to emphasize the fine crease and texture details on the palm and encourage the model to focus on these distinctive features.



	
Finally, the images were converted to a tensor in a single-channel grayscale format, and the pixel values were normalized to the range [−1, 1] using a mean of 0.5 and standard deviation of 0.5.








Validation and Test Transformations: For validation and testing, a deterministic preprocessing pipeline was employed to ensure a consistent and reproducible performance evaluation. This pipeline included only resizing (224 × 224), grayscale conversion, tensor conversion, and normalization. No augmentation techniques were applied in these phases.




4.4. PalmWildNet Deep Network Architecture


The PalmWildNet architecture, developed for primary performance analyses in this study, was designed to capture rich and discriminative palmprint patterns while maintaining a balance between model depth and computational efficiency. The design is inspired by prior work [101] and follows the philosophy of ResNet [61]. Central to this architecture is the integration of Squeeze-and-Excitation (SE) blocks [102] into each residual module, introducing a channel-wise attention mechanism that adaptively recalibrates feature responses. This hybrid design enables the model to learn deep spatial hierarchies and dynamically emphasize the most informative feature channels, thereby enhancing its representational power. The overall structure of PalmWildNet is illustrated in Figure 8, and its key components are summarized in Table 3.



The PalmWildNet architecture comprises four main stages built upon SE-enhanced residual blocks. The network accepts an input of size 224 × 224 × 1 and progressively reduces the spatial resolution while increasing the number of channels (64 → 128 → 256 → 512) across these stages. The final feature map was vectorized via a Global Average Pooling (GAP) layer and passed through a fully connected layer with N = 180 output classes.



This design allows the model to dynamically adapt to each of the inputs. For instance, in cases where an ROI contains strong specular reflections that cause certain channels to overreact, the SE block suppresses their influence by reducing the corresponding scaling score. Conversely, channels that capture discriminative biometric information, such as principal palm lines or distinctive textural patterns, are assigned higher weights. By doing so, the model learns to emphasize meaningful signal features while attenuating noise, thereby improving recognition robustness under unconstrained conditions.



4.4.1. Squeeze-and-Excitation (SE) Block


Palmprint ROIs obtained in in-the-wild environments contain unwanted information, such as illumination artifacts (e.g., highlights and shadows) and sensor noise, in addition to the biometric signature. The SE block offers an elegant solution to this problem. For a feature map, the SE mechanism recalibrates the features by generating a channel-by-channel importance map, thus highlighting the information that is important for recognition. It consists of two main stages: Squeeze and Excitation. In the Squeeze stage, the     F   s q     operator reduces the   H × W   value in each channel to a single scalar value and extracts a channel-by-channel global statistic (    z   c    ). This information summarizes the overall activation state of the channel [102]:


    z   c   =   F   s q       X   c     =    1   H × W      ∑  i = 1   H      ∑  j = 1   W      x   i , j , c        



(5)







In the excitation phase, the descriptor vector is passed     z   c     through a gate mechanism consisting of two fully connected layers. This mechanism learns nonlinear inter-channel dependencies and produces an importance score     s   c     in the range (0, 1) for each channel [102].


    s   c   =   F   e x     z , W   = σ     W   2   . δ     W   1   z      



(6)







The sigmoid function   σ   here allows these scores to function as a gate. The original feature map     X   c     is rescaled by multiplying these scores by channel   (   s   c   .   X   c   )  .




4.4.2. Residual Block


The most important elements in determining palmprint identity are high-frequency texture details such as fine wrinkles and pores. In very deep networks, this sensitive information tends to be lost or “softened” as it propagates through layers. Residual connectivity is used to convey this low-level texture information to the deepest layers of the network by carrying the input x directly to the output. Furthermore, the complex network of lines in palmprints can create gradient surfaces that are difficult to learn. Residual connectivity prevents vanishing gradients, allowing even deeper and more complex models to be trained stably. The fundamental mathematical expression for residual blocks is that the output   y   of a block is the sum of a nonlinear transformation applied to its input   x   and the input itself:   y = F   x , {   W   i   }   + x  .




4.4.3. Classification Head


The feature map produced by the final residual layer was transformed into a one-dimensional representation using a GAP layer. The GAP offers two main advantages: it substantially reduces the number of trainable parameters compared to fully connected flattening operations, and it enforces a stronger correspondence between the learned feature maps and class categories, thereby improving generalization. To further mitigate the risk of overfitting, a dropout layer with a rate of 20% was applied, randomly deactivating neurons during training to encourage redundancy reduction and feature robustness. The resulting feature vector was then passed through a fully connected layer consisting of N = 180 neurons, where each neuron corresponded to one subject in the MPW-180 dataset. Finally, this output is provided to the softmax activation function, which converts the raw scores into normalized class probabilities. This end-to-end configuration not only enables reliable classification of palmprint identities but also provides a strong baseline for evaluating the robustness of the proposed PalmWildNet architecture under variable illumination and device conditions.




4.4.4. Embedding Architecture for Metric Learning


The main hypothesis of our study is that a biometric representation robust to non-identifying variations, such as illumination, can be learned more effectively within a metric learning framework than through traditional classification approaches. To this end, the PalmWildNet architecture was transformed from a classifier to an embedding function that maps each palmprint image to a unique vector in a D-dimensional Euclidean space that densely encodes the identity information. This transformation is achieved by a targeted modification of the output layer only, while preserving the PalmWildNet backbone and, consequently, its learned rich feature extraction capabilities. Specifically, the classification header is defined in Section 4.4.3. was removed from the architecture, which assigns probabilities to 180 classes. Instead, a single embedding layer is added that linearly maps the 512-dimensional feature vector from the backbone to a D-dimensional embedding vector (  e  ) (set as D = 128 in this study).



The output of this layer, the embedding vector e, is subjected to an L2 normalization process to ensure that all representations in the feature space lie on a unit hypersphere. This process sets the Euclidean norm of each embedding vector to 1, as shown in Equation (7):


    e  ^  =    e       e     2       



(7)







This process projects all embedding vectors onto a unit hypersphere. This normalization for ROIs eliminates variations in the vector magnitude that might be caused by the image quality (e.g., slight blur) or contrast. This allows the model to focus on encoding all identity information in the direction of the vector rather than its magnitude. This makes the representation more robust to small variations in the ROI quality.



The real power of this embedding architecture emerges when it is combined with the Triplet Loss [103] function. The goal of the training process is to structure the feature space according to two fundamental principles: (1) minimizing the intra-class variance and (2) maximizing the inter-class distance. Triplet Loss generates a robust learning signal based on relative distances to achieve this goal.



Training is performed using a triplet of data samples at each step: an Anchor   (   x   a   )  , a Positive   (   x   p   )  , and a Negative   (   x   n   )   sample. The most critical component of our methodology is the selection strategy for the positive samples. For each anchor sample, a positive sample is deliberately selected from the same identity but under the opposite illumination condition (e.g., the anchor is with flash, and the positive sample is without flash). This cross-illumination positive-sampling strategy allows the model to actively minimize illumination variance. A negative sample is selected from any image with an identity different from that of the anchor.



The model generates embedding vectors       e   a   ,   e   p   ,   e   n       from these three inputs. The objective of the Triplet Loss function is to ensure that the squared Euclidean distance between the anchor and positive is smaller than the squared Euclidean distance between the anchor and negative by at least one margin (  α  ). This is mathematically expressed as follows:


  d       e   a   ,     e   p       2     +   α   <   d       e   a   ,     e   n       2    



(8)







The loss function that satisfies this condition is expressed as follows:


    L   triplet       e   a   ,   e   p   ,   e   n     =   max     0 ,           e   a   −   e   p       2   2    ⏟    i n t r a − c l a s s   v a r .   −           e   a   −   e   n       2   2    ⏟    i n t e r − c l a s s   d i s t .   + α      



(9)







This training strategy directly addresses the fundamental problem of palmprint ROIs in the wild environment. If the model is trained using a standard approach, it tends to learn two separate subclusters in the feature space for with and without flash images of the same person. Our choice of “cross-illumination positive example” gives the model a clear instruction: ignore visual differences due to illumination conditions and close the gap between these two subclusters, merging them into a single, dense, identity-specific cluster.



Mathematically, minimizing the range         e   a   −   e   p       2   2     in the loss function directly translates to minimizing the within-class variance resulting from illumination conditions. Simultaneously, maximizing the term         e   a   −   e   n       2   2     allows for a clear separation of different identities, independent of illumination. In this way, PalmWildNet becomes not only a feature extractor but also a generator that produces an illumination-disentangled biometric signature from ROIs collected under challenging and variable conditions. The training process was optimized to minimize the Equal Error Rate (EER) metric, which measures the practical success of this approach.




4.4.5. Training Procedure and Hyperparameters


The experiments were conducted on an NVIDIA RTX 4090 GPU using PyTorch 2.0.0+cu118 with CUDA 11.8 and cuDNN 8.7, implemented in Python 3.9.16 [104] on a 64-bit Windows environment. The optimization target was the Cross-Entropy Loss function, which is a standard approach for multi-class classification problems. The model parameters were updated using the Adam optimization algorithm [105], which offers adaptive learning rates and is widely used in contemporary deep learning applications. The optimization process was initiated using a relatively low initial learning rate of 1 × 10−4.



Training was performed using the TripletMarginLoss function. As formulated in Equation (9), this function aims to ensure that the distance between cross-illuminated positive examples of the same identity and negative examples of different identities exceeds the predefined margin (α). In our study, this margin value was set to   α = 0.5  . The Adam algorithm was selected for optimization. The most fundamental difference from the classification model is the manner in which the generalization performance is monitored during the training process.



To ensure more stable convergence in the later stages of training and to refine the optimization process in both the classification and metric learning models, the ReduceLROnPlateau learning rate scheduler was integrated into the training process. This strategy monitors the validation loss and reduces the current learning rate by a factor of 10 if no improvement is detected in this value for five epochs. This dynamic adjustment allows the model to take more precise steps at narrow local minima on the loss surface.



Two primary regularization techniques were used together to prevent overfitting and increase the generalization capacity of the model. First, a dropout layer with a   p = 0.2   ratio was applied to the classification head to prevent inter-neuron co-adaptation. Second, and more importantly, an Early Stopping mechanism was implemented to prevent overtraining of the model and to find the model with the best generalization point. This mechanism monitored the validation loss and automatically terminated the training process when no improvement was observed over 10 consecutive epochs, thereby saving the best-performing model weights. All training processes were run with a batch size of 64 and for a maximum of epochs until the Early Stopping criterion was met.






5. Experiments and Results


This section presents the results of the extensive experimental studies conducted to evaluate the effectiveness and robustness of the methodology presented in Section 4. The experiments were designed to analyze the performance of the designed PalmWildNet architecture under both ideal and challenging conditions, to reveal the severity of the cross-illumination problem, and to prove the solution that our metric learning-based approach provides to this problem.



5.1. Dataset Splitting Strategy


To consistently and reproducibly evaluate the performance of our model, an image-independent approach was adopted; that is, an image could not appear in more than one set (training, validation, or test) simultaneously. Each user had a different number of ROIs. However, to create a balanced dataset, we attempted to partition the data equally across all the sets. The selection of ROIs for a user is detailed in Section 4.2. In this process, a total of 80 ROI images were used equally for each user. The images were randomly shuffled and divided into 50 training, 15 validation, and 15 test images. The determined ROI images were consistently used across all experiments.




5.2. Evaluation Metrics


The final performance of the models in our study was evaluated using two main protocols that are widely accepted in the biometric system literature. For the closed-set identification (1:N) scenario, we report the Rank-1 and Rank-5 accuracies, which represent the percentage of times the model correctly matches the true identity with its most likely prediction for an image in the test set. For the more practical 1:1 verification scenario, the system performance was measured using the Equal Error Rate (EER) and True Positive Rate (TPR) at a given False Positive Rate (FPR).



In addition to the final performance metrics, a set of diagnostic metrics was used to monitor the training process. These metrics are Training and Validation Loss and Training and Validation Accuracy, which are calculated at the end of each epoch. These diagnostic metrics were used to detect potential problems, such as overfitting, and to guide regularization mechanisms, such as Early Stopping, and were utilized in all experiments.




5.3. Experiment 1: Performance Analysis of PalmWildNet Architecture on Various Datasets


The first experiment was designed to evaluate the effectiveness of the proposed PalmWildNet architecture in addressing the general palmprint recognition problem and contextualize its contribution within the broader literature. To this end, the model’s generalization capability and recognition performance were systematically assessed across five publicly available benchmark datasets with diverse acquisition characteristics: Tongji Contactless Palmprints [73], COEP [77], Birjand MPD [24], BJTU_PalmV2 [72], and IITD Touchless [79].



Across all benchmark datasets, PalmWildNet was trained from scratch on the designated training split and evaluated on a held-out test split. To accommodate heterogeneity in subject counts, image availability, and acquisition conditions, we adopted dataset-specific partitioning atop a general 70/15/15 (training/validation/test) random split. For datasets with very few images per subject, a subject-wise leave-two-out protocol was used; for example, in the IITD Touchless dataset (~6 images per subject), one image per subject was assigned to validation, one to testing, and the remainder to training. In the COEP dataset, one image per participant was reserved for validation, two for testing, and the remaining five or six images were used for training. To enhance generalization, especially under data scarcity, we applied a consistent on-the-fly augmentation pipeline across all datasets and increased the number of training epochs for the smallest datasets.



For datasets comprising multiple acquisition sessions (e.g., Tongji, BJTU, and BMPD), all sessions were merged into a single pool to avoid session-specific biases and ensure consistent evaluation. Furthermore, to eliminate variability due to handedness, only right-hand images were used in all datasets. This protocol provides a rigorous and fair basis for comparing PalmWildNet with existing palmprint datasets, and the performance results are reported in Table 4.



The results clearly demonstrate that the PalmWildNet architecture achieves highly competitive state-of-the-art (SOTA) performance on widely adopted benchmark datasets. Notably, a perfect recognition accuracy of 100.00% was obtained on the Tongji Contactless dataset, whereas extremely low Equal Error Rates (EERs) of 0.40% and 1.10% were achieved on the COEP and IITD Touchless datasets, respectively. These outcomes underscore the strong discriminative capacity of the SE-residual block design of PalmWildNet.



Despite the competitive performance achieved by PalmWildNet, the model did not surpass the best published results on two specific datasets: IITD (96.17% vs. 99.71%) and BJTU_PalmV2 (96.93% vs. 98.63%). This discrepancy warrants a deeper discussion. The lower result on the IITD Touchless dataset is highly susceptible to estimation variance because of its peculiar structure, which provides only a single test image per subject. In contrast, the top-performing methods on this dataset are often highly specialized, manually tuned, or simple feature-based approaches (e.g., LBP variants) that are over-optimized for a controlled environment and specific acquisition protocol, achieving minimal variation. Similarly, the slightly lower Rank-1 accuracy on BJTU_PalmV2 compared to its SOTA (96.93% vs. 98.63%) is likely due to the specific, fine-grained feature emphasis of the original SOTA method (e.g., Bifurcation Line Direction Coding or Local Line Directional Pattern). These feature-engineered methods were precisely tuned to the BJTU acquisition protocol.



However, a generalized deep learning architecture, such as PalmWildNet, designed for high illumination and device variability, naturally exhibits a slightly broader generalization margin when tested using such restrictive single-shot protocols. Nevertheless, the ~ 97% accuracy achieved is still competitive and confirms the model’s fundamental ability to extract distinguishing palm features, even when trained solely on standard laboratory data. To further illustrate the recognition performance of PalmWildNet, ROC curves for the evaluated datasets are presented in Figure 9.



The key conclusion from this experiment is that the proposed PalmWildNet architecture is not a niche solution tailored to a single dataset but rather a general-purpose, robust, and high-performance framework for palmprint recognition. By establishing the fundamental strength of the architecture across diverse benchmarks, we demonstrated its broad applicability and strong generalization capability. Building on this foundation, the next stage of our study shifts focus to one of the most challenging open problems in the literature: palmprint recognition under in-the-wild conditions. Accordingly, the second experiment evaluated the performance of PalmWildNet when confronted with heterogeneous real-world acquisition scenarios represented in our newly introduced MPW-180 dataset.




5.4. Experiment 2: Performance Analysis Under Matched-Illumination Conditions


The primary objective of the first experiment was to evaluate the fundamental learning capacity and discriminative power of the PalmWildNet architecture under idealized matched-illumination conditions. This setting simulates scenarios in which the model encounters images captured under identical illumination conditions during both training and testing, thereby establishing a baseline for subsequent and more challenging cross-illumination experiments.



To this end, four independent training and testing sessions were conducted using the four principal subsets of the MPW-180 dataset (HR_FT, HR_FF, HL_FT, and HL_FF, as defined in Section 3). In each case, PalmWildNet was trained exclusively on data from a single illumination condition and evaluated using previously unseen test samples from the same condition. Training employed Cross-Entropy Loss with the Adam optimizer, along with the hyperparameters specified in Section 4.



The loss and accuracy curves obtained during training are shown in Figure 10. In each row, the first plot depicts the epoch-wise loss values, whereas the second plot shows the corresponding accuracy values. The training and validation loss curves demonstrated consistent learning dynamics without evidence of overfitting. All models were trained for 20 epochs, which was sufficient for the convergence. Notably, from approximately the 13th epoch onwards, the performance metrics stabilized, indicating that the model had reached its optimal operating point.



Upon completion of the training, the results of the comprehensive evaluations conducted on the test sets using the best-performing model weights are reported in Table 5. For completeness, the table also includes outcomes under cross-illumination conditions; however, these results are reserved for a detailed discussion in the following section.



The results presented in Table 5 clearly demonstrate that the PalmWildNet architecture achieves exceptionally high recognition performance under conditions in which the illumination of the training and test data is consistent. Rank-1 accuracies exceeding 99.5% and Rank-5 accuracies approaching 100% across all experimental scenarios confirm that the architecture effectively captures palmprint patterns, primarily owing to the synergy of residual connectivity and SE-based channel attention. Notably, the Rank-5 accuracy surpassing 99.9% implies that even in rare instances where the top prediction is incorrect, the correct identity remains almost always within the top five candidates. This highlights a very high level of system reliability, which is particularly important in mission-critical biometric applications.



Beyond recognition accuracy, the system also demonstrated operational efficiency, with an average inference time of approximately 5 ms per image on a modern GPU. This finding indicates that PalmWildNet is computationally lightweight enough to be deployed in practical and real-time applications without sacrificing recognition quality. Additionally, the marginally higher accuracy observed in datasets acquired under flash illumination further supports the hypothesis that standardized lighting conditions and increased visibility of fine palmprint textures facilitate more effective model training.



However, the most critical insight from this experiment is that outstanding performance under idealized matched-illumination conditions does not guarantee comparable success in real-world biometric scenarios. In practice, it is common for users to enroll under one illumination setting (e.g., with flash) and later attempt to authenticate under a different setting (e.g., ambient light only). This raises the central challenge of cross-illumination robustness, which can significantly impact the reliability of any mobile biometric system. To address this issue, the following experiment investigated the generalization capacity of PalmWildNet under more demanding and realistic cross-illumination conditions.




5.5. Experiment 3: Performance of Cross-Illumination Scenarios


The primary objective of this experiment was to rigorously evaluate the robustness and generalization capacity of PalmWildNet under mismatched illumination conditions, a challenge that is unavoidable in real-world biometric applications. This scenario reflects a practical case where a user may register (enroll) with the system under one illumination setting (e.g., with flash) but subsequently attempt authentication under a different setting (e.g., without flash). To investigate this, the models trained independently on each of the four subsets in Experiment 2 were tested using the cross-illumination protocol. Specifically, a model trained exclusively on the HR_FT subset was evaluated using the HR_FF test set, and the same cross-condition evaluations were performed for all subset combinations.



The results obtained under these mismatched illumination conditions contrast sharply with the nearly perfect recognition rates achieved in Experiment 2. The observed performance degradation highlights the significant impact of illumination variability on contactless palmprint recognition and emphasizes the importance of developing illumination-invariant learning strategies. The detailed results of this evaluation are presented in Table 6.



The results in Table 6 provide compelling evidence of the inadequacy of standard training approaches for deployment in real-world biometric systems. Although Experiment 2 achieved near-perfect performance with an average Rank-1 accuracy exceeding 99%, this value dropped precipitously to 40.93% under cross-illumination conditions. Even the Rank-5 accuracy, which typically indicates the reliability of a model, remained at only 58.53%. This means that in nearly half of the authentication attempts, the correct identity did not appear among the top five predictions, which is an unacceptable outcome for practical security applications.



The underlying reason for this dramatic decline is the domain-shift problem. When trained exclusively on flash-illuminated images, the model primarily captures high-frequency textural details, strong contrast, and specular reflections. These features become unreliable in without-flash environments, where images are softer, noisier, and lack discriminative cues. Conversely, models trained on without-flash data learn to accommodate variable shadows and low-contrast patterns but fail when exposed to the crisp, high-contrast structures present in flash-acquired images.



An additional observation is the asymmetry of the performance degradation. Models trained on with-flash data and tested on with-flash data achieved slightly better performance (~47% average Rank-1 accuracy) than the reverse scenario (~35%). This indicates that the richer, higher-quality information contained in flash images fosters more generalizable representations than those derived from noisier ambient-light data.



Overall, this experiment highlights a fundamental vulnerability in current palmprint recognition systems: their heavy dependence on the consistency of illumination. These findings underscore the urgent need for illumination-invariant learning strategies, such as metric learning, domain adaptation, and data fusion techniques, to ensure robust performance in unconstrained mobile environments.




5.6. Experiment 4: Evaluation of the Proposed Method for Illumination Durability


In the previous experiment (Section 5.4), it was quantitatively demonstrated that the baseline PalmWildNet model failed to generalize under cross-illumination conditions, leading to a dramatic decline in performance. As discussed in Section 4, the incorporation of Residual and SE blocks partially mitigates illumination sensitivity, and the on-the-fly augmentation pipeline includes random brightness adjustments. These mechanisms explain why the recognition rates in Table 6 are approximately 50%. However, these results remain far below the accuracy thresholds required for reliable biometric authentication.



To overcome this limitation, we propose a dual-level strategy that addresses both the data and methodological dimensions of the problem.



1. Data-level strategy: The HR_FT and HR_FF datasets were merged into a unified training pool to expose the model to both illumination domains and provide sufficient visual diversity for robust feature learning. This pooling was applied across the training, validation, and testing partitions for both the right and left hands, thereby ensuring that each identity was represented under both flash and no-flash conditions during learning. This strategy is designed to force the model to learn illumination-invariant representations by explicitly integrating the variability into the training data.



2. Methodology-Level Strategy: Conventional Cross-Entropy Loss does not enforce geometric consistency within the learned feature space. As a result, the model may generate metrically distinct sub-clusters for with and without-flash samples of the same identity while still maintaining high classification accuracy within the decision boundary. Such a configuration yields tolerant but not truly robust representation. To address this limitation, we replaced the final classification layer with an embedding layer and trained the network using a Triplet Loss function. Strategic cross-illumination sampling (anchor-positive pairs from different illumination domains and negatives from other identities) was employed to explicitly penalize illumination-induced variance in the embedding space. This modification enforces discriminative consistency across domains, thereby embedding illumination invariance directly into learned feature representations.



The final performance of this enhanced framework is reported in Table 7, evaluated using both identification metrics (Rank-1 and Rank-5) and verification metrics (EER) to provide a comprehensive assessment of the illumination robustness of the system.



The consistently high Rank-1 accuracy values—exceeding 95% in all scenarios—confirm that the learned embedding space achieves a clear separation between identity clusters. This is further evidenced by the effectiveness of the 1-NN classifier, which benefits from the large inter-class distances in the feature space. From the perspective of authentication performance, the Equal Error Rate (EER) values reported in Table 7 range between 1.36% and 2.38%, which is remarkable given the unconstrained and heterogeneous nature of the MPW-180 dataset. Such low EER values provide compelling quantitative evidence that Triplet Loss not only maximizes inter-class separation but also minimizes intra-class variance, effectively consolidating with and without flash samples of the same identity into a single dense cluster.



To further substantiate these findings, the Receiver Operating Characteristic (ROC) and Detection Error Trade-off (DET) curves for both hands are presented in Figure 11. The ROC curves (Figure 11a,b) consistently approach the upper-left corner of the plot, indicating that the system achieves high true positive rates (TPR) even at very low false positive rates (FPR)—a hallmark of safe and reliable biometric performance. Similarly, the DET curves (Figure 11c,d), plotted on a logarithmic scale, provide a more granular view of the error behavior. The proximity of these curves to the origin confirms that the system maintains low error rates across all operating points, further validating the robustness of the proposed illumination-invariant embedding space.



The consistency of the performance across modalities is particularly noteworthy. The close similarity between the results obtained from the right-hand (HR) and left-hand (HL) models demonstrates that the proposed methodology is not biased toward a specific hand modality but rather constitutes a generalizable and modality-independent approach. Moreover, the absence of significant fluctuations in performance across the with-flash (_FT), without-flash (_FF), and fused (_Fusion) test sets further confirms that the model is effectively invariant to illumination differences, exhibiting a stable recognition performance across all experimental conditions.



Holistically, these findings indicate that the severe “performance crash” observed in Experiment 3, where recognition accuracy declined by more than 50%, has been completely resolved. This outcome validates the central hypothesis of our study: by leveraging strategically sampled cross-illumination positives within the Triplet Loss framework, the model is explicitly forced to treat illumination variation as irrelevant noise within the feature space. Consequently, PalmWildNet no longer considers whether an image is acquired with or without flash but instead concentrates exclusively on the intrinsic, identity-defining textural patterns of the palm. This provides compelling evidence that the proposed framework achieves not only illumination tolerance but also true illumination robustness, thereby representing a significant step toward the practical, real-world deployment of mobile palmprint recognition systems.



To obtain a deeper understanding of the quantitative performance of the proposed model and further analyze the structure of its learned feature space, we conducted additional visual examinations of the test sets. These analyses include the match score distributions presented in Figure 12 and Cumulative Matching Characteristic (CMC) curves presented in Figure 13. The verification capability of the system is primarily determined by the distinction between “Genuine” pairs (samples belonging to the same identity) and “Impostor” pairs (samples belonging to different identities).



Figure 12 illustrates the probability density distributions of the L2 distance scores across three test scenarios (with flash, without flash, and combined) for both the right- and left-hand datasets. As can be clearly observed, the distributions of genuine pairs (green) are highly concentrated within a very narrow region close to zero, whereas the distributions of impostor pairs (red) are spread across higher distance values. The minimal overlap between these two distributions provides strong visual evidence of the model’s ability to achieve a clear identity separation. This visual separation directly explains the extremely low Equal Error Rate (EER) values reported in Table 7. The vertical dashed line in each graph marks the optimal decision threshold corresponding to the EER, further highlighting the effectiveness of the model in balancing the false acceptance and false rejection rates.



The closed-set identification capability of the proposed model was further assessed using Cumulative Matching Characteristic (CMC) curves, as illustrated in Figure 13. These curves quantify the probability of retrieving the correct identity within the top-k ranked candidates, thereby providing a practical measure of recognition reliability for the model. For both right- and left-hand experiments, the curves exhibited an exceptionally high starting point, with Rank-1 accuracy reaching approximately 97%. The performance rapidly saturates beyond this point, surpassing 99% for Rank-2 and Rank-3, and remains consistently high thereafter.



This behavior demonstrates that in rare cases where the model does not assign the correct identity at the top rank, the true identity is almost always contained within the top few candidates. Such a steeply rising CMC profile is a hallmark of robust recognition systems, confirming that the proposed framework achieves high accuracy and practical reliability in candidate retrieval, which is an essential requirement for large-scale biometric deployments.




5.7. Computational Efficiency Analysis


To evaluate the computational efficiency of the proposed PalmWildNet, its inference performance was measured in both the GPU and CPU environments. All experiments were conducted on an NVIDIA RTX 4090 GPU (24 GB VRAM) (NVIDIA, Santa Clara, CA, USA) and an Intel Core i9-13900K CPU (Intel, Santa Clara, CA, USA) with 64 GB RAM. The average inference time was calculated to be 5.1 ms per ROI on the GPU and 87.3 ms per ROI on the CPU (single-threaded). These results confirm that PalmWildNet can achieve real-time performance on modern desktop computers. Furthermore, because the proposed method is designed with lightweight convolutional and SE modules, it can be further optimized for mobile and embedded environments through quantization, pruning, or mixed-precision inference. This indicates that the model architecture is highly suitable for real-time mobile biometric applications, which is the primary focus of this study.





6. Discussion and Conclusions


This study addresses two of the most pressing challenges in mobile palmprint recognition: uncontrolled illumination and diverse devices. Our experiments reveal that conventional CNN-based approaches collapse under illumination mismatches, with accuracy dropping by more than 50% when training and test conditions differ. This provides a clear quantitative demonstration of the susceptibility of traditional models to domain shifts. In contrast, the proposed cross-illumination sampling strategy combined with a Triplet Loss-based metric learning framework effectively mitigates this vulnerability, yielding Equal Error Rates (EER) in the 1–2% range and maintaining recognition accuracies above 97%. These results confirm that the proposed approach does not merely tolerate illumination variability but learns genuinely invariant representations, successfully disentangling identity-specific features from the illumination artifacts.



This study makes two contributions. From a data perspective, the MPW-180 dataset, collected in a fully unconstrained, BYOD setting, represents the most diverse mobile palmprint benchmark to date, offering cross-sensor variability that closely mirrors real-world conditions. It provides a challenging yet necessary platform for evaluating the algorithmic generalization in unconstrained scenarios. From a methodological perspective, the PalmWildNet architecture, enhanced with SE blocks and coupled with Triplet Loss optimized via cross-illumination sampling, delivers a robust framework for in-the-wild biometric recognition. Additionally, the observed inference time of ~5 ms per image demonstrates that the system achieves high accuracy and the computational efficiency required for practical deployment, including real-time applications.



Nevertheless, this study has several limitations. Although MPW-180 incorporates wide device and illumination diversity, other challenges, such as correcting for perspective distortions, integrating multimodal palmprint cues (e.g., line- and texture-based features), and developing advanced strategies for optimal frame selection from video sequences, were not directly addressed in this study. Moreover, the video-based nature of the dataset opens new opportunities for future work, particularly in integrating liveness detection mechanisms to enhance security and reliability.



Although MediaPipe provides high keypoint accuracy in frames in which hand visibility is sufficient, we observed two primary failure scenarios. The first is the left-/right-hand ambiguity in images where the thumb is not clearly visible; however, we discarded these frames entirely because our acquisition protocol allowed us to know which hand the video belonged to. The second and more significant limitation arises in frames where the subjects move their hands too close to the camera, causing the fingers to be not fully visible in the frame. Despite these frames often containing rich, high-resolution palmprint ROI information, MediaPipe fails to detect keypoints, leading to the automatic exclusion of these potentially valuable samples during frame selection. Given the high volume of collected video frames (over 768,000 in total), we considered the data loss acceptable within the scope of the current study. Nevertheless, we acknowledge that this is a significant shortcoming in maximizing ROI extraction. In our future work, we plan to address this specific challenge by developing a novel approach for accurate palm localization in zoomed-in or partially occluded hand images.



Although palmprint characteristics remain constant throughout life, demographic factors such as age, sex, and ethnicity can indirectly influence recognition performance by influencing skin texture and image quality. Despite the diversity of our dataset, these effects were not analyzed in this study. To the best of our knowledge, systematic studies on the effect of age on palmprint biometrics are very limited in the literature.



Although the current dataset design permits minimal temporal adjacency between consecutive windows to preserve natural motion continuity, future studies using MPW-180 will incorporate stricter non-overlapping rules. This adjustment ensures stricter inter-window independence and supports future analyses of the impact of temporal sampling strategies on biometric video datasets.



In conclusion, this study demonstrates that palmprint recognition can be successfully transitioned from controlled laboratory conditions to dynamic and unpredictable real-world environments. These findings underscore the necessity of moving beyond conventional classification paradigms toward approaches that explicitly model and compensate for unwanted variability. The MPW-180 dataset and PalmWildNet framework together establish both a compelling benchmark and a practical methodological reference for the community, representing a significant contribution to the development of reliable, real-world-ready mobile biometric systems.
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Figure 1. Distribution of smartphone brands represented in the MPW-180 dataset, highlighting the heterogeneity of the devices used during data acquisition. 
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Figure 2. Representative video frames from participants in the MPW-180 dataset, illustrating variations in hand posture and illumination conditions. 
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Figure 3. Schematic representation of the proposed mobile palmprint recognition pipeline. 
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Figure 4. Preprocessing pipeline for generating palm ROI images from raw video data, including temporal sampling, frame selection, ROI detection, and ROI sampling. 
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Figure 5. Hand landmark detection using the MediaPipe framework. The 21 anatomical landmarks, highlighted in red, correspond to physiologically meaningful joint positions of the hand. The palm ROI, delineated in purple, is geometrically derived from these landmarks to ensure consistent and orientation-invariant localization across different poses and illumination conditions. 
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Figure 6. Representative video frames and corresponding ROIs from a participant in the MPW-180 dataset: (a) right hand with flash, (b) right hand without flash, (c) left hand with flash, and (d) left hand without flash. 
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Figure 7. Examples of ROI excluded during the manual quality control process, illustrating common defects such as severe motion blur, illumination artifacts, incorrect ROI localization, and palm occlusion. 
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Figure 8. PalmWildNet Deep Network Architecture. 
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Figure 9. ROC curves generated by PalmWildNet on five publicly available palmprint datasets (Tongji, COEP, Birjand MPD, BJTU_PalmV2, and IITD). 
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Figure 10. Training and validation performance of PalmWildNet under matched-illumination conditions using four MPW-180 sub-datasets. The plots depict (a) HR_FT loss, (b) HR_FT accuracy, (c) HR_FF loss, (d) HR_FF accuracy, (e) HL_FT loss, (f) HL_FT accuracy, (g) HL_FF loss, and (h) HL_FF accuracy, respectively. 
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Figure 11. Receiver Operating Characteristic (ROC) and Detection Error Trade-off (DET) curves of PalmWildNet under different illumination conditions (with flash, without flash, and fused). (a) ROC curve for right-hand images; (b) ROC curve for left-hand images; (c) DET curve for right-hand images; (d) DET curve for left-hand images. 
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Figure 12. L2 distance score distributions of Genuine and Impostor pairs across different test scenarios. (a) Right hand with flash, (b) right hand without flash, (c) right hand fused, (d) left hand with flash, (e) left hand without flash, and (f) left hand fused. The dashed vertical lines denote the Equal Error Rate (EER) thresholds. 
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Figure 13. CMC curves of the proposed model on combined test sets for (a) right-hand and (b) left-hand images. 
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Table 1. Statistical Summary of the MPW-180 Dataset.
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Parameter

	
HR_FT

	
HR_FF

	
HL_FT

	
HL_FF

	
Total






	
Number of Participants

	
180

	
180

	
180

	
180

	
720




	
Number of Videos

	
180

	
180

	
180

	
180

	
720




	
Average Video Duration (s)

	
31.98

	
32.53

	
31.76

	
32.35

	
-




	
Minimum Video Duration (s)

	
12.05

	
15.03

	
12.10

	
16.08

	
-




	
Maximum Video Duration (s)

	
67.10

	
59.03

	
58.30

	
62.23

	
-




	
Total Number of Frames

	
193,386

	
192,804

	
193,089

	
189,635

	
768,914




	
Average Number of Frames

	
1074

	
1071

	
1072

	
1053

	
-




	
Total Selected ROIs

	
165,466

	
165,676

	
163,011

	
160,873

	
655,026




	
Average Selected ROIs

	
919

	
920

	
905

	
893

	
-




	
Video Resolution

	
from 480 × 864 to 2160 × 3840




	
ROI Resolution

	
from 128 × 128 to 1585 × 1585




	
Videos per Participant

	
4




	
Selected ROIs per Participant

	
3639











 





Table 2. Comparison of prominent mobile-based and contactless palmprint datasets.
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	Dataset
	Acquisition Device
	Subjects
	Hand

(R/L)
	Illumination

Variation
	Video/

Image
	Samples
	Resolution
	Background





	COEP [77]
	Dijital Camera (1 model)
	168
	Right
	N/A
	Image
	1344
	1600 × 1200
	Controlled



	Stereo Palmprint [22]
	Webcam (2 identical cameras)
	138
	Right
	White LED
	Image
	2760
	640 × 480
	Uncontrolled



	KTU Contactless [78]
	CCD Camera (1 model)
	145
	Right
	White LED
	Image
	1752
	768 × 576
	Uncontrolled



	IITD Touchless [79]
	CCD Camera (1 model)
	230
	Both
	Circular

Fluorescent
	Image
	2601
	800 × 600
	Controlled



	CASIA Palmprint [35]
	CMOS Camera (1 model)
	312
	Both
	LED
	Image
	5502
	640 × 480
	Controlled



	PolyU_3D2D [80]
	3D Digitizer (1 model)
	177
	Right
	Structured light
	Image & 3D Data
	3540
	640 × 480
	Controlled



	PolyU-IITD Contactless [81]
	Digital Camera (N/A)
	600
	Both
	Without flash
	Image
	6000
	from 1280 × 960

to 4352 × 3264
	Controlled



	XJTU-UP [70]
	Smartphone (5 models: iPhone 6S, Huawei Mate8, LG G4, Samsung Galaxy Note5, MI8) *
	100
	Both
	With & without flash
	Image
	20,000
	from 3264 × 2448

to 5312 × 2988
	Uncontrolled



	MPD [73]
	Smartphone (2 Models:

Huawei ve Xiaomi)
	200
	Both
	With & without flash
	Image
	16,000
	224 × 224 (ROI)
	Uncontrolled



	BJTU_PalmV2 [72]
	Smartphone (5 models: iPhone 6, Nexus 6p, Huawei Mate8, Nubia Z9, Xiaomi Redmi 1S) *
	148
	Both
	N/A
	Image
	2663
	Normalized: 3264 × 2448
	Uncontrolled



	NUIG_Palm1 [82]
	Smartphone (5 models: N/A)
	81
	Both
	With & without flash
	Image
	1616
	from 8 Mega-pixel

to 16 Mega-pixel
	Uncontrolled



	PRADD [83]
	Smartphone (2 models) and 1 digital camera
	100
	Right
	Without flash
	Image
	12,000
	from 2048 × 1536

to 3264 × 2448
	Controlled



	Mobile PV1 [84]
	Smartphone (Multiple types of mobile phones: N/A)
	210
	Both
	With & without flash
	Image
	13,440
	N/A
	Uncontrolled



	SYEnet Palmprint [85]
	Smartphone (1 model)
	200
	Both
	With & without flash
	Image
	6400
	1280 × 720
	Uncontrolled



	Birjand MPD [24]
	Smartphone (1 model)
	41
	Both
	With flash
	Image
	1640
	3264 × 2448
	Controlled



	Sapienza MPD [24]
	Smartphone (1 model)
	110
	Both
	With flash
	Image
	1800
	3264 × 2448
	Controlled



	Tongji Contactless Palmprints [77]
	CCD Camera (1 model)
	300
	Both
	White LED
	Image
	12,000
	800 × 600
	Controlled



	NTU-CP-v1 [65]
	Different Cameras (2 models)
	328
	Both
	Without flash
	Image
	2478
	from 420 × 420

to 1977 × 1977
	Uncontrolled



	HIT-NIST-V1 [72]
	Smartphone (5 models: Meizu 16S, Huawei Nova5Pro, Huawei Mate8, iPhone 6 and Xiaomi Redmi 1S) *
	162
	Both
	Without flash
	Image
	3020
	from 960 × 2448

to 1280 × 4208
	Uncontrolled



	NTU-PI-v1 [74]
	Internet Images (N/A)
	1.093
	Both
	N/A
	Image
	7781
	from 30 × 30

to 1415 × 1415
	Uncontrolled



	MPW-180 (Our Dataset)
	Smartphone (180 distinct devices: Each participant used their own device)
	180
	Both
	With & without flash
	Video
	655,026
	from 480 × 864

to 2160 × 3840
	Uncontrolled







* The manufacturers and origins of the devices listed in this table are provided as follows—iPhone 6 and iPhone 6S (Apple Inc., Cupertino, CA, USA); Huawei Mate8, Huawei Nova5Pro (Huawei Technologies Co., Ltd., Shenzhen, China); LG G4 (LG Electronics Inc., Seoul, Republic of Korea); Samsung Galaxy Note5 (Samsung Electronics Co., Ltd., Suwon, Republic of Korea); MI8 and Xiaomi Redmi 1S (Xiaomi Corporation, Beijing, China); Nexus 6P (Google LLC, Mountain View, CA, USA); Nubia Z9 (ZTE Corporation, Shenzhen, China); Meizu 16S (Meizu Technology Co., Ltd., Zhuhai, China).













 





Table 3. PalmWildNet Layers.
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	Layers
	Block Type (×Number)
	Output Size
	Stride
	SE Block
	Parameters (M)





	Stem
	Conv7 × 7 → BN → ReLU → MaxPool
	64 × 56 × 56
	2then 2
	–
	0.003



	Layer1
	ResBlock(64) ×2
	64 × 56 × 56
	1
	✓
	0.149



	Layer2
	ResBlock (128) ×2
	128 × 28 × 28
	2 → 1
	✓
	0.530



	Layer3
	ResBlock (256) ×2
	256 × 14 × 14
	2 → 1
	✓
	2.116



	Layer4
	ResBlock (512) ×2
	512 × 7 × 7
	2 → 1
	✓
	8.459



	Head
	Avg.Pool. → Flatten → Dropout → FC
	512 × 1 × 1
	–
	–
	0.092



	
	
	
	
	Total
	11.350










 





Table 4. Performance of PalmWildNet Model on Different Datasets.
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	Dataset
	Participants
	Rank-1 Acc. (%)
	Rank-5 Acc. (%)
	EER

(%)
	SOTA (*)





	Tongji [73]
	300
	100.00
	100.00
	3.3
	99.72 (RR **) [106]



	COEP [77]
	167
	98.77
	100.00
	0.4
	0.612 (EER) [107]



	Birjand MPD [24]
	41
	99.04
	100.00
	5.1
	-



	BJTU_PalmV2 [72]
	148
	96.93
	98.63
	3.7
	5.26 (EER-BLDC) [12]

91.88 (RR-LLDP) [108]



	IITD Touchless [79]
	230
	96.17
	99.57
	1.1
	99.71 (RR) [84]







* SOTA: State-of-The-Art, ** RR: Recognition Rate.













 





Table 5. Comprehensive Recognition Performance of PalmWildNet Under Matched-Illumination Conditions.
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	Sub Dataset
	Rank-1 Acc (%)
	Rank-5 Acc (%)





	HR_FT
	99.39
	99.89



	HR_FF
	99.28
	99.67



	HL_FT
	99.06
	99.61



	HL_FF
	98.83
	99.89



	Mean
	99.14
	99.77










 





Table 6. Cross-illumination recognition performance of PalmWildNet on MPW-180 dataset.
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Training Dataset

	
Test Dataset

	
Rank-1 Acc (%)

	
Rank-5 Acc (%)






	
HR_FT

	
HR_FF

	
43.56

	
62.56




	
HR_FF

	
HR_FT

	
35.67

	
53.33




	
HL_FT

	
HL_FF

	
50.22

	
67.22




	
HL_FF

	
HL_FT

	
34.28

	
51.00




	
Mean

	
40.93

	
58.53











 





Table 7. Recognition performance of PalmWildNet trained under combined illumination conditions and optimized using Triplet Loss.
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Training Dataset

	
Test Dataset

	
Rank-1 Acc (%)

	
Rank-5 Acc (%)

	
EER (%)






	
HR_Fusion

(HR_FT and HR_FF)

	
HR_FT

	
96.67

	
98.56

	
1.36




	
HR_FF

	
97.00

	
98.33

	
2.00




	
HR_Fusion

	
97.00

	
98.44

	
1.72




	
HL_Fusion

(HL_FT and HL_FF)

	
HL_FT

	
97.22

	
98.56

	
1.73




	
HL_FF

	
95.78

	
97.78

	
2.38




	
HL_Fusion

	
97.00

	
98.17

	
2.14
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