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Abstract: The modern society generates vast amounts of digital content, whose credibil-
ity plays a pivotal role in shaping public opinion and decision-making processes. The
rapid development of social networks and generative technologies, such as deepfakes,
significantly increases the risk of disinformation through image manipulation. This article
aims to review methods for verifying images’ integrity, particularly through deep learning
techniques, addressing both passive and active approaches. Their effectiveness in various
scenarios has been analyzed, highlighting their advantages and limitations. This study
reviews the scientific literature and research findings, focusing on techniques that detect
image manipulations and localize areas of tampering, utilizing both statistical properties
of images and embedded hidden watermarks. Passive methods, based on analyzing the
image itself, are versatile and can be applied across a broad range of cases; however, their
effectiveness depends on the complexity of the modifications and the characteristics of
the image. Active methods, which involve embedding additional information into the
image, offer precise detection and localization of changes but require complete control
over creating and distributing visual materials. Both approaches have their applications
depending on the context and available resources. In the future, a key challenge remains
the development of methods resistant to advanced manipulations generated by diffusion
models and further leveraging innovations in deep learning to protect the integrity of
visual content.

Keywords: image manipulation; deep learning; active protection; passive protection; image
forensics; deepfakes; authenticity verification; multimodal analysis; watermarking

1. Introduction

Image manipulation is not a new phenomenon. From the dawn of photography and
cinematography, intentional attempts to modify images were undertaken, sometimes in
very rudimentary ways, to add special effects [1], introduce simple elements such as end
credits in films, or alter landscapes or their components [2]. History demonstrates how
dangerous this practice can be, often carrying political implications. A notable example is
the infamous removal of Nikolai Yezhov from a photograph with Stalin in 1937, aimed at
erasing evidence of his association with the ruling regime [3], as shown in Figure 1.

Throughout most of the 20th century, image and video manipulation was a labor-
intensive task performed primarily by skilled artists [5]. Using templates or their own
creativity, they modified parts of an image or added new elements. This process was time-
consuming, requiring specialized skills and often artistic training to accurately recreate,
for example, the perspective or the lighting distribution of a scene [6]. However, the
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late 20th and early 21st centuries brought a breakthrough in the field of graphics and
multimedia with the advent of high-performance industrial computers, followed shortly
by personal computers. This development necessitated the digitization of multimedia,
significantly simplifying and accelerating the processes of manipulation and editing while
also improving the quality of the resulting materials [7].

Figure 1. An example of reality falsification by a totalitarian regime: the removal of Nikolai Yezhov
from a photograph with Stalin [4].

With the popularization of graphic editing software, often available under open
licenses, such as GIMP, high-resolution multimedia content editing became accessible to a
wide range of users. However, it still required appropriate skills and specialized equipment.
Subsequent technological breakthroughs [8], particularly the development of social media
and artificial intelligence offering advanced processing algorithms, have made it possible
for virtually anyone to edit multimedia content almost professionally, thereby increasing
the risks to its integrity. As a result, the phenomenon of the “deepfake” is increasingly
discussed across various types of media [9].

In this article, we discuss recent changes in the concept of image manipulation and the
detection of such alterations, with a particular focus on methods based on deep learning.
We will present typical manipulation scenarios and explore detection techniques that
leverage deep learning methodologies.

2. Image Manipulating Methods

Based on existing research [10-16] in the field of image manipulation, several types of
modifications to the original image at the pixel level can be identified. One such technique
is steganography [15,16], which involves covert communication by embedding a hidden
message within an overt medium. In this context, it refers to embedding data in the spatial
domain of the image (pixel values) or the frequency domain (e.g., using Discrete Cosine
Transform, DCT). This manipulation is typically minimal, often altering the least significant
bits of the image. High-entropy regions are often chosen for such modifications, as they
enable changes that remain imperceptible to human perception [17]. Steganography stands
out as one of two image processing techniques (alongside digital watermarking) that aim
to minimize alterations to the structure of the original image.

When we speak of image manipulation, we often refer to actions that alter the in-
terpretation of the photograph. Based on research [18,19], several primary types of such
operations can be identified:

e  Retouching involves subtle modifications aimed at enhancing aesthetics or remov-
ing minor imperfections without significantly altering the semantics of the image or
its overall message. Retouching may include adjustments to color, contrast, light-
ing, depth of field, and the elimination of unwanted artifacts such as noise, discol-
oration, or vignetting. Such techniques are commonly employed in photography to
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improve the visual appeal of an image from the viewer’s perspective, thereby influ-

encing its emotional impact. Retouching is frequently used in portrait, fashion, and

advertising photography.

e  The copy-and-move operation involves duplicating a single object or a group of objects
within the same image. This process is often supplemented by geometric transforma-
tions, such as rotation or perspective changes, as well as pixel value modifications,
including blurring, contrast adjustment, and brightness regulation. Since the manipu-
lation occurs within a single image, the objects share similar characteristics (having
been captured at the same time and scene using the same sensor). This makes the trans-
formation relatively straightforward to execute, making it one of the most commonly
encountered types of image manipulation.

o The object removal operation affects the semantics of the image and is typically
executed using the “copy-and-move” technique, where the pixels of the target object
are overwritten with pixels sourced from another part of the image. Alternatively, it
may involve completely removing and replacing the object’s pixels with pixels from
surrounding areas, such as the background, to achieve a visually coherent result.

e  The image compositing operation combines elements from different sources to create
a cohesive image. This process results in a new scene that does not exist in reality
but is composed of actual objects that were previously captured. This technique is
commonly used to manipulate a given shot, altering the context of the individuals or
objects depicted within it.

e  Painting is the process of creating graphic elements to replace portions of the original
image. Similar to “copy-and-move” or “object removal” operations, the goal is to
alter the semantics of the image. However, the critical difference is that the new
elements are entirely generated from scratch and do not originate from any other
pre-existing photograph.

The aforementioned manipulations rely on modifications to the original image. De-
tecting potential fraud can therefore involve comparing the transformed version with
the original. As noted in the introduction, recent breakthroughs in deep learning have
introduced revolutionary changes across various fields, opening new possibilities for data
processing and generation. In the domain of image analysis, segmentation, detection,
and generation algorithms have significantly advanced. Generative artificial intelligence,
mainly through modern diffusion networks, can produce highly realistic images often
based solely on textual descriptions (known as prompts). This presents a challenge for
manipulation detection, as there may be no original image to compare against the gener-
ated image or its elements. Generated images are created based on patterns learned from
millions of examples in generative network training datasets. As a result, they are not
direct copies but entirely new compositions inspired by existing examples [9,14,20].

The purpose of this article is to review the most significant methods for ensuring
image integrity, including both passive solutions (analyzing the properties of the image
itself) and active solutions (based on, among other things, watermarks). The research
methodology is based on an analysis of the available literature, considering both theoretical
concepts and practical implementations, enabling an assessment of the effectiveness and
limitations of various approaches. The authors’ most significant contribution is identifying
current trends in research on automated image manipulation detection using deep neural
networks and discussing datasets used for training and testing modern algorithms.

The structure of this article is as follows. Section 2 defines key concepts and discusses
the types of image manipulations most commonly employed. Section 3 describes the
datasets used to validate the discussed solutions and includes a summary table outlining
the key parameters of these datasets. Section 4 focuses on passive and active strategies,
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presenting examples of deep learning applications. This section also includes a tabular
comparison of methods to facilitate their evaluation. Section 5 provides a summary of this
study, the main conclusions, and suggestions for future research directions in the field of
digital image integrity protection.

3. Image Manipulation Datasets

The effectiveness of image manipulation detection methods largely depends on the
quality and diversity of datasets used for training and testing models [21]. In recent
years, several specialized datasets containing both original and manipulated images have
been developed, enabling researchers to compare various approaches and detection tech-
niques [22]. In this section, we provide an overview of the most important datasets used
in the field of image manipulation detection, discussing their characteristics, applications,
and availability.

CoMoFoD (Copy-Move Forgery Detection) [23] is a dataset developed by Trali¢ et al.,
in 2013, designed for studying methods of detecting copy—move manipulations in digital
images. The dataset consists of two groups of images divided by size: small images with di-
mensions of 512 x 512 pixels and large images with dimensions of 3000 x 2000 pixels. In the
small image category, there are 10,000 examples, of which 5000 are original images and 5000
are images containing forgeries created using the copy—-move method. In the large image
category, there are 3000 examples, split into 1500 originals and 1500 manipulated images.

The forgery creation process included various geometric transformations, such as trans-
lation, rotation, scaling, distortions, and their combinations, which enhances the diversity
and realism of manipulations. Additionally, all images—both original and manipulated—
underwent a series of post-processing operations. These include JPEG compression with
different quality factors (ranging from 20 to 90), Gaussian blur with various parameters,
noise addition using median filters of different sizes, brightness adjustments, color reduc-
tion, and contrast regulation. This extensive range of post-processing operations allows
testing the robustness of detection algorithms against various distortions and transforma-
tions that may occur in practice.

The advantage of the CoMoFoD dataset is its diversity and complexity. The availability
of ground truth masks enables the precise evaluation of manipulation detection methods
at the pixel level. However, the disadvantage is the lack of information about the exact
parameters of the applied geometric transformations.

CASIA [24] is one of the most significant public datasets used in research on detecting
manipulations in digital images, particularly for operations such as splicing or copying
parts of an image. This dataset was developed by the Chinese Academy of Sciences and is
available in two versions: CASIA V1.0 and CASIA V2.0.

o  CASIA V1.0 is the original version of the dataset, containing images of relatively low
resolution. It includes 800 original images and 921 manipulated images. The uniform
sizes of the images in this version facilitate processing and analysis.

o  CASIA V2.0is an extended version of the dataset, significantly larger and more diverse
in terms of image resolution. It contains 7491 original images and 5123 manipulated
images. The resolutions of the images in this version are varied—see Table 1.

Manipulations introduced in the CASIA dataset include various techniques such
as splicing and copying and pasting elements within the same image. To increase the
realism of the forgeries and make detection more challenging, additional post-processing
operations were applied to the manipulated areas, such as blurring, contrast adjustment,
and noise addition.

A disadvantage of the CASIA dataset is the lack of ground truth masks for manipu-
lated images, which makes it difficult to accurately evaluate the effectiveness of detection
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methods at the level of change localization. Researchers must primarily rely on classifica-
tion metrics that assess whether an image is original or manipulated, without the capability
to identify the areas of intervention precisely.

Despite this limitation, CASIA serves as a benchmark in numerous scientific studies.

MICC (Media Integration and Communication Center) [25] is one of the earliest and
most renowned datasets used in research on detecting manipulations in digital images,
particularly for methods involving copy—paste operations. Developed by a team from the
University of Florence, this dataset consists of several subsets: MICC-F220, MICC-F2000,
MICC-F600, and MICC-F8multi.

e  MICC-F220 contains 220 high-resolution images, half of which are original and half
manipulated using copy—paste techniques. These manipulations often include addi-
tional geometric transformations, such as rotation or scaling, increasing the difficulty
of detection.

e  MICC-F2000 is an extended dataset consisting of 2000 images, including 1300 original
and 700 manipulated.

e  MICC-F600 includes 600 high-resolution images featuring diverse scenes and objects.
As in the previous subsets, the manipulations involve copying and pasting parts of
the image, with 440 original images and 160 manipulated ones.

e  MICC-F8multi is a small subset comprising eight images with multiple manipulations.
This subset allows for testing algorithms in scenarios where a single image contains
several independent forgeries.

A drawback of this dataset (similar to the CASIA dataset) is the lack of ground truth
masks that would indicate the precise manipulated regions at the pixel level.

NIST16 [26] is a dataset created in 2016 by the National Institute of Standards and
Technology (NIST) to support research on detecting manipulations in digital images. This
dataset contains 3032 files, including 1422 test images (probe) in .jpg format, with the re-
mainder consisting of reference images, ground truth masks, and metadata files. The dataset
is characterized by high-resolution images, ranging from 360 x 480 to 4032 x 3024 pixels.
The dataset is divided into three main manipulation categories: manipulation, removal,
and splice. Each category represents a different type of forgery:

e  Manipulation includes images with subtle changes, such as modifications to specific
parts of the photo or alterations aimed at enhancing its appearance. This category
includes 143 ground truth masks that indicate the edited areas at the pixel level.

e Removal contains images where certain elements have been removed. This group
includes 101 ground truth masks.

e Splice involves images created by merging fragments from different sources, re-
sulting in realistic but fabricated compositions. This category includes 146 ground
truth masks.

In addition to manipulated images, the dataset includes 1244 original images, serving
as a baseline for comparisons with the modified images. Metadata files are also avail-
able, specifying the transformations applied to the images, although they lack detailed
transformation parameters.

COVERAGE [27] is a dataset designed for research on detecting copy—paste manipu-
lations in digital images. Created by a team of researchers from Jiao Tong University in
Shanghai, it includes high-quality images that enable testing the effectiveness of various
forgery detection algorithms.

The dataset consists of 100 images, of which 50 are original, and the remaining 50
are manipulated using the copy—paste method. The manipulations involve a variety of
geometric transformations, such as rotation, scaling, and perspective changes. Additionally,
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the images include similar but authentic objects, adding complexity for algorithms that
must distinguish genuine similarities from those resulting from manipulations.

The images in the dataset have a relatively high resolution of 400 x 486 pixels. For
each manipulated image, ground truth masks are available.

DEFACTO is a comprehensive dataset created to support research on detecting image
and face manipulations, developed by Mahfoudi et al [28]. The DEFACTO dataset includes
over 200,000 images, which were automatically generated to represent four main categories
of image manipulation:

e Splicing: This involves inserting an external element from one image into another,
creating a composite image. The dataset contains 105,000 images with this type
of manipulation.

e Copy-move (within the same image): Elements within a single image are duplicated
and placed elsewhere within the same image. To maintain realism, the position of
copied objects is controlled along specific axes (vertical or horizontal) depending on
the object’s dimensions. Alpha matting techniques are used to refine the edges of the
objects. The dataset contains 19,000 images with this type of manipulation.

e Removing objects (inpainting): This involves removing objects from images using
inpainting techniques. This method fills empty areas by synthesizing the background
based on surrounding pixels, allowing for smooth and natural image completion. Ob-
jects selected for removal are typically located against relatively uniform backgrounds.
The dataset contains 19,000 images with this type of manipulation.

e  Morphing (face morphing): Two images are deformed and merged to create a single
image combining features of both sources. For facial images, this includes face blend-
ing and swapping. Facial landmarks are detected using the Dlib library [29], enabling
the precise alignment and merging of faces. Additionally, color-matching techniques
are applied to ensure consistent skin tone and lighting between the combined images.
The dataset contains 80,000 images with this type of manipulation.

To generate these forgeries, the DEFACTO dataset uses the MSCOCO dataset [30] as a
source of images and initial object annotations. However, the raw segmentation masks from
MSCOCO are not precise enough for high-quality manipulations. Therefore, the authors ap-
plied alpha matting techniques to refine these masks, resulting in improved object edges and
eliminating obvious manipulation artifacts, such as sharp edges or inconsistent lighting.

For each image in this dataset, a binary ground truth mask and metadata in the form
of a JSON file describing the image transformation process are available.

The Columbia Image Splicing Detection Evaluation Dataset [31] is one of the first
and most well-known datasets used in research on detecting splicing manipulations in
digital images. Developed by the DVMM Laboratory at Columbia University, this dataset
was created to support the development of passive forgery detection techniques that do
not require additional information about the image or metadata. The dataset consists of
1845 images, all of a fixed size of 128 x 128 pixels. These images were extracted from larger
photographs available in the CalPhotos collection [32], as well as from a small number of
photos taken with digital cameras. The dataset contains a comparable number of original
and manipulated images. The manipulations primarily involve splicing, and the data are
categorized based on specific characteristics:

e  Smooth vs. textured: Images with uniform surfaces compared to those with complex
textures.

e  Arbitrary object boundaries vs. simple boundaries: Manipulations with irregular,
complex edges compared to straight dividing lines.

One limitation of this dataset is the lack of pixel-level ground truth masks.
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IMD2020 [33,34] is a comprehensive dataset developed by Novozamsky and collab-
orators. It consists of several subsets encompassing diverse types of manipulations and
a wide range of authentic images, enabling thorough testing of detection methods under
realistic conditions.

The first component of the dataset is IMD2020 Real-Life Manipulated Images, con-
taining 2010 forged images sourced from the Internet. Each manipulated image has a
corresponding original version, allowing precise comparison and analysis of the manipula-
tions. Additionally, manually created binary masks are provided for each forged image,
localizing the manipulated areas at the pixel level. Another component is the IMD2020
Large-Scale Set of Real Images, comprising 35,000 authentic (non-manipulated) images col-
lected from 2322 camera models. All images were manually reviewed, and those showing
visible traces of digital manipulation were excluded.

The IMD2020 Large-Scale Set of Inpainting Images includes 35,000 manipulated im-
ages. The manipulations in this subset involve the use of inpainting techniques, where
regions are randomly selected and filled using the method described by Jiahui Yu and
collaborators [34]. The IMD2020 Guaranteed Set of Images contains 2759 authentic images
from 32 unique cameras (19 models). This subset is specifically designed to analyze sensor
noise (PRNU) and other features related to image authenticity. The diversity of cameras
used allows for the study of the impact of different sensors on manipulation detection.

Below, we present Table 1, aggregating data on all the mentioned datasets.

Table 1. Summary of popular image manipulation datasets.

Metadata
Available

GT Mask
Available

Nb of Samples
(Authentic; Manipulated)

Types of

Dataset Name Manipulations

Resolutions [px]

copy-move;

small images: 5000; 5000 from 512 x 512

CoMoFoD large images: 1500; 1500 t6 3000 x 2000 geometric transfo?matlons; yes no
post-processing;
splicing;
CASIA V1.0 800; 921 384 x 256 copy-move; no no
post-processing;
splicing;
CASIA V2.0 7491; 5123 frtoorr; géox 2380 copy-move; no no
post-processing;
) from 722 x 480 copy—-move;
MICC-F220 110; 110 to 800 x 600 geometric transformations; no no
MICC-F2000 1300; 700 2048 x 1536 copy=move; no no
geometric transformations;
. ) from 800 x 532 multiple copy—-move
MICC-Fémulti N/A; 8 to 2048 x 1536 manipulations; no no
. yes (without
NIST16 1244; 390 from 360 x 480 removal; yes transformation
to 4032 x 3024 splicing;
parameters)
COVERAGE 50; 50 400 x 486 copy—move; yes not specified
geometric transformations;
not specified Cosph_cgog";e_
DEFACTO  over 223,000; over 223,000  (but based on OPyTImove; yes yes
MSCOCO) Inpainting;
face morphing;
Columbia 933;912 128 x 128 splicing; no no
IMD2020 39,769; 37,010 from 291 x 1024 splicing; yes not specified

to 1024 x 930

inpainting
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4. Methods for Manipulation Protection and Detection

Manipulation detection methods not only enable the identification of tampering in
an image but often also pinpoint the specific areas subjected to modification [35,36]. Some
advanced techniques can even reconstruct an approximate version of the original image
prior to the manipulation [37]. In the years preceding the deep learning revolution, classical
image processing algorithms were used to detect image manipulation [18,38,39]. However,
these methods faced significant limitations in terms of effectiveness and generalizability.
Today, the advancements in deep learning dominate both current research and practical
applications in manipulation detection [19,40]. Methods based on neural networks allow
for more efficient and accurate detection of modifications, even in complex scenarios.

Active methods require embedding additional information, such as digital watermarks
or signatures, into the image. Digital watermarks involve hiding imperceptible data within
the image, which can serve as redundant information for identifying manipulated areas or
even partially reconstructing the original. Additionally, watermarks may include metadata
such as author details, source information, rights data, or unique identifiers. In cases of
suspected manipulation, this embedded information can be extracted and used to verify
the authenticity of the image. Digital signatures, on the other hand, use cryptographic
encryption techniques to generate unique identifiers for the image, similar to solutions
used in telecommunication systems [41]. Any alteration to the image changes the signature,
making unauthorized modifications easier to detect. Active methods are particularly effec-
tive when the entire process of image creation and distribution is under control. Passive
methods, also known as blind methods, rely solely on analyzing the image itself without
requiring any additional data or prior embedded information. These methods leverage the
statistical and structural characteristics of the image, such as color histograms, textures,
noise patterns, or compression artifacts. By analyzing these features, passive methods
can detect inconsistencies and anomalies indicative of manipulation. For instance, they
can identify discrepancies in lighting, shadows, or perspective, which are challenging to
replicate accurately during editing. Thanks to deep learning techniques, passive methods
have gained the ability to detect manipulations by extracting highly abstract and complex
image features [42]. Neural networks with a large number of parameters can learn data rep-
resentations at multiple levels, identifying subtle anomalies and patterns that are invisible
to traditional methods.

In the following subsections of this section, we will focus on the analysis of both active
and passive image integrity assurance methods based on deep learning.

4.1. ManTra-Net

One of the significant approaches within passive methods is the concept presented in
the publication ManTra-Net [43], which introduced one of the first end-to-end solutions
based on fully convolutional networks. The authors designed the architecture by dividing it
into two main components: the first, called the “image manipulation trace feature extractor”,
which generates a unified feature representation, and the second, the “local anomaly
detection network” (LADN), which focuses on anomaly localization. This structure directly
detects tampered areas without requiring further post-processing—see Figure 2.

Image _- Feats Local Anomaly Detection Mask
(Hxwx3) (HxWx256) Network (HxWx1)

Figure 2. ManTra-Net high level architecture.

According to the information provided by the authors, the developed method can
distinguish up to 385 types of known manipulations, including operations generated by
other neural networks, such as image inpainting. For the backbone of the architecture, three
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types of networks were tested as follows: VGG [44], ResNet [42], and DnCNN [45]. The
backbones were evaluated on the “IMC-7” (Image Manipulation Classification) task, which
includes attacks such as compression, blurring, morphological manipulations, contrast
adjustments, noise addition, resampling, and quantization. The VGG network achieved
the best results, with 92.1% accuracy on the validation set, while ResNet reached 90.8% and
DnCNN 91.2%. Additionally, studies were conducted to assess the impact of the type of
first network layer, comparing SRMConv2D, BayarConv2D, and a classic 2D convolutional
layer. The results for the different layer types were similar, with differences of approxi-
mately 1%. The authors incorporated a Conv-LSTM module into the LADN component to
effectively model spatial dependencies between feature vectors. This module processes
data sequentially, line by line, across the image, allowing it to account for local context
during anomaly detection. As a result, the network can more effectively identify subtle
irregularities in the image structure, such as barely noticeable changes in texture or color,
which may indicate manipulations. Another key element of LADN is the Z-score function,
used to normalize features and highlight deviations from the norm. Z-score enables the
identification of pixels or regions in the image that significantly differ from their surround-
ings, a hallmark of manipulations. After being processed by Conv-LSTM, the data are
passed through additional convolutional layers, which further refine and integrate spatial
information, enhancing the network’s ability to distinguish complex manipulation patterns.
During the training process of LADN, a loss function based on the difference between the
predicted and actual localization masks was used, enabling the network to learn precise
anomaly detection. The results presented by the authors demonstrate that ManTra-Net,
leveraging LADN with the Conv-LSTM module, achieves high effectiveness in detecting
and localizing forgeries across various datasets. The network not only handles individual
types of manipulations but also copes with complex combinations of manipulations and
previously unseen types of forgeries.

4.2. SPAN

SPAN [46] (Spatial Pyramid Attention Network) is an architecture designed to enhance
manipulation localization by effectively capturing dependencies between points and objects
at various scales, utilizing self-attention mechanisms [47-49].

SPAN offers an improved interpretation of spatial relationships within an image,
resulting in more precise manipulation detection compared to ManTra-Net. While ManTra-
Net primarily focuses on analyzing the same image points across different scales of the
feature map, it does not account for spatial dependencies between different regions of
the image. SPAN builds upon this approach by modeling both inter-scale relationships
through multi-scale information propagation and spatial dependencies between image
regions using a self-attention module. This capability allows SPAN to capture complex
patterns and relationships within the image more effectively, leading to more accurate
manipulation localization. The SPAN architecture consists of three main components: a
feature extractor, a spatial pyramid attention block, and a decision module—see Figure 3.
The self-attention module aims to establish relationships between different parts of the
image, enabling the network to capture both local and global context. The first stage of
processing in the described architecture is the feature extractor. The authors utilized a
pre-trained network from ManTra-Net, trained on synthetic data based on images from the
Dresden Image Database [50]. This training employed supervised classification, covering
385 types of image manipulations. To streamline subsequent processing, the output from
the feature extractor is passed through a 1 x 1 convolutional layer, reducing the feature
depth from 256 (as in ManTra-Net) to 32. This enables faster data propagation through the
self-attention modules, which are organized into five cascaded layers analyzing features
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progressively from the most local to the most global. Each step employs a self-attention
module with an increasing dilation parameter (1, 3, 9, 27, 81) and a convolutional layer to
normalize the output channels back to 32.

Image Feats Hierarchical Local Self- T —— Mask
(HxWx3) (HxWx32) Attention Propagation (HxWx1)

Figure 3. SPAN high level architecture.

This approach efficiently captures dependencies at various scales, enhancing the
accuracy of manipulation localization within the image. In machine translation models,
positional embeddings—learned weights added to inputs at each position—are commonly
used and are effective for linguistic tasks. However, this approach is suboptimal for image
processing due to differences in data characteristics. Instead, the authors of this model
introduced learned matrix projections to represent all possible relative spatial relationships
in a pixel’s neighborhood. In the local self-attention block, each pixel considers information
from its neighbors through these projections.

The final component of the processing pipeline, the decision module, is a relatively
simple convolutional network consisting of several layers. It analyzes the output of the
preceding self-attention module and concludes with a sigmoid activation function [51].
This approach achieved results that were 11.2% better than ManTra-Net under comparable
testing conditions.

4.3. Asnani et al. [35]

One of the newer approaches in the field of image manipulation detection is the
method proposed by Asnani and collaborators [35]. The authors introduce an innovative
solution that involves embedding pre-learned templates into images to facilitate subsequent
manipulation detection. This method stands out for its active nature, as it does not passively
analyze images for manipulations but instead embeds visually imperceptible templates
into the original images. As a result, any manipulation performed by generative models
alters the embedded templates in detectable ways, enabling the effective identification of
changes—see Figure 4.

Image
(Hxwx3) O , . L.
Marked Image A Marked Image Binary Prediction
(HxWx3) L ) (Hxwx3) of Manipulation
Template —" T e
(HxWx3)

Figure 4. Asnani et al. [35] high level architecture.

The process of embedding templates into an image can be defined as follows: for each
image from the set of real images X, a template S; is randomly selected from a pre-prepared
set of templates S = { Sy, Sy, ..., Sn} . This template is then added to the image in a
controlled manner, regulated by a parameter mmm, which determines the strength of the
template addition while ensuring that the changes remain imperceptible to the human eye.

This process can be formalized as

T(X{;) =Xl +mxS; )

where:
X)— original image;
T (X]u) —modified image;
m—parameter controlling the intensity of the template embedding.
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The template recovery module is used for manipulation detection by comparing the
recovered template with the original one. This process employs an encoder network E,
which is trained to recover the embedded templates from images that may have been
manipulated by a generative model G.

Thus, for each image, the process can be described as follows:

Sp = E(T(X{;)) @)

se=E(6(T(X4))) @3)

If the image has not been manipulated, the recovered template Sk will be very similar

and

to the original template S;. In the case of manipulation, the recovered template Sr will differ
significantly from the original S;. The recovered template is compared with the original
template using a classification network, which performs a binary evaluation to determine
whether the image has been manipulated or not.

The encoder network begins with two convolutional layers that perform initial feature
extraction from the image. Each of these layers uses 3 x 3 convolutions with a stride of
one, processing the three-channel input image (RGB) and generating 64 feature maps as
the output, utilizing the ReLU activation function. Following this, the network proceeds
through ten convolutional blocks, where each convolutional layer is supported by batch
normalization and the ReLU activation function. In the end, an additional 3 x 3 convolu-
tional layer reduces the number of output channels to one, allowing for the generation of
the final template recovered from the image.

The architecture of the classifier network is very similar to that of the encoder, with
the primary differences being in the final portion and the number of convolutional blocks,
reduced to eight instead of ten. Unlike the encoder, the classifier concludes with a sequence
of fully connected layers that transform the extracted features into a classification decision.
The fully connected layers contain 512, 256, and 1 neurons, respectively, enabling the
assignment of the image to either the “original” or “manipulated” class.

4.4. ObjectFormer

An intriguing method for detecting image manipulation within the realm of passive
approaches is ObjectFormer [52], proposed by a team of researchers from Fudan Univer-
sity, the University of Maryland, Huya Inc., and Meta Al. ObjectFormer stands out for
its multimodal approach to manipulation detection, which enables analysis in both the
RGB and frequency domains. This dual-domain capability allows it to capture invisible
traces of editing in the standard color spectrum. The architecture of this method is based
on transformers [32,33], which model spatial dependencies within the image (Figure 5).
By leveraging the strengths of both RGB and frequency representations, ObjectFormer
enhances its ability to detect subtle and sophisticated manipulation artifacts.

_—.Prediction of Authentic
or Manipulated

m :
CHxx3) Attention Mechanism: Mask
l Path Decoder (Hxwx1)

Discrete Cosine High-Pass -
{ Transform J " Filter —>| To RGB Feats Matrix

Figure 5. ObjectFormer high level architecture.

Many image manipulation detection methods classify an image as either authentic or
manipulated, often without considering the structure of objects within the image. However,
the effective detection of visual modifications requires not only identifying pixel-level
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anomalies but also evaluating whether entire objects in the image are consistent with each
other. The input RGB image is transformed into the frequency domain using the Discrete
Cosine Transform (DCT). A high-pass filter is then applied, retaining only the components
that may potentially contain information about image tampering (low frequencies are
removed). After this process, the image is converted back to the RGB domain. The
architecture begins with two parallel processing paths: the spatial (color) and frequency
domains. For data representation extraction, two feature extractors based on EfficientNet-
b4 [53] (pre-trained on ImageNet [54]) are employed.

Both representations—derived from the RGB and frequency domains—are then di-
vided into spatial embeddings, which are vectors combined to form multimodal embed-
dings. In the next stage, the object encoder utilizes an attention mechanism and learnable
object prototypes to analyze the consistency between elements in the image. These proto-
types enable the model to identify various objects in the image and examine their interrela-
tionships. Subsequently, the patch decoder leverages this information to refine the patch
embeddings, enriching them with knowledge about the objects. The applied BCIM module
(Boundary-sensitive Contextual Incoherence Modeling) is designed to detect contextual
inconsistencies at the pixel level. This module improves the precision of boundary detection
in manipulated regions, enhancing their sharpness by analyzing local pixel similarities and
incorporating this information into the generated feature representations. The final stage
includes a post-processing network consisting of interpolation and convolution operations
aimed at upsampling the matrix to match the input image dimensions and producing a
single-channel output to create a binary manipulation detection mask. The extracted image
features are also passed through a simple fully connected layer [55], which classifies the
image as either authentic or manipulated.

4.5. Zhao et al. [36]

According to the authors, one of the most intriguing recently proposed approaches to
active image integrity assurance is the study “Proactive Image Manipulation Detection via
Deep Semi-Fragile Watermark” by Zhao et al [36]. This method is based on the concept
of a transparent watermark embedded in the image in the form of a mask, which can
later be extracted to detect potential modifications—see Figure 6. A key element of the
solution involves two neural network models responsible for generating and recovering the
watermark. The watermark itself is another image, transformed into a feature matrix and
added to the original image. The algorithm’s concept resembles data-hiding techniques
such as “image-in-image” [56,57]. However, the decoding component of the hidden image
has been modified so that any changes in the watermark indicate the regions of the image
that have been manipulated.

N i )
(HxWx3) Marked Image_( Open Transmission | Marked ImageImage Secret Mask
(Hxux3) f SiICL J (HxUx3) (Hxux3) (Hxwx1)

Image Secret

//

(HxWx3)

Figure 6. Zhao et al. [36] high level architecture.

The authors proposed using the UNet architecture [58] for both models in their so-
lution. These networks are trained in a supervised process utilizing two loss functions:
hiding loss, which focuses on maintaining the high transparency of the watermark, and
revealing loss, which ensures the accuracy of extracting the hidden image while accounting
for manipulations introduced during training. The manipulation process is simulated
by an attack module consisting of two groups of operations. The first group includes
natural processing operations commonly occurring in transmission pipelines, such as JPEG
compression [59] and Gaussian blur. Artifacts introduced by these operations should
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not be interpreted by the decoding network as distortions and must be ignored during
the detection of manipulated regions. The second group of the attack module simulates
intentional manipulations of selected image regions, such as inpainting. For each such
manipulation, a binary mask is generated to indicate the attack region, which assists in
validating the detection results by the decoding component.

This algorithm represents an advancement over previous methods because it avoids
the inclusion of specific manipulations in the training pipeline, which could potentially limit
the ability to generalize across various sabotage operations. Instead, it randomly selects
and modifies a region within the container image to simulate the effect of manipulation,
using this modification as the ground truth label during training. The output of the
attack module is therefore a manipulated image and a binary mask indicating the altered
regions. The task of the decoding network is to recover the hidden image from the carrier
image (manipulated or unmanipulated). The original hidden image is then subtracted
from the recovered image to extract the manipulated regions—assuming correct decoder
performance, the manipulated areas should have values significantly different from zero.

4.6. MSCL-Net

The MSCL-Net method [19] is a passive approach for detecting and localizing image
manipulations, based on common structures in such algorithms, including an encoder—
decoder architecture (for multi-level analysis), feature fusion, and attention mechanisms.
The standard approach in these algorithms relies on using color features (RGB) along with
additional representations, such as noise features or compression artifacts, to identify ma-
nipulations. In this context, the creators of MSCL-Net proposed the Feature Cross Fusion
Module (FCFM), which facilitates deeper integration of RGB and Spatial Rich Model (SRM)
features through a cross-fusion mechanism, rather than the simple concatenation or addi-
tion used in other methods. The Spatial Rich Model (SRM) is characterized by its ability to
capture local noise features at the pixel neighborhood level, enabling the detection of noise
inconsistencies between altered and untouched regions while minimizing the influence
of the image’s content. Cross-fusion, on the other hand, involves dynamic interaction
between RGB and SRM features, allowing for a more detailed and balanced representation
of manipulation information. This approach neutralizes semantic content and amplifies
forgery traces, resulting in improved detection and localization of manipulations.

The authors also introduced the Adaptive Self-Attention Module (ASAM) [60], which
analyses dependencies in both spatial and channel dimensions, unlike traditional atten-
tion mechanisms that operate in a single dimension. This enables the model to identify
better global and local differences between altered and untouched regions, enhancing the
precision of manipulation detection. Additionally, the method incorporates a Supervised
Contrastive Learning Module (SCLM), which employs multi-scale contrastive learning.
This approach maximizes the differences between the features of altered and untouched
regions at various representation levels, improving accuracy and reducing false positives.
The loss function in MSCL-Net goes beyond standard approaches, which typically focus on
classification and segmentation losses. The authors introduced an additional component
in the form of contrastive losses calculated at four different scales. This allows for a more
comprehensive analysis of differences, further improving the model’s ability to detect and
localize manipulations.

Using ConvNeXt-T [61] as the encoder, instead of the popular ResNets, allows for a
larger receptive field and greater sensitivity to local traces of manipulation. This is achieved
by using larger convolutional kernels, which cover more extensive areas of the image in a
single step, and replacing traditional max-pooling operations with downsampling convolu-
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tions. As a result, the network is more sensitive to local traces of manipulation, as it better
preserves critical details related to differences between altered and untouched regions.

4.7. Summary

The summary of the methods discussed in this section is presented below—Tables 2 and 3.

Table 2. Summary of key features of the discussed methods.

Publication Datasets Used
Method Name Year Method Type Output Type Key Features in Evaluation
End-to-end CNN; detects
ManTra-Net [43] 2019 Passive Localization 385 types NIST16, CASIA,
. . CoMoFoD
of manipulations
Self-attention mechanisms;
SPAN [46] 2020 Passive Localization better spatial NIST16, CASIA
relation interpretation
Asnani et al. [35] 2022 Active Detection Adding pre—t'ramed Own dataset
templates to images
. Multimodal approach;
ObjectFormer [52] 2022 Passive Detect.1on a nd architecture based CASIA, Coverage,
Localization NIST16
on transformers
Deep semi-fragile
Zhao et al. [36] 2023 Active Detection watermark; use of Own dataset

UNet architecture

MSCL-Net [19]

. Multi-scale contrastive
. Detection and .
2024 Passive .. learning;
Localization . .
attention mechanisms

CASIA, Coverage,
NIST16

We are witnessing the rapid development of image manipulation detection methods
based on deep learning, driven by increasing threats associated with the ease of editing
and generating multimedia content using advanced generative models [9,14,20]. Current
deep learning methods [62,63], such as ManTra-Net, SPAN, and MSCL-Net, demonstrate
significant improvements in manipulation detection accuracy, achieving progressively
higher metrics such as F1 Score and AUC on standard datasets. The importance of sta-
tistical analysis and frequency-domain features in detecting inconsistencies in images is
emphasized [64,65]. Trends indicate a growing interest in passive methods, which, by
leveraging the latest advancements in deep learning such as self-attention mechanisms,
contrastive learning, and hybrid architectures [66], effectively identify subtle inconsistencies
in image structures.

Active methods, such as those proposed by Asnani et al. [35] and Zhao et al. [36],
are gaining importance, despite requiring additional effort during the image generation
process. Techniques based on watermarking (or other invisible markers) significantly
enhance effectiveness in both detecting modified areas and overall manipulation detection.

Furthermore, watermarks allow for the transmission of a small data payload, which
can include information about the source, authenticity, or context of the image, providing
an additional layer of protection. Solutions in this category offer potential benefits for
applications demanding a high level of data integrity.

When comparing both strategies, passive methods are more versatile as they do not
require prior embedding of data into the image. However, they may be less effective against
advanced manipulations generated by diffusion models or GANs. On the other hand, active
methods offer higher security, but their effectiveness depends on controlling the image
creation and distribution process. Moving forward, the focus will be on developing models
capable of generalizing to new types of manipulation algorithms and resistant to attacks by
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generative models, where no original image is available for comparison. Researchers will
emphasize creating more advanced neural network architectures that leverage emerging
innovations in deep learning and multimodal analysis to counter increasingly sophisticated
manipulation techniques effectively.

Table 3. Performance metrics of methods on various datasets.

Method Name Dataset Metric Value Comments
F1 Score -
CASIA AUC 81.7%
ManTra-Net [43] NIST16 Ffljgre 79,59, used CASIA v1.0
COVERAGE FlASSgre 8199
F1 Score 38.2%
CASIA AUC 79.72%
F1 Score 58.2% some data from the NIST16 test set were
SPAN [46] NIST16 AUC 83.95% also present in the training set
F1 Score 57.9%
CASIA AUC 88.2%
ObjectFormer [52] NIST16 1 Seore o -
COVERAGE FlAS[?gre gg’?;
F1 Score 85.9%
CASIA AUC 86.2%
MSCL-Net [19] NIST16 Ffégre giéj used both CASIA v1 and CASIA v2
COVERAGE Fl Score T
MS-COCO PSNR 38.05dB to obtain an unambiguous F1 metric and
h 1 ; SSIM 0.94 precision, the results were averaged for
Zhao etal. [36] CelebaHQ F1 Score 78.8% three types of attacks: copy-move,
eeba Precision 80.1% inpainting, and splice.

5. Conclusions

This paper presents the most significant methods published in recent years for verify-
ing the integrity of digital images in the context of increasingly advanced manipulation
techniques. Both passive and active approaches were reviewed to achieve this goal, high-
lighting their main advantages, limitations, and practical applications. This paper discusses
the development trends in neural network structures and architecture, ranging from tradi-
tional convolutional models through attention modules to innovative solutions based on
transparent watermarking. This provides a better estimation of trends in forgery detection,
aligning with this study’s primary objectives. A notable contribution is the detailed presen-
tation of the most popular datasets, aiding researchers in quickly selecting the optimal set
for their needs. Additionally, the limitations of individual image collections and the types
of data they contain are outlined.

One of the current challenges is creating a reliable testing environment that enables
accurate and meaningful performance measurement of anomaly detection algorithms
under conditions resembling real-world scenarios. Although datasets such as DEFACTO
are available, their scale, data quality, and annotations do not always keep pace with
contemporary, sophisticated image manipulation techniques. Therefore, collaboration
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between institutions responsible for creating multimedia content is crucial to developing
further high-quality reference datasets for evaluating forgery detection systems.

Another somewhat overlooked aspect is the model’s efficiency and the conditions
under which they are deployed. For example, many publications lack references to pro-
cessing time and hardware requirements, which can hinder the practical implementation
of a method. Additionally, some models operate at low resolutions (e.g., 200 px), and the
downsampling process can result in significant information loss. Equally important is the
analysis of video materials, which must account for spatiotemporal aspects and annotations’
high costs and complexity.

In the future, special emphasis should be placed on designing solutions resilient
to automated manipulations generated by advanced Al models and integrating various
approaches into cohesive detection systems—tailored to specific needs and use cases.
Ensuring the availability of these technologies on mobile platforms and embedded systems
is crucial for widespread adoption and protecting the integrity of information. Another key
issue is the efficient processing of high-resolution images and video materials, which are
increasingly subject to manipulation.

Ultimately, the effective fight against visual forgeries requires advanced technical
solutions, raising public awareness of potential threats, and promoting education to foster
critical multimedia content analysis.
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