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Abstract: An aggregatable subvector commitment scheme extends a vector commitment
scheme by enabling the aggregation of multiple proofs into a single compact subvector
proof. However, the existing schemes have to recompute proofs for each position when
inserting an element into the vector, incurring significant computational overhead. In this
paper, we propose a novel aggregatable subvector commitment scheme based on Newton
interpolation, which efficiently supports the addition of new elements. Specifically, the
proposed scheme allows incremental updates to the commitment and proofs for each posi-
tion, avoiding the requirement for full recomputation and thereby significantly reducing
computational overhead. Additionally, we employ the Karatsuba algorithm to efficiently
perform large-integer multiplication, which improves the aggregation and verification
of proofs. Finally, we implement the proposed scheme and conduct a detailed compari-
son with aSVC. Experimental results demonstrate that the proposed scheme achieves a
48× speedup when adding an element to a 16-length vector, as well as 2.13× and 1.73×
speedups for aggregating eight proofs and performing verification, respectively.

Keywords: vector commitment; Newton interpolation; aggregatable

1. Introduction
Vector commitment (VC) [1–14] allows the committer to submit an ordered sequence of

messages v = (v0, v1, v2, . . . , vn−1) of size n, generate a commitment value C that contains
all the messages for which we cannot tell whether the commitment value C is generated
for (v0, v1, v2, . . . , vn−1) or for (v′0, v′1, v′2, . . . , v′n−1), and also to generate its location proof
(π0, π1, π2, . . . , πn−1) for each position of the message at the location. When a verifier wants
to check if a specific message vi is at the i-th position, the committer sends the proof πi, the
commitment value C, and the message vi. The verifier uses this information to validate the
location proof πi. If the verification is successful, it confirms that vi is indeed located at the
i-th position.

VC is an efficient cryptographic tool that protects the privacy and integrity of data, and
thus, has a wide range of potential applications in several fields. For example, in the field of
blockchain technology, VC can protect user privacy and verify the validity of transactions.
In particular, in the VC [3]-based stateless cryptocurrency system, the verifier only needs
to store the vector commitment of the user’s account balance without maintaining the
state of the entire ledger. When a user initiates a transfer, he/she only needs to submit the
transaction and prove his/her account balance, and the validator will verify the correctness
of the balance upon receiving the transaction, and if the validation passes, the transaction
proceeds normally. Additionally, in the context of cloud storage, vector commitments [9]
enable users to generate compact proofs for their uploaded data, allowing cloud service
providers to verify data integrity efficiently. This approach significantly reduces storage
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requirements and communication overhead compared to conventional methods. Vector
commitments also exhibit substantial utility in the domains of zero-knowledge proofs.
Specifically, within zero-knowledge proof [1,15–17] protocols, they enable the prover to
demonstrate the satisfaction of specific set conditions without disclosing additional in-
formation. This is particularly valuable in large-scale data analytics or machine learning
applications, where vector commitments can validate the participation of individual data
points or the accuracy of computational outcomes, thereby enhancing the overall credibility
of data processing procedures.

In order to improve the efficiency of verification, some commitment schemes [3,8–10]
introduce the concept of subvector, i.e., multiple proofs of transactions can be aggregated into
a concise single proof, thus further reducing the verification overhead. After the verification
passes, we need to update the account status and its proofs in a timely manner in order to
improve the updating efficiency. Thus, some scholars have proposed new vector commitment
schemes [5–7], aiming to improve the efficiency of such updating. However, the existing
VC schemes mainly focus on vectors of fixed size. When a new value is appended to the
vector, the client has to recompute the commitment and proofs for all positions, leading
to significant computational overhead. In this work, we explore an efficient aggregatable
subvector commitment scheme that supports the dynamic addition of new values.

1.1. Our Contributions

In this paper, we propose a new aggregatable subvector commitment vector based
on Newton interpolation, which can efficiently update the commitment and proofs when
inserting a new value into the vector. Table 1 provides a brief comparison with previous
research work. Our primary contributions can be outlined as follows:

• This paper proposes a novel aggregatable subvector commitment scheme based on
Newton interpolation. When appending a value to the vector, it eliminates the need
to fully recompute the original commitment value and proofs. Instead, the client
incrementally updates the commitment and proofs for each position, significantly
reducing computational overhead.

• The Karatsuba algorithm can efficiently perform large-integer multiplication, which
can reduce the computational overhead from O(n2) to O(nlog2 3) for the multiplication
of two n-digit numbers. By leveraging this algorithm, our scheme improves the
efficiency of both aggregation and verification operations.

• We present a formal security analysis to prove that our scheme can achieve the security
of position binding. Furthermore, we provide a thorough implementation, and the
experiment results demonstrate that our scheme is more efficient at aggregation and
verification, and at updating the proofs when appending a new value. Specifically,
compared with aSVC, the proposed scheme achieves a 48× speedup when adding an
element to a 16-length vector, as well as 2.13× and 1.73× speedups for aggregating
eight proofs and performing verification, respectively.

Table 1. Comparison with previous work using aSVC.

Scheme |C| |πI | Aggregate Verify |πi| Verify |πI | UpdateAllProofs AddAllProofs

aSVC 1|G1| 1|G1| O(k log2 k) 1 O(k log2 k) O(n) O((n + l) log(n + l))

Our Scheme 1|G1| 1|G1| O
(
1.39( k

2 + 1)log2 3) 1 O
(
1.39( k

2 + 1)log2 3) O(n2) O(n + l2)

n is the vector size and k is the subvector size. All schemes have O(n)-sized parameters, |C| is the commitment size
of a vector of length n. UpdateAllProofs refers to the time required to update all proofs following a modification
to a single element within a vector. AddAllProofs is the time it takes to update all the other proofs when we add a
vector element and to compute the proof of the position of the newly added element, where l is the number of
nodes added.
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1.2. Related Work

Vector commitment is a new cryptographic primitive first proposed by the authors
of [1,15,16] as an alternative to Merkle trees [18]. It has several attractive properties, such
as compactness, constant-size proofs, and the ability to aggregate multiple proofs into a
single constant-size proof. Catalano et al. [2] constructed two vector commitment schemes
based on the CDH and RSA assumptions. Although both can achieve the basic functions of
commitment and proof, the RSA-based scheme still has room for improvement in aggrega-
tion efficiency. Lai et al. [8] further studied the new features of vector commitments and
proposed subvector commitments (SVCs) that support opening commitments on arbitrary
subsets of positions, and its proof size is related to the number of opened elements. In order
to make SVCs more efficient and suitable for distributed systems, Campanelli et al. [9] pro-
posed a new feature of vector commitments based on batch opening, namely incremental
aggregation, that supports unlimited proof aggregation. This method allows the already
aggregated proofs to continue to aggregate. They designed two implementations based on
unknown-order groups, which are similar to the scheme proposed by Boneh et al. [10], and
both implement constant-size public parameters, commitments and proofs, but the authors
of [10] only support single-hop aggregation. Tomescu et al. proposed the aSVC [3] scheme
based on KZG [1], which uses a polynomial method to calculate the aggregation proof, and
can simultaneously realize batch opening and aggregation of proofs, but the aggregation
efficiency needs to be improved. Hyperproofs proposed by Srinivasan et al. [5] is also
based on polynomials, but its aggregation algorithm uses the IPA [19] proof system, and
the actual aggregation overhead is large. In order to improve the efficiency of aggregation,
Wang et al. [6] proposed BalanceProofs, which takes aSVC [3] as input and outputs a
scheme with higher aggregation efficiency, but the aggregation efficiency of this scheme
is still not ideal. In order to further optimize the efficiency of the aggregation algorithm,
this paper proposes an improved scheme based on the polynomial calculation aggregation
proof method, and combines the idea of the Karatsuba algorithm to implement an efficient
aggregation algorithm.

In addition, the previous polynomial commitment scheme [1,3,5,6,13] will incur a lot
of computational overhead if the data set is to be dynamically increased. In order to meet
the above requirements, this paper proposes a new vector commitment scheme, which
uses a combination of Newton interpolation and the Karatsuba algorithm to construct an
efficient and aggregatable vector commitment scheme for dynamic data sets.

1.3. Organization

The sections of this paper are arranged as follows: Section 1 introduces the backgound,
contributions and related work. Section 2 provides the relevant tools for constructing
the scheme, including Newton interpolation, Karatsuba algorithm, and bilinear pairing.
Section 3 explains the construction of the proposed vector commitment scheme. Section 4
gives the security analysis of our scheme. The simulation results and discussions are
presented in Section 5. Finally, the conclusion is given in Section 6.

2. Preliminaries
This section will give the required symbols and briefly introduce some preliminaries,

such as Newton interpolation, bilinear map, vector commitment and Karatsuba algorithm.
Notation. Here is the mathematical notation used in this paper: let λ be a security

parameter, negl(·) be a negligible function, and poly(·) be any function upper-bounded
by some univariate polynomial. The vector v = (v0, v1, v2, . . . , vn−1) contains n elements,
where each element vi ∈ Zp [20].
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2.1. Newton Interpolation

Given n interpolation points (x0, v0), (x1, v1), . . . , (xn−1, vn−1), where no two xi are
the same, the Newton interpolation polynomial is a linear combination of Newton basis
polynomial. We can express the Newton interpolation function as follows:

N(x) = ∑
i∈[0,n)

ai · wi(x). (1)

We denote the i-th basis polynomial of the Newton interpolating polynomials [21] as

wi(x) =
i−1

∏
j=0

(x− xj), (2)

where w0(x) = 1. The coefficients are defined as

ai = [v0, v1, v2, . . . , vi], (3)

where [v0, v1, v2, . . . , vi] is the notation for the difference quotient, and the specific calcula-
tion process is as follows:

a0 = [v0] = v0

a1 = [v0, v1] =
v1 − v0

x1 − x0

a2 = [v0, v1, v2] =
[v1, v2]− [v0, v1]

x2 − x0

a3 = [v0, v1, v2, v3] =
[v1, v2, v3]− [v0, v1, v2]

x3 − x0

a4 = [v0, v1, v2, v3, v4] =
[v1, v2, v3, v4]− [v0, v1, v2, v3]

x4 − x0

· · ·

an−1 = [v0, v1, v2, . . . , vn−1] =
[v1, v2, . . . , vn−1]− [v0, v1, . . . , vn−2]

xn−1 − x0

(4)

Therefore, the Newtonian polynomials are expanded in the following form:

N(x) = [v0] + [v0, v1](x− x0) + · · ·+ [v0, v1, . . . , vn−1](x− x0)(x− x1) · · · (x− xn−2). (5)

We can see that ∀i ∈ [0, n), N(xi) = vi.
Both Newton interpolation and Lagrange interpolation are classic interpolation meth-

ods, but Newton interpolation has unique advantages. It uses the difference quotient form
to gradually construct the interpolation polynomial, which has computational superiority;
when a new interpolation point needs to be added, the previously calculated difference
quotient result can be directly used, and only the newly added high-order difference quo-
tient terms need to be calculated, thus avoiding the cost of complete recalculation. This
progressive construction feature makes Newton interpolation particularly efficient when
dealing with dynamically growing data sets. In contrast, Lagrange interpolation requires
reconstructing all basis functions for each new point added.

2.2. Bilinear Pairing

We denote the parameters associated with the pairing by using (p, e,G1,G2,GT , g1, g2).
In particular, G1,G2 and GT are all groups of order prime p, where gi is the generator
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of Gi. Define e as G1 × G2 → GT to be a bilinear pairing that satisfies the following
properties [22–25]:

• Bilinearity: ∀u ∈ G1, w ∈ G2 and a, b ∈ Zp it is e(ua, wb) = e(u, w)ab.
• Non-degeneracy: e(g1, g2) ̸= 1.
• Computable: For all u ∈ G1, w ∈ G2, we have an efficient algorithm to compute

e(u, w).

To simplify the description of the protocol, we consider G1 and G2 as the same group
G and use the same generating element g.

2.3. Vector Commitment

Informally, VC allows the submission of an ordered sequence of values that can be
subsequently verified against a specific position. We recall a formal definition of vector
commitment in Hyperproofs [5].

Definition 1 (VC). A VC scheme is a set of the following nine PPT algorithms:

• Gen(1λ, n) → pp: Inputting vector size n and security parameter λ outputs the public
parameters.

• Commit(pp,v)→ (C,aux): Inputting vector v = {v0, v1, . . . , vn−1} outputs commitment C
and auxiliary information aux.

• Open(pp, i,v, aux)→ πi: Inputting the position index i, the vectors v and aux outputs proof
πi at index i.

• OpenAll(pp, v)→ {π0, π1, π2, . . . , πn−1}: Inputting vector v outputs proofs at all positions
π0, π1, . . . , πn−1.

• Agg(pp,I, (πi, vi)i∈I)→ πI : For the aggregate set I ⊆ [0, n), inputting the proofs {πi}i∈I

and the values {vi}i∈I outputs πI , which is an aggregated proof of constant size.
• Verify(pp, C, I, {vi}i∈I , πI) := {0, 1}: Inputting values {vi}i∈I , commitment C and aggre-

gate proof πI outputs either 0 or 1.
• UpdateCom(pp, C, i, δ)→ C′: Inputting update index i, update value δ and commitment C

outputs the update commitment C′ after changing δ at position i.
• UpdateProof(pp,i, δ, j, πj)→ π′j: Inputting update index i, update value δ, index j and proof

πj outputs updated proof π′j after changing δ at position i.

• UpdateAllProofs(pp, i, δ, {πj}j∈[0,n), aux)→ ({π′j}, aux′): Inputting update index i, update
value δ, all proofs {πj}j∈[0,n)] and auxiliary information aux outputs all updated proofs
{π′j}j∈[0,n)] and updated auxiliary information aux′ after changing δ at position i.

Definition 2 (VC Correctness). For any security parameter λ and ∀i ∈ [0, n),

Pr


pp← Gen(1λ, n),

C ← Commit(pp, v)
πi ← Open(pp, i, v, aux) :
Ver(pp, C, i, vi, πi) = 1

 = 1 (6)

Definition 3 (Position Binding). For any PPT adversary A,

Pr


pp← Gen(1λ, n),

(C, i, vi, v′i, πi, π′i)← A(1λ, pp) :
1← Ver(pp, C, i, vi, πi)∧
1← Ver(pp, C, i, v′i, π′i)∧

vi ̸= v′i

 ≤ negl(λ) (7)
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Definition 4 (Correctness of Proof Aggregation). For the security parameter λ, vector size n,
vector v and any set of positions I ⊆ [0, n),

Pr


pp← Gen(1λ, n),
C ← Com(pp, v),

πi ← Open(pp, i, vi),
πI ← Agg(pp, I, {vi, πi}i∈I),
1← Ver(pp, C, I, {vi}i∈I , πI)

 = 1 (8)

Definition 5 (Correctness of Commitment Update). For the security parameter λ, vector size n
and vector v, the update occurs at the i-th position, where v′i = vi + δ, and the updated vector is v′:

Pr


pp← Gen(1λ, n),
C ← Com(pp, v),

C′ ← UpdateCom(pp, C, i, δ),
C′′ ← Com(pp, v′),

C′ = C′′

 = 1 (9)

Definition 6 (Correctness of Proof Update). For the security parameter λ, the vector size n and
the entire vector v, the update occurs at the i-th position, where v′i = vi + δ:

Pr



pp← Gen(1λ, n),
πj ← Open(pp, j, vj),

π′j ← UpdateProof(pp, i, j, δ, πj),
π′′j ← Open(pp, j, vj),

1← Ver(pp, C, j, vj, π′j)∧
1← Ver(pp, C, j, vj, π′′j )∧

π′j = π′′j


= 1 (10)

2.4. Karatsuba Algorithm

This section presents the theoretical foundations and implementation of the Karatsuba
algorithm (KA) [26–28]. This algorithm also makes a significant contribution to our paper.

KA was proposed by Anatolii Karatsuba [28] in 1962 and represents a major advance-
ment in computational number theory, especially in the area of large-integer multiplication.
The multiplication of two n-digit numbers using traditional methods requires O(n2) single-
digit multiplications. However, Karatsuba’s method reduces this to O(nlog2 3) ≈ O(n1.585),
marking a significant improvement in the efficiency of the algorithm. A notable feature of
KA is its natural adaptability to recursive implementation, which enhances the versatility
and efficiency of the algorithm in practical applications.

KA provides an innovative computational method for polynomial multiplication. By
comparing the traditional algorithm with KA, we can deeply understand its advantages.
Consider the product operation of two degree-t polynomials Φ(x) and Ψ(x).

2.4.1. Ordinary Calculation: Degree-t Polynomials

Consider two degree-t polynomials where n = t + 1, i.e., each with n coefficients:

Φ(x) =
t

∑
i=0

ϕixi, Ψ(x) =
t

∑
i=0

φixi. (11)

Assume t = 1, then
Φ(x) = ϕ1x + ϕ0, Ψ(x) = φ1x + φ0. (12)
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Then, the product C(x) = Φ(x)Ψ(x) is calculated as

C(x) = (ϕ1x + ϕ0)(φ1x + φ0)

= (ϕ1 · φ1)x2 + (ϕ1 · φ0)x + (ϕ0 · φ1)x + (ϕ0 · φ0)

= (ϕ1 · φ1)x2 + (ϕ1 · φ0 + ϕ0 · φ1)x + (ϕ0 · φ0).

(13)

To obtain the polynomial C(x), we need to compute four multiplications and one addition.
Further, if t > 1, then we need to compute n2 multiplications and (n− 1)2 additions.

2.4.2. Recursive KA: Polynomials of Arbitrary Degree

In this subsection, we will describe how KA can be used to implement a method
for multiplying two arbitrary polynomials Φ(x) and Ψ(x) with number of coefficients n.
Consider two degree-t polynomials with n = t + 1 coefficients:

Φ(x) =
t

∑
i=0

ϕixi, Ψ(x) =
t

∑
i=0

φixi. (14)

Assume t = 1, then
Φ(x) = ϕ1x + ϕ0, Ψ(x) = φ1x + φ0. (15)

Let D0, D1, D01 be auxiliary variables with

D1 = ϕ1 · φ1, D0 = ϕ0 · φ0, D01 = (ϕ1 + ϕ0)(φ1 + φ0). (16)

Then, the polynomial C(x) = Φ(x)Ψ(x) can be calculated in the following way:

C(x) = D1x2 + (D01 − D0 − D1)x + D0. (17)

We need four additions and three multiplications to compute C(x). Compared to the
Ordinary Calculation, we reduce the number of multiplication operations by one, but need
to perform three additional addition operations.
Assume t = 2, then

Φ(x) = ϕ2x2 + ϕ1x + ϕ0, Ψ(x) = φ2x2 + φ1x + φ0. (18)

We can calculate the following variables:

D0 = ϕ0 · φ0, D1 = ϕ1 · φ1, D2 = ϕ2 · φ2

D0,1 = (ϕ0 + ϕ1) · (φ0 + φ1), D0,2 = (ϕ0 + ϕ2) · (φ0 + φ2), D1,2 = (ϕ1 + ϕ2) · (φ1 + φ2).
(19)

Then, the polynomial C(x) = Φ(x)Ψ(x) can be calculated in the following way:

C(x) = D2x4 + (D1,2 − D1 − D2)x3 + (D0,2 − D2 − D0 − D1)x2 + (D0,1 − D1 − D0)x + D0 (20)

The above steps are the process of multiplying two polynomials of 1-degree and
2-degree. In the following, we describe the steps of the algorithm for multiplying two
polynomials of any degree. The details are described in Algorithm 1.

Defining Add and Mul as the number of addition and multiplication operations [26],
respectively, the complexity of the polynomial multiplication algorithm with a coefficient
number of n can be expressed as

Mul = 1.39nlog2 3; Add ≤ 7nlog2 3. (21)
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This concludes our introduction to the KA theory, which we applied to our scheme to
reduce the complexity and improve its efficiency.

Algorithm 1 KA

Input: Φ(x) = ∑t
i=0 ϕixi, Ψ(x) = ∑t

i=0 φixi

Output: C(x)
1: n = max(degree(Φ), degree(Ψ))+1
2: if n = 1 then
3: Output: Φ ·Ψ
4: else
5: for j = 1 to n− 1 do
6: Dj := ϕj · φj
7: end for
8: for r = 1 to 2n− 3 do
9: Ds,d := (ϕs + ϕd) · (φs + φd) for all s and d with s + d = r and d > s ≥ 0

10: end for
11: c0 = D0
12: c2n−2 = Dn−1
13: for i = 0 to 2n− 2 do
14: if i is odd then
15: ci = ∑s+d=i;d>s≥0 Ds,d −∑s+d=i;n>d>s≥0(Ds + Dd)
16: else
17: ci = ∑s+d=i;d>s≥0 Ds,d −∑s+d=i;n>d>s≥0(Ds + Dd) + Di/2
18: end if
19: end for
20: end if
21: return C(x) = Φ(x)Ψ(x) = ∑2n−2

i=0 ci · xi

3. The Proposed Scheme
Vector commitment is a basic building block in cryptography and zero-knowledge

proof systems. In previous schemes, we have investigated various construction methods of
VC [1–14], for instance, based on the accumulator, Lagrangian, tree structure, etc.; however,
all the above schemes follow the premise that the vector size remains unchanged. In this
section, we explore a novel vector commitment scheme based on Newton’s interpolation.
Similar to the previous scheme, we can create concise commitments for a given vector while
maintaining an efficient aggregation and validation process. In addition, the proposed
scheme can efficiently update the commitment and proofs when new vector nodes are
added. The model diagram of our scheme is shown in Figure 1. The model is broadly
divided into four phases, i.e., the commitment phase, the opening and validation phase,
the update phase, and the addition phase.

Vector commitment based on Newton interpolation.The basic principle of our scheme
is similar to that of KZG [1] and aSVC [3], which are all based on polynomial interpolation.
However, the difference is that KZG [1] and aSVC [3] are based on Lagrange interpolation,
whereas our scheme is constructed using Newtonian polynomials. The specific formalized
algorithm is as follows:

• Gen(1λ, n)→ pp: It takes as input the size of the vector n and security parameter λ,
and outputs the public parameter pp. First, it computes two groups G and GT of order
prime p for which there exists a symmetric bilinear pairing e : G×G→ GT . Then, the

generators g $←− G and τ
$←− Z∗p are chosen at random and generate an (n + 1)-tuple
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(g, gτ , gτ2
, . . . , gτn

). Additionally, a mapping PrimeGen is defined to map an integer to
a prime, such that PrimeGen(i)→ pi. Finally, it outputs

pp =

g, gτ , gτ2
, . . . , gτn

PrimeGen.

• Commit(pp, v) → C: It takes as input a vector v = {v0, v1, v2, v3, . . . , vn−1}, and
generates the number of n primes pi by invoking PrimeGen(i) → pi for 0 ≤ i ≤
n − 1. Given n interpolation points (p0, v0), (p1, v1), . . . , (pn−1, vn−1), it computes
the Newton interpolating polynomial N(x) such that N(pi) = vi. We represent
N(x) = ∑i∈[0,n) ai · wi(x) = ∑i∈[0,n) sixi. The commitment for v is

C = ∏i∈[0,n)(gτi
)si . (22)

• Open(pp, i, v)→ πi: Upon inputting position index i, vector v, it outputs proof πi. In
particular, it calculates the following polynomial:

qi(x) =
N(x)− vi

x− pi
, (23)

and then the proof is πi = gqi(τ). That is, πi for the value vi at the i-th position of the
vector v is the commitment to the polynomial qi(x).

• OpenAll(pp, v) → {π0, π1, . . . , πn−1}: Upon inputting the vector v, we can call the
Open algorithm to output all proofs π0, π1, . . . , πn−1 in sequence.

• Agg(pp, I, (πi, vi)i∈I) → πI : Upon inputting the index set I ⊆ [0, n) at which the
proofs are to be aggregated, the set of messages {vi}i∈I corresponding with proofs
{πi}i∈I , it aggregates multiple proofs into a proof πI of constant size for the set I.
Specifically, πI is a commitment to the following polynomial:

qI(x) =
N(x)− R(x)

AI(x)
(24)

where R(x) satisfies R(pi) = vi for i ∈ I, AI(x) = ∏i∈I(x− pi), and AI(x) is calcu-
lated as shown in Algorithm 2.

Algorithm 2 MultiplyAll

Input: PolyI [0, |I|) = {(x− pi)}i∈I
Output: AI(x)

1: if |I| = 1 then
2: Output: AI(x) = PolyI [0]
3: else
4: mid =⌊|I|/2⌋
5: left_result = MultiplyAll (PolyI [0 : mid))
6: right_result = MultiplyAll (PolyI [mid : |I|))
7: end if
8: return AI(x) = KA(left_result, right_result)= ∏i∈I(x− pi)

Similar to aSVC [3], the specific form of qI(x) is

qI(x) =
N(x)− R(x)

AI(x)
= ∑

i∈I

qi(x)
A′I(pi)

, (25)
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where the derivative A′I(x) of AI(x) can be expressed as A′I(x) = ∑i∈I(AI(x)/(x−
pi)). Let ci =

1
A′I(pi)

; then, our aggregate proof πI = ∏i∈I π
ci
i , and the polynomial

AI(x) can be computed with the help of KA in time complexity O(1.39( |I|2 + 1)log23),
while its derivative A′I(x) has computational complexity O(I). Therefore, it is possible
to obtain all ci in O(1.39( |I|2 + 1)log23).

• Verify(pp, C, I, {vi}i∈I , πI) → {0, 1}: Upon inputting the index set I at which the
proofs are to be aggregated, the set of messages {vi}i∈I , the batch proof πI and
commitment value C, it outputs 1 iff:

e(C/gRI(τ), g) = e(πI , gAI(τ)), (26)

where AI(x) = ∏i∈I(x− pi), and R(x) satisfies R(pi) = vi for i ∈ I. When i ∈ I and
|I| = 1, we can verify that πi passes the following equation:

e(C/gvi , g) = e(πi, gτ−pi ) (27)

• UpdateCom(pp, C, i, δ) → C′: Upon inputting the original commitment value C,
the updated index i, and the difference δ at the updated index, it calculates the
new interpolation polynomial F(x) = εixi, where εi is the interpolation polynomial
coefficient, and outputs the new commitment value C′ = ∏i∈[0,n)(gτi

)εi .

• UpdateAllProofs(pp, i, δ, {πj}j∈[0,n))→ {π′j}j∈[0,n): Upon inputting the index i at the
update and difference between message update δ, it can calculate the updated Newton
interpolation polynomial, and output all proofs by calling it OpenAll.

• UpdateProof(pp, i, δ, j, πj) → π′j: Upon inputting the index i of the update location,
the message update difference δ, the index j and the proof πj, calculate the updated
Newton interpolation polynomial, call the algorithm Open, and output the updated
proof π′j to reflect the message at position i changing by δ.

• AddCom(pp, C, v′) → C′: Input the original commitment value C and the vector
v′ = {v, vn, vn+1, . . . , vn+l−1} after adding the node, where l represents the number of
nodes we want to add. Call Gen(1λ, n + l){l∈N,l<n} → pp′ to obtain the new public
parameter pp′.

pp′ =


(g, gτ , gτ2

, . . . , gτn+l
)i∈[0,n+l]

(ui,j)(i∈[n,n+l),j∈[0,n)) = g
ωi(τ)
τ−pj

PrimeGen

where PrimeGen(i) = pi. Compute the new difference quotient values (ai)i∈[n,n+l), and
we can obtain a new polynomial f (x) = ∑i∈[n,n+l) ai(∏i−1

j=0(x− pj)) = ∑i∈[0,n+l) sixi.
Output

C′ = C ·∏i∈[0,n+l)(gτi
)si . (28)

• AddProof(pp′, (i, ai)i∈[n,n+l), πj) → π′j: Whenever we add a new vector node, the
original proof changes. Entering the index i of the newly added node and adding the
difference quotient value ai requires updating the proof πj. Add a new node and the
interpolating polynomial changes as follows:

N′(x) = ∑
i∈[0,n]

ai · wi(x) = N(x) + wn(x) · an. (29)
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At this point, the quotient polynomial of our computational proofs changes as follows:
if j ̸= n,

q′j(x) =
N′(x)− vj

x− pj
=

N(x)− vj + wn(x) · an

x− pj
= qj +

wn(x) · an

x− pj
. (30)

Store un,j = g
wn(τ)
τ−pj in the public parameter as the update parameter, then π′j =

πj · (un,j)
an . Otherwise, we need to call the algorithm the Open(pp′, n, v′) algorithm to

calculate the proof at position j = n.
• AddAllProof(pp′, {πj}j∈[0,n), (i, ai)i∈[n,n+l)) → π′j: Input the index i of the added

node and the value ai of the added difference quotient. If j = i, call the algorithm
Open(pp′, j, v′)→ πj, where πj = gqj(τ). If j ̸= i, return π′j = πj ·∏i∈[n,n+l)(ui,j)

ai .

The above algorithm introduces the specific algorithm construction of the vector
commitment scheme based on Newton interpolation polynomial in detail. Compared with
the traditional Lagrangian-based vector commitment scheme construction, our scheme
innovatively introduces a dynamic node addition mechanism, breaks through the limitation
of fixed dimension and enables the vector scale to be flexibly expanded. And in Section 5, its
performance is comprehensively evaluated through experiments. The experimental results
show that this scheme achieves more flexible dynamic characteristics while maintaining
computational efficiency.

Figure 1. Our scheme’s model. The committer selects a vector to commit, usually a vector
v = {v0, v1, v2, v3, . . . , vn−1}. The vector is transformed into a commitment C and the C is sent
to the verifier. The commitment is an encrypted or hidden form that contains information about the
vector. The verifier receives the commitment C, the vector value vi at a location i and its location proof
πi, and verifies that vi is indeed stored at the i-th location. Additionally, our model consists of two
critical phases: the Update Algorithm and the Addition Algorithm. During the Update Algorithm
phase, by specifying the difference δ and the corresponding update index i, the committer can update
the commitment and proofs. In the Addition Algorithm phase, after inserting a new value vn, the
committer has to update the commitment and proofs accordingly.

4. Security Analysis
4.1. Assumptions

In this section, the soundness for our scheme is validated based on the following assump-
tions.
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Assumption 1 (t-Strong Diffie–Hellman (t-SDH) [29]). Selecting τ ∈R Z∗p uniformly at

random, provided the input (t + 1)-tuple (g, gτ , . . . , gτt
) ∈ Gt+1, against any adversary At−SDH,

we define the condition for any c ∈ Gp {−τ} as follows:

Pr

[
At−SDH(g, gτ , . . . , gτt

) = (c, g
1

τ+c )
]
≤ negl(λ). (31)

Assumption 2 (t-Strong Bilinear Diffie–Hellman (t-SBDH) [30,31]). Selecting τ ∈R Z∗p
uniformly at random, provided the input (t + 1)-tuple (g, gτ , . . . , gτt

) ∈ Gt+1, against any
adversary At−SBDH, we define the condition for any c ∈ Gp {−τ} as follows:

Pr

[
At−SBDH(g, gτ , . . . , gτt

) = (c, e(g, g)
1

τ+c )
]
≤ negl(λ) (32)

For the above assumptions, they will be used to prove the soundness for our scheme.

4.2. Security Proof

This section will prove the soundness of our scheme by the following lemmas. To
prove the soundness of the scheme, we use the counterfactual idea that if there exists
an adversary A who successfully attacks the soundness of our scheme, then let us show
how to construct an adversary B to violate the above assumptions. We assume that the
adversary A returns an individual proof, and then returns an aggregated proof.

Lemma 1 (Soundness of Individual Proof). The individual proof of our scheme is sound under
t-SDH (see Assumption 1):

Pr


pp← Gen(1λ, n),

(C, i, vi, v′i, πi, π′i)← A(1λ, pp) :
1← Ver(pp, C, i, vi, πi)∧
1← Ver(pp, C, i, v′i, π′i)∧

vi ̸= v′i

 ≤ negl(λ) (33)

Proof. First, suppose that B obtains the t-SDH parameter (gτi
)i∈[0,n). B guesses the forged

index i of A with probability 1
poly(λ) (λ is a security parameter). Subsequently, B adapts

the SDH public parameters to the protocol public parameters and devises the equation
τ − pi = r0(τ − c), where r0 is chosen randomly. Finally, B calls A using the adjusted
public parameters as input. A should output the forged index i, the commitment C, and
the different proofs πi, π′i at the same index i.

e(C/gvi , g) = e(πi, gτ−pi )

e(C/gv′i , g) = e(π′i , gτ−pi )
(34)

Dividing the two equations gives the following result:

e(gv′i−vi , g) = e(πi/π′i , gτ−pi ) (35)

Substituting τ − pi = r0(τ − c) into the above equation yields:

e(g, g)v′i−vi = e(πi/π′i , gr0)τ−c (36)

Organizing the above equation, we finally obtain

e(g, g)
1

τ−c = e(πi/π′i , gr0)
1

v′i−vi , (37)



Appl. Sci. 2025, 15, 554 13 of 17

which breaks the t-SDH. Then, we present the soundness lemma for aggregated proof.

Lemma 2 (Soundness of Aggregated Proof). Aggregated Proof of our scheme is sound under
t-SBDH (see Assumption 2). For the security parameter λ, and ∀i ∈ [0, n), where I is defined in
Section 3, in the same way, we define J ⊆ [0, n):

Pr



pp← Gen(1λ, n),
(C, I, J, RI(x), RJ(x), πI , πJ)← A(1λ, pp)

1← Ver(pp, C, I, vI , πI)∧
1← Ver(pp, C, J, vJ , πJ)∧

∃ i ∈ I
⋂

J,
such that RI(pi) ̸= RJ(pi)


≤ negl(λ) (38)

Proof. We construct the adversary B to break the t-SBDH hypothesis as an illustration
of the contradiction that would arise if there existed an adversary A that could break
Lemma 2. The procedure is as follows: B first predicts the index i of the A forgery, where
the index i is the intersection of the two sets of positions I, J. Secondly, B adjusts the SBDH
public parameters to the protocol public parameters by crafting the equation such that
τ − pi = r1(τ − c), where r1 is chosen randomly. Finally, B calls A using the adjusted
public parameters as input. A should output two index sets I, J, the commitment C, two
aggregated proofs πI , πJ and two polynomials RI(x), RJ(x). Let AI(x) = ∏i∈I(x − pi),
and similarly, AJ(x) = ∏j∈J(x− pj). Then, the following condition holds:

e(C/gRI(τ), g) = e(πI , gAI(τ))

e(C/gRJ(τ), g) = e(πJ , gAJ(τ)).
(39)

Dividing the two equations gives the following result:

e(gRJ(τ)−RI(τ), g) = e(πI/πJ , gAI(τ)−AJ(τ)). (40)

Let RI(pi) = vi and RJ(pi) = v′i. We can organize RI(x) as RI(τ) = qi(τ − pi) + vi.
Similarly, RJ(τ) = q′i(τ − pi) + v′i. After organizing, we can obtain the following equation:

e(gq′i(τ−pi)+v′i−(qi(τ−pi)+vi), g) = e(πI/πJ , gAI(τ)−AJ(τ))

e(gq′i−qi , g)(τ−pi) · e(gv′i−vi , g) = e(πI/πJ , gAI(τ)−AJ(τ))
(41)

We can decompose (x− pi) from AI(x), thus obtaining AI(x) = ϵI(x)(x− pi), and similarly,
AJ(x) = ϵJ(x)(x− pi). Substituting this into the above equation and organizing it yields
the following equation:

e(gq′i−qi , g)(τ−pi) · e(gv′i−vi , g) = e(
πI
πJ

, gϵI(τ)(τ−pi)−ϵJ(τ)(τ−pi))

e(gq′i−qi , g)τ−pi · e(g, g)v′i−vi = e(
πI
πJ

, gϵI(τ)−ϵJ(τ))τ−pi .
(42)

Substituting τ − pi = r1(τ − c) into the above equation yields:

e(gq′i−qi , gr1)τ−c · e(g, g)v′i−vi = e(
πI
πJ

, gϵI(τ)−ϵJ(τ))r1(τ−c). (43)
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Take out (τ − c) from the above equation and continue to rearrange the equation:

e(g, g)v′i−vi =

(
e(πI/πJ , gr1

(
ϵI(τ)−ϵJ(τ)

)
)

e(gq′i−qi , gr1)

)τ−c

. (44)

Finally, to obtain the following equation, let v′i − vi = µ:

e(g, g)
1

τ−c =

(
e(πI/πJ , gr1

(
ϵI(τ)−ϵJ(τ)

)
)

e(gq′i−qi , gr1)

) 1
µ

, (45)

which breaks the t-SBDH assumption, given that commitments to ϵI(x), ϵJ(x), qi(x), q′i(x)
can be directly reconstructed using RI(x), RJ(x), I, J.

5. Experimental Evaluations
This section analyzes the performance of variable commitment schemes. We imple-

mented the above algorithms in Python and chose the BLS12-381 curve on the py-ecc
library, which is a pairing-friendly elliptic curve and an elliptic curve for polynomial com-
mitments that provides 128-bit security. For the hardware device on which the algorithm is
implemented, we use a 12th Gen lntel (R) core (TM) i5-124000 processor, which operates at
a frequency of 2.5 GHz, 16 GB of RAM.

Comparison. Figure 2 shows a performance comparison experiment between the
commitment scheme proposed in Section 3 and aSVC [3]. To ensure the fairness of the
experiments, both schemes run on the same hardware platform and both use the BLS12-381
elliptic curve parameters. In the experiments, we obtained the source code of aSVC from
GitHub, and also evaluated the computational efficiency of the two schemes in Python
environment to obtain objective performance data. The experimental results show the
performance of the two schemes in terms of time overhead for different vector lengths (i.e.,
24, 25, 26, . . . , 210).

UpdateAllProofs. The experimental results shown in Figure 2a indicate that, in terms
of updating all proofs, the aSVC [3] approach exhibits superior time efficiency across
various vector lengths compared to our proposed scheme. This discrepancy stems from
the fact that our scheme directly invokes the OpenAll algorithm, resulting in a higher
computational complexity. Therefore, improving the efficiency of proof-updating in our
scheme is the aim of our future work.

Aggregation. Figure 2b shows the efficiency of proof aggregation. We fixed the
number of aggregated proofs at eight, and the report the time efficiency across various
vector lengths. By employing the Karatsuba algorithm, our scheme significantly reduced
the time overhead of the aggregation process. The results show that the time overhead for
the aggregation algorithm in aSVC is approximately 2.13× higher than that in our scheme.
This significant reduction highlights the practical benefits of our scheme.

Verification. Figure 2c presents the comparative performance metrics between our
scheme and aSVC [3] during the verification phase of aggregated proofs. By integrating
the Karatsuba algorithm into the verification process, the proposed approach significantly
improves verification efficiency. Experimental results reveal that the time overhead for the
verification algorithm in aSVC is approximately 1.73× higher than that in our scheme. The
results show that this significant reduction highlights the practical benefits of our scheme.

AddAllProofs. Figure 2d depicts the time overhead incurred when updating all proofs
after adding a vector node across different vector lengths. The results demonstrate that the
time efficiency of our scheme is significantly better than that of aSVC. This is due to the fact
that the aSVC scheme uses Fast Fourier Transform and Lagrange interpolation algorithms,
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which are closely related to the length of the vectors, and this feature implies that when
adding a new vector node, the aSVC has to call the OpenAll algorithm to recalculate all
the existing proofs. In contrast, our scheme uses an incremental vector node construction
method, i.e., when adding a new vector node, only the incremental portion needs to be
computed to achieve incremental updating of the proofs, without having to call the OpenAll
algorithm to recompute all the proofs. This design reduces the computational overhead
of the proof updating process and can greatly reduce the consumption of computational
resources in practical applications.

(a) Update Efficiency (b) Aggregation Efficiency

(c) Verification Efficiency (d) Addition Efficiency

Figure 2. Performance comparison. (a) The time required to update all the proofs against aSVC and
our scheme at different vector lengths; (b) the time required to aggregate some of the proofs against
aSVC and our scheme with different vector lengths; (c) the time required to verify the aggregated
proofs against aSVC and our scheme with different vector lengths; and (d) the time required to update
all proofs at different vector lengths for aSVC and our scheme after adding nodes.

6. Conclusions
In this paper, we propose a novel aggregatable subvector commitment scheme based

on Newton interpolation, which can effectively support the addition of new elements.
Specifically, the proposed scheme allows for the incremental updating of commitments
and proofs for each position, avoiding the requirement of full recomputation, and thus,
reducing the computational overhead. In addition, we employed the Karatsuba algorithm
(KA) to efficiently perform large-integer multiplication, which improves the efficiency
of proof aggregation and verification. However, the efficiency in updating proofs when
modifying elements still needs to be improved. In future work, our research direction will
further optimize the updating efficiency, which will directly contribute to the widespread
deployment of vector commitment techniques in practical applications.
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