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Abstract

Bridge health monitoring is critical for infrastructure safety, especially with the growing
deployment of IoT sensors. This work addresses the challenge of securely storing large
volumes of sensor data and extracting actionable insights for timely damage detection. We
propose BIONIB, a novel framework that combines an unsupervised machine learning
approach called the Novelty Index (NI) with a scalable blockchain platform (EOSIO) for
secure, real-time monitoring of bridges. BIONIB leverages EOSIO’s smart contracts for
efficient, programmable, and secure data management across distributed sensor nodes.
Experiments on real-world bridge sensor data under varying loads, climatic conditions,
and health states demonstrate BIONIB’s practical effectiveness. Key findings include CPU
utilization below 40% across scenarios, a twofold increase in storage efficiency, and accept-
able latency degradation, which is not critical in this domain. Our comparative analysis
suggests that BIONIB fills a unique niche by coupling NI-based detection with a decen-
tralized architecture, offering real-time alerts and transparent, verifiable records across
sensor nodes.

Keywords: blockchain; IoT; bridge health; structural health monitoring

1. Introduction
Bridge health monitoring is an essential component of infrastructure maintenance, par-

ticularly as aging transportation networks require constant evaluation to ensure safety and
performance. With the advancement of Internet of Things (IoT) technologies, it has become
possible to collect continuous, real-time sensor data from bridges, enabling data-driven
structural health monitoring (SHM) [1–3]. However, this abundance of data introduces
critical challenges in terms of secure storage, efficient processing, and timely detection of
structural anomalies. Traditional centralized data handling approaches face limitations in
ensuring data integrity, scalability, and real-time decision-making [4].

Recent developments in blockchain technology offer promising solutions to these is-
sues. Due to their decentralized, tamper-resistant architecture, blockchains provide a secure
framework for recording and sharing high-frequency sensor data. When combined with
smart contracts, blockchains can enable programmable, automated responses to structural
health events [5–7]. Despite their advantages, blockchains have seen limited integration
with lightweight, unsupervised SHM techniques that are suitable for deployment on edge
devices. Existing works typically rely on heavyweight models, such as deep learning archi-
tectures, which are not optimized for real-time performance in constrained environments.
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To address this gap, we propose BIONIB: Blockchain-based IoT using Novelty Index
in Bridge Health Monitoring. BIONIB integrates a lightweight, unsupervised anomaly
detection technique—the Novelty Index (NI)—with the high-throughput EOSIO blockchain
platform. This integration enables secure storage, decentralized processing, and real-time
alerting based on structural health conditions. Unlike prior SHM systems, BIONIB avoids
storing raw time-series data and instead computes a compact NI representation from
sensor streams, significantly improving storage and retrieval efficiency. EOSIO’s parallel
processing capabilities are leveraged to scale the system across a large number of sensors
and bridge sites.

The main contributions of this work can be summarized as follows:

• We propose a scalable blockchain-based framework utilizing the EOSIO platform to
efficiently manage and analyze IoT sensor data in bridge health monitoring. This
system ensures secure and transparent storage, integrity, and traceability of structural
data across distributed networks.

• We integrate a smart contract system that ingests NI values in real time and auto-
matically triggers alerts when a threshold is crossed. This design enables prompt
identification of unhealthy bridge states without relying on centralized infrastructure.

• By storing only NI values rather than full time-series sensor data, BIONIB achieves
an over 99.9% data reduction, improving blockchain storage efficiency and lowering
transaction overhead.

• We evaluate the scalability and efficiency of BIONIB under varying numbers of IoT
sensors and blockchain nodes. Results show that throughput scales linearly while
CPU utilization remains stable below 40%, validating the system’s robustness and
suitability for large-scale SHM deployments.

The remainder of this article is organized as follows. Section 2 reviews related
work in SHM, IoT, and blockchain integration. Section 3 presents the network archi-
tecture of the proposed system. Section 4 discusses the data collection process and NI
calculation. Section 5 details the BIONIB algorithm and smart contract implementation.
Section 6 reports performance evaluation results. Section 7 outlines a discussion of chal-
lenges and advantages of the proposed approach. Finally, Section 8 concludes the paper
and outlines directions for future work.

A preprint of this work is available on arXiv (https://arxiv.org/abs/2402.14902)
(accessed on 25 September 2025.).

2. Related Work
Blockchains have recently become popular in the IoT, healthcare, smart-grid, supply-

chain, and many other fields for their immutability, secure storage, and decentralization [8].
Many studies have been conducted concentrating on the applications of blockchains for
specific IoT sensors and tasks [9]. In this section, we present a review of the literature
related to our research.

2.1. IoT Based Blockchain

In [5], a survey is presented showing various applications of blockchains in IoT.
The survey [5] also focuses on the challenges posed by the current centralized IoT models,
and recent advances made both in industry and research to solve these challenges for
effectively using blockchains to provide a decentralized, secure medium for the IoT. The use
of blockchains in Industry 4.0 is presented in [10]. The merits and demerits of traditional
security solutions in blockchains are discussed in comparison to their countermeasures and
a comparison is provided [10]. Various consensus protocols like sharding [11,12] are used
in IoT-based blockchains. Recent works focus on using various deep learning and scaling

https://arxiv.org/abs/2402.14902
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algorithms for blockchains for IoT applications [13–15]. These protocols demonstrate the
usability of the blockchain consensus algorithms in the domain of IoT.

2.2. SHM

The evaluation of bridge health is explored through the analysis of bridge survey data
as detailed in [16,17]. In [6], the recent progress of the SHM technology is reviewed for
long-span bridges. In addition to the data analysis and condition assessment including
techniques on modal identification, methods on signal processing, and damage identi-
fication, a case study of a SHM system of a long-span arch bridge is discussed. The
authors of [1] conducted a detailed literature review of recent applications of smartphones,
UAVs, cameras, and robotic sensors for structural condition monitoring and maintenance.
The work in [18] employs a nondestructive evaluation test with statistical confidence
and uses time-series analysis instead of frequency-domain monitoring. The work in [19]
discusses partial-model-based damage identification.

The damage detection tool developed in [20,21] utilizes unsupervised machine learn-
ing, specifically the Novelty Index (NI), to detect damage in bridges using data from
full-scale mock-up tests. The method was validated using field data and shows promise as
a robust tool for damage detection. The NI calculation method employed in this study is
based on the approaches detailed in [20,21], which compare the NI with alternative damage
detection techniques and highlight its advantages as a compact, sensitive damage indicator.
Readers are encouraged to consult these sources for a comprehensive understanding of NI
methodology and its performance characteristics. Further discussion of the NI technique is
provided in later sections.

2.3. Blockchain in SHM

The work in [22] combines IoT and blockchain-based smart contracts for SHM of
underground structures to create an efficient, scalable, and secure network that enhances
operational safety. The authors of [23] propose a conceptual framework to integrate
vibration-based methods and blockchain for more reliable and efficient structural dam-
age detection. The system in [4] is a blockchain network for SHM, with smart contracts
for health monitoring on the Ethereum private chain for verifying authority, detecting
structural damage, generating alerts, securing data, and allowing for traceability queries.
In [7], sensors record monitoring information such as pressure points, temperature, and pre-
tension force. This data is transmitted to a blockchain platform that classifies transac-
tion criticality and securely stores the information. The authors of [24] use consortium
blockchain for distributed storage, security, and traceability.

2.3.1. Why EOSIO for IoT SHM?

In [25], the authors collect and process up-to-date on-chain data from EOSIO. EO-
SIO achieves a significant improvement in performance when compared to Bitcoin and
Ethereum [25] since it generates more blocks and hence provides more transactions per
second. In [26], the authors analyzed the network traffic of three major high-scalability
blockchains (EOSIO, Tezos, and XRP Ledger) for seven months and found that a small
portion of transactions are used for value transfer purposes. About 96% of the transactions
on EOSIO were triggered by the airdrop of a valueless token [26].

The authors of [27] propose EOSAFE, which is a static analysis framework that detects
vulnerabilities in EOSIO smart contracts at the bytecode level and analyze EOSIO smart
contracts against attacks. In [28], a systematic analysis is conducted on the decentralization
of DPoS with data from blocks in EOSIO, the first DPoS-based blockchain system, and char-
acterize the decentralization into two phases, block producer election, and block production.
The method in [29] can record the events that occur in multiple industrial robotic arms by
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deploying a smart contract in the EOSIO blockchain. The authors of [30] analyzed attacks
on EOSIO and found vulnerabilities in its components and outlined effective mitigations
and best practices for researchers.

Our selection of EOSIO was based on the presence of a well-supported research
community and a rigorous security analysis. Additionally, EOSIO offers exceptional
scalability, making it suitable for IOT based SHM.

2.3.2. Comparison with Central Storage

IoT data is traditionally stored on a central server. Blockchains are particularly useful
due to their better decentralization, security, and tamper resistance properties [31]. Storage
efficiency refers to the effective storage and management of data over time. EOSIO [30]
is one of the emerging blockchains that offers scalability and flexible operability for our
implementation. In EOSIO, the storage efficiency is impacted by factors such as the number
of nodes, smart contracts, and additional metadata. Conversely, centralized storage is
not dependent on the number of nodes. The EOSIO blockchain’s storage efficiency scales
linearly with the number of nodes, making it more advantageous [30]. The time it takes to
retrieve data in a blockchain network, known as data retrieval time, is influenced by the
number of nodes, and the time data takes to propagate between nodes. The scalability of
a blockchain network depends on its ability to handle a growing number of nodes and
transactions while maintaining high performance. In contrast, the scalability of centralized
storage is limited by the capacity of the central server. The EOSIO blockchain is highly
scalable and can efficiently handle a larger network size, particularly when it comes
to transaction processing [32]. Blockchain technology is highly secure and resistant to
malicious activities due to its decentralized and immutable nature. It offers superior
protection against security breaches and tampering compared to centralized systems.

2.4. Comparative Analysis of Structural Health Monitoring Approaches

To further contextualize the contribution of BIONIB, we provide a comparative anal-
ysis with existing structural health monitoring (SHM) approaches. While many recent
studies have explored anomaly detection in sensor data using machine learning or signal
processing techniques, few integrate these with blockchain technologies to ensure data
traceability, integrity, and decentralized automation.

Table 1 summarizes key differences across various methods. Specifically, we compare
BIONIB to the following:

• A deep autoencoder-based method using one-class SVM [33].
• A clustering-based technique using density-peak methods [34].
• Traditional SHM systems (e.g., threshold-based or rule-based) without blockchain [6].

The BIONIB framework offers several distinct advantages. First, it achieves real-time
alerting using a lightweight unsupervised method (Novelty Index) [21], while maintaining
low computational cost. Second, it integrates EOSIO smart contracts to ensure immutability
and traceability of health indicators. In contrast, methods like deep autoencoders or
clustering typically require significant post-processing and lack mechanisms for secure,
decentralized data storage.

BIONIB also demonstrates high scalability and consistent CPU usage even under
increased node or sensor load, benefiting from EOSIO’s parallel processing capabilities.
While other studies have introduced blockchains into SHM, such as Ethereum-based
systems [4], they often suffer from low throughput and limited integration with lightweight
models. BIONIB addresses this by using EOSIO, which is optimized for high-frequency
IoT data streams.
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Table 1. A brief comparison of BIONIB with Other SHM Approaches.

Feature BIONIB (This Work) Deep Autoencoder +
One-Class SVM [33]

Density-Peaks
Clustering [34]

Traditional SHM
(No Blockchain) [6]

Damage
Detection Approach Novelty Index (NI) Autoencoder +

One-Class SVM
Unsupervised

Clustering
Rule-based
or threshold

Damage Localization Sensor-level
(threshold) Yes Yes Limited

Blockchain
Integration

EOSIO (C++
smart contracts) Not used Not used Not used

Real-Time Alerting Yes Often post-processed Post-processed Rare

Data Integrity
and Security

High
(blockchain-based) Low Low Low

Scalability
and Traceability High Medium Medium Low

The integration of blockchain technology with SHM represents a significant advance-
ment in ensuring the integrity, security, and reliability of bridge monitoring data. As demon-
strated in Table 1, BIONIB leverages the EOSIO blockchain platform to provide superior
data integrity and security compared to traditional approaches. Unlike conventional SHM
methods that rely on centralized storage systems vulnerable to tampering and unauthorized
access, BIONIB’s blockchain-based approach ensures that sensor data remains immutable
and transparent [4]. Furthermore, the use of the Novelty Index (NI) in BIONIB offers
advantages over other machine learning approaches like deep autoencoders with one-
class SVM and density-peaks clustering. While these alternative methods can effectively
detect structural anomalies, they often require significant computational resources and
post-processing time, limiting their real-time alerting capabilities [21]. BIONIB addresses
these limitations by combining the NI algorithm with EOSIO’s parallel processing capabil-
ities, enabling efficient real-time monitoring even with an increasing number of sensors
and blockchain nodes. The experimental results from the implementation demonstrate
that BIONIB maintains consistent CPU usage regardless of network size, highlighting its
scalability advantages for large-scale bridge monitoring deployments [14].

3. Network Architecture
In this section, we will explain the EOSIO consensus used for our implementation.

Later, we will discuss the EOSIO protocol with smart contracts. Figure 1 shows the network
architecture of bridge monitoring with sensors and a blockchain. Consider N number of
block producer nodes and k accounts created. The blockchain layer has the EOSIO accounts
and the block producer nodes, which confirm the input transactions into the blocks on
the blockchain. For better understanding, EOSIO producer nodes are shown in the edge
computing layer but they are also a part of the blockchain layer. Let s be the number of
strain sensors collecting the data on every bridge. Each bridge sensor transmits its data to
the edge computing layer which consists of the block producer nodes who calculate the NI
from the received sensor data. These novelty indices are given to the EOSIO accounts who
initiate a smart contract. The deployed smart contracts then output the actions, which are
the transactions (containing novelty indices), which after EOSIO consensus are added to
the blockchain.
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Accounts EOSIO
Accounts

Smart Contract
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Figure 1. Network architecture illustrating the integration of blockchain technology with IoT sensors
for real-time bridge health monitoring. The system ensures secure data collection, processing,
and immutable storage across distributed nodes.

EOSIO Consensus

EOSIO [28,35] is a blockchain protocol designed to empower the development and
deployment of decentralized applications (DApps) with a focus on scalability, flexibility,
and user-friendliness. EOSIO is a blockchain platform that uses a Delegated Proof-of-Stake
(DPoS) consensus mechanism. The consensus mechanism has two distinct components:
producer voting and scheduling, which is executed by the DPoS layer 2, and block pro-
duction and validation, which is carried out by the native consensus layer 1. Additionally,
EOSIO uses asynchronous Byzantine Fault Tolerance (aBFT) in Layer 1 to ensure safety
and consistency in the validation process. In Delegated Proof-of-Stake (DPoS), a small
group of elected nodes, called block producers, are responsible for verifying transactions
and adding blocks to the blockchain. Compared to the traditional Proof-of-Work (PoW)
consensus mechanism, this design improves scalability and transaction throughput. EOSIO
uses parallel processing, allowing multiple transactions to be processed at the same time,
resulting in increased transaction speed and efficiency. It is ideal for applications that
require high performance and low latency. Additionally, EOSIO introduces a resource
model that includes bandwidth, computation, and storage.

Layer 1 uses Asynchronous Byzantine Fault Tolerance (aBFT), an advanced consensus
algorithm, to validate blocks produced by elected producers and record them on the
blockchain permanently. The layer ensures that each block is signed by the corresponding
producer by utilizing the proposed schedule of producers from Layer 2. To ensure byzantine
fault tolerance, this layer follows a two-stage block confirmation process, where each block
must be confirmed twice by a two-thirds supermajority of producers from the currently
scheduled set. The layer proposes a Last Irreversible Block (LIB) in the first stage, and the
proposed LIB is confirmed as final in the second stage, making the block irreversible.
Additionally, any changes made to the producer schedule are notified at the beginning
of every schedule round. The EOSIO consensus mechanism attains algorithmic finality,
a departure from the probabilistic finality characteristic of Proof-of-Work models. Active
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producers on the EOSIO blockchain use signatures to validate each block. The schedule
determines authorized signers for each block at specific time slots. Smart contracts can alter
the schedule, but changes are implemented only after the block has undergone two stages
of confirmation. EOSIO smart contracts allow us to define specific rules and conditions for
transactions. In the proposed approach for bridge health monitoring, EOSIO blockchain
integration involves deploying smart contracts to handle the secure storage of real-time
IoT data and execute predefined logic for data analysis. This incorporation enhances the
overall security, transparency, and efficiency of the bridge health monitoring system.

4. Data Collection and Analysis
4.1. Collection of Data

Field tests were conducted at the Midwest Roadside Safety Facility (MwRSF) to evalu-
ate barrier performance during vehicle impacts on a bridge deck mock-up. The authors
of [20] measured the bridge’s response to vehicle loads at different speeds and under
various levels of damage before and after the crash test. Figures 2 and 3 show a cantilevered
bridge deck with a concrete barrier at the end. It comprises a grade beam, deck, barrier,
and overlay. The mock-up mimics a real bridge. The grade beam replicates a girder, and the
design matches realistic forces. The overhang and barrier meet AASHTO’s and NCHRP’s
design specifications. The bridge deck had 40 BDI strain transducers placed across its width
at eight locations. Each section was equipped with two longitudinal and three transverse
strain sensors, out of which, 24 sensors were used for the study. Figure 3 illustrates the
locations of the sensors on one half of the bridge. The other half of the bridge follows the
same sensor placement. The proposed damage detection method for a bridge was tested
using a pickup truck and a dump truck. The bridge was tested in different conditions,
with the pickup truck traveling at different speeds, while the dump truck moved slowly,
both empty and loaded. The initial tests were carried out on the bridge in its original state,
followed by tests with different levels of damage. Strain data were collected for each test,
and the damage scenarios were designed to mimic real-world situations.

Figure 2. Sensors installed on the underside of the bridge deck for structural health monitoring.
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Figure 3. Illustrationof half of the bridge showing deployed sensors, including measurements, rail,
and reinforced concrete beam. The other half follows the same sensor pattern.

4.2. Novelty Index Calculation

In this work we use NI calculations based on [20,21]. To detect damage, features are
extracted from response data. Linear modal properties like resonant frequencies and mode
shape curvatures are used to fit a linear, dynamic model to both healthy and damaged
structure data. However, these features have limitations, such as being unable to detect
nonlinear changes in system response and being influenced by environmental conditions.
Recent research has focused on developing damage-sensitive features such as novelty anal-
yses using Singular Value Decomposition (SVD), and Independent Component Analysis
(ICA). These features transform measured, nonlinear response data into low-dimensional
features, serving as damage indicators and input parameters for novelty indices. SVD
and ICA offer computational simplicity compared to traditional vibration modes. It is
important to note that strain transducers were used for live load response measurement
and Operational Modal Analysis (OMA) was not utilized. SVD can be applied to both
linear and nonlinear systems and is robust to measurement noise, while ICA is a potential
alternative known for data reduction and handling measurement noise effectively. Proper
Orthogonal Decomposition (POD) generates orthonormal vectors ordered by importance.
It has an intuitive link with PCA, which transforms correlated variables into principal
components. In PCA used for POD, the first POM captures the most variability in the
data. SVD and Karhunen–Lo‘eve Decomposition (KLD) are other POD techniques. Nu-
merically, PCA and SVD provide similar results. SVD was chosen to develop POMs in
this study, but PCA could also be used. Then we use datasets from bridge mock-ups,
where U = [u1, u2, · · · , uns] represents snapshot matrices of vehicle passage data. The SVD
of these matrices allows for the extraction of damage features, represented as U = LΣR,
where L, Σ, and R are orthonormal matrices. The first Proper Orthogonal Mode (POM), ϕ1,
contains information relevant to the presence of structural damage and is used as one of
the damage features.

This work in [20] proposes a detection framework to differentiate between healthy
and damaged states in bridge response data from vehicle passages. Figure 4 shows how NI
summarizes the state of the bridge based on bridge sensor data samples. The experiment is
conducted initially on a healthy bridge and then on an unhealthy bridge. The scatter plot



Appl. Sci. 2025, 15, 10542 9 of 21

shows the clustering of NIs calculated from the strain transducers. In Figure 4, H represents
the healthy bridge state without any damages. The damage levels D1, D2, and D3 are the
bridge condition after introducing damage to the structure. The damage levels are in the
increasing order of their severity. The concrete bridge deck is saw-cut to introduce the
three damage levels as described in [21]. The damage level D3 is a complete saw cut deck
damage and hence the NI is closer to 1. However, even at D3 the bridge has not completely
failed and we could conduct the experiments with load on the bridge. NI is calculated first,
and the feature extraction is performed using SVD. Then healthy feature vectors, denoted
by h are stored. Next, we calculate the healthy feature vector mean for POM

χ̄ =
Σh

i=1χi

h
. (1)

After this, we calculate N i for each data set with a Euclidean norm

N i = ||χi − χ̄||. (2)

The detailed procedure of the usage of NI in BIONIB is explained in the subsequent sections.

H

D1

D2

D3

Figure 4. Novelty Index (NI) values plotted for collected data points across four conditions: Healthy
(H) and three damage levels (D1, D2, D3).

5. Proposed Approach: BIONIB
5.1. EOSIO Integration with IoT Data

BIONIB utilizes EOSIO, a secure, transparent, and decentralized platform to store and
access NI data from IoT sensors. This ensures data integrity and immutability while facilitat-
ing efficient data management and analysis. Bridge IoT sensors collect measurement data,
such as strain from bridges. This data is transmitted to a blockchain system for processing
and analysis. The collected data undergoes processing to extract relevant features and
calculate an NI. Feature extraction technique, SVD is used to extract information from the
sensor data. The NI is calculated based on the extracted features to assess the deviation or
abnormality of the bridge’s condition from a baseline. A smart contract is developed using
the EOSIO Contract Development Toolkit (EOSIO.CDT) [36]. The smart contract includes
actions and data structures necessary for adding and retrieving NI data to and from the
blockchain. The compiled smart contract is deployed to the EOSIO blockchain using a
deployment transaction. This transaction specifies the account deploying the contract.
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Once deployed, users can interact with the smart contract by invoking its actions. An
action within the smart contract is created to add the NI data to the blockchain. This action
includes parameters such as the bridge identifier and the calculated NI. The smart contracts
are invoked and the action adds the NI data to the blockchain by sending a transaction.
The transaction is processed by EOSIO nodes in the network, validated, and included in
a block by block producers through the consensus mechanism. Once included in a block
and confirmed by subsequent blocks, the transaction becomes immutable and part of the
blockchain’s permanent record. Users, applications, or external systems can query the
blockchain to retrieve NI data stored by the smart contract. EOSIO APIs enable easy access
and transparency to stored data. Nodeos handles the blockchain data persistence layer,
peer-to-peer networking, and contract code scheduling. The command ‘cleos’ is a command
line tool that interfaces with the REST APIs exposed by nodeos.

Using a smart contract has several advantages such as structured data management, au-
tomation, decentralized trust, and efficiency. However, it also comes with some drawbacks
like development complexity, execution costs, and maintenance requirements. Conversely,
without a smart contract, users may have to rely on centralized systems and experience
higher costs and processing times [30].

5.2. Smart Contract EOSIO Using NI

The first step in creating an EOSIO smart contract is writing the contract code in C++,
which defines the actions, data structures, and logic that govern the behavior of the smart
contract [25]. Once the smart contract code has been developed, it needs to be deployed
to the EOSIO blockchain. Deployment involves uploading the compiled contract code to
the blockchain network. This step requires an account with the necessary permissions to
deploy contracts. Once deployed, the smart contract can be invoked by users or other smart
contracts on the blockchain. Invoking a smart contract typically involves calling one of its
actions, which triggers the execution of the corresponding code within the contract. When
an action is invoked, the EOSIO blockchain executes the corresponding code in the smart
contract. This code can read from and write to the blockchain’s state, perform computations,
and interact with other contracts and external data sources. During execution, the EOSIO
blockchain validates the transaction and ensures that it meets the requirements specified by
the smart contract code. Once the transaction is validated and executed, it is included in a
block by the block producer nodes on the EOSIO blockchain. The block is then added to the
blockchain, and the transaction becomes part of the immutable ledger. During execution,
smart contracts can emit events to provide information about their state or the outcome of
certain operations. These events can be logged and monitored by external systems or other
smart contracts for tracking and auditing purposes. Figure 5 depicts the workflow of the
EOSIO smart contract. The EOSIO smart contract is called and deployed using the cleos
commands v2.0.13. At the end of the execution of each smart contract, the novelty indices
are added to the table, which is confirmed on the blockchain using nodeos v2.0.13. Nodeos
is responsible for block producers, blockchain state, transaction validation, and consensus.
Algorithm 1 shows the process of collection of IoT data, calculation of NI, and confirming
it onto the EOSIO blockchain using a smart contract.
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Algorithm 1 BIONIB

1: Input: IoT bridge data
2: Measure IoT sensor response data
3: Feature extraction using SVD
4: Store all healthy feature vectors h
5: Calculate healthy feature vector mean for Proper Orthogonal Modes (POM)

χ̄ =
Σh

i=1χi

h

6: Calculate N i for each data set with Euclidean norm

N i = ||χi − χ̄||

7: Calculate all N is at EOSIO block producer nodes (‘nodeos’)
8: Block producer nodes initiate a smart contract with blockchain accounts (‘cleos create

account’)
9: while i ̸= 0

10: Contract Name: SensorID_timestamp (‘cleos set contract’)
11: Actions:
12: addnovelty
13: Input: account_name, N i

14: Require: Authentication of user
15: Add N i to the output table (‘cleos push action’)
16: Check if the NI is close to 1:

if |N i − 1| < ϵ then

17: Display message: “Unhealthy bridge detected!”
18: else
19: Continue
20: end if
21: Consensus among EOSIO nodes
22: Add N i on the blockchain as input transactions

EOSIO
Smart Contract

Cleos
● Create account
● Set contract
● Push actions

Nodeos
● Block Production
● Consensus
● Transaction 

Validation
● Blockchain State:

EOSIO Blockchain

Block_1 Block_2 Block_3 …
Figure 5. Step-by-step workflow of EOSIO smart contract integration in BIONIB. This illustration
shows how bridge sensor data is processed on the EOSIO blockchain. It highlights key EOSIO
components: account creation, contract deployment, action triggering, and block confirmation.
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To improve clarity for practitioners, we emphasize EOSIO’s modular structure: nodeos
manages consensus and block production, cleos facilitates contract interaction, and EO-
SIO.CDT enables smart contract development in C++. Each NI is handled via specific
addnovelty actions linked to identifiable accounts and timestamps.

The algorithm, BIONIB starts by collecting sensor response data and extracting rel-
evant features. Initially, IoT sensors placed on bridges continuously record structural
responses, such as strain. This raw data is then processed using SVD, a dimensionality
reduction technique that extracts key damage-sensitive features known as Proper Orthogo-
nal Modes (POMs). From these features, a baseline is established by computing the mean
feature vector of healthy-state data, denoted as χ̄. To detect abnormal conditions, a Novelty
Index (NI) is calculated for each new dataset by measuring the Euclidean distance between
the current feature vector and the baseline. This computation effectively quantifies the de-
viation of the bridge’s structural response from its healthy state. Mathematically, the mean
feature vector χ̄ is calculated as Equation (1) and and the NI is given by Equation (2).

The calculated NI values are transmitted to EOSIO block producer nodes, which
are responsible for blockchain operations. Using the EOSIO command-line interface tool
cleos, blockchain accounts are created for each bridge or sensor node using the create
account command. Then, smart contracts are deployed via set contract, and transactions
containing the NI values are submitted using push action.

Each smart contract stores the NI along with metadata such as sensor ID and times-
tamp. Upon receiving the NI, the smart contract verifies the input, performs authenti-
cation, and logs the data into a blockchain table. If the NI value is sufficiently close to
1 (i.e., |NI − 1| < ϵ), the system flags the bridge as potentially unhealthy and generates a
real-time alert.

Once the data is verified, EOSIO’s Delegated Proof-of-Stake (DPoS) consensus mecha-
nism validates the transaction. The data is then permanently recorded on the blockchain
by the nodeos module, ensuring both immutability and traceability. This step completes
the secure storage process, allowing users and systems to retrieve the NI data on-demand
through blockchain queries.

The BIONIB algorithm offers an approach to bridge health monitoring by leveraging
the capabilities of the EOSIO blockchain to facilitate secure and efficient data processing
and unhealthy bridge detection.

6. Performance Analysis
In this section, we discuss the performance of BIONIB in various scenarios. We begin

by discussing the implementation details, followed by a thorough examination of the
performance metrics.

6.1. Implementation Details

Our experimental setup leverages real-time sensor data collected from a bridge in
Nebraska State, covering multiple days with varying traffic loads and bridge condi-
tions, including both healthy and unhealthy states. Executed on a computer running
Ubuntu 18.04, equipped with 6169 MB of base memory, an AMD Ryzen 7 5800H processor,
and 16.0 GB RAM, alongside a 64-bit processor architecture, our implementation utilizes
Python 3.7, Pandas 1.3.5, Numpy 1.21.6, and Matplotlib 3.5 for NI calculations. the experi-
mental setup is given in Table 2. The integration of the NI within EOSIO smart contracts is
facilitated by CPP within the EOSIO mainchain framework.
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Table 2. Experimental Setup.

Parameters Value

Total Sensors 51 strain transducers

Maximum EOSIO nodes 50

Maximum smart contracts per node 50

Memory buffer size 150 MB

Sampling rate 256

Data rate 100 Mbps

Propagation delay of data 5 ms

Comparison of With and Without NI

In BIONIB we show the implementation with NI on IoT data. The following
Table 3 summarizes the advantages of using NI instead of storing all the IoT data on
the blockchain. Consider a blockchain with N nodes, k accounts created, and s number
of IoT sensors. For every epoch of the blockchain, m files from the memory buffer are
processed by the smart contract. Each of the m files has data of i = 1, 2, . . . , s sensors in
its columns. A NI run on m files gives s number of NI values. Let B be the size of the
block. Assume that we know all the block details to retrieve data using cleos commands.
For example, if we have 51 sensors and 500 files, we get 51 NI values. However, each of the
500 files has 50 data columns and 4396 rows entries making the total data 224,196 values
per file. Each of these values with or without an NI is stored on the blockchain ledger in a
distributed fashion. Data retrieval is performed using a multi-index table. This uses the
find method on the table, which takes the primary key of the row that you want to retrieve
and will return an iterator (reference) to the row. The size of multi-index table created
depends on the number of actions performed. To remove data from a table, the erase
method is used, which takes a reference to the iterator. Table 3 provides a comparison of
executing BIONIB with and without NI.

Table 3. Comparision of BIONIB with and without NI.

Parameter BIONIB with NI BIONIB Without NI

Storage Efficiency O (ns) O (nms)

Data Retrieval Time O (ks) O (kms)

Scalability with bridges O (n) O (n)

Latency per epoch O (Bs) O (Bms)

Comparing our method with and without the NI can provide valuable insights into
the efficiency and effectiveness of our approach. In Table 3, we can see the benefits
of incorporating the NI, such as improvements in storage efficiency, data retrieval time,
scalability with bridges, and latency per epoch. The proposed scheme significantly enhances
storage efficiency by reducing the data stored on the blockchain. This optimization helps to
improve the overall system performance by utilizing resources more effectively.

6.2. Performance for Increasing Blockchain Nodes

In this section, we analyze the performance of BIONIB as we increase the number of
blockchain nodes. This investigation is crucial to understand how our approach scales as
the network infrastructure expands. The EOSIO-based method used in BIONIB confirms
two blocks per second. This is consistent throughout the experimentation and is depicted in
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Figure 6. The blocks confirmed by the blockchain linearly increase. Each block can consist
of a varying number of transactions. Figure 7 displays a trend of transaction throughput
increasing proportionally with the number of nodes. This observation highlights the
scalability of our approach, indicating that it can handle transactions efficiently even in
larger network configurations.
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Figure 6. Performance of BIONIB showing blocks confirmed per second, with a new block confirmed
approximately every 0.5 s.
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Figure 7. Performance of BIONIB showing transaction throughput scaling proportionally with an
increasing number of blockchain nodes.

Our analysis has revealed some interesting insights into the usage of resources.
Figure 8 shows the block CPU usage as a percentage of 5000 µs during the first 30 s
of transaction execution. It is remarkable that the CPU usage remains stable despite an
increasing number of blockchain nodes. This is demonstrated in Figure 8d. This consis-
tency in CPU usage can be attributed to the parallel processing capability of the EOSIO
blockchain framework. By distributing computational tasks across multiple nodes, EOSIO
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ensures efficient resource utilization, enabling the CPU resources to handle transaction
processing demands effectively.

In Figure 9, we observe the impact of increasing the number of blockchain nodes on
the average latency of the system. As the number of nodes in the blockchain network grows,
the process of reaching consensus becomes more complex and time-consuming. Consensus
mechanism, DPoS requires all participating nodes to agree on the validity of transactions
and the state of the blockchain. With more nodes involved, the consensus algorithm must
coordinate a larger number of participants, leading to increased communication overhead
and computational requirements. Consequently, the average latency, which measures
the time taken for transactions to be confirmed and added to the blockchain, tends to
rise as the network expands. This is depicted in Figure 9, where the average latency
increases with the number of blockchain nodes. The higher latency observed with more
nodes underscores the trade-off between decentralization and transaction speed inherent
in blockchain networks. While a larger number of nodes enhances the network’s resilience
and security by distributing control among multiple parties, it also introduces delays in
transaction processing due to the consensus process’s increased complexity. To enhance
blockchain performance, it is important to know the link between node number and latency.
Our study of BIONIB with increasing nodes shows it is scalable and efficient. It can handle
high transaction throughput and manage resources, making it suitable for large-scale
deployments in bridge health monitoring applications. By managing resources, adjusting
consensus parameters, and implementing scalability solutions, developers can mitigate
latency effects caused by network growth, ensuring efficient transaction processing.
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Figure 8. The percentage of CPU usage for block confirmation is fairly consistent for 5, 10, and
20 blockchain nodes. (a) 5 blockchain nodes, (b) 10 blockchain nodes, (c) 20 blockchain nodes,
(d) Comparison of block CPU usage for 5, 10, and 20 blockchain nodes.
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Figure 9. Average latency of BIONIB for 5, 10, and 20 blockchain nodes, showing increased latency as
the number of nodes grows.

6.3. Performance with Increasing of IoT Sensors

In this section, we explore the impact of increasing the number of sensors on the per-
formance of our proposed methodology, BIONIB. This analysis is crucial for understanding
how our approach manages changes in data volumes that arise with a growing number of
sensors. This is a common scenario in bridge health monitoring applications.

We have observed a clear correlation between the number of sensors and the volume
of transactions confirmed by our system, as shown in Figure 10. With each increase in the
number of sensors, there is a corresponding rise in the number of transactions processed and
confirmed by our method. This observation highlights the system’s capability to handle and
process sensor data efficiently, ensuring timely and reliable transaction confirmation even
as the data volume escalates. The increasing trend in confirmed transactions demonstrates
the scalability and robustness of our approach, proving its ability to adapt to changing data
volumes without compromising performance. By systematically scaling the number of
sensors, we gain valuable insights into the system’s capacity to accommodate growing data
loads, assuring its suitability for real-world deployment scenarios where sensor networks
may expand over time. Moreover, the positive relationship between the number of sensors
and confirmed transactions underscores the effectiveness of our approach in harnessing
sensor data to derive meaningful insights and facilitate informed decision-making in bridge
health monitoring. As the number of sensors increases, the volume of data available for
analysis also increases, enabling more comprehensive and accurate assessments of bridge
health and structural integrity.
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Figure 10. The throughput versus time of BIONIB is plotted and is observed that the throughput
scales with an increasing number of sensors.

In Figure 11, we observe the CPU resource utilization in our system as the number
of sensors is scaled. The plot shows a consistent pattern of CPU usage among different
sensor configurations, highlighting the robust parallel processing capability of the EOSIO
blockchain framework. The stable CPU usage demonstrates the efficiency of the EOSIO
blockchain in distributing computational tasks across multiple nodes, ensuring optimal
resource utilization even under fluctuating data volumes and network conditions.
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Figure 11. The percentage of CPU usage for block confirmation is fairly consistent for 15, 25, 35,
and 51 bridge IoT sensors. (a) 15 bridge IoT sensors, (b) 25 bridge IoT sensors, (c) 35 bridge IoT
sensors, (d) 51 bridge IoT sensors.
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This analysis examines the relationship between the number of sensors and the aver-
age latency of our system, as shown in Figure 12. The plot shows that as the number of
sensors increases, the average latency also rises due to the larger volume of data generated
by the growing sensor network. This increase in data volume adds computational overhead,
resulting in longer transaction confirmation times. This is partly because of more time taken
to calculate the NI with more sensor data. To accommodate increasing data volumes, it is
crucial to optimize system resources and network architecture. The observed increase in
latency highlights the scalability challenges associated with handling large-scale sensor de-
ployments within decentralized systems. While the EOSIO blockchain framework provides
robust parallel processing capabilities, increasing data volumes can increase latency.
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Figure 12. The average latency is plotted for 15, 25, 35, and 51 bridge IoT sensors. The latency
increases with an increase in the IoT sensors.

7. Discussion
We observe a scalability and latency tradeoff. As the number of sensors increases,

the system’s scalability is tested by its ability to handle growing data volumes and transac-
tion throughput. However, this scalability may lead to increased latency as processing and
validating larger amounts of data can result in longer transaction confirmation times. An-
other tradeoff exists between resource utilization and performance. The efficient resource
utilization of the EOSIO blockchain framework is demonstrated by the consistent CPU
usage observed across different sensor configurations. However, stable resource utilization
levels may require sacrificing some performance metrics, such as transaction throughput
or latency. A balance between maximizing system throughput and minimizing resource
consumption needs to be achieved. A tradeoff also exists between data processing efficiency
and data volume. An increase in the number of sensors results in a larger volume of data
generated, which must be processed and validated by the system. The EOSIO blockchain
framework offers robust parallel processing capabilities, but handling large data volumes
may introduce latency issues.

In this work, we conducted experiments using EOSIO smart contracts integrated with
an NI approach for analyzing bridge sensor data. Our experimentation was conducted
within a localized setup. However, for scenarios involving larger-scale data and a higher
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number of bridges, we propose the utilization of the TELOS implementation of the EOSIO
blockchain specifically tailored for IoT data management.

In this study, we focus on storing scalar NI values on the blockchain rather than raw
sensor data, which considerably reduces blockchain storage requirements and improves
system scalability. However, this design inherently limits the ability to reprocess original
sensor data for event validation, forensic investigations, or application of updated damage
models—capabilities often required in real-world monitoring scenarios. The NI calculation
used here builds upon the established methods in [20,21], which validate the NI as a
sensitive and compact damage metric. To balance storage efficiency with forensic needs,
potential extensions include integrating off-chain archival storage for raw data, linked
via blockchain records, enabling selective retrieval and re-analysis while preserving the
benefits of decentralized data integrity on-chain. This trade-off and its impact on practical
deployment are discussed in detail to inform future work on hybrid storage architectures
combining blockchain and traditional databases.

8. Conclusions
This research demonstrates how EOSIO blockchain technology can be used to monitor

the health of bridges. By utilizing data from IoT sensors, a technique called the NI is used
to obtain valuable insights. This technique is based on clustering and helps to identify
unusual patterns in the sensor data. The integration of smart contracts enhances security
and enables predictions based on the NI. The proposed scheme, BIONIB has the potential
to securely store and analyze sensor data to enhance bridge health monitoring systems.
The effectiveness of the scheme is evaluated by analyzing real-world IoT sensor data
from healthy and unhealthy bridges. The evaluation also includes scenarios with varying
numbers of sensors. This work contributes to the growing field of blockchain applications,
particularly in the infrastructure monitoring context.

In the future, this approach can be extended to multiple bridges throughout the state
by leveraging the virtual private blockchain feature of the EOSIO blockchain. The re-
searchers also plan to conduct further analysis beyond NI calculations for bridge health
monitoring. In future work, we will incorporate state-of-the-art unsupervised deep learn-
ing techniques (e.g., autoencoder-based damage localization) into the BIONIB framework
while maintaining blockchain-based security and traceability. Our comparative analysis
suggests that BIONIB fills a unique niche by coupling NI-based detection with a decen-
tralized architecture, offering real-time alerts and transparent, verifiable records across
sensor nodes.
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