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Abstract

Counterfeiting poses a significant threat to global commerce, causing economic damage
and jeopardizing consumer safety. This report addresses the critical need for advanced
anti-counterfeiting measures. While often confused, authentication verifies an item’s gen-
uineness, whereas anticounterfeiting is a broader strategy that includes authentication
to deter counterfeit production. This report explores such technologies, which are pri-
marily based on tangible objects and can be used as an anticounterfeiting measure. Such
technologies, referred subsequently as “hardware-based anticounterfeiting techniques”,
provides a critical line of defence in the fight against imitation of goods. This review covers
diverse methods: electronic, mechanical, chemical, and marking techniques. The report
emphasizes that no single technique is sufficient, advocating for a multi-layered approach.
By combining these hardware solutions with complementary measures like supply chain
monitoring, we can create a more resilient defense against counterfeiting.

Keywords: anticounterfeiting; chemical-based; contact chips; electronic; marking-based;
mechanical-based; Radio Frequency Identification

1. Introduction

The global prevalence of counterfeit goods, estimated to reach a staggering
$326.3 billion by 2029 [1,2], poses significant threats across diverse industries. These threats
encompass consumer safety hazards, brand reputational damage, and economic instability [3].
These illicit goods not only deprive legitimate manufacturers of rightful revenue but also inflict
harm upon brand integrity, potentially jeopardizing consumer trust and loyalty. In recent years,
the issue of counterfeiting has increased public attention, fueled by the escalation of sophisti-
cated technologies employed by counterfeiters in their pursuit of their profit [4]. This concerning
trend is further escalated by factors such as uneven wealth distribution, intricate global trade
arrangements, and complex social and economic developments, all of which contribute to the
increasingly occurrence of counterfeiting activities.

This review paper embarks on an in-depth examination of the multifaceted landscape
of hardware-based anti-counterfeiting technologies. The term “hardware” in this context
refers to any tangible object which can be used as an anticounterfeiting measure. By delving
into their functionalities, potential applications, and inherent limitations, a comprehensive
overview is provided for diverse stakeholders across industries. This includes empowering
manufacturers, brand owners, and policymakers with the knowledge necessary to select
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the most suitable hardware solutions aligned with their specific needs. A multi-pronged
approach has been undertaken to comprehensively analyze the landscape of hardware-
based anti-counterfeiting technologies, with the thrust areas being:

e Taxonomic Framework: Establishment of a robust classification system, categorizing and
defining diverse methodologies based on their underlying principles and functionalities.

* Comparative Analysis: Rigorous evaluation of prominent technologies, apprais-
ing their strengths and weaknesses across key metrics such as security level, cost-
effectiveness, implementation ease, and scalability, empowering stakeholders to make
informed choices based on their specific needs.

*  Practicality and Integration in the System: Discussion on the practicalities of im-
plementation, crucial factors to consider when selecting hardware-based solutions.
This includes product type, target audience, and integration with existing systems,
ensuring the chosen technology seamlessly fits within existing infrastructure.

*  Real-World Impact: To showcase the effectiveness of hardware-based solutions, certain
case studies and real-world applications from diverse industries have been discussed.
These examples demonstrate the tangible impact of these technologies in combating
counterfeiting across various domains.

Prima-facie, one needs to understand the figures of merit which are associated with
hardware-based anticounterfeiting techniques. They include:

*  Unclonability/Security Level, which includes the difficulty in replication, robustness of
attack, randomness/uniqueness.

*  [dentification states/data capacity, which involves calculation of the number of unique
identifiers.

*  Readability/Reliability, which is associated with the read range and speed, accuracy,
error rate, orientation with respect to the reader.

*  Cost effectiveness, which includes the tag and the reader/overall deployment cost.

o Integration and Compatibility with the current systems, and the associated environmen-
tal impact.

While often conflated, authentication and anticounterfeiting are distinct concepts. Au-
thentication is the specific process of verifying an item’s genuineness by checking a unique
feature against a known standard [5]. In contrast, anticounterfeiting is a comprehensive
strategy that includes authentication as a component, aiming to prevent and deter the
creation and distribution of counterfeit goods [6]. The aim of this work is to explore anti-
counterfeiting techniques and the associated hardware used for authentication to combat
counterfeit products.

Table 1 presents a visual categorization of the state-of-the-art hardware-based tech-
nologies in use. These technologies are classified according to several key criteria, including
their size and location within the final product, their visibility to the naked eye, any re-
quirement for dedicated readers or server connections, their typical use case, associated
cost, and their target industry. Given the specific focus of this review on hardware-based
approaches to product authentication, software-based detection techniques have not be ex-
plicitly analyzed or reviewed. This paper is organized as follows: Electronic anticounterfeiting
techniques involving hardware based approaches are elaborated in Section 2. This mostly
encompasses techniques involving NFC, RFIDs and chips. Section 3 deals with mechanical
based techniques, which includes security films, engravings, seals and labels. Chemical
anticounterfeiting techniques are elaborated in Section 4, which mostly deals with coding
on a chemical levels, viz. DNA based, glue coding, and surface analysis. Section 5 discusses
various marking techniques used in anticounterfeiting which includes microtexts, holograms,
watermarks, and inks, with Section 6 providing the concluding remarks.
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Table 1. A roadmap on the hardware based anticounterfeiting techniques. Target Industry (Pharmaceuticals: PH, Electronics: EL, Luxury Goods: LG, Food Supply
Chain: FS, Others: OT), Product/ Package size (Very Small (~medicines): VS, Small (~Smartwatch): S, Medium (~Laptop): M, Large (others): L).

Usage

Hardware Cost

Anticounterfeiting Visible to Requirement In For ..
Technique Technology (Section Number) Target Pmdud{ the Naked Eye  of aReader  package (PA)/ Authentication (AU)/ (onaScale of 1-5) ~ Server Connectivity
. Industry  Package Size & 1: Cheap (Y/N)
(Section Number) (Y/ N) Y/ N) Product (PR)  Track and Trace (TT)/ 5: Costly
Anti-alteration (AA)
NEC (Section 2.1) LG VS,S,M, L N Y PA, PR AU, TT 2 Y
Magnetic stripes (Section 2.2) EL S N Y PR AU, TT, AA 1 Y
Contact chips (Section 2.3) PH, LG S Y Y PR AU, TT, AA 2 Y
Electronic seal (Section 2.4) FS M, L N Y PA, PR AU, TT, AA 1 Y
e e Active Section 2.5.1 M, L N Y PA, PR AU, TT 3 Y
(Section 2)
Passive Section 2.5.2 VS,S,M, L N Y PA, PR AU, TT 1 Y, N
LRI Battery assisted passive Section 2.5.3 e, oL, M, L N Y PA, PR AU, TT 2 Y
(Section 2.5) Y p 2 LG, FS 2 2 0
Chipless Section 2.5.4 VS,S,M, L N Y PA, PR AU, TT 1 N
Physically Unclonable Functions Section 2.5.5 VS,S,M, L N Y PA, PR AU, TT 2 Y
Security films (Section 3.1) EL S,M,L Y Y, N PA, PR AA 2 N
Engravings (Section 3.2) LG VS,S, M, L Y N PA, PR AU, TT 5 N
Seals (Section 3.3) FS S,M,L Y N PA, PR AA 1 N
l\é‘:‘:t‘f;‘l:“;l Adhesive based OT S,M,L Y Y,N PA, PR AU, TT, AA 1 Y,N
Labels Fabric based oT VS,S,M, L Y Y, N PA, PR AU, TT, AA 2 Y, N
(Section 3.4) Micro-engraved oT VS, S, M, L Y N PA, PR AU 2 N
Void oT VS,S,M, L Y Y PA, PR AU 1 Y
DNA coding (Section 4.1) PH, EL S N Y PA, PR AU, TT, AA B Y
Chemical encoding (Section 4.2) PH, EL, VS, S, M N Y PA, PR AU, AA 4 Y
Chemical FS
(Section 4)
Surface analysis (Section 4.3) LG VS,S,M, L N Y PA, PR AU, AA 4 Y
Glue coding (Section 4.4) EL S N Y PA, PR AU, TT, AA 4 Y
Optical memory stripes (Section 5.1) OT S,M,L Y Y PA, PR TT 4 Y
Microtext (Section 5.2) oT VS, S, M N Y PA, PR AU 2 N
Watermark (Section 5.3) PH VS, S, M Y N PA, PR AU 8 N
Marking Copy detection patterns (Section 5.4) FS VS,S5,M, L Y, N Y PA, PR AU, TT 1 Y
(Section 5) Guilloche printing (Section 5.5) oT VS, S, M Y N PA, PR AU 2 N
. Traditional PH, EL, VS,S,M, L Y N PA, PR AU 1 N
Security LG
holograms
(Section 5.6) Complex PH,EL,  VS,S,M,L Y,N Y,N PA, PR AU 2 N

LG
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Table 1. Cont.

Usage Hard Cost
. - .. . ardware Cos
Antlcount?rfeltmg . Target Product/ Visible to Requirement In For (on a Scale of 1-5)  Server Connectivity
Technique Technology (Section Number) . the Naked Eye  of aReader  Ppackage (PA)/ Authentication (AU)/
. Industry Package Size 8 1: Cheap (Y/N)
(Section Number) Y/ N) (Y/ N) Product (PR) Track and Trace (TT)/ 5: COStly
Anti-alteration (AA)
Machine 1D Section 5.7.1 PH, FS VS,S, M, L Y, N Y PA, PR TT 1 Y
readable
codes 2D Section 5.7.2 PH, FS VS,S, M, L Y Y PA, PR AU, TT 1 Y
(Section 5.7)
o UV Sensitive Section 5.8.1 PH VS,S,M, L Y, N, Y PA, PR AU, AA 5 N
E—— IR Sensitive Section 5.8.2 PH VS, S, M, L N Y PA, PR AU, AA 5 N
Inks Magnetic Section 5.8.3 PH VS,S,M, L N Y PA, PR AU, AA 5 N
(Section 5.8)  Thermochromic Section 5.8.4 PH VS,S, M, L Y N PA, PR AU, AA 5 N
Reactive Section 5.8.5 PH VS,S,M, L Y N PA, PR AU, AA 4 N
Penetrating Section 5.8.6 PH VS,S, M, L Y N PA, PR AU, AA 5 N
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2. Electronic Anticounterfeiting Techniques

Electronic anticounterfeiting technologies utilize electronic data devices to establish
a unique association with physical goods. This association serves two primary functions:
first, it enables the individual identification and authentication of each item through direct
access to embedded product information or by providing a bridge to external databases
containing the relevant data. Second, the association facilitates the tracking and monitoring
of the goods throughout their life-cycle. The technologies in use will be discussed in the
subsections to follow.

2.1. Near Field Communication—NFC

Near Field Communication (NFC) technology is now widely integrated into smart
devices (smartphones and smartwatches), enabling a variety of user-friendly applications.
One prominent use case is contactless payment, where users can link their credit cards to
their devices and authorize transactions by simply bringing the device near an NFC-enabled
reader at payment terminals [7]. Additionally, NFC technology facilitates fare payments on
public transportation systems and plays a crucial role in product authentication, enhancing
security and combating counterfeiting.

Unlike Radio Frequency Identifiers (RFID) based readers (to be discussed later), which
are capable of simultaneously reading numerous tags, a characteristic that proves valuable
in applications like logistics, NFC readers are designed for one-to-one communication with
a single tag at a time. This unique feature renders NFC technology particularly well-suited
for securing transactions, such as credit card payments, where individual authentication
and data integrity are of paramount importance. Implementing NFC technology requires
initial monetary investments for development of the management systems and in possible
changes to the production process. The tag costs are within a few euros, but depends
mostly on the specific target application and the associated level of authenticity required.

2.2. Magnetic Stripes

Magnetic stripes, which are mostly associated with credit cards, ID cards, and even
some product packaging, offer a surprisingly robust layer of security against counterfeiting.
While relatively low-tech compared to more advanced solutions like RFID chips, magnetic
stripes still hold merit because of the following advantages:

¢ Simplicity: Require minimal infrastructure to read and write data, making them
cost-effective and accessible.

*  Durability: Resistant to wear and tear, lasting for years under regular use.

*  Versatility: Can be integrated into various objects, from cards to packaging, offering
broad applicability.

The hardware components which are conventionally used include:

*  Magnetic material: The core of the strip is a thin layer of ferromagnetic material,
typically iron oxide, capable of storing data encoded as a series of magnetized zones.
This standard tape strip contains three magnetic tracks, containing magnetic resins
that are used to store the card’s data, in encoded format [8].

¢  Substrate: The magnetic material is embedded within a flexible substrate, usually
polyvinyl chloride (PVC), for protection and handling.

*  Encoding/Reading Head: A specialized device which writes/reads data by magne-
tizing or sensing the magnetic fields of the zones. These heads can be integrated into
card readers, point-of-sale terminals, or even handheld verification devices.

The core component of the encoding head is a laminated electromagnet which is
typically constructed from permalloy or soft ferrite, with an air gap ~ 0.3 um and substrate
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thickness ~ 25 um. As the magnetic tape moves across this electromagnet, the fringing
field generated by the magnet alters the spin orientation of the magnetic particles within
the tape in a manner directly proportional to the current flowing through the head’s coil.
This process induces a permanent writing of the encrypted signal onto the tape. While
reading, the card with the tape is swiped, which induces an alternating emf in the coil and
the data is read successfully [9].

Some modern recording heads utilize conventional ferrites whose gap surfaces are
coated with a micrometer-thick metal layer composed of aluminum, iron, and silicon
(normally referred to as Sendust [10]). This metal-in-gap (M-I-G) technology has better
high-frequency behavior and good wear and tear properties of ferrites with the higher
coercivity of ferromagnetic metals. Thus, fields two or three times as intense as that offered
by pure ferrites can be supported. Such high fields are necessary to record high density
(i.e., on high coercivity) data, in which tiny regions of alternating magnetization are closely
spaced and should not mutually demagnetize each other. The latest encoding technology
utilizes a thin magnetoresistive element, made out of permalloy, which senses the slight
variation in resistance (about 2%) that occurs as the angle of magnetization is changed when
the magnetized data bits pass beneath the encoding head, thus achieving 1.8 Mbits/mm?.

While most commonly employed on financial cards, magnetic stripes offer broader
applicability beyond financial transactions, because of its low cost margins. Under suitable
physical characteristics and operational conditions, they can be directly affixed to objects to
serve several purposes: assuring authenticity, enabling post-sale customer service through
item tracking and verification of genuineness.

2.3. Contact Chips—Smart Cards

The concept of embedded microchips in plastic cards, now known as Smart Card, first
emerged with the 1968 patent application filed by German inventors Jiirgen Dethloff and
Helmut Grétrupp. Subsequent developments included a Japanese iteration patented in
1970, culminating in Roland Moreno’s 1974 French patent filing for the IC card, awarded
priority status in France in 1975 and the United States in 1978 [11].

Physically analogous to contemporary plastic payment cards, the smart card incor-
porates a microprocessor or memory chip. This embedded technology, harnessed in
conjunction with a dedicated reader, grants the card significant processing power, enabling
diverse applications [12]. In the realm of access control, smart cards function as gatekeepers,
ensuring that sensitive personal and business data remains accessible solely to authorized
personnel. Furthermore, with a storage capacity of 32 kbytes, they empower users to
engage in financial transactions and value exchange with enhanced security and ease. In
essence, smart cards offer a triumvirate of benefits: data portability, robust security, and
unparalleled convenience.

The composition of a smart card comprises three key elements: an integrated circuit
(IC), an interface facilitating communication with the card reader, and a physical body.
Differentiating characteristics of smart cards vary from the type, size, and communication
methodology employed by the embedded IC. These integrated circuits serve as the core
computational engine, executing the logic programmed for specific applications, which can
be functionally classified into the following two categories [13]:

*  Memory cards: These category of smart card incorporates a non-volatile memory
chip embedded within its structure. This memory component facilitates both data
reading and writing operations embedded within a pre-programmed logic circuit
etched directly onto the chip during the manufacturing process. This embedded
logic circuit safeguards the stored data through a security mechanism that typically
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leverages access permission protocols. Consequently, these cards offer exclusively
secure data storage functionalities.

*  Microprocessor cards: This category of the smart card integrates a microprocessor,
granting it computational capabilities akin to those of portable slow computing devices.
Consequently, these smart cards possess the ability to process, store, and secure
information through the utilization of sophisticated cryptographic algorithms.

Based on the chip-to-reader communications, smart cards can be classified into the
following three categories [14]:

¢ Contact cards: Contact card communicates utilizing an eight-pin micromodule to
establish a physical connection with the card reader, as shown in Figure 1la. Each
of the five designated pins serves a specific function: V¢ (+5 volts — DC) supplies
power, reset initializes the module, clock regulates timing, ground provides a reference
potential, and the input/output (I/O) pin facilitates data exchange.

¢  Contactless cards: As illustrated in Figure 1b, contactless smart cards rely on antennas
with an approximate 10-cm range to establish communication with readers. These
memory chip devices, physically comparable to credit cards, acquire power and
exchange information with the reader through an Radio Frequency (RF) field generated
by the reader module. Contactless smart cards are commonly utilized for employee
identification badges in building access systems of large organizations.

¢  Combination cards: Multipurpose combination smart cards represent a strategic
integration of contact and contactless technologies. These hybrid cards incorporate an
eight-pin contact interface for communication with card readers employing physical
connections, and additionally feature an antenna that facilitates wireless data exchange
with RF readers. This dual functionality expands the application scope of the card,
catering to a wider range of use cases.

c5 Card body

o (ong  chip Ca(LiEE)dy
C7
C8
C4, C6, C8: No Connection/
Reserved Antenna

@) (b)

Figure 1. Schematic arrangement of the (a) contact card, (b) Contactless card modules.

Driven by the diverse applications demanding unique solutions within the smart card
technology landscape, several standards emerged to ensure compatibility and functionality.
The ISO 7816-X series of specifications serves as the cornerstone, comprehensively defining
the technical characteristics of this technology.

2.4. Electronic Seal

Electronic seals (also known as eSeals) are integrated within mechanical seals of the
packaging system, and are an enhanced version of the traditional seal. In contrast to
traditional seals, eSeals incorporate an encrypted chip, thereby enabling them to fulfill anti-
counterfeiting functions. They build upon RFID technology to augment their physical anti-
tampering properties with functionalities for digital data capture, storage, and readability.
Although e-seals find its major applications in secure and authenticating legal documents
and official certificates, including contracts, invoices, tax declarations, etc, they are more
often used along with RFID technologies to build secured anticounterfeiting systems. Such
systems are used in elevating security in logistics [15], container terminal management
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system [16], real-time tamper detection [17], inventory and asset management [18], to
name a few. This enhanced capability translates to superior security and control compared
to traditional mechanical seals, as they enable self-monitoring and real-time monitoring
capabilities. A comparitive overview between an e-seal and a traditional seal is portrayed
in Table 2.

Table 2. Comparison of E-Seal and Traditional Seal [19,20].

Feature E-Seal Traditional Seal
. . Physical object
Physical form Digital (stamp},,wax, se]al, etc.)
- Electronic .
Application documents Physical documents
. Cryptographic Physical security
Security methods (ink, wax, etc.)
Verification Digital Visual
Storage Digital Physical
Transfer Electronic Physical
Tamper Digital signatures, Visual inspection

evidence timestamps for tampering
Potential environmental
Environmental . impact from
. Minimal .
impact materials and
production
s Requi hysical
Accessibility Remote access equires paysica
presence

Varies by jurisdiction,
Legal but gaining legal
recognition recognition in
many countries

Generally recognised
and accepted

To generate an eSeal, a legal entity must undergo a rigorous vetting and authentication
process conducted by a third party or through a remote identity verification system. An
eSeal can then be utilized to digitally sign large quantities of documents (bulk signing), such
as invoices or educational transcripts, via an accredited digital signing solution. Electronic
seals serve to authenticate both the identity of the signing entity and the document’s
integrity, which serves as its two major objectives. An evaluation of an eSeal’s quality can
be assessed based on the following characteristics:

*  Non-duplicability: The electronic seal must resist replication, ensuring its uniqueness.

*  Reliability: The seal should be designed to prevent resealing after being opened, and
the act of opening should be readily discernible.

*  Verifiability: An operator must be able to readily confirm both the authenticity and
integrity of the seal, either through visual inspection or by employing a dedicated device.

Such a technology is increasingly being used by the domestic and international cus-
toms, wherein it significantly reduces the time and potential for errors associated with
manual inspections. Active eSeals further employ real-time positioning monitoring tech-
nology, enabling continuous tracking of container transportation routes. Within the do-
mestic tax area, electronic seals are utilized to supervise the movement of high-risk, unre-
leased containers. This supervision encompasses the movement of import containers from
port to warehouse, re-export containers between controlled ports, and export containers
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from warehouse to port [21]. Some other potential users of the eSeal technology are the
medicine/pharma industry [22,23], agriculture and food industries [24-26], e-procurement
of goods [27], and e-registration of documents [28], to name a few.

2.5. Radio Frequency Identification—RFID

Radio Frequency Identification (RFID) tags are low-cost, ubiquitous devices designed
to uniquely identify and track goods. Within supply chain management, RFID tags facilitate
product tracking across various stages and locations. Additionally, diverse applications are
emerging that leverage the data extracted from these tags, including:

*  Automated inventory management: Streamlining stock control and reducing manual
intervention.

e Automated quality control: Enabling real-time monitoring and ensuring product
integrity.

*  Access control: Enhancing security by granting or restricting entry based on tag
identification.

¢  Payment systems: Facilitating contactless and secure transactions.

*  General security applications: Providing additional layers of security and preventing
unauthorized access.

The cost of the tags, currently ranging from a few cents to some euros, remains a crucial
factor for widespread adoption of RFID-based systems. This affordability is essential for
achieving large-scale implementation and maximizing the technology’s potential.

The RFID technology dates back to the radar technology, and was primarily used to
detect backscattered radiowaves, its evolution being articulated in Figure 2. Currently,
RFID tags are extending their reach beyond product identification to tackle counterfeiting
challenges [29]. This involves verifying a product’s authenticity by locating an RFID tag
containing specific product and reference information. Despite various existing variants,
all Radio Frequency Identification (RFID) systems share three core components, as depicted
in Figure 3:

e Tags: Attached to objects, these contain an antenna and/ or a microchip storing prod-
uct data such as unique identifiers or informational website URLs. Security against
reproduction and tampering relies on:

Communication protocols: Governing data exchange between tags and readers.

Information protection methods: Securing tag data through codes, passwords, or en-

cryption algorithms.

e Readers: Specific to the utilized tag type, these devices query tags, receive response
information, and transmit it to a data processing system.

¢ Data Processing System: Connected to readers via the internet, this system utilizes tag
identification codes to access and manage relevant object information.

During a communication protocol with the reader, the tag’s information is checked for
both presence and certified authenticity. Products with verified information are deemed
genuine, while others are flagged as potentially counterfeit.

Based on the operating mechanism, RFID tags are sub-classified into the following
four categories:
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Robert Watson Watt (1935): Identify—Friend or Foe (IFF) transponder
developed by British was used by the allies in World War II for
identification of friendly aircraft.

Harry Stockman (1948): Continuous time modulation of reflected
signals, he designed a device that modulated human voice on
reflected light signals.

Robert Richardson (1963): Development of RFID transponder,
the device could couple and rectify energy from an interrogator’s
EM field and transmit signals at a harmonic of the received
frequency.

Vinding  (1967): Pioneered a  cost-effective  and
straightforward interrogation—transponder system utilizing
inductive coupling.

Koelle, Depp, and Freyman (1975): Proposed a
groundbreaking  concept: pond antenna  load
modulation. This innovation offered a simple and
efficient method for backscatter modulation.

1980-1990: Commercialization of RFID, primarily
for transportation and personnel access, short-range
systems for tracking animals, industrial and business
applications and electronic toll-collection.

1987: First RFID-based toll-collection system
became operational in Norway

1990s: dardization activities for ial
use of RFID, RFID as an important enabler in
supply chain management

2000 onwards: Cheap and reliable tags,
thanks to Silicon technology

I—V Possibility of $0.05 tags
[Early 2000s

ey RF1D mandate in supply chain (Walmart
008 pply ( )

. . -
—2007 Industries started applying RFIDs in different

sectors

Figure 2. Evolution of the RFID technology [30].

&
/ Tag
Attached to assets
) -
-y

Database RFID Reader

Data storage and evaluation Wireless 2-way comm. with the tag

Figure 3. Schematic of a basic RFID-based system.

2.5.1. Passive Tags

Such category of RFID tags are small devices comprised solely of an antenna and

an integrated circuit (microchip). In the absence of an internal power source, passive

RFID tags harness the electromagnetic field generated by the reader. This coupled energy

undergoes rectification and voltage multiplication to activate the internal circuits of the

tag. A prevalent technique for this process is the utilization of a multi-stage Greinacher

rectifiers [31] or its derivatives. One such two-stage modified Greinacher full-wave rectifier

is shown in Figure 4. Subsequently, upon receiving this signal, the tag awakens and trans-

mits its identification data back to the reader. Subsequently, the reader relays the data to a

computer for processing and verification. The stored identification data typically consists

of a unique identifier, similar to an Electronic Product Code (EPC), which offers additional

details beyond barcode information, such as product type and manufacturer. Notably,

some passive tags are read-only, while others offer read-write functionality, allowing for

data modification and updates.
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Vout

......

Figure 4. Two-stage modified-Greinacher full-wave rectifier.

Two different coupling techniques are commonly used by passive tags, namely:

Near-Field Coupling: Within the near field region, the prevailing characteristic of the
electromagnetic field is its reactive nature. This signifies that the electric and magnetic
fields are spatially orthogonal (perpendicular) and exhibit quasi-static behavior, mean-
ing they experience minimal change over time. The dominant field, electric with a
dipole antenna, or magnetic with a coil antenna, depends upon the specific antenna
type employed. Most near-field tags utilize the magnetic field to achieve inductive
coupling with the tag’s coil, following Faraday’s principle of magnetic induction (il-
lustrated in Figure 5). In essence, current flowing through the reader’s coil establishes
a magnetic field in its vicinity. This field, in turn, induces a small current within the
coil of a nearby tag.

The interaction between a reader and a tag leverages a technique known as load
modulation [32]. This method works on the principle of mutual inductance, where a
change in current within the tag’s coil induces a corresponding, albeit smaller, current
variation in the reader’s coil. The reader detects these subtle variations. To achieve
this, the tag modulates the current by deliberately altering the load presented by
its antenna coil. This deliberate manipulation of the load underlies the term load
modulation. Owing to its inherent simplicity, inductive coupling was the initial
technology embraced for passive RFID systems due to its ease of implementation.
As the phenomenon is a nearfield one, such tags are restricted to the use of low carrier
frequencies, being mostly restricted at 128 kHz (low-frequency, LF) and 13.56 MHz
(high-frequency, HF). This limitation is exemplified by the operational boundary
distances, which are significantly shorter for higher frequencies: 372 m for 128 kHz
and 3.5 m for 13.56 MHz. An inherent drawback of near-field tags is their inherently
low bandwidth, which translates to a correspondingly low data rate [33].

FarField Coupling: In contrast to the near-field region, the EM field within the far-field
exhibits a radiative nature. In this regime, coupling involves the capture of EM energy
at a tag’s antenna as a potential difference. However, a portion of the incident energy
reflects back due to an impedance mismatch between the antenna and the load circuit.
This mismatch, or deliberate alterations to it, can be exploited to vary the amount of
reflected energy, a technique commonly known as backscattering [34] (illustrated in
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Figure 6). Such a methodology serves as the foundational principle for communication
in far-field tags.

Far-field coupling is the preferred method for long-range (5-20 m) RFID applications,
as it is not subject to the restrictive field boundaries encountered in near-field systems.
Far-field tags typically operate within the 860-960 MHz Ultra-High Frequency (UHF)
band or the 2.45 GHz Microwave band.
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Figure 5. Near-field communication using inductive coupling.
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Figure 6. Far-field communication via backscattering, with antennas placed at farfield distances.

2.5.2. Active Tags

Active RFID tags incorporate an internal battery, a transmitter, a receiver, an antenna,
and an integrated circuit. This internal power source allows them to possess several
advantages over passive tags. Active tags can be equipped with extensive, frequently
rewritable memory capacities and may also include integrated sensors. They typically
operate at high frequencies, viz the 433 MHz or 2.45 GHz bands. The higher frequency
operation enables them to function at significantly greater reading distances compared
to passive and semi-passive tags, reaching up to 200 m from the reader depending on
antenna configuration and battery strength [35]. The high-frequency operation facilitates
the additional functionalities offered by active tags. Essentially, two types of active tags are
currently available:

e Transponders: Functioning similarly to passive RFID systems, active transponder
tags operate in a reader-initiated mode. The reader transmits a signal, prompting the
active transponder to respond with a corresponding signal containing the encoded
data. This interrogation-response mechanism fosters efficient battery utilization for the
transponder. When out of the reader’s range, the transponder remains inactive, thus
preserving battery life. Active RFID tags utilize a low-power LC-oscillator (depicted in
Figure 7) as a wakeup radio. This oscillator is specifically designed to function in the
weak inversion region (subthreshold) to minimize power consumption. The oscillator
operates near its oscillation threshold, and an incoming radio signal received by the
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antenna provides the necessary signal to achieve a stable oscillating state. Figure 8
illustrates how the received RF signal triggers the wakeup radio receiver, prompting
the tag to transmit a response signal back (backscattered) to the reader on the same
frequency, with the relevant timing diagram.

Owing to this advantage, active transponder tags are prevalent in applications de-
manding high security, such as access control systems, and in scenarios requiring
real-time data exchange, like toll booth payment systems.

Beacons: Active beacon tags deviate from the reader-initiated approach employed in
passive and active transponder RFID systems. As their designation implies, beacon
tags function autonomously, periodically transmitting their unique data at intervals
typically ranging from 3 to 5 s. While active beacon tags boast read ranges of hundreds
of meters, their transmission power can be strategically adjusted to optimize battery
life, achieving a practical range of around 100 m.

This inherent characteristic makes them particularly well-suited for applications in
the oil and gas industry, mining, and cargo tracking, where real-time location updates
are of prime importance [36-38].
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Figure 7. Principle of the wake-up radio transceiver architecture.

Tag
’UWU\; IUWm} Power management
YTYY Wake-u .
b wam Oscillat(?r Logic
Reader X
’?aﬁfield
(a

T T T T

Reader TX

Figure 8. (a) Schematic of a active backscatter with RFID reader, and (b) Timing diagram.
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2.5.3. Battery Assisted Passive (BAP) Tags

BAP tags, also known as semi-passive tags, occupy a niche between passive and
active RFID technologies, their architecture being shown in Figure 9. While they share the
internal battery characteristic with active tags, BAP tags lack a dedicated transmitter. This
functionality aligns with passive tags, where a reader’s signal triggers a response. The
internal battery in BAP tags serves to power the microchip, enabling features comparable
to active tags. These features include integrated environmental sensors and potentially
larger, rewritable memory capacities. Additionally, BAP tags boast a significantly extended
read range compared to passive tags, functioning at distances of up to several dozen meters
from the reader.
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Figure 9. RFID Sensor tag architecture in BAP configuration.

Similar to active tags, the primary drawbacks associated with BAP tags are their finite
battery life and the environmental concerns arising from battery replacement and disposal.

Recent advancements in BAP tag technology target these two key limitations, namely
the limited battery life and communication range. To address the first challenge, research is
exploring the use of energy harvesting modules as a potential replacement for batteries.
This approach could offer indefinite operational autonomy, eliminating the need for battery
replacement and its associated environmental concerns. Secondly, improvements in tag
integrated circuit (IC) design have introduced a concept known as BAP mode. This mode
leverages an additional input voltage pin (Vpar)—as illustrated in Figure 9. By supply-
ing external power to the internal blocks of the MSP430 low-power microcontroller unit
(MCU) [39] and the tag IC through this pin, BAP mode allows for enhanced sensitivity.
This, in turn, leads to a significant improvement in the overall communication range of the
system [40].

2.5.4. Chipless RFID

Chipless RFID offers a promising solution for anti-counterfeiting, particularly for
high-volume, low-cost items where traditional chip-based RFID would be cost-prohibitive.
The price of an RFID tag depends on several factors:

*  Order volume and functionality: The cost of RFID tags varies significantly based on
the number of tags ordered and the specific functions they need to perform.

e Item cost: The value of the item being tagged influences the required security level,
which in turn affects the tag’s price. For example, a high-value item like a luxury
watch requires a more secure and expensive tag than a standard item like a book.

*  Deployment environment: The environment where the tag will be used also affects its
cost. Tags deployed in harsh environments, such as for asset management in a yard or
livestock tracking, must be more durable and rugged, which increases their price.
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For chip-based tags, the price can range from 5-30 cents per tag for passive tags
when ordered in bulk, and $10-$100 per unit, based on its functionality for active ones.
Conversely, for smaller order quantities, the chipless ones cost around 1-20 cents, which
reduces to below 1 cent for bulk orders [41]. Unlike its chipped counterparts, chipless RFID
tags embedd unique electromagnetic signatures through patterned conductive materials
or specialized inks. When interrogated by a reader, these tags reflect specific radio fre-
quencies, creating a distinct “fingerprint” that can be authenticated, as shown in Figure 10.
An Ultrawideband signal impinges on the chipless tag, which backscatters/reflects back
parts of the signal, based on its structural characteristics, hence providing an unique digital
fingerprint. This inherent uniqueness, combined with their low manufacturing cost (often
printable directly onto products or packaging), makes them difficult to replicate by counter-
feiters [42]. While chipless RFID typically has lower data capacity and a shorter read range
than traditional RFID [43], its affordability, flexibility, and enhanced sustainability [44,45]
are driving its adoption in various sectors, including retail [46], pharmaceuticals [47], and
secure document applications [48], to name a few, effectively complementing or even
replacing barcodes for robust product authentication.
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Figure 10. Schematic diagram of operation of Chipless RFID tag.

2.5.5. Physically Unclonable Functions

Physically Unclonable Functions (PUFs) are a compelling anti-counterfeiting solution.
These are created during manufacturing through random variations, generating a unique
digital “fingerprint” [49]. This inherent randomness makes PUFs impossible to clone, even
by the original manufacturer, establishing them as a robust anti-counterfeiting tool [50-52].

In practice, a manufacturer scans a product’s PUF to create challenge-response pairs
(CRPs), which are stored in a secure cloud database. An authenticator can then scan the
PUF and cross-reference the response with the database to verify the product’s authenticity.

*  Optical vs. Silicon-based PUFs: Although silicon-based PUFs are widely used, they
can be vulnerable to modeling attacks and often lack reliability [53,54]. Optical PUFs
offer a promising alternative, providing high complexity and accessible readout. This
is particularly true for chemically engineered optical PUFs, which can be highly robust
and efficient [55-57].
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¢ Fluorescent Taggants in Optical PUFs: Optical PUFs use various fluorescent taggants,
including quantum dots, nanocrystals, organic dyes, and carbon dots [58-61]. Re-
cently, silicon quantum dots have also emerged as a viable option [62]. However,
semiconducting polymer nanoparticles (SPNs) are a strong alternative, surpassing
most fluorescent materials in brightness and photostability [63,64]. SPNs have been
shown to be over 30 times brighter than inorganic quantum dots and antibody-dye
conjugates [65] and are more photostable than typical fluorescent dyes.

e  Hybrid PUFs: Hybrid PUFs enhance security by combining physical randomness with
a more robust digital system, often an RFID chip [66,67]. This makes them significantly
more secure than static identifiers like barcodes, as it is impossible to clone both the
physical structure and the cryptographic response simultaneously.

Recent research has explored using semiconducting polymers in anti-counterfeiting
by printing unique patterns [68-70]. Similar approaches using photoswitches in paper and
gels have also been demonstrated [56,57]. However, these photoswitch-based methods can
degrade with repeated use or under harsh conditions [60] and are vulnerable to replication
once their active materials are identified. PUF devices based on semiconducting polymer
nanoparticles have not yet been explored but have the potential to outperform current
fluorescent optical PUFs.

Performance benefits of hybrid PUFs over traditional methods

e Exceptional Security and Unclonability
*  Robustness to Environmental Variations
e Enhanced Traceability and Supply Chain Security

Drawbacks and Limitations

e Complexity and Implementation Costs
*  Dependency on reader
e  Potential for Modeling Attacks

Compared to traditional hardware security methods, PUFs offer a different approach.
Traditional methods, such as eFuses and secure memory, store cryptographic keys in
dedicated, non-volatile memory [71-73]. While tamper-resistant, these keys are static and
can be extracted through costly, invasive physical attacks [74].

In contrast, a PUF’s “secret” is not stored but is derived on-demand from the chip’s
physical structure. The key exists only when the device is powered on and disappears
when it’s off. Any attempt to physically probe the PUF will likely damage it, making it
tamper-evident [75].

Integration Potential

PUFs are well-suited for integration into resource-constrained devices like IoT systems.

¢ On-Chip Integration: Many PUF designs use existing components, such as Static
RAM (SRAM), eliminating the need for dedicated hardware. This makes them a cost-
effective alternative to other security methods that require separate memory modules
or cryptographic co-processors [76,77].

¢ Lightweight Authentication: PUF-based authentication is “lightweight,” replacing
complex cryptographic operations with a simpler challenge-response mechanism.
This reduces computational and communication overhead, making it ideal for devices
with limited power and processing capabilities [78,79].

PUFs offer a significant advantage by providing high security at a low cost. Many PUF
types, like SRAM PUFs, use existing on-chip components, resulting in negligible hardware
overhead [76]. This makes them a more attractive alternative to expensive, dedicated
security chips.

Challenges and Solutions
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A key challenge for PUFs is reliability. Environmental factors such as temperature
can cause minor response errors, which are typically managed with error correction codes
(ECCs), adding some implementation complexity. Additionally, some “strong” PUFs with a
large challenge-response space are vulnerable to machine-learning attacks that can predict
responses without physical access [80,81].

Ongoing research is focused on addressing these vulnerabilities through new hybrid
PUF architectures and protocols [82]. For example, designs may combine PUFs with
cryptographic hash functions or use obfuscation techniques to make them more resistant
to modeling attacks. Despite these challenges, PUFs remain a robust and cost-effective
security solution compared to the risks of hardware counterfeiting or IP theft.

Regardless of the specific system configuration, the inclusion of a dedicated tag-
programming layer remains essential. This layer facilitates the seamless integration of RFID
equipment and computer control systems within manufacturing lines. This enables real-
time processing of tag data and updates to the back-end database, all without compromising
production efficiency. Some practical issues associated with RFID tags are as follows [83]:

e  Optimal tag programming performance necessitates the appropriate attachment
of the tag to the product. This selection process requires careful consideration of
two key factors: antenna orientation and the material’s skin depth at the tag’s opera-
tional frequency.

*  Following product purchase or consumption, the product-bound tag should be deacti-
vated to mitigate the risk of unauthorized reuse by counterfeiters.

*  An efficient mechanism for tag programming and database synchronization is crucial
to ensure seamless product tracking within the manufacturing line. However, incom-
plete or erroneous tag programming, potentially caused by inadequate configuration
of RFID equipment (encompassing both hardware and software control parameters),
can compromise the uniqueness of tag data and consequently, the integrity of the
product’s provenance.

* A robust exception-handling mechanism is necessary to identify and manage products
with defective tags, including those with duplicate or incomplete programming. This
mechanism should facilitate the segregation of such products for either rework (if
cost-effective) or disposal.

*  Optimization of product transfer speed on a manufacturing or packaging line must
balance production throughput with reliable RFID tag programming.

3. Mechanical Anticounterfeiting Techniques

Mechanical anti-counterfeiting solutions leverage the inherent physical characteristics
of materials to deter the production of imitations and establish reliable tamper-evident
safeguards. While these methods function primarily for basic authentication purposes
when employed independently, their integration with complementary technologies allows
for enhanced identification and tracking capabilities. A detailed overview of the techniques
used for anticounterfeiting using mechanical components are discussed in the sections
to follow.

3.1. Security Films

This technology is primarily employed to safeguard data printed on documents and
packaging. The protective mechanism involves the application of a plastic film, utilizing
pressure or heat, to the designated surfaces (Figure 11). Security features, such as printed
elements, tactile textures, or color variations, are directly integrated into the plastic film
during its application process, offering an additional layer of protection [84]. The following
processes are used to build security in films:
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Figure 11. Image processing chain from female to male and male elevation heightmap (left) and
schematic cross sectional view of the embossing tool, where representative female, male and male
elevation relief surfaces derived from these heightmaps are highlighted (right) [85].

e Opverprinting: Security elements are strategically positioned for optimal protection

within the security film’s structure. This typically involves placement on the reverse
side (interior) of the film or within the intermediary layer between the adhesive and
the film itself. This approach safeguards these elements from potential damage or
tampering attempts [86]. Screen printing, or flexographic printing techniques are
commonly employed for their application.
Screen printing operates on the principle of selective ink transfer through a mesh
screen. Ink permeates the open areas of the screen, corresponding to the desired
graphic elements, while the non-printing areas are rendered impermeable by a block-
ing stencil. This technique can be employed in color film printing using a three-step
process: application of a glossy bottom layer, followed by a white base, and finally
the addition of specific colors [87]. The factors which affect the printing include (but
are not limited to) oil ink, paper, ink knife, cleanliness of the printer heads, speed of
screen printing, scraper, the orientation/way of placing paper, tension of network
board, pressure adjusting of scraper, angle adjusting of scraper, and human errors [88].
There has also been substantial research for ecologically sustainable alternatives, which
includes the use of starch as the printing ink in security films [89-92], to name a few.
Although starch is a bio-compatible, cheap, and renewable solution, the disadvantages
that limit their usage as packaging films: moisture sensitivity and low mechanical
strength and stability.

¢ Embossing: In embossing, the security film incorporates tactile elements for enhanced
protection. These elements may include fine lines, intricate patterns composed of thin
lines, or microscopic printed features [85,93,94].

*  Embedding through binding: This technique is primarily utilized to safeguard pho-
tographs and printed personal identification data within passports. To deter tampering
attempts, the security film is seamlessly integrated into the passport’s binding dur-
ing construction. This integration process results in a narrow extension of the film
material onto the subsequent page at the document’s rear, creating a tamper-evident
margin [86].

e Iridescent film: Such films are characterized by an iridescent sheen that exhibits color
variations depending on the viewing angle. They are mostly applied for validation of
banknotes [95,96].
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*  Back-reflecting film: Such a film is detectable only under specific viewing equipment
by utilizing coaxial illumination, which changes its color [97-99].

3.2. Laser Engravings

This technology leverages a specialized laser to create intricate engravings on various
substrates (paper and paperboard, labels, leather, film, rubber, foam, wood, fabrics, PET,
PVC, glass, stone, iron, nickel, steel, stainless steel, aluminium, electrical components, etc.).
These engravings consist of closely spaced grooves with variable depths. The process
allows for the addition of superimposed images, logos, text, or identification codes. These
elements exhibit a unique property—their color appears to change depending on the view-
ing angle. Often mistaken for holograms, these features are highly resistant to replication
due to their complexity. A significant advantage of this technology lies in the inherent
permanence of the markings. Their inseparable nature from the underlying material makes
them highly tamper-proof [100,101]. Conventionally, there are three techniques to achieve
laser engraving:

* Annealing: This process, also known as laser surface stamping, utilizes a targeted
laser beam to permanently mark ferrous metals and titanium. The laser induces
localized heating on the surface, triggering a controlled oxidation reaction beneath.
This selective oxidation results in a permanent discoloration of the metal, replicating
the desired marking design [102].

¢ Laser engraving: This technique employs a material ablation process to create the
desired marking. The laser beam selectively removes material from the surface of the
product, replicating the marking design. This method finds particular application
with metals, plastics, and ceramics [103,104].

*  Deep laser marking: A highly specialized technique for permanent marking on metal-
lic substrates, that utilizes a controlled process to create markings at a predetermined
depth within the material’s surface [105-108].

3.3. Seals

A seal constitutes a closure mechanism that secures a package, thereby safeguarding
its contents from unauthorized alteration. These seals can be crafted from either plastic or
metal, and their design can range from a basic and economical screw cap on a bottle to
more intricate configurations. While generally straightforward to apply and remove, the
efficacy of these seals in deterring tampering hinges considerably upon the expertise and
attentiveness of the inspector.

They are characterized by three fundamental properties:

*  Unique Identification: Each seal possesses a distinct identifier, allowing for its unam-
biguous verification.

e High Tamper Evident Security: Seals are designed to be exceedingly difficult to
replicate, offering a clear indication of tampering if any attempt is made.

e Enhanced Security: By virtue of their unique identification and tamper-evident nature,
seals contribute significantly to the overall security of a package, over which they are
the usual choice.

Conventionally, their integrity is established through visual inspection, which reas-
sures the user as to the security of a product by providing visual evidence of any tampering.
Some pertinent disadvantages with such seals are the following:

¢  Limited Tamper History: Unlike some electronic seals, physical seals cannot record the

specific time or location of a tampering event. This may limit the ability to pinpoint
the exact time and place of a breach.
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¢ Passive Security: Physical seals lack the ability to actively monitor their own integrity.
Therefore, unlike electronic seals that can trigger alarms upon tampering, physical
seals rely solely on visual inspection for detection.

3.4. Labels

Identification labels are physical attachments containing data that uniquely identifies
a product and conveys relevant information. These labels are affixed to the product
itself or its packaging, regardless of material. Common applications include cardboard
boxes, glass bottles, plastic containers, and directly on items like clothing or footwear.
During implementation, integrating identification data directly into existing packaging
artwork (cardboard, plastic, or shrink sleeves) can be a cost-effective approach, minimizing
disruption to production processes.

Furthermore, identification labels can be enhanced with security features through
the incorporation of various technologies. When combined with RFID tags or NFC de-
vices, these labels transform into smart labels, offering additional functionalities. Based
on the type of material and technology used, they can further be categorized into the
following subgroups:

¢  Fabric based labels: Fabric labels exhibit remarkable versatility by integrating with

various security features, resulting in a spectrum of label complexity. The most basic
labels serve the primary function of displaying product information and identification
codes, typically barcodes. As complexity increases, labels incorporate more sophisti-
cated security measures, including holograms, security threads, and tracer in fibers.
The most intricate labels, known as smart labels, encompass RFID tags or even NFC
devices, catering to particularly valuable goods.
Standard label dimensions generally range from 20 mm-70 mm, determined by the
product type and marketing considerations. Woven labels, the most common choice
for apparel and accessories, utilize fine threads to incorporate intricate details in
text and patterns. Printed labels, another common option for clothing, are typically
attached to or directly printed on the garment’s interior.

¢ Adhesive based labels: Adhesive labels demonstrate material adaptability, being

constructed from a diverse range of materials and adhering to various surfaces. Similar
to fabric labels, they can be enhanced with advanced security features like custom
holograms, optical variable ink (OVI), tracer in fibers, and RFID tags.
The selection of adhesive material depends on the product and its environmental
exposure [109]. Adhesives are further categorized based on their bond strength,
offering permanent or removable options. Rubber-based adhesives offer broad surface
compatibility but exhibit lower resistance to temperature and UV light compared
to other options. Acrylic adhesives, while less suitable for plastics, boast superior
solvent resistance and extended lifespan. Self-adhesive labels are composed of a
five-layer structure. From top to bottom, they are facestock, bottom coating, adhesive,
silicone coating, and base. Self-adhesive label materials offer a variety of surface
finishes to choose from, including high-gloss paper, semi-gloss paper, and matte paper.
Finally, acrylic blend adhesives provide the strongest adhesion but are susceptible to
degradation under heat and UV light.

*  Micro engraving: It is a printing technique which utilizes a heated die to transfer a
detailed design onto a metallic foil placed between the die and the label substrate.
This process not only enhances the label’s visual appeal but also offers a significant
level of anti-counterfeiting protection. The intricate texture engraved is difficult
to replicate, making it a valuable security feature. The resulting effect is visually
similar to a hologram, albeit with a distinct appearance and tactile sensation [110]
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(Figure 12). Micro-engraved patterns can be either random or incorporate customized
logos, further bolstering their ability to deter counterfeiting attempts [111] (Figure 13).

e Tags: While tags serve as a reliable method for product identification and verification
of authenticity, particularly when coupled with more sophisticated technologies like
holograms, RFID tags, OVI inks, or tracer fibers, their effectiveness is ultimately
limited by the tensile strength of the attachment threads. They are typically affixed
to the product using resilient threads, such as nylon strings or chains. In this context,
the 3D electro-mechanical tag also needs some highlight. Such chipless tags have
mechanical void inclusions within them, which changes the electromagnetic behaviour
and are useful in anticounterfeiting applications, serving as a digital fingerprint.
They are mostly printed by the additive manufacturing process involving rapid and
hassle-free prototyping. The chipless tag takes the form of a solid dielectric cylinder,
presenting a homogenous exterior. However, the information is embedded within
the object’s internal structure. This is achieved by strategically placed voids that
encode the data. This design offers a promising solution for anti-counterfeiting and
security applications. It eliminates the vulnerability of information theft during the
reading process or through visual inspection, a common weakness in other chipless
systems. Furthermore, the data encoding method departs from the conventional
on-off or amplitude schemes used in chipless RFID. Instead, it leverages a strategy
that maximizes available states or non-overlapping uncertainty regions [112].

Figure 13. Image of a silver nanowire pattern fabricated using UV dicing tape, with the zoomed
view [111].

4. Chemical-Based Anticounterfeiting Techniques

Chemical-based anticounterfeiting technologies rely on the incorporation of special-
ized materials to authenticate objects. These materials exploit the inherent randomness
generated during specific processes or chemical applications, creating unique and ver-
ifiable markers. The primary function of these technologies is product authentication,
not necessarily unique identification. Verification, however, often requires specialized
equipment or laboratory analysis, hindering immediate on-site confirmation. While the
cost of implementation for these markers is generally low, specialized reading devices can
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be expensive. Consequently, verification timelines may be extended due to the need for lab-
oratory analysis. Such techniques can further be sub-divided into the following categories:

4.1. DNA Coding

Deoxyribonucleic acid (DNA), the fundamental genetic material of all living organisms,
comprises four distinct nucleobases: adenine (A), guanine (G), thymine (T), and cytosine (C).
These bases form a specific sequence that encodes the genetic information. Advancements
in biotechnology and molecular biology enable the controlled synthesis of DNA with
a predetermined base sequence. This technology presents a novel approach for anti-
counterfeiting applications. By arranging the DNA bases in unique combinations, a highly
secure and verifiable identifier can be created. Additionally, encryption techniques can be
employed on the DNA sequence to further enhance the security of the anticounterfeiting
tag [92,113-116]. Beyond its amenability to encryption, DNA possesses a remarkable
information density [117]. A single gram can theoretically store petabytes of data, making
it a highly miniaturized data carrier. This characteristic, coupled with its microscopic size,
renders DNA an ideal candidate for covert anti-counterfeiting tags.

A key advantage of DNA authentication labels lies in their inherent replication dif-
ficulty. Unlike conventional methods, which may be readily reproduced, the complex
structure of DNA sequences poses a significant challenge to counterfeiters. Traditional tech-
niques like Sanger sequencing and its variants, while effective for sequence determination,
are often cost-prohibitive and necessitate specialized expertise. This complexity serves as
an additional barrier against counterfeiting endeavors [118].

DNA coding has various practical applications, including integration into printing ink
for secure barcodes and QR codes [119]. DNA can also be incorporated into degradation
units to stain currency [120] or combined with blockchain for enhanced product security
and offline verification [121].

DNA sequences have been attached to magnetic nanoparticles and added to liquid
products like milk and oil, enabling easy retrieval and analysis [122]. Additionally, a method
for labeling pharmaceutical products has been developed, with the DNA remaining stable
for at least two years [123].

While DNA offers promising potential for data storage, current reading methods
present a challenge. Techniques such as sequencing can be time-consuming, exceeding
several hours, thus hindering practical implementation. Environmental factors like heat,
pH, UV radiation, and microbial activity can degrade DNA, reducing its yield [124]. It is
reasonable to assume these factors would similarly impact the performance of DNA-based
coding systems. Additionally, although replicating DNA sequences is generally difficult, it
becomes potentially achievable with access to specific primer pairs. A synergistic approach
combining DNA with other technologies, such as nanoparticles and RFID tags, may prove
advantageous. This would allow for immediate verification using RFID followed by a
more definitive confirmation through DNA sequencing [125,126]. The advantages of such
a methodology are pictorially depicted in Figure 14. But such a technology also comes with
certain disadvantages:

*  Association with products: Strategic Incorporation of DNA with important goods

*  Conjugation with other technologies: Combining DNA with 1D/ 2D codes, RFID, etc.
e  DNA stability and protection: Coating DNA with a protective layer

*  Detection methodology: The detector should be fast, reliable and low cost
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Figure 14. Primary advantages with using DNA for anti-counterfeiting applications.

4.2. Chemical Encoding

Chemical encoding and tracers offer a method for product authentication by incorpo-
rating unique and readily identifiable microscopic chemical particles into raw materials or
finished goods [127]. The presence of these particles serves as a verifiable indicator of a
product’s legitimacy. Detection and subsequent decoding of these markers are typically
performed within a laboratory setting.

There are various approaches within the domain of chemical encoding and tracing.
Some methods employ chemical compounds possessing specific optical properties, such
as luminescent particles, for product authentication. In this context, the use of Carbon
dots (CDs) have been of particular interest to the researchers. CDs offer promising contri-
butions to product security, environmental sustainability, and the circular economy [128].
Conversely, other techniques utilize compounds with distinct physical properties, like
magnetically susceptible particles, to achieve the same objective [129-131].

4.3. Surface Analysis

Surface analysis involves surface fingerprint technologies and laser surface analysis,
which offer a method for generating unique product identifiers. This approach leverages
the inherent randomness of physical processes, resulting in identifiers that are inherently
difficult to replicate. These technologies analyze the surface topography and structural
variations of a material utilizing laser-based techniques. By identifying these distinctive
surface features, a unique identifier is generated, allowing for unambiguous product
authentication [132].

This principle is based on a method for generating unique identifiers encoded in readily
machine-readable labels. The process involves coating a substrate with nanoparticles and
subsequently applying a silicon polymer layer. As the substrate dries, it shrinks, inducing
the formation of unique structural variations, or “wrinkles,” on the polymer surface. These
random wrinkles are then analyzed to generate a unique identification code. Decoding
necessitates a dedicated device that reads the wrinkle pattern and compares it to a reference
database containing previously stored codes for verification purposes [133,134].

4.4. Glue Coding

Glue coding is combination of physical and chemical processes to generate highly
secure, unique identifiers, the process being similar to "Adhesive based Labels” discussed be-
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fore. These identifiers manifest as intricate three-dimensional patterns formed by randomly
shaped and sized miniscule polymer bubbles, generating unique digital fingerprints [135].

The versatility of glue coding allows for its application to minuscule polymer sub-
strates, measuring only a few millimeters in size [55]. These substrates are then securely
affixed to the product or its packaging, functioning as a unique and tamper-evident seal of
authenticity. For verification purposes, all the polymer bubble signatures are meticulously
recorded within a secure reference database. To ascertain a product’s legitimacy, a special-
ized reading device meticulously analyzes the signature in both two and three dimensions,
followed by a comparison with the signatures stored within the reference database.

In this regard, Polymer Substrate Fingerprinting (PSF) is of importance, which is
mostly used to authenticate banknotes. This technique leverages the inherent random-
ness of the opacity coating process, a critical step in polymer banknote production. The
stochastic nature of this process results in uneven coating thickness and the dispersion
of ink impurities, leading to the formation of unique, random translucent patterns when
the banknote is backlit [136]. During the printing process on a rotary press, the substrate
makes contact with the inked cylinder while positioned between a backing roller and a
gravure cylinder. The gravure cylinder features microscopic, recessed cells etched onto its
surface. These cells function as ink reservoirs, collecting ink from a dedicated liquid pool
as the cylinder rotates through a partial immersion. A precisely positioned, flexible blade,
meticulously removes any excess ink from the gravure cylinder’s surface. This ensures that
ink remains solely within the recessed cells, containing unique identifiers.

5. Marking Technologies for Anticounterfeiting

Marking technologies safeguard products by applying unique security features, typi-
cally graphic patterns or encoded data, directly onto the item. These features function as
verifiable identifiers that can be read with specialized tools, allowing for authentication and
confirmation of a product’s legitimacy, thereby protecting brands from counterfeiting and
ensuring consumers receive genuine goods. The primary objective of marking technologies
lies in authentication, not necessarily individual product identification. The security they
offer against replication and tampering stems from two key aspects:

e Theinherent properties of the technology: This encompasses the chemical and physical
characteristics of the materials used, such as specialized inks with unique properties
that are difficult to replicate accurately. Visual indications of tampering may also be a
factor for technologies relying on overt markings.

¢ The encoded information within the marker: This can include complex data embedded
within a graphic pattern or encrypted information within a code. The difficulty
of cloning or reproducing this encoded information provides an additional layer
of security.

Several different marking technologies exist, with the most prevalent being those
suitable for visual inspection. This preference arises due to several factors:

*  Versatility: Visual inspection allows for the application of these technologies to a wide
range of products.

¢ Cost-effectiveness: The technology itself and verification procedures are often rela-
tively inexpensive on a per-item basis.

*  Ease of verification: In many cases, verification can be achieved through a simple
visual inspection or by utilizing readily available technology such as smartphones.

5.1. Optical Memory Stripe

An optical memory stripe is a data storage technology employing a laser reading
device. This technology offers high-density storage capabilities, typically up to 4 MB, for
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data and images. The data is permanently etched onto the stripe using the WORM (Write
Once, Read Many) method, rendering it read-only. This immutability ensures the data
cannot be deleted, replaced, or tampered with after initial inscription. Due to its inherent
security features, the optical memory stripe finds its most prominent application in docu-
ment authentication. The technology can be integrated into plastic cards, similar to identity
cards, or directly affixed to the product itself, offering a versatile solution for various
authentication needs. Such a technology falls under the subset of Optical Counterfeiting.

Optical anti-counterfeiting technology leverages the interaction of light with specially
designed elements embedded within a product. These elements, termed “optical reporters,”
exhibit specific optical phenomena upon light interaction. These phenomena can include
light scattering (e.g., Rayleigh [137,138] and Raman tags [139,140]), light emission (e.g.,
fluorescent marks [141]), or manipulation of light phase and interference [142].

The information encoded within a product utilizes these optical responses. The
reporters are strategically distributed to create a unique “fingerprint” for the product. This
fingerprint is then digitized and converted into a binary code, representing the presence or
absence of specific optical features at designated locations. This binary code can then be
further processed and stored within an image or label associated with the product.

By analyzing the optical response of the product reporters and comparing it to the
stored digital representation, the authenticity of the product can be verified. This approach
offers a robust and secure method for combating counterfeiting. In this context, diamond
forms a very versatile candidate, which can be probed in a wide-excitation wavelength
range from deep-ultraviolet to infrared regimes scalable with excitation power [143-147].

5.2. Microtext

Microprinting, also known as microtext, is a covert security measure employed in var-
ious printed materials. This technique involves the reproduction of human-readable text or
graphic elements at a minuscule scale, rendering them invisible to the naked eye. Detection
necessitates the use of magnifying devices such as loupes. While user awareness of the
feature’s presence and proper training are prerequisites for identification, advancements in
printing technology have facilitated the creation of even smaller, truly invisible microstruc-
tures. This invisibility property can be leveraged as a security mechanism, as reproductions
obtained through conventional copying methods fail to replicate these minute details.

Despite the availability of digital scanning and printing technologies for over
two decades, microprinting remains a relevant, albeit basic, security feature. While its
replicability exists, specialized knowledge is necessary for successful detection. Notably,
microprinting offers several advantages: it incurs minimal production costs, can be readily
implemented on a global scale, and maintains a visually unobtrusive presence.

In instances where microprinting is already in use, its continued application is jus-
tifiable due to the negligible cost factor. However, for a more robust security posture,
the incorporation of cryptographic elements is highly recommended. Cryptography of-
fers a more sophisticated layer of protection, simplifying counterfeit detection processes.
Microprinting /Microtexts finds application in various security-sensitive documents and
products, including banknotes [148] (shown in Figure 15), identification documents, pack-
aging materials, labels, and pharmaceutical goods [149].



Appl. Sci. 2025, 15, 10298

26 of 43

HBO8141798F

%+ = 10D

(b)

Figure 15. Microtexts on Benjamin Franklin’s collar in a 100 $ bill (a) Full, (b) Cropped, showing
the microtext.

5.3. Watermark

In the field of digital communication, information hiding, also known as data em-
bedding, refers to the process of imperceptibly modifying a carrier signal to conceal a
secondary message, termed the watermark. This technique can be applied to various signal
types, including audio, images, and videos.

Image watermarking, a specific application of information hiding, focuses on embed-
ding a watermark image within a host (or cover) image. The embedded watermark is
designed to be undetectable and inaccessible to unauthorized users.

Several key requirements govern the successful implementation of digital image
watermarking:

e Imperceptibility: The watermark should not introduce noticeable degradation to the
host image.

*  Invisibility: The watermark should be visually indistinguishable from the water-
marked image.

. Robustness: The watermark must be resistant to various attacks, such as compression,
cropping, geometric distortions, noise addition, filtering, and blurring. This robust-
ness criterion is particularly important for robust watermarks, as opposed to fragile
watermarks that are designed to be easily detectable upon tampering.

*  Security: The watermark should be secure and challenging for unauthorized individu-
als to extract or access.

In the Fourdrinier watermark [150] process, a specialized device known as the dandy
roll facilitates the creation of watermarks within machine-made paper. This lightweight,
hollow cylinder features a raised design precisely etched onto its surface. As the newly
formed paper sheet travels along a conveyor belt, it encounters the dandy roll which gently
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presses its design into the wet fibers. This localized pressure displaces and thins the fibers,
resulting in a permanent variation in paper density that corresponds to the design.

Following the drying stage, the watermark becomes an integral part of the paper
and cannot be altered. This inherent permanence imbues watermarks with security and
authentication functionalities.

Amongst watermarking techniques, Cylinder Mould watermarks [151] are recognized
for their exceptional security. These watermarks possess a three-dimensional nature,
characterized by remarkable clarity and high image definition. The unique characteristic of
cylinder mould papermaking lies in the creation of the watermark during the formation of
the paper sheet itself. This integration results in a watermark with exceptional multi-tonal
detail, as the variations in thickness become an inherent property of the paper.

5.4. Copy Detection Patterns

Printable graphic codes (PGCs), a recently developed anti-counterfeiting scheme, have
gained significant traction in both industry and academia due to their affordability and
robust counterfeiting deterrence capabilities. A specific type of PGC, the copy detection
pattern (CDP) [152,153], derives its name from its exceptional sensitivity to unauthorized
copying. CDPs typically consist of intricate pseudo-random micro-textures designed to
undergo significant alterations in their textural features during illegal copying processes.
These alterations can be effectively captured and analyzed through machine learning
algorithms, enabling CDP-based authentication.

To combat counterfeiting of printed materials, researchers have devised innovative
anti-counterfeiting patterns. These patterns can be embedded within Quick Response (QR)
codes, utilizing textures or micro-features sensitive to copying processes. By incorporating
additional authentication data or leveraging mobile app analysis of these patterns, they
offer a robust layer of security for print matter, as exemplified by the two-level QR code,
low-cost anti-copying barcode, and visually integrated QR code systems [154-157].

This technology leverages the inherent information loss that occurs during the printing
and scanning of digital images. Regardless of the copying method or scanner quality, some
detail inevitably degrades with each reproduction cycle. CDPs are meticulously designed
to amplify this information loss during the copying process. Since a counterfeit CDP
will have undergone at least one additional copying cycle compared to the original, the
resulting image will contain a noticeably lower level of information compared to the
authentic version.

Conventionally, the CDP-based authenticity identification methods suffer from sev-
eral limitations:

*  Reliance on Traditional Machine Learning: Existing approaches typically rely on tradi-
tional machine learning algorithms. These methods require manual feature extraction
and selection by experts, often based on experience. This process necessitates the
collection of vast datasets containing genuine and forged CDP images. Subsequently,
features that best differentiate authentic from forged patterns are manually chosen.
However, such traditional features are limited in their ability to represent complex
information. Designing robust and highly discriminative manual features becomes
increasingly challenging due to the rapid advancements in electronic equipment and
increasingly sophisticated counterfeiting techniques. The inability to anticipate all
potential forgery methods during design can lead to a decline in the effectiveness of
traditional feature differentiation.

e  Limited Mobile Integration: Most current identification methods require specialized
equipment, hindering their accessibility for mobile device use. Dedicated and user-
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friendly anti-counterfeiting pattern authentication solutions for mobile platforms
remain underdeveloped.

¢ Impact of Image Blur on Mobile Capture: Blur degradation frequently occurs in CDP
images captured using mobile devices. This degradation stems from factors such as
relative motion between the camera and the pattern, focusing errors, and other limita-
tions inherent to mobile device photography. The resulting image quality reduction
can negatively impact the accuracy of CDP authenticity identification. Consequently,
the design of identification algorithms for mobile platforms needs to address the chal-
lenges posed by image blur and minimize its influence on authentication outcomes.

5.5. Guilloche Printing

The term “guilloche” originates from the French word denoting an ornamental design
created through the engraving of metal plates. Guilloches are intricate designs character-
ized by the meticulous interweaving of fine lines, frequently encountered as a security
feature on banknotes. Guilloche printing represents one of the longest-standing industrial
security measures employed in the printing industry. Traditionally, authentic guilloches are
produced using the intaglio printing method, a process known for its high cost and reliance
on specialized printing equipment typically reserved for high-security documents. The vast
majority of intaglio plates utilize a standardized printing method involving a roller press.
This press consists of horizontally positioned bearing roller with a movable flatbed situated
between them. A viscous ink is applied to the plate’s recessed areas using a roller, followed
by the removal of excess ink. The inked plate is then positioned face-up on the press bed.
A damp sheet of paper is placed on top, and a blanket is subsequently draped over both to
ensure even pressure distribution. The printing process commences with the rotation of
the upper roller, drawing the bed through the press. During this stage, immense pressure,
measured in several tons, is exerted through the blanket. This forceful compression drives
the damp paper into the ink-filled grooves of the plate, transferring the image and creating
the final print (shown pictorially in Figure 16).

A less expensive alternative exists in the form of offset lithography (mass-production
printing) in which the images on metal plates are transferred (offset) to rubber blankets
or rollers and then to the print media. This method yields guilloches that are significantly
easier to replicate. Additionally, the inherent visibility of offset-printed guilloches poses a
limitation. However, the cost-effectiveness of this approach makes it a viable option for
creating a visual deterrent against counterfeiting in applications such as security documents,
tickets, and certificates.

Essentially, guilloches are assessed by close visual inspection: mechanical copies lose
the fine-line structure of the original, and hence can be used for anticounterfeiting.

Figure 16. Cont.
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Figure 16. Traditional intaglio printing method (a) Depressions cut in the printing plate, (b) Plate
covered by ink (blue), (c) Removal of excess ink, while keeping only inside the grooves, (d) Paper
(green) placed on top and run with a heavy roller (violet), and (e) paper is removed with the ink
being transferred to the paper.

5.6. Security Holograms

The invention of rainbow holography by Stephen Benton [158] marked a turning point
in security technology. This innovation, coupled with the subsequent development of
hologram micro-embossing [159], paved the way for the mass production of holograms.

Beyond traditional holography, a diverse range of diffractive microstructures [160]
have been developed. These are commonly referred to as diffractive optically variable image
devices (DOVIDs). DOVIDs are now manufactured not only through holographic and laser
interference techniques, but also by employing advanced electron beam lithography.

In addition to diffractive security structures, advancements have been made in mi-
crostructures based on thin film interference [161]. Many of these interference structures,
known as interference security image structures (ISIS), are currently produced using so-
phisticated vacuum deposition technologies [162].

5.6.1. Diffractive Optically Variable Image Devices—DOVIDs

DOVIDs are based on the principle of first/ higher order diffraction. These devices,
also referred to as first-order DOVIDs (FODs), utilize gratings with line periods comparable
to the wavelength of light. In contrast, zero-order DOVIDs (ZODs) employ gratings with
an even smaller line period, leading to significantly different optical properties compared
to FODs [163].

The production of DOVIDs involves the exposure of a photosensitive material, typ-
ically a photoresist. Subsequently, electroplating is used to generate embossing masters
from the exposed and developed micro-relief structures. The specific method employed for
photoresist exposure plays a critical role in determining the security value of the resulting
DOVID. Two primary techniques dominate this process: traditional light interference and
advanced lithographic methods.

In the traditional method, the photo-resist is exposed by two laser beams, incident at
different angles, to create a line pattern. Consequently, DOVIDs manufactured through
such a technique exhibit an identical appearance when viewed under both positive and
negative first-order diffracted light.

In contrast, advanced lithographic techniques, such as electron beam lithography,
enable the line-by-line exposure of gratings directly into suitable photoresists [164]. This
approach facilitates the creation of blazed gratings, characterized by an asymmetric cross-
section. Blazed gratings exhibit the property of diffracting light significantly more efficiently
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into the positive first order compared to the negative first order [165-167]. Consequently,
DOVIDs incorporating blazed gratings display a marked contrast difference between the
positive and negative first-order diffracted light.

5.6.2. Interference Security Image Structures (ISISs)

DOVIDs and ISISs serve as counterparts to each other, while DOVIDs are composed
of adjacent fringes, ISIS consists of one or more thin films, thus resulting in volume
reflection. They are built up of single layers, displaying a colour shift with angle of
observation, but having low reflectivity; or multilayered geometry, comprising of refractive-
type multilayers [168] and Bragg-type multilayers [169].

Conventionally, traditional holography is more in use for anticounterfeiting, and the
methods to fabricate them can briefly be enumerated as:

*  2D/3D holograms (multilayered): Two-dimensional and three-dimensional (2D/3D)

holograms achieve a three-dimensional appearance by employing a series of visually
layered two-dimensional diffractive elements. These elements contain holographic
images carefully positioned behind one another to create a perceived depth, utilizing
multiple layres. This technique offers substantial depth perception between the layers,
often accompanied by a distinct shine on the topmost layer.
Due to its established nature of over 20 years and proven effectiveness in generating
high-quality security features, 2D /3D holography remains the dominant technology
for most commercially available holographic stickers. These holograms exhibit a
distinctive multilayered and multicolored appearance. One or two levels of two-
dimensional graphics appear to ‘float” above or reside on the surface of the hologram.
The background elements seemingly lie beneath or behind the hologram, creating a
convincing illusion of depth (as shown in Figure 17a).

¢ 3D holograms: These holograms possess a three-dimensional quality, encompassing
length, breadth, and depth. This illusion of depth arises from the utilization of a
three-dimensional physical model that appears to project from the holographic plane.
In essence, the holographic image captures the complete set of data pertaining to the
wavefront emitted by an illuminated object.

¢ Dot-Matrix: In this technique, computer-controlled manipulation arranges microscopic
dots into a well-defined relief structure. These precisely positioned dots act as a
diffraction grating, selectively scattering light to reconstruct a holographic image.
The computer generates a vast array of these dots, forming an intricate structure
with diffractive properties. Dot-matrix holograms utilize multiple laser beams to
create a pattern of minute, engraved dots. Each dot possesses a unique diffraction
pattern, contributing to the hologram’s security features. The resulting visual effect is
aesthetically pleasing, often exhibiting dynamic kinetic effects and displaying variable
images with a high-quality finish.

e Hot Stamping Foil (HSF): In this method, pre-dried inks or foils are adhered to a
target surface using high temperatures. Dry lithography finds extensive application in
securing paper and plastic products, although its versatility allows for its use with
various other materials (Figure 17b).

*  De-metallized holograms: In this process, a layer of aluminium is deposited onto the
hologram. Subsequently, specific regions are selectively removed to create a desired
graphic pattern. This technique enables the creation of printouts containing both
metallized and transparent areas on a single film, offering enhanced security features
or improved design aesthetics [170].
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(b)
Figure 17. Traditional holograms (a) 2D /3D holograms in Indian Railways for transport, (b) HSF

foils for anticounterfeiting and cosmetic packaging.

Complex holograms offer a layered approach to authentication, encompassing both
overt and covert elements. The readily apparent holographic image provides a first level
of immediate verification. Embedded within this visible image lies a layer of covert in-
formation invisible to the naked eye. This hidden data can take the form of microtext,
encoded messages (cryptograms), or other security features. Reading this concealed infor-
mation necessitates the use of specialized tools such as magnification lenses, microscopes,
lasers, etc.

5.7. Machine Readable Codes

Machine-readable identification codes, often referred to as barcodes, are symbolic
representations of data intended for automated capture and processing by machines,
typically utilizing optical scanning technologies. They can be classified into the following
two categories:

5.7.1. One-Dimensional Code

One-dimensional barcodes exist in a variety of standardized symbologies. These sym-
bologies typically include a corresponding plain text representation for human readability.
Each barcode type possesses a defined character set (e.g., numeric only, alphanumeric, or
including special characters) and may have limitations on the total number of encoded
characters. For instance, Code 128 allows for the encoding of up to 128 unique symbols,
while Code 39 is limited to 39. Conversely, certain barcode types have predetermined code
lengths, such as EAN-13 [171] with its fixed 13-digit format and UPC-A [172] with its fixed



Appl. Sci. 2025, 15, 10298

32 0f43

12-digit format. Such barcodes can easily be attached to products either via adhesive labels
or by printing them directly onto the products or packaging.

5.7.2. Two-Dimensional Code

Unlike one-dimensional barcodes, which necessitate access to a corresponding
database for the retrieval of encoded product data, two-dimensional barcodes possess
the capability to store internally all information necessary for product identification. This
enables them to directly deliver a data file containing the encoded information upon scan-
ning. Additionally, two-dimensional barcodes can encode a unique web address (URL),
facilitating the retrieval of pertinent product-level or, in the case of serialized codes, item-
level data from cloud storage. The most widely used 2D codes are the quick response (QR)
code and the 2D datamatrix.

It is worth noting here that machine readable codes (1D or 2D) doesnot offer protection
against duplication. However, can be integrated with supplementary authentication tech-
nologies, including holograms, copy detection patterns, or unique identifiers facilitating
the implementation of automated authentication processes via a smartphone scan.

5.8. Inks

Security inks are a valuable tool in the fight against counterfeiting in various in-
dustries. They are used to protect pharmaceutical packaging, add covert markings to
documents, and include tamper-evident features in food, textiles, artwork, and other
products. These inks come in different colors and use complex authentication methods,
making it difficult for counterfeiters to replicate or forge products. In addition to product
authentication, ink-based technologies can also be used for identification and tracking by
including unique product codes/identifiers in the markings. They can be classified into the
following categories:

5.8.1. UV Sensitive

This technology uses special ink that can be seen under regular light but changes
color or it appearance when exposed to ultraviolet (UV) light. This effect is due to the
ink containing fluorescent pigments, which appear different colors under visible light
versus UV light. Detecting these markings requires equipment that emits electromagnetic
radiation mainly in the UV spectrum, with possibly some emission in the visible range as
well. In the recent years, there has also been considerable research on organic compounds
(vegetable oils) based UV-luminescent ink [173-176].

There has also been research on color-coded microcapsules with UV-sensitive ink [177].
These tiny capsules are applied on the surface or embedded within the product and can only
be seen under an electron microscope. Finding specific UV-sensitive inks like photochromic
and “white” multispectral inks [178] is quite tough. As a result, the markings made with
these inks are extremely hard to copy, providing excellent protection against counterfeiting.

5.8.2. IR Sensitive

Offering both transparent and opaque formulations, infrared-sensitive inks provide
a versatile security measure. A particularly intriguing type within this category is the
“metamaterial” ink [179]. These inks consist of paired colors that appear identical under
normal light, but reveal a hidden mismatch when viewed under infrared illumination.

Infrared inks, unlike their UV-sensitive counterparts, boast impressive longevity. This
makes them ideal for a wide range of applications, from securing banknotes and important
documents to safeguarding any valuable paper-based item.
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5.8.3. Magnetic

A prominent example of magnetic ink technology is Magnetic Ink Character Recogni-
tion (MICR). Employed in numerous countries, MICR encodes a set of characters, typically
found on the bottom of cheques, for efficient machine reading. Defined by the ISO 1004
standard [180], MICR characters are magnetized within the plane of the paper, facilitating
reliable identification by character recognition systems even when obscured by conven-
tional inks.

5.8.4. Thermochromic

Thermochromic inks exhibit a remarkable property: they alter color in response to
temperature fluctuations [181-184]. Various types exist, with some inks responding to
heat, others to cold. The color change can be temporary or permanent. Notably, some
thermochromic inks utilize microcapsules containing a colorant. Upon exceeding a specific
temperature threshold, these microcapsules become transparent, revealing the underlying
background. Conversely, a temperature decrease triggers a return to the original color. The
transparency point depends on a combination of factors including temperature, chosen
color, concentration, and ink thickness. Standardized inks typically lose 95% of their color
at either 6 °C or 31 °C.

Thermochromic inks find application in a wide array of products and packaging.
However, it is crucial to note that prolonged exposure to high temperatures (exceeding
50 °C), UV light, specific fluorescent lights, or even excessive sunlight can diminish or even
eradicate their color-changing sensitivity.

5.8.5. Reactive

Reactive inks offer a robust method for deterring and detecting document counterfeit-
ing [185]. These inks exhibit an immediate and visually discernible response upon exposure
to tampering liquids or chemicals. For instance, a document printed with ink that vanishes
or changes color upon contact with specific reagents would readily reveal any attempt to
alter its content through chemical manipulation.

Further on, such ink can be sub-categorized as:

¢ FErasable: Erasable inks are often employed in a background capacity for specific
documents. Their functionality becomes apparent when an attempt is made to erase
information, as the ink readily succumbs to friction and disappears [186]. This char-
acteristic makes them particularly valuable for safeguarding documents like checks
and certificates against unauthorized alterations. Notably, erasable inks are best
suited for dry and wet offset printing methods and are incompatible with laser print-
ing technology.

*  Solvent-sensitive: Designed to thwart forgery attempts, solvent-sensitive inks exhibit
a marked reaction upon exposure to specific solvents or chemicals commonly used
for tampering, such as bleach, alcohol, or acetone. This reaction manifests as a visible
transformation of the ink, including running, color change, or stain development,
thereby exposing any attempt to alter the document.

e  Fugitive: Fugitive inks offer a security measure by readily revealing tampering at-
tempts. These inks are formulated to react with water-based solutions (aqueous
solutions) or other inks, causing visible smudging within the printed area [187]. This
characteristic makes them particularly useful for safeguarding documents like checks,
where any effort to alter the content with ink or a liquid solution would be readily
apparent due to the resulting smudges.
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5.8.6. Penetrating

Penetrating inks possess a high degree of fluidity and readily permeate the underlying
material upon contact. This infiltration process creates a faint stain surrounding the printed
image, visible on the reverse side of the document as well. These inks are typically em-
ployed in the letterpress printing technique. An alternative method involves incorporating
a colored oil into the ink formulation. This oil, possessing similar penetrative properties,
migrates deep into the paper’s pores, generating a colored halo around the printed number.
Any attempt to tamper with the number, such as scraping or correction, would leave the
stain behind, rendering the counterfeiting of the serial number readily apparent.

Some other varieties of ink, which are less commonly used include:

e Optically Variable Ink—OVI: This ink incorporates a unique feature—microscopic
metallic film flakes. These flakes endow the ink with a remarkable optical
property—its color exhibits variation depending on the viewing angle [188,189].

*  Biometric Taggants: These inks incorporate covert security elements in the form of
DNA taggants [119]. These microscopic markers react to designated solvents or require
specialized equipment for detection. This technology facilitates the authentication of
a wide range of products and documents. In essence, DNA taggants function as a
hidden layer of security that necessitates technical expertise to verify the genuineness
of an item.

¢  Bleeding Ink: This security ink offers a convenient method for document authenti-
cation. While appearing black upon printing, it undergoes a chromatic shift to red
when exposed to a water-based solution (aqueous solution). This transformation
allows for straightforward verification without the need for specialized reagents. The
application process is simple, requiring only a moistened fingertip to be drawn across
the printed area, initiating the color change to red. It is important to note that this ink
is specifically suited for dry offset printing.

*  Metameric Ink: These inks leverage the principle of metamerism, where the combina-
tion of two colors creates a resultant appearance that varies under different lighting
conditions. This phenomenon allows for the covert integration of security features,
such as numbers only visible when viewed under a particular coloured filter [190].

6. Discussion

Battling against fakes demands robust security layers. Hardware technologies offer
strong protection. This review examines various techniques contributing unique authentica-
tion elements, including electronic techniques, mechanical techniques, chemical techniques,
and marking based techniques.

However, no single method is flawless. Counterfeiters adapt continuously, demanding
multi-layered strategies. Combining these hardware-based technologies with complemen-
tary measures becomes crucial:

e  Tamper-evident Packaging: Packaging with self-destructing seals or unique identifica-
tion codes discourages tampering and provides additional layers of verification.

e Supply Chain Management: Robust tracking systems from manufacturing to distribu-
tion can identify and eliminate potential vulnerabilities within the supply chain.

e Digital Authentication: Implementing product serialization and track-and-trace
systems provide a digital layer of verification. Products with unique identifiers
can be authenticated through online databases, further strengthening the anti-
counterfeiting strategy.

Table 3 provides a normalized comparison of different anti-counterfeiting technologies
based on key metrics. The scores, from 1 (low) to 5 (high), illustrate the trajectory toward



Appl. Sci. 2025, 15, 10298

35 0f 43

more robust and integrated solutions. It should be noted here that the values in the table

are based on the outcome of the research provided as references.

Table 3. Comparative Analysis of Anti-Counterfeiting Technologies. * 1 (high error rate) to 5

(extremely low error rate).

Technology Economical Read Robustm.as.s Error* Ease of Industry Effectlv?ness
Range  (Unclonability)  Rates Integration Applicability over Time
NFC 4 1 2 4-5 2 5 34
(Versatile)
Magnetic Stripes 5 1 1 2 2 3 1
(Banking and credit cards)
Contact chips 4 1 34 4-5 2 4 5
(Credit cards)
Electronic seals 5 3-5 3-5 45 1 2 5
(Document authentication)
RFID 5 1-5 2-5 3-5 2 5 2-5
(Versatile)
Security films 4 1-2 3-5 4 3 2 4
(Packaging)
Engravings 1 1 1-4 4 1 3 24
(High value goods)
Mechanical Seals 5 1 1-2 4 3 1 1
(Highly specialized tech.)
Labels 5 1-2 2-5 34 5 5 24
(Versatile)
DNA coding 1 1-2 5 5 1 2 5
(Pharma and luxury goods)
Chemical encoding 2 1-2 4-5 5 1 2 5
(Pharma and luxury goods)
Glue coding 2 1-2 4-5 5 1 1 5
(Highly specialized tech.)
Surface analysis 2 1-2 4-5 5 1 1 5
(Highly specialized tech.)
Microtext 4 1 2-3 4 4 4 2
(Versatile)
. . 2
Optical memory stripes 3 1 2 3 3 (Secured documents, 2
passports)
. 3
Copy detection patterns 5 1 34 4 3 (Documents, ID cards, 3
certificates)
Watermarks 4 1 2 4 5 3 2
(Secure documents)
Guilloche printing 5 1 3 4 5 3 2
(Secure documents)
Security holograms 4 1 34 4 4 4
(Applicable across industries)
Machine readable codes 4 1-3 2 4 4 5 1
(Highly Versatile)
Inks 1 1-2 2-3 4 5 5 2-3
(Highly versatile)

To sum up the discussion, it has been segregated into two major categories:

i Our current scenario

—  The market for anti-counterfeiting/secure packaging solutions is large and grow-

ing fast as brands and regulators respond to growing counterfeit volumes [191].
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Solutions today are a mix of physical features (holograms, optically variable
inks, taggants), authentication layers (NFC/QR with backend verification), and
forensic/lab methods (molecular taggants, DNA, isotopic markers)

e  High-impact trends

Molecular/DNA taggants moving from niche to viable commercial use—New
hybrid DNA and polynucleotide tag systems allow microscopic, hard-to-copy
markers that can be read with paper/kit-based or lab readers; these are now
appearing in high-security trials and patents. This makes authenticity tied to
chemistry rather than optics alone [192].

Scalability of Smart packaging (NFC + consumer verification)—NFC and tamper-
aware chips are increasingly embedded in pharma, luxury, and packaging so
consumers (or customs officers) can verify origin or a tamper flag with a smart-
phone. Expect rapid adoption where consumer trust and safety are critical [193].
Blockchain and product-level digital ledgers for provenance—Blockchain (plus
IoT anchors) is maturing as a tool for immutable provenance records along supply
chains; it is shifting from pilot projects to production deployments for high-value
goods and regulated products [194].

Al, computer vision and signal analysis for detection—Deep-learning models
detect subtle optical, spectral or electrical signatures (e.g., for semiconductor
chips or packaging) that humans miss; universities and standards labs have re-
cently published promising prototypes. Expect Al to be used both for automated
inspection and for flagging suspicious supply-chain behavior [195].

Market growth and industry consolidation—Industry reports show strong CAGR
in secure packaging and anti-counterfeit markets as companies buy, integrate,
and scale these technologies. Investment into combined physical + digital stacks
is increasing [191].

In a nutshell, anti-counterfeiting is shifting from one-off visible tricks to integrated,

layered systems that combine molecular forensics, embedded electronics, cryptographic

provenance, and Al detection—brands that adopt multiple independent roots of trust and

participate in shared provenance networks will be hardest to counterfeit [192,193,195,196].
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