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Abstract

The integration of digital twin software solutions with industrial collaborative robotics
applications has gained significant attention due to its potential to enhance operational
efficiency in various industries. The authors of this paper provide a comprehensive review
of the literature, analyzing the benefits, challenges, and opportunities associated with
this unification. The research methodology incorporates both quantitative and qualitative
analyses of relevant scholarly articles, case studies, and industry reports. The study
identifies research gaps and challenges, including data management, security, scalability,
interoperability, and transitioning simulations to digital twins. To address these gaps, the
authors explore published frameworks for effectively integrating digital twin software
solutions with industrial collaborative robotics applications. An important challenge is to
define some tools to develop a digital twin. This paper explores the tools implemented by
other researchers to develop a digital twin. The findings of this research contribute to a
deeper understanding of the combination of digital twins and collaborative robots, paving
the way for improved operational efficiency and informed decision-making.

Keywords: digital twin; collaborative robotics applications; machine learning; system
integration; data management

1. Introduction
In recent years, integrating digital twin software solutions with industrial collaborative

robotics applications has gained significant traction and holds immense potential for
enhancing operational efficiency [1–4]. The term “digital twin” (DT) refers to a virtual
replica or simulation of a physical entity, such as a machine, system, or even an entire
manufacturing facility [5]. It encompasses both the physical and digital realms, allowing for
real-time synchronization between the virtual and physical components. DT are equipped
with the capability to capture and represent data, interactions, and behaviors of their
corresponding physical counterparts, enabling a deeper understanding and analysis of
real-world systems [6]. The path from DT development to implementation is depicted in
Figure 1, illustrating its fundamental principles.
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Figure 1. Basic Concept of the Digital Twin Development Lifecycle.

The history of digital twins can be traced back to David Gelernter’s book “Mirror
Worlds”, published in 1993, where the concept of creating virtual replicas of physical entities
was anticipated [7]. However, it was in 2002 when Michael Grieves introduced the concept
of the digital twin at a manufacturing conference, presenting it as the underlying model for
product lifecycle management (PLM) [8]. It was further developed when John Vickers of
NASA, together with Michael Grieves, coined the term “digital twin” in a 2010 roadmap
report, defining it as a three-part concept comprising the physical object or process, its
digital representation, and the communication channel between them known as the digital
thread [9,10]. Trauer et al. outlined three fundamental attributes that are integral to the
functionality of DT [11]:

• A DT constitutes a virtual, dynamic portrayal of a physical artifact or system.
• Data is exchanged automatically and bidirectionally between the DT and the corre-

sponding physical system.
• The DT encompasses data across all product lifecycle stages and maintains connections

to each phase.

The International Council of Systems Engineers (INCOSE) defines a digital twin as a
“high-fidelity model” that emulates the actual system [12]. In contrast, the US Department of
Defense (DoD) Digital Engineering Strategy defines it as an integrated simulation of an as-
built system that mirrors and predicts activities over the life of its physical counterpart [13].
Although there are divergent details on the definition of digital twins, the core concept that
Grieves and Vickers presented continues to prevail—at its best, any information that can be
gleaned from a physical system should also be acquirable from the digital twin [10]. These
definitions and advancements in the field of digital twins have paved the way for industry
to understand, evaluate, and apply them.

Digital twins consist of several key components that enable their functionality and ef-
fectiveness. These components typically include data analytics and modeling algorithms to
replicate the physical system, data acquisition and sensing devices to capture data from the
physical system, connectivity infrastructure to transmit data and information between the
physical and the virtual systems, and visualization interfaces for operator management and
support [14]. The digital twin concept connects a virtual and physical system in real-time.
There are different technological aspects that contribute to this. For example, an appropriate
selection of sensors, instruments, and controls must be defined for a DT system to acquire
and use the correct data for its given objective. In addition, it is important to consider both
the sensing accuracy and the data transmission speed and bandwidth, which affects the
capabilities of a DT-connected system [15]. By integrating these components, digital twin
software solutions empower organizations to monitor and analyze real-time data from
physical systems, facilitating informed decision-making and operational optimization.

Data acquisition is a critical component of the DT process. The widely recognized
principle in data science applies to DT: “You are only as good as your data”. So too are
DT, which require accurate data on the state and functionality of the physical system
that it represents. While DT can be developed using an existing library of data, the best
applications of DT require real-time data, enabling analysis on the impact of the system’s
current state.
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One notable area where integrating digital twin software solutions has become in-
creasingly crucial is in conjunction with industrial collaborative robotics applications [16].
Collaborative robots, also known as cobots, are designed to work alongside human op-
erators, enhancing productivity, safety, and flexibility in various industrial settings [17].
By combining digital twin technology with cobot applications, organizations can achieve a
higher level of automation, efficiency, and performance.

Integrating digital twin software solutions and industrial cobot applications offers
numerous benefits across different industries [18]. Real-time monitoring of the physical
systems through digital twins enables predictive maintenance, identifying potential issues
before they escalate into costly failures. Additionally, digital twins promote optimization by
simulating and analyzing different scenarios, allowing for data-driven decision-making and
performance improvement. Other benefits of digital twins include improved design and
development, efficient maintenance and monitoring, predictive analytics, risk reduction,
remote operation, data-driven insights, optimized performance, and lifecycle management.
They lead to cost savings, support customization, facilitate training, encourage innova-
tion, and contribute to sustainability. Moreover, digital twins enable cross-disciplinary
collaboration and real-time decision-making, transforming industries with their holistic
and versatile advantages [19].

Before technology enabled the development and application of DT, simulations and
analysis were conducted using pre-existing data sources. Physical systems undergo opera-
tional verification and validation. Predictive analysis required a large dataset. Prediction
only applied to the system as it was when the data was captured. Parameters and con-
straints were defined by design and not by operation or actual capability.

1.1. Research Gaps and Challenges

Integrating digital twin software solutions with industrial automation systems, where
a robotized system (industrial, collaborative, autonomous equipment, etc.) is usually a key
part, has highlighted several research gaps and challenges in the field. These gaps primarily
focus on data management, security, scalability, and interoperability between different
systems [20]. One notable research gap is the optimization of the integration between digital
twin software solutions and industrial robotics applications, which entails the development
of efficient data exchange protocols, synchronization mechanisms, and real-time interaction
algorithms. Additionally, effective data management poses a critical challenge, especially
in large-scale systems with real-time data streams. Moreover, the security of digital twins is
a significant concern due to their susceptibility to cyber threats. The development of robust
security measures, authentication protocols, and encryption techniques is necessary to
safeguard digital twin systems and their associated data. Scalability further complicates the
implementation of digital twin software solutions in large-scale industrial settings. Lastly,
interoperability between diverse systems and platforms represents a crucial challenge in
fully harnessing the benefits of digital twin software solutions. Standardization of data
formats and communication protocols and developing interoperability frameworks are vital
to enable seamless fusion. By addressing these research gaps and challenges, the effective
utilization and advancement of digital twin technology in conjunction with industrial
systems can be achieved.

1.2. Research Questions

This study focuses on digital twin software solutions and their inclusion in industrial
cobot applications. By exploring the integration of digital twin software solutions with
industrial cobot applications, it aims to investigate the potential synergies and benefits
that arise from combining these technologies. It examines how digital twins can enhance
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the capabilities of cobot and contribute to operational efficiency in various industries. The
study is driven by several research questions such as:

• What are the key challenges and opportunities associated with utilizing digital twin
software solutions in conjunction with industrial collaborative robotics applications?

• How does the integration of digital twins and collaborative robots contribute to
improved operational efficiency, productivity, and decision-making processes?

• What are the implications of the integration of digital twin software solutions with
industrial cobot applications for different industries, such as manufacturing, energy,
healthcare, and transportation?

The findings of this research review will contribute to a deeper understanding of
these technologies and their impact on operational efficiency, paving the way for further
advancements and practical applications in various industries.

1.3. Structure of the Paper

This paper systematically investigates the ongoing research on the effect of digital
twin software solutions with industrial cobot applications and their impact on operational
efficiency. This introduction provided an overview of digital twin software solutions, their
definition, history, and components, emphasizing their importance in conjunction with
industrial cobot applications. In Section 2, the various software applications used for
the development and operation of Digital Twins is reviewed. In Section 3, the research
methodology details the data collection methods and analytical techniques employed for
a comprehensive review of existing literature. Sections 4 and 5 present the quantitative
and qualitative sections, respectively, displaying key findings, trends, and insights from
the literature, focusing on the benefits, challenges, and opportunities of integrating these
technologies. Section 6 discusses the limitations of state-of-the-art research and suggestions
for future research directions. Finally, Section 7 concludes the paper by summarizing the
key findings.

Unlike other digital twin reviews that focus narrowly on either architecture or domain-
specific implementations, this study contributes a hybridized perspective—combining
bibliometric trends with multi-industry implementation analysis. It provides a technical
mapping between software tools and their domain-specific constraints, offering actionable
insights for researchers and practitioners seeking deployment-ready models.

2. Digital Twin Software Solutions
Naturally, since Digital Twins have applicability across multiple industries, related

software comes in many flavors. Some applications are designed to enable programmers
and operators to tailor their system to their specific needs. Other software comes with a
design intent geared towards a particular use case or set of use cases. Given the nature of
this review, these applications have been separated between general and manufacturing-
specific applications.

2.1. General Applications

Digital twin software solutions find extensive applications across diverse industries,
revolutionizing management practices and decision-making processes [21]. By providing
valuable insights into the performance and condition of physical assets, these solutions
enable predictive maintenance and process optimization, thereby enhancing overall pro-
cess management.

In industries such as manufacturing, digital twin software solutions have proven
invaluable in optimizing production processes. By creating virtual replicas of manufactur-
ing systems, organizations can simulate different operating scenarios, analyze production
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data, and identify opportunities for improvement. This enables manufacturers to optimize
workflows, reduce downtime, and enhance overall productivity [22]. Furthermore, digital
twins facilitate the implementation of predictive maintenance strategies by continuously
monitoring the condition of machinery and predicting potential failures [23]. This proac-
tive approach helps organizations minimize unplanned downtime, optimize maintenance
schedules, and extend the lifespan of critical assets. Norambuena et al. [24] explored the
crossroads of manufacturing processes and education in their multi-user virtual reality
(VR) experimentation. They leveraged real-time sensing with a 1:1 capture of all the on-
board sensor data of a modern internal combustion engine to simulate the engine in a
safe environment. This opportunity enables engineering students to interact safely with
an “operating engine”, removing the hazards of combustion, exhaust, and highly kinetic
components. Some researchers have been using different digital manufacturing tools to
explore digital twin functionalities. For example, some researchers use Process Simulate
Tecnomatix, Total Integrated Automation (TIA), and PLCSIM, all Siemens Software, to ex-
plore connectivity between virtual and physical prototypes in a robotics manufacturing
automation system [15]. Other researchers explored, in case studies, the use of the Unity
Real-Time Development Platform, for both fully digital scenarios and VR scenarios [19].
Other researchers have been using unspecified versions of NVIDIA IsaacSim and Python
programming because of the open-source facility and functionality to create the digital
twin scenarios [25,26].

In the energy sector, digital twin software solutions are utilized to enhance the perfor-
mance and maintenance of complex infrastructure. For instance, in the field of renewable
energy, DT enable operators to monitor and analyze the performance of wind farms, so-
lar installations, and other renewable energy systems [27]. By integrating real-time data
from sensors and weather forecasts, operators can optimize energy production, predict
maintenance needs, and ensure optimal utilization of resources. Additionally, digital twins
facilitate the efficient management of power grids by providing insights into the behavior
and demands of the electrical network, enabling operators to optimize power distribution,
improve grid stability, and enhance energy efficiency [28].

The healthcare industry also benefits from the application of digital twin software
solutions. In the context of personalized medicine, digital twins enable the creation of
virtual patient models based on individual health data. Laubenbacher et al. [29] discuss the
latest applications of medical digital twins, including the need for personally tailored com-
putational models and the political, technological, medical, and administrative challenges
toward improved implementation and better patient outcomes as a result. These include
the wealth of bioinformatic unknowns in an individual plus the difficulty of accessing
data using sensors, the high computational cost of recording and tracking these datasets
in real-time, and the non-deterministic behavior of the human body. They importantly
note that there is no broad consensus as to the definition of a DT in the medical field. Use
cases for DT in the include managing patient health and testing new therapeutics. Another
example: Chakshu et al. [30] explore a digital twin driven by inverse analysis and long
short-term memory (LSTM)-based neural networks and apply it to detect aortic abdominal
aneurysms using convolutional neural networks (CNN), achieving promising accuracy
rates. Frameworks like this can simulate the effects of different treatment options, predict
patient responses, and assist medical professionals in making informed decisions. Digital
twins also find utility in medical device development, allowing for virtual testing and
optimization before physical prototypes are built [31]. This reduces costs, accelerates the
development process, and improves the safety and effectiveness of medical devices.

Transportation and logistics industries leverage digital twin software solutions to opti-
mize their operations and improve asset management. Digital twins can be used to create
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virtual replicas of vehicles, warehouses, and transportation networks, enabling real-time
monitoring, route optimization, and predictive maintenance [32,33]. By harnessing data
from sensors, global positioning satellites (GPS) systems, and other sources, organizations
can gain insights into vehicle performance, fuel efficiency, and maintenance needs, leading
to cost savings and improved effectiveness.

Zhang et al. [34] developed and tested an application framework of the production
of a turbofan engine blade using DT-driven smart manufacturing. Their framework is
composed of four different layers: the physical layer, the model layer, the information
processing layer, and the system layer. These interconnected layers synchronize their
respective data to optimize manufacturing parameters. To demonstrate how DT operations
are able to address multi-objective optimization problems, the researchers tested their
framework with a four-axis CNC machine. The machine was set to transmit data using
force sensors, accelerometers, and acoustic sensors during a machining process. Before any
milling was completed, the researchers modeled the CNC to replicate it in the virtual space.
The digital CNC was virtual commissioning via computer simulation of the production
process, followed by a virtual inspection of the digital fan blade. Afterwards, the now
virtually tested process is transferred to the physical space, where the physical process data
is collected. Their results showed a process time reduction of 26.3% and an increase in ma-
chining precision of 23.4%, though the limited sample data does not significantly represent
the entire milling process of the CNC. This case study demonstrates the importance of DT
for process establishment as well as system health monitoring and fault detection.

Matania et al. [35] created a digital twin to predict the crack propagation of an induced
rack in a helicopter gearbox planetary gear. They used fractography after crack propagation
to estimate the state of crack propagation over time. They theorized adding four vibration
sensors to another planetary gear and fed that data to a DT, which could analyze it in
real-time using synchronous averaging and provide alarms and notifications based on a
calculated health factor. The team tested this concept against the HUMS datasets that they
used as a benchmark. This research represents many other digital twins research cycles.
It highlights some insights into DT research, including the difficulty of implementing
solutions in real-time, and benchmarking against currently accepted solutions.

2.2. Manufacturing Support Applications

Companies across various industries have successfully implemented digital twin
software solutions to improve their production output, reduce costs, and drive innova-
tion, as General Electric (GE) demonstrated in three of their case studies [36]. With their
SmartSignal and Asset Performance Management software, they were able to generate
digital twins from operational and fleet data and use those twins to perform real-time
monitoring, producing an estimated $1.6 billion in savings. Several notable examples of
digital twin implementation software include Siemens Process Simulate, FlexSim, and Vi-
sual Components.

Digital twin software solutions play a pivotal role in various industries, revolutionizing
management practices and decision-making processes. These solutions enable real-time
monitoring, analysis, and optimization of physical systems. Table 1 highlights a selection
of some digital twin software solutions and their applications across different industries.

Many tools listed in Table 1 overlap in their core simulation capabilities. For clarity,
we have consolidated examples and focused commentary on distinguishing features such
as their open-source status, integration protocols, and suitability for use in cobot systems.
Repetitive commentary has been removed or shifted to highlight comparative advantages
(e.g., Gazebo vs. NVIDIA Omniverse in real-time control applications).
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Table 1. Examples of digital twin software solutions and their industry applications.

Software Solution Description Software Type Applications Example Use Case

Siemens Process
Simulate

Digital manufacturing
software Commercial Manufacturing [37]

FlexSim Discrete-event
simulation Commercial Manufacturing,

Logistics, Healthcare [38]

Actin
Universal Robot’s
simulation/operating
software

Commercial; Research
Aerospace,
Manufacturing,
Healthcare, Research

[39]

CoppeliaSIM
Distributed control
architecture-based DT
software

Commercial Robotics Research and
Development [40]

iTwin.js Digital Twin Tool
Library Open-Source Infrastructure [41]

AnyLogic
Multipurpose
simulation modeling
software

Commercial

Transportation,
Logistics,
Manufacturing,
Healthcare

[42]

RoboDK Industrial robot
simulator and database Commercial Industrial Robotics [43]

Dassault DELMIA Digital manufacturing
software Commercial Manufacturing [44]

Eclipse Digital Twin/IoT
Framework and Library Open-Source; Research

Software Development,
Standards and
Regulations

[45]

ABB RobotStudio ABB industrial robot
simulator Commercial Industrial Robotics [46]

Visual Components Offline robot
programming software Commercial Robotics Research,

Industrial Applications [47]

Unreal Engine
Physics-based simulator
and development
platform

Commercial
Gaming, Animation,
Architecture,
Automotive

[48]

Ansys Twin Builder Simulation-based
Digital Twin software Commercial

Aerospace,
Manufacturing,
Robotics Research,
Industrial Applications

[46]

Simul8 Digital twin simulation
software Commercial Logistics, Industrial

Applications [46]

NVIDIA Omniverse Physical AI-Enabled
Application Set Commercial; Research

Manufacturing,
Animation, Artificial
Intelligence

[49]

Unity Real-time Development
Platform Commercial; Research Gaming, Animation [50]

Gazebo Robot Simulator Open-Source; Research Robot Development,
Design, Education [51]

Into-CPS Cyber-Physical System
Application Open-Source Research and

Development [52]

Siemens Process Simulate is a digital twin software solution recognized for its capa-
bilities in the manufacturing industry [37]. It is a wide-functionality digital twin software
solution focused on manufacturing industries [53–55]. It allows organizations to create
virtual replicas of production processes, enabling simulation, optimization, and validation
of manufacturing operations. Process Simulate provides insights into assembly line layouts,
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material flow, and production cycle times, helping manufacturers streamline operations,
improve productivity, and reduce costs. An example of using Siemens Process Simulate in
industrial cobot applications can be seen in the automotive manufacturing sector. In an as-
sembly line where collaborative robots work alongside human operators, Process Simulate
can be utilized to create a digital twin of the production environment. This digital twin can
simulate the interaction between cobot and human workers, ensuring optimal safety and
proficiency. By analyzing the virtual model, Process Simulate can help identify potential
bottlenecks, optimize the layout of work cells, and enhance the overall workflow. This
enables organizations to seamlessly merge cobots into the manufacturing process, resulting
in improved productivity, reduced errors, and enhanced worker collaboration.

FlexSim is another functional digital twin software solution that finds applications in
various industries, including manufacturing, logistics, and healthcare [56,57]. It enables
the creation of virtual models that simulate complex systems and processes, allowing
for optimization and analysis. FlexSim assists in optimizing facility layouts, scheduling
workflows, and improving resource allocation, ultimately leading to increased efficiency
and cost savings. Pires et al. [58] leverages FlexSim to develop a digital twin architecture
for energy optimization in manufacturing systems. The digital twin in this experiment
is capable of enhancing energy management of automated ground vehicles (AGV) in a
battery pack assembly line.

Visual Components software is a digital twin software that focuses on simulation and
3D visualization. It is common in the manufacturing industry and in robotics research and
development. It enables users to produce dynamic digital replicas of processes, systems,
and environments, providing a virtual mirror of real-world situations. Leveraging its drag-
and-drop functionality and a library of pre-designed components, Visual Components
facilitates the development of digital twin models. Visual Components software can
contribute to productivity enhancement, risk mitigation, and innovative practices across
various industries, whether for designing manufacturing setups, testing novel strategies,
or training personnel within a digital twin environment. Arnarson [59] demonstrates the
strengths and capabilities of Visual Components when he implemented it in a stable digital
twin of a KUKA KR 30-3 robot, verifying the software’s ability to handle the requisite
processing power and communication protocols to digitalize the robot.

Companies such as General Electric [60,61] and NVIDIA [62] also provide similar
digital twin software tools for manufacturing applications. These examples illustrate the
diverse range of digital twin software solutions available and their successful implementa-
tions in various industries. The solutions primarily provide the capability to create virtual
simulations, enabling engineers and researchers to design, optimize, and validate their
robotic processes before implementation. However, implementation of these software
packages varies based on the infrastructure of the existing facilities, the proprietary nature
of the equipment utilized, the application it is needed for, and other operational factors.
These barriers limit a majority of manufacturers to reap the benefits of digital twins. There
is a need for a new implementation methodology for DT software resources that will
remove the aforementioned obstacles to digital twin implementation and improve the
manufacturing value chain across the industry [47]. By harnessing the capabilities of these
solutions, companies can increase productivity, reduce costs, and enhance decision-making
processes, leading to a competitive advantage in their respective sectors.

3. Methodology
This section provides a detailed overview of the methodology adopted for this research

review. It encompasses various phases, such as gathering and assessing pertinent studies,
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conducting quantitative and qualitative analyses, identifying research gaps, and exploring
potential avenues for further investigation.

3.1. Databases and Keyword Searching

To ensure a comprehensive literature search, this research review will adhere to the
Preferred Reporting Items for Systematic Reviews (PRISMA) guidelines [63]. The liter-
ature review process was divided into several major phases, as illustrated in Figure 2.
The Scopus and Web of Science (WoS) databases were utilized as primary sources, while ad-
ditional exploration of references and citations were conducted to identify relevant studies.
The search strategy encompasses scholarly journals, conference studies, and proceedings,
with a restriction on publication years to no earlier than 2017.

Figure 2. Flowchart of the systematic literature review used in this study.

3.2. Collection and Evaluation of Literature

To ensure the inclusion of unique studies, a meticulous process of removing duplicates
was employed, comparing the results obtained from different databases. An exploratory
search was conducted to gather a broad range of literature related to the research topic.
This paper presents a comprehensive literature review identifying research gaps, exploring
frameworks to develop digital twins. This paper presents a wide understanding of the inte-
gration of digital twins using collaborative robots. Subsequently, a screening process based
on title and abstract relevance was carried out to identify studies suitable for quantitative
analysis. The remaining studies were qualitatively analyzed, considering factors such as
scholarly impact, recency, and credibility, to refine the selection further.
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3.3. Analytical Approach

To gain insights into publishing patterns and the significance of terms in the field,
bibliometric analysis was employed. This analysis provides a quantitative understanding
of publication trends and identifies key authors, institutions, and journals. Additionally,
a keyword co-occurrence analysis, utilizing a distance-oriented method, was conducted
to establish bibliometric networks and visualize the relationships between different re-
search concepts [64]. The initial launch version of VOSviewer was used to conduct trials
to determine the optimal number of keywords for co-occurrence analysis and enhance
the clustering outcomes [65]. To ensure a comprehensive analysis, qualitative methods
were also employed to identify significant publications, critical knowledge areas, and vital
research contributions. The chosen methodology aims to ensure a thorough and systematic
approach to gathering relevant literature and employ a combination of quantitative and
qualitative analyses [66]. By utilizing bibliometric analysis and qualitative methods, in-
cluding publication patterns studies, keyword co-occurrence analysis, and citation analysis,
this comprehensive methodology provides valuable insights and lays the foundation for
further investigation in the field.

4. Quantitative Analysis
Summarizing the publication trends in the field of digital twin software solutions

with industrial cobot applications can provide valuable insights into the technological
advancements documented in the literature. Figure 3 illustrates the patterns observed in the
cited sources, highlighting the progression of research in this area. From the comprehensive
literature search conducted, a total of 159 articles were selected for quantitative evaluation.
It is clear from the figure that digital twin research has gained popularity as a tool for
tracking conditions, notifying asset managers of necessary repairs, and facilitating real-time
data transfer to virtual models since 2018.

Figure 3. Number of digital twin-related publications per year based on keyword co-occurrence:
’digital twin’, ’collaborative robotics’, and ’operational efficiency’.

Density Visualization of Keyword Co-Occurrence Analysis

Co-occurrence analysis of keywords was employed to examine the relationships and
patterns within the collected data from the literature review [67], providing insights into
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the concepts and structure conveyed by these keywords. The analysis involves represent-
ing keywords as nodes and visualizing their co-occurrence, highlighting the density and
frequency of specific keyword combinations. This approach enhances our understanding
of the interconnections and prevalence of certain concepts, enabling a comprehensive ex-
ploration of the literature and identifying key themes and relationships within the research
field. Figure 4 illustrates a density visualization technique employed to gain a holistic
view of the knowledge structure based on keyword co-occurrence analysis. This approach
utilizes variables such as node-to-node distance and weight (representing the number of
co-occurrences) to determine the density of each node, providing a snapshot of the entire
structure and highlighting significant points within the scholarly work [65]. The intensity
of the colors in the visualization is based on factors such as the proximity of research
works, the distance between nodes, and their level of interconnectedness. The study’s
findings reveal that concepts like the Internet of Things, machine learning, and industry
4.0 exhibit substantial correlation and significance, as indicated by their positioning in the
middle of the map, consistent with the literature review. However, automation, informa-
tion management, deep learning, and security have received comparatively less attention
and development.

Figure 4. Cloud density visualization of the co-occurrence of keywords used in the literature search.

Table 2 shows the highest cited research publications in the Industrial Digital Twin
space At the time of this publication (excluding reviews and survey-based publications).
This search was conducted in Scopus using “Industrial Digital Twins” as the search key-
words. These papers share similar foundations, such as the complete definitions of a DT,
the development of a framework for creating and using a DT, and a case study which
reflects the exploration of the framework and approach that was expressed. Moreover, each
of these publications highlight the need for more detailed and scrutinized experimentation
in the DT domain, evaluating more use cases through experimentation.
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Table 2. Top 5 Cited Industrial Digital Twins Research on Scopus.

Title Goals Methods Findings No. of Citations Reference

Digital
twin-driven
product design,
manufacturing
and service with
big data

Developed a
novel approach to
product design,
manufacturing,
and service
utilizing digital
twins

Integrated digital
data processing in
the traditional
product
development
lifecycle

Qualitatively
assessed
framework
performance in
three conceptual
case studies as
successful

2266 [68]

Digital Twin
Shop-Floor: A
New Shop-Floor
Paradigm
Towards Smart
Manufacturing

Produced an
original concept
of a digital twin
shop-floor (DTS)

Four key
components are
explored:
physical
shop-floor, virtual
shop-floor,
shop-floor service
system,
and shop-floor
digital twin data

Provided an
insight into
conceptual DTS
operation and a
framework for
further research

1130 [69]

Digital
twin-based smart
production
management and
control
framework for the
complex product
assembly
shop-floor

Proposed a
system of digital
twin-based
intelligent
production
management
approach for
assembly of
complex product

Presented a
detailed
implementation
of the proposed
approach for a
satellite assembly
shop-floor
scenario

Successfully
illustrated the
pragmatic
application of the
proposed
framework in a
conceptual
satellite assembly
shop floor

601 [70]

An application
framework of
digital twin and
its case study

Created an
application
framework of DT
for product
lifecycle
management

A DT case study
of a welding
production line is
built and studied
using
total-elements
information
perception
technology, data
storage, data
processing, data
mapping,
and parametric
virtual modeling

The proposed
system can show
19 types of key
data of the
production line in
real time, limit
simulation delay
below 1 s,
and update a
4 million piece
model at more
than 50 times per
second

493 [71]

Digital Twin as a
Service (DTaaS) in
Industry 4.0: An
Architecture
Reference Model

Designed a
holistic reference
architecture
model for
DT-enabled
applications

Case study using
DTaaS on the
virtualization of
wetlands to
improve
maintenance
scheduling

Findings indicate
that there is a
significant
relationship
between DT
capabilities as a
service and mass
individualization

462 [72]

5. Qualitative Analysis
In this section, a qualitative analysis will be conducted to explore the factors that could

enhance management in the context of digital twin software solutions and their use with
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industrial cobot applications. This analysis is made based on the quantitative studies above,
excluding certain clusters, as they pertain to specific applications outside the scope of digital
twin software solutions and industrial cobot applications. Through this qualitative analysis,
the authors aim to gain valuable insights into the utilization of digital twin software
solutions and other advanced technologies in the context of industrial cobot applications
and develop a comprehensive framework for enhanced operating performance.

5.1. Automation in Industrial Collaborative Robotics Applications

Automation in industrial collaborative robotics applications refers to the process of
enabling collaborative robotic systems to perform tasks and operations autonomously,
with minimal human intervention. It involves blending advanced technologies, such
as digital twin software solutions, to streamline operations and enhance productivity in
industrial settings. By harnessing the potential of advanced technologies, a Digital Twin-
enabled framework can be created to automate processes, optimize performance, and enable
proactive decision-making in industrial cobot applications. For example, Schou et al.
developed task-level programming software that defines robot skills using kinesthetic
teaching [73]. Their results indicated that personnel new to operating robots were quicker
to adapt to their software solution in a manufacturing setting. A digital twin framework
can benefit from similar programming software in preparing industrial operators for digital
twin use. Programming software skills are important to create a digital twin in an industrial
automation application.

One of the goals of automation is to reduce the reliance on manual labor and repetitive
tasks, allowing collaborative robots to handle routine operations independently [74]. Malik
and Brem studied a case where the manual labor of assembling a battery pack was reduced
by 50% using a digital twin of a human-robot collaboration cell [16]. This digital twin opti-
mized the manufacturer’s cell layout and collision avoidance, verified that their production
rate could be maintained with reduced manual labor, and enabled more flexibility in their
volume production.

To achieve successful automation in industrial cobot applications, several factors
come into play. The design and implementation of digital twin software solutions tailored
specifically for collaborative robots are crucial in enabling data transfer in the system,
as demonstrated by Pires et al. [75]. The available data types from the different sensors
and other data acquisition sources on the robot did not natively match the data derived
in the virtual environment, so a software solution, a custom Java application in this case,
alleviates this constraint by handling and transforming the data for recognition at each
end of the system. This is a likely scenario for industry, given the complex variety of data
sources in each facility. These solutions should possess the necessary functionalities and
capabilities to effectively monitor, analyze, and simulate collaborative robotic systems.

Digital twin software solutions provide a digital representation of the physical robotic
system, allowing for precise monitoring and control [76]. Through seamless data exchange
between the digital twin and the physical robot, collaborative robotic systems can adapt
to changing conditions, optimize their actions, and improve overall performance [77].
Effective communication and synchronization mechanisms are essential for seamless data
exchange between the digital twin and the physical robot. This is the difference between a
digital snapshot of the system at a point in time versus a live, dynamic model that always
represents the system in real time. Lu et al. indicated that the change of industrial network
systems from legacy fieldbus to ethernet-based networks is indicative of the enhanced per-
formance enabled by real-time data transmission [78]. This ensures real-time monitoring,
coordination, and control, enabling the digital twin to accurately reflect the state of the
physical system and facilitate optimal decision-making for automation. However, the In-
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dustrial Internet-of-Things (IIoT) trend may be a challenge to ethernet-based networks,
trading improved infrastructure costs for latency due to wireless transmission [55].

Moreover, integrating artificial intelligence (AI) and machine learning (ML) algorithms
into digital twin software solutions enhances automation capabilities. Alexopoulos, Niko-
lakis, and Chryssolouris demonstrated this by developing and testing a machine vision
system using a DT [79]. The DT model expedited the algorithm’s training, reducing the
start-up cost that is typical for manually trained machine learning algorithms. These algo-
rithms enable decision-making and adaptive control, allowing collaborative robotic systems
to autonomously respond to changing conditions, optimize their actions, and continuously
improve their performance.

Automation in industrial cobot applications enables organizations to optimize processes,
minimize downtime, and allocate human resources to more complex and value-added tasks.
However, challenges exist in achieving automation, such as data quality, algorithm complexity,
computational requirements, and the need for domain expertise. Overcoming these challenges
requires careful consideration, planning, and the adoption of best practices in the design,
implementation, and utilization of digital twin software solutions.

5.2. Design and Implementation of Digital Twin Software Solutions for Collaborative Robots

During the implementation phase, the digital twin software solutions are developed
and configured to synchronize with the physical robots in real time [80]. It is crucial to en-
sure compatibility and integration between the digital twin software and the collaborative
robot’s hardware and software components [81]. This involves developing interfaces and
protocols that facilitate seamless communication and data exchange. Additionally, the soft-
ware solutions should possess advanced functionalities for real-time monitoring, analysis,
and simulation, including data acquisition, processing, visualization, and modeling.

Scalability and flexibility are also essential considerations, allowing the software to
adapt to changes in the collaborative robotic system without compromising its functionality
and performance [82]. Collaborative efforts among robotics experts, software developers,
and domain specialists are crucial to ensuring successful design and implementation,
as this multidisciplinary approach ensures the software solutions are tailored to meet the
collaborative robotic system’s specific requirements and objectives.

5.2.1. Communication and Synchronization Mechanisms

Communication and synchronization mechanisms are essential components in the
design and implementation of digital twin software solutions for collaborative robots [81].
These mechanisms facilitate seamless data exchange and real-time coordination between
the digital twin and the physical robot, enabling effective automation and optimization.

In cobot applications, communication between the digital twin and the physical robot
involves the exchange of sensor data, control signals, and feedback information [83]. This
communication allows the digital twin to continuously monitor the physical robot’s state
and behavior while also providing instructions and guidance based on the digital twin’s
analysis and simulation.

Various protocols and interfaces are utilized to establish effective communication.
These protocols ensure standardized data transmission and enable interoperability between
different software and hardware components. Examples of commonly used protocols
in cobot applications include OPC UA (Unified Architecture), MQTT (Message Queuing
Telemetry Transport), and ROS (Robot Operating System) [84].

The synchronization process involves updating the digital twin with real-time data
received from the physical robot and feeding back the analysis and simulation results to
the physical system. This two-way flow of information enables the digital twin to provide
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insights, recommendations, and instructions to the physical robot, contributing to improved
decision-making and adaptive control.

Effective communication and synchronization mechanisms require careful considera-
tion of factors such as latency, reliability, and bandwidth [85–89]. Low-latency communica-
tion is crucial for real-time monitoring and control, ensuring that the digital twin responds
promptly to changes in the physical robot’s state [90]. Reliable communication ensures
that data transmission is accurate and error-free, avoiding any discrepancies between the
digital twin and the physical system [91]. Sufficient bandwidth is necessary to handle the
exchange of large amounts of data generated by sensors and actuators in the collaborative
robotic system [92].

5.2.2. Integration of Artificial Intelligence and Machine Learning Algorithms

The integration of artificial intelligence (AI) and machine learning (ML) algorithms is a
key aspect in harnessing the full potential of digital twin software solutions for collaborative
robots. By incorporating AI and ML capabilities, organizations can enhance decision-
making, adaptive control, and overall performance in collaborative robotic systems [93].
AI and ML algorithms enable collaborative robots to learn from data, adapt to changing
conditions, and make intelligent decisions. These algorithms can analyze large datasets
generated by the digital twin and the physical robot, extracting patterns, identifying
anomalies, and deriving insights that can optimize robot behavior and performance [42,94].

One area where AI and ML algorithms are particularly impactful is in predictive anal-
ysis and maintenance [95]. By analyzing historical data and real-time sensor information,
these algorithms can predict potential faults or failures in the robotic system, allowing for
proactive maintenance and minimizing unplanned downtime. This predictive capability
improves the overall reliability and efficiency of collaborative robots.

The coalescence of AI and ML algorithms also enables advanced capabilities such
as computer vision, natural language processing, and speech recognition in collaborative
robotic systems [96]. These capabilities enhance human-robot interaction, allowing for in-
tuitive and efficient communication between humans and robots. Collaborative robots can
understand and interpret commands, recognize objects or obstacles in their environment,
and perform complex tasks with higher accuracy and precision.

To successfully integrate AI and ML algorithms, organizations need to consider the
availability and quality of data, the selection and training of appropriate algorithms, and the
computational resources required for running these algorithms. Data pre-processing,
feature engineering, and model training are important steps in preparing the data for AI
and ML algorithms. Organizations should also ensure that the algorithms are continually
updated and refined as new data becomes available, enabling the collaborative robot to
improve its performance over time.

5.2.3. Challenges and Considerations

While automation in industrial cobot applications brings numerous benefits, there are
also several challenges and considerations that need to be addressed. These challenges
may arise from technical, operational, and organizational perspectives and require careful
planning and implementation.

One key challenge is the complexity of system integration [97]. Integrating digital twin
software solutions with collaborative robots involves connecting various components, such
as sensors, actuators, control systems, and the digital twin itself. Ensuring seamless com-
munication and synchronization between these components can be a technical challenge
that requires expertise in system integration and compatibility.
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Another challenge is the availability and quality of data [98]. Digital twins rely
on accurate and up-to-date data from both the physical system and the virtual model.
However, acquiring and maintaining high-quality data can be a challenge, especially in
dynamic industrial environments. Organizations need to establish robust data collection
mechanisms, ensure data integrity, and address issues such as data gaps or inconsistencies.

Furthermore, scalability is an important consideration when implementing digital
twin software solutions for collaborative robots [99]. As industrial operations scale up,
the digital twin needs to handle increasing amounts of data and provide real-time analysis
and the decision-making process. Organizations should consider the scalability of the
digital twin architecture, including the computational resources and storage capacity
required to support larger robotic systems.

Data privacy and security also pose significant challenges. Digital twin software
solutions rely on sensitive data from the physical system, such as production processes,
equipment specifications, or operational data [20]. Protecting this data from unauthorized
access or malicious attacks is crucial. While digital twin software can feature rigorous cyber-
security measures, infrastructure security is only as good as its weakest link. Organizations
need to implement robust security measures, such as encryption, access controls, and data
anonymization techniques, to ensure data privacy and protect against cyber threats.

Moreover, the inclusion of AI and ML algorithms introduces additional challenges. Train-
ing and fine-tuning these algorithms require large amounts of labeled data and computational
resources. Organizations need to consider the availability of suitable training datasets and
the computational infrastructure needed to support the training process. Additionally, the in-
terpretability and explainability of AI and ML algorithms should be considered to ensure
transparency and trust in the decision-making process of collaborative robots.

Organizational readiness and change management are also important considerations.
Integrating digital twin software solutions with collaborative robots may require organiza-
tional restructuring, skill development, and change in work processes. To facilitate a smooth
transition, organizations need to foster a culture of collaboration, provide training and
support for employees, and ensure effective communication and buy-in from stakeholders.

5.3. Interoperability and Architectural Design

Interoperability and architectural design play a pivotal role in ensuring seamless data
exchange, integration of architectural design, and efficient information management for
successful implementation. Interoperability is the ability of different systems, platforms,
and technologies to seamlessly exchange data and work together harmoniously. Achiev-
ing interoperability is essential for harnessing the full potential of digital twin software
solutions in collaborative robotic systems [100]. It enables efficient and accurate transfer of
information between the physical system and its digital twin, facilitating real-time mon-
itoring, analysis, and optimization. To achieve interoperability, interfaces and protocols
that enable seamless communication between the digital twin and the physical system
must be developed. Standardized data formats, communication protocols, and integration
frameworks are crucial for effective interoperability. By ensuring compatibility and integra-
tion with the collaborative robot’s hardware and software components, data exchange and
integration can be streamlined, enabling seamless coordination between the digital twin
and the physical robot. Table 3 shows some protocols for integration.
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Table 3. Commonly used protocols in integrating digital twin software solutions with industrial
collaborative robotics applications.

Protocol Description Example Use Case

OPC UA (Unified Architecture)
A standard protocol for secure and reliable
communication between devices, systems,
and applications.

[101]

MQTT (Message Queuing Telemetry
Transport)

A lightweight publish-subscribe messaging
protocol for efficient data exchange. [102]

ROS (Robot Operating System)
A flexible framework for writing robot
software, providing libraries and tools for
communication and control.

[103]

DDS (Data Distribution Service)
A data-centric publish-subscribe
communication protocol for real-time and
scalable systems.

[104]

CoAP (Constrained Application Protocol)
A protocol designed for
resource-constrained devices, suitable for
IoT and low-power applications.

[105]

Another crucial aspect is architectural design. A well-designed architecture ensures
the proper integration and functioning of the digital twin software within an industrial
automation system [106,107]. It involves identifying and arranging components, inter-
faces, and data flows to enable effective communication and collaboration between the
physical system and its digital twin. The optimized architectural design supports the
seamless exchange of information, enhances data integrity, and improves overall system
performance. The Figure 5 below illustrates a step-by-step workflow for the integration of
digital twin software solutions in the case of industrial cobot applications. The workflow
begins with system analysis and requirements gathering, followed by the identification of
components and interfaces. An optimized architectural design is developed to facilitate
seamless incorporation and effective communication between the physical system and its
digital twin. Interfaces are then developed and integrated to enable data exchange between
the collaborative robot and the digital twin software solution. Real-time synchronization
is established, allowing for continuous data exchange, monitoring, and analysis. The syn-
chronized digital twin software solution provides valuable insights and analysis to support
data-driven decision-making in the collaborative robotic system. The integration process
involves continuous improvement and optimization based on system performance and
emerging technologies. This workflow enables organizations to unlock the full potential
of digital twin technology in the realm of industrial cobot applications. This research is a
literature review, and a case study is out of this paper’s scope.

Figure 5. Workflow for the Integration of Digital Twin Software Solutions with Industrial
Robotics Application.
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5.4. Machine Learning in Industrial Collaborative Robotics Applications

Artificial Intelligence (AI) and Machine Learning (ML) algorithms are pivotal in mod-
ern digital twin implementations. This section explains how AI/ML methods have been
applied in real-world cobot systems using digital twins and proposes architectural con-
cepts for closed-loop optimization. ML algorithms from Tables 4 and 5 support predictive
diagnostics, anomaly detection, and motion optimization in industrial settings.

5.4.1. Conventional Approaches to Machine Learning Techniques in Industrial
Collaborative Robotics Applications

In the context of industrial collaborative robotics applications, conventional ap-
proaches to machine learning techniques encompass several key steps, including data
preparation, model development, and algorithm selection [108]. These steps play a crucial
role in harnessing the potential of machine learning algorithms to enhance the performance
and decision-making capabilities of collaborative robotic systems supported by digital
twin software solutions. Data preparation is an essential first step in the conventional
approach to machine learning. It involves collecting relevant data from various sources,
including sensors, historical records, and real-time monitoring systems [109]. The data
must be cleaned, pre-processed, and transformed to ensure its quality, integrity, and com-
patibility with the machine learning algorithms. This process may include tasks such as
data normalization, feature engineering, and outlier detection to optimize the data for
model development. Once the data is prepared, the next step is model development [110].
In this stage, machine learning models are trained using the prepared data to learn patterns,
make predictions, or perform specific tasks. The choice of model depends on the nature
of the problem and the desired outcome. Commonly used conventional machine learning
algorithms for industrial cobot applications are included in Table 4.

Additional approaches such as reinforcement learning have shown promise in en-
abling robotic agents to optimize pick-and-place strategies over time. GAN-based models
have also been explored for synthetic dataset augmentation when real-world datasets are
limited. These techniques offer flexible training pipelines and can operate effectively in
high-dimensional parameter spaces common in robotic control.

Table 4. Conventional machine learning algorithms for industrial collaborative robotics applications.

Algorithm Description Example Use Case

Support Vector Machines (SVM)
A powerful algorithm for classification and
regression tasks, known for its ability to
handle complex data sets.

[111]

Random Forest
An ensemble learning algorithm that
combines multiple decision trees to make
predictions or classifications.

[112]

Naive Bayes
A probabilistic algorithm often used for
text classification and other tasks involving
discrete data.

[113]

k-Nearest Neighbors (k-NN)
Classifies new data points based on their k
nearest neighbors, commonly used for
pattern recognition.

[114]

Neural Networks
Interconnected nodes that mimic biological
neural networks, used for classification,
regression, and pattern recognition tasks.

[115]
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5.4.2. Deep Learning in Industrial Collaborative Robotics Applications

Deep learning is frequently regarded as a black-box estimator due to its highly complex
and non-linear internal representations, which hinder interpretability. Although it excels in
capturing intricate patterns in high-dimensional data, the decision-making process remains
largely inscrutable, limiting its trustworthiness and applicability in domains requiring
transparency or accountability. In the context of this review, deep learning techniques offer
advanced capabilities for augmenting the decision-making capabilities of collaborative
robotic systems supported by digital twin software solutions [116].

Deep learning’s use in DT spans multiple modalities—from vision-based CNNs used
in visual inspection and part recognition, to recurrent neural networks (RNNs) for time-
series-based maintenance predictions. However, model interpretability remains limited,
and real-time applicability is constrained by computational demands. Emerging research is
exploring hybrid models combining symbolic AI with neural backends for greater control
and transparency.

Deep learning models excel at automatically learning and discovering intricate pat-
terns and relationships in large data sets, enabling them to make accurate predictions,
classifications, and decisions. They have the potential to revolutionize various aspects of
industrial cobot applications, including perception, control, and decision-making.

One of the key advantages of deep learning is its ability to handle unstructured data,
such as images, audio, and text [117]. This makes it particularly relevant for applications in
industrial cobot applications, where sensor data, visual inputs, and textual information are
critical for effective system operation. Deep learning models can learn from vast amounts of
data, allowing them to perform complex tasks such as object recognition, gesture detection,
and natural language processing. However, it is not without its drawbacks. The downsides
of using deep learning include its dependency on large amounts of labeled data for training,
the computational resources required, susceptibility to overfitting, lack of interpretability
leading to “black box” models, vulnerability to adversarial attacks, inefficiency in learning
from small datasets, limitations in transfer learning, and ethical concerns related to privacy,
bias, and fairness. Despite its remarkable success in various fields, these downsides
highlight the need for caution and careful consideration when applying deep learning
techniques to real-world problems.

The integration of deep learning with digital twin software solutions opens up new op-
portunities for enhancing the capabilities of collaborative robotic systems [118]. By leveraging
the power of deep learning algorithms, these systems can benefit from real-time analysis,
predictive maintenance, and intelligent decision-making. Deep learning models can analyze
sensor data streams, identify anomalies, predict equipment failures, and optimize robotic
systems’ operation. Table 5 shows the commonly used deep learning methods in this domain.

Table 5. Deep learning techniques are commonly employed in industrial collaborative
robotics applications.

Technique Description Example Use Case

Convolutional Neural Networks (CNN)
Well-suited for image and video processing
tasks, CNNs excel at object recognition and
segmentation.

[119]

Recurrent Neural Networks (RNN)
Effective for sequential data processing,
RNNs capture temporal dependencies and
handle time-series data.

[120]
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Table 5. Cont.

Technique Description Example Use Case

Generative Adversarial Networks (GAN)

GANs consist of two neural networks
competing against each other, enabling
tasks such as image generation and
anomaly detection.

[121]

Reinforcement Learning

RL focuses on training agents to make
decisions and take actions based on
feedback from the environment. It can be
utilized for robotic control and
optimization tasks.

[122]

Long Short-Term Memory (LSTM) networks are a type of RNN that enables the consid-
eration of older data patterns in the progression of a time-series analysis. LSTM networks
have been used in robotic digital twins to model and forecast time-series data such as
sensor readings, actuator states, and environmental conditions [123]. They are particularly
powerful in capturing temporal dependencies in industrial equipment operation, enabling
predictive maintenance and anomaly detection. By anticipating downtime and minimizing
unexpected failures, LSTM-based models integrated into digital twins can significantly
reduce maintenance costs and production halts, enhancing throughput and reliability.

Reinforcement Learning has also been used within digital twin environments for
training industrial robots in simulation before real-world deployment [124]. RL-based
DT is useful for adaptive path planning and motion control, optimized pick-and-place
operations, and collaborative robot behavior adaptation under dynamic and variable
conditions. Digital twins can serve as high-fidelity, physics-based simulators where RL
agents can learn policies without the risk or cost of physical experimentation. Such learning
accelerates deployment, reduces trial-and-error on physical systems, and enables rapid
reconfiguration of production cells, leading to increased flexibility and productivity.

6. Knowledge Gaps and Future Trends
In this paper, several knowledge gaps and future trends emerge that require attention

and further exploration. These gaps and trends play a crucial role in advancing the
effectiveness of cobot applications and addressing issues related to fault detection and
prediction. The following areas present opportunities for future research and development:

• Innovative Techniques for Efficiency Improvement: To enhance efficiency in cobot applica-
tions, innovative techniques such as data management, predictive analysis, and real-
time monitoring can be explored. These techniques enable proactive fault detection,
performance optimization, and timely decision-making. Further research is needed to
develop advanced algorithms and methodologies that can handle complex data sets
and extract valuable insights for improved operational efficiency.

• Context Awareness and Data Types: In the context of digital twin-enabled systems,
dissonant or even incompatible data types captured by a diverse suite of sensors limit
the ability to include context awareness in forecasts. Considering the autonomous
characteristics inherent in Digital Twins and their capacity to parse pertinent data
for practical utilization, future research should focus on integrating diverse data
sources and exploring advanced techniques to incorporate context awareness, such
as contextual sensing, adaption, resource discovery, and augmentation [125]. This
will enhance the accuracy and reliability of predictions, enabling more effective fault
detection and smart management in industrial cobot applications.
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• System-Level Integration: It can be said that the value of a Digital Twin is positively
correlated with the level at which it is implemented. The workflow and infrastructure
that exist in manufacturing are typically arranged in five levels: station, cell, shop,
factory, and enterprise. A “station” refers to a location where a single manufacturing
or assembly process is carried out. A “cell” represents a collection of stations that
collectively perform a set of processes within a subsystem. A “shop” encompasses a
cluster of cells responsible for the manufacturing or assembly of a subsystem. A “fac-
tory” comprises a grouping of shops that handle the manufacturing or assembly of an
entire system. An “enterprise” is constituted by a collection of factories that contribute
a diverse array of complete systems to the market. It is easy to see how quickly the ac-
complished tasks of humans and machines scale up, which is why operation efficiency
is critical. One of the biggest considerations for operational efficiency is knowledge
management. Considerations should be made for which level of the manufacturing
scheme a digital twin will be implemented. Incorporating components that operate
at the system level is crucial for accurate predictions in context-aware smart man-
agement and fault detection in industrial cobot applications. Future research should
explore the integration of various subsystems, sensors, and data sources to create a
holistic view of the collaborative robotic system. This will enable a comprehensive
understanding of system behavior and facilitate proactive maintenance, optimization,
and decision-making.

• Deep Learning Applications and Challenges: Deep learning techniques offer significant
analytical capabilities for processing large data sets and detecting complex problems
within collaborative robotic systems. However, to broaden their application, chal-
lenges such as high computing complexity and lengthy training times need to be
addressed. Further research should focus on developing efficient deep learning algo-
rithms, hardware accelerators, and distributed computing techniques to overcome
these challenges and unlock the full potential of deep learning in industrial cobot appli-
cations. Furthermore, the dilemma of “black box” AI and ML models can be addressed
with Explainable AI (XAI), a subset of AI and ML that supports human trustworthi-
ness and compliance by explaining the reasoning that draws. The inclusion of XAI
in Industrial DT applications would authenticate the reasoning for operators in the
field. This is particularly useful for risk reduction, ethical consideration, and real-time
decision making, when collaborating with operators.

• Reduced Human Involvement in Data Pre-processing and Interpretation: Further research
is needed to explore deep learning applications in the context of cobot applications
with the aim of reducing the need for human involvement in data pre-processing and
interpretation. Automation of these tasks through advanced algorithms and method-
ologies will streamline the analysis process, accelerate decision-making, and enable
real-time responses in industrial collaborative robotic systems.

7. Conclusions
In conclusion, integrating digital twin software solutions with industrial collabora-

tive robotics applications has the potential to enhance operational efficiency, productivity,
and decision-making processes across various industries. This comprehensive review has
explored the concept of digital twins, their historical development, components, and signif-
icance in the context of industrial collaborative robotics applications. Through qualitative
analysis, key factors that can enhance automation, interoperability, architectural design,
and the utilization of machine learning and deep learning techniques have been identified.
These factors pave the way for the development of comprehensive frameworks that reduce
reliance on human intervention, improve efficiency, and enable real-time monitoring, pre-
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dictive maintenance, and optimized operation of collaborative robotic systems. The review
has also shed light on knowledge gaps and future trends in this field. While this review is
extensive, it is limited in a few areas. The databases used for literature searching are limited
to Scoptus and WoS. Other avenues may reveal additional insights for published research
in the Industrial DT domain. This research also limits the publication years of literature
referenced to 2017. This was meant to focus on the state of the art in this research space but
allow some fundamental publications that laid a foundation for it as well. Because they
are mutually exclusive, improving one area weakens the other, and thus this paper may
not present the strongest argument for state of the art nor fundamental research, but rather
focuses on striking a balance between the two. Lastly, there is inherent bias in the sub-
jectivity in qualitative analysis. This section was included to provide additional insights
into Industrial DT application based on the wide, but not all-encompassing, experience
of the authors in this domain. Further research is needed to address challenges related
to data management, context awareness, system-level integration, and the application of
deep learning techniques. Overcoming these challenges will contribute to the effective
implementation and utilization of digital twin software solutions in industrial collaborative
robotics applications, leading to streamlined operations, improved collaboration, and en-
hanced performance across the various industrial domains. Moreover, those applications
could have a broader impact on the other areas of automotive system usage, such as civil
engineering, healthcare, smart workplace planning, and more.

*Disclaimer: No approval or endorsement of any commercial product by NIST is
intended or implied. Certain commercial software systems are identified in this paper to
facilitate understanding. Such identification does not imply that these software systems are
necessarily the best available for the purpose.
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