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Abstract: Photovoltaics with energy storage are the current trend in solar energy. Hybrid
inverters are the backbone of low-power installations of this type. If a single installation is
compromised, there are no significant security concerns. However, multiple devices can
be targeted simultaneously. Taking into account their increasing share in the energy mix,
distributed cyber-attacks against these devices can threaten grid stability. The Bulgarian
electric power system has been analyzed in order to determine its development which is
in line with EU-wide trends. It can be concluded that hybrid inverters are expected to
grow rapidly in number and in installed power. The vulnerability of hybrid inverters to
cyber-attacks has been analyzed, and the possible consequences for the energy system have
been identified. The technology allows it to be used as a hybrid means of influence, and
this aspect is poorly addressed in existing cybersecurity regulations. A risk assessment has
been made, based on which measures to improve security have been proposed.

Keywords: cybersecurity; electric power system; HVAC-R; photovoltaics; renewable
energy sources

1. Introduction

Energy is a cornerstone of a nation’s economy and security. The rising necessity to
address environmental concerns has pushed academia and industry towards the research,
development, and utilization of cleaner energy sources and methods in the context of
the smart technology transition [1]. This transition is characterized by the adoption of
renewable energy sources (RESs) as the essence of distributed generation (DG), the most
predominant of which are photovoltaics (PVs) [2]. PVs’ advances and falling prices have
given rise to their appeal not only in industry but also in residential systems throughout
the last decade. Despite the numerous advantages of PVs, there are concerns about their
reliability, sustainability, safety, and security, to which cybersecurity is intrinsic. The US
Department of Energy has used the term “cyber event” in a broad way, which describes
any disruption caused by unauthorized access that is not by definition a cyber-attack and
can easily be attributed to a human mistake [3]. Due to the inherently intermittent output
of PVs [4], it is challenging to evaluate whether a cyber-attack or a human mistake has
occurred based solely on parameter observation. The only conclusion that can be drawn is
that the PV installation is not operating nominally.

Contemporary power plants, industrial systems, smart grids, and even more so PVs
can be treated as cyber-physical systems (CPSs) [5,6]. CPSs are controlled remotely by
programmable logic controllers (PLCs) and monitored by supervisory control and data
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acquisition (SCADA) systems [7-10]. These are heavily reliant on their secure communica-
tion. This is where cybersecurity is focused [4,11]. The STUXNET attack in 2010 has shown
that there is an evident need to take the cybersecurity of CPSs into account.

The saturation of the energy system with renewable energy sources, mainly photo-
voltaics, has led to a serious need for balancing, due to the time offset between production
and consumption. Therefore, it can be argued that the share of hybrid inverters that support
energy storage devices will increase. Such a trend is already observed and can be predicted,
with a high probability that it will intensify.

Hybrid inverters, in terms of communications and control, are more like Internet-of-
Things (IoT) devices and fundamentally differ from classic control systems in the energy
sector. This sets new requirements for cybersecurity.

Critical energy facilities—such as nuclear power plants—are logically and physically
segregated from IT networks, and thus prevention against many possible cyber-attacks
is achieved. Hybrid inverters are relatively low-power devices and therefore cannot be
classified as critical. Indeed, even a successful cyber-attack against one device cannot lead
to serious consequences for the entire energy system. Current trends, however, are for a
very intensive penetration of hybrid inverters, resulting in significant total installed power.
There is a large number of low-power devices, which have a common manufacturer of
both hardware and software and use the same cloud for management. Due to their shared
platform, a cyber-attack can easily be carried out on all devices and as a result disrupt the
operation of a cumulatively large generating capacity. If trends continue, very soon the
total power will be so large that it will affect the normal operation of the entire energy
system. Because of this, other researchers such as Riurean et al. [12] propose that PVs
should be included in the critical infrastructure category of respective national security and
national energy resilience.

The penetration of hybrid inverters presents opportunities for both classic cyber-
attacks and the weaponization of the technology. Additional concerns arise from the fact
that the energy professionals who install and operate the new devices have virtually never
encountered cyber issues, simply because classic generators are naturally immune. In resi-
dential applications hybrid inverters may be operated by their respective owners—ordinary
citizens without any technical qualification.

The paper points out cyber threats to which this emerging technology is vulnerable,
as well as some weaknesses of the existing cybersecurity regulations, and it presents a
vision for possible solutions. Section 2 presents a literature review, which presents a
classification of cyber-attacks and past examples of significant cyber-attacks on CPSs. This
is taken as a reference point from the classical grid’s consideration and can be used to
compare the evaluated threats in residential systems. Section 3 presents an analysis of
the processes in the Bulgarian energy system, which allows for determining the trends in
its development—such as what type of technologies will enter intensively and which will
become obsolete. Although the Bulgarian system is analyzed, sufficient arguments and
literature references are given, which allow for considering how the outlined trends are
also valid for other energy systems in the European Union. Section 4 describes a hybrid
inverter’s features in light of cybersecurity. The primary consequences due to potential
cyber-attacks have been summarized. Real examples are pointed out that are not cyber-
attacks but may be classified as cyber issues. A cybersecurity risk assessment of the hybrid
inverters is performed in Section 5. Measures that significantly reduce the risk level are
in Section 6.
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2. Literature Review

While the classical power system is more reliable and sustainable than independent
PV systems, both are susceptible to and vulnerable to security breaches caused by cyber-
attacks leading to significant equipment and financial damages. As Ye et al. [4] have pointed
out, the existing literature on smart grid cybersecurity is focused on cyber-attacks that
threaten the grid’s reliability, rather than targeting individual subsystems’ performance.
Additionally, electricity markets are also vulnerable [13].

In recent years there has been an increased IoT presence in such systems, which
is regarded as the weak link [4,14,15] that can be outlined whenever a cyber-attack has
occurred. Most cyber-attacks [6,16] that can impact the whole grid, a single power plant,
an industrial system, etc., are first and foremost human-directed social engineering [17-19]
(phishing, spoofing, eavesdropping, identity theft, ransomware, spam, etc.) based on e-
mails and websites and then further communications and equipment-targeted attacks such
as a watering hole attack [20], man-in-the-middle (MITM) attack [4,8,9,11,17,21,22], denial
of service (DoS) [4,9,11,13,18,23,24], distributed denial of service (DDoS) [9,13,17,18,25-27],
data integrity attack (DIA) [4,9], false data injection attack (FDIA) [9,22,28-32], cyber-
physical attack [28], replay attack [4,5,9,17,33], time-delay attack [9], data manipulation [28],
stealthy attack [2,34,35], etc. Of course, purely physical attacks purposed to damage or
destroy the respective equipment itself are also present [2].

2.1. Real-World Cyber-Attack Examples

Some of the real-world examples, presented in Table 1, throughout the years have
shown firsthand that cybersecurity is a critical subject and its neglect or even the lack of it
should be reevaluated.

Table 1. Chronological summary of real-world cyber-attack examples.

Cyber-Attack Events Year Reference
Cyber-attack on Ohio’s Davis—Besse nuclear power plant. 2003 [25]
Use of a Stuxnet worm on the Iranian nuclear program—the 2010 [25,36-38]
first ever malware targeting PLCs and SCADA systems. !
Duqu and Flame malwa.res purposed to spy on an Iranian 2011 and 2012 [37]
oil company.
HAVEX (Backdoor.Oldrea) malware, purposed for cyber
espionage, targeting numerous industrial systems in energy, 2013 8,20,39]
aviation, pharmaceutical, defense, and petrochemical e
companies, primarily in the USA and Europe.
BlackEnergy malware—the BlackEnergy 1 attack on Georgia;
the BlackEnergy 2 attack on critical infrastructures in the US;
and the BlackEnergy 3 attack on three of Kyiv’'s power 2008 2014 2015 [2,17,25,27,28,39]
distribution companies.
CRASHOVERRIDE (Industroyer) malware—used in the second 2016
ole op [39-41]
attack on Ukraine’s grid.
TRITON (TRISIS) malware—an attack on the equipment of a 2017 [40]
petrochemical plant in Saudi Arabia.
Cyber-attack on water treatment plant in Florida, USA. 2021 [42]

2.2. Cybersecurity of Heating, Ventilation, Air Conditioning, and Refrigeration Systems

Heating, ventilation, air conditioning, and refrigeration (HVAC-R) systems are
the other large energy consumers, amounting to 35-40% of total consumption in
buildings [43,44] and in public utilities, which are considered in this paper. These sys-
tems are also subjected to increased IoT penetration in recent years and are vulnerable to
cyber-attacks, primarily DoS and FDI [45—47], but also to MITM, eavesdropping, spoofing,
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replay, etc. [48]. There are gaps in detection strategies that do not distinguish between
cyber-attacks and physical faults, which further leads to inadequate defense and mitiga-
tion strategies being applied, as many of them are based on numerical models and their
respective user-defined assumptions, which do not always accurately represent real-world
situation, as noted by Li et al. [49], by Moudgil et al. [50], and by Chen et al. [44]. Based on
the shortcomings of HVAC-R’s detection and fault diagnosis methods, Fan et al. [51] have
proposed a customized transformer-based neural network design that ensures efficiency in
table data analysis and data transfer. Additionally, the study of Karbasi and Farhadi [52] has
proposed an approach based on a distributed two-level communication model predictive
control of building automation systems that significantly reduces computational overhead.
Moosavi et al. [53] have proposed a framework-based methodology using a virtual machine
where existing real datasets are converted to a BACnet protocol network traffic.

The secure operation of HVAC-R systems should be prioritized [54,55] as the equip-
ment can be damaged severely [42,56] and can even threaten injury to personnel [42].

2.3. Cybersecurity Regulations Concerning Electric Power Systems

A number of documents regarding the cybersecurity of energy facilities have
been published.

o ]EC 61850 for intelligent electronic devices in electrical substations [57].

The IEC 61850-7-420 standard defines key points in an electrical substation automation
system design. More specifically, it demonstrates which data models need to be set in
designs of communication networks for the power utility automation of distributed energy
resources. The model allows devices to understand the semantics of the data exchanged
between each of them (such as measured parameters with respective units and expected
ranges, control commands, alarms, flags, set points, etc.) seamlessly.

e  Regulation 2024/2847 on horizontal cybersecurity requirements for products with
digital elements known as the Cyber Resilience Act (CRA) [58].

The scope of the CRA is to safeguard businesses and consumers buying software and
hardware products with digital components by requiring manufacturers and retailers to
ensure cybersecurity throughout the respective product’s lifecycle. Critical products need
to undergo a third-party assessment by an EU authorized structure before introducing
them on EU markets. Such products are therefore marked with the “CE” marking to
indicate compliance.

e  Directive 2022/2555 on measures for a high common level of cybersecurity across the
EU known as the Network and Information Security Directive (NIS 2) [59].

This directive presents a mandatory cybersecurity framework based on the origi-
nal NIS directive with an expanded scope of critical infrastructures and essential service
operators in the sectors of transport, energy, banking, healthcare, public electronic com-
munications, social platforms, waste and wastewater management, postal and courier
services, etc. Medium-sized and large entities operating in these critical sectors have to take
cybersecurity measurements, regularly train employees and management in cybersecurity,
and notify the relevant authorities of significant incidents.

o  The IEC 62443 series of standards on cybersecurity for industrial and automation
systems [60].

The IEC 62443 series of standards provides a structured framework to address cy-
bersecurity challenges in industrial and automation systems through a holistic approach
between people, processes, and technology, based on shared responsibility. It is also used
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to help asset owners and stakeholders to determine the necessary security level and to
assess risk.

PLCs and SCADA systems have successfully become more secure and continue to be a
cornerstone in CPSs due to measures taken by the authorities and industry. However, there
are some gaps left unaddressed by these documents as well as the ENISA guidelines [61]
and the industry-specific guidance of IEEE standard 1547.3 towards distributed energy
resources [62].

There are precedents of devices and technology being compromised and weaponized
such as the 2024 attacks in Lebanon [63], the cyber espionage by Huawei [64,65], the SWIFT
ban on Russian banks after its invasion on Ukraine, the findings of suspicious components
in imported energy technology [66], etc. The regulations cited above do not deal with
peaceful technology that has been intentionally weaponized.

Only large utility-scale PVs are subjected to these regulations. Residential PVs are
too small to be classified as essential, important, or critical entities. Residential PVs are
generally overlooked as individually they are significantly smaller (<30 kWp) than large
PV farms (>10 MWp). However, they have increased drastically in recent years and are
collectively closing in in terms of power.

The newly developed Network Code on Cybersecurity (NCCS) [67] focuses on grid
operators. However, residential PVs are only connected to the grid electrically (internet
connection is provided by the inverter’s own network), which in most cases is through the
existing point of common coupling. Thus, there is no dedicated professional operator or a
cybersecurity branch. As such, when going forward with the NCCS in upcoming years,
paying more attention to residential PVs should be addressed, which is also noted by the
DNV report [68].

3. The Bulgarian Energy System—Current State, Issues, Trends,
and Prospects

3.1. Energy Balance

The Bulgarian energy system is part of the European energy system and its devel-
opment, despite its purely Bulgarian specifics, is ultimately predetermined by the pan-
European energy policy. The data presented here are for the Bulgarian energy system,
as the authors know it best, but the forecasts for future development apply to the entire
European Union. This statement can be supported by publications by other European [68]
and Indian [69] researchers who have come to similar conclusions.

The generation and consumption of electricity in the country over the last 10 years
are presented in Figure 1. Electricity consumption remains constant within 5% with no
discernible trend. Energy generation has been decreasing over the past 3 years due to the
increasingly unfavorable conditions under which coal-fired power plants operate. The
statistics on generating capacities are more insightful, particularly on the share of PVs in
the total production.

The growth of PV power plants over the last 10 years is shown in Figure 2 with the
growth of the total installed capacity in the top plot and the share of PVs of the total
installed capacity of all power plants in the country in the bottom one. Only PV power
plants connected to the energy system are included in this statistic, so the actual installed
PV power is even larger. The significant increase in the number of photovoltaic power
plants, constructed over the past 3 years, has created a trend that appears to be set to
continue in the near future.
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Figure 1. Bulgarian annual electricity consumption and generation in 2015-2024.
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Figure 2. Growth of PVs in Bulgaria in the period 2015-2024. The top plot shows total installed
PV power, while the bottom plot shows the percentage of the total installed power in the electric
power system.

The increased construction of PV power plants is associated not only with specific
measures to promote renewable energy sources but also with the significant price drop of
all PV equipment, thus providing sufficient profit margins.

The change in the price of PV panels is shown in Figure 3. The data are from the
authors’ own statistics and represent the average price per Watt-peak. The price increase in
2022 is due to logistics problems, supply chain disruptions, and the corresponding increase
in transport costs that were intrinsic to that particular period in time. The average annual
electricity price on the Independent Bulgarian Energy Exchange (IBEX) [70] is also shown
in the same figure on the right-hand axis. The increasing difference between the electricity
purchase price and the cost of PVs is a key factor in the growth of the installed capacity.
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Figure 3. PV panels and electricity prices” deviation.
The photovoltaic plants built over the last three years are mainly large-scale, concen-
trated facilities with a MW capacity. Although PVs account for almost one-third of the

total generating capacities, the share of photovoltaic energy in the total annual electricity
production is quite modest, as presented in Figure 4.

x10*
T

T T T T T T T
I Total electicity generation
5 [ Electricity from PV i

GWhl/year

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024
year

Figure 4. Electricity generated by PVs versus total generation.

The relatively small share in total energy production is due to the low annual hourly
utilization of photovoltaics and the large number of winter cloudy days. Large photovoltaic
capacities that operate without the ability to store energy create operational problems.
There are intervals of the day (on sunny days with reduced consumption) in which there is
excess power that needs to be balanced.

The hourly change in the load of the entire energy system of the country on 7 May 2024
is shown in Figure 5. This is the day with the lowest consumption throughout the year (data
from the Energy System Operator [71]). The simulated results for the energy generated
by 4.6 GW of PV power plants, already operating in Bulgaria, are also shown in the same
figure. The simulation used data from the EU Photovoltaic Geographical Information
System (PVGIS) [72], which provides statistics on the performance of photovoltaic sys-
tems since 2005. The simulated energy generated based on 15-year average data for the
generation on 7 May is represented by the solid line, while the dashed line represents the
largest generation on that date for those 15 years. Unfortunately, the authors do not have
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statistical information on PVs’ production for the specific date, but the emerging problem
is fundamental.

7th of May — the day with lowest consumption for 2024

3500 T T T T T T T T T T T T T T T I T T T T T T T
== Total electicity consumption
3000 - Electricity from PV (max)
Electricity from PV (average)
2500 - a
= 2000 - ——— 4
=
1500 - n
1000 - n
500 - n
0 | I I | s s 4 1 | | | | | | | | | 1 | | L L L
12 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

hour

Figure 5. PV generation and load profile of the day with the lowest consumption—7 May 2024.

A period in the middle of the day when there are no consumers for the potentially
generated energy, at least in the country, is apparent. It relies upon the grid’s connectivity
to export the excess electricity and also on the compensating (energy storage) capacities
in the energy system. For now, such cases can be resolved at the expense of exports, but
under unfavorable financial conditions.

This phenomenon also occurs in other energy systems. The term “transition from a
camel curve to a duck curve” is often used. It is said that this has been common for the
energy system of California [73] and is becoming common for EU countries [74,75].

The free electricity market in the European Union was created as a self-regulating
mechanism, and naturally there is a price reaction to imbalances.

3.2. Price Effect

The inherent peak of photovoltaic generation and the saturation of the energy system
with PV plants inevitably affect electricity prices. The time variation in the electricity
exchange prices (orange) in Figure 6 is shown for summer and winter. Prices are based
on the energy exchange and are averaged for the respective month during 2023. For
comparison, the generated power from 1 kWp (blue) is also shown, using the averaged
data from the PVGIS. The correlation between the daily peak in generation and the daily
minimum price is obvious and well-studied [76]. The summer abundance of PV-generated
energy is the reason for the very low daily price levels. The decrease in energy prices during
periods of abundant sunshine and low consumption is very significant, and negative prices
are no longer a surprise to market observers.

Furthermore, in just one week in April 2025, there were three days with negative
electricity prices, as shown in Figure 7 (data from IBEX). It is striking how low the negative
price is. Given that in April stationary PVs without storage generate power in the interval
8:00-19:00 h, it can be seen that for the three days presented in the figure, the PV plants do
not generate a real profit, with the worst day, 20 April, resulting in a net loss. Furthermore,
the negative energy prices are also subject to transfer costs over the grid, meaning that a
nominally positive low price is already negative on the balance sheet, when the energy
price is lower than the transmission price. The data, presented here, are only to illustrate
how severely negative prices affect investors.
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Figure 7. Negative prices during the third week of April 2025.

The phenomenon of negative prices is observed throughout Europe, with a clear trend
of increasing the total number of hours with negative prices [77,78]. For example, according
to data from the electricity market information platform “SMARD”, in 2023 in Germany
there were a total of 301 h with negative prices, and in 2024—457 h. The reasons are as
follows: the rapid solar and wind energy expansion, inflexible conventional generation,
and a lack of storage capacity.

Electricity does not become cheaper (at least in nominal terms) as revealed by the
analysis of average levels (Figure 3), but profits from PV power plants without energy
storage are reduced due to the hourly price distribution.

A typical economic cycle is observed, where oversaturation leads to a decline in the
profitability of classical photovoltaic power plants without storage capacity. For this reason,
it can be expected that the growth rate in the installation of new grid-connected PVs will
slow down, and after the accumulated momentum has dissipated, it will stop.
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4. PV Plants with Energy Storage Capability

Increased energy storage capacity seems to be the most probable scenario for solv-
ing the energy imbalance problem. Both pumped-hydro power plants and batteries are
considered. The big investors already direct their attention to dedicated battery storage
that will let them speculate about significant electricity price changes. The fastest growing
battery storage capacity is in small (typically less than 100 kWp) PV installations with
hybrid inverters. There are no statistics for such installations in Bulgaria, but based on
surveys among companies with a combined 80% share of the photovoltaic market, between
10,000 and 50,000 hybrid inverter PV plants with power between 5 and 100 kWp have been
installed over the last 2 years. There are economic, psychological, and normative reasons
that determine this pace.

The average price of electricity for residential consumers in Bulgaria is 110.5 EUR/MWh,
which is approximately equal to the average annual exchange price. There is very strong
external political pressure to bring residential consumers into the electricity market, just
as commercial consumers had been a decade ago. As illustrated, this should not lead
to a serious price hike, but the general populace is very suspicious of such changes and
perceives the measure with extreme disapproval and serious concerns. These concerns act
as an incentive to install one’s own residential PV power plant.

In certain rural and suburban areas, the electricity for residential consumers is of
poor quality. This is mainly due to overbuilding and network congestion. Users in these
areas are also forced to install their own power plants to ensure independence from the
centralized power supply.

The latest amendments to the Territorial Development Act require that every newly
built residential building has renewable energy sources with installed capacity not less
than half of the provided electrical power by the grid. The provided electrical power is the
maximum power that the building can consume. It is controlled by technical (automatic
circuit breakers) and administrative (15 min load check) measures. As already mentioned,
the only practical renewable resource available in the country is solar energy.

The structure diagram of a PV system with a hybrid inverter is shown in Figure 8.

Grid ==—; i
Hybrid | e CANbus | o5 HTTPS
inverter| % — W
Modbus Modbu HTTPS
L Battery | Battery
PV panel PV panel

Server

Figure 8. Structure diagram of a PV system with hybrid inverters.

Due to the heavy bureaucratic procedure, many residential users and small- and
medium-sized business owners prefer to build photovoltaic power without injecting energy
into the grid, as shown in Figure 9.

Additional current transformers (red) are connected to the inverter, measuring the
current at the point of common coupling to the grid. The inverter is operated in a way
that prevents energy from being injected into the grid. The energy from the PVs is used to
feed the load and to charge the battery, or it is not generated at all. A PV plant operating
according to the scheme in Figure 9 has a significantly simplified construction and grid
connection procedure, as statutory consent is replaced by tacit consent. Since this setup is
for residential users and small businesses, it is very important that the inverter allows phase
imbalance when operating in a non-injecting mode. When the load consists of single-phase
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consumers, it is natural to have working modes in which one of the phases is significantly
more loaded or significantly more underloaded than the others, and the inverter must be
able to cover the asymmetrical load without injecting energy into the grid.

Current transformers

0
Grid : YVYOT

1A 111
Hybrid |~
inverter —

— Modbus

Load

A ) Battery
=19 PV panel

Figure 9. Hybrid inverter operating in “no-energy return” mode.

The typical load profile of a Bulgarian residential consumer is given in Figure 10. Based
on the author’s measurements, where common residential loads are taken into account,
as the maximum and minimum values for a month were averaged, an area of the most
probable change in the household load was identified. Figures for the winter and summer
months, December and July, respectively, are shown. For comparison, the data from a
simulation for the average production of a 10 kWp photovoltaic plant and the average
monthly energy price are shown in the same coordinate system.
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Figure 10. Residential load profiles: (a) for a day in December, (b) for a day in July.

As can be seen from the load profiles, the load variation is very slight. This can be
explained by the fact that the largest residential consumer is the HVAC-R system, which
operates in heating mode in winter and cooling mode in summer. A simplified structure of
an air conditioning installation is shown in Figure 11.

Attention should be paid to the need for control of PV systems with hybrid inverters.
Consumption may not change significantly, but the available PV energy changes consider-
ably throughout the year. The prices of the energy purchased in addition to that generated
by the PVs vary not only in magnitude but also in time, with maximum values changing
over time. In financial terms, the optimal use of such a system requires frequent changes to
the settings. The intervals for prioritized battery charging and the intervals for prioritized

battery discharging are set. Such a system cannot be used effectively if it is separated from
the global network.
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Figure 11. Simplified structure of an HVAC-R installation.

As a counterpoint, the HVAC-R system should be mentioned, which is also complex
and seemingly requires frequent adjustments. The vast experience with such systems has
revealed that in most cases there is no internet connection, or if there is one, it is only used
for monitoring, and the options for changing settings or updating software are disabled.
This fully satisfies the customers. A survey of the four largest companies that maintain
HVAC-R systems in the country found that none of them could point to a single instance of
a cyber-attack or a problem related to remote management.

The situation with the exploitation of hybrid inverters is quite different. Despite their
short history so far, they already have a track record of technical problems that are directly
related to security.

Hybrid Inverters and Security Concerns

A study was conducted on the most prominent Bulgarian renewable energy equipment
suppliers of inverters—hybrid and grid-connected. The companies studied the total market
share of the photovoltaic system market of over 80% (according to self-reported figures and
turnover by Commercial Register public records). Below is a list of the brands represented
in the product catalogs of these companies:

Huawei;
Deye;
GoodWe;
Solis;
Solax;
Growatt;
Sungrow;
Afore;
EASun;
TBB Power.

As evident from the above, the Bulgarian market is dominated by Chinese manu-
facturers, while EU brands like SMA, Victron, and Fronius have a niche presence. The
market shares of Huawei and Deye are more than 60%. In [68] similar results are published
claiming that in 2023 “78% of the PV inverters shipped (to EU), originated from China” and
also that there are “seven manufacturers with the ability to remotely manipulate more than
10 GW of generation capacity”. According to our prognosis those numbers will grow. The
EU market as a whole is similar. This is further visualized by data from [68] in Figure 12.
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Figure 12. PV inverters shipped to EU market between 2015 and 2023. Data taken from [68].

The inverters are directly connected to the global network and use entirely in-house-
developed proprietary cloud structures, firmware, and hardware. Inverters are an embed-
ded system; i.e. the firmware is solely under the control of the manufacturer. A potential
disconnect from the internet and the respective manufacturer servers would lead to dete-
riorated financial and operational indicators and is therefore not considered acceptable.
This applies to both hybrid inverters and battery management systems (BMSs). If the
forecast for intensive growth is justified, PV plants with storage capability will soon occupy
a significant share of the electricity mix.

Possible consequences of cyber-attacks:

e  Attempts to destabilize the entire energy system with subsequent blackout. In the
event of a simultaneous loss of large generating capacity, dangerous regimes may
occur. It is obvious that after the events in Spain [79] and North Macedonia [80], where
the energy system collapsed, system sustainability must be further studied. This is the
most serious potential threat.

e  Attempts to damage batteries. Batteries can be deactivated, which is associated with
very large economic losses, but potentially there are also regimes in which they can be
ignited or deflagrated. The mandatory use of BMSs does indeed greatly reduce the
risk but does not eliminate it completely. A real event that damaged the batteries is
described later.

e  Attempts to cause economic losses. Here, the scenarios include an attack against a
specific prosumer and also against a large number of inverters. In both cases, it is
possible not only to turn off the inverters but to simulate frequent failures, which
would completely compromise the reliability of the plant and at the same time make it
difficult to detect the attack.

The events described below are observed in PV systems with hybrid inverters studied
by the authors. The reasons for these are software/firmware problems inherent in new
developments, not malicious actions, and they can be classified as cyber events. However,
they are a blueprint for action when planned cyber-attacks are taken into account.

A 12 kW Deye inverter operating with three 5 kWh lithium-ion iron phosphate (LFP)
battery modules (15 kWh battery storage) is connected in parallel. Due to the capability of
the inverter to operate with different battery chemistries, including user-defined types, the
following issue occurs. The firmware is automatically updated (the automatic update for
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this model cannot be disabled, being short for disconnecting from the internet). After the
update, the inverter switches to factory settings, changing the battery type to “lead-acid or
user defined” with a maximum charge voltage of 64 V (2.67 V per cell). Three LFP batteries
with a nominal voltage of 48 V and a maximum charge voltage of 58 V are installed. Upon
recharging the batteries, which the inverter presumes are of the flooded type, they reach the
maximum voltage of 58 V, and the protection of the individual BMS of the battery modules
is triggered. In this specific case, it is necessary to replace all three battery modules, as
it is not possible to restore the operation of the BMS, and the battery cells themselves
work normally.

The widely installed battery modules have a BMS that provides current protection and
monitors the voltage and temperature of individual cells but does not perform balancing.
The explanation is that the sorted cells with the same parameters are selected and bundled
in a series for each battery. For 2 years of operation, the main failure of the battery modules
is related to the cell voltage imbalance, which occurs naturally during the operation process.
After opening the module and manually balancing the cells, the module’s functionality
is restored.

The use of sorted cells and the lack of balancing affect the reliability and expansion
capabilities of the systems. High-voltage batteries, in which individual modules are con-
nected in series, cannot be replaced. All cells in all modules are connected in series and
must have the same parameters. If an expansion of the system’s storage capabilities is
necessary at a later time, i.e., a battery module must be added, it is necessary to replace all
the modules, as there is no way to provide a new module with the same parameters that can
simply be added to the array. In the event of a module failure, it cannot simply be replaced.
Either the total capacity of the array is reduced when the damaged module is removed, or
all the modules are replaced, including the healthy ones. This is economically unfeasible.

Battery management and protection are critical functions. Potential software problems
can lead not only to battery damage but also to fire hazards and explosion risks. Communi-
cation with the BMSs of the currently installed devices is conducted with the proprietary
manufacturer over the RS-485 interface and with a complete lack of documentation. Fol-
lowing the events of September 2024, when many electronic devices were blown up in
Lebanon, and suspicions that some of the explosions used simple lithium batteries without
a special explosive substance [63], a certain paranoia on this issue seems healthy.

The grid injection restriction to which more and more inverters are legally subjected
creates many problems. If the system needs to be expanded, the structure from Fig-
ure 10 should be used and inverters from the same brand should be connected in a con-
troller /responder (formerly master/slave) configuration. The attempt to connect two
independent inverters as shown in Figure 11 results in a collapse. Each inverter measures
the energy at the input and regulates its own power so that there is no negative, i.e., injected
energy. If two independent inverters are used, they do not synchronize the measurement
moments. The first inverter determines its operating mode, but then the second one inter-
feres and changes the power balance, and the first one adjusts its mode, but this leads to a
change in the mode of the second one, and so on. The two inverters constantly diverge,
and the system becomes completely inoperable. This fine-tuned ensemble can easily be
disrupted with a single setting.

5. Risk Assessment of PV Plants with Hybrid Inverters

This section presents possible threat scenarios and assesses risks to each one. There
is a lack of statistical data as hybrid inverters are still an emerging technology, but due to
their rapid growth, attention must be given.
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The risk is assessed by three factors, impact, difficulty, and likelihood, and an effects
analysis methodology based a custom matrix is developed. The “impact” counts for how
severe the consequences of a given cyber-attack scenario are. The “difficulty” estimates
how many resources and how much effort are needed to implement a particular scenario.
The “likelihood” determines how likely an attack is to occur. Each factor is divided into
three scores (i.e., low, medium, high) according to Tables 2—4.

Table 2. Impact.

Score Value
1 Single device (or small number of devices)
2 Device group—for example, all devices of a given installer
3 Large number of devices—all devices of a given vendor

Table 3. Difficulty.

Score Value

Very difficult—requires large resources, such as physical access, firmware

1 access (0-day exploit), etc.
2 Moderate—hacker group level
3 Easy—basic skills and minimum resources

Table 4. Likelihood.

Score Value
1 Low—happens very rarely or there are no records of such a scenario.
2 Moderate—there is a history of such scenarios, but they are not common.
3 High—frequently occurring scenarios that are well known and described.

The factor takes into account whether the attack is directed at an individual owner
(a small number of owners); at an intermediary, such as the installer, who has access to
the facilities built and maintained by them; or at a significant number of facilities that can
already threaten the entire system.

The highest level of difficulty has a minimal score because it requires huge resources
and therefore it comes with minimal risk.

This does not mean an exact, statistically calculated probability, but the factor repre-
sents a subjective assessment of the possibility of a given scenario, based on unsystematic
historical data. Although it lacks accuracy, the approach allows for some form of geopoliti-
cal realities to be taken into account.

For each threat scenario, a score is given for each of the three factors. The scores are
then multiplied to obtain an overall score that allows the risk to be classified into four
categories, low, medium, high, and critical, according to Table 5.

Table 5. Risk assessment scale.

Score Value
10+ Critical

6-10 High
3-6 Medium
1-3 Low

Threat Scenarios

Threat scenarios are derived by considering the possible channels for gaining unau-
thorized access to the control of the inverter or BMSs.
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A breach in the access rights authentication system: Unauthorized access can be
obtained by bypassing the security measures of different software. The authorization of an
individual owner, an installer, or a manufacturer can be breached, with the latter causing
the most damage. Such breaches occur regularly, so the likelihood is assessed as moderate.
“Difficulty” and “impact” are assessed as moderate, as common measures against such
attacks provide a certain level of protection.

Attack through installer access rights: Typically, installers have access, albeit incom-
plete, to the inverter management system. A breach of their credentials can occur in various
ways. In most cases, installers have little training in cybersecurity. Such a scenario is
considered moderate to achieve, has a moderate likelihood, and leads to moderate impact.

Attack through manufacturer access rights: An attack that is similar to the above,
but through the manufacturer. Large manufacturers are usually well prepared for such
scenarios, but this is not always the case with low-cost companies. Manufacturers are
usually attacked along the supply chain. Major impact is possible, serious resources are
required, and there is a moderate likelihood.

Attack through inverter interface: Inverters are equipped with additional interfaces
through which their operation can be controlled. Theoretically, an attack through them is
possible. In reality, at least in Bulgaria, this is difficult nowadays. Chinese manufacturers
make very frequent and serious changes, do not keep strict communication protocols, etc.
For example, control via Modbus RTU is difficult to implement, since the registers are
constantly changing (even with updates). The scenario can cause serious damage on a
constrained number of devices, but it is difficult to implement and with a low likelihood.

Attacks through unauthorized devices (backdoor): This refers to additional means of
communication that are hidden in the inverter. Recently, there have been reports of exactly
this type of attack [81], which, however, require further verification. The question arises as
to why additional communication channels are needed when the main one is available. In
this way;, it is difficult to gain simultaneous access to many devices, the likelihood is low,
and the difficulty is moderate.

Malicious firmware (manufacturer not involved): This scenario assumes that a hacker
group successfully attacks the manufacturer, gaining access to the firmware and the cloud
infrastructure. Such an option cannot be ruled out in a highly competitive industry, but it
requires very large resources. Such attacks in industry have been documented, but not in
the energy sector. A large number of devices could be affected, but the likelihood is low.

Malicious firmware (manufacturer involved): This scenario has two dimensions. On
the one hand, data on the location of the inverter, consumption, and generation of electricity
can be illegally obtained and processed. On the other hand, the inverter and battery can be
used as a weapon, including an attempt to attack the entire energy system. Unfortunately,
there is a history of reports of events that can be classified as falling into this scenario [64,65].
However, its likelihood is assessed as low.

Summarized threat scenarios with their respective risk scores and risk levels are
presented in Table 6.

The highest risk score is for the threat involving targeted actions supported by the
inverter manufacturer. Special attention should be paid to this scenario, as European
regulations practically do not provide measures that can effectively ensure prevention.

A comparison between the performed risk assessment and NIST cybersecurity frame-
work (CSF) as well as ISO/IEC 27005 can be made. According to each of these frameworks,
the respective results are presented in Tables 7 and 8.
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Table 6. Risk score and risk levels.

Threat Impact Difficulty = Likelihood  Risk Score Risk Level
A breach 1n‘ the access rights 5 5 5 8 High
authentication system
Attack t.hrough installer’s 5 5 ’ 3 High
access rights
Attack t.hrough manufacturer 3 1 ’ 6 High
access rights
Attack through inverter interface 2 1 1 2 Low
Atta}ck through unauthorized 5 5 1 4 Medium
devices (backdoor)
Mal.icious firmware—manufacturer 3 1 1 3 Medium
not involved
Malicious 3 3 1 9 High
firmware—manufacturer involved &
Table 7. Risk scores according to IEC 27005.
. IEC 27005 IEC 27005 IEC 27005
Threat Vulnerability Impact Likelihood Detection Measure
A breach in the access Insufficient Multi-factor
rights . . Medium Medium Moderate authentication, log
L identity check . ?
authentication system control, access isolation
.. Multi-factor
Attack t},u*ough . . Insufflment Medium Medium Moderate authentication, log
installer’s access rights identity check . >
control, access isolation
Attack through Insufficient Multi-factor
manufacturer . . High Medium Good authentication, log
. identity check . ;
access rights control, access isolation
Lack of network Interface isolation,
Attack through . . . .
. . segmentation Medium Low Good encryption, communica-
inverter interface . . o
or encryption tion monitoring
Attack through Unknown or aIzchZQZIII;g L&lgét}&?:éf;d
unauthorized unauthorized Medium Low Moderate y L 8
. . . and whitelisting
devices (backdoor) devices with access ;
trusted devices
Malicious firmware— gntrustid K of ioh q Outsourcer control,
manufacturer SUppTiers or fack o Hig Low Goo vendor security policies
not involved software control
.. . Untrusted
Malicious firmware— suppliers or lack of High Low Poor Outsourcer control,

manufacturer involved

vendor security policies
software control yPp

Compared to IEC 27005, it can easily be seen that there is a difference in the assessment
of impact, likelihood, and detection quality. The reason for this is that according to IEC
27005 there is a security information and event management system or intrusion detection
system. However, in the context of small-scale PVs there are no such systems.

The considered threats fall into the NIST categories of protect, detect, and identify.

It should be taken into account that both of these frameworks are purposed to enhance
the cybersecurity of organizations with separate cybersecurity branches. However, the
considered threats are most likely targeted towards untrained people. While a requirement
to train PV installers in cybersecurity can have merit, it is severely challenging to implement
in small businesses. Nonetheless, attention should be given during the development
of nation-wide and union-wide policies as the threats with most severe impact can be
mitigated with such measures.
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Table 8. Classification of considered threats by NIST CSF and recommended control.

Threat

NIST CSF

Recommended Control
Category

1. Abreach in the access rights

authentication system
2. Attack through installer’s
access rights

3. Attack through manufacturer

access rights

Implement strong authentication and
access restrictions
Implement strong authentication and
access restrictions
Implement strong authentication and
access restrictions

PR.AC—Access Control

PR.AC—Access Control

PR.AC—Access Control

. . PR.PT—Protective Isolate interfaces;

4 Attack through inverter interface Technology/DE.CM—Monitoring monitor communications

5. Attack through unauthorized PR.IP—Information Block unauthorized devices; maintain
devices (backdoor) Protection/DE.DP—Detection Processes asset inventory

6.  Malicious firmware—manufacturer ID.AM—Asset Management/ Control third-party access; enforce
not involved PR.AT—Awareness Training supplier security policies

7. Malicious ID.AM—Asset Management/ Control third-party access; enforce
firmware—manufacturer involved PR.AT—Awareness Training supplier security policies

6. Enhancing the Cybersecurity of Hybrid Inverters

The measure included in the CRA can reduce the risk level of some of the threats listed
above. According to the requirements of the CRA, specific guidelines should be created
regarding the assessment and verification of the safety of critical infrastructure. A software
assessment is also considered. Attention is paid to improving qualifications and training in
terms of cybersecurity. All these measures will positively affect the risk level if they are
also applied to hybrid inverters, which due to their small unit power are currently not
considered critical. However, the risk of the threats specified in rows 6 and 7 of Table 6
remains unchanged.

The following is a list of measures that can reduce risk levels:

1. The development of guidelines, which currently do not exist, that would also allow
the application of the measures provided for in the CRA for small-capacity PV plants.

2. The active and accelerated introduction of energy communities. A number of
measures provided by the CRA, such as increasing the qualification or periodic inspection
and assessment of security, remain purely voluntary when they have to be carried out
among small plant owners and even small installers. The energy community is already an
organization that can take responsibility for maintaining the above-mentioned practices. In
addition, the energy community assumes unified management of all generating capacity,
which means an additional layer of control.

3. Introducing an intermediate layer in the control circuit that segregates the inverter
and limits direct access to it.

The currently widely used inverter control structure is shown in Figures 8 and 9. The
inverter is directly connected to the internet and is managed via the manufacturer’s cloud,
which is a source of security concerns.

The control can use a structure like that of the HVAC-R systems shown in Figure 11.
There is connection to the internet, the remote control capabilities remain, but the inverter
is isolated from the manufacturer’s cloud. The inverter is controlled via a PLC. This
is actually the standard way in which most control systems are built. This effectively
eliminates the possibility of a simultaneous attack on a large group of inverters (all from
the same manufacturer). This is a built-in feature of this control structure and is confirmed
by the fact that HVAC-R systems are much less vulnerable.

In order for such a structure to be possible, it is necessary to have access to at least
the basic functionality of the inverter. The operational control of the inverter consists
in directing the energy flows from the photovoltaics, the grid, and the battery. At the
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moment, the algorithm is so simple that it can be controlled even through a small number
of digital and analog channels. In practice, this type of control is often implemented using
MODBUS RTU. In this case, accurate data on the registers are needed, which provide the
basic operational controllability. (The problems with the register tables have already been
mentioned.) The approach requires some standardization of the set of commands that each
inverter must be able to execute. Such unintentional standardization is present even at the
moment; it is not imposed administratively but is the result of the identical functions that
inverters from different manufacturers perform.
Advantages of this approach:

e  Easy to implement and familiar to engineers in practice;

e  Provides both operational control and isolation from the manufacturer’s cloud;

e  Easy modification of the control and direct entry into the emerging need for centralized
dispatching control even of low-power generators.

Disadvantages of this approach:

e Increased costs;
e  Complicated system.

4. Update logs and rollback

Similarly to the common practice in IT systems, keeping track of update logs and the
capability to rollback to a previous version allows for easier troubleshooting and easier
recovery. In the case of malware without the manufacturer’s involvement (row 6 of Table 6),
it may serve as a further verification that a third party has breached the manufacturer.
Additionally, it is a tried-and-tested method to restore operation with minimal downtime
whenever a bug in a newer version is found. Going further with developing and updating
the regulations and directives, the authors deem it necessary that manufacturers should be
required to implement such options and settings in their inverters. This gives additional
rigidness in a secure supply chain.

7. Small-Scale Survey Among Installers and PV Owners
7.1. Survey Goal

An appropriate survey among 11 installers and 50 residential PV owners in Bulgaria
via an e-mail questionnaire has been conducted in order to assess the following:

Level of cyberthreat awareness;
The frequency of encountered problems that are related to updates or remote control;
Willingness to adopt the proposed measures;

Attitude towards future regulations.

7.2. Survey’s Results

The survey’s results are summarized in Table 9.

Table 9. Small-scale survey among Bulgarian installers and PV owners.

Questionnaire Response

1.  Has there been an automatic update that changed
inverter’s settings?

2. Have you ever had to replace batteries due to incorrect

configuration after an update?

Do you feel sufficiently informed about threats of cyber-attacks? Yes—18%; Partially—31%; No—51%.

Do you support the idea of an intermediate control layer? Yes—73%; No—19%; Abstained—38 %.

5. Do you think that manufacturers should allow manual rollback to
a previous firmware version?

Ll

Yes—36%; No—64%.

Yes—12%; No—88%.

Yes—91%; No—5%); Abstained—4%.
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7.3. Discussion

The results show limited awareness among installers and end users and high support
for the proposed structural changes, such as the introduction of an intermediate control
layer and the ability to “rollback” software.

Although the basis of this study is rooted in the Bulgarian context, the observed
threats, risk dynamics, and mitigation strategies reflect a broader European reality. Given
the harmonized energy policy under the EU Green Deal and the increasing penetration of
hybrid PVs in Member States, the insights provided here can inform and open a discussion
on cybersecurity frameworks and policy development at the union level.

8. Conclusions

PV systems with hybrid inverters are a rapidly and widely developing technology.
They present new challenges before cybersecurity. The current experience in cybersecurity
and the typical measures that are applied are not sufficient to ensure a high level of safety.
The paper identifies threats that are covered by the regulatory framework and measures
to improve security in this regard. Further research and discussions are needed to reach a
consensus and EU-wide measures.
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List of Abbreviations

Abbreviation Description

BMS Battery management system

CPS Cyber-physical system

CRA Cyber Resilience Act

DDoS Distributed denial of service

DG Distributed generation

DIA Data integrity attack

DoS Denial of service

FDIA False data injection attack

HVAC-R Heating, ventilation, air conditioning, and refrigeration
IBEX Independent Bulgarian Energy Exchange

LFP Lithium-ion iron phosphate

MITM Man-in-the-middle

NCCS Network Code on Cybersecurity

NIS Network and Information Security

PLC Programmable logic controller

PV Photovoltaic

PVGIS Photovoltaic Geographical Information System
RESs Renewable energy sources

SCADA Supervisory control and data acquisition
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