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Abstract: This paper presents a novel real-time overload detection algorithm for distributed
control systems (DCSs), particularly applied to thermoelectric power plant environments.
The proposed method is integrated with a modular multi-functional processor (MFP)
architecture, designed to enhance system reliability, optimize resource utilization, and
improve fault resilience under dynamic operational conditions. As legacy DCS platforms,
such as those installed at the Tae-An Thermoelectric Power Plant, face limitations in
applying advanced logic mechanisms, a simulation-based test bench was developed to
validate the algorithm in anticipation of future DCS upgrades. The algorithm operates
by partitioning function code executions into segment groups, enabling fine-grained, real-
time CPU and memory utilization monitoring. Simulation studies, including a modeled
denitrification process, demonstrated the system’s effectiveness in maintaining load balance,
reducing power consumption to 17 mW under a 2 Gbps data throughput, and mitigating
overload levels by approximately 31.7%, thereby outperforming conventional control
mechanisms. The segmentation strategy, combined with summation logic, further supports
scalable deployment across both legacy and next-generation DCS infrastructures. By
enabling proactive overload mitigation and intelligent energy utilization, the proposed
solution contributes to the advancement of self-regulating power control systems. Its
applicability extends to energy management, production scheduling, and digital signal
processing—domains where real-time optimization and operational reliability are essential.

Keywords: distributed control system; overload detection algorithm; optimal utilization;
energy conversion system

1. Introduction
Distributed control systems (DCSs) have been widely adopted in the industrial sector

to manage distributed electric power delivery processes. In particular, the DCS is often
referred to as the “brain” and central control unit of coal-fired power generation systems [1].
The performance of a DCS fundamentally relies on two key factors: reliability and stability.
These factors become especially critical in super-critical (SC) and ultra-supercritical (USC)
power generation units, where system capacity can exceed 1000 MW. Such high-capacity
systems demand enhanced reliability and operational consistency to meet performance
requirements involving high parameters and efficiency levels [2]. As a result, operators
and engineers routinely conduct preventive maintenance and inspections. However, over-
load conditions in the central processing unit (CPU)—the microprocessor responsible
for core operations—are often difficult to detect through conventional diagnostic tools.
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Consequently, most manufacturers have historically addressed overload issues by simply
expanding memory capacity, as memory shortages and I/O bottlenecks are commonly iden-
tified as primary contributors to such problems. For instance, Bailey, Inc., the manufacturer
of the INFI-90 DCS system, adopted this approach by increasing memory capacity in its
MFP modules [3]. In subsequent versions, the processing unit was rebranded as the Bridge
Controller Card (BRC), which introduced additional features such as fiber channel support.

Given the increasing complexity and performance demands of modern power gen-
eration systems, the role of intelligent control algorithms within the DCS framework has
become more critical than ever. While hardware upgrades such as memory expansion and
processor enhancements can temporarily mitigate overload issues, they do not address the
root causes related to inefficient task scheduling, process prioritization, and data traffic
control within the system. A well-designed control algorithm can dynamically allocate
computing resources, predict potential overload conditions, and adjust control strategies
in real time to maintain system stability. Moreover, in high-capacity environments such
as USC power plants, where control response time and accuracy directly affect plant ef-
ficiency and safety, adaptive and predictive control algorithms can significantly enhance
DCS reliability, responsiveness, and fault tolerance.

Table 1 is presented to illustrate the evolution of hardware specifications between two
generations of control modules—namely, the MFP and BRC units—used in legacy and mod-
ern DCS platforms. By comparing critical parameters such as microprocessor architecture,
RAM, NVRAM capacity, and power requirements, the table highlights how hardware up-
grades have historically been employed as a primary strategy to address system overload.
However, despite these improvements, such enhancements are often reactive and limited in
scalability. This comparison sets the stage for advocating the need for proactive solutions,
such as the development of advanced overload control algorithms that can complement
hardware capabilities by optimizing system behavior at the software level.

Table 1. Comparison of MFP and BRC modules in terms of processor type, memory capacity, and
power consumption.

Specifications MFP (Multi-Functional Processor) Module BRC (Bridge Controller Card) Module

Microprocessor 32 bit 32 bit

NVRAM 64 K Byte 1 M Byte

RAM 256 K Byte 2 M Byte

Power
consumption 5 V/2 A 5 V/2 A

In this case, the table highlights key differences in memory capacity—both NVRAM
and RAM—while showing that both modules share the same microprocessor width and
power consumption. The substantial increase in memory resources in the BRC module
reflects a hardware-level response to growing system complexity and the need for improved
performance in DCS. As a result of these advances in semiconductor processes and foundry
technology, as well as the rapid design technology of processors, we have come to realize
that they will also impact the design of future control systems, and that we need more
advanced technologies to support them, and that we must find a better way. However,
the technical requirements and performance of certain fields and some DCSs have become
much higher than before. Therefore, it is necessary to find better solutions to monitor the
DCS main controller for distributed control.

In order to describe the novel overload control algorithm in greater detail—along with
its optimal real-time utilization—it is necessary to investigate the reliability of the DCS and
address associated safety concerns [4–6].
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In this paper, to study the overall DCS system, it is necessary to recognize the system-
level architecture and have in-depth knowledge of the hardware level, so that simulations
that calculate overload are possible. Therefore, Figure 1 illustrates the system-level and
hardware-level architecture of a DCS as applied to energy infrastructure environments. In
the context of this paper, the DCS serves as the foundational platform for implementing and
evaluating a novel overload control algorithm. The architecture highlights the importance
of modular control, real-time data acquisition, and distributed processing capabilities,
which are critical for maintaining operational stability and resilience under dynamic load
conditions in large-scale energy systems. Figure 1a illustrates the architecture of a DCS,
where multiple process control units (PCUs) are connected via a central DCS data highway
to DCS operator stations, engineering workstations (EWSs), and peripheral devices such
as printers. The system enables decentralized control by distributing computational tasks
across multiple PCUs, improving fault tolerance and scalability. The configuration includes
multiple PCUs connected via a centralized DCS data highway to operator stations, EWSs,
and peripheral devices [7]. This hierarchical structure enables modular, distributed control
and real-time supervisory monitoring. Figure 1b provides a detailed view of the internal
hardware architecture, showing how microprocessors interface with RAM, ROM, I/O
sections, and communication buses to handle process I/O signals and control functions
efficiently. This architecture supports deterministic signal processing and robust execution
of control algorithms, providing the computational foundation for implementing advanced
overload management strategies in distributed energy systems. It should be noted that
Figure 1 is a diagram illustrating the real-time operation of each module installed in an
actual thermal power plant in Tae-an, Korea. To examine this further, it is necessary to
examine more details [8,9]. This paper focuses on the best utilization and transmission of
alternative methods to prevent the overload situation of DCS in advance. For this purpose,
a new MFP and module are designed and applied to detect overload.

 

Figure 1. Overall DCS system design including diagram of MFP module: (a) system-level architecture
of a DCS designed for energy infrastructure applications; (b) hardware-level architecture of a typical
DCS controller, illustrating the internal interaction between the microprocessor, memory units and
peripheral I/O components such as serial ports, DMA, and bus interfaces.
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This paper makes several significant contributions to the field of overload control and
reliability enhancement in DCSs, particularly in thermoelectric and nuclear power plants.
The following are the key contributions of this paper:

i. Proposal of a real-time overload detection and mitigation algorithm that enhances the
stability and reliability of DCS.

ii. Introduction of a modular, multi-functional logic processor (MFP) to improve fault tol-
erance and load balancing and ensure optimal resource utilization while maintaining
operational efficiency.

iii. Application of the proposed overload detection algorithm and MFP to a real-world
denitrification process in a thermoelectric power plant.

iv. Simulations and empirical testing to demonstrate the superiority of the proposed
approach over traditional overload control mechanisms.

By combining advanced overload detection, modular logic processing, and real-world
validation, this paper presents a highly scalable and intelligent solution for power system
reliability and efficiency. The findings contribute to the development of next-generation,
self-regulating power control systems that can adapt to increasing energy demands and
environmental challenges.

The remainder of this paper is organized as follows: Section 2 introduces the proposed
hardware architecture for the new multi-functional processor (NFP). This design incorpo-
rates enhanced features through the integration of specialized algorithmic chips, including
the NFP analog-to-digital converter chip (AFP). Section 3 discusses CPU utilization in
relation to underlying hardware characteristics. Sections 4 and 5 present the proposed
optimal utilization strategy and overload detection algorithm, respectively. Section 5 also
includes a detailed analysis of optimal values based on simulation results. Finally, Section 6
concludes this paper.

2. New Logic Processor Design
The multi-functional processor (MFP) module is one of the workhorses of the INFI-90

control module line [3]. It is a multiple-loop analog, sequential, batch, and advanced con-
troller that provides powerful solutions to process control problems. It also provides true
peer-to-peer (P2P) communications to handle data acquisition and information processing
requirements. The comprehensive set of function codes this module supports handles
even the most complex control strategies. The INFI-90 system uses a variety of analog and
digital I/O modules to communicate with and control the process of 64 I/O modules in
any configuration.

2.1. Hardware Characteristics

The MFP module consists of a microprocessor, 512 Kbyte read-only memory (ROM),
random access memory (RAM), nonvolatile random-access memory (NVRAM), I/O ex-
pender bus, I/O section, serial port, and direct memory access (DMA) (See Figure 1). This
section briefly describes each element and its operation.

First, the 16 MHz microprocessor enables module operation and control [8,9]. The
operating system instructions and function code library of the microprocessor reside in
ROM. Second, the I/O section is the input and output interface, which allows for the
microprocessor to read the switches that tell it how to operate and what address it has [10].
The ROM holds the operating system instructions for the microprocessor. The RAM
provides temporary storage and a copy of the configuration of the module. The NVRAM
holds the module configuration to retain information when the power is turned off.
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2.2. Software Characteristics

The DCS logic algorithm is a function code operating algorithm. A DCS function code
is a symbol that performs a specific function. For example, we design a logic algorithm
to satisfy the equation a + b = c, x + y = z, c + z = w with three Bailey Inc.-supported
two-input sum logic symbols. Among all the function codes (242 EA), function code 1 is
the “Function Generator”, function code 2 is the “Manual Set Constant”, and function code
82 is “Segment Control”. Detailed descriptions are written in the operation manual. When
one designs a logic algorithm, it is important to consider memory utilization. The RAM and
NVRAM capacities are 256,000 bytes and 64,000 bytes, respectively. However, the design
should allocate 163,248 bytes of RAM and 62,256 bytes of NVRAM, in case of the need to
execute unknown work, e.g., an interrupt.

Table 2 shows the capacity of NVRAM, RAM, and the execution time of each function
code. Equation (1) shows a general memory calculation to predict memory utilization.

Tb = FC × NR × n (1)

where “Tb” is total bytes, “FC” is the function code number, “NR” is NVRAM bytes, and
“n” is the number of repetitions.

Table 2. Memory utilization and execution time for selected function codes in terms of NVRAM,
RAM, and processing latency.

Function Code NVRAM (Bytes) RAM (Bytes) Execution Time (in µsec)
1 46 88 38

2 12 40 17

82 64 260 0

100 40 144 185

242 84 338 300

In a DCS, function codes define the basic control logic and operational instructions
executed by the processor in real time. Each function code corresponds to a specific control
operation, such as arithmetic computation, logic evaluation, data handling, or communica-
tion. By analyzing function codes, it becomes possible to quantify the memory consumption
(both NVRAM and RAM) and execution time associated with each operation. This in-
formation is critical for evaluating system performance, diagnosing potential bottlenecks,
and designing effective overload control algorithms. Since processor resources are finite,
especially in legacy or embedded systems, identifying high-load function codes enables
targeted optimization, ensuring that the DCS operates reliably and efficiently under varying
load conditions. In this case, our test platform, an INFI-90 DCS system, described in this
section, consists of a PCU, OIS, and EWS [11]. At the same time, a PCU is a control node
that controls and manages the actual processor of the INFI-90 system [3,11]. In particular,
the control values for process control are determined by the algorithm preset in the memory
of the PCU module, and these control values determine the operations of functions such as
Alarm, Logging, Process Monitoring, Control, and Trend in the central console. In addition,
the operator interface station (OIS), which provides all information on process control
to the system operator, has the main functions of process control and operation status
monitoring, and has functions such as alarm management, operation status, and operation
records [4,12]. Finally, the EWS provides the operator with a logical function that supports
the development of algorithms suitable for various processes of the power plant. It also
supports real-time monitoring for each process.
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Moreover, the INFI-90 DCS system supports a specific function code to check the
microprocessor. For example, function code 82, same as segment control, groups subsequent
blocks into a scan cycle executed at a specified rate and priority [5,12]. Eight segment
controls can use each module, i.e., the MFP module. However, users do not know how the
segments are made or how they can use the segments efficiently on the system, because the
manufacture does not release that information. Therefore, users operate only one segment
to check microprocessor utilization.

3. Proposed Overload Control Algorithm
Proposed NFP module consists of a microprocessor; combined NFP core, ROM,

NVRAM, I/O expender bus, and serial port; and combined parallel DMA, AFP, and
I/O section (See Table 1). Our proposed NFP module includes the NFP Core and AFP,
while the Bailey Inc. MFP does not include them. This is the main difference between
the two modules. First, the NFP module incorporates a combined compressed function
processor (CFP), ROM, and NVRAM to overcome the overload problem, because this
algorithm improves memory efficiency. However, the memory management algorithm is
not integrated into the processor module due to the interrupt processing speed.

We investigated about overload control algorithm for the DCS using the proposed
NFP module first. To know all the operations of the entire system, it is necessary to
investigate the system level of the power plant system, and at the same time, it is necessary
to first understand the structures of each memory and processor operating at the hardware
level. After that, the power plant control principles and systems must be investigated
in more detail.

Table 1 Comparison of hardware specifications between the MFP (multi-functional
processor) module and the BRC (bridge controller card) module. The table highlights
key differences in memory capacity—both NVRAM and RAM—while showing that both
modules share the same microprocessor width and power consumption. The substantial
increase in memory resources in the BRC module reflects a hardware-level response to
growing system complexity and the need for improved performance in the DCS.

In the Figure 2, the dashed circle highlights a control block labeled SEGCRM within the
automation architect environment, which is part of a DCS logic diagram. The arrow extend-
ing from the dashed circle indicates a zoom-in or logical tracing operation that transitions
the viewer’s focus to a magnified black background version of the same SEGCRM block for
detailed inspection. In this magnified view, several numerical values are displayed along
the right-hand side, representing various operational metrics. Most notably, the number
83.84 (highlighted in a red-colored box) denotes the processor utilization percentage, in-
dicating that the controller’s CPU is currently operating at 83.84% capacity. Additional
values such as 0.25, 15, and 0.222 are likely related to input/output scaling, loop timing, or
internal set points, but the 83.84% utilization is the critical parameter for overload diagnosis
in this context.

In order to investigate more about reliability and safety issue, we designed the NFP
core based on hardware that will increase the processing speed. In addition, Table 3 shows
that the proposed CFP memory efficiency is exactly 50% better than that of the conventional
memory management algorithm [5]. This is because the memory equation of the proposed
CFP is

TMU = 2(LN − 1)(SL + 1) (2)

where “TMU” is total memory usage, “LN” is leaf node number, and “SL” is symbol length
at the CFP binary structure.
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Figure 2. Screenshot processor utilization monitoring within a distributed control system (DCS) using
the automation architect environment.

Table 3. Comparison of conventional and proposed compression algorithms in terms of memory
utilization and execution complexity.

Equation Conventional Compression Algorithm 2(n − 1) Proposed Algorithm 2(n − 1)(d + 1)

Calculation 2(n − 1) = 2(8 − 1) 2(n − 1)(d + 1) = [2(8 − 1)(3 + 1)]/8

Total
memory 14 byte 7 byte

In addition, hardware-based CFPs are designed according to clock speed: the faster
the clock speed, the faster the processing speed.

Table 3 presents a quantitative comparison between a conventional compression al-
gorithm and the proposed algorithm in terms of memory utilization and computational
complexity. In resource-constrained environments such as distributed control systems,
minimizing memory usage and reducing execution time are critical to preventing processor
overload and ensuring real-time responsiveness. The table demonstrates that the proposed
algorithm significantly reduces memory consumption—from 14 bytes to 7 bytes—by in-
troducing a parameterized optimization factor, (d + 1), in the equation. Additionally, the
calculation complexity is reduced through normalization, making the algorithm more effi-
cient for embedded control applications. This efficiency directly supports the development
of lightweight and scalable control logic, which is essential for reliable and energy-efficient
DCS operation.

In conventional memory management, the standard storage unit is the byte, whereas
the proposed CFP (compressed function processor) utilizes the bit as the fundamental unit,
allowing for more fine-grained memory efficiency. Additionally, the NFP (non-functional
processor) module integrates a test bench circuit that includes an AFP (analog function
processor) to enable virtual operation simulations. While DCS system logic algorithms may
be optimally designed, unforeseen operational issues can still arise during runtime.

To address this, we designed the AFP using a flash ADC architecture, selected for
its superior conversion speed compared to other ADC types such as pipeline and sigma
delta ADCs. Although flash ADCs are known for high power consumption and extensive
chip area usage [8,11], we implemented a low-power variant of the AFP to mitigate these
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drawbacks. As shown in Table 4, the proposed AFP design achieves significant power
reductions compared to conventional flash ADCs—approximately 15.38%, 42.37%, 57.20%,
63.86%, and 72.58%—for resolutions ranging from 4 to 8 bits, respectively [11,12]. These
improvements result from the fact that the number of components required in the AFP is
governed by the expression defined in Equation (3).

TMp = 2(N−1) − 1 + C (3)

where “TMP” is the number of components used for the AFP architecture and “C” is the
number of components used to design the proposed circuits.

Table 4. Comparison of the conventional flash ADC and the proposed analog function processor
(AFP) in terms of comparator count, power consumption, and efficiency.

Bit
Conventional ADC AFP

Efficiency (%)
# of Comparator Power (mW) # of Comparator Power (mW)

4b 15 16.94 9 16.94 15.38

5b 31 23.01 17 23.01 42.37

6b 63 34.05 33 34.05 57.20

7b 127 57.46 65 57.46 63.86

8b 255 87.32 129 87.32 72.58

Table 4 presents a comparative analysis between a conventional flash ADC and the
proposed analog function processor (AFP) across resolutions from 4 to 8 bits. While
both architectures exhibit identical power consumption at each resolution level, the AFP
achieves a significant reduction in the number of required comparators—up to 72.58%
at 8 bits—resulting in substantial hardware efficiency. This reduction is critical in DCS
environments, where minimizing circuit complexity directly contributes to improved
scalability, reduced power density, and lower thermal stress. The ability of the AFP to
maintain performance while reducing hardware overhead makes it highly suitable for real-
time control applications, particularly in overload-prone or resource-constrained embedded
systems. The AFP achieves identical power levels with significantly fewer comparators
across resolutions from 4 to 8 bits, yielding efficiency improvements up to 72.58%. This
reduction in hardware complexity contributes to enhanced power efficiency and scalability
in embedded DCS environments.

The test conditions were a 3.3 V supply voltage, 1.65 V reference voltage, 1 GHz
sampling rate, and 100 ns transient time [13]. As shown in Table 4, the proposed analog
function processor (AFP) significantly outperforms the conventional flash ADC in terms of
hardware efficiency, without compromising power consumption. The efficiency, defined as
the percentage reduction in comparator count, is calculated using the following expression:

E f f iciency (%) =

(
1 − NAFP

NConventinal

)
× 100 (4)

where NAFP is the number of comparators used in the AFP, and NConventinal is the number
of comparators required by the conventional flash ADC.

This equation calculates the percentage efficiency gained by reducing the number
of comparators in the AFP design compared to the conventional flash ADC. A higher
efficiency value indicates a greater reduction in hardware complexity.

Figure 3a demonstrates a significant reduction in hardware complexity while main-
taining functional equivalence. At the same time, Figure 3b shows a progressive increase
in efficiency, reaching up to 72.58% at 8-bit resolution, highlighting the suitability of the
AFP for resource-constrained, real-time control systems. These results visually confirm
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that the proposed AFP architecture not only minimizes hardware complexity but also
achieves substantial efficiency gains, validating its effectiveness for real-time, low-resource
applications in the DCS.

 

Figure 3. (a) Comparison of comparator counts required by the conventional flash ADC and the
proposed AFP across different bit resolutions. (b) Efficiency improvement in the AFP relative to the
conventional architecture, calculated based on comparator count reduction.

4. Optimal Utilization
Up to this point, optimal utilization has been discussed primarily at the hardware

level, focusing on reducing comparator count and memory consumption through the
proposed AFP architecture. However, to fully realize system-wide efficiency in DCS, it is
essential to extend this concept to the system level. In this context, a newly designed MFP
module is proposed and applied within the DCS framework to manage computational tasks
more effectively. To evaluate the impact of this architectural enhancement, a simulation
of the conventional DCS configuration was first performed as a baseline [9,14]. Following
this, the proposed MFP module was integrated into the DCS, and a second simulation
was conducted. The results of this simulation illustrate the performance gains achieved
under the proposed architecture in terms of processor utilization, execution latency, and
real-time responsiveness.

Figure 4a represents the conventional architecture, in which a single processing block
(SEGCRM) handles all logic and computation tasks. This block outputs a processor uti-
lization value of 83.84%, as shown on the display, indicating a high processing load. The
centralized nature of this structure can lead to performance bottlenecks and increased risk
of overload, particularly under complex or high-frequency operations. All computations
are processed within one module, offering limited flexibility for scaling or optimization.

In contrast, Figure 4b depicts the proposed architecture, which decomposes the com-
putational logic into multiple parallel SEGCRM blocks. Each block processes part of the
overall logic independently, significantly reducing individual processor load. The outputs
from these distributed blocks are then combined using a sum logic unit, as shown on the
right side of Figure 4b. This summation process aggregates the results from each module,
resulting in an overall processor utilization output of 57.2%, which is markedly lower than
in the conventional case. The modular design enhances load balancing, improves response
time, and provides a scalable path for future system expansion. Together, Figure 4a,b
demonstrate how architectural restructuring—particularly through distributed computa-
tion and summation logic—can yield significant improvements in processor efficiency and
system reliability.
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Figure 4. (a) Checking all distributed control system CPUs with single logic; (b) checking CPU and
load by process using sum logic; (c) block diagram of proposed new MFP module.

As a result, the proposed architecture enhances both the reliability and efficiency of
modern DCS, making it highly suitable for next-generation energy and automation systems
where precision, responsiveness, and resource optimization are essential.

Figure 5 presents the simulation results of the proposed DCS architecture incorporating
the newly designed MFP module. Figure 5a displays a real-time interface capturing key
system metrics such as CPU utilization and memory usage. In this simulation, the CPU
utilization is shown to be 12.195612%, and memory utilization is 643 bytes, both of which
are significantly reduced compared to the conventional architecture, demonstrating the
effectiveness of the optimized logic distribution and lightweight design. Figure 5b provides
a detailed time-series performance graph along with tabulated control block data, showing
stable and balanced processing loads across multiple loops and PCUs. The colored trend
lines represent individual signal blocks and indicate minimal fluctuation and high reliability
in execution under continuous operation. These results further validate the impact of the
proposed architecture in reducing computational overhead while maintaining precise,
real-time process control in distributed environments.

 

Figure 5. Appearance and CPU utilization of MFP module segment control designed for practical
application for overload detection: (a) screen capture of segment including CPU and memory
utilization; (b) screen capture of real-time CPU utilization on each process.
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5. Topology and Overload Detection
INFI-90 DCS network architecture incorporates both ring and bus topologies. The ring

topology is used to connect the PCU, EWS, and OIS, primarily for generator control opera-
tions. In contrast, the bus topology interconnects the control-way, I/O modules, and field
devices via the field bus. In this study, we focus on evaluating the performance of the bus
topology using two key communication protocols: Carrier Sense Multiple Access with Col-
lision Detection (CSMA/CD) and the Token Bus protocol. These protocols are considered
favorable due to their enhanced compatibility with Internet-based communication systems
compared to traditional field bus protocols. Based on the observed performance character-
istics, we propose a novel overload detection algorithm that leverages the advantages of
the optimal communication protocol identified in this evaluation.

5.1. Proposed Protocol

The major communication protocols used in bus topology are Carrier Sense Mul-
tiple Access with Collision Detection (CSMA/CD) and the Token Bus protocol [13,15].
CSMA/CD offers the advantage of low implementation cost, primarily due to its simple
control mechanism and the lack of need for a centralized network management system
within the DCS environment. However, CSMA/CD presents limitations in scenarios requir-
ing sensitive or deterministic control, such as prioritizing data transmission among stations.
Additionally, it does not guarantee real-time processing, which is critical in industrial
control applications. The Token Bus protocol similarly benefits from low cost, but it suffers
from a significant drawback, increased network load, as every transmission from a single
node is broadcast to all nodes in the network. This can lead to congestion and reduced
communication efficiency, particularly in large-scale distributed systems.

In order to validate of system topology, we investigate Network Animator (NAM), a
visualization tool commonly used with the Network Simulator (NS2) to animate and analyze
packet flow in network simulations [16]. It is widely used for educational and research
purposes to visually verify the behavior of various network protocols and topologies [17,18].
Figure 6 presents a simulation environment captured from Network Animator (NAM), a
visualization tool used in conjunction with NS2 for analyzing data transmission behavior in
network protocols [19]. This simulation illustrates a bus topology configuration where nodes
are organized into two rows. The upper row includes nodes labeled 0, 2, 4, and 6, while the
lower row includes nodes 1, 3, 5, and 7. In particular, Node 9, positioned on the far left, is
designated as the source or control node, responsible for initiating communication across the
network. The horizontal line dividing the two rows symbolizes the shared communication
medium or backbone bus, which is a defining feature of the bus topology.

 

Figure 6. Experimental environment for measuring efficiency of protocol on Bus topology.



Appl. Sci. 2025, 15, 5766 12 of 22

The arrangements of nodes and their sequential alignment are designed to demon-
strate the dynamic behavior of token-based or contention-based protocols, such as Token
Bus and CSMA/CD (Carrier Sense Multiple Access with Collision Detection) [20]. These
protocols govern how nodes access the shared channel, manage transmission priorities,
and handle collision scenarios. The simulation operates with a time step of 2.0 millisec-
onds, enabling detailed observation of packet exchanges and protocol timing. Such visual
simulations are critical for evaluating real-time constraints, bandwidth utilization, and
network load—factors that directly impact protocol selection in DCS and other industrial
network environments.

To evaluate the performance of the system, a network topology simulation was con-
ducted using NS2. In parallel, additional metrics and evaluation strategies were considered
to gain deeper insights into the system’s operational efficiency. The resulting performance
outcomes and their implications are discussed in detail in Figure 7.

Figure 7. Throughput of CSMA/CD and Token Bus on Bus topology.

In this case, there are various metrics used for system performance evaluation, includ-
ing throughput, latency, jitter, packet loss rate, CPU utilization, memory utilization, delay
variation, bandwidth utilization, response time, and bit error rate [21,22]. Among these, we
selected throughput as the primary metric to objectively evaluate the system’s performance
in a quantifiable manner.

Figure 7 illustrates a comparative analysis of aggregate throughput over time between
two bus topology protocols: CSMA/CD (Carrier Sense Multiple Access with Collision
Detection) and the Token Bus protocol. The x-axis represents time in seconds (ranging
from 0 to 5 s), while the y-axis denotes aggregate throughput in bytes, indicating the total
amount of data successfully transmitted across the network.

In the initial phase, both protocols experience a steep increase in throughput as
network traffic begins to stabilize. The Token Bus protocol (represented by the pink
line with square markers) shows a slightly faster convergence to maximum throughput
compared to CSMA/CD (shown in blue with diamond markers). This suggests that the
Token Bus protocol initializes more efficiently, possibly due to its deterministic token-
passing mechanism, which avoids early collisions.

After approximately 0.5 s, both protocols reach a plateau where throughput remains
relatively constant, indicating network saturation or stability. Token Bus maintains a
marginally higher throughput throughout the simulation, though both protocols hover
around the 260,000-byte mark. The consistency of the Token Bus throughput line also
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suggests lower jitter and fewer retransmissions, while CSMA/CD shows slight fluctuations,
likely due to its contention-based nature and the occurrence of collisions followed by
back-off and retransmission.

The simulation was conducted by applying the definitions and criteria for the major
key parameters. A total of 12 SEGCRM blocks, each corresponding to a unique segment
of the function code execution, were considered. The individual CPU utilization values
of these blocks were grouped into three aggregation units that aggregate the data of
four adjacent SEGCRM blocks. These intermediate group-level utilization values were
then aggregated using the final aggregation logic (∑ k) to calculate the overall system
utilization. This hierarchical aggregation process not only verified the modularity of the
monitoring framework but also showed that the accumulated segment-level utilizations
can be efficiently combined to generate a reliable global metric that reflects the overall load
conditions of the DCS.

Ultimately, the total number of segments that make up the final utilization is the total
number of SEGCRM blocks (N), which is where each SEGCRM calculates the local CPU
utilization.

In addition, the function code sequence ranges, which are the function code ranges
that each segment is responsible for, are defined, and this is used as a basic parameter that
defines how to divide the overall system logic.

For simulation, the definition and criteria for key parameters are applied, and the
single usage values output from each SEGCRM are named Segment-Level CPU Utilization
(%), and the set of these values constitutes the final utilization rate through the intermediate
summation (∑ k). This is the criterion for setting the four hierarchical structures for how
many segments one (∑ k) block includes, and the group size per summation block (M) is set.
At this time, the monitoring time window (T) is set, and the system capacity constraints,
which serve as the denominator criteria when calculating the total CPU/memory capacity
limit ratio, are set. The simulation application result configured in this way derived a final
system-wide CPU usage rate of 88.4%.

Although this study employs legacy fieldbus communication protocols, namely,
CSMA/CD and Token Bus, for the simulation and evaluation of the proposed overload
detection architecture, the practical deployment of distributed control systems (DCSs)
increasingly demands compatibility with contemporary industrial ethernet standards. Pro-
tocols such as PROFINET, EtherCAT, and EtherNet/IP provide deterministic, low-latency,
and high-throughput communication capabilities that align with the requirements of In-
dustry 4.0 and time-sensitive automation environments.

The proposed segmented monitoring framework, based on dynamic function code
assignment and hierarchical aggregation of processor utilization, is inherently modular
and communication protocol-agnostic. This architectural neutrality facilitates potential
integration with real-time ethernet protocols through middleware abstraction or gateway-
level semantic translation. For example, the cyclic synchronization and distributed clock
mechanisms of EtherCAT are well aligned with the parallel execution model of segmented
control blocks, allowing for each slave device to assume a localized monitoring role. Simi-
larly, the producer–consumer model inherent in PROFINET communication can be utilized
to distribute and aggregate segment-level load metrics across functional nodes in real time.

To ensure broader applicability, future research will investigate the implementation
of the proposed architecture within time-sensitive networking (TSN)-enabled ethernet in-
frastructures, thereby enabling end-to-end validation of determinism, latency bounds, and
real-time observability. This direction aims to extend the utility of the proposed overload de-
tection and control optimization framework toward deployment in next-generation indus-
trial networks characterized by strict timing constraints and decentralized process control.
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5.2. Overload Detection Results

We propose the use of two protocols—CPSP (Centralized Periodic Status Ping) and
TDLP (Token-based Distributed Load Polling)—both operating on the Token Bus protocol
to enhance overload detection and system observability [23,24]. These protocols assist the
operator in easily identifying the location of an overload when it occurs.

CPSP functions as a real-time query mechanism for monitoring the total CPU uti-
lization of each sub-station, as shown in Figure 8. Since sub-stations operate at different
frequencies depending on their task loads, CPSP sends a variable number of query requests
to each station accordingly. For example, if Station A executes five operations and Station B
performs three within a given time window, CPSP queries Station A five times and Station
B three times, enabling fine-grained utilization tracking. Figure 7 presents the experimental
results of CPSP in action. Under nominal conditions, the main station periodically transmits
ping signals to sub-stations. In this scenario, Station A (IP: 202.30.106.1) received five status
requests, while Station E (IP: 202.30.106.241) received only one, reflecting their respective
operational loads.

 

Figure 8. Screenshot of CPSP simulation results.

Figure 8 shows the output log from a terminal-based network monitoring tool, used
here to validate the behavior of the CPSP (Centralized Periodic Status Ping) protocol in a
DCS environment. The left pane displays raw ICMP (Internet Control Message Protocol)
echo request results—commonly known as “ping” results—for two different sub-stations.
The first block of results corresponds to Station A with IP address 202.30.106.1, where
five ping requests were transmitted and successfully received, indicating 0% packet loss
and consistent response times (minimum: 1.435 milliseconds; average: 3.347 milliseconds;
maximum: 10.793 milliseconds). The second block shows results for Station B with IP
address 202.30.106.250, where four pings were transmitted with similarly stable round-trip
times, also achieving 0% packet loss.

On the right side of the interface, the file test_config.txt is shown, which appears
to define the operational parameters of each sub-station under the CPSP protocol. This
configuration file maps each IP address to a specific polling count (e.g., Station A receives
five queries, Station E only one), aligning with the variable-frequency querying mechanism
described in the protocol design. These results confirm the CPSP system’s capability to
selectively and periodically monitor CPU utilization across distributed nodes with minimal
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communication overhead and high reliability, making it suitable for real-time performance
diagnostics in DCS networks.

In parallel with CPSP, the Token-based Distributed Load Polling (TDLP) protocol was
utilized to capture live data packets from each sub-station during query execution. The col-
lected packet data were analyzed and converted into real-time memory utilization metrics,
offering additional insight into system resource consumption. To support this functionality,
a specialized network monitoring tool—Sub-Station Traffic Management (SSTM)—was
employed to monitor packet flows across the DCS bus topology. SSTM enables the capture
of TCP/IP packets traversing the network and provides real-time visual feedback of com-
munication between client and server nodes. As illustrated in Figure 8, SSTM visualizes the
packets entering each sub-station, thereby facilitating continuous observation of network
load and memory usage in real time. This monitoring mechanism is critical for detecting
potential overload conditions and ensuring reliable system performance.

Figure 9 displays a packet-level capture performed using Wireshark, a widely adopted
network protocol analyzer [25], to monitor communication traffic within the proposed
DCS network environment. The capture highlights the data exchange between source
node 202.30.106.245 and multiple destination addresses, including IP: 68.180.217.31 and the
broadcast domain IP: 202.30.106.255, across multiple protocols such as NBNS (NetBIOS
Name Service) and TCP. This analysis provides critical insights into the behavior of the
system under real-time conditions.

 

Figure 9. Screenshot of TDLP simulation results.

The lower pane of Figure 9 shows detailed protocol dissection for Frame 55, indi-
cating the use of the transmission control protocol (TCP) over port 1235 (e.g., source)
and port mmcc (e.g., destination). The TCP segment contains control flags (ACK) with
sequence and acknowledgment numbers, reflecting a completed or in-progress transmis-
sion handshake. Notably, the packet is marked with checksum errors (as highlighted
in the red-colored line), which could signify degraded link quality, buffer overflow, or
packet corruption—conditions that are especially important to detect in control system
environments. The captured traffic also includes NBNS name queries, which serve to
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resolve hostnames within the local network and validate broadcast-level communication
among sub-stations. This set of data, collected using the TDLP protocol and visualized
via SSTM, confirms that system nodes are actively transmitting identifiable traffic and can
be individually tracked for utilization metrics. Thus, the figure supports the broader aim
of this study by demonstrating how packet-level inspection assists in overload detection,
traffic profiling, and real-time monitoring of distributed DCS nodes.

The conventional logic algorithm demonstrated limited diagnostic capability in iden-
tifying the root cause of system overload, as the segment control function code merely
represented cumulative CPU utilization without isolating contributions from individual
functional components (as shown in Figure 2). To address this limitation, we propose a
novel overload detection logic algorithm leveraging the non-functional processor (NFP)
segment, which enables fine-grained visibility into the internal load distribution of the DCS.

The development of the proposed overload detection logic proceeds through the
following structured methodology:

i. The Token Bus protocol is employed as the underlying communication mecha-
nism to enhance both the determinism and stability of internal DCS communica-
tions, which is critical for maintaining synchronization and reliability in real-time
control environments.

ii. DCS architectures utilize a variety of function codes, each performing discrete control
operations. When instantiated, each function code is dynamically assigned a unique
block number. For example, if a particular function code is invoked ten times, it is
assigned block numbers sequentially from 1 to 10.

iii. These assigned block numbers are systematically partitioned into eight logical groups
based on their expected execution times. This classification facilitates balanced
load analysis and enables the mapping of grouped block executions to discrete
processing pathways.

iv. Each group is subsequently interfaced with a dedicated NFP segment, allowing for
real-time monitoring and isolation of computational loads associated with each group.

v. Finally, the outputs of the NFP segments are aggregated via three summation logic
units to compute total utilization across grouped segments, enabling the detection
of overload conditions with higher specificity and temporal accuracy (as shown
in Figure 9).

Figure 10 illustrates the architecture of the proposed overload detection logic algorithm
using a segmented monitoring structure based on block sequence numbers within a DCS.
The diagram demonstrates how execution blocks—each associated with a specific range of
sequence numbers—are monitored individually and aggregated for system-level resource
analysis. Each box on the left represents a segment processor responsible for collecting CPU
and memory utilization data from a specific range of function code sequence numbers. For
instance, one segment processes sequence numbers 1–100, another covers 301–400, and so
on. These ranges are representative of function code instances dynamically assigned during
DCS operation. The segment control windows display real-time utilization statistics, such
as CPU usage percentage and memory usage in bytes. Four segment groups are logically
combined using summation units (∑ k) to compute intermediate totals. Each summation
block aggregates the utilization data from four adjacent segments, effectively reducing
monitoring overhead while preserving resolution. These partial results are then fed into a
final summation unit, which computes the total system-wide CPU and memory utilization
across all monitored segments.
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Figure 10. Proposed overload detection algorithm of each sequence block and segmentation to
finalize DCS.

This hierarchical structure enables scalable, modular overload detection. By partition-
ing execution blocks and associating them with segmented logic, the proposed system can
isolate overload conditions with greater granularity, enabling early detection and mitigation
of potential performance degradation. Furthermore, the use of summation logic allows for
efficient aggregation without centralized bottlenecks, making the method well suited for
large-scale or real-time industrial automation systems.

Figure 11 presents a detailed schematic of the proposed optimal utilization rate com-
putation mechanism in a DCS using segmented CPU load monitoring and hierarchical
summation logic. The diagram illustrates multiple instances of SEGCRM blocks, each
representing localized control segments responsible for executing specific function code
sequences within the system. Each SEGCRM block outputs an individual CPU utiliza-
tion value (e.g., 10.45%, 13.56%), reflecting the localized processing load at that segment.
These values are routed through a parallel summation network, where a primary sum-
mation block (∑ k) consolidates the individual utilizations into a collective intermediate
utilization value, in this case shown as 57.2%. This intermediate value corresponds to a
logically grouped subset of system segments that have been balanced for execution time
and resource consumption.

The output of the first summation block is further processed by a second summation
unit (∑ k), which aggregates all segment group totals into a final global utilization rate, dis-
played here as 88.4%. This hierarchical architecture not only facilitates modular scalability
but also supports real-time visibility into system load distribution. The red annotations
labeled “Optimal Utilization Rate” highlight the ability of this design to monitor resource
consumption at a granular level while providing a comprehensive system-level assessment.
By identifying and summing only the relevant load contributions, this architecture enables
more effective overload detection and supports dynamic load balancing strategies, thereby
ensuring that system performance remains within optimal operational thresholds. The final
utilization rate serves as a comprehensive performance indicator, capturing the aggregated
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contributions from all individual segments into a single, optimized metric. The observed
simulation results closely aligned with the anticipated outcomes, thereby validating the
structural soundness and predictive reliability of the proposed framework.

Figure 11. Simulation result on optimal utilization rate calculation overload detection system.

These findings demonstrate that the system can effectively allocate computational re-
sources across segmented function blocks, facilitating optimal load balancing and improved
execution efficiency. Moreover, the results suggest that the proposed DCS optimization
strategy holds significant relevance for a range of application domains, including energy
management, production scheduling, and real-time digital signal processing, where re-
source efficiency and system responsiveness are critical to operational success.

In order to apply these simulation results to a safety-critical system, we attempted
objective evidence for application in actual power plants. First, we compared and reviewed
two existing overload detection algorithms. The first is Fixed Threshold Alarm System
(FTAS), which generates an alarm only when a specific CPU usage threshold (e.g., 85%)
is exceeded, and has the simple but low sensitivity characteristic [26,27]. The second
is Trend-Based Utilization Detection (TUD), which analyzes the CPU change rate over
time to detect a sudden increase. It is an algorithm with high sensitivity but potential for
overreaction [28].

In order to objectively compare these two types of overload detection algorithms and
benchmarking, we added two existing flash ADC structures: standard full-comparator
flash ADC [29] and subranged Flash ADC [30]. Standard full-comparator flash ADC is fast,
but power consumption and the number of comparators are very large, while subranged
flash ADC reduces the number of comparators while maintaining speed (middle-segment
structure), reducing the number of components by 30–40%.

In the end, in order to objectively prove all of these, the analysis was conducted based
on CPU usage, memory usage, execution delay time, number of ADC comparators (8b),
ADC power (mW), hardware efficiency, etc.

Table 5 presents a comprehensive benchmarking analysis comparing the proposed DCS
architecture—integrating NFP, CFP, and AFP modules—with two representative legacy
approaches across critical performance indicators, including CPU utilization, memory



Appl. Sci. 2025, 15, 5766 19 of 22

footprint, computational latency, and hardware-level efficiency. The proposed system
exhibits substantial advancements, achieving up to a 31.7% reduction in processor load and
a 72.58% improvement in hardware efficiency, while also enhancing the granularity and
sensitivity of overload detection mechanisms. These findings underscore the architectural
superiority and applicability of the proposed solution for high-reliability, real-time control
scenarios in resource-constrained industrial environments.

Table 5. Comprehensive benchmarking analysis comparing the proposed DCS architecture with two
different architectures.

Bench Marking Metric FTAS TUD Proposed Method (NFP +
CFP + AFP) Improvement Rate

CPU Utilization (%) FTAS: 83.84 TUD: 76.5 57.2 +31.7%

Memory Usage (RAM, bytes) CBLA: 338 RLE: 296 260 −23.1%

Execution Latency (µs) RLE-based: 300 Symbol Table: 255 185 −38.3%

ADC Comparator Count (8-bit) Full-Flash: 255 Subranged: 160 129 −49.4%

ADC Power Consumption (8-bit, mW) Full-Flash: 87.32 Subranged: 87.32 87.32 Same

6. Conclusions
We proposed a novel overload detection logic algorithm for DCSs, aimed at improving

system stability and resource efficiency. While the algorithm showed promising results
in simulation, it cannot yet be directly applied to legacy systems currently deployed at
the Tae-An Thermoelectric Power Plant. However, the operating company has initiated
investments in next-generation DCS technologies, anticipating future system upgrades.
In preparation, we developed a simulation-based test bench to evaluate the algorithm’s
performance in advance of the new DCS installations. Future work will focus on developing
an enhanced logic processor architecture and validating its effectiveness under realistic
operational scenarios using this test environment. This paper presents an innovative
and systematic approach to overload control and system reliability enhancement in DCS
architectures, with particular emphasis on applications in thermoelectric power generation.
The proposed real-time overload detection algorithm, when integrated with a modular
MFP, demonstrates substantial improvements in fault resilience, load distribution, and
computational efficiency. Analytical modeling and simulation-based validation confirm
that the system effectively mitigates overload conditions and minimizes performance
degradation in dynamically varying load environments.

The algorithm’s applicability to real-world thermoelectric plant operations was demon-
strated through the simulation test bench, where it proactively managed critical system
parameters, ensured efficient energy use, and reduced the likelihood of system failures.
The modular test environment validated both the scalability and compatibility of the pro-
posed solution, proving its adaptability to both existing infrastructures and future DCS
platforms. Unlike conventional overload protection methods, the proposed system of-
fers flexible integration with legacy systems while supporting the scalability needed for
future expansion.

Overall, the findings of this study highlight the potential of the proposed framework
to contribute to the development of next-generation, self-regulating DCS architectures that
address the growing demands of modern power grids. By delivering real-time fault detec-
tion, dynamic load balancing, and optimized resource allocation, the proposed solution
enhances not only operational reliability and efficiency but also the sustainability of thermo-
electric power plants. Based on the proposed hierarchical overload detection framework,
future research can explore multi-objective optimization strategies that simultaneously
balance CPU load, memory usage, and network traffic across distributed control segments.
In addition, integrating this architecture with edge computing environments will enable
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low-latency, real-time decision-making closer to the physical system. These directions
are expected to enhance scalability, responsiveness, and overall operational efficiency in
large-scale industrial automation systems.

While the current simulation setup replicates system behavior based on INFI-90
specifications and typical function code assignments from operational DCSs (e.g., Taean
Power Plant), actual runtime data were not used due to confidentiality constraints. Future
work will involve empirical validation using field data and potential deployment in a
hardware-in-the-loop testbed. These advancements represent a critical step toward the
realization of robust, adaptive, and intelligent control systems capable of meeting both
current and future energy challenges.
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DCS distributed control system
AFP analog function processor
CFP compressed function processor
EWS engineering workstation
MFP multi-functional processor
TUD Trend-based Utilization Detection
RLE Run-Length Encoding Compression
NFP non-functional processor
ADC analog-to-digital converter
BRC bridge controller card
CPSP Centralized Periodic Status Ping
ICMP Internet Control Message Protocol
FTAS Fixed Threshold Alarm System
CBLA Conventional Byte-Level Allocation
NBNS NetBIOS Name Service
TDLP Token-based Distributed Load Polling
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