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Abstract: The quality and safety of agricultural products involve a variety of risk factors, a large
amount of risk information data, and multiple circulation and disposal processes, making it difficult
to accurately trace the source of risks. To achieve precise traceability of agricultural product quality
and safety, the monitoring and supervision level of agricultural product traceability systems needs to
be improved. In this paper, the agricultural product quality- and safety-related detection data are
taken as the research object, the agricultural product supply chain and business process are sorted
out, the agricultural product risk factors under the influence of heavy metals are analyzed, and the
agricultural product quality and safety risk evaluation model is established. The agricultural product
risk traceability system was designed based on the six-layer architecture of the equipment layer, data
layer, service layer, application layer, display layer, and user layer. Combined with the agricultural
product quality and safety risk evaluation model, the system data were stored and modified by
using the MySQL relational database, and the agricultural product risk traceability system was
developed, which realized the accurate traceability of the risk link of the quality and safety of
agricultural products. The research results of this paper provide an effective information means for
the quality and safety supervision of agricultural products, and provide a technical reference for the
development of a traceability system of risk factors related to agricultural products, which has good
practical significance.
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1. Introduction

In recent years, the frequent occurrence of food safety problems in China has seriously
jeopardized people’s lives and health [1], and has also brought a huge economic burden [2].
Governments are highly concerned and have introduced a series of laws and regulations
to ensure the quality and safety of agricultural products [3,4]. Through the traceability of
agricultural products, it realizes the tracking and tracing of product information in each link
of the supply chain of agricultural products, strengthens the supervision and management
of each link of agricultural products, and is of great significance for safeguarding the safety
of people’s lives and properties and maintaining the harmonious and stable development
of the society. According to the relevant data statistics in the 2019–2021 China Food Safety
Annual Report (as shown in Figure 1), although the number of food poisoning cases has
shown a downward trend in the past three years, it still maintains a relatively high level. At
present, the situation of food safety is still relatively severe [5], the number of patients and
deaths caused by food poisoning remains high, and traditional traceability methods for
agricultural products can no longer meet the demands of today’s society for the quality and
safety of agricultural products [6,7]. Therefore, accelerating the construction of a traceability
system for agricultural product quality and safety is of positive significance for improving
the level of social public safety.
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In recent years, scholars at home and abroad have explored the application of infor-
mation technology in agricultural quality and safety traceability systems from different
angles. The research on traceability systems by scholars in China started in the early 21st
century and gradually developed into a relatively mature traceability system [8]. The
design of traceability systems has also gradually shifted from single information data
traceability to a system with evaluation functionality. Wang Jihua et al. [9] elaborated
on the challenges faced by Internet of Things technology in the traceability of the entire
agricultural product industry chain. By reviewing the application of Internet of Things
technology in the direction of agricultural product quality and safety monitoring, their
value was affirmed, and the development significance of agricultural product quality and
safety traceability systems was also demonstrated; Hu Jinyou et al. [10] faced the issue
of identifying the effectiveness of information in the development of traceability systems.
By establishing a unified language model and incorporating it into a system design, they
achieved the identification and classification of dynamic participant groups in the vegetable
supply chain traceability system that they had designed and developed. This provided a
reference for establishing the model and incorporating it into the system’s functional design;
Zhou Zhongwei et al. [11] aimed to apply Internet of Things technology to supply chain
management to improve the management level. By analyzing and dismantling the supply
chain process, they designed and developed an agricultural supply chain management
system based on RFID tag technology. They proposed a traceability model for visualizing
the quality of agricultural products, providing a reference for achieving full traceability;
Song Yongjie et al. [12] designed a traceability system framework based on multi-agent and
Internet of Things technology to better control the quality of agricultural products. They
combined Agent technology with the agricultural product quality and safety traceability
system, and the designed chain system improved the pertinence of controlling agricultural
product quality.

In response to mad cow disease, the European Union gradually established a trace-
ability system starting in 1997, which was the earliest manifestation of a food traceability
system [13]. Sven et al. [14] constructed a traceability system for agricultural chemicals in
food based on a monomer architecture to optimize the filtering ability of data categories
during automatic storage. RFID tags were used as storage systems to achieve the function
of recording and transmitting data in the traceability system. However, due to the limitation
that the monomer architecture needs to be deployed as a unified solution with the storage
capacity of RFID tags, the designed traceability system is difficult to support high-capacity
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data transmission; Ganjar et al. [15] aimed to seek the application of RFID technology in
the traceability system of perishable food. By analyzing the supply chain of perishable
food and combining it with IoT sensors, a traceability system was constructed to effectively
trace the source of perishable food. However, the design of the system was limited by the
capacity of electronic labels and sensor storage data.

Microservice architecture is a distributed system architecture and has the following
characteristics: the application system uses microservice architecture according to the
business function, technical implementation, etc., and is split into the smallest components;
these components are independent of each other but cooperate between themselves to
complete a task, where each component or process is a microservice. Most of the traditional
agricultural quality and safety traceability systems are built using monolithic architecture
or SOA architecture, i.e., service-oriented architecture. Monolithic architectures have the
advantage of being easy to develop, test, and deploy, but deploying the entire system
program as a unified solution prevents the system’s constituent modules from operating
independently [16,17].

When dealing with larger system programs, monolithic architectures are difficult to
maintain, and updates to any of the system’s constituent modules necessitate retesting
and redeploying the entire system program. In addition, monolithic architectures create
technology lock-in, where program development of all components must follow the same
framework and technology system [18]. The system components under SOA architecture
are independent and autonomous, but compared to SOA architecture, microservices ar-
chitecture pays more attention to the characteristics of high availability, scalability, load
balancing, and so on. System programs under microservice architecture run in a highly
available distributed environment have better stability and reliability, while the fine-grained
nature of microservice architecture improves development efficiency [19]. Nowadays, the
traceability system of agricultural quality and safety has many kinds of projects, many
user levels, and huge and complex data volume; however, the operation mechanism needs
further in-depth study, and the architectural design and management rules also need to be
further improved.

Heavy metals exceeding the standard is an important factor affecting the quality and
safety of agricultural products. In order to improve the quality and safety supervision level
of agricultural products and improve the risk traceability efficiency of agricultural products,
this paper has designed a quality and safety risk evaluation system for agricultural products,
constructed a quality and safety risk evaluation model for agricultural products, and
realized a quantitative evaluation of the quality and safety of agricultural products. Based
on the six-layer system architecture division, the agricultural product risk traceability
system for regulatory authorities, enterprises, and consumers was designed by using
information technology, database technology, and a front-end framework. The designed
agricultural product quality and safety evaluation model was integrated with the risk
traceability system. According to the risk evaluation results, the storage and traceability of
agricultural-product-related monitoring data were completed, and the precise direction of
the factors affecting the quality and safety of agricultural products was realized.

2. Design of Agricultural Product Quality and Safety Evaluation System
2.1. Screening of Evaluation Indicators

In terms of heavy metal enrichment, microorganisms in the soil cannot fully decom-
pose heavy metal pollutants, resulting in the accumulation of a large number of heavy
metal pollutants due to the failure to decompose. After the absorption and enrichment of
heavy metals by crops, various biochemical processes are disordered, which not only affects
the growth of crops and the safety of agricultural products but also causes various diseases
after the accumulation of heavy metals in the human body. Although the quality and safety
of agricultural products involve a wide range, the problem of heavy metal pollution is
particularly prominent in the quality and safety of agricultural products. There are both
natural and social indicators, both qualitative and quantitative indicators in the analysis of
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heavy metal pollution sources. When constructing the index system, the design of each
index should reflect a certain level.

In general, for the risk of exceeding the standard of heavy metals, by analyzing
the content level and spatial distribution characteristics of eight kinds of heavy metal in
agricultural products, the factor analysis method was used to analyze the monitoring-
related indicators, including total content of heavy metals in soil, soil pH value, soil organic
matter content, soil redox potential, planted crop varieties, nutritional status, cultivation
measures, heavy metal content in pesticides, heavy metal content in fertilizers, heavy
metal content in atmosphere, and heavy metal content in irrigation water. Three principal
components were extracted from the total and determined as being first-class indicators:
the available content of heavy metals in soil, the absorption coefficient of heavy metals in
crops, and other sources of heavy metals. After a literature review and data analysis, the
second-class indicators under each first-class indicator were further defined. The selection
of specific agricultural product quality and safety risk assessment indicators is shown in
Table 1.

Table 1. Risk assessment indicators for agricultural product quality and safety.

Primary Indicators Secondary Indicators Unit of Measurement

Available content of
heavy metals in soil

(Acs)

Total content of heavy metals in soil (a) mg/kg
Soil pH (b) /

Organic matter (c) g/kg
Redox potential (d) mV

Absorption coefficient of heavy metals in
crops
(Ac)

Crop varieties (e) /
Nutritional status (f ) /

Cultivation measures (g) /

Heavy metal content
from other sources

(Os)

Heavy metal content in pesticides (h) mg/kg
Heavy metal content in fertilizers (i) mg/kg

Heavy metal content in the atmosphere (j) mg/kg
Heavy metal content in irrigation water (k) mg/kg

2.2. Design of Evaluation System

By inviting experts from agricultural product industry research institutes, relevant uni-
versities, and industry associations to evaluate the rationality of the selection of indicators,
the importance of each indicator was compared according to the 1–9 scale method, and the
relative importance of each indicator was assigned. The final weight of each indicator was
determined by weighted addition and equalization according to the assignment of experts.
When constructing the evaluation index system, we followed the principle of completeness
as much as possible. The scoring methods and results of secondary indicators in the specific
agricultural product quality and safety risk evaluation model are shown in Table 2.

Table 2. Scoring of agricultural product quality and safety risk assessment.

Risk Level Evaluation Index Scoring Criteria Score (Point)

Total content of heavy metals
in soil (a)

Exceeding the standard 1

Not exceeding the standard 0

Risk level of soil pH
(b)

pH value < 4.5, Extremely acid 6
4.5 ≤ pH value < 5.5, Strong acid 5

5.5 ≤ pH value < 6.5, acid 4
6.5 ≤ pH value < 7.5, neutral 3

7.5 ≤ pH value < 8.5, alkalinity 2
8.5 ≤ pH value < 9.5, Strong alkalinity 1

9.5 ≤ pH value, Extreme alkalinity 0
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Table 2. Cont.

Risk Level Evaluation Index Scoring Criteria Score (Point)

Risk level of soil organic matter
(c)

Soil organic matter content 0% 6
Soil organic matter content < 1% 5
Soil organic matter content < 2% 4
Soil organic matter content < 3% 3
Soil organic matter content < 4% 2
Soil organic matter content < 5% 1
Soil organic matter content > 5% 0

Risk level of soil redox potential
(d)

Soil redox potential ≤ −200 mv 6
−200 mv ≤ Soil redox potential < −100 mv 5
−100 mv ≤ Soil redox potential < 0 mv 4
0 mv ≤ Soil redox potential < 100 mv 3

100 mv ≤ Soil redox potential < 200 mv 2
200 mv ≤ Soil redox potential 1

Risk level of crop varieties
(e)

Extremely easy to absorb heavy metals 5
Easy to absorb heavy metals 4

General to absorb heavy metals 3
Low to absorb heavy metals 2

Extremely low to absorb heavy metals 1

Risk level of crop nutritional status (f )

High content of nutrient elements that can
resist the absorption of heavy metals 1

General content of nutrient elements that can
resist the absorption of heavy metals 2

Low content of nutrient elements that can
resist the absorption of heavy metals 3

Risk level of crop
Cultivation measures

(g)

Application of related substances inhibiting
the absorption and transport of heavy metals 1

Not application of related substances
inhibiting the absorption and transport of

heavy metals
2

Content of heavy metals
in pesticides (h)

Detection 1
Not detected 0

Heavy metal content
in fertilizer (i)

Detection 1
Not detected 0

Heavy metal content
in the atmosphere (j)

Detection 1
Not detected 0

Heavy metal content
in irrigation water (k)

Detection 1
Not detected 0

2.3. Construction of Evaluation Model

In the process of constructing the evaluation model, the standard deviation statistical
method was used to conduct a statistical analysis of the obtained agricultural product
sample testing data. The sample information and statistical results obtained are shown in
Table 3. Using the CRITIC method [20] to solve the correlation between the average value
and standard deviation of the obtained sample data, the coefficients of the fitting indicators
were further optimized through the comprehensive expert survey method. Due to the close
relationship between indicators of the designed risk assessment system within the same
main category, while the relationship between indicators of different main categories is not
closely related, the commonly used addition and multiplication mixed method is used to
construct the model [21].
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Table 3. Average value and standard deviation of agricultural product samples.

Item (Unit) Sample Size Average Value Standard Deviation

Soil pH 200 4.46 0.432
Soil organic matter content

(g/kg) 200 33.76 0.493

Soil cation exchange
capacity (cmol/kg) 200 14.67 0.539

Cadmium content (mg/kg) 200 0.05 0.398
Mercury content (mg/kg) 200 0.12 0.425
Arsenic content (mg/kg) 200 4.45 0.512

Lead content (mg/kg) 200 37.62 0.563

The sources of heavy metals in agricultural products are mainly their absorption of
heavy metals in soil and in the environment or inputs except soil. Through multi-factor
nonlinear response analysis, the response model of quality and safety risk assessment can
be simplified as the following Equation (1) after the coefficient is eliminated:

EM = Acs × Ac + Os (1)

In Equation (1): EM: score value of agricultural product quality and safety risk
assessment; Acs: available content of heavy metals in soil; Ac: absorption coefficient of
heavy metals in crops; Os: heavy metal content from other sources.

In this paper, the method of assigning points is used to optimize the fitting of the
model. The total content of heavy metals in soil was an important factor affecting the
existence of heavy metals in soil, while the available state coefficient of heavy metals in soil
was a state factor affecting the existence of heavy metals in soil, mainly including soil pH
value, soil organic matter content, and soil redox potential. After the principal component
linear analysis equation and Bayesian classification, the weight coefficients of the total
content of soil heavy metals, soil pH, soil organic matter, and soil redox potential were
obtained by the expert scoring method. After the standardization coefficient, Equation (2)
of the risk assessment model was obtained as follows:

Acs = a × (5b + 3c + 2d) (2)

In Equation (2): a: total content of heavy metals in soil; b: risk level of soil pH; c: risk
level of soil organic matter; and d: risk level of soil redox potential. When the content of
heavy metals in soil exceeds the standard, the effective content score of heavy metals in soil
will exceed the warning score of 60 points under the condition that the influencing factors
of the effective coefficient of heavy metals in soil have great effects.

The absorption coefficient of heavy metals by crops is closely related to crop varieties,
cultivation, and irrigation methods. After the same scoring and regression analysis, the
weight coefficients of crop varieties, crop nutrition, and crop cultivation measures were
obtained by the expert scoring method. The final risk assessment model Equation (3) is
as follows:

Ac = 0.6e + 0.2 f + 0.2g (3)

In Equation (3): e: risk level of crop varieties; f : risk level of crop nutritional status; g:
risk level of crop cultivation measures. According to Equation (3) and the scoring analysis,
the maximum absorption coefficient score is four and the minimum is one, which means
that under normal circumstances, only when there is a risk warning of heavy metals in the
external environment can the heavy metals in agricultural products exceed the standard. If
the absorption coefficient of crops increases due to their own varieties, nutritional status, or
improper farming, the heavy metals in the environment may also exceed the standard.

Through a literature review and sample detection, four secondary indicators of heavy
metals from other sources were set: heavy metal content in pesticides, heavy metal content
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in fertilizers, heavy metal content in the atmosphere, and heavy metal content in irrigation
water. The weight coefficients of each secondary indicator were obtained after scoring
by experts. The risk assessment model Equation (4) obtained after regression analysis is
as follows:

Os = 3h + 4i + j + 2k (4)

In Equation (4): h: content of heavy metals in pesticides; i: heavy metal content in
fertilizer; j: heavy metal content in the atmosphere; k: heavy metal content in irrigation
water. If heavy metal pollution also exists in other external environments other than soil,
the risk of heavy metal residues in agricultural products will be increased, and the risk
value can be increased by up to 10 points.

Finally, Equation (5) of the agricultural product quality and safety risk assessment
model is obtained as follows:

EM = a × (5b + 3c + 2d)× (0.6e + 0.2 f + 0.2g) + (3h + 4i + j + 2k) (5)

The risk early warning value of the agricultural product quality and safety risk assess-
ment score (EM) is 60 points. When the EM value is early warning, that is, the risk early
warning score exceeds 60 points, it can be considered that under the influence of heavy
metals, the quality and safety risk of agricultural products is high, which should be traced
and disposed of.

3. Construction of Risk Traceability System
3.1. Systematic Traceability Methods

The basis of agricultural product quality and safety traceability is the establishment of
a traceability system and a traceability business process designed in accordance with the
form of distribution of agricultural products. A perfect traceability system and scientifically
designed traceability methods can support the better establishment of an agricultural
product quality and safety traceability system so as to realize the needs of meeting the
safety supervision of agricultural products.

Traceability system refers to relying on public service platforms, from the collection of
commodities from production, trade, and circulation to the consumer of the whole process
of the fragmented quality information. The use of big data analysis and cloud computing
means, the formation of standards and quality as the core content of the whole chain, and a
closed-loop large quality management mechanism will achieve the true transmission of
commodity value [22]. There are two types of traceability processes, forward and reverse
traceability; that is, the distinction is made according to the order in which the distribution
of agricultural products from the upstream link to the downstream link is traced.

Traceability of the quality and safety of agricultural products, on the other hand,
is a process of reverse traceability, that is, from the consumer to the planting base [23].
Agricultural products from the planting base to the hands of consumers need to go through
a number of flow links such as processing, transportation, etc. [24,25], and at the same time
will produce different data information.

The business flowchart of agricultural product quality and safety traceability is shown
in Figure 2. The current distribution model of agricultural products consists mainly of pro-
ducers, processors, wholesalers, distributors, and consumers [26]. Through the traceability
system, users can query the quality and safety monitoring data of agricultural products
stored in the system database, as well as the quality and safety score values of agricultural
products evaluated by the system. By using classical logic to quantitatively analyze the
quality and safety status of agricultural products, further improvement measures can be
proposed through the quantitative score analysis. The main requirements of the traceability
system based on this are as follows: the entry and storage of the actual testing data of
agricultural products, the querying of the data information of agricultural products by the
users, the evaluation of the risk level of the input data by the system, and the labeling of the
risky data for early warning, and so on. When the system is running, the user first logs in
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through the interface and then calls the AJAX engine to launch HTTP requests containing
data parameters to the server, and the server receives the requests and then obtains the pro-
duce traceability data through SQL statements. Then, the data will be returned to the client
after serialization and deserialization through JSON, and finally parsed into an interface
and displayed to the user by string separation tools, so as to realize the forward tracking
and reverse traceability of the agricultural product quality and safety traceability system.
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3.2. Traceability System Design
3.2.1. System Architecture Design

The system architecture uses a B/S architecture modeled on a six-tier development
framework. With the rise and development of network information technology, B/S
architecture is also an improvement of C/S architecture. Compared with the traditional
three-layer architecture divided into the presentation layer, business logic layer, and data
access layer, the six-layer architecture for system design can better realize the design idea
of “high cohesion, low coupling”, so that the system has better compatibility and stability.
At the same time, compared with the traditional three-tier system architecture, the six-tier
system architecture has many advantages, mainly reflected in the maintainability, scalability,
reusability, and architecture clarity of the agricultural product risk traceability system. The
six-layer system architecture improves the applicability and maintainability of the design
system. Each layer module can be deployed independently, which not only reduces the
development cycle but also reduces the hardware requirements of the deployment server.
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The system architecture is divided into a device layer, data layer, service layer, application
layer, display layer, and user layer. This makes the structure and function of the system
clearer, and better adapted to the characteristics of many monitoring access devices, with a
large data flow and wide range of service objects, and so on, and it better meets the actual
use scenarios. The specific system architecture is shown in Figure 3.
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Compared to C/S architecture, B/S architecture is more lightweight and easier to
deploy on the server. B/S architecture is technically pure HTML technology, which makes
it better at integration, greatly reducing the development cycle.

(1) The equipment layer is the foundation for system construction and operation. The
collection of monitoring data for agricultural product risk tracing and system main-
tenance involves various service support devices. Dividing the equipment layer
separately helps to clarify equipment interfaces and improve system development effi-
ciency. The device layer is centered around the server, including network devices and
other devices. The terminal for collecting agricultural-product-related data informa-
tion is connected to the system based on actual sensors to achieve data collection. The
main data collection sensors involved in the system are gas sensors, pH sensors, etc.

(2) The data layer is the actual inspection data related to the quality and safety of agri-
cultural products. A large number of circulation data will be generated during the
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circulation of agricultural products. Data processing is also the key to the design and
development of an agricultural product risk traceability system. Dividing the data
layer can refine the data processing function design, improve the efficiency of data
storage and access, and then improve the speed and accuracy of traceability. The data
layer roughly divides the processing data into four directions: heavy-metal-related
detection data, pesticide-related monitoring data, mycotoxin-related detection data,
and other data. The relevant regulatory authorities provide support for the monitor-
ing data of agricultural product quality and safety required for the system’s research
and judgment; that is, they provide the detection data required by the data layer.

(3) The service layer is the basic service support layer of the traceability system, which is
used to connect the database and the application layer. The business functions and
data transmission required by the risk traceability system involve intermediate links
such as data synchronization and component implementation. Separate design and
development can improve the understanding of functions during development and
the reusability of functional components in the service layer. The service layer of the
agricultural product risk traceability system is supported by the data provided by the
data layer. It provides data synchronization to the application layer, and the back-end
framework provides data management, quality and safety risk assessment calculation,
user registration, and other business functions to the front end.

(4) The application layer is the business function layer of the risk traceability system.
During system development, the application functions are designed and developed
according to the traceability function division, the actual agricultural product busi-
ness scenario, and business logic. The application layer improves the coordination
efficiency of the development team. Developers can focus on the development and
maintenance of a single function, and coordinate the deployment of different devel-
opment function modules in the application layer to ultimately realize the system
functions. The application layer receives the request information from the front-end
users and transmits the request information to the back-end service layer for response
and processing. For example, for the detection data of agricultural product inputs
by the front-end users, the application layer transmits the data to the back end after
receiving it, and the back end calculates the score of the received actual detection data
according to the set risk evaluation model algorithm to obtain the risk score. Further
mining is conducted according to the obtained scores, and production suggestions
and traceability risk objectives are put forward.

(5) The display layer is the human–computer interaction interface designed by the user.
The display interface of the risk traceability system uses HTML, JavaScript, and other
development technologies to achieve interactive functions. The display layer unifies
the development of interaction classes and improves the development specification
of the system display interface. The risk traceability system uses web technology to
provide users with operation functions. Different users can enter the system through
different terminal devices. The applicability of web technology is better, and the
designed system has better popularization significance.

(6) The user layer refers to all users who have clear requirements for the agricultural
product risk traceability system. It defines the definition of permissions and the
differences in the operation functions of different users. The division of the user layer
is conducive to developers to clarify the responsibilities and boundaries between dif-
ferent user roles, including supervision department personnel, production enterprise
personnel, enterprise management personnel, etc.

The design of the six-layer architecture of the agricultural product risk traceability
system defines the responsibilities of each layer and coordinates the relationship between
different layers. Through the division of the system architecture, the functions of some
layers during development are reused. The division of the six-layer architecture not
only clarifies the system structure but also simplifies the workload of subsequent system
updating and optimization. When updating and improving the system, it is no longer
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necessary to reconstruct the whole system, which not only improves development efficiency,
it also enhances the practical adaptability of the system. To achieve better processing of
the number of requests, services are split and clustered according to the architecture.
The interfaces between the separated microservices are exposed. The registration and
configuration are designed as a unified whole, and a cluster is formed through mutual calls.
The specific microservice technology stack is shown in Figure 4.
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In the actual system deployment process, considering the impact on system flexibility
and scalability, a containerized approach is chosen for deployment to achieve distributed
search and storage. The design system is divided based on the system architecture, and
the separated independent components are deployed separately. In the front-end design
and development of the system, the Vue framework is used to build a front-end human–
computer interaction page. The lightweight framework and component-based development
reduce the difficulty of development and shorten the development cycle.

3.2.2. System Function Module Design

According to the system construction objectives and demand analysis, the system
needs to be built to complete the basic database, data collection, risk evaluation, data
display, user management, system configuration, and other functions.

According to the idea of top-level design in system engineering, a modular design
method is used to construct the main functional modules of the system, as shown in
Figure 5, System Functional Module Diagram. The functions of the system modules are
as follows: (1) System user module. The module provides the registration, login, and
user maintenance functions for three levels of users of agricultural product quality and
safety traceability at the supervisory department level, enterprise user level, and consumer
level. (2) Data acquisition module. This module provides the uploading function of
the data and information of the supervisory department and enterprise users for the
testing data of agricultural products, the evaluation of the quality of agricultural products,
the environmental testing data, and other data and information. Regulatory authorities
and relevant enterprises play a supportive role in the data collection process. (3) Risk
evaluation module. This module mainly focuses on the risk evaluation of the obtained
data information related to the quality and safety of agricultural products based on the
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limit value standard. It has functions such as analyzing the results of risk evaluations and
independently highlighting risky data information. (4) Data traceability module. This
module provides three levels of user traceability record information. (5) Statistical query
module. This module uses risk assessment methods combined with recorded agricultural
product monitoring data to perform scoring analysis on the quality and safety status of
agricultural products. After statistical analysis, the scoring results are displayed. (6) System
configuration module. This module mainly provides modified configuration functions for
system operation and maintenance.
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3.2.3. System Database Design

To build the system and realize the functional characteristics, the relational database
MySQL was used to compare and analyze the system data. Based on the data flow gener-
ated by the functional business to be accomplished by the system, the system database was
standardized and designed in accordance with the steps of database construction.

According to the actual research and the analysis of the realized functional require-
ments, the traceability system of agricultural product quality and safety designed by the
research of this paper divides the agricultural product hazards into three major categories,
including heavy metal, pesticide, and mycotoxin contamination. The occurrence of the risk
of exceeding the standards for all three hazards is a systematic process, and the level of risk
of agricultural products as affected bodies is determined by the sources of risk and exposure
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pathways, i.e., by the impact factors. Therefore, the following database tables were created:
user information table, soil heavy metal effective state content table, crop heavy metal
uptake coefficients table, heavy metal content from other sources table, pesticide degra-
dation coefficients table, pesticide usage table, other factors influence coefficients table,
storage and transportation schedules table, storage and transportation temperatures table,
and moisture activity table, and the tables were instantiated by creating MySQL relational
databases in Navicat software. The specific form name design and system database table
design diagram is shown in Figure 6.
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The above data sheet records the detailed information required for the evaluation of
agricultural products in the process of agricultural products from planting to marketing,
and establishes an electronic file for the traced agricultural products. The use of information
technology means to trace the monitoring data of agricultural products has the following
advantages: more efficiently completes the business needs of the traceability of agricultural
product quality and safety; according to the results of the system evaluation, the data can
be further excavated; and more effective improvement measures can be put forward, which
will achieve the unified management of the traceability information on the production of
agricultural products.

4. Realization of Results
4.1. System Implementation

The agricultural product risk traceability system adopts a multi-layer browser/server
structure, which is composed of client, server, and database. In the process of building
the system, the designed risk assessment model was introduced into the data processing
module of the system. The recording and storage of user-uploaded data information by the
risk traceability system and the display of quantitative score results of data information
analyzed by the risk assessment model were realized. During operation, the system
can support three levels of multi-user login at the same time: regulatory department
level, enterprise level, and consumer level. The main business demand functions such as
uploading and information query of agricultural product quality and safety detection data,
dynamic adjustment of user permissions, the highlighting of abnormal detection data and
evaluation scores, and display of risk evaluation results were realized.

The system registration and login screen are shown in Figure 7. Three levels of users
first need to enter the correct username and password; after the input is completed, a click
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on the login button will log into the system. Unregistered users can register by clicking on
the Register button. Username and password data will be stored in the user information
database table.
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The main system interface is shown in Figure 8. The left navigation bar shows
the testing information of relevant agricultural products that users can query, including
under heavy metal risk sources: soil heavy metal effective state content, crop heavy metal
uptake coefficients, heavy metal content from other sources; under pesticide information:
pesticide degradation coefficients, pesticide use, and impact coefficients of other factors;
and under mycotoxin information: storage/transportation time, storage/transportation
temperature, and moisture activity. Users can also make administrator settings and system
configuration settings.
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In the main interface: the graph in the information statistics section can show the num-
ber of information records and the number of user inquiries. The most recent information
can be displayed under the latest information content and time; pesticide residues, heavy
metals, and fungal toxins are three buttons that when clicked will enter the information
input page. Taking heavy metals as an example, the information input page is shown in
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Figure 9. In the information input interface, the relevant detection data of agricultural
products can be recorded, including name of heavy metals, heavy metal content in soil,
soil pH, soil organic matter, redox potential, crop varieties, nutritional status of crops, crop
cultivation measures, heavy metal content of pesticides, the total metal content of fertilizers,
the atmospheric content of heavy metals, and the heavy metal content in the irrigation. The
system stores the data in well-categorized database tables.
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Cu  Pb  Cr  Cd  As  Hg  Ni  Zn 

Soil  395.1  97.2  53.5  2.76  13.5  0.143  8.18  49.3 

Fertilizer  75.46  29.6  42.4  1.5  \  0.551  \  \ 
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4.2. System Test

Based on the experimental pilot of relevant planting bases, the sample soil was tested
and analyzed. Based on the system implementation, the detection data of the sample
soil were further applied to the system, and the risk assessment results obtained after
the system operation were used to verify its practical significance. The pH value of the
obtained sample soil is 7.65, the organic matter content in the soil is 26.18 g/kg, and the soil
oxidation–reduction potential is 158 mv. The specific heavy metal contents of soil, fertilizer,
atmosphere, and irrigation water are shown in Table 4.

Table 4. Sample soil information table.

Category
Heavy Metal Content (mg/kg)

Cu Pb Cr Cd As Hg Ni Zn

Soil 395.1 97.2 53.5 2.76 13.5 0.143 8.18 49.3
Fertilizer 75.46 29.6 42.4 1.5 \ 0.551 \ \

Atmosphere 48.2 84.4 82.7 2.25 \ 0.213 20.06 176.7
Irrigation \ 0 0.57 0 1.46 0 0 0

The bioaccumulation coefficient (BCF) and transfer coefficient (BTF) were used to
evaluate the heavy metal enrichment ability of agricultural products, and the evaluation
results were used to refer to the accuracy of the design system for heavy metal traceability.
The specific calculation formula is as follows:

BCF = wcrop/wsoil (6)
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In Equation (6): wcrop represents the mass fraction of heavy metals in agricultural
objects (mg/kg); wsoil represents the mass fraction of heavy metals in the rhizosphere soil
of crops (mg/kg).

BTF = wabove/wroot (7)

In Equation (7): wabove represents the mass fraction of heavy metals in the aboveground
parts of crops (mg/kg); wroot represents the mass fraction of heavy metals in the roots of
crops (mg/kg);

The soil heavy metal threshold based on crop food safety is HMT, and the calculation
formula is:

HMT = E/BCF (8)

In Equation (8), E represents the limit value standard in the corresponding health
standard. Taking copper as an example, the copper content in the sample exceeds its safety
threshold, which poses a significant enrichment risk in agricultural products.

The system adopts a designed agricultural product quality and safety risk assessment
model to conduct a risk assessment on the detection data related to Cu in the obtained
sample soil. As shown in Figure 10, according to the evaluation results displayed by the
system, it can be seen that the warning score of Cu in the sample soil is 63.83 points. If it
exceeds the set warning score by 60 points, the system will mark it with a red warning
prompt. The first-level indicator scores are 58.30 points, 65.00 points, and 80.00 points,
respectively. According to the system evaluation prompt, the Cu content in the sample
soil will have a significant impact on the accumulation of heavy metals in planted crops.
Therefore, the soil environment should be improved to reduce the accumulation effect of
Cu in crops.
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By clicking on the secondary indicator option under heavy metal risk sources in the
navigation bar on the left side of the main interface, the available content of soil heavy metals
and the absorption coefficient of crop heavy metals are shown in Figures 11 and 12, respectively.
The interface can display monitoring data for each indicator, with the evaluation indicator with
the highest risk highlighted in red and the evaluation indicator with the highest risk highlighted
in blue.
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In Figure 13, when observing the heavy metal content of other sources, various indi-
cators are highlighted, and the results show that Cu was detected in soil, fertilizer, and
an atmospheric environment. The system’s red warning score of 80 points indicates that
the Cu metal content in the agricultural product’s planting environment is too high, and
corresponding measures are urgently needed to reduce the Cu content in the planting
environment to reduce the impact of the environment on the enrichment of Cu in agricul-
tural products, in order to ensure the quality and safety of agricultural products. In the
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traceability process, heavy metals can be fuzzily searched through the search box on the
upper side of the interface. Based on the highlighted information, the high-risk links of
quality and safety issues for the problematic products can be traced, and the production or
processing methods can be improved to reduce the probability of quality and safety issues
in agricultural products.
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According to the evaluation prompts of the system, the risk of heavy metal enrichment
in agricultural products can be well determined. The established agricultural product
quality and safety risk assessment system and the constructed agricultural product quality
and safety risk assessment model can effectively achieve a quantitative assessment of
heavy metal enrichment risk. By establishing a method for evaluating the quality and
safety of agricultural products and a risk tracing system to monitor the environmental
factors of crop growth, the ecological environment will be indirectly protected, and the
development of green agriculture will be promoted. Through multi-stage supervision, the
level of factory management will be improved, and the risk sources of quality and safety
issues in agricultural products will be identified in a timely manner, which helps to avoid
food quality and safety accidents, thereby reducing production costs and better responding
to potential risks.

5. Conclusions

The quality and safety of agricultural products are characterized by many types of risk
factors, many risk information data, and many circulation links, and in order to solve the
problems of low traceability efficiency and the difficulty in updating agricultural product
traceability systems under these conditions of huge traceability content and complex project
categories, the actual needs of precise risk traceability must be faced. By combing and
analyzing the business process of the agricultural product supply chain, the risk assessment
method was introduced to design a risk assessment system for agricultural product quality
and safety, and a risk assessment model for heavy metal traceability was constructed.
The top-level design idea was used to build the functional modules of the system, create
database tables according to the data flow generated by the business functions, and design
a six-tier system architecture based on microservices, and an agricultural product risk
traceability system combined with risk assessment model was developed. The development
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system supports multiple users to fill in and upload relevant data information. The human–
computer interface pays more attention to the display of the traceability results. The quality-
and safety-related monitoring data recorded by the independent statistical analysis system
can obtain a quantitative evaluation of heavy metal pollution in agricultural products and
the accurate traceability of the risk link of quality and safety problems, so as to improve
the reliability of the traceability results. Using the system, regulatory authorities can
dynamically monitor the quality and safety of agricultural products, consumers can trace
the quality and safety monitoring data of agricultural products, and production enterprises
can optimize the operation specifications of agricultural products. It provides a reference
for the application of agricultural product quality and safety evaluation in a traceability
system, and has better practical significance.
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