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Abstract: Transportation process reliability is a competitive advantage in the market of cargo delivery
services. Transportation customers are interested in shipping cargoes within agreed timeframes
and ensuring their safety. These are the two main parameters of transportation process reliability,
compliance with which depends on a number of factors. In particular, changes in the external
environment where road transportation companies operate inevitably affect the transportation
process stability. The purpose of this study is to develop an approach to road transportation reliability
and risk mitigation based on the digital twin concept. The variability of business processes is usually
the reason for deviations from the transportation terms agreed with the customer. These deviations
can be interpreted as failures in delivering cargoes. A prerequisite for ensuring smooth cargo
transportation by a road transportation company is the reduction of deviations in the performance of
its business processes. The article proposes methods of computer modeling and creating a digital
twin of a company reflecting the reference business processes for transportation. As a result, various
deviations from the reference digital model that business processes exhibit when there are changes in
the external environment can be promptly identified and corrected.

Keywords: digital twin; transportation reliability; process mining; ontology; transportation management;
efficiency

1. Introduction

Digital technologies are introduced into various spheres of human activity on an
increasingly wider scale. Some economic sectors, such as trade, tourism, and banking, have
undergone significant transformations, which experts have designated as the so-called
digital transformation of business [1–4]. Conventional ERP (Enterprise Resource Plan-
ning) systems that originated in the 1960s as solutions mainly covering manufacturing
are evolving to solve the problems of customer relations, marketing, and logistics. This is
conditioned by high competition in various industries, where it is not only the production
as such that is of value, but also the increasingly more efficient marketing and delivery
of produced goods to consumers [5–9]. Accordingly, the digital transformation of sup-
ply chains is the focus of both academic researchers and practitioners developing new
digital solutions.

Although Transportation Management Systems have been used by many transporta-
tion and logistics companies for quite some time [10–12], new digital solutions are being
developed that will be able to create additional business value [13–15]. For example, the
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road transportation industry has seen significant changes primarily associated with the
almost universal introduction of GPS\GLONASS monitoring systems, including integra-
tion with various on-board systems (those controlling fuel injection, braking, etc.), also
interconnected with various components of the Internet of Things [16,17]. Thereby, var-
ious parameters of vehicle operation are digitalized, including changes in location, fuel
consumption, and tire pressure. The use of RFID (Radio Frequency IDentification) tags
has also made it possible to digitalize cargo tracking. Data on the status of material re-
sources involved in the transportation process constitute an important information flow
characterizing the events that occur with vehicles and cargo, creating the conditions for the
qualitative development of transportation activity [18].

In our opinion, the data mining of the sequence of these events allows the following:

• Identifying problem areas in the business processes of a transport company that affect
the reliability of the transportation process;

• Determining the causes of deviations in business processes from the standard ones;
• Creating new and improved reference business processes that better meet the com-

pany’s needs when using TMSs;
• Based on new improved reference business processes, creating a digital twin of the

organization in order to automate its activities and warn about and prevent the occur-
rence of variations in business processes when using TMSs, affecting the reliability of
the transportation process.

Thus, the purpose of our research is to study the possibility of identifying ordinary
business processes (“as is”) of managers based on data from the TMS event log, their
subsequent analysis, the identification of variations, and the formation of improved busi-
ness processes (“to be”). The results obtained will determine the approach for creating a
digital twin of the organization in order to ensure reliable transportation. In this regard,
our research plan is presented as follows. Section 2 provides a review of the literature on
the reliability of freight transportation, the role of TMSs in managing the reliability of the
transport process, and approaches to creating digital twins. Section 3 presents a model of
the methodology for forming a digital twin of an organization. Section 4 describes a case
study that justifies the presented methodology. Section 5 describes the advantages of this
methodology when adapting a TMS to the activities of each transport company. Section 6
presents the general conclusions of the study.

2. Literature Review

Currently, there is a wide range of Transportation Management Systems (TMSs) avail-
able in the market, among which the leaders, according to Garter’s rating [19], are Oracle
Transportation Management (OTM), SAP Transportation Management (TM), Uber Freight
Transportation Management System (TMS), MercuryGate Transportation Management
System (TMS), etc. In Russia, the most popular TMS solutions are offered by 1C. In sev-
eral comprehensive solutions, the functionality extends beyond managing cargo delivery
services only, but also includes air, sea, and rail transportation, that is, TMSs make it
possible to manage multimodal logistics. Furthermore, such solutions offer capabilities
for integration with CRM (Customer Relationship Management), ERP, WMSs (Warehouse
Management Systems), and systems for effective transportation management [20]. Over
recent years, their functionality has been consistently expanding. In previous years, TMSs’
basic functionality covered tasks related to operational accounting and the planning of
transport orders, the analysis of the cost of transportation services, and the planning of
vehicle maintenance [21]. Based on these data, we can reach conclusions about the effi-
ciency of transportation in the context of the ratio of the transport company’s revenues and
expenses accounted for in the TMS [22].

Recently, the concepts of transportation efficiency have expanded to include additional
aspects, such as environmental considerations aimed at reducing CO2 emissions [23]. Here,
the approaches to improve the transportation process include, in particular, enhancing
driving skills, optimizing travel routes to avoid traffic congestion, and implementing
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the real-time remote monitoring of the technical condition of vehicles. Driving behavior
is analyzed by special sensors monitoring the acceleration and braking modes, engine
rpm, idling with the engine running, and other parameters [24]. The enhancement of route
planning is achieved through the integration of TMSs with traffic control systems. Currently,
such real-time integration enables the dynamic routing of transportation to reduce delays in
traffic jams in major cities [25]. Thanks to built-in onboard sensors, data about the operation
of various vehicle systems are also transmitted to TMSs via the Internet [26]. Based on
such data, we can reach conclusions about increased fuel consumption associated with the
occurrence of various malfunctions in the vehicle.

In the highly competitive environment of the freight transportation market, the ef-
ficiency of a transportation company is largely determined by consumer assessments,
wherein the priority is placed on the quality of service. Quality is a parameter that heavily
relies on the customer’s personal perception of how well the service provided meets their
expectations. In this context, quality characteristics include tangible factors, responsiveness,
flexibility, reliability, assurance, and empathy [27], where reliability takes the top priority.
From the customer’s perspective, in this case the primary measured factor representing
value is the adherence to delivery deadlines. Furthermore, reliability also implies ensuring
the safety of cargoes, having necessary accompanying documents, and so on. Ensuring the
reliability of supply chains is a complex task that involves various interconnected resources
of the transportation company [28] (Figure 1).
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Figure 1. The model of transportation process reliability and flexibility [28].

The implementation of TMSs not only for operational accounting tasks but also for
analyzing the transportation company’s performance indicators requires a deep under-
standing of the subject area. To implement the information model of TMS infrastructure
at the initial stage, an ontological model of a transportation enterprise is developed. This
model includes all entities that are involved in the transportation process and their in-
terrelationships. In the context of ensuring reliability, this ontological model also reflects
the hierarchy of potential failures, their causes and consequences, and the risks of their
occurrence [29]. Such classification is useful as during TMS implementation it allows
the identification of information flows that generate data for calculating the performance
indicators of the transportation company, including transportation reliability. Ontologi-
cal modeling is widely applied for the formalization of knowledge, both in the field of
transportation and in the domain of the reliability of technical systems. Its advantage is
particularly evident when formalizing knowledge from diverse domains where there is a
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need to represent how various entities interact with each other and how this interaction
influences the overall behavior of the enterprise.

The actual interaction occurs in the form of corresponding business processes, each
business activity of which is accompanied by a generation of events in the information
system [30,31]. Thus, having a formal model of the enterprise ontology and the sequence
of events that TMS users leave in the log file of the information system, it becomes possible
to determine the correspondence of a particular event to a specific business process and
to understand how users can influence various aspects of the enterprise’s activities. The
intellectual analysis of user actions in information systems, known as Process Mining and
based on the ontological model of the enterprise, also makes it possible to identify user
actions that are atypical of the enterprise’s current business processes and that might have
occurred either accidentally or as a result of malicious intent. Such actions may have a
significant impact on the reliability of the transportation process. One study considered
an example of a company processing up to 5 million orders per month [32]. The improper
processing or loss of any orders in the information system will undoubtedly impact the
reliability of the supply chain. Currently, there are several ontologies that describe trans-
portation activities. However, one of the challenges is the lack of ontological models
among them that reflect the semantics of the transportation process reliability. Another
challenge is the lack of a common approach that would offer a universal roadmap for
analyzing the reliability of the transportation process using Process Mining methods and
ontological modeling. Process Mining has been long and actively utilized for analyzing
business processes based on log files from ERP systems such as SAP and Oracle [33,34].
However, generally, such approaches are more broadly focused without a specific empha-
sis on enhancing the transportation process in terms of improving its reliability. Thus,
a typical challenge in implementing information systems can be observed, where there
is a gap between IT specialists leading digitalization efforts and managers involved in
freight transportation management. The approach we propose, utilizing the ontology of a
transportation enterprise with a focus on delivering value to the consumer in the form of
reliable freight transportation, along with Process Mining methods, makes it possible to
create a digital twin of the enterprise to forecast its activities.

The concept of the Digital Twin of the Organization (DTO) is relatively recent, although
it shares many similarities with the concept of Corporate Memory, which was popular a
few years ago (Figure 2). However, the utilization of Process Mining, based on the analysis
of events generated during the fulfillment of various business activities, adds dynamism to
DTO models, enabling an assessment of their real-time behavior. Nevertheless, currently,
there is still a limited amount of research in the transportation industry specifically focused
on the DTO concept. The Digital Twin of the Organization allows the representation of
its virtual counterpart through a synthesized software model. In contrast to digital twins
in manufacturing, where data for modeling are derived from IoT (Internet of Things)
sensors, in the case of DTO, data about the progress of organizational business processes
are received from information systems. In this case, it is essential to examine such data
from various perspectives. From the first perspective, the analysis involves receiving data
directly from documents related to the enterprise’s transportation activities, which are
recorded in the TMS. Such documents include transport orders, waybills, invoices, and
other relevant records. However, the formats of these documents are standardized as they
are governed by the legislation of the state in which the organization operates. Meanwhile,
the TMSs used by specific transportation companies may vary, and the actual business
processes of the organization may to a large extent depend on the TMS interface [35].
Consequently, Process Mining methods make it possible to monitor managers’ activities
within a specific TMS using log files, reconstruct the business processes, and identify user
activities that deviate from standard business processes, thus negatively impacting the
reliability of transportation.
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At the same time, the creation of digital twins of organizations remains a complex
process involving numerous challenges, as the organizational design of a specific company
depends on a multitude of factors [37]. Therefore, in our study, we propose an approach that
considers constructing a digital twin of a transportation company whose value proposition
is the provision of reliable freight transportation services. We propose, at the initial stage,
to develop an ontological model of the enterprise, defining its boundaries as systems
and reflecting its connections with the external environment, including those influencing
the reliability of transportation. Next, we identify examples of business processes that
impact the reliability of transportation. Then, we compare these business processes with
the interface of a specific TMS, using the TMS “Autobase” as an example. Finally, using
Process Mining, we analyze how a manager, interacting with this interface, executes the
business processes required for transportation. This stage is the most challenging one
because, for constructing a digital twin of the organization, we must ensure that the
reconstructed business processes correspond to those currently established as standard
within the organization. If they do not correspond, it is necessary to assess whether they
indeed lead to failures or not. It is also possible that managers start using the TMS interface
to address new emerging tasks. This may lead to the emergence of new standard business
processes within the organization, while the previous ones become obsolete.

3. Materials and Methods

According to the review of references, in the conditions of intense competition in the
transportation services market, customers expect reliable and predictable cargo transporta-
tion, and a crucial criterion for this is the adherence to the transportation terms agreed
upon in the contract [38,39]. Deviations from the terms of transportation can be interpreted
as failures. Ideally, the transportation process should not have any deviations. However,
in real terms, there is always some variability in the process due to multiple reasons that
lead to such failures as: the late arrival of vehicles, damage to or loss of cargo, improper
paperwork, and a range of other issues. These types of failures can occur at various stages
of the transportation process: completing paperwork, cargo loading, transportation itself,
unloading, etc. In this context, reliability, much like in a technical sense, is defined through
the concept of “failure”, which, in the semantics of the transportation process, is described
as a deviation from the transportation terms agreed upon with the customer. Hence, the
concept of the reliability of road transportation is closely connected to the concept of the
probability of the successful completion of a transportation request (order). The opposite
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concept would be the probability of failure in fulfilling a request (order). So, transportation
reliability is defined as the probability of the successful completion of a transportation
operation without various types of failures.

P(t) =
N0 − n(t)

N0
= 1 − n(t)

N0
(1)

where N0 is the number of truckings performed during time t; n(t) is the number of
truckings during time t performed with full or partial failures (deviations from the agreed
requirements for the quantity and/or condition of the transported cargoes and/or the
violation of the timing parameters).

As freight transportation operations constitute a sequence of events representing a
specific business process and forming an information flow, each operation may be character-
ized by a set of probabilities of failures (such as incorrect document processing, delays, and
incorrect order assembly). For instance, the following expression determines the probability
of on-time delivery:

Pt =
Nt

N
(2)

where N is the total number of truckings; Pt is the probability of on-time delivery; Nt is the
number of truckings completed on time.

Pd =
Nd
N

(3)

Pd is the probability of truckings possessing transportation documents without errors; Nd
is the number of truckings completed with correct documentation.

Since amid digitalization, all business activities within a transportation process are
recorded in information systems, to analyze deviations from standard business processes,
it is necessary to analyze data from such systems about the events that occur during
the transportation process [40]. Accordingly, in order to analyze deviations from the
reference business process, it is necessary to analyze data on the events that occur in the
transportation process [41]. Identifying and analyzing these deviations and determining
their causes and the severity of their consequences is a complex and time-consuming task.
In some cases, the consequences can be critical. For example, a dispatcher might allow a
vehicle to make a trip ignoring a warning from the information system that maintenance is
required, which may result in a traffic accident, for instance, under certain harsh natural
and climatic conditions.

To improve the efficiency of managing complex systems whose interaction elements
are physical engineering objects, people, and natural phenomena, the digital twin concept
is currently being actively developed [42–45]. The parameters of these interactions can
be digitalized and represented as mathematical models that capture the behavior of the
so-called digital twin of a given system [46,47]. Accordingly, the system’s digital twin
makes it possible to obtain the reference parameters of its status during the life cycle of
the system at a given point in time; these parameters can then be compared with the
current actual parameters. Deviations exceeding the permissible value can be interpreted
as failures. Accordingly, the digital twin itself is described by the following formula [48]:

MDT = (PE, VM, Ss, DD, CN) (4)

where PE are physical entities; VM are virtual models; Ss are services enabling management;
DD are data resulting from digitalizing the interaction of physical entities; CN are the
connections between physical entities.

A significant challenge in implementing such an architecture is to provide semantic
links between data from different sources obtained through digitalization and the business
activities of a company that are subject to various regulations [49]. In the road transporta-
tion industry, compliance with the requirements of these regulations is a vital necessity
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associated with minimizing various types of risks. In engineering, an ontological approach
is used to analyze technical failures, where ontology is applied to establish semantic re-
lationships between different types of failures, their causes, or combinations of causes
and the consequences of failures [50,51]. For example, ontology data are used for the
diagnostics of various equipment, including on-board electronics and mechanical systems.
To analyze transportation process reliability, Ref. [52] proposed a classification of possible
failure locations at different stages. Refs. [53,54] provided a classification of failures by their
causal factors, as well as their features and manifestations. Notably, the share of failures
related to human factors in some way or another reached over 50%. Developing this classifi-
cation and subsequent analysis of transportation risks and transportation process reliability
management, it is proposed to classify events and situations related to the manifestation
of failures by their sources: material resources (vehicles, cargo); humans (the driver and
dispatchers); external environment (natural and climatic conditions); and infrastructure
(road conditions). Based on this classification, an ontology is created to describe different
factors and their impact on the reliability and variability of the transportation process, as
well as different situations and responses to them (Figure 3).
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Figure 3. Fragment of the transportation reliability ontology.

The natural and climatic conditions of vehicle operation are characterized by the ambi-
ent air temperature, atmospheric pressure, wind speed, amount of precipitation, duration of
the winter period, and some other factors affecting the reliability of transportation primarily
in the case of long-distance trips through remote locations that are far away from populated
areas. For example, at low temperatures, fuel consumption increases significantly, which
in turn can lead to increased cargo transportation time due to additional refueling during
the trip. On longer routes, typical for such Russian territories as Siberia, the north Urals,
and the Kola Peninsula, where the temperatures are extremely low, high fuel consumption
might lead to critical consequences as the vehicle might halt on the road sections remote
from gas stations. For example, at −25 ◦C, fuel consumption may exceed the baseline rates
by 11%. In addition, weather and climatic conditions (snow, rain, wind, low temperatures)
also affect vehicle speeds, which is also observed in several other countries with harsh
climates (Canada, Finland). Human errors, tardiness, or misunderstanding leading to
the distortion of information in the documents accompanying the transportation process;
inefficient or untimely actions; as well as the inaction of dispatchers are important factors
affecting the reliability of transportation.
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The next TMS generation should not just automate routine tasks and additional
services of convenience to managers, but also support supply chain reliability. As a
consequence, the target architecture of the Transportation Management System to be
implemented [55], which can be based on the ontological model of transportation pro-
cess reliability, should provide for reliability indicators and their subsequent operational
control [56–58]. The concept of such an architecture can build on already existing TMS
architectures incorporating other various data sources, as reliability is an integrated indica-
tor. Such data sources for implementing such a TMS that supports transportation process
reliability can include the following:

• GPS monitoring systems and built-in sensors for recording events occurring with the
vehicle, which are standard subsystems of the conventional TMS;

• A database of multiannual meteorological observations for forecasting unfavorable
weather and climatic conditions;

• A database of unfavorable route sections generated on the basis of statistical data
regarding traffic on this route;

• A log file of a conventional TMS containing all user actions in the information system.

The target TMS architecture [59], which ensures control over transportation process
reliability on the basis of semantic links created in the ontology model, is shown in Figure 4.
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Let us consider a few examples that illustrate the practical implementation of this
architecture. Suppose a vehicle with a GPS navigator is traveling on a route that has dan-
gerous sections. These sections are entered into the appropriate part of the TMS database
following a preliminary assessment, including a description of specific dangers, data on the
extent of the dangerous sections, and recommended vehicle movement characteristics for
such sections. Next, the deviation from the planned travel time at an arbitrary moment is
monitored automatically on the basis of comparing the planned and actual location of the
vehicle on the route at a given time. The planned location of the truck is determined based
on the information from the control points; there is a planned time to pass each control
point on the route assigned to each shipment. To simplify the calculations, let us consider
the case when the vehicle is between the control points of the route numbered i and (i + 1).
According to the plan, its location also corresponds to the distance between the control
points numbered i and (i + 1). Let tp(i) and tp(i + 1) be the planned times of reaching the
control points i and (i + 1). Let d(i) and d(i + 1) be the distance from the start of the route to
the control points numbered i and (i + 1), respectively.
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Therefore, Dp, being the planned distance from the beginning of the route at time t
falling within the time interval [tp(i), tp(i + 1)], is determined by the following formula:

Dp(t) =
n−1

∑
i=1

di + Dp
n (5)

where di is the length of the i-th segment of the model, m; Dp
n(t) is the Cartesian distance

from the beginning of the n-th segment to the model point corresponding to the location at
the planned time t, m.

The prescribed average speed Vavg on the route section between points numbered i
and (i + 1) is determined from the following expression:

Vavg =

[
d(i+1) − d(i)

]
[
tp(i+1) − tpi

] (6)

Then, the value of Dp
n(t) can be calculated using the following formula:

Dp
n(t) =

[
d(i+1) − d(i)

]
[
tp(i+1) − tp(i)

] ·[t − tp(i)

]
(7)

where the first term (fraction) in Formula (4) defines the prescribed average speed between
control points numbered i and (i + 1). The second term (difference) defines the planned
time elapsed from passing the control point number i to the current time t. Substituting the
Expression (4) into (2), we have

Dp(t) =
n−1

∑
i=

di +

[
d(i+1) − d(i)

]
[
tp(i+1) − tp(i)

] ·[t − tp(i+1)

]
(8)

This is the case when both the planned and the actual truck locations belong to the
same segment between the control points numbered i and (i + 1). The deviation ∆D between
the actual and planned distance at time t is calculated by the following formula:

∆D = D(t)− Dp(t) (9)

The time deviation ∆t in truck traveling is determined from the following expression:

∆t =
D(t)− Dp(t)

Vavg
(10)

The time difference is equal to the absolute value of the difference between the planned
and actually traveled distance at time t divided by the average speed. For managerial
purposes, it is possible to consider the value of ∆ as positive or negative. If the actual
distance traveled at time t is greater than the prescribed distance, then the transportation
time is shorter, i.e., the average speed is higher than the prescribed speed. In this case,
the value of ∆t will be positive. If the actual distance traveled at time t is less than the
prescribed distance, then there is a “lag”, i.e., the average speed is lower than the planned
one. In this case, the value of ∆t will be negative. The prescribed distance is the distance
traveled by the truck during the time interval [tp(i), tp(i + 1)] that meets the requirements of
the cargo transportation contract.

4. Results

This model allows the automatic tracking of the ∆t value at the moment of passing the
control points of the route. The TMS dispatcher sets the maximum permissible values of ∆t.
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If this pre-determined parameter is exceeded, a special program trigger is activated in the
system, and a warning is displayed on the screen. This alerts the dispatcher that a response
is required to bring the transportation process back to its planned status. Or, if this is
impossible, the dispatcher can take measures to mitigate the negative consequences of the
deviation. For the purpose of automatically monitoring cargo transportation, the manager
specifies how many control points on the route should be passed within the planned time
(i.e., without exceeding the specified permissible deviations from the planned route), so
that the entire trip is accounted for as prescribed.

Deviation from the prescribed distance might be responsible for not only lagging
behind the transportation schedule, but also fuel overconsumption. On complex routes in
uninhabited areas with difficult terrain, such as in Siberia or the Kola Peninsula, where the
climate is harsh, exceeding the predicted fuel consumption might result in a stopover. This
is especially dangerous in the case of severe frost and heavy snowfall.

Different countries have different national regulations and standards for calculating the
prescribed fuel consumption [60,61]. In general, the fuel consumption of a truck depends
on the weather and climatic conditions, traffic situation, vehicle age, operation of the heater
or air conditioner, tonnage of the transported cargo, frequency of braking and acceleration,
etc. In Russia, fuel consumption is planned according to the guidelines of the Standard
Fuel and Lubricant Consumption Rates in Road Transport approved by the Ministry of
Transport of the Russian Federation. They provide references for the basic fuel consumption
rates of light vehicles, trucks, and buses (Figure 5). Also, these guidelines provide formulas
for calculating fuel consumption depending on various operating conditions. For trucks, it
is proposed to use the following formula for fuel consumption planning:

Qp = 0.01·(Hsan·S + Hw·W)·(1 + 0.01·DD) (11)

where Qp is the prescribed fuel consumption, liters; S is the vehicle mileage, km; Hsan is the
fuel consumption rate for the mileage and unladen mass of a vehicle or road train.

Hsan = Hs + Hg − Gtr, L/100 km

where Hs is the basic fuel consumption rate for the mileage of an unladen vehicle (tractor
unit), L/100 km (Hsan = Hs, L/100 km, for a single vehicle or tractor unit); Hg is the fuel
consumption rate for the additional mass of a trailer or semi-trailer, L/100 tkm; Gtr is the
empty weight of a trailer or semi-trailer, t; Hw is the fuel consumption rate for transport
operations, L/100 tkm; W is the volume of transport operations, tkm (W = Gc × Sl, where
Gc is the cargo weight, t); Sc is the loaded mileage, km; DD is the correction factor (total
relative increase or reduction) to the standard, %.

Fuel planning for vehicle operations is usually carried out before the journey. In a
short time, the correct value must be calculated and indicated on the trip ticket before it
is given to the driver. If the fleet size is several dozens or hundreds of vehicles, planning
for fuel demand takes a significant amount of time. In turn, this predetermines a high
probability of human error. The second difficulty is associated with the need to take into
account the existing conditions of transportation and special vehicles. The Standard Fuel
and Lubricant Consumption Rates in Road Transport specify more than 25 correction
factors depending on the vehicle age, traffic and climatic conditions, technological features
of operation, and other aspects. The TMS “Autobase” developed by us also has a module
for fuel consumption calculation and planning (Figure 6). In the example, the basic fuel
consumption rate is increased by 25%, with 20% of the rate increase attributed to the winter
season and 5% of the rate increase attributed to difficult terrain (mountains between 300
and 800 m high) (Figure 6).
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In transportation planning, the entire route is divided into control sections with
a planned distance and average speed (Formulas (6) and (7)). For each section of the
route, the fuel consumption rate calculator is used to pre-calculate the corresponding
fuel consumption rate, taking into account correction factors depending on the weather
and climatic factors at a given section, as well as the tonnage of the transported cargo.
Thus, when generating transportation documents (waybills and trip tickets), the dispatcher
does not need to select the correction factor and calculate the rate for each section of the
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route each time. The dispatcher selects the pre-calculated planned rate, with significantly
increased productivity and minimized errors.

The proposed architecture is novel as all actions of the dispatcher who reacts to certain
situations occurring with the vehicle are subjected to analysis in order to identify incorrect
or inefficient operations. One of the problems with the existing TMS solutions is that
they largely shift the reliability control to the vehicle and its monitoring systems, or to
the driver. It is believed that the majority of transportation incidents occur due to vehicle
malfunctions or faults of drivers. It is implied that if there is some deviation from the
planned process, the dispatcher will always make the right decision and choose the right
response. However, practice shows that the situation turns out to be very different. A
dispatcher may make a decision late or may lack the knowledge or experience to make the
right decision. For various reasons, a dispatcher may also intentionally commit erroneous
actions, for example, to steal fuel. So, there is a need to control the dispatcher’s actions to
maintain the transportation process reliability as specified.

This solution can be implemented using the Process Mining functionality [62,63].
Since all dispatcher operations in the Transportation Management System are reflected in
the corresponding TMS log file, all operator business processes are reconstructed using
special analysis tools (Figure 7). This concept allows one to evaluate how fast a dispatcher
reacts to different situations in transportation and to identify inefficient actions or unfair
operations. For instance, Figure 8 presents the actions of the dispatcher when planning fuel
consumption on different routes.
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Let us consider an example of addressing the tasks of ensuring reliable transportation
during the winter season. The initial task is associated with accounting for fuel consumption
in low temperatures. In countries with cold climates such as Russia, the United States,
Canada, Finland, and Norway, during the winter season, the fuel consumption of vehicles
typically increases by an average of 20%. For light vehicles, the increase in fuel consumption
may be relatively modest, at around 10%. For trucks, the rise in fuel consumption may be
quite substantial, ranging from 40% to 80%, and it can reach up to 100% in extremely low
temperatures [64]. Moreover, fuel consumption in trucks also increases due to the operation
of the cabin’s autonomous heater [65]. According to Russian laws, in accordance with the
Norms of Fuel and Lubricants Consumption for Road Transport, for fuel consumption
accounting, the consumption rate should be increased by 10–20%. Furthermore, legislative
provisions also establish specific time periods during which these consumption norms apply
in various regions of Russia. In the regions of the European part of Russia, the winter fuel
consumption norms are generally effective from October 1st to April 1st. The duration of the
winter fuel consumption norms is set by the management of each specific transportation
company. Therefore, for accurate fuel consumption planning, a corresponding winter
period must be established in the TMSs of Russian transportation companies.
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Another issue related to ensuring the reliability of the transportation process during
the winter season is associated with tracking the mileage for winter tires. For trucks, winter
tires are practically never used, while for light vehicles, winter tires are mandatory. In the
TMS, the period of their use is also determined by the corresponding winter period, similar
to fuel consumption. However, due to cost savings or other reasons, there are instances
where the installation of winter tires is delayed, which is also reflected in the TMS.

In our example, the transportation company has a mixed fleet of over 300 vehicles,
including both trucks and light vehicles. In the TMS, fuel consumption is planned by
the manager with the “Solovyova” account, whose business processes are illustrated in
Figure 8. The TMS tire accounting is the responsibility of the manager with the “Sorokina”
account (Figure 9), while fuel consumption planning is ensured by the manager with
the “Solovyova” account, whose business processes are shown in Figure 8. From these
models, it is evident that both managers arbitrarily set the winter period in the TMS.
Moreover, for unknown reasons, manipulations of the winter period in the TMS were also
carried out in January, as seen in Figure 10. Consequently, such manipulations affected the
calculation of fuel consumption during transportation planning. However, in this context,
it is also essential to consider weather conditions. In the case of a mild winter with positive
temperatures, adhering to winter fuel consumption norms during planning may contribute
to increased costs. However, in actual transportation operations, fuel consumption may
not rise. So, when creating a digital twin of the organization using Process Mining, it is
crucial to correlate the activities of transportation planning managers with weather and
climatic conditions. Currently, for building this mathematical model, research efforts are
directed towards utilizing Markov chains [66].
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5. Discussion

The presented case demonstrated that the use of a TMS in a transport company is
often associated with problems caused by incorrect actions of managers. These actions can
lead to various disruptions in the transport process, associated, for example, with both
distortions in documents and deviations in the operation of vehicles. In our study, we
showed that an approach based on Process Mining technologies and ontological modeling
allows us to diagnose organizational problems and compare the actions of managers in
the TMS with the data it contains, as well as the consequences of these actions on the
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transportation process and the influence of these data on management decision making.
Before using procedures for analyzing user actions from the TMS event log, identifying
deviations in business processes was a non-trivial task, which was also complicated by the
need to have specialized knowledge from the transport industry. The use of an ontological
model allows us to solve this problem, thanks to the generated thesaurus of entities and
a graph of connections between them. Thanks to the developed ontological model, the
cause-and-effect relationships between various business elements of the transport company
and the external environment, as well as various factors affecting the reliability of the
transport process, are clearly presented.

Therefore, thanks to the digitalizing of all events that occur during the transport
process, a digital transportation model (Figure 11) is created, which is now called a digital
twin. The sources of data on weather and climatic conditions are daily weather reports and
weather forecasts provided by meteorological services. The sources of vehicle operation
data are GPS/GLONASS modules installed in the vehicles. The source of dispatcher and
manager performance data is the TMS event log.
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One of the most important roles in our proposed architecture concept for supporting
transportation process reliability is given to the subsystem analyzing dispatcher interaction
with the TMS that is implemented by means of Process Mining technologies. In the
road transportation industry, erroneous or inefficient actions of dispatchers often lead
to deviations in the terms of transportation, which can be interpreted as a failure. It is
also possible for critical operations to occur due to improper actions by the dispatcher.
For example, before a trip, there is a TMS alert that a vehicle must undergo maintenance.
However, the dispatcher still makes a decision to allow the vehicle to proceed on that
trip believing that under favorable weather conditions the specified route will not cause
difficulties. But this dispatcher’s decision could result in an emergency situation due to an
unexpected change in weather (snow and slush). The use of the digital twin concept implies
that an information system uses the digitally modeled behavior of a given vehicle operated
by a given driver to make a justified and correct decision ensuring reliable transportation.

To form a digital twin of an organization, we propose the following algorithm:

1. Determine the entities of the transport organization and the connections between them.
2. Form an ontological model of a transport organization.
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3. From the TMS event log, select data related to the entities of the ontological model.
4. Use Process Mining procedures to reconstruct the company’s business processes from

the selected data.
5. Diagnose business processes; identify possible deviations; and, if necessary, optimize them.
6. Based on the developed ontological model and the model of optimized business

processes, form a model of the organization’s digital twin.

6. Conclusions

Ensuring the reliable transportation of goods by road in an unstable external environ-
ment is a complex task, and digital solutions can achieve significant success in solving it.
In our research, we proposed an approach that allows one to adapt a TMS to the business
processes of a specific transport company. The result of implementing this approach is the
creation of a digital twin model of the organization, in which business processes are linked
to the semantic model of the business logic of a given company through the implemen-
tation of its ontology. From a practical point of view, this allows the implementation of
flexible TMS architectures, if necessary, modernizing business processes based on the basic
ontology of the enterprise. This, in turn, involves the implementation of a holistic model of
the organization’s digital twin, where its core is an ontological model in which its business
logic is aimed at ensuring the reliable delivery of goods. In our opinion, the approach we
propose is universal in nature and can be applied to various transport companies using
different TMSs. A further goal of developing our research is to add mathematical methods
to our methodology that will allow us to obtain a quantitative assessment of the operating
parameters of the organization’s digital twin.
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