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Abstract: Digital twin (DT) technology, which can provide larger and more accurate amounts of
data, combined with the additional computility brought by virtual environments, can support
more complex connected industrial applications. Simultaneously, the development and maturity
of 6G technology has driven the development of industrial manufacturing and greatly improved
the operational efficiency of the industrial internet of things (IloT). Nevertheless, massive data,
heterogeneous IoT device attributes, and the deterministic and bounded latency for delay sensitive
applications are major barriers to improving the quality of services (QoS) in the IIoT. In this article, we
first construct a new DT-enabled network architecture and computation offloading delay model in the
IIoT. Then, the computation offloading problem is formulated with the goal of minimizing the overall
task completion delay and achieving resource allocation. Since the formulation is a joint optimization
problem, we use deep reinforcement learning (DRL) to solve the original problem, which can be
described by a Markov decision process (MDP). Numerical results show that our proposed scheme is
able to improve the task success rate and reduce the task processing end-to-end delay compared to
the benchmark schemes.

Keywords: 6G industrial internet of things (IloT); digital twin; edge computing; computation
offloading; deep reinforcement learning (DRL)

1. Introduction

Following the initial commercial implementation of 5G networks, industry and aca-
demic organizations have carried out their work to the architecture, requirements, and
applications of 6G mobile networks. The international telecommunication union (ITU)
released a white paper on the 6G [1] vision and candidate technologies in June 2021. As
the next generation communication technology, the direction of 6G technology research
and development has become more and more clear [2]. The industrial internet of things
(HoT) is an intelligent manufacturing model that integrates the sensors, networking tech-
nologies, and data analytics into the industrial production process. The rapid development
of artificial intelligence (AI) technology has brought an explosive growth of industrial
data, and the large amount of data generated during the industrial production process is a
challenge for the IloT [3-5]. How to effectively collect, analyze, and process these data, and
extract the guiding recommendations for industrial production from them is the core of the
design. Realizing such rigorous and diverse service requirements requires the design of
a special-purpose IloT network that incorporates a large number of specialized functions
and technical support. This is exactly what 6G technology is trying to do today [6,7].
This innovative architecture of the 6G IloT network compensates for the shortcomings of
previous wireless network technology applied to industrial field environments, providing
higher security, reliability, and real-time performance.

However, due to the limited computing resources and processing capabilities of IloT
devices, it presents serious challenges for running computationally intensive applications lo-
cally. In order to meet the ever-increasing computing demands, mobile edge computing has
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been proposed as a promising approach that deploys cloud-like computing resources at the
edge of the network to provide real-time computing services to nearby IoT devices [8-10].
The system can offload whole or part of the industrial computing tasks generated on the
IIoT devices to the edge servers, utilizing superior computing resources to accomplish
the tasks [11]. Computation offloading is a promising approach, but it faces a number
of challenges. Firstly, the computing tasks generated by IloT devices are heterogeneous,
such as the amount of data, task priority, required resources, and so on [12]. Secondly, the
computation offloading decision needs to sense the network condition in real time and
dynamically select the appropriate edge server [13]. Finally, how to optimize the offloading
decision online to maximize the system performance is also a problem to be solved. The
emergence of digital twin (DT) technology can well meet these challenges.

Terminology for digital twins was first presented by Michael Grieves [14] of the
University of Michigan as the “Information Mirroring Model”, which later evolved into the
term “digital twin”. Digital twins are virtual representations of the state of a physical entity
or system by collecting data from physical entities through sensors and digitizing them to
create a highly simulated virtual model [15-18]. Digital twins are theories and technologies
with universal applicability, which can be applied to many fields, especially in system
design, product manufacturing, data analysis, and engineering construction, etc. [19,20]. In
view of the above characteristics, a number of studies combining DT and edge computing
have recently emerged. Ref. [21] focused on minimizing the computational offload latency
of DT wireless edge networks in IIoT environments through ultra-reliable and low-latency
communication links. Ref. [22] proposed a mobile edge computing framework based on
network digital twins that would enable intelligent resource management. Ref. [23] studied
the digital twin service caching and request routing problem along with fairness awareness.

In fact, the above solutions for DT combined with edge computing are still in their
infancy and have a lot of room for improvement. First, there is still relatively little research
on using DT for the prediction and optimization of offloading decisions. Second, the
approach adopted generally assumes that each IloT device performs a single computing
task, regardless of the randomness of task generation. As a new research method to
solve time-varying problems, deep reinforcement learning (DRL) can be used to solve
dynamic computation offloading and resource allocation problems. DRL can deal with
the problem of the continuous action space and learn more complex offloading strategies,
which cannot be handled by traditional algorithms. Inspired by the above discussion, this
article considers a DT-assisted edge computing network consisting of multiple mobile
IIoT devices. Computation offloading consists of three steps, offloading, processing, and
feedback. Offloading refers to the use of wireless transmission technology to offload tasks
to edge servers (deployed near the base station, not fixed) via mobile access points (APs).
Processing requires that the edge servers have sufficient computational resources. Feedback
is to return the processing results to the physical device through the AP after processing
by the edge server. Generally, the returned data is much smaller than the offloaded data,
because the offloaded data is the entire data collected by the physical device, whereas
the returned data may only be an instruction. It may not be the same AP that returns the
results since the physical devices are movable. The main innovations of this article are
summarized as follows:

1.  We propose an integrated digital twin and IloT architecture to model the network
systems and all physical devices in the IIoT. The architecture enables more efficient
and optimized network operation.

2. We explore the impact of the heterogeneity of physical devices and the execution time
of different tasks on offloading decisions. A solution based on deep deterministic
policy gradient (DDPG) is employed to realize effective computation offloading. The
solution focuses more on policy exploration than traditional algorithms to improve
the adaptability of offloading algorithms and reduce the communication cost.

3. We have conducted extensive experiments on the proposed learning algorithm. The
results show that by considering various delay constraints, more tasks can be better
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executed, and unnecessary contention and the wasted resources phenomenon can be
greatly reduced.

The rest of this article is organized as follows. The relevant research status is reviewed
in Section 2. The problem is then described in Section 3. The formulations used by the
MDP to describe the proposed problem are listed in Section 4, and the associated learning
algorithm is also given in this section. Subsequently, simulation results are tested and
analyzed in Section 5. Finally, we summarize the paper in Section 6.

2. Related Work

In this section, we review the literature on computation offloading with DT-enabled
architecture using cloud-edge collaboration or edge servers. In addition, we present some
research on computation offloading using Al techniques. In Table 1, we compare existing
studies to further discuss them from different perspectives.

Table 1. Comparison of existing studies.

Offloadin . Optimization
Reference Posi tiong Algorithm lg)bjec tive

[24] Cloud-edge-client DRL Minimize latency performance
[25] Cloud-edge-client FL Minimize the system cost
[26] Cloud-edge-client C3-FLOW Minimize communication cost
[27] Cloud-edge MA-DATD3 Minimize delay and energy
[28] Cloud-edge-client DRL Minimize execution delay
[29] Edge-client SCA Minimize the average delay
[30] Edge-client two-stage Maximize total profits
[31] Edge SCA Minimize latency
[32] Edge UCB Minimize delay
[33] Edge-client ;;Ot?;i(:;;eoi Minimize the average delay
[34] Edge A3C Minimize system energy cost
[35] Edge MINLP Minimize the system latency
[36] Edge GatMARL Maximize QoS
[37] Edge AAC Minimize long term energy
[38] Edge DDON Minimize energy consumption
[39] Edge-client DRL Minimize long term income

2.1. DT-Enabled Computation Offloading with Cloud

In recent years, DT can well replicate the network topology and the physical entities
within it, which has been extended to industrial manufacturing, smart factories, and the
Internet of Things. Therefore, given the technical advantages of DT, offloading locally-
heavy computational tasks to DT-enabled network architectures has been widely studied.
The authors in [24] proposed for the first time a digital twin dual empowered system that
included end users, base stations, and cloud servers, and utilized transfer learning to solve
the edge association problem. In [25], the authors presented a privacy-enhancing federated
learning framework and developed DT-assisted multi-intelligent DRL-based resource
scheduling for federated client association and channel allocation. The authors in [26]
proposed a cloud edge device collaboration, reliable, and communication efficient DT for
low carbon electrical device management. DT-empowered satellite-terrestrial cooperative
edge computing networks were investigated in [27], in which computational tasks from
terrestrial users could be partially offloaded to the associated base station edge servers or
the associated satellite edge servers. In order to satisfy the dynamic service requirements,
Ref. [28] proposed a deep reinforcement learning-based offloading mechanism for cloud
edge collaborative mobile computing.



Appl. Sci. 2024, 14, 1035

40f18

2.2. DT-Enabled Computation Offloading with Edge

By using the base stations closer to the physical entity as the edge servers, the problem
of too wide coverage and heavy transmission burden of cloud computing can be alleviated.
Edge computing usually has the advantage of lower costs of transmission, computation,
and storage. In [29], the offloading problem was transformed into an equivalent convex
problem with tractable solutions, in which users offloaded their tasks to edge servers
using grant-free random access. The authors of [30] developed a two-stage incentive
mechanism to encourage mobile devices to offload more computation tasks to edge servers
when making optimal computational offloading and resource allocation decisions. In [31], a
digital twin-assisted edge computing framework for fair perception delay minimization was
presented and a low-complexity iterative algorithm was developed using successive convex
approximation. Considering the mapping deviation between DTs and actual network states,
Ref. [32] formulated the computational offloading problem as an online matching problem
in an uncertain bipartite graph. By optimizing the subchannels, Ref. [33] aimed to minimize
the total task delay, while accomplishing the interconnection of all IloT devices, edge
correlation, computational capacity allocation, and transmission power allocation.

2.3. Edge Computation Offloading Supported by Al

Integrating artificial intelligence into DT-enabled edge computing and deploying it
on edge servers can better optimize offloading policies. The authors of [34] considered
service caching and task dependencies and proposed a DT-based mobile edge computing
architecture that can support mobile users in offloading dependency-aware tasks. In [35],
the authors satisfied the latency tolerance for latency-sensitive tasks by considering both
computation offloading and service caching. The authors in [36] proposed an algorithm
for learning optimal task offloading and service caching policies with a multi-intelligence
reinforcement approach based on graph attention. The authors in [37] solved the computa-
tion offloading and resource allocation problems by using the AAC algorithm. They used
Liapunov optimization techniques to equivalently transform the original problem into a
deterministic per time slot problem. The authors in [38] effectively solved the problem of
intelligent computation offloading for UAVs. A new approach was proposed in [39] that
allowed distributed mobile edge servers to collaborate on peer-to-peer offloading tasks to
balance compute workloads on edge servers.

By analyzing these previous works, we can summarize the relevant research as fol-
lows. First, a DT-enabled network architecture can provide a solution for some risky field
environments. Second, an Al algorithm can effectively solve the computation offloading
problem in a complex dynamic environment. This is exactly what we will address next. In
addition, we consider for the first time the heterogeneity of tasks generated by IloT devices
and how to optimize offloading strategies for such tasks.

3. System Model
3.1. DT-Enabled Network Model

The proposed digital twin-enabled network architecture is shown in Figure 1, which
is composed of three main elements:

1. The bottom physical device network includes client devices in the IloT, such as smart
machines, sensors, vehicles, and IIoT devices. It also contains devices such as switches,
access points, and databases that assist communication between devices. Sensors
collect data from the industrial field environment and connect to the nearest AP
according to the network topology. Cells led by AP are scattered throughout the
whole work region, operated for monitoring and control among the machines and
the robots.

2. The edge server element acts as a bridge between the network of physical devices
and the digital twin. Digital twin networks are built and maintained with the help of
edge servers. They are also the key to achieving virtual-physical interactions. The
edge server element connects the network service application and the physical device
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network through standardized interfaces, completes the real-time information collec-
tion and control of the physical network, and provides timely diagnosis and analysis.
We can complete the digital modeling of the factory communication environment
before the transmission of data, and then simulate the transmission in the virtual
digital space to evaluate the frequency allocation and channel tolerance. We can also
import additional traffic data to evaluate whether the transmission scheme can meet
the requirements of the service.

3. The digital twin network can predict the optimal transmission channel through con-
tinuous acquisition and intelligent analysis of field data. A digital twin system can be
roughly divided into three modules according to the functions it can achieve.

( Digital twin network ModeliQng Simulation Optimizing \
| W A\’ T S -
I 5 A s Aw é\ : i ,e

- > Gn N

|
|
|
|
|
J

7 . . .
~ _- ~_% __- Virtual communication.

(Ph\ sical device network ——7

Access point

N

Physical communication /

Figure 1. Digital twin-enabled network architecture.

The modeling function module should precisely digitize physical space and realize
the virtual-real interaction between the physical entity and the digital model through
the edge gateway. At this stage, the transmission of data does not necessarily need to
be completely real-time. Data can be collected locally and transmitted periodically in a
short period. The core technology of this module is replication modeling and IoT device
sensing technology. Through sensing, mapping, and process modeling, the system can
recognize the physical objects, complete the digitization of physical objects, and build the
corresponding mechanism model.

In the simulation functional module, the system can create a virtual replica of the
physical entity according to the actual application requirements. The DT analyzes and
understands the data involved, and tests, alerts, and adjusts problems that have occurred
or are about to occur. This function can realize the status tracking, analysis, and problem
diagnosis of the physical space. This module focuses on building a global operational
model based on data from the digital twin without transferring the raw local data.

The optimizing function module combines the results of the model operation with the
dynamic system operation for self-learning and updating. This module predicts, simulates,
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and debugs potentially undiscovered and future new modes of physical space in digital
space based on known modes of physical space operation. After establishing the prediction
of future development, the digital twin will present the prediction content in the digital
space in a way that can be understood and perceived. This module has the function of
active learning. Based on the learned existing knowledge, the system deduces unknown
knowledge. The core technologies involved are concentrated in the fields of machine
learning, image recognition, big data analysis, etc.

The digital twin-enabled network architecture brings obvious efficiency gains and
cost reductions to industrial manufacturing. With the support of 6G technology, closer
connections can be established between edge servers and physical terminals. This also
means that more data will be collected and aggregated.

3.2. Computation Offloading Model

The first step in creating a DT is to develop an accurate and comprehensive virtual
model from the collected field data. After the DT is created, the DT model can be updated
in real time with the data collected by the industrial equipment through the edge servers,
and the decisions in the DT can be mapped to the physical entity.

A directed graph G(N, L) is used to represent the physical device network, where
N ={1,2,---,n,---,N} is the set of physical devices (including smart machines, switches
or access points), and L is the set of links. Accordingly, the virtual topology in the DT
model can be represented as GPT (NPT, LPT). Let F be the set of tasks in the network,
where F = {1,2,---,f,--- ,F} and F is the total number of tasks. A task f € F is defined

as a quadruple f = {d FWE T, n}, where df represents the computational requirement

to process the task, wy represents the transmitted data size of task f, 7 is the maximum
delay bound of task f, n € N is the location of the task. A DT model refers to a network
consisting of DT nodes (i.e., virtualized physical nodes) where the packets forwarding delay
in transmission and processing delay on edge servers are computable. The centralized com-
putation offloading scheme provides deterministic and easily computable latency services.
In the DT model, the delay caused by forwarding packets consists of the following parts:

1. Queuing delay, which is the waiting time in the output port queue due to the accumu-
lation of packets generated by different applications to the same output port.

2. Transmission delay, which is the time consumed to put the packet on the wireless link
and send it from the source to the destination.

3. Update delay, which refers to the delay caused by synchronizing heterogeneous
physical devices when updating the global DT model.

4. Processing delay, which is the time consumption associated with completing a com-
putation task and can be measured in terms of the number of CPU cycles.

In 6G scenarios, physical devices are mobile and may be in the coverage range of
multiple APs. Computation offloading between physical devices and edge servers is re-
alized through wireless channels. To simplify the research, we only consider the uplink
transmissions without backhaul, and do not consider communication interference between
devices. Some advanced industrial applications, such as digitalized operations and pre-
dictive maintenance, require interconnection and cooperation of IIoT devices. When these
tasks are offloaded to the edge server, the local time will deviate from the global time due
to the heterogeneity of the physical devices. In order to ensure coherent data processing on
digital twins, they need offset compensation before processing. For an IloT device, the ap-
propriate edge server will be selected to offload the task based on a set of criteria, including
its physical location, the computing capabilities of the edge server, and the channel state
information. As illustrated in Figure 2, more communication resources can be allocated
to device 2 to mitigate the imbalance in communication performance. Servers with more
computing resources can also be allocated to the computationally-heavy device 3 to reduce
its processing delay.
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Figure 2. An illustration of computation offloading processes.

3.3. Problem Formulation

In this section, we first define a total end-to-end delay for a task and then describe it
with mathematical formulations. Our goal is to minimize this total delay while ensuring
the maximum delay bound of this task. The important symbols and variables used in this
article are shown in Table 2. As described earlier, the end-to-end delay consists of four
parts, a queuing delay, transmission delay, synchronization delay, and processing delay.
The physical device generates running data and synchronizes it with the corresponding
digital twin running on the server. For a physical device 1, its digital twin DT}, is modeled
in its nearby server, as shown in (1)

DT, = {Mn,qn,f, sn,Asn} (1)

Table 2. Explanation of symbols and variables.

Symbol

Description

G(N, L), GPT(WPT, £PT)
DTy,

M, Gu,f,5n, Bsn
F={12,---,f-- ,F}

Network topology

The DT model for a physical device n

DT attribute element of 1 to process task f: DT model, QoS requirements, essential state, deviation
The set of tasks

df,wy, Tf Task attribute element of task f: computation requirement, transmitted data size, maximum delay bound
N={1,2---,n,---,N} The set of nodes in the network

MUn, A f Queue parameter

bk, pﬁ, h};l, ir a2, Tois & Wireless communication parameters

Ly, Py, Dis, Ciee Resource upper limits for various nodes

B Environmental bandwidth in DT model

Tc DT global clock

tfflr Task arrival time

tff” Processing start time

X fr y;‘/ £ Boolean variable

p7te  ptrans Dupdate pro

The composition of total end-to-end delay

nif’ ~nif’ “ni, 4 n,i,
(S, J{l, P, 7{, ) ! MDP attribute element: state, action, transition matrix, reward, discount factor
c(t), p(t),b(t) Distribution of network resources at the current time
T Deterministic policy
wu Parameters of the Actor network
0,0 Parameters of the Critic network
Qo (S, am) Maximum Q-value
0 A small step factor

The server collects operational data from the physical device and constructs the DT
model M, of the device n. g,  represents the quality of service (QoS) requirements to
process task f, s, is the essential state data required to run digital twin applications, and
Asy, is the estimated deviation from data updating.
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For simplicity, we assume that there is only one queue on the output port of one AP.
We use the queuing theory to model the queuing delay as an M/M/1 queuing system.
We define a binary variable x; ¢ to represent edge server i € N that is selected to offload
the computation task of f; x; r = {0,1} is equal to 1 if task f is offloaded to edge server i,
otherwise, it equals 0. For a task f, its queuing delay is denoted as:

1
que
A Ay (2)

Here, the arrival time intervals of task f obeys a negative exponential distribution
of with parameter A, and the node’s processing time for the task also has a negative
exponential distribution with parameter ;.

The transmission delay is closely related to the uplink rate, which is affected by the
amount of traffic and the transmission distance. The uplink transmission rate satisfies
Shannon’s theorem and is related to node transmission power, wireless interference, and
environmental bandwidth. Here, we consider device-to-device communication based on
the shortest distance broadcast channel. The wireless communication data rate between
two devices can be expressed as

Pk We o
o=k Bk 2ot mt
Ruif =Yif blog, (1 + o ) 3)
We define a binary variable yi-‘ s to represent the channel allocation status; yi-‘ = {0,1}
is equal to 1 if channel k is assigned to edge server i to transmit task f, otherwise, it equals
0. b¥ represents the bandwidth allocated to the k subchannel. The channel gain is denoted
as hﬁ ;» which can be considered to be constant, and varies with each update. pk is the
transmitted power of physical device n and ¢ means the power of additive Gaussian white
noise. r, ; means the communication distance between the sender and the receiver. « is
the path loss coefficient. I =}, e an\ (1} pﬁ,h’r‘z,,i,r;,‘fi, is the communication interference
between other physical devices and edge servers.
Thus, we can calculate the average transmission delay as

trans wf
n,i,f Rn,i,f ( )

When the task f arrives at the edge server where the task is to be offloaded, it has to
wait for the DT to coordinate it. We consider a global time scale, as shown by the dotted
lines in Figure 2, and this global clock is updated periodically with update intervals .
Tasks waiting to be processed by the edge server enter the DT’s processing queue in the
latest update:

DR = To (1) — #0174 65 (5)
where T(7) is the global clock at time 7, 7 £ denotes the time when the task f generated
from physical device n arrives at the receiving port of edge server i, and #;% represents the
start time of task processing by server i. T is updated periodically, so choosing different
edge servers brings different offset compensations and service queue lengths. Finally, the
processing time of the task by the edge server is expressed as

d
pro 7f
D= C (6)

where C; is the CPU cycle frequency of the edge server 7.
Therefore, the total end-to-end delay of the task f generated by physical device # can
be expressed as

1 ue update ro
D% = DZ,i,f + Dyt + Dn,’:',f + DZ,i,f )
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Now, we intend to minimize the end-to-end delay by formalizing it as an optimization
problem. The constraints of the optimization problem are shown in (9)—(18) according to
the order of appearance of the variables.

P: minimize ., D}t 8)
s.t. Zie/\f Xif = 1, VfeF )
A
o <1LVfeFVneN (10)
n
A
—— < LF,VfeFVne~N (11)
Pn = Af
B
0<bF<—, vk (12)
K]
0 < pk < PI*,vn e N, Vk (13)
0<d; <Dy, VfeF,VneN (14)
Te(t—1) < tyir < Te(1), Vf € F,Vnie N (15)
To(t) <7, VfEFVieN (16)
0<C<C, Vie N 17)
0< D% <15, Vf € F¥nie N (18)

Constraint (9) indicates that the computation task can be offloaded to only one edge
server. Constraint (10) describes the service intensity of the physical node for task process-
ing in unit time and ensures that it has a steady-state solution. Constraint (11) restricts the
queue length on a device # to not exceed the upper limit of queue resources. Constraint (12)
ensures that the allocated bandwidth is non-negative and cannot exceed the bandwidth
utilization limit of the network, assuming that there are |K| subchannels over the whole
bandwidth B. Constraints (13) and (14) guarantee that the transmit power and computation
data size are non-negative and no more than the limits of their generation nodes. Con-
straints (15) and (16) describe the time limit for a task to reach the edge server, which must
arrive before the next update to be processed in this round. Constraint (17) guarantees
that the computation capability of the edge server is non-negative and cannot exceed the
upper bound. Constraint (18) guarantees each task must be processed within its maximum
delay bound.

4. DRL-Driven Offloading Scheme Based on DT

According to the analysis of problem (8), the computation offloading problem is a joint
optimization problem, which requires strict assumptions and constraints. The performance
of traditional optimization approaches depends heavily on the selection of thresholds,
which is a challenging task for multi-constraint problems. Because of its powerful intelligent
decision-making ability, DRL has been widely used in the field of user association and
environment interaction in recent years. Mathematically, we would normalize such an
optimization problem as a Markov decision process (MDP). The DRL algorithm is used
to find the solution effectively. In order to improve the flexibility of the system and solve
the delay minimization problem, we propose a DT-enabled DDPG algorithm to find the
optimal solution. The trained network model can be used for optimization and can handle
dynamic system states.

4.1. Digital Twin Simulated MDP

In reinforcement learning, the DRL agent learns the current state from the environment
and takes actions that lead the system to the next state. The environment gives the agent a
reward based on the action. In order to solve the problem (8), the system first establishes
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an MDP, i.e. MDP = (S, A, P, R,7), here v € [0,1] is the discount factor. From Figure 3,
the current state s; is constructed by the digital twin and output to the DRL agent.

DRL Agent
Actor Critic
Optimizer Optimizer  ¢—
Update 'ul TT[H (Sm) Update el T QG (Sm ’ am)
aan Original actor p Qo (Sm, 7y (Sm)) Original critic 6 ~
t E > 7% ‘_;_
— 0 = (5i) 0009 L
Update u'l Update 6’| =
.. B
Target actor ' Target critic 6’ o)
» 6)“
' X7 "‘ 3 —
Rk @y = 7, (5,
‘K%A. Sl u ( +1)
qE I ar
> Experience :% G s . )
| Replay Buffer | Sampling (| émeSmt i
Mini-batch
St+1 T}
Digital State Interaction
Twin i
R Model state Reward function - Offloading
Virtual Communication Environment
B Channel bandwidth ~  Transmit power - Available subchannel
Figure 3. Structure of the DDPG agent.
The current state s; € S is expressed as
INPT| DT
st = {Zn_l DT,(t),G""(t),B (19)

In (19), DT} (t) represents the DT model of the corresponding physical device. GPT (t)
represents the current state of the network, including the available resources of the nodes
and links. B is the wireless channel bandwidth, which is a constant.

The action space describes the DRL agent’s strategy for resource allocation. We define

the action space as a; = <a(t)ff,a¥s”>. In the tuple, a?ff = {azj;f(t) e01]lieN, fe ]—"}

denotes whether task f has been offloaded at node i. a}*"“ = {c(t), p(t), b(t) } indicates the
resource utilization in the network, where c;(t) € c(t) represents the computation resources
of edge servers, p,(t) € p(t) represents the transmit power distribution of the node at the
current time, and b¥(t) € b(t) represents the bandwidth allocated to the current subchannel.

Through DT, an immediate reward r; is returned, and the system is transferred to a
new state 5,1 with state transition matrix P. The goal of the DRL agent is to find an optimal
policy that can maximize the long-term cumulative reward R. Our goal is to minimize the
total end-to-end delay. Therefore, the immediate reward function is defined as

_ total
"t = _Zn,ie/\/,fe}‘ Dn(ii,‘} (20)
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The reward described in (20) is the delay criteria; the smaller the processing delay, the
higher the reward value. If the service delay of a task exceeds its maximum delay bound,

the task will be discarded. In this case, we set the punish reward D;Of’jfl = 14.

4.2. Solution Based on DDPG

In this section, the DT-enabled network is considered as a DRL agent to resolve tasks
and make decisions. At each time step £, the agent is given a set of states and learns the
policy that allows the agent to maximize its rewards in this environment. After executing
the action, the agent obtains feedback from the environment and accesses the value of
the policy to optimize the parameters of the neural network. The commonly used DDPG
algorithm is an actor—critic algorithm that supports continuous action spaces. It uses two
networks to generate actions and evaluate the current policy. The structure of the DRL
agent is shown in Figure 3. Both the actor and the critic networks contain an original
network and a target network.

Let us start with the actor network. At time step ¢, the agent executes a; in the DT
virtual environment and then obtains the next state 5,1 and immediate reward r;. Existing
known tuples (st, at, 5441, 1¢) are stored in the experience replay buffer for further training.
When the experience buffer overflows, DDPG constructs a mini-batch by randomly select-
ing M samples in the buffer. Let (Sy, @n, Sy+1, ¥ ) be the m sample in the mini-batch. At the
same time, the actor takes as input s, and outputs a deterministic action, and the network
that produces this action is defined as a,, = ﬂy(sm). Here, 7t denotes the deterministic
policy and yu represents the parameters of the Original Actor network. When this action is
input to the Critic network, it can obtain the maximum value Qg (s, 4 ). The ideal output
of the network is an accurate evaluation of the policy, so that the Actor network can adjust
the policy accordingly and discard the actions with poor Q value feedback. The Actor
network is designed to maximize the output Q value of the Critic network, so it is updated
based on gradient boosting. The loss function is given a minus sign to minimize the error.

L(n) = E[_QG(Smr ﬂ;t(sm))] (21)
The gradient expression of Q with u can be obtained by the chain derivation rule.

Vil (w) = iznj\le (Va,, Qo (sm, am)V 7ty (sm)) (22)

M
Moreover, it is the Target Actor network that updates the value network Critic, which
has the same structure as the Original Actor network except that its parameter is p/'.
Both Actor networks output actions, which soft update the parameters of the Target
Actor network.

K = pp+ (1—p)y (23)

Here p is a small step factor that controls the updating speed.

Now consider the Critic network; its role is to fit the value function Qg (s, a4y, ). Simi-
larly, the Critic network has an original network and a target network with parameters 0
and ¢’, respectively. The input sides of the two Critic networks are from different sources,
and both output sides are the Q value of the current state. The input of the Original Critic
network is the action output from the current Original Actor network. There are two Target
Critic network inputs, the observed value of the current state and the action output from
the Target Actor network.

The optimal value of the state—action pair is obtained according to Bellman equation:

Q*(sm, am) = E(r(sm, am) + ¥Q* (Sm+1, Am+1)) (24)

where Q* denotes the optimal value. In DDPG, we directly approximate Q* with a neural
network Qg with parameter 6. Through training, the neural network can output an accurate
estimate of Qy for a given state—action pair. Then, we build a loss function measured



Appl. Sci. 2024, 14, 1035 12 of 18

by mean squared error through temporal difference (TD) learning, which can be used to
measure the estimated deviation of Qg (s, ) to the Bellman equation.

L(6) = E[(r(su, am) + Q" (w1, A1) — Qo (sm, am))’] (25)

Next, we obtain the gradient for the loss function

VGI(G) = ]E[Z(V(Smr ﬂm) + 'YQ* (5m+lr am+l) - QQ(SmI am))er(smr am)] (26)

With the gradient, we can use gradient descent to solve the above optimization
problem. The TD target r(su, ) + YQ* (Sp+1, am+1) changes after each network parameter
update, which is not conducive to the stability of training. Therefore, it is common to use
two sets of networks: an original network (parameter ) and a target network (parameter
0) to estimate Qg (Sm, am) and Qg (Sy+1, Am+1), respectively. That is, the parameters of the
target network are not updated immediately with each update but are synchronized with
the original network parameters after a certain interval.

2

Vel (0) = MZle [r(sm, am) +7¥Qo (Smy1,8m+1) — Qo(Sm, am )]V Qo (Sm, am) (27)

Soft updates to the parameters of the Target Critic network are given by
0 < pf+ (1—p)o (28)

The workflow of the proposed algorithm is presented in Algorithm 1.

Algorithm 1: DRL-driven computation offloading algorithm with DT-enabled architecture

Input: The original Actor parameter . The target Actor parameter u'. The original Critic
parameter 6. The target Critic parameter 6’. Discount factor 7. Soft update step factor p.
Mini-batch size M.

Output: Computation offloading scheme and network resource allocation.

1. Initialize Actor networks and Critic networks.

2. forepi =1 to thresholdr do

3. Digital twin observes its DT},.

4 Normalize the state S and receive the initial state S7.

5 for step = 1 to threshold do

6. Choose and execute action a; and map it onto DT},.

7 Calculate reward r; and receive next station s; 1.

8 if the experience replay buffer is not full then

9. Store transition (a, ¢, S¢11,7¢) in the buffer.

10. else

11. Randomly replace a tuple in the buffer.
12. Sample a minibatch of M transition (., Sy, Spt1, 'm)-
13. for m=1to M do
14. Calculate the target value based on
Q* (Sm/ am) = E(}’(Sm, am) +yQ* (Sm+1/ am+1))~
15. Update the Original Critic network by
L(0) = E[(r(sm, am) + 7Q" (Sm+1, @m+1) — Qo(smsam))?].
16. Update the Original Actor network by
L(p) = %Zi\ndzl (Va,, Qo(Sm, am)Vyurty(sm))-
17. end for
18. end if
19. Soft update the Target Actor network by
W pp+ (1—p)p'.
20. Soft update the Target Critic network by
0" < p6+ (1—p)6’.
21. end for

22. end for
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5. Experiments and Discussion

In this section, we carry out extensive experiments to simulate the proposed DT-
enabled DDPG algorithm. These experiments are used to evaluate the learning process and
network performance of the proposed computation offloading scheme in a 6G IIoT scenario.

We use Python 3.8 and TensorFlow 2.4 to evaluate our proposed algorithm. We
consider a network with a maximum of 12 edge servers. The physical devices are connected
to the edge servers through access points and the number of IloT devices is between 40
and 50. The process by which IloT devices generate computing tasks follows a Poisson
distribution. The arrival rate of tasks on each access point is between 1 and 5 per second.
We consider Rayleigh fading channels. Three fully connected hidden layers with [256 256
512] neurons are deployed for DDPG, and its output layer is activated by the tanh function.
The batch size is 32 and the total training episode is 2000. All the experimental results have
been performed by extracting 100 data points on a PC with 2.81 GHz CPUs, 8.00 GB RAM,
and Windows 10 OS. The key parameters employed in the simulations are summarized in
Table 3, unless specified.

Table 3. Key parameters in experiments.

Parameters Value
Maximum number of edge servers 12
Number of physical devices 40~50
CPU cycle frequency of IloT (0,1] GHz
CPU cycle frequency of edge server (1,2] GHz
Task computation requirement [100, 200] M
Bandwidth 20 MHz
Gaussian white noise power 10~ 1 mw
Batch size 32
Episodes 2000
Sample rate 0.1

We first tested the learning relationships of the DDPG algorithm with different pa-
rameter settings to get the best rewards. Figure 4 describes the influence of the proposed
algorithm on the convergence performance at different learning rates. The proposed algo-
rithm achieves poor performance after convergence when the learning rate is 0.01. The
reason is that the greater learning rate will cause both the actor network and the critic
network to adopt large updating steps. The algorithm converges faster and can obtain
better cumulative rewards when the learning rate is 0.001. When the learning rate is very
small, e.g., 0.0001 and 0.00001, the algorithm produces large fluctuations in the convergence
process. The reason for this is that the lower learning rate makes the network update more
slowly and therefore requires more training steps to obtain better results. In subsequent
experiments, we set the learning rate to 0.001.

Next, we evaluate the effect of the discount factor on the system rewards. Figure 5
describes the influence of different discount factors on the convergence performance of
the proposed algorithm. The discount factor is used to adjust the weight of the effect
of long-term and short-term rewards on the system. The larger the 7 value, the more
the agent considers long-term training factors, and the higher the training difficulty. The
smaller the y value, the more the agent focuses on short-term benefits, and the lower
the training difficulty. From the figure, we can see that the trained rewards value has
the best performance when the discount factor is 0.01 (Figure 5a) and 0.1 (Figure 5b),
respectively. The reason is that the environment of different periods is quite different, so
the generalization ability of different periods is poor. The discount factor is not a universal
hyperparameter, and its optimal value may be affected by many factors such as task,
environment, and algorithm. In different scenarios, the discount factor needs to be adjusted
and optimized to maximize the performance of the algorithm. In the following experiment,
our communication scenario is set as a discount factor of 0.01.
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Figure 5. System rewards under different discount factors: (a) C; = 0.6 GHz, p’,‘, =0.1W;(b) C, = 0.6 GHz,
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For performance comparison, we enumerate two benchmark schemes: (1) the local
processing scheme and (2) the nearest edge server selection scheme.

(1) Local processing scheme: all computing tasks are performed by local devices, and DT
is not enabled. The simulation scenario is a normal 6G IIoT network.

(2) Nearest edge server selection scheme: in a DT-enabled network architecture, the
nearest edge server is selected to offload the computation tasks.

Figure 6 depicts the end-to-end delays under different offloading strategies. The
proposed DT-enabled DDPG algorithm is compared with two benchmark algorithms. From
the figure, we can see that in all three scenarios, the end-to-end delays lengthen as the
amount of task computation requirement increases. When the network throughput reaches
equilibrium, the end-to-end delays stay at their maximum values, which are 175.51 s,
108.23 s, and 79.82 s, respectively. This is because as the amount of task computation
requirement increases, the system needs more time to process the data. When the task
computation requirement is a constant, the end-to-end delay of the proposed DT-enabled
DDPG algorithm is the smallest, followed by the DT-enabled nearest selection, and the
end-to-end delay of the local processing is the longest. This is because the local processing
capability is limited, and although the transmission delay associated with offloading tasks
is avoided, the processing delay is the longest. The factors to consider in DT-enabled
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nearest selection are relatively simple, which may cause an edge server to become too busy
and increase its processing delay.
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Figure 6. End-to-end delays under different task computation requirements.

Figure 7 illustrates the variation of end-to-end delay with the change in the number
of edges servers in different scenarios. Since this scenario requires the participation of
the edge server, we compare the variation of end-to-end delays when the transmission
powers are different. As can be seen from the figure, when the transmission power is
larger, the end-to-end delay will be reduced, because the transmission delay is reduced.
The gap between the two schemes increases as the number of edge servers increases, with
a maximum gap of about 33.52 s. Similarly, when the transmission power is constant, the
delay of DT-enabled DDPG is smaller than that of the DT-enabled nearest selection. For
example, when the transmission power is 0.1, the maximum difference between the two
schemes can reach 36.25 s. As the number of edge servers increases, it brings more system
processing capability, so the end-to-end delay decreases.
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Figure 7. End-to-end delays under different numbers of edge servers.

Figure 8 depicts the variation of end-to-end delay with the change of the edge server
CPU cycle frequency. Since the changes in the processing capability of the edge servers also
have no impact on the local processing, we set the scenarios to be the same as in Figure 7.
As can be seen from the figure, as the CPU cycle frequency increases, the end-to-end delay
decreases. The value is reduced from a maximum of 98.01 s (0.1 W) to a minimum of 49.98 s
(0.2 W). When the transmission power remains the same, the difference between the two
schemes is about 20 s to 30 s. This is due to the increased processing capability of edge
servers, which reduces the processing delay in the total end-to-end delay.
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Figure 9 shows the influence of different offloading strategies on the task success rate.
It can be seen from the figure that the task success rate decreases as the amount of data
generated for the task increases. The increased amount of data means that since more
network resources are needed to process it, some tasks are discarded because they exceed
the maximum delay bound. This can be improved by increasing the processing capability
of the CPU (both local and edge). In the case of the same amount of task computation
requirement data, local processing has the longest end-to-end delay, so it has the lowest
success rate, which is from 86.43% to 57.03%. Algorithm DT-enabled nearest selection
has an intermediate success rate, which is from 92.47% to 63.87%. Algorithm DT-enabled
DDPG has the highest success rate due to the comprehensive consideration of various
factors, which is from 98.03% to 95.01%.
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Figure 9. Success rates under different offloading strategies.

6. Conclusions

In this article, we propose a computational offloading strategy in 6G IloT networks
with DT-enabled network architecture by considering end-to-end delay as an optimization
objective. This strategy provides a real-time and effective method for processing hetero-
geneous task requests in 6G networks. The main innovations include the following two.
First, the mobile IIoT device finds the optimal offload edge server in the network system
enabled by DT. Second, we design a DRL-based offloading system that employs the DDPG
algorithm to train the offloading strategy and minimize the end-to-end delay of the task
by jointly solving the optimization combination problem. Numerical results show that
compared with the benchmark schemes, the proposed algorithm has achieved significant
improvement in both task success rate and end-to-end delay.
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As a future research direction, we will consider the load balancing problem on edge
servers and the collaboration among edge servers. We will consider migrating the tasks on
computationally heavy servers partially or entirely to other servers for processing. How to
select the right server for task migration will be a challenging research direction.
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