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Abstract: This article will discuss the software development process utilised in the GNSS-denied
navigation project targeted for drones. The process was implemented in an environment where
software developers were oriented to developing a source code only and who showed great reluctance
to follow any formal process. The mentioned process was a lightweight AGILE-based process that,
by assumption, minimised developers’ engagement in activities other than those related to the
source code development. The process described in this paper was designed to support and reflect
product quality characteristics like functional completeness and correctness, time behaviour, resource
utilisation, analysability, modifiability and testability in an “implicit” way. It allowed the developers
to achieve those characteristics in an “invisible” manner. This allowed us to achieve acceptable
product quality without needing to engage experienced architects. The described process needs
improvements and extensions to satisfy certification needs. However, for the prototyping or research
phases, it may be a perfect solution for facilitating future product modifications and saving costs.
The process improves product quality by underlying the value of transparency, performing specific
actions and incorporating specific attributes related to team tasks. This research also focused on
finding a metric related to process acceptance in a given environment, resulting in a three-degree
scale showing whether the process needed improvements or was accepted by the environment. Such
a metric is a new finding and the metric implies that there are some factors that stand behind any
process, which determine whether it will be friendly to the environment (people with their habits,
work style, personal traits, etc.) or not. However, investigating factors that determine the process
acceptance and that are connected to the environment traits were beyond the scope of this research
and will be considered in the future.

Keywords: software engineering; systems engineering; quality; development processes; drone-dedicated
software development

1. Introduction

Has anyone ever mentioned what quality is actually about? Is it something that we
see that looks good? Or is it soft and nice to touch? Or is it something that is not tangible
and is invisible? If one ever heard such questions or wondered how to find an answer, one
would probably also notice that the answer is tangible and invisible. The invisible part
is usually related to the manufacturer or solution provider, but the tangible part is rather
familiar to the end user.

Plato defined a quality as “some degree of perfection”. Studies on quality have unveiled
the internal and external quality factors that significantly impact product quality. Internal
factors are invisible to the end customer and are dependent on the overall work organisation
by the development team. This work organisation is called “the process”.

As mentioned in [1,2], the development process is a key factor in achieving software
product quality. The high-quality impact on cost savings is also mentioned in [2,3]. Our
environment, however, dominated by software developers working with the source code
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only, is characterised by the reluctance to follow any formal process. A process is im-
portant for product certification, though. The tendency to jump into design “right now”
without obtaining greater knowledge about the problem to solve or the solution itself is
mentioned in [4,5]. We encountered the same issue. We were then faced with a choice,
either to impose any well-defined process and struggle with its execution by the developers
or to design a lightweight process and progressively measure how much is acceptable
and modify it to better match the environment. A lightweight process is more likely to be
accepted in the beginning by developers than a fully-fledged one.

Analysability, modifiability and testability are important cost-saving characteristics
that need to be ensured, especially when the product is going to be improved in the future or
if there is a vague understanding of the solution at the beginning. A vague understanding
and knowledge maturation during development may cause a lot of changes after product
development starts. This is common to projects targeted to develop innovative solutions
and is almost absent in typical ones. See Section 3 for considered factors in the case of
this article.

Our environment, dominated by software developers oriented in source code devel-
opment only, instead of being reluctant to formalise, is also characterised by the lack of
software architects and overall experience in developing software architectures, which, as
stated in [3,6,7], are important to ensure software product quality characteristics, especially
like modifiability and analysability.

This research focused on supporting product quality characteristics without the need
to put a big emphasis on product design, and to look for a metric that will allow us to
assess process acceptance by the environment. Further investigations on factors deciding
on acceptance or rejection will be provided in the future as this requires more data and
experiments. Results of future research will enable designers to consider process traits
while designing a development process in any project. This research found a solution how
to measure whether the process described in the further text needs changes or is designed
enough to be accepted by the given reluctant environment. These results will be taken into
account in further research as evaluation criteria.

Comparing the proposed process with a standard AGILE process, like the one men-
tioned for instance in [8], it is worth highlighting that the proposed one does not foresee a
strong interaction with the user. It is actually based on an assumption that the customer
shows very weak engagement or that it is an internal customer (different division in the
same company). The only customer involvement required while validating requirements is
what happens before the process starts. Having this, customer needs are assumed to be
known and stable for the rest of the development effort. This is also a good practice while
having safety requirements to satisfy. In the case of the existence of safety requirements, as
mentioned in [9], a more predictive (plan-driven) development approach will be suitable
over an adaptive one. Safety requirements have their source in analysis, such as preliminary
hazard analysis (PHA) [10], functional hazard analysis (FHA) [10] and so on, or failure
mode and effect analysis (FMEA) [11] analysis, and very often safety requirements are
implicit requirements (not stated clearly) that need to be uncovered by engineers. Safety
requirements also need safety tests to be planned and performed, which requires more
broad knowledge at the beginning to ensure adequate resources and prepare adequate test
scenarios. Regarding the process mentioned in Section 3, the existence of safety require-
ments is not a factor eliminating the proposed process from use. Requirements specification,
prepared by the requirements engineer, is the input for a given process. This means that
safety requirements may still be satisfied with the proposed process as their identification
takes place before the process begins, along with safety test scenarios. What is more, the
proposed process helps ensure that any requirement, including safety requirements, is
reflected in the final software product.

Compared with a standard AGILE process, it is also worth mentioning that the adapta-
tion is achieved differently. Adaptation is understood as the ability to learn from experience.
The standard AGILE approach assumes that adaptation is ensured by frequent interactions
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with customers/end users, which is not a common situation in many research projects
in which we have been involved. The proposed solution enables adaptation by ensuring
transparency that supports inspection, as mentioned in Section 3.2.4. The adaptation is
achieved by self-concluding all the struggles and obstacles, and understanding the problem
and solution during the retrospective activity described in Section 3.2.4. The adaptation is
supported by a specific sequence of activities, tools and attributes, as mentioned in Section 3.
After each iteration, developers knew more and better understood the solution, which
resulted in better decision making and choosing better solutions in the next iterations.

While comparing the mentioned process with the plan-driven approach, we need to
highlight that the product backlog mentioned in Section 3 is a kind of a plan that drives
further work.

In summary, the software development process proposed in Section 3 may be used
to develop software, no matter whether a higher level process (project process, systems
engineering process, etc.) is adaptive or plan-driven. The only difference will be visible
in the product backlog and if it will be filled once in the project lifetime (when a higher
level process is plan-driven, and assuming no changes are introduced during execution) or
iteratively in small portions (when a higher level process is an adaptive one).

In Sections 2 and 3, we will discuss the general process, the basic concepts and the
objectives of any process. Then, in Section 4, we will explain how the software development
process was designed on the example of a particular drone-related project.

We will analyse the process, what problems were encountered and solved and what
can be performed better to improve this process in the future. In Section 4, the standard
and dedicated metrics used to assess the process quality will be described, followed by
the conclusions.

2. Process Fundamentals
2.1. Generic Process Fundamentals

A generic process is defined in [12] as a “set of interrelated or interacting activities, which
transforms inputs into outputs”. Activities mentioned in the process definition, as defined
in [13], are a “set of cohesive tasks of a process”. Going a bit further and making the definition
more “elastic”, Prince2® [14] clearly states that this set of activities is designed to meet a
given objective. It gives some freedom in understanding the idea of the process and leads to
thinking about it as something we can create or change depending on our needs. Tailoring,
as addressed in [9,15], is a process that allows the adaptation of standards or somehow
defined processes to make them more suitable for the environment and needs.

Each process can be measured as mentioned in [12,16] and has a set of basic metrics
that constitute values for process assessment. Regarding ISO 9000 [12], there are two
metrics as follows:

- Effectiveness of process: ability to achieve desired results;
- Efficiency of process: results achieved vs. resources used.

But, in contrast, the ECSS-Q-ST-80C [16], which is targeted to software product as-
surance in space engineering, defines the following two basic characteristics of a process
utilised to develop and maintain software products in space applications:

- Duration: how phases and tasks are being completed versus the planned schedule;
- Effort: how much effort is consumed by the various phases and tasks compared with

the plan.

We can see now that metrics used to assess the process may vary and may be derived
from constraints such as standards to which we must adhere.

The general idea of a process is shown in Figure 1.
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Figure 1. A general idea of a process.

As stated in ISO 9000 [12], inputs and outputs to/from the process may be tangible and
intangible. It may be any formal or informal document, source code, executable software,
materials, equipment, information, energy, etc.

That is the general idea of a process. More about the benefits of the process approach,
linking and implementing processes, etc., may be found in [12]. Instead of a generic
process, we can find a variety of process type forms. Each has its objectives, requirements,
activities set and types of inputs and outputs. For example, project processes may be
found in [9,17], processes related to software development in [13,18–21], processes related
to systems engineering in [15,22] and quality management/assurance in [1,16].

2.2. Why Is Process So Important?

Martin Fowler, one of the authors of the AGILE manifesto [23], in his article published
in 2019 titled “Is high quality software worth the cost?” [2], defined an internal and external
dimension of the quality. He mentioned that internal quality is something that the customer
cannot see but is visible and experienced by developers. Also, high internal quality brings
many more benefits than external quality, no matter the initial slowdown at the beginning
of the project. It is compensated later. Robert C. Martin, in his book [3], mentioned that
software is not only about writing source code, and highlighted the big meaning of software
architecture in ensuring software quality. In the foreword of quality standard [1], it is stated
explicitly that quality management of the software process is crucial to achieving software
quality, and such a process must be planned, controlled and improved. It is obligatory for
the military drones’ software.

The Fowler’s text mentioned at the beginning of this chapter leads to the conclusion
that process is the key to the success of a software development process. In 1992, NASA
wrote in their recommended approach for software development [24], that one of the
keys to success is to develop and adhere to the software development plan (SDP). The
software development plan is addressed in [19,20,24–26] and is a document that describes
the development environment and development activities and its relationship/process, etc.
It addresses the plan for software development and its process description as its main part.

Another confirmation of the process meaning for the project can be found in the
INCOSE SELI guide [27]. One of the leading indicators in systems engineering is “process
compliance trends”. The explanation given to this indicator clearly states that poor or
inconsistent systems engineering processes or weak adherence to defined processes increase
project risk.

One more proof for the above claim is presented in the AGILE PM handbook [17],
which states clearly that quality corresponds to both the range of features delivered and
their technical quality. This is all sealed with the statement that the process is imperative to
achieving quality.

Now, let us look closer at the software development process in the GNSS-denied
navigation system development project.



Appl. Sci. 2024, 14, 10347 5 of 22

2.3. Software Development Process

First, let us explain what the software development process means from the system
engineering and software engineering point of view.

The software development process and its activities are documented in [13,18]. Some
more specialised processes are targeted and tailored to the specific needs of a given do-
main. For instance, the considerations regarding the software development process for
aviation are documented in [6]. They should be used for drones with a maximum take-off
weight between 150 and 20,000 kg intended to operate in a non-segregated airspace [28].
Considerations for space applications can be found in [16,20,21,24].

We can sum up that any software development process usually concerns the following
aspects of software engineering [21]:

- Requirements definition;
- Design;
- Production (implementation);
- Verification and validation;
- Transfer (installation);
- Operation and maintenance (utilisation).

Sometimes, other aspects are also considered during the software development process,
for instance, as addressed in [6], software planning, certification, integration or disposal [13].
They are the key aspects of the certified drones applied in civil and military areas. Some
processes, like quality management or configuration management [15], are also considered
during software development. How much support processes are incorporated into the soft-
ware development process designed for the project depends on the need (contract regulations,
company rules, etc.) and tailoring [9,13,15] associated with it. Knowledge areas like quality
management and assurance [16], version, configuration or change management [1,18,29]
are also within the scope of software engineering [18] and, thus, shall not be omitted while
considering a software development process. As mentioned in [6,13,15], they are crucial to
achieving an acceptable quality of a product or service and then for certifying the software
and the drone.

3. Software Development Process Given for Consideration in This Paper

The designed and described process analysed in this article is not a standard adaptive
process but is tailored to the specific environment and needs. The “end user” of that software
is an autonomous drone, capable of operating for hours in GNSS-denied conditions.

This was an AGILE [8,9,17,22,23] -based process, driven by three scrum pillars [30], as
they were considered valuable and helpful in the target environment. The main factors that
dictated the implementation of the identified process activities, which had a big impact on
how the process looked, were cumulated around the following:

- Current work style;
- Company internal regulations;
- Team experience and attitude to adhering to established processes;
- Different locations of teams (teams were not working in one place);
- Research character of a project that was burdened with a dose of uncertainty regard-

ing the direction of understanding the problem; product development started from
Technology Readiness Level 4 (TRL 4) [31] and was targeted to achieve Technology
Readiness Level 6 (TRL 6);

- Knowledge maturation regarding the problem to be solved and possible solutions
that may significantly change current ideas and draft solutions that may generate
frequent changes;

- Plans regarding project continuation in the future and development of the product to
a higher Technology Readiness Level [31].

More about the presented and discussed project may be found in Borodacz et al. [32]
and Pogorzelski et al. [33].
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The factors mentioned above are justification for choosing an AGILE-based process
over a plan-driven one as a base for development. As stated in [9], while selecting a
development approach, product-, project- and organization-related factors should be taken
into account.

The most important factors from those mentioned above that were decided in our case
were as follows:

- A big dose of uncertainty related to the research character of the project; in fact,
our knowledge greatly matured during development, which might cause a lot of
unexpected changes;

- Low team experience in following established process and reluctant attitude to follow.

In fact, only two of the three groups of factors mentioned in [9] had a significant impact
on the decision, as factors related to the project group were stable enough to put them in
second place. To find the justification for using three scrum pillars, please see Section 3.2.4.
In general, the decision that stands behind those pillars is cumulated around adaptation,
which allows us to be smarter in the future by learning from the past.

3.1. Aspects Considered in the Process for the GNSS-Denied Navigation System Development
Project for Drones

There were many aspects and issues to consider including in the drone-dedicated
software development process chosen as an example project. These were as follows:

- General standard development approach to use as a base for tailoring: a good software
engineering practice used in the company;

- Software requirements: elicitation/decomposition/definition;
- Quality characteristics of the desired product: functional completeness and correctness,

time behaviour, resource utilisation, analysability, modifiability and testability, as
described in ISO/IEC 25010 [34];

- Software design: a good software engineering practice used in the company;
- Software implementation: embedding that software into the onboard

navigation computer;
- Software verification and testing: software-in-the-loop and hardware-in-the-loop

laboratory tests;
- Standards to consider: DO-178C [6];
- Process metrics: individual velocity, team velocity, process suitability in a

given environment;
- Tools that support activities: Gitlab and Enterprise Architect;
- Transform software requirements into “issues” [35] or tasks to ensure the product is

complete and traceable;
- Defects and errors management to ensure every defect and error found is addressed

in the software;
- Version and release management to enable control and product management.

The drone-dedicated software development process and its details were addressed in
the software development plan (SDP). It was prepared before the development activities
began in the project planning phase [9] to reduce the overall risk associated with the
software development activities. Now, we will analyse the software development process
in detail.

3.2. Software Development Process and Activities in the GNSS-Denied Navigation System
Development Project for Drones

After considering, many factors like requirements certainty, scope stability, ease of
change, etc., that helped choose the project approach mentioned in [9], the decision was
made to apply an adaptive approach over a hybrid or plan-driven (sometimes called
“predictive”) approach for software development, with some modifications that will be
addressed further in this chapter. According to this paper’s title, we will discuss the process
for drone-dedicated software development only, not for the entire project. The approach for
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the whole project was the subject of a project management plan (PMP) or project plan [36]
and is beyond the scope of this paper.

Regarding the software development process for drones, even though the software
requirements [13,37] and scope were stable and were derived from the system level [15],
the degree of innovation was high. Therefore, there needed to be a “place” left for changes
as the developers’ knowledge matured with the product development and as the software
was the main and key part of the product (the drone). The development team size was also
considered, and it was below 10, which was suitable for an adaptive approach [9,30]. One
of the objectives of the software development process was to reduce the risk associated
with the development activities [27]. Another was to introduce resilience by providing
the team’s ability to adapt and respond quickly to uncertainty related to high product
innovation and new process approaches.

The general view of the software development process for drones implemented in the
project is shown in Figure 2.
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The process was focused on three basic activities: iteration planning, software imple-
mentation and testing (coding and tests) and retrospective [17,30] (a review and conclusion).
Input data that were needed to perform the process activities were the software development
plan (SDP), software requirements and design descriptions of components developed during
the project as software solutions. The outcome of the process was the software release.

The applied process, in general, was an adaptive one, based on three important scrum
pillars: transparency, inspection and adaptation [30]. These pillars formed the basis for
every activity within this process.

3.2.1. Preparation Activity

Software requirements taken as input to the process were already prepared and
somehow stable (at least 75% of the expected number) before the software development
process activities began. That gave a better view of the development scope and allowed
us to plan the tasks and support ensuring product completeness by providing traceability
(task to requirements and vice versa). Software requirements were then transformed into
“issues” (Issue definition may be found in [9,35]), which represented tasks to be completed.
The term “issue” corresponds to the term used in a tool chosen to support the example
process and will be explained later.

Functional requirements defined in [15,18,29,37] were first represented by issues
whose names corresponded to the name of a function represented by such requirement
and were given a special label, marking the issue as a function like “function 1, function
2, function n”. Labels were also a consequence of a chosen tool, with each issue having a
requirement, as a parent gives a special link to the issue representing a function to ease the
tracking of function development progress. In fact, in software development, we provide
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functions, but performance requirements, as highlighted in [15], are a special kind of quality
requirement that corresponds to the quality of these functions that deal with values like
time, volume, frequency, etc. The number of functions we need to implement in software
depends on how many functional requirements we have allocated to the software. The
non-functional requirements [15] tell us about the quality and degree of complexity of
implementing such functions, as pointed out in [38]. Non-functional requirements like
quality requirements [29] may have their source, for example, in specialty engineering
areas [15] like safety engineering, reliability engineering, etc., or in quality models and
quality characteristics related to those models like those defined in [16] or [34].

ECSS-Q-ST-80C [16] clearly defines a “quality model” as a set of characteristics and
relationships between them. A quality model is used as a basis for specifying quality
requirements and evaluating quality.

Key software quality characteristics identified for software developed during the
example project were based on ISO/IEC 25010 [34] and were mainly as follows:

- Functional completeness and correctness (from the functional suitability group);
- Time behaviour and resource utilisation (from the performance efficiency group);
- Analysability, modifiability and testability (from the maintainability group).

Each characteristic should be understood in terms of a product under development and
its context (for context definition see [29]) or intended future use. It should be transformed
into requirements and then reflected in the system/software design. It is a common practice
to use some pre-defined patterns that support different characteristics related to software
architecture, as mentioned in [7]. The process described in this paper goes further. It was
designed to ensure these characteristics are reflected in the final product.

This was a useful consequence of the three valuable scrum pillars mentioned in [30].
The process supported achieving these characteristics by providing means of facilitating
transparency and inspection. Adaptation was achieved by self-concluding the results. It
mainly took place in the retrospective activity (described further). The means provided by
the process to support product quality in terms of mentioned quality characteristics were
as follows:

- Task traceability to requirements and vice versa (to support product functional com-
pleteness concerning software requirements specification);

- Deriving task acceptance criteria from parent requirement (to support performance
efficiency assessment and make sure that the final product reflects its specification,
which supports a partial software verification [15,39]);

- Provide unique identifiers related to software products [13], their version, branch,
iteration and documentation set to support error and defect management and project
completion and to ease analysis while looking for errors or estimating the impact of
proposed or required changes;

- Binding branch and task identifier to a specific part of source code developed during
iteration to support analysability, which limits the inspection only to that part of the
source code;

- Unifying work style and language usage (modifiability and analysability), in part not
dependent on system/software design, supported by the process itself. Addressing
coding standards should ensure that everyone in the team “speaks the same language”
and can support product development or modifications of source code prepared by
somebody else from the team without having doubts about the meaning of variables
and so on.

Functional requirements may be represented as a use case if there is an interaction with
an actor as in [40–42], user story as in [17,43–45] or traditional requirement as in [29,45].
User stories may contain some additional information about quality or acceptance criteria
and are prepared following INVEST rules [17,43] rather than the quality criteria mentioned
in [1,18,37,39,45] for traditional requirements. They shall be transformed, decomposed to
other forms and supported by additional information to facilitate analysis or traceability as
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they may not provide full or detailed specifications [45]. Some more discussion about the
meaning of requirements in the project can be found in [15].

After this “one-time” activity (assuming all software requirements are prepared before
the process starts; otherwise, this activity is repeated for the rest of the requirements) the
list of tasks that constitute a product backlog [22,30] is prepared and iteration planning
may now begin.

Although the process-assumed requirements are stable before entering the first activity in
the process, the process may trigger a need to return and refine requirements on every level, as
the knowledge about the problem and possible solutions mature during the project (as a tool
of “adaptation” [30]). This is not marked explicitly in the software development process itself,
as this is rather the matter for the configuration/change management process [1,6,15,29,46].

A software development plan is one of the inputs needed by the process to facilitate
giving some additional (of little importance for this article matter) parameters/data to tasks
selected in iteration planning. It is to simplify traceability, task management, results reference
(for example, a reference to a file containing a comprehensive report or other information
needed to complete the task, etc.) and tracking relationships between tasks (if any).

3.2.2. Iteration Planning

The duration of iterations in an example project was two weeks. This was enough
time to see progress but not to allow the work to proceed in the wrong direction. The
company work style and the need for project and software development monitoring were
considered to set up iteration duration. Each task was created in a way that allowed work
to be performed in these intervals. The tasks too big to be implemented in two weeks were
split into smaller tasks. After preparing a product backlog that way, there was a better
possibility of estimating the overall software development duration in iterations or weeks.
This approach also facilitated progress monitoring with a burn-down chart [22] to correct
estimates and determine the real velocity of the team in implementing issues. The velocity
was determined by measuring the number of issues closed per iteration and was used to
adjust the number of issues to be implemented in the following iterations. Productivity
could be measured by dividing the velocity by the number of team members [22]. Produc-
tivity was out of our point of interest. More details on utilised process metrics can be found
in Section 4.

During the iteration planning, each team member responsible for source code de-
velopment chose tasks to perform during the iteration. That way, the team created an
iteration backlog.

The number of tasks chosen by one person in the current iteration depended on the
historical data (if some were already collected from previous iterations) and the estimated
time needed to complete the task. Although tasks were prepared to last up to two weeks
duration, some of them could be much simpler to complete and could take, for example,
a day. Everything depended on the parent requirement’s complexity and understanding
of the requirement by the developer during transformation. A few initial iterations may
not be optimally planned due to a lack of historical data regarding the team (or person)
velocity. This would be unveiled after a few iterations and corrections.

After selection, each selected task was given its acceptance criteria [43,44] or definition
of completion [30] to facilitate effort assessment and provide a common understanding of
what was the limit of the task and what results allowed the task to be marked as completed.
It facilitated transparency, inspection and adaptation [30] regarding achieved results and
related thoughts/conclusions.

The number of tasks selected by individual team members depended on the time
declared for this iteration, the level of task complexity and the developer’s skills. The time
available for the current iteration was determined before selecting tasks. Time expressed
in hours during the iteration depended on the work week length and the engagement of
individuals in other projects.
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The iteration backlog was the output being entry data for software implementation
and testing activity.

A “zoom-in” into iteration planning activity is shown in Figure 3.
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3.2.3. Software Implementation and Testing

Software implementation and testing activity was essential during the transformation
from specification and design into a tangible item. It was composed of a few tasks as shown
in Figure 4.
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After initiating the activity, each developer chose a task from the iteration backlog.
The software development plan (SDP) assumed that there should be only one task under
implementation at a time for an individual to minimise the risk of errors implemented
in the source code. This depended on how the tasks were created and if there were no
related tasks that should be at least partially completed before to enable tests for the current
task. Each developer followed the path on his own and independently from the others.
Fortunately, in the example project, teams were organised so that one developer was
responsible for one software component [16], for example, one software application.

After the developer decided which task from the iteration backlog to implement first,
the branch (For a definition of branch see [47]) was created. The term “branch” is related to
the git version control tool (https://www.git-scm.com/, accessed on 23 September 2024).
The general idea of branch management in the project is shown in Figure 5.

https://www.git-scm.com/
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There was one main branch foreseen to store the source code. It was accepted in the
retrospective after each iteration (the next activity in the process). Each developer responsi-
ble for the chosen task created a new branch from the main branch at the beginning of the
iteration. Before the first iteration, the main branch stored an empty repository structure.
Each developer needed to clone and organise a project in the integrated development
environment (IDE) of choice to fit the repository structure. The repository structure is
shown in Figure 6.

After preparing the project in the IDE, each developer had to create a branch with an
identifier designed for error or defect tracking and task management. Identifier details
have no meaning for this article, so they will not be discussed.

Each branch corresponded to a different issue. To facilitate repository and task/issue
management, the GitLab tool (https://about.gitlab.com/, accessed on 23 September 2024)
was selected. Selection criteria are beyond the scope of this paper, as the tool is only a means
to facilitate activities but is not, and should not be, the core of the process. Tool selection
criteria were also dependent on company factors. In the GitLab, issues are marked with
“#” followed by a number pointing to a particular unique issue number. Corresponding
with Figure 5, “issue #1 CS” and similar text in rectangles on the left mean different
branches corresponding to all issues. “CS”, “MNS” and “DMS” that appear in this paper
are acronyms of the full names of software components developed during the example
project and have no meaning for this article.

https://about.gitlab.com/
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After having work completed, or at the end of the iteration (during retrospective
described further), the last created and completed branch (meaning that the corresponding
task was also completed) was merged to the main branch that stored the up-to-date and
working code. Splitting teams where only one team/individual (as a team) was responsible
for their component and organising repository, as shown in Figure 6, allowed to minimise
the number of merge conflicts depending on team size and internal communication. If
the task was not completed, or its results did not fit the acceptance criteria as pointed
out in the iteration planning activity, the branch was recognised as unsuccessful and was
moved to another iteration. In such cases, the last successful branch was merged with
the main branch to ensure that only the working code was stored. Before a developer
can recognise the source code as the working code that meets acceptance criteria, unit
tests [16,24,43,44] need to be run. For the first time, the process was in its draft release, a
test-driven development (TDD) [48] was considered, but was finally rejected due to the
current teamwork style and many other new challenges that the team needed to face. It
required some new habits and energy to become used to thinking about testing code that
did not already exist. There are some benefits of such an approach, as addressed in [8], and
it should be considered in the future, especially when we need to have the “courage” to
implement changes in the code.

Having tasks traced to requirements and having acceptance criteria derived from
parent requirements, partial software verification testing [15,29,39] at the component level
was executed simultaneously with unit testing.

Regarding the repository structure in Figure 6, the diagram was simplified, making it
easier to understand for people unfamiliar with UML [40] or SySML [41]. In the plot, the
composition relationship [40,41] is shown (an arrow with a filled diamond on one end).
It means that a directory pointed by the diamond consists of directories on another end;
zero/one or one that are visible on the arrow ends are the multiplicities that point that one
upper-level directory can be composed from zero to one directory or exactly one lower-
level directory (subdirectory). Describing the diagram, we can say that the “gitlab project”
directory may have from zero to one subdirectories named Component 1, Component 2,
etc. During the example project, Component 1, 2, etc., corresponded with the name of the
software component that was to be developed during the project.
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Coding standards like [49] were addressed in the SDP to facilitate further product
development and modifications by different teams or individuals. The source code was
documented using the Doxygen (https://doxygen.nl/, accessed on 23 September 2024) file
generator and Doxygen comments in the code to allow automatic document generation.

3.2.4. Retrospective

Retrospective [9,30] meetings took place after each iteration. There were frequent
meetings performed on the last day of ongoing iteration. Their goal was to conclude the
job performed during iteration, to check together achieved results from their acceptance
criteria or definition of completed point of view and to talk about the future improvements
of the process or technical performance of the product. Additionally, the meeting helped
to identify gaps and obstacles that stopped us from doing something (for example, IT
environment limitations, missing tolls, etc.), and to address proposed changes. The goal of
retrospective meetings in the drone software development process was to achieve inspection
and adaptation.

According to the SCRUM Guide [30], we should be transparent to ensure all team
members understand the expectations, the goals, the processes we are going through and
their role in this “journey”. The more the transparency, the better for inspection. Then, we
can inspect. If we inspect, we can conclude. If we conclude, we can improve and learn.
Then, we adapt. There is no adaptation without transparency and inspection.

The relationship between these pillars is visualised in Figure 7.
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The relationships clearly pointed out that transparency was the key to achieving the
other two values. The process defined in this paper supported transparency and inspection
in some aspects.

Retrospective meetings, except for talking with the team, concluding together, dis-
cussing and resolving or addressing problems, were conducted as shown in Figure 8.
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The first task in the activity was the project’s task completion assessment. This task
was based on an interview with the developer responsible for the project’s task and mutual
verification of achieved results.

The general acceptance criteria for every projects’ task, no matter if some of them were
derived from the parent requirement or not, were as follows:

- Code is compiling and working;
- Code complies with coding standards;
- Tests are performed on the code and passed;
- Code is documented with Doxygen and the updated document is placed in a dedicated

subdirectory in the repository;
- Code is aligned with software design; if not, the design is already updated before

finishing a task.

If the job performed within the task met its acceptance criteria, the task was assumed
to be completed and marked as finished. For the overall endeavour, not every task corre-
sponded only with requirements or finished with a piece of source code being prepared.
Some tasks depended on analysis that needed to be performed before source code devel-
opment or were related to environment and hardware resource preparation. These tasks
had additional acceptance criteria defined while taking the task to the iteration backlog.
Such tasks did not generate a new branch but were bound to another task that ended up
with the source code to facilitate relationships, work completion and error tracking. If
any task was assessed as not meeting the acceptance criteria, it was moved to the product
backlog and it was preferred to be finished in the very next iteration if possible (sometimes,
to complete the task, we needed to perform other tasks first, but this relationship was
invisible at a glance). In Figure 8, a task completion assessment is divided into two parts:
task completion assessment and code review. If a task was not related to a source code
development, the code review was not applied. The process assumed that the number of
such tasks was limited only to a few. That is why it is not highlighted in Figure 8 with a
separate path bypassing code review and other tasks in the activity.

If a task was completed, its branch may be merged into the main branch. If any conflict
appeared during the merge, it was resolved by the developer or repository manager as fast
as possible to enable the branch management strategy realisation, as shown in Figure 5.
If branches were merged successfully, a software release with dedicated version tags was
prepared and contained a working or accepted piece of software product [13] (code, related
documents, etc.). The release may constitute a return point or be passed to further tests
if eligible.



Appl. Sci. 2024, 14, 10347 15 of 22

3.2.5. Problems Related to the Proposed Solution

There is no rose without thorns. Although the process was designed to support many
aspects of drone software development in the target environment and for specific needs,
the solution needed further improvement based on data and collected conclusions. During
the drone software development process, we encountered a few problems or obstacles that
influenced overall process performance and made it difficult to follow. Each identified
problem was given an identifier P1, P2, etc., to support referencing in further text. Problems
were mainly related to the following:

- P1: new task being created “on the fly” in an advanced development phase.
As the team consisted only of software developers, it was not easy to foresee and
prepare correct and stable software requirements before development started. Of
course, uncertainty is the source of changes. Uncertainty is related to the project
goal and other factors described earlier in the paper. There are still functionality and
quality elements we can identify and freeze earlier to minimise the risk and number
of changes. This may be pointed out by project objectives [9,50] and key performance
indicators (KPI) related to it [9,22] or measures of effectiveness (MOE) [15,51] or
measures of suitability (MOS) [15,51]. As claimed in [52], developers often fall into an
“implementation trap” [52], focusing on solution space rather than problem space, so
requirements prepared by such individuals caught in such a trap are not abstract (free
of implementation) [53] and they need to be changed later.

- P2: new tasks (incidents) being created due to a given software release failed tests.
This problem was related to handling new tasks (“incident” type in our version of
GitLab) that were created due to failed tests performed on a given software release,
not failed during unit tests conducted by the developer himself. The hard part was
how to address changes in ongoing iteration if it appeared that correction was crucial
for not delaying other tests planned for a given time and not to break the currently
opened branch to avoid merge conflicts.

- P3: Applied branching strategy required discipline to be followed by individual
developers. Not following this led to merge conflicts and missing or overwriting
code problems.

- P4: Choosing tasks to complete in “free order” impacted the test plan and schedule
slips. If the test plan for example foresaw that function A or function B was a subject
of a particular test run [44], this could require removing that function from the run or
changing the schedule if at least one task corresponding to a function (as described
in Section 3.2.1) could not be completed on time. To avoid this, the process required
providing a little bit of “control” in deciding which tasks were to be performed in the
following iteration.

These problems were encountered during the project performing in a specific environ-
ment while developing software for the drone navigation system. Other issues may appear
and disappear or their impact may be negligible in different environments.

4. Process Metrics

As mentioned in the introduction, one of the most important matters for us was to
break a mental barrier characteristic of the target group (the software developers). They
preferred to develop the software in a free, unstructured and uncontrolled way, with
reluctance to follow any formal process. Because of that, we had to find how to break all
the barriers. To be sure that our solution progressed in the correct direction, we worked out
two process metrics to measure the degree of process suitability in our environment. Those
metrics will be explained further in Section 4.2.

4.1. Standard Metrics Used to Evaluate Process

The standard metrics applied to evaluate the process focused on two values used to
support future estimations and planning future iterations. These were as follows:
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- Individual velocity (VInd);
- Team velocity (VT).

Individual velocity was calculated by dividing the number of closed tasks by one
person in a given iteration and it was expressed in [tasks/iteration]. It was useful for
estimating the time remaining to close all tasks related to the software components assigned
to an individual and to correct time estimations needed to complete tasks in an iteration. It
also helped to decide how many tasks an individual could take for one iteration concerning
the declared time available, as mentioned in Section 3.2.2:

VInd =
∑i

0 TcInd
i

where

i = number of closed iterations;
TcInd = number of tasks closed by an individual in closed iterations;
VInd = individual velocity expressed in [tasks/iteration].

Individual velocity (VInd) was influenced by problems P3 and P4 mentioned
in Section 3.2.5. Not following the branching strategy (problem P3) made it more dif-
ficult for developers to complete tasks, as they required more time to resolve conflicts or
missing code. Choosing tasks to complete in free order (problem P4) resulted in work being
blocked by the need for another task to be completed first (e.g., due to lack of data source
or entry point).

The total number of closed tasks equalled the number of tasks closed by any individual
team member. Team velocity was calculated by dividing the total number of closed tasks
by the number of closed iterations:

TcTeam =
n

∑
0

TcInd

where

n = number of individuals in the development team (team size);
TcInd—as above;
TcTeam = total number of tasks closed by the team in closed iterations.

Then, the team velocity (VT) was computed with a given formula:

VT =
TcTeam

i

where all symbols are explained above.
The number of iterations left (Ileft) to complete the project was estimated as follows:

Ile f t =
VT
To

where

VT is as above;
To is number of open tasks left.

The number of iterations left to complete the project was calculated as required
or when significant changes in team velocity were noticed. Team velocity (VT) helped
estimate the overall time needed to complete the project. Problems P1 and P2 mentioned
in Section 3.2.5, unfortunately, impacted estimations because the number of opened tasks
was rising, making previous estimations invalid.

Low individual or team velocity values had an impact on estimations alerting possible
schedule slips. We could calculate the required team velocity by dividing the number of
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tasks at the beginning of the development by the time to complete them all expressed in
iterations (if we needed to determine the required number of tasks completed per iteration).
See Figure 9 for a visualisation of the actual team velocity impact on schedule. As the
proposed process preparation of tasks to be completed was assumed to be a single-time
activity performed before development began (see Section 3.2.1), it was easy to calculate
the required team velocity, as the number of tasks to be completed was considered stable or
stable in the most part (see Section 3.2.1 and assumption about % of stable requirements).
Given that, problem P1 related to creating new tasks on the fly was a little bit of a challenge,
as also mentioned in Section 4.2.

Appl. Sci. 2024, 14, x FOR PEER REVIEW 17 of 22 
 

 
Figure 9. Required vs. actual team velocity. Impact on schedule. 

Not only schedule slips were the result of low team velocity. As the scope of our 
project was the minimum one to satisfy the project goal, there was no possibility to cut 
tasks to stay on schedule. Developers were then becoming quite nervous. This phenome-
non had an impact on the quality achieved during task completion, which, in many cases, 
resulted in problem P3 or additional correction needed before marking tasks as com-
pleted. To stay on track, and to increase team velocity, we introduced supporting activities 
mentioned in the Section 5. These activities also had a positive influence on the metrics 
proposed in Section 4.2. 

4.2. Proposed Metrics to Evaluate Process Suitability in a Given Environment 
For the software development process explained in this paper, we found a solution 

to assess whether the process was suitable for our environment. The process was executed 
in an environment characterised by its features mentioned at the beginning of this chapter. 
The project environment had a big impact on overall work organisation and success. 
Therefore, it was important to make sure the new approach was not a huge wave that 
would lead the team to a first struggle but that would help the team “surf on the waves”. 

Our research on that topic led us to work out a metric that allowed us to address 
process suitability in our specific environment and to propose a three-degree scale to help 
us assess whether the process was friendly. 

For the first, we needed to find a formula that helped us compute the degree of stick-
ing to the process, because we noticed that not everyone was following the process exactly 
as planned. The formula is: 𝑆𝑡𝑝 = ቆ1 െ ∑ 𝑒௜ଵ𝑖 ∗ 𝑛ቇ ∗ 100% 

where 
Stp = degree of sticking to the process. Expressed in [%], rounded to integer type. 
i = number of closed iterations. 
e = number of individuals not sticking to the process in an iteration (estimated after itera-
tion). If in a given iteration there are two individuals not following the process, the value 
is increased by two, if there are five individuals, the value is increased by five, and so on. 
For zero individuals, the value is not increased. 
n = number of individuals in the development team (team size). 

The numbers of individuals not sticking to the process were collected in each retro-
spective activity when it was found that some activities did not follow the process for any 
reason. It was summed up after a few iterations. This was not the number of mistakes 
made, but this value corresponded to the fact that an individual made any mistake or 

Figure 9. Required vs. actual team velocity. Impact on schedule.

Schedule slips in the mentioned GNSS-denied navigation project targeted for drones
were a kind of a trap. As the developed solution was targeted at drones, it was also planned
to be tested on a drone. This, however, was dependent on weather conditions. Moving a
schedule further toward months characterized by rains and strong winds would result in a
much bigger schedule slip than estimated.

Not only schedule slips were the result of low team velocity. As the scope of our
project was the minimum one to satisfy the project goal, there was no possibility to cut tasks
to stay on schedule. Developers were then becoming quite nervous. This phenomenon had
an impact on the quality achieved during task completion, which, in many cases, resulted
in problem P3 or additional correction needed before marking tasks as completed. To stay
on track, and to increase team velocity, we introduced supporting activities mentioned
in the Section 5. These activities also had a positive influence on the metrics proposed
in Section 4.2.

4.2. Proposed Metrics to Evaluate Process Suitability in a Given Environment

For the software development process explained in this paper, we found a solution to
assess whether the process was suitable for our environment. The process was executed in
an environment characterised by its features mentioned at the beginning of this chapter. The
project environment had a big impact on overall work organisation and success. Therefore,
it was important to make sure the new approach was not a huge wave that would lead the
team to a first struggle but that would help the team “surf on the waves”.

Our research on that topic led us to work out a metric that allowed us to address
process suitability in our specific environment and to propose a three-degree scale to help
us assess whether the process was friendly.
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For the first, we needed to find a formula that helped us compute the
degree of sticking to the process, because we noticed that not everyone was following the
process exactly as planned. The formula is:

Stp =

(
1 − ∑i

1 e
i ∗ n

)
∗ 100%

where

Stp = degree of sticking to the process. Expressed in [%], rounded to integer type.
i = number of closed iterations.
e = number of individuals not sticking to the process in an iteration (estimated after
iteration). If in a given iteration there are two individuals not following the process, the
value is increased by two, if there are five individuals, the value is increased by five, and so
on. For zero individuals, the value is not increased.
n = number of individuals in the development team (team size).

The numbers of individuals not sticking to the process were collected in each
retrospective activity when it was found that some activities did not follow the process for
any reason. It was summed up after a few iterations. This was not the number of mistakes
made, but this value corresponded to the fact that an individual made any mistake or
variation in a given iteration. Even if we observed that one individual made six variations
or mistakes in a given iteration, the value increased by one.

There was no reason to calculate the degree of sticking to the process (Stp) in the few
first iterations, as there should be some time to stabilise and become used to the new work
style. We noticed that, in our case, we could achieve more reliable values of the degree
of sticking to the process after three iterations (6 weeks). The information about the time
required to stabilise and become used to the new work style may also be used to assess the
learnability of the process and whether it needed any changes or improvements. This was,
however, beyond the scope of our interest regarding the given process.

To support an assessment of process suitability in a given environment, we proposed
a dedicated three-degree matrix regarding the computed Stp value, as shown in Table 1.

Table 1. Process suitability matrix.

1. Stp Value 2. 0 ≤ Stp < 50% 3. 50% ≤ Stp < 75% 4. 75% ≤ Stp < 100%

5. Sdeg = Degree of process
suitability

6. (short: “suitability degree”)
7. 1st degree—“Unsuitable” 8. 2nd degree—“Unresolved” 9. 3rd degree—“Suitable”

10. Value Interpretation
11. Process not friendly. Signif-

icant improvements or re-
design required.

12. Further investigation is
needed to find a reason or
barrier that makes it hard to
follow the process.

13. The process is suitable for
a given environment. For
values close to 75%, further
investigation is required if
following the formal pro-
cess is very important for
the project’s success or is
required by the contract or
any other formal agreement.

As a result of comparing the Stp value to given ranges, we obtained three possible
degrees of process suitability (and a short name “suitability degree”): first, second and
third degree.

The degree of process suitability, determined by the matrix presented in Table 1,
helped us to improve our process and to take any supporting actions when needed. Sup-
porting actions that impacted the Stp value are described in Section 5.

In our case, the value of Stp after three iterations (6 weeks), reached the third degree of
suitability, but was close to 75%, which was finally increased by incorporating supporting
actions described further.
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The Stp value may vary during the project but should be considered stable if it stays
within the given value range corresponding to a degree of process suitability (Sdeg).

The impact of the problems mentioned in Section 3.2.5 on Stp value was observed
in a way that the more problems that developers encountered, the greater the reluctance
there was. This resulted in walkarounds that increased the number of individuals not
sticking to the process in an iteration. The most significant impact observed was related to
problem P1.

Creating many tasks “on the fly” very often made developers more tired of the work
they did not want to do, which resulted in missing tasks and a greater list of new tasks
added next time. In some cases, the task list was not updated for a few iterations, even
until it turned out that the code performed functions that nobody ever talked about. This
all made task creation activity not a “single-time” activity as assumed in Section 3.2.1, but
forced developers to go through it many times, which increased their reluctance.

4.3. Tools Used to Collect Data

We needed to collect data required to use the formulas explained in Sections 4.1 and 4.2.
Fortunately, the Gitlab tool helped us to determine the number of tasks closed and the
number of closed iterations. Other data tools like MS Excel or Notepad were utilised to
collect data related to observed activities pointing to any variations from the process.

5. Conclusions

The general idea of a process and its importance for the project was addressed in
this article. The explanation of the drone software development process was presented
and its implementation in the particular environment was comprehensively addressed.
The pros and cons of the proposed approach were discussed. The addressed process
was a unique approach performed during drone navigation software development in a
specific environment. It grouped individuals reluctant to formalise any activity and without
experience in following a planned process during software development.

Our environment, dominated by software developers oriented in source code devel-
opment only, instead of the reluctance to formalisation, is also characterised by the lack
of software architects and overall experience in developing software architectures. As a
result, we found a solution how to ensure some important quality characteristics like func-
tional completeness and correctness, time behaviour and resource utilisation, analysability,
modifiability and testability by the process of design and tool utilisation. This enabled
the product quality to be planned (to the mentioned extent), monitored and consciously
controlled during product development without overwhelming team members. This was
the reason why it was very important to us to make sure the process was accepted by our
environment and, as a result, we found a metric that allowed us to assess this acceptance.

Traditional approaches, as documented in [6] or [13], assume that the verification
process is the point where we verify whether we built the system right. This is usually
performed after product realisation. The proposed approach moves the part of verification
activities to the product realisation step, yet simultaneously ensures the traceability of tasks,
branches and releases to source requirements. Deriving acceptance criteria from require-
ments to tasks acceptance criteria allowed marking a source requirement as “completed
and verified” when all tasks related to a given requirement were closed. It resulted in much
less time spent on system and components verification later.

Functional completeness and correctness, usually ensured by requirements themselves
are ensured by the proposed solution by transforming lower-level requirements into tasks
for the team. This ensures that no requirement will be missed or wrongly understood by
the developer. Required time behaviour and resource utilisation is supported by deriving
required values from lower-level requirements to task acceptance criteria. The task will then
stay open until those criteria are satisfied. Modifiability and testability, although usually
ensured by modular architecture and other architectural means, in the proposed solution are
facilitated by ensuring traceability from releases, single branches, tasks, requirements and
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related problems if any are reported. This approach significantly sped up error corrections
or code modifications required, e.g., due to problem P1, creating tasks “on the fly”, as the
developer responsible for a piece of source code was able to track all the way back to find
an error or to assess modification impact.

The Stp and Sdeg values related to process acceptance helped us to assess the direction
of process changes performed during the project. Those values are currently lagging
indicators. The fact that the existence of a value shows if the process is more or less
accepted, also implies that there are some environmental factors that decide whether a
given process will be implemented in a given environment or not. These factors require
further investigation and research and thus will be the subject of future work. Unveiling
the factors will help design the process from the beginning to be easy to implement in a
given environment so that the lagging indicator, uncovered in this paper, will only be a
metric confirming the future design.

We observed that the significant positive impact on the final suitability degree (Sdeg)
we achieved in our environment was made by supporting activities like:

- Increasing team awareness about the meaning of the process for the quality and
highlighting the impact of popular mistakes or habits on overall work.

- Individual sessions or workshops after we observed any variation or mistakes;
- Big emphasis on leadership;
- Taking care and continuously improving transparency.

Concluding all the given knowledge stated in Section 2, and the experience described
in Section 3, we may confirm that the designed process allowed us to achieve the desired
results. At the same time, we can confirm that the process is imperative to enable and
achieve quality. It addresses many issues and aspects that are usually forgotten and helps
to provide resilience to disturbances before they happen.

The drone software development process also supported the development team in
monitoring and controlling work and work items. It helped to improve developers’ activ-
ities by providing the means of monitoring and understanding relationships and conse-
quences of activities or tasks. Also, certification of software developed like this is easier
and takes less time for testing and verification.

The performed research and its practical implementation proved that, for certification-
ready software development, it is worth establishing a process and adhering to it.
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