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Abstract: The detection of essays written by AI compared to those authored by students is increas-
ingly becoming a significant issue in educational settings. This research examines various numerical
text representation techniques to improve the classification of these essays. Utilizing a diverse dataset,
we undertook several preprocessing steps, including data cleaning, tokenization, and lemmatiza-
tion. Our system analyzes different text representation methods such as Bag of Words, TF-IDF,
and fastText embeddings in conjunction with multiple classifiers. Our experiments showed that
TF-IDF weights paired with logistic regression reached the highest accuracy of 99.82%. Methods
like Bag of Words, TF-IDF, and fastText embeddings achieved accuracies exceeding 96.50% across
all tested classifiers. Sentence embeddings, including MiniLM and distilBERT, yielded accuracies
from 93.78% to 96.63%, indicating room for further refinement. Conversely, pre-trained fastText
embeddings showed reduced performance, with a lowest accuracy of 89.88% in logistic regression.
Remarkably, the XGBoost classifier delivered the highest minimum accuracy of 96.24%. Specificity
and precision were above 99% for most methods, showcasing high capability in differentiating
between student-created and Al-generated texts. This study underscores the vital role of choosing
dataset-specific text representations to boost classification accuracy.

Keywords: natural language processing; numerical text representations; text classification; large
language models

1. Introduction

The generation of content by artificial intelligence is becoming increasingly prevalent.
Large language models such as GPT (Generative Pre-training Transformer) and BERT
(Bidirectional Encoder Representations from Transformers) are gaining significance, of-
fering capabilities for generating complex texts. Recent advances in natural language
generation have significantly improved the diversity and quality of these texts, making
them almost indistinguishable from human-written texts. This has raised concerns about
potential misuse, such as spreading misinformation or disrupting educational systems [1].
This Al-generated content has applications across various domains, including education,
media, and business. Consequently, it presents new challenges, particularly in the realm of
academic integrity.

In the context of education, academic integrity is paramount. According to Tauginien
etal. (2018), it is defined as “compliance with ethical and professional principles, standards,
practices, and a consistent system of values that serves as guidance for making decisions and
taking actions in education, research and scholarship” (p. 8) [2]. The ability to accurately de-
tect Al-generated texts is crucial to maximizing their potential while minimizing severe con-
sequences. This capability can increase user trust in available solutions and help researchers
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prevent the unauthorized use of generated texts [1]. A significant threat to academic in-
tegrity is unauthorized content generation (UCG). According to Foltynek et al. (2023),
“UCG is the production of academic work, in whole or in part, for academic credit, pro-
gression or award, regardless of whether or not a payment or other favour is involved,
using unapproved or undeclared human or technological assistance” (p. 2) [3]. This
practice undermines the foundational values of honesty and fairness in academia. Many
existing market solutions, such as OpenAl Text Classifier and ZeroGPT, are designed to
handle a broad range of texts on diverse topics. However, an approach that focuses on
the development of similar tools tailored to specific types of content may prove to be
more effective.

This paper explores various numerical text representation methods to enhance the
classification process for detecting Al-generated essays. Using a comprehensive dataset
and implementing a variety of pre-processing steps, we aim to evaluate the effectiveness
of different text representation techniques. These include traditional methods such as
Bag of Words (BoW) and TF-IDF, as well as more advanced embeddings such as fastText,
MiniLM, and distilBERT. Specifically, for advanced embedding techniques like fastText,
both pre-trained models and models trained on our own dataset are utilized. The results
highlight the importance of selecting appropriate text representation techniques tailored to
the dataset’s characteristics and aim to bridge the gap by focusing on dataset-specific text
representations and their impact on classification accuracy.

This paper is organized as follows: Section 1 introduces the topic of this paper.
Section 2 presents an overview of the work related to the problem of Al-generated text de-
tection. In Section 3, we describe the theoretical background of natural language processing,
and in Sections 3.1 and 3.2, we present numerical representations of text and large language
models. In Section 4, we present our methodology for conducting research on Al-generated
text detection. In Section 5, we present an analysis of our research on real-world datasets,
and in Section 5.3, we discuss the experimental results. Finally, in Section 6, we conclude
with general remarks on this work and possible directions for future research.

2. Related Works

Detection tools for Al-generated texts can be classified into black-box detection and
white-box detection [1]. Black-box detection methods access large language models at
the API level, collecting samples of human- and machine-written texts to train a classifi-
cation model. Initially, these detectors were highly effective, as Al-generated texts often
exhibited linguistic or statistical patterns. However, as the models evolved, their precision
decreased [1]. White-box detection, on the other hand, provides full access to the target lan-
guage model, allowing for the monitoring and control of its behavior. Black-box detectors
are typically external solutions, while white-box detectors are often tools developed by the
language model’s creators [1].

The three main stages in black-box detection are data acquisition, feature selection,
and the construction of classification models. The effectiveness depends largely on the
quality of the acquired data. Feature selection techniques detect variables considering
statistical differences, linguistic patterns, or fact verification. Commonly used classifiers
include logistic regression, support vector machines, naive Bayes classifiers, decision trees,
and random forests [4]. Basic methods offer interpretability, allowing researchers to analyze
the significance of the input variable and understand the classification decisions of the
model [1]. Recent studies explore neural network-based classification techniques using
language models such as RoBERTa fine-tuned for specific human- and Al-generated text
mixtures, achieving greater accuracy than human responses [5,6].

In white-box detection, identification strategies use watermarking, encoding hidden
messages or identifiers in text to monitor suspicious or unauthorized activities [1]. These
watermarks must be effectively embedded, verifiable, discreet, and resistant to removal
through common text modification techniques, such as synonym replacement. Two main
watermarking methods are post hoc and inference-time watermarking. Post hoc watermark-
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ing embeds identifiers in pre-generated text, while inference-time watermarking modifies
the text generation process to embed watermarks during decoding [1].

A notable study in this field [7] focuses on tools for detecting Al-generated texts in
academic publications, highlighting the potential risks of unfair use of such content in
academic settings. The authors emphasize that existing detection tools are neither accurate
nor reliable, often misclassifying Al-generated texts as human-written. They propose the
implementation of a prototype to detect Al-generated texts, comparing their solution with
existing tools such as the OpenAl Text Classifier and ZeroGPT. The proposed model returns
a percentage probability that indicates whether a text was generated by Al It includes a
user interface, a text detection tool, a survey for user feedback, and a connected database.
The model was trained on a dataset comprising sections and paragraphs from research
papers on Google Scholar, manually classified as human written or Al generated using
ChatGPT. The dataset consisted of 1200 records, labeled 0 for human-written and 1 for
Al-generated text.

The authors used a word embedding technique based on simple frequencies for
numerical text representation, followed by training an artificial neural network. They
compared the accuracy of their model with the OpenAl and ZeroGPT classifiers. The
OpenAl classifier provided results in the form of five phrases that indicated the likelihood
of Al generation. The phrases "very unlikely” and "unlikely” indicated that the text was
considered human written, while "possibly” and "very likely” indicated Al generation. For
some records, the phrase "unclear” was displayed, indicating ambiguous results. The
OpenAl classifier required a minimum of 1000 characters to return a result and achieved
an accuracy of 42.08%, with 40% of the results being unclear or not meeting the character
requirement. The proposed model, with no character count constraints, achieved an
accuracy of 89.09%, outperforming the OpenAl classifier. ZeroGPT, using a perplexity score,
achieved an accuracy of 87.50% [7]. The authors noted that their model had similar false
positive and false negative rates compared to ZeroGPT. However, the model’s limitation
was the use of basic techniques, and different approaches for numerical text representation
were not compared. The authors plan to explore various preprocessing techniques in
future work.

The need for effective anomaly detection in textual data has prompted extensive
comparisons between various text representation methods, particularly focusing on the
effectiveness of frequency-based versus prediction-based models [8]. The authors have
utilized pre-trained models, fastText and Word2vec, using Skip-gram and Continuous
Bag of Words (CBoW) approaches to classify legal emails and phishing attacks. They
used three datasets, embedding words using frequency, TF-IDF, Word2vec (CBoW and
Skip-gram), and fastText (CBoW and Skip-gram) methods. Various vector lengths were
tested, and classification was performed using random forests, decision trees, XGBoost,
logistic regression, and support vector machines. The highest accuracy for the first dataset
was 99.50% using fastText (CBoW), random forests, and a vector length of 100. For the
second dataset, the highest accuracy was 99.39% using TF-IDF, random forests, and a vector
length of 200. The highest accuracy of the third dataset was 99.18% using word frequency,
random forests, and a vector length of 150.

In addition to the challenges posed by Al-generated text detection, recent advance-
ments have highlighted the growing threat of adversarial attacks in the field of text classifi-
cation, where subtle modifications to the text can deceive classifiers into making incorrect
predictions. In this context, the robustness of text representation techniques becomes criti-
cal. For instance, Kwon and Lee [9] proposed a defense against textual backdoor attacks by
using class differences for detection. Their method compares a detection model trained on
secure, partial data with a target model trained on the entire dataset, demonstrating the im-
portance of high-quality text representations to accurately identifying manipulated samples.
The study reported detection rates above 79% on the MR and IMDB datasets, demonstrating
how tailored detection models can mitigate backdoor attacks without needing full access to
the training dataset.
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Furthermore, Kwon and Lee [10] explored defenses against adversarial examples in
text classification systems, which involve modifying important words in a text to cause
misclassification. Their proposed method leverages text modification by replacing key
words with semantically similar alternatives. This approach exploits the fact that adversar-
ial examples are more sensitive to such modifications than original sentences, enabling the
model to distinguish between the two. Their experiments on datasets like IMDB and MR
showed that this technique can achieve an adversarial detection rate of over 71%, under-
scoring the importance of advanced text representations in improving model robustness
against adversarial manipulations.

3. Natural Language Processing

Natural language processing (NLP) is a rapidly evolving field with numerous applica-
tions and a promising future. Recent breakthroughs, including advances in voice assistants,
real-time language translation, and Al-driven customer support, are revolutionizing the
way we interact with technology today. NLP, a vast interdisciplinary field at the intersection
of linguistics and computer science [11], continues to evolve. Its essence lies in accurately
understanding language structures and formal rules while applying this knowledge in
technological contexts. ‘Natural language’ refers to a way of communication that is not
strictly governed by formalized constraints [12].

Early approaches to NLP focused on automating language analysis in terms of its
linguistic structure and developing fundamental technologies like machine translation and
speech synthesizers. Over time, significant advances in existing tools have expanded their
applications. Innovative technologies such as dialogue systems, tools to explore social
networks for various social insights, and sentiment analysis solutions that identify user
emotions toward products and services have emerged [13].

Natural language can be analyzed at various levels corresponding to the degrees
of detail with which it can be represented. From the perspective of natural language
processing, the key levels include morphology, syntax, semantics, and pragmatics.

Morphology is a branch of linguistics that focuses on the description of words and their
inflections. It includes word formation and inflection. The morphological level is associated
with the morpheme, defined as the smallest communicative unit in the morphological
plane of the language. In other words, it is the smallest indivisible part of a word that
carries meaning. The morpheme forms the basis for the construction of more complex
linguistic units [14].

‘Syntax’ refers to the grammatical structure and organization of words in sentences.
The term derives from the Greek word syntaxis, which means arrangement or ordering.
These concepts are often used interchangeably. Nowadays, syntax refers to the subsystem
of language that focuses on utterances, which are units in the syntactic plane. ‘Syntax” is
also defined as the field of linguistics that describes the structure of sentences and their
classification, the relationships between words that make up a sentence, and the ways of
expressing individual parts of sentences and their functions [14]. This enables the analysis
of sentence structure and identification of the role of individual words in the context
of a sentence.

Semantics deals with the study of the meaning of words, phrases, and sentences. At
this level, the meaning of words in specific sentences and the relationships between them
are analyzed. Currently, semantics focuses on the relationships between the meaning of
words and their form, as well as the relationships between the basic definition of a word
and its actual meaning in a specific sentence [14]. This involves analyzing how the structure
and context of a word or phrase can affect its meaning. For instance, the same word may
carry different meanings depending on its grammatical form or how it is used in a sentence,
requiring careful interpretation to understand its specific meaning in context. An additional
challenge in natural language processing is the existence of homonyms (words that sound
the same or are spelled the same but have different meanings), polysemes (words with
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multiple meanings), and synonyms (different words with the same or similar meanings).
Semantic research also encompasses these areas [14].

‘Pragmatics’ refers to the analysis of language meaning in the context of linguistic
communication. Pragmatics includes studies on the ways language is used in interactions,
the purpose and effectiveness of utterances, the interpretation of the speaker’s intentions,
as well as non-linguistic factors, such as social or contextual aspects [14].

By analyzing natural language at these various levels, NLP systems can better under-
stand and generate human language, making interactions with machines more intuitive
and effective.

3.1. Numerical Text Representations

Text, one of the most common types of sequential data, can be treated as a sequence
of characters or words, with most operations being performed at the word level [15].
Before analysis, text or text sets must be preprocessed and cleaned, by converting raw text
into a structured form that models can interpret while identifying key words to reinforce
contextual understanding [16]. Several methods exist for converting raw text into a model-
understandable structure, ranging from basic to advanced techniques.

3.1.1. Basic Numerical Text Representation Methods

The fundamental technique is to create a text representation in the form of a vector,
where each word is a key, and its value is the number of its occurrences in the document.
This representation is known as Bag of Words (BoW) [16]. However, BoW has certain
limitations because it does not consider the order of words or their context. Moreover, it
focuses solely on the number of occurrences, which can assign a greater weight to frequently
occurring words despite their low semantic significance [17].

Another similar technique is the one-hot encoding of tokens, which uses binary values
to indicate the presence of the word [18]. Both the Bag of Words approach and one-hot
encoding represent each word by a vector whose length corresponds to the size of the
vocabulary, i.e., the list of all unique words in the corpus. The key difference between
these methods is how non-zero elements are recorded in the vectors. The bag of words
representation counts the number of occurrences of words in a document, while one-
hot encoding indicates whether a given word appears in the document through binary
values [18]. A more refined method for numerical text representation is using TF-IDF
weights (term frequency—inverse document frequency). This method assigns high weight
to words that frequently appear in a specific document but not across many documents
in the corpus. If a particular word occurs with high frequency in a document while rarely
appearing in the entire corpus, it is likely very descriptive of the document’s content. This
mitigates the issue of assigning high weights to insignificant but frequently occurring
words, a problem in the Bag of Words technique [8].

TF (term frequency) is the number of occurrences of a term (word) in a document,
usually divided by the total number of words in the document [8]:

X

TF(t,d
(t,d) y

1)

where:

e  x—the number of occurrences of the word t in the document d,
e y—the number of words in the document d.

IDF (inverse document frequency) measures the uniqueness of a word in the context
of the entire corpus:

IDF(t,d) = 1og(1:> 2)
where

. N—the total number of documents in the corpus,
¢ n—the number of documents in which the word ¢ appears.
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TF-IDF weight is the product of the above measures:
TF —IDF =TF - IDF 3)

All of these methods share one common feature: They generate sparse matrices. A sparse
matrix is characterized by the fact that most of its elements are zeros. This typically results
from an extensive set of words in the vocabulary, leading to the creation of high-dimensional
vectors, many of which contain no information about the given text. This can be particularly
problematic with large datasets, as it significantly increases memory load [18].

3.1.2. Embedding Techniques

An alternative to high-dimensional data generation methods is word embedding, also
known as vector-based distributional word representation [19]. This technique allows
for the creation of dense vectors, that is, low-dimensional vectors. These representations
are created by algorithms that assign each word in the corpus a set of numerical values.
The advantage of word embedding techniques is that they reflect semantic relationships
between words, enabling models to process text more efficiently [8]. Words with similar
meanings are represented by vectors that are close to each other in space, which not
only helps the models detect patterns in the text but also alleviates the problem of sparse
matrices, thus increasing the efficiency of the model [19].

A popular algorithm for creating word vector representations is Word2vec, based on
neural networks, which was proposed by Mikolov et al. [19]. It was developed in two archi-
tectures aimed at minimizing computational complexity. The authors concluded that such
complexity mainly arises from the non-linear hidden layer in neural networks. Therefore,
they decided to explore simpler models and their effectiveness [19].

The first architecture is the Continuous Bag of Words (CBoW). Its name stems from the
fact that the order of words does not affect the results, similar to the classical Bag of Words.
This is mainly because a single weight matrix is used for all words during training instead
of creating separate weights for each word. The term ‘continuous’ refers to the continuous
and distributed representation of the surrounding context [19]. In the standard Bag of
Words model, word representation is discrete and sparse. Each word has a separate index in
the vocabulary, the vector length equals the vocabulary length, and most elements are zeros.
Continuity and dispersion in continuous bags of words imply that words are represented
by dense vectors of a specified length, with each element potentially containing a real
floating-point number, indicating the context of the given word. Additionally, in the CBoW
method, both preceding and succeeding words of the target word are used. This is achieved
by using a logistic classifier that takes four preceding and four succeeding words as input
and attempts to correctly classify the target word [19].

The second architecture of the Word2vec algorithm is Skip-gram. It works in the
opposite way to the CBoW method, where the target word is predicted based on its sur-
rounding context. In this case, contextual words are predicted, that is, words surrounding
the target word. In other words, Skip-gram analyses a specific word and tries to predict
which words might surround it. Given a sequence of training words wy, wy, ..., wr, the
goal of the Skip-gram model is to maximize the average log probability [19]:

1 T
T Y. Y. logp(wejlw), 4)
t=1 —c<j<c,j#0

where
¢ c—the size of the training context (number of words surrounding the target word). A
higher value of ¢ means a larger training context, resulting in a more complex model.

A lower value of ¢ results in faster training, but the model may be less precise in
predicting the context.

FastText is an extension of Mikolov’s algorithm. This approach is based on the
Skip-gram model, whose original concept was word-based. In the case of fastText,
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an innovative approach using character n-grams was introduced, where each n-gram is
treated as a separate “word-like” fragment [20]. This allows the model to flexibly recognize
words, including rare ones, those with typos, or even those not present in the training set,
by analyzing their n-gram fragments [21]. It can be trained on custom corpora, providing
specialized embeddings tailored to specific data. However, this requires a sufficiently
large dataset to ensure robustness. Alternatively, pre-trained models on large corpora offer
general embeddings suitable for various tasks, but may lack domain-specific nuances.

A highly accurate algorithm for word and context representation is BERT (Bidirectional
Encoder Representations from Transformers) [22]. It utilizes transformer neural networks,
commonly used in natural language processing. These networks are distinguished by
their ability to process data sequences considering the context. They use the attention
mechanism, which allows the model to assign different weights to individual elements
in the sequence. This enables the analysis of dependencies between different parts of
the text, considering not only their distance, but also their mutual connections [23]. This
mechanism will be explained in more detail in Section 3.2. Additionally, BERT employs
word-piece tokenization, which means that words are split into smaller components. This is
particularly useful for rare words or those that are not directly present in the vocabulary. As
a result, the model can generate representations for smaller word fragments, even despite
typos or their absence in the training corpus. This is similar to the fastText mechanism,
where words are represented using character fragments [21].

3.2. Large Language Models

Language models are computational systems capable of understanding and generating
text in natural language. They possess the transformative ability to predict the likelihood
of a given sequence of words or generate new text based on specified input data [24].
The most commonly encountered type of language models are those based on n-grams.
These models estimate word probabilities based on context to predict the next element
in a sequence.

Large language models (LLMs) are advanced language models with a large number
of parameters and characterized by high learning capabilities [24]. The core of most large
language models, such as GPT-3 [25] and GPT-4 [26], is the neural network transformer
architecture [23]. This architecture eliminates the sequential nature of the problem. Instead
of processing data word by word, transformers capture dependencies in the text by con-
sidering the entire sequence at once [24]. Another common feature of LLMs is contextual
learning, where the model is trained to generate text based on a specific context or prompt,
which serves as an instruction or command [27]. This allows for generating more coherent
and contextually appropriate responses, which is particularly important for interactive and
conversational applications.

A significant aspect of LLMs is reinforcement learning from human feedback (RLHF).
This technique involves fine-tuning the model based on human-generated responses,
significantly improving the quality of answers and performance over time [28]. Most LLMs
also utilize transfer learning as a fine-tuning technique. The pre-trained models are adapted
to specific tasks using task-specific data [29].

There is a growing trend towards models fine-tuned for specific tasks and open-source
models. It is worth noting that the first pre-trained models, such as T5 [30] and mT5 [31],
utilized transfer learning. The advent of GPT-3 demonstrated that large language models
could be used for various tasks without additional fine-tuning [27]. Consequently, the
innovative technique of zero-shot learning emerged, allowing models to sample unseen
classes during training. Few-shot learning, where the model has a limited number of
samples for a task not included in its original training, has also gained popularity. Few-shot
learning often results in higher accuracy for solutions provided by LLMs compared to
zero-shot learning. Moreover, fine-tuning models that employ both zero-shot and few-shot
learning significantly enhances their ability to handle new tasks [29].
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Sequential learning is a crucial aspect of LLMs, enabling them to generate fluent text.
This forms the foundation for autoregressive models which improve themselves without
human intervention. An example of such a model is GPT-3 [24]. The concept of sequential
learning is to predict the next tokens in a sequence based on the previous context. Given a
context sequence X, the model’s task is to predict the next token y. The model is trained by
maximizing the probability of a given token sequence conditioned on the context [24]:

P(y|X) = P(yt|x1, x2, ..., x1-1) (5)
where

*  X1,X,...,x;_1—the tokens in the context sequence,
*  t—the current position.

Using the chain rule, this conditional probability can be decomposed into the product
of probabilities for previous tokens [24]:

T
P(y|X) :HP(yt|x1,x2,...,xt,1) (6)
t=1

where
¢ Tis the length of the sequence.

In this way, the model predicts each token at each position autoregressively, generating
a complete text sequence. In summary, the model analyses previous text fragments (the
context) and then predicts which token should appear next based on what it has already
“seen”. This process occurs sequentially, with each subsequent prediction being based on
previous text fragments.

Another important aspect of large language models is the use of attention mechanisms.
These mechanisms enable the model to focus on different parts of the text or word sequences,
which are then combined to create more precise representations. There are many ways to
implement this mechanism [29]:

¢ Self-Attention: This mechanism is used to combine all positions of a given sequence
while preserving their complexity. It is essential for learning long-term dependencies
between input data.

*  Cross-Attention: In this process, the information representing the input data (often
called keys and values) is also used as a query within the component that interprets
and processes this information. This allows the model to focus on the most relevant
parts of the input data.

e Full Attention: This type of mechanism refers to the calculation of self-attention using
the naive method, which assumes that each element of the sequence is directly related
to the other elements. This approach is termed naive because, in practice, it can be
very computationally expensive.

*  Sparse Attention: This is an approximation method for the attention mechanism that
reduces the number of relationships between individual elements in the sequence.
This technique is used, for example, in GPT to reduce computational complexity.

Attention mechanisms do not consider the order of words in input sequences, so it
is essential to use techniques known as positional encoding. There are two main types
of positional encoding: absolute and relative positional encoding. Absolute positional
encoding involves simply assigning unique identifiers to each position in the sequence
before passing them to the attention mechanism [29]. The second method, relative positional
encoding, aims to convey information about the mutual dependencies of tokens appearing
at different positions in the sequence. One example of this technique is the Alibi method,
which reduces the influence of the distance between two tokens when calculating attention.
The greater the distance, the lesser the influence. This causes the model to focus on the
most recent tokens, ignoring earlier ones in the sequence [32]. Another well-known method
of relative positional encoding is rotary positional embedding (RoPE), which operates by
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rotating the representation of the query and key proportionally to their absolute positions
in the input sequence. The greater the distance between the tokens, the less their influence
on each other in this technique. In other words, rotary positional embedding allows for
considering the positions of tokens, but their significance diminishes with distance [33].

The use of attention mechanisms, along with appropriate positional encoding, en-
hances the ability of models to capture complex relationships and dependencies within the
text, leading to more accurate and contextually aware language representations. This is
crucial for tasks that require a deep understanding of context, such as machine translation,
text summarization, and question answering.

4. Research Methodology

The basis for starting this research was the need to find a comprehensive approach to
evaluating various numerical text representation techniques. One of the key elements of
natural language processing is the way text is represented, so our objective was to compare
traditional and advanced methods of representing text. Finding the most effective text
representation method could significantly improve not only text classification but also other
NLP tasks such as clustering or summarizing texts.

Our research methodology involved exploring multiple text representation techniques,
focusing on their effectiveness in classifying Al-generated essays versus those written by
students. The innovation of our approach lies in the comparative analysis of different
methods, ranging from basic techniques like Bag of Words (BoW) to sophisticated methods
such as embeddings created using fastText, MiniLM, and distilBERT, including those using
pre-trained models and those trained from scratch. Figure 1 shows a diagram that illustrates
the three main stages of the proposed approach.
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Figure 1. Diagram of the proposed approach.

Each stage plays a crucial role in transforming raw text data into numerical formats
suitable for machine learning models and applying various classifiers to assess their effec-
tiveness. The first part of the diagram, which covers data preprocessing tasks such as data
cleaning, tokenization, and lemmatization, is explained in detail in Section 4.1. The second
part, which focuses on the transformation of textual data into numerical representations,
is discussed in Section 4.2, while the final stage, which involves the application of classi-
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fication algorithms, is detailed in Section 4.3, and the subsequent evaluation metrics are
covered in Section 4.4.

4.1. Data Preprocessing

The first stage of our approach involved pre-processing the content of the documents,
which included several key processes. The first was data cleaning, which involved re-
moving unnecessary characters, punctuation, and digits, as all of these can disrupt text
analysis. Unnecessary characters, such as special symbols or non-standard text elements,
can introduce noise without contributing meaningful information. Similarly, punctua-
tion, while important for sentence structure, can interfere with tasks like tokenization or
frequency-based analysis. Digits, unless specifically relevant to the analysis, can skew
results by distorting word frequency patterns or adding irrelevant data to processes such
as sentiment analysis or topic modeling.

Next, tokenization was used—i.e., dividing the text into individual tokens, which can
take the form of individual words or phrases—which allows for more detailed and precise
text processing in later stages of analysis. Tokenization is crucial because it allows for
breaking down the text into elements that can then be analyzed individually or in context.

The last step of text pre-processing was lemmatization. The aim of this process is to
reduce words to their basic forms, or lemmas. This made it possible to ensure consistency
in the data and reduce dimensionality, which facilitated analysis. Lemmatization allows
one to avoid problems related to the diversity of grammatical forms of words, which could
lead to misinterpretations in text analysis.

4.2. Text Representations

Further analysis requires transforming textual data into appropriate numerical struc-
tures. After lemmatization, the data consist of lists of tokens for individual essays. To
proceed, these token lists are converted back into sequences of text, allowing for the
restoration of sentence structure.

The first technique used for numerical text representation was the Bag of Words (BoW).
The texts were converted into a matrix where each column represented a unique word in
the corpus, and each row represented an essay, showing the frequency of each word. This
simple and commonly used technique in natural language processing tasks was applied
only to training data at this stage. Transformation of the test data occurred directly before
evaluating the classifiers due to the method’s speed.

Next, the TF-IDF (term frequency-inverse document frequency) technique was applied.
Similar to BoW, it represents texts as vectors, but it accounts for both the frequency of words
and their significance across the entire corpus. In addition to the basic TF-IDF matrix, a
modified version with selected parameters was configured to improve text representation:

* L2 normalization: adjusts vectors so their Euclidean length is 1, making vector
components proportionally scalable, which is especially useful for documents of
varying lengths;

¢ IDF smoothing: adds 1 to the frequency of each term, preventing division-by-zero
errors when calculating IDF values for terms not present in any training document;

*  Sublinear term frequency transformation: uses a logarithmic scale:

TF =1+ log(TF) @)

to reduce the influence of terms that appear very frequently, making them less informative.

Like BoW, this transformation was applied only to the training data. The same
vectorizers will be used to transform test data during classification.

The fastText model was used to create the first numerical representations in the form of word
embeddings. Two models-Skip-gram and Continuous Bag of Words (CBoW)—were trained
using the lemmatized training data with the gensim library. Training parameters included:
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*  vector dimensionality (vector_size) of 300, based on common values in pre-trained models;

*  context window size (window) of 5, considering the context of five words before and
after a given word;

¢  minimum word occurrence (min_count) of 3 to exclude rare words;

¢ training algorithm (sg): 0 for CBoW and 1 for Skip-gram;

* range of n-gram sizes (min_n and max_n) for constructing word vectors, improving
model handling of rare words or spelling errors;

* number of buckets (bucket) for hashing n-grams during training, affecting model
accuracy and training time.

Additionally, a pre-trained fastText model was used, which was trained on Wikipedia
and Common Crawl data. The English model (cc.en.300) uses CBoW with position weight-
ing, considering both context words and their positions. This resulted in three forms of
word embeddings, transformed first on the training set and similarly on the test set.

The final stage involved creating sentence embeddings using transformer-based neural
network models. Models were accessed via Hugging Face using API interfaces like trans-
formers and sentence_transformers. Selected models were MiniLM (all-MiniLM-L6-v2) and
distilBERT (distilbert-base-nli-stsb-mean-tokens), both modified versions of Sentence-BERT
(sBERT), designed for semantic sentence embeddings.

MiniLM focuses on minimizing model size while maintaining efficient embeddings.
It employs knowledge distillation from a larger model, enabling faster data processing with
lower computational requirements [34]. DistilBERT, also a result of BERT model distillation,
retains similar-quality embeddings with faster processing and lower resource demands.
These models were trained on tasks solved by the larger model, effectively transferring
knowledge to a smaller, more efficient model [35].

4.3. Classification

After creating numerical representations, an analysis of various classification methods
using these representations was conducted. The classifiers tested include logistic regression,
random forests, XGBoost, and LightGBM. Each of these models has different mechanisms
of operation and varying efficiency depending on the characteristics of the input data. This
allows for a more detailed assessment of the quality of individual numerical representations.

Logistic regression is widely used in binary classification. It is based on the concept of
linear regression and uses the logistic function to predict the probability of an observation
belonging to one of two classes. Logistic regression is particularly effective when there is a
strong linear relationship between the data. It can effectively handle numerical representa-
tions based on simple frequencies, such as Bag of Words or TF-IDF weights, where each
row of the input matrix is a linear combination of features describing individual documents.
However, this model has limitations with more complex data, such as word or sentence
embeddings, where data are characterized by more complex, non-linear patterns.

Random forests are a complex structure composed of many decision trees, where
each tree is trained on a random subset of input data and a random set of features. The
final prediction in a classification problem is the result of majority voting. The use of a set
of randomly constructed trees gives this method high resistance to overfitting. It is also
effective for data with a large number of features and relatively non-linear patterns, which
is typical for extensive textual data.

For logistic regression and random forest, no extensive parameter tuning was per-
formed. Both classifiers were run with the default settings, with the maximum number
of iterations set to 1000. This ensures that the algorithms have sufficient iterations to
converge. Logistic regression, in particular, can sometimes require more iterations to
reach convergence when handling large datasets or complex models, hence the choice of
1000 iterations.

Methods such as XGBoost (Extreme Gradient Boosting) and LightGBM (Light Gradient
Boosting Machine) are based on iterative training of decision trees. Unlike random forests,
which train many trees independently, these models build successive trees in a sequence,
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where each subsequent tree corrects the errors made by the previous ones. XGBoost creates
trees sequentially, while LightGBM uses more optimized techniques. Instead of fully
creating each tree level sequentially, it only expands the tree leaves that have the greatest
impact on improving model accuracy. Both methods are highly effective and scalable on
large datasets and tasks with complex data structures, including text data, due to their
ability to handle nonlinearities and capture complex patterns.

For XGBoost, the following parameters were used:

*  evaluation metric (eval_metric): log loss, which is appropriate for binary classification tasks;

*  number of boosting rounds (n_estimators) set to 100. This controls how many trees
are built during the training process. A moderate number of estimators was selected
to avoid overfitting while ensuring that the model had enough complexity to capture
patterns in the data.

For LightGBM, the following parameters were used:

*  objective set to binary in order to specify that the task is binary classification;

*  evaluation metric (eval_metric): log loss, similar to XGBoost;

*  boosting type: gradient boosting decision trees;

¢ learning rate set to 0.1, a commonly used value which balances the speed of conver-
gence with performance;

* number of leaves (num_leaves) in the trees, where a larger value can lead to better
accuracy but may risk overfitting. Based on testing, 40 was chosen as a middle ground
to balance these concerns;

*  minimum number of data points a leaf can have (min_data_in_leaf) set to 150. A higher
value helps prevent overfitting;

*  maximum depth of the trees (max_depth): deeper trees capture more complex patterns
but risk overfitting, so a value of 8 was chosen as optimal.

The LightGBM parameters were carefully selected to balance performance and over-
fitting. The learning rate and number of leaves were chosen to prevent the model from
overfitting while ensuring it captured important patterns. The maximum depth and mini-
mum data in the leaves were also tuned to control complexity and maintain generalizability.

4.4. Model Evaluation

The evaluation of classification models is crucial for understanding their performance
and effectiveness in detecting Al-generated essays. While accuracy is a primary metric for
assessing model performance, relying solely on accuracy can be misleading, especially in
cases of class imbalance. Therefore, additional metrics such as precision, recall, specificity,
F1-score, and Matthews correlation coefficient (MCC) are also considered to provide a
comprehensive evaluation.

Accuracy (Acc) measures the proportion of correctly classified instances among the
total instances and is calculated as follows [8]:

(TP 4 TN)

ACC = TP FP+ TN + EN)

-100 (8)

where

e (TP + TN)—the number of correctly classified Al- and student-written essays,
* (TP + FP+ TN + FN)—the total number of Al-generated essays and student-written
essays together.
In addition to the model accuracy, additional metrics were also calculated and com-
pared [8].
Sensitivity—TPR (true positive rate), calculated as follows:

TP
TPR= —— -1
mp+N) 0 ®)

where
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e TP—the number of correctly classified Al-generated essays,
* (TP + FN)—the total number of Al-generated essays.
Specificity—TNR (true negative rate), calculated as follows:
TN
TNR = ————=-100 10
(TN +FP) (10)
where
. T N—the number of correctly classified student-written essays,
* (TN + FP)—the total number of student-written essays.
Precision—P, calculated as follows:
TP
P=— .1 11
p+£p) % (1)
where
®  TP—the number of correctly classified Al-generated essays,
* (TP + FP)—the total number of essays classified as Al generated.
F1-Score—F1, calculated as follows:
P.-TPR
F1=2- —— 12
P+ TPR (12)

Matthews Correlation Coefficient—MCC, calculated as follows:

MCC — TP-TN — FP-FN (13)
/(TP + FP)(TP + FN)(TN + FP)(TN + FN)

This coefficient indicates the correlation between the predicted and actual classifica-
tions, ranging from —1 to 1, where 1 indicates perfect classification.

5. Experiments and Results

The primary objective of this paper is to compare methods of numerical text repre-
sentation using various classifiers in the detection of content generated by large language
models. This section presents the data used in the comparison process insights from their
exploration, which significantly influenced the selection of appropriate data processing and
cleaning methods. Selected results of numerical text representation methods and classifiers
used for comparison are introduced.

5.1. Dataset Description

Advancements in large language models have achieved remarkable results, enabling
the generation of text that closely resembles human-written content. A notable example of
such data is the “DAIGT V2” training set [36]. It consists of various prompts, which serve
as instructions, and includes several models for Al-generated content. The columns used
in the analysis are

*  text: the content of the essay;

¢ label: indicates whether the essay was written by a student (0) or generated using
large language models (1);

e  prompt_name: the name of the prompt in response to which the essay was written.

The dataset contains 44,868 essays, including 27,371 written by students and 17,497
generated by large language models. Table 1 presents the prompts used along with the
corresponding number of essays, divided into those generated by large language models
and those written by students. Given that the dataset was supplemented by the community
with essays from various sources, it was also verified for duplicate content. Each essay has
a unique text.
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Table 1. Prompts used along with the corresponding number of essays.
Number of Essays Number of Essays
Prompt Total Number of Essays Generated by LLSIIVI Written by Studez,lts
Distance learning 5554 3397 2157
Seeking multiple opinions 5176 3624 1552
Car-free cities 4717 2051 2666
Does the electoral college work? 4434 1720 2714
Facial action coding system 3084 917 2167
Mandatory extracurricular activities 3077 1407 1670
Summer projects 2701 951 1750
Driverless cars 2250 364 1886
Exploring Venus 2176 314 1862
Cell phones at school 2119 463 1656
Grades for extracurricular activities 2116 490 1626
Community service 2092 550 1542
A Cowboy Who Rode the Waves 1896 524 1372
The Face on Mars 1893 310 1583
Phones and driving 1583 415 1168

5.2. Data Preprocessing

To transform the raw essay content into a numerical representation, it must first be
processed and cleaned appropriately. The text must be in a form suitable for analysis, free
of digits, punctuation marks, or errors that could hinder the NLP process. The first step
involved thoroughly verifying the contents of the essays to find any unusual characters
that could not be fully eliminated using standard text-cleaning libraries and functions.
The main challenge in the cleaning process was non-standard links present in the text
as part of bibliographies. Most links were complex and long, and nearly all contained
randomly placed spaces. Constructing a regular expression to eliminate them without
risking the removal of text following the links proved problematic. As a result, most links
were removed using a single, complex regular expression, applied carefully to avoid deleting
any text following the links. The remaining links were analyzed, and a custom list of words
to be removed from the essay content was created, including [“www”, “org”, “html”, “http”,
“https”, “edgarsnyder”, “pittsburgcriminalattorney”, “thezebra”, “fivethirtyeight”, ...].

It was also noted that the texts contained many newline characters, such as “\n”,
“\r”, and their combinations. Additionally, non-standard punctuation marks, like quo-
tation marks in three different forms (or “instead of the standard”), were found in the
text, which were undetectable by punctuation removal functions in NLP libraries. An-
other characteristic of essays generated by large language models was placeholders that
students were supposed to replace, such as “STUDENT_NAME”, “TEACHER_NAME”,
or “Mrs/Mr.{insert principal’s name here}”. Automatically removing punctuation marks
through ready-made functions would result in words like “STUDENTNAME” and similar
combinations, likely not found in dictionaries. Therefore, characters in these characteristic
forms (like newline characters and non-standard quotation marks) were replaced with
spaces using regular expressions.

Subsequent steps included converting the text to lowercase, removing remaining
punctuation marks, multiple spaces, and digits using the gensim library. Additionally,
words consisting of two or fewer letters were eliminated to reduce data sparsity without
risking the removal of words that could affect the meaning and context of the entire
sentence. The final step was eliminating essays that were incorrectly generated responses
by large language models. One example of such a record was an essay identified as code
for the prompt “Facial action coding system”. Other incorrectly generated essays were
identified through character count analysis. The dataset contained six records with fewer
than 400 characters, all of which were Al-generated essays with truncated or unfinished
content or forms atypical for essays, possibly due to misinterpretation of the prompt by
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the model. Table 2 presents examples of the described records, which were removed from

the dataset.

Table 2. Examples of essays removed from the dataset.

Text

Label Prompt_Name

In recent years, there has been a growing trend

1 Distance learning

Passage 1:\r\n\r\nPassage 2:\r\n\r\nPassage
3:\r\n\r\nPassage 4:\r\n\r\nPassage 5:\r\n\r\nPassage
6:\r\n\r\nPassage 7:\r\n\r\nPassage 8:\r\n\r\nPassage

9:\r\n\r\nPassage 10:\r\n\r\nPassage 11:\r\n\r\nPassage
12:\r\n\r\nPassage 13:\r\n\r\nPassage 14:\r\n\r\nPassage
15:\r\n\r\nPassage 16:\r\n\r\nPassage 17:\r\n\r\nPassage
18:\r\n\r\nPassage 19:\r\n\r\nPassage 20:\r\n\r\nPassage
21:\r\n\r\nPassage 22:\r\n\r\nPassage 23:\r\n\r\nPassage
24:\r\n\r\nPassage 25:

1 Seeking multiple opinions

Limiting car usage is a concept that has gained significant
attention in recent years due to its potential benefits.
Advocates of this movement argue that by reducing car usage,
society can experience numerous advantages, such as improved
air quality and reduced greenhouse gas emissions.

example of

One

1 Car-free cities

#include <stdio.h>\n#include <stdlib.h>\n#define N 3\n// A
utility function to swap x and y\nvoid swap(int* a, intx*
b)\n{\nint t = *a;\n*a = *b;\n*b = t;\n}\n// A utility
function to partition and get pivot\nint partition (int
arr([], int low, int high) (...)

1 Facial action
coding system

The cleaned text was placed in a new column. A fragment of the dataset after the
preprocessing is presented in Table 3. With the cleaned dataset, the word count distribution

for Al-generated essays and student-written essays was verified using the column with
cleaned content. The results are presented in Figures 2 and 3.

Table 3. Examples of essays and their cleaned versions.

Text Label Prompt_Name

Clean_Text

Phones\r\n\r\nModern humans today are
always on their phone. They are always on
their phone more than 5 hours a day no
stop. All they do is text back and
forward and just have group Chats on 0
social media. They even do it while
driving. They are some really bad
consequences when stuff happens when it
comes to a phone. (...)

Phones and driving

phones modern humans today are always
on their phone they are always on their
phone more than hours day no stop all they
do is text back and forward and just have
group chats on social media they even do it
while driving they some really bad
consequences when stuff happens when it
comes to a phone (...)

This essay will explain if drivers should
or should not be able to use electronic
devices while operating a vehicle. Using
a phone while driving can cause very bad
wrecks, because they are putting
themselves and other people at risk.
People should not be able to use cell
phones while operating a vehicle is
because bad wrecks, putting others’ lives
in danger, and may cause death.\r\n(...)

0 Phones and driving

this essay will explain if drivers should or
should not be able to use electronic devices
while operating vehicle using phone while
driving can cause very bad wrecks because
they are putting themselves and other
people at risk people should not be able to
use cell phones while operating vehicle is
because bad wrecks putting others lives in
danger and may cause death (...)
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Distribution of number of words in LLM generated essays
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Figure 2. Distribution of number of words in LLM-generated essays.

Distribution of number of words in student written essays
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Figure 3. Distribution of number of words in student-written essays.

After filtering and cleaning, the dataset contained only valid essays. Figure 2 presents
the distribution of the number of words in Al-generated essays. It can be observed that
the word count distribution is similar to a normal distribution. This indicates that while
most Al-generated essays center around a particular word count, there is still considerable
variation, with some essays having slightly fewer or more words. Also, shorter essays are
much more common than in student-written content.

Figure 3 shows the distribution of the number of words in student-written essays. Here,
the word count distribution resembles a Poisson distribution, with a higher occurrence of
shorter essays. However, despite the higher frequency of shorter essays, student-written
essays have a higher minimum word count compared to Al-generated ones, which suggests
that students likely perceive an essay as a formal task with a required or expected minimum
length. Additionally, the distributions suggest that students tend to write essays with a
wider range of lengths, possibly influenced by individual writing styles, interpretations of
prompts, or external constraints such as time limits.

Table 4 presents statistical results regarding the number of words in the series. Student-
written essays generally have a higher word count, averaging 404, compared to Al-
generated essays, with an average of 320 words. The minimum word count for students is
136, and the highest is 1611, more than double the maximum word count in Al-generated
essays, where the minimum word count is 62, and the maximum is 764.

The next step in the experiments was to analyze different stop word lists. It was
decided not to remove stop words before further analysis due to the presence of words on
the lists whose elimination could disrupt the context of entire sentences, such as “against”,
“nobody”, or “not”, whose occurrence in a sentence can completely change its meaning.
The stop word lists also included many words whose removal would not significantly
affect the sentence context, such as “eg”, “be”, “kg”, “ie”, “a”, or “km”. Such expressions
and abbreviations were filtered out in earlier stages by removing words with fewer than
three letters.

Table 4. Statistics on the number of words in essays.

Statistics on the Number of Words  Essays Generated by LLM  Essays Written by Students

Minimum 62 136
Maximum 764 1611
Average 320 404
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The final steps of processing involved tokenization and lemmatization, i.e., dividing
essays into tokens and then reducing them to their base form. Space characters were used
as the criterion for tokenization. Before lemmatization, the dataset was split into test and
training sets. This split helps avoid accidental information leakage between the sets. If
lemmatization were applied to the entire dataset before the split, there is a risk that patterns
learned during training could be influenced by the test set, compromising the integrity
of the evaluation process. By splitting the data first, we ensure that each set is processed
independently, maintaining a clear distinction between training and test data and thus
preventing potential bias or overfitting. This is important because lemmatization can reveal
information about the characteristics of the entire dataset, which could influence how
the test data is interpreted by the model. Independent processing of these sets ensures
that models are trained and tested objectively, based only on their designated data, and
the procedure mimics real-world model usage. A key step in splitting the dataset was
balancing the number of essays for each label. The number of essays from the majority
class (student-written essays, label 0) was reduced by randomly selecting an equal number
of essays as the minority class (Al-generated essays, label 1). This reduced the number of
records from 44,860 to 34,978. The balanced dataset was split into test and training sets
using stratification by labels, ensuring an even distribution of data in both sets. The test set
comprised 25% of the data. The final record counts and label distributions are presented
in Table 5.

Table 5. Number of records in training and test sets.

Training Set Test Set
0 1 0 1

13,116 13,117 4373 4372

It was also necessary to verify that all the prompts used to generate essays were present
in both sets. The analysis did not show omissions in the test or training sets, indicating that
each prompt was adequately represented in the data for the training and testing models. In
addition, a frequency analysis was performed to ensure that its presence was sufficiently
diverse in terms of quantity. The results are presented in Table 6.

Table 6. Prompts used along with the corresponding number of essays in training and test sets.

Prompt Training Set Test Set
Distance learning 3557 1181
Seeking multiple opinions 3453 1155
Car-free cities 2848 895
Does the electoral college work? 2568 892
Mandatory extracurricular activities 1868 622
Facial action coding system 1740 548
Summer projects 1550 513
Cell phones at school 1185 366
Community service 1158 388
Driverless cars 1128 431
Exploring Venus 1128 398
Grades for extracurricular activities 1121 405
A Cowboy Who Rode the Waves 1059 341
The Face on Mars 995 321
Phones and driving 875 289

The en_core_web_sm language model, a pre-trained English model offered by spaCy,
was used to transform tokens into their base forms. This model contains information not
only about base forms but also about part-of-speech tagging and syntactic dependencies,
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thus considering the structure of the analyzed texts. The process was conducted separately
for training and test data.

5.3. Results of Classification

To evaluate the effectiveness of the text representations, we used various classifiers,

including:

¢ Logistic Regression: a baseline model effective for linearly separable data;

e  Random Forest: an ensemble method that combines multiple decision trees to improve
robustness and accuracy;

*  XGBoost and LightGBM: advanced boosting algorithms that iteratively improve model
performance by focusing on misclassified instances.

Experiments were conducted on a dataset comprising essays labeled as either Al generated
or student written. The dataset was split into training and test sets to objectively evaluate
model performance. The division ensured that 75% of the data was used for training and
25% for testing, providing a reliable assessment of each model’s performance. Various
metrics such as accuracy, precision, recall, and F1-score were used to assess the classifiers.

The comprehensive methodology employed in this study aimed to provide a robust
comparison of various text representation techniques, highlighting their strengths and
weaknesses in the context of text classification. This approach contributes to a better
understanding of how different methods can be leveraged to improve natural language
processing tasks. Table 7 shows the accuracy comparison for each classifier, highlighting
the highest results for each.

Table 7. Accuracy comparison for individual embeddings and classifiers.

Embedding Technique RLoglst}c Random XGBoost LightGBM
egression Forest

Bag of Words 99.05 97.90 98.96 98.63
TF-IDF 99.82 97.78 98.78 98.55
Parameterized TF-IDF 98.98 97.72 98.78 98.51
fastText (Skip-gram) 97.80 98.03 98.91 98.83
fastText (Continuous Bag of Words) 97.87 96.59 98.17 97.98
fastText (Pretrained Model) 89.88 95.41 97.42 96.87
Sentence Embeddings MiniLM 95.73 95.06 96.47 96.13
Sentence Embeddings distilBERT 96.63 93.78 96.24 95.60

For logistic regression, the highest accuracy was observed with TE-IDF weights, achiev-
ing 99.82%. Similarly high values were obtained with Bag of Words (99.05%) and parame-
terized TF-IDF weights (98.98%). For random forests, the best performance was with word
embeddings created using the fastText model (Skip-gram) trained on the essay dataset,
achieving an accuracy of 98.03%. LightGBM also performed well with these embeddings,
reaching an accuracy of 98.83%. For XGBoost, the highest accuracy was noted for Bag
of Words (98.96%), with closely matching accuracies for TF-IDF weights, parameterized
TF-IDF weights, and fastText word embeddings (Skip-gram), at 98.78%, 98.78%, and 98.91%,
respectively.

To provide a more detailed comparison, additional metrics were calculated from
the confusion matrix. Besides accuracy, precision, recall, specificity, F1-score, and MCC
(Matthews correlation coefficient) were considered. The values of these indicators were
calculated assuming class 1 (essays generated by large language models) as the positive
class. This allows for a precise evaluation of how well the embeddings and classifiers
perform in detecting this class. The results are presented in Table 8, with the best results for
each numerical representation highlighted.
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Table 8. Comparison of metrics for various embeddings and classifiers.

Embedding Technique Classifiers Accuracy Precision Recall Specificity F1-Score MCC
Logistic Regression 99.05 99.33 98.76 99.34 99.05 98.10

Bae of Words Random Forest 97.90 99.25 96.52 99.27 97.87 95.83
& XGBoost 98.96 99.54 98.38 99.54 98.95 97.93
LightGBM 98.63 99.08 98.17 99.09 98.62 97.26

TEF-IDF Logistic Regression 99.82 99.35 98.28 99.36 98.82 97.65
Random Forest 97.78 99.22 96.32 99.25 97.75 95.60

XGBoost 98.78 99.31 98.24 99.31 98.77 97.56

LightGBM 98.55 99.10 97.99 99.11 98.54 97.10

Parameterized TF-IDF Logistic Regression 98.98 99.54 98.42 99.54 98.98 97.97
Random Forest 97.72 99.06 96.36 99.09 97.69 95.48

XGBoost 98.78 99.24 98.31 99.25 98.77 97.56

LightGBM 98.51 99.05 97.96 99.06 98.51 97.03

fastText (Skip-gram) Logistic Regression 97.80 98.76 96.82 98.79 97.78 95.63
Random Forest 98.03 98.91 97.14 98.93 98.02 96.08

XGBoost 98.91 99.42 98.40 99.43 98.91 97.83

LightGBM 98.83 99.35 98.31 99.36 98.83 97.67

fastText (Continuous Bag of Words)  Logistic Regression 97.87 98.49 97.23 98.51 97.86 95.75
Random Forest 96.59 97.62 95.52 97.67 96.55 93.21

XGBoost 98.17 98.75 97.58 98.77 98.16 96.35

LightGBM 97.98 98.68 97.26 98.70 97.96 95.96

fastText (Pretrained Model) Logistic Regression 89.88 91.56 87.85 91.90 89.67 79.83
Random Forest 95.41 96.14 94.62 96.20 95.38 90.84

XGBoost 97.42 98.16 96.69 98.17 97.42 94.87

LightGBM 96.87 97.45 96.25 97.48 96.85 93.74

Sentence Embeddings MiniLM Logistic Regression 95.73 96.23 95.20 96.27 95.71 91.47
Random Forest 95.06 96.55 93.46 96.66 94.98 90.17

XGBoost 96.47 97.17 95.72 97.21 96.44 92.94

LightGBM 96.13 96.84 95.38 96.89 96.11 92.28

Sentence Embeddings distilBERT Logistic Regression 96.63 96.70 96.55 96.71 96.62 93.25
Random Forest 93.78 95.29 92.11 95.45 93.67 87.61

XGBoost 96.24 97.31 95.11 97.37 96.19 92.50

LightGBM 95.60 96.39 94.74 96.46 95.56 91.21

For Bag of Words, TE-IDF weights, parameterized TF-IDF weights, and fastText word
embeddings (Skip-gram), accuracies for all classifiers were equal to or greater than 97.72%.
For fastText embeddings and Continuous Bag of Words, accuracies were equal to or greater
than 96.59%. The lowest performance was observed for embeddings created using the pre-
trained fastText model with logistic regression—this was the only instance where accuracy
fell below 90% (89.88%). For the same embeddings and other classifiers, accuracies did
not exceed 97.42%. For MiniLM sentence embeddings, the highest accuracy was 96.47%,
and the lowest was 95.06%. For distilBERT sentence embeddings, the lowest and highest
accuracies were 93.78% and 96.63%, respectively.

TF-IDF weights and parameterized TF-IDF weights achieved the highest accuracy
with logistic regression. However, for Bag of Words, the fastText model (both Skip-gram
and ontinuous Bag of Words), and MiniLM embeddings, the best performance was with
the XGBoost classifier. Similarly, for distilBERT sentence embeddings, the highest accuracy
was achieved with logistic regression, but the precision and specificity were higher for
the XGBoost classifier. This indicates that, despite slightly lower accuracy, XGBoost better
detected the positive class in the test set and made fewer errors regarding negative cases.
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6. Conclusions and Future Work

Based on the conducted analyses, it can be observed that the selected numerical text
representation techniques combined with various classifiers generally exhibit very high
accuracy. The primary criterion for evaluating their effectiveness was the analysis of
accuracy. Methods such as Bag of Words, TF-IDF weights (both with default parameter
values and those adjusted to the dataset’s characteristics), and embeddings created using
the fastText model trained on the analyzed training set (for Continuous Bag of Words
and Skip-gram) showed accuracies exceeding 96.50% with all classifiers. Among these,
the highest accuracy was observed for TF-IDF weights combined with logistic regression,
reaching 99.82%.

Regarding sentence embedding methods like MiniLM and distilBERT, accuracies
ranged from 93.78% to 96.63%, indicating the potential need for further optimization
of classifiers or data processing techniques before applying these methods. The lowest
performance was noted for embeddings created using the pre-trained fastText model. In the
analysis, one instance of accuracy below 90% was observed: 89.88% for logistic regression
using these embeddings. The Matthews correlation coefficient (MCC) value of 79.83% also
indicated generally lower performance compared to other methods. This might be due to
the model’s lower adaptation to the specificity of the analyzed dataset.

It should also be noted that the XGBoost classifier achieved the highest minimum
accuracy among the classifiers at 96.24%. This highlights its adaptability and effectiveness
when combined with various numerical representation techniques.

Analyzing the specificity values, all the results are equal to or greater than 91.90%.
Excluding embeddings from the pre-trained fastText model, all others are equal to or greater
than 95.45%, while all basic numerical representations (Bag of Words, TF-IDF weights,
and parameterized TF-IDF weights) exceed 99%. This indicates that the models rarely
classify negative cases (i.e., student-written essays) as positive (generated by large language
models). This is crucial in applications where it is important not to falsely label positive
content as Al-generated.

A similar situation is observed for precision values. Here, too, for basic numerical
representation methods, all results exceed 99%. Excluding the pre-trained fastText model
(where the lowest value was 91.56%), precision is generally equal to or greater than 95.29%.
This indicates the high effectiveness of the models at correctly classifying positive cases
according to their actual class.

Each text representation method has its inherent strengths and weaknesses. For
example, TF-IDF is effective at capturing word frequency and importance within a corpus
but lacks the ability to consider word context. BERT embeddings, on the other hand,
provide contextualized word representations, which can better capture the meaning of a
word in relation to its sentence. However, BERT embeddings are computationally expensive
and may not significantly outperform simpler methods like TF-IDF or fastText in smaller
datasets. BERT is also trained on large, general corpora, which may not perfectly align with
the style and language patterns found in student essays or Al-generated texts. Furthermore,
the domain-specific nature of educational texts may require fine-tuning or the use of
specialized embeddings, which was not performed in this study. This trade-off between
computational complexity and performance is a key limitation, particularly when applying
these methods to real-world scenarios with limited resources.

Another important limitation is the interpretability of these methods. While advanced
models like BERT capture more complex relationships within the text, they lack trans-
parency compared to traditional methods like TF-IDF. This lack of interpretability can
be a disadvantage, especially in educational or academic contexts where understanding
the reasoning behind model decisions is important. The simplicity of methods such as
TF-IDF makes them easier to interpret, as they rely on well-understood metrics like word
frequency, whereas BERT embeddings operate on abstract, high-dimensional representa-
tions, which makes it more difficult to trace how specific words or sentences influence the
final classification.
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The computational costs of generating these representations also vary significantly
between methods. TF-IDF and fastText embeddings are computationally efficient and quick
to generate, making them suitable for large-scale or resource-constrained environments.
In contrast, BERT embeddings require much more time and computational power due to
their complex architecture and the need to process entire sequences in context. For example,
generating TE-IDF embeddings for this study took a few seconds, while fastText embed-
dings took several minutes. In comparison, creating BERT embeddings was considerably
slower, requiring up to an hour due to the model’s size and complexity. This significant
difference in time and resource demands further emphasizes the trade-offs between simpler
methods and more complex deep learning-based approaches like BERT, depending on the
available computational resources and the specific needs of the task at hand.

The studies also confirmed that techniques targeted at the specific nature of the
problem, such as those tailored for essays, significantly enhance the effectiveness of further
analyses. Comparing information from selected articles regarding the performance of
market solutions for detecting text generated by large language models with the results
obtained in the classification process, it was observed that focusing the developed solution
on a specific problem contributes to more accurate source detection, with all models
demonstrating relatively high accuracy. This was also influenced by the appropriate
preparation of the text. The choice of suitable preprocessing methods has a significant
impact on classification efficiency and is crucial for achieving high model accuracy.

The applied solutions have potential for further development and commercialization,
especially in the educational sector, where there is a need to verify the authenticity of
content. Many authors of scientific publications emphasize the limitations of general
classifiers for detecting text generated by large language models. The research conducted
in this study focused on a specific task, which allowed for the appropriate selection of
processing techniques and the creation of numerical representations, thereby achieving high
classification results. This indicates that dedicated solutions, designed for narrower areas of
application, can be more effective. Furthermore, this work provides a solid foundation for
further research in the field of detecting texts generated by large language models, opening
new perspectives for the development of tools and technologies in this area.
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TF-IDF  Term Frequency-Inverse Document Frequency

LLM Large language model
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