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Abstract: This paper presents an approach to identifying political fake news in Spanish using
Transformer architectures. Current methodologies often overlook political news due to the lack of
quality datasets, especially in Spanish. To address this, we created a synthetic dataset of 57,231 Spanish
political news articles, gathered via automated web scraping and enhanced with generative large
language models. This dataset is used for fine-tuning and benchmarking Transformer models
like BERT and RoBERTa for fake news detection. Our fine-tuned models showed outstanding
performance on this dataset, with accuracy ranging from 97.4% to 98.6%. However, testing with
a smaller, independent hand-curated dataset, including statements from political leaders during
Spain’s July 2023 electoral debates, revealed a performance drop to 71%. Although this suggests
that the model needs additional refinements to handle the complexity and variability of real-world
political discourse, achieving over 70% accuracy seems a promising result in the under-explored
domain of Spanish political fake news detection.

Keywords: fake news; Spanish; curated synthetic dataset; fine-tuning; Transformer-based models;
BERT; RoBERTa

1. Introduction

In the current information age, where data flow rapidly, the battle against fake news
is crucial to maintain quality. Misinformation, particularly in political contexts, threatens
public trust in the media and politics, affecting vital areas such as the economy, healthcare,
and education. The need to detect and counteract misinformation has led to advances in
Machine Learning (ML) for fake news detection. However, most research has focused on
general news in English, leaving a significant gap in detecting political misinformation in
Spanish [1-5]. Recent breakthroughs in Deep Learning (DL), particularly with Transformer
models like BERT [6], have demonstrated exceptional performance in natural language
processing (NLP) tasks, including text classification for fake news detection [7-10].

Transformer models in NLP tasks operate through two key phases: pre-training and
fine-tuning. During pre-training, the model is exposed to large amounts of unlabeled text,
building a foundational understanding of language through techniques like word masking
and Next Sentence Prediction (NSP). This phase enables broad language comprehension.
Fine-tuning, on the other hand, adapts the model for specific tasks using a smaller, labeled
dataset. Pre-training imparts general linguistic knowledge, while fine-tuning refines the
model for task-specific performance, making it highly effective for various NLP tasks.

Transformer models, with their attention mechanism [11], are highly effective at
understanding context and word relationships, making them well suited for detecting
subtle patterns in fake news. Their ability to grasp nuances is critical for tasks like fake
news detection. However, a major challenge in identifying political fake news in Spanish is
the limited availability of robust datasets. Existing Spanish datasets, such as those from
Kaggle, are often small and fail to cover the broad range of political issues, including
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economic, healthcare, and education matters [12-14]. This lack of comprehensive data
continues to be a significant obstacle in political fake news detection in Spanish.

This research presents a comprehensive solution to address these challenges. We
introduce an approach used to autonomously generate a dataset of 57,231 political news
articles in Spanish (46,000 used for training and 11,231 for testing). Many of these news
articles are gathered from reputable sources through web scraping and are also generated
using information released by Spain’s National Institute of Statistics (INE) (the acronym INE
refers to the Instituto Nacional de Estadistica in Spanish), an authoritative body responsible
for the collection, analysis, and distribution of official statistical data within the country.
Our dataset greatly benefits from the availability of reliable information provided by the
INE, encompassing demographic metrics, economic indicators, and statistics related to
health and education. These data serve as both a robust source and an essential context
for the detection of political fake news in the Spanish language. Due to the difficulties in
finding trustworthy fake news samples, the dataset comprises around 28,000 fake news
articles acquired through two methods: (i) employing generative models developed by
OpenAl and (ii) creating fake news articles by automatically modifying specific details
in real news, such as dates, statistics, and the identities of political figures, using Python
libraries and scripts to falsify their content.

The main contribution of our paper can be summarized as follows:

*  Creation of an extensive dataset of Spanish political news, automatically collected
from reliable sources and enriched with generative artificial intelligence techniques.

*  Fine-tuning and evaluation of Transformer models, including BERT and its optimiza-
tions, for political fake news detection.

¢  Comparison of our results with those from related works, highlighting the perfor-
mance of our fine-tuned BERT and RoBERTa models for Spanish political content, a
theme and language that are underexplored in the literature.

This paper is structured as follows: In Section 2, we present an overview of related
work in the domain of fake news detection. Section 3 evaluates the strengths and weak-
nesses of the current training datasets utilized in Spanish fake news detection and details
the establishment of our dedicated dataset for this research, aimed at addressing identified
gaps and limitations. In Section 4, we provide a comprehensive overview of BERT-based
models, emphasizing optimizations such as RoBERTa, AIBERT, and DistilBERT, and high-
light the fine-tuning process with our Spanish political fake news dataset. Section 5 features
an experimental discussion, encompassing performance metrics for the resulting fine-tuned
models, along with a benchmark comparison against prior research. Finally, Section 6
concludes the paper and outlines potential lines for further research.

2. Related Work

Transformer-based models fine-tuned on existing corpora have also been employed
for generic NLP text classification tasks with diverse purposes, beyond the particular fake
news detection tackled in our research, which can essentially be seen as a categorization of
textual input as fake or true. In this domain, we find works like [15], which aims to identify
sexist content on social media using a multilingual BERT model to classify tweets as either
sexist or non-sexist, employing a dataset of 13,000 texts (half in English and half in Spanish)
to achieve an accuracy of 76.83%.

Similarly, the properties and performance of fine-tuned BERT models are also explored
in [16] for classification tasks in different languages and purposes, including sentiment
analysis of IMDB movie reviews (50,000 entries in English, accuracy of 93.87%), hotel
reviews in Chinese (6000 reviews, accuracy of 93.81%), classification of informative tweets
related to natural disasters (10,000 tweets in English, accuracy of 83.64%), and categorization
of news articles in Portuguese across multiple content categories (12,145 headlines, accuracy
of 91.20%).

Moving already to the particular domain of fake news detection, the identification of
such news has been tackled by multiple conventional ML techniques, including Random
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Forest (RF), Decision Trees (DT), Boosting Trees (BT), logistic regression (LR), Support Vector
Machine (SVM), and Naive Bayes (NB) [17]. These techniques, while effective in various
contexts, exhibit several limitations when compared to DL models that have achieved better
performance in fake news detection tasks. In particular, one key limitation of traditional
ML models like NB and SVB is their reliance on manual feature engineering. In these
approaches, human experts must define and select features such as word frequencies,
n-grams, or specific keywords to capture patterns in the data. This process can be time-
consuming and may fail to capture complex patterns or deeper contextual information.
Additionally, traditional models like LR often assume linear relationships between the
selected features and the target variable, which limits their ability to handle more intricate
interactions within the data. These models also tend to fail to generalize across diverse
datasets, particularly when there are variations in linguistic or stylistic patterns. In contrast,
DL models have the advantage of automatically learning features from raw data, capturing
both simple and complex patterns without manual intervention. By utilizing multiple layers
of representation, DL approaches can more effectively model intricate relationships and
contextual dependencies in large datasets, making them far more adaptable and powerful
for tasks like fake news detection [18-20].

Given the aforementioned weaknesses, traditional ML techniques have sometimes
been integrated with DL models to leverage the strengths of both approaches. Specifically,
ML methods have been combined with Recurrent Neural Networks (RNNs), Convolutional
Neural Networks (CNNs), Long Short-Term Memory (LSTM) [21-24], and also with various
types of word and document embeddings and Transformer-based models, resulting in
notable outcomes [25-27]. For instance, the study presented in [28] introduces an effective
approach for detecting fake news on social media by utilizing three publicly available
datasets (WELFake, FakeNewsNet, and FakeNewsPrediction) and integrating FastText
word embeddings with various ML and DL techniques. Specifically, a hybrid model of
CNN and LSTM achieved high accuracy, while Transformer models like BERT, XLNet, and
RoBERTa showed better performance after hyperparameter tuning, achieving accuracy
values of 99%. Additionally, explainable artificial intelligence (AI) methods were employed
to elucidate the model’s decision-making process.

The detection of fake news in social media has been tackled using various methods,
including graph convolutional networks and attention networks. The former leverages the
structural relationships in graph data to analyze connections and patterns within the social
network, aiding in identifying misleading information [29]. Meanwhile, attention networks
focus on important parts of the input data by assigning different levels of importance,
allowing the model to prioritize relevant features, better detect nuances indicative of
fake news, and even manage handle multimodal misinformation detection in multimedia
content [30].

Most studies have predominantly concentrated on English-language news, showcasing
notable outcomes with high accuracy rates within the range of 84% to 92% [3,31-33]. In [12],
detection is performed on a relatively small dataset containing 2000 news articles in Spanish,
equally divided between real and fake news, which was created in [34]. As depicted in
Table 1, the obtained accuracy values are as follows: 64.25% with XGBoost, 77% with
logistic regression, and 74.25% with Random Forest. In [14], various classic ML methods
are explored such as DT, SVM, NB and K-Nearest Neighbors (KNN), for classifying Mexican
Spanish news as either ‘fake” or ‘true’. This experiment employs a news corpus comprising
pairs of real and fake Spanish-language publications collected between November 2020
and March 2021 from newspaper websites, media companies, and fact-checking platforms.
The dataset consists of 971 instances, with balanced representation of fake and true news in
the test dataset [35]. Experimental results reveal that SVM and KNN are the most effective
classification models in this context, achieving an accuracy of 81%.
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Table 1. Related works about fake news detection and text classification by ML and Transformer models.

Related Work Adopted Technique Dataset Size Language Accuracy

[28] BERT, XLNet, RoBERTa WELFake, FakeNewsNet, and FakeNewsPrediction 72,134 English 99%
English o

[15] EXIST [36] 13,000 Spanish 76.83%

IMDB movie reviews [37] 50,000 English 93.87%

[16] RealOrNot tweets [38] 10,000 English 83.64%

Portuguese news [39] 12,145 Portuguese 91.20%

Chinese hotel reviews [40] 6000 Chinese 93.81%

Random Forest 74.25%

[12] XGBoost Fakes1000 [34] 2000 Spanish 64.25%
Logistic Regression 77%
81%
Naive Bayes . . . 59%
[14] KNN (K = 3) The Spanish Fake News corpus [35] 971 Mexican Spanish 81%
Decision Tree 62%

[13] Random Forest Unpublished dataset 634 Spanish 89'800/0

95.80%
Two parallel BERT . o

[33] networks Fakenewsnet [41] 23,000 English 85.4%
[42] BETO Corpus extracted from [34,43] 2500 Spanish 80%

In [13] an approach to detect fake news in Spanish, specifically in tweets posted
during the 2022 Colombian presidential elections, is described. This work compares the
performance of ML and DL techniques by pitting RF against a fine-tuned BERT model. In
both cases, a relatively small corpus comprising just over 600 Spanish tweets related to
the 2022 elections, equally divided between fake and real news, was used, obtaining an
accuracy of 89.90% with RF and 95.80% with BERT.

The superior performance of Transformer models in text classification tasks has been
confirmed in various research studies using BERT models and variants for fake news
detection in quite different languages, such as English [23], Greek [44], and Bengali [45].
These studies achieved accuracy values of 83%, 93%, and 92%, respectively. The authors
of [33] proposed MVPBert, which utilizes two parallel BERT networks to perform veracity
detection in English using the Fakenewsnet dataset containing approximately 23,000 news
items [41]. Fakenewsnet is a significant dataset consisting of full-length news articles
obtained from https:/ /www.politifact.com (accessed on 1 November 2023). In contrast
to other fake news datasets that often comprise shorter sources like tweets and headlines,
Fakenewsnet provides extensive news articles. In this work, one BERT network encodes
news headlines, while the other encodes the news body. Due to the constant and limited
input length of the BERT network and the typically longer news body, the authors employ
the MaxWorth algorithm to select the most valuable part of the news text for fact checking,
achieving an accuracy value of 85.4%.

The approach outlined in [42] employs a BETO model, a dedicated architecture trained
from scratch with documents in Spanish. In particular, this model, designed as the Spanish
counterpart of BERT (originally developed for English), has undergone fine-tuning using
a corpus containing 2500 Spanish news articles. The achieved accuracy rate exceeds
80% [34,43].

The revision of existing approaches made throughout this section reveals that Trans-
former models, notably BERT and its variants, outperform traditional ML methods for fake
news detection, achieving higher accuracy rates and robustness across various languages
and contexts. However, when focusing on detecting fake news in Spanish, especially in the
political context, a significant challenge arises due to the lack of comprehensive Spanish
training datasets. Our paper fills this gap by assembling an extensive and varied collection
of high-quality Spanish political news articles, as we will describe in Section 3. This dataset
has been curated specifically for the purpose of fine-tuning and evaluating Transformer-
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based models designed to detect fake news in Spanish within the domain of politics, a
realm that has been relatively underexplored in the current state-of-the-art methodologies.
As it will be detailed in Section 4, the objective is to illustrate the performance of these
models, which serve as valuable instruments in the fight against misinformation in Spanish-
speaking areas.

3. Crafting a Spanish Fake News Dataset

In this section, we will discuss the main shortcomings identified in current Spanish-
language datasets and provide detailed insights into the criteria considered in the develop-
ment of our customized corpus (Section 3.1). Additionally, we will detail the procedure,
sources, and tools utilized for the automated collection of our Spanish political fake news
dataset (Section 3.2).

3.1. Known Limitations and Desired Features

The need to establish a Spanish-language dataset dedicated to political disinformation
arises from the inherent constraints identified in current datasets, as outlined in Section 2.
These limitations have impeded the development of robust and accurate classification
models, which are essential for combating disinformation within the Spanish-language
political context. The identified constraints involve the following features:

*  Size of the datasets. Current Spanish datasets are notably small, with a total number
of news articles tagged as ‘fake’ or ‘real” that falls below 3000 [12-14]. This lack of
data compromises the ability of classification models to effectively learn to distinguish
between true and false news.

*  Topic of the news. These datasets encompass a broad spectrum of topics extending
beyond the Spanish political context, making it challenging to build models specialized
in the detection of political fake news.

e  Format errors in news. Errors have been observed in the news articles, such as missing
fields and incorrect categorizations, affecting the quality of the data. Additionally,
current fake news datasets often lack temporal references, potentially leading to inaccu-
rate and biased results in classification models since such references are indispensable
for evaluating the credibility of news content. Significantly, data such as the current
president’s name or statistics regarding unemployment and economic growth are
inherently time sensitive. It is imperative that news articles within these datasets
incorporate temporal markers to guarantee the seamless functioning of fake news
detection models, ultimately improving the accuracy of misinformation identification.

To overcome these limitations, this paper describes the creation of a customized dataset
with the following requirements:

*  Our dataset should contain a significantly larger volume of news articles to address
the issue of small size.

e Furthermore, the new corpus should collect genuine news from reputable and trust-
worthy sources. In the absence of reliable equivalent sources for fake news, a procedure
for generating fake news in a balanced manner becomes necessary. This should ensure
a comprehensive and equitable dataset that reflects both real and fake information,
thereby enhancing the model’s ability to accurately distinguish between them and,
consequently, address misinformation effectively.

*  The new dataset should include news articles of varying lengths, allowing the model
to process headlines of different extensions without compromising its effectiveness,
while also addressing issues related to formatting errors in the news articles.

*  Regarding thematic diversity, the news articles in the new dataset should cover a
variety of topics within the political context, such as economy, society, culture, among
others. This will enable the model to verify information considering the vocabulary
used in the articles, thus addressing the issue of excessively broad subject matter in
current datasets.
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¢ Finally, it is crucial to ensure that the new dataset contains both subtle and significant
differences between real and fake news articles. This is relevant because, as the
similarity in language and structure between real and fake news intensifies, the task
of differentiation becomes more challenging for the model. Therefore, the dataset
creation process should meticulously highlight these nuanced distinctions. This
approach empowers the model to more effectively identify even the most subtle
variations between accurate information and misleading content, thereby enhancing
its proficiency in combating misinformation.

3.2. Developing a Custom Dataset for Spanish Politics-Related Fake News

As shown in the brief excerpt from our Spanish Political Fake News dataset depicted
in Figure 1, this corpus includes the following fields for each news article:

e ID: A unique identifier for each news item.

e  Label: A classification label designating each news item as either fake (0) or real (1).

*  Headline (Titulo in Figure 1): The headline of the news article.

¢ Description (Descripcion in Figure 1): A more detailed description of the news ar-
ticle, providing additional insights into the subject matter, personalities, or events
mentioned within.

. Date (Fecha in Figure 1): The publication date of the news articles in DD/MM/YYYY
format, commonly adopted in Spanish.

Label Titulo
Moreno intenta apaciguar el flanco sanitario m... C
tado se retira como acusacié... scrito, la abogada del Estado Ros
- ¢y martes la Asamblea de Madrid acog...

r el problema’ de la ... lente que la ley ha tenido algunos ...
Ian Gibson cierra la lista electoral de 1la con... El hispanista, que ya ocupd un puest
ERC y Junts se atascan en la ne| cion para ... i una intensa semana para el E
El PP se rinde al discurso antiabortista de Vo... Nifiez Feijéo guarda silencio pero
El PSOE denuncia que el hombre de .. Los socialistas han r

va niega que su reforma de Extranjer .. El ministro de Inc

IU propone una descentralizacién para empodera... Izquierda Unida debate y aprueba e

Label Titulo Descripcion
istia Internacional pide al Gol 0 espafio... La organizacidén de derechos humanos alerta sob...

La comunidad educativa, contra la eliminacion ... El PSOE, saltandose el acuerdo que suscribio, ...

La campaiia de Hazte Oir contra Casado y a favo... El labby t nservador aprovecha la grave

Rosalia Lluis Rabell, esposa de Pio Garcia .« Ha en la comisidn d

El ex coordinador de los antidisturbios de Mad... El inspector jef Policia, ya jubilado,

La vacunacién a 1a Policia Na al y 1a Guard... El objetivo es alcanz j proximo el

La fundacién ultrapatriota de Vi j6 de publ... DENAES, creada con el obj

Tone Belarra nta su candidatura a la 5 La ministra y

Casado y Ay nan las amel a Iglesia... No condenar 0 de agre es personale 2 921
Escandalo po co en el Congreso por presunta... Un escandalo politico ha sacudido al Congreso ... 12/02/2022

Figure 1. Excerpt from our dataset of news articles related to politics in the Spanish language, which
includes a total of 57,231 entries, comprising 52% real news and 48% fake news.

The process of constructing our dataset of fake news in Spanish involves a combination
of different techniques, which we will explore throughout this section.

e  Firstly, we employed web scraping to automatically extract real news from information
published between April 2017 and June 2023. These data were gathered from the
websites of reputable, independent media outlets that have established a strong
reputation for reliability and impartiality. These outlets are known for avoiding
political bias in their coverage of a wide range of topics, specifically those related
to national politics. This process allowed us to collect authentic news articles that
provide a balanced and accurate reflection of political events, which is critical for
ensuring the credibility of the dataset (further details can be found in Section 3.2.1).

¢ Secondly, as explained in Section 3.2.2, we leveraged public APIs provided by the
National Institute of Statistics of Spain to generate a diverse set of fact-based news
articles. These APIs gave access to a vast array of objective statistical data on a variety
of politically relevant matters, such as economic performance, unemployment rates,
healthcare metrics, and more. By using this wealth of data, we were able to produce
news content that reflected real-world political and socio-economic trends, ensuring
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that our dataset maintained accuracy and relevance in terms of the key political issues
that shape public discourse.

e  Finally, due to the lack of publicly available repositories of political fake news in
Spanish, we employed a hybrid approach to generating misleading content. This
approach involved two distinct methods. The first method utilized the generative
capabilities of Al, particularly a Generative Pre-trained Transformer (GPT) model, to
automatically create a multitude of varied headlines. By using the OpenAl library,
we generated fake headlines that closely mimicked the style and structure of real
news articles (Section 3.2.3). The second method involved making strategic alterations
to real news articles to create misleading information. These alterations typically
included changing the names of political leaders or parties, as well as modifying key
figures such as unemployment rates or dates, thereby creating plausible but false
representations of political events. More detailed explanations of these methods are
provided in Section 3.2.4.

3.2.1. Web Scraping

A portion of the authentic news in our dataset is sourced from E! Independiente (www.
elindependiente.com, accessed on 1 November 2023) and Piiblico (www.publico.es, accessed
on 1 November 2023); both are online media outlets renowned for their reputation as
trustworthy and independent sources. They aim to avoid political bias and strive to deliver
balanced and accurate coverage across various topics, making them robust choices for
those seeking reliable news within the Spanish media landscape.

From a technical standpoint, we employed several tools and libraries to efficiently
gather and process the data from both media outlets. First, we used a Python script to
automate the process of accessing information from the websites. This script handled
the task of systematically retrieving the web pages that contained the news articles we
needed. To make the HTTP requests and retrieve the raw HTML content of these web
pages, we utilized the requests library [46] to establish a connection with the server and
navigate the various headers or parameters required by the media outlets’ websites. Next,
Beautiful Soup [47] was employed to handle the parsing of the raw HTML returned by
requests, providing the necessary tools to navigate through each page’s structure, extracting
fields related to the headline, description, and publication date, as shown in the brief code
snippet of Figure 2. This combination of requests and Beautiful Soup provided a reliable
and efficient method for gathering structured data from various web pages, transforming
raw HTML into clean, usable datasets ready for further processing.

URL = URLshort + str(page)

up = BeautifulSoup(page.content, tml.parser")
elementsTitle = soup.find_all("h2", class_="entry-title")
elementsDate = up.find_all("time", class_="entry-date")
elementsDescription = soup.find_all("div", class_="entry-subtitle")

Figure 2. Example of the utilization of the Beautiful Soup library to extract headlines, publication
dates, and descriptions of news articles through web scraping.

3.2.2. Utilization of APIs Provided by the National Institute of Statistics

In order to enhance our dataset with precise and up-to-date information on politically
and economically relevant issues, we have leveraged the valuable tools provided by Spain’s
National Institute of Statistics. Among these tools, we have access to public APIs that allow
us to tap into a wide range of statistically objective data with clear political relevance, such
as the unemployment rate, the country’s economic growth within a specific period, the
gross domestic product, inflation rate, public debt, and the consumer price index, to name
just a few examples.
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The requests made to the INE API were once again parsed using the Beautiful Soup
library. From the extracted responses in XML format, we could, for instance, obtain highly
diverse politically relevant information such as data about the average salary in Galicia, a
region located in the northwest of Spain. This resulted in program-generated headlines
such as “In 2020, the average full-time salary in Galicia reached 2136.4 euros”, which were
incorporated into our dataset. (Please note that the sample headline has been translated into
English for the readers’ convenience, while the original version in our dataset is in Spanish.)

3.2.3. Leveraging Generative Models via the OpenAl API

As previously mentioned, the incorporation of both authentic and deceptive news into
the training dataset, with closely aligned language and structure, enables us to enhance
the model’s capability to discern very subtle distinctions between genuine and misleading
information. For that purpose, we have resorted to generative large language models to re-
formulate the headlines scraped from reliable media reports (Section 3.2.1) and constructed
from objective statistics retrieved from the INE API (Section 3.2.2). To do so, we have
made different requests to OpenAl AP], starting from specific headlines (e.g., “The Spanish
government increases social spending in the 2022 state budget”) to generate the different
types of news, which are detailed next:

¢  First, we created news items that are equivalent to the original ones but with very
similar wording (in our particular example, headlines such as “The Spanish govern-
ment boosts social expenditure in the 2022 state budget”, “The Spanish government
increases in allocations for social initiatives in the 2022 state budget”, or “The Spanish
government amplifies social spending in 2022”).

*  Second, we crafted alternative news with different wording (e.g., “Spanish fiscal plan
for 2022 boosts social expenditure”, “The government of Spain boosts investment
in social programs in 2022”, “Spain allocates additional resources to social policies
in 2022”7, “Spain increases budget allocations for social programs in 2022”, “Spanish
2022 fiscal plan sees a surge in allocations toward social welfare initiatives”, or “Spain
allocates substantial increase to social investment in the 2022 fiscal plan”).

e  Third, we generated contrasting news using different terms (e.g., “In 2022 Spain
decreases investment in social programs”, “The Spanish government invests less in
welfare policies in 2022”, or “Contraction in Spain’s social expenditure for 2022”).

e Lastly, we also considered the generation of contrasting news using very similar terms
(e.g., “The Spanish government reduces social spending in the 2022 state budget”
or “The Spanish government advocate for reduction social spending in the 2022
state budget”).

As depicted in Figure 3, we resorted to a GPT-3 model to create a multitude of fictitious
news articles about economic data, healthcare, employability, etc., with varying semantic
nuances and syntactic structures to enrich the knowledge from which the Transformers
models trained with our custom corpus will learn [48]. Specifically, we employed the
gpt-3.5-turbo model, which operates within a token limit of 4097. This limit encompasses
both the input (the prompt given to the model) and the output (the response generated),
meaning that the total number of text units exchanged in each interaction must stay
within this boundary. Our approach involved interacting with the model by requesting
batches of news generation until the token limit was reached, after which the content was
categorized and saved appropriately. As shown in Figure 3, the roles in this process are
defined as “user’ for providing prompts and requesting news, and ‘assistant’ for the model’s
response generation.
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messages.append({"role":"user", "content": content})

completion = openai.ChatCompletion.create(
model = "gtp-3.5.turbo",
messages = messages

content = "Provide me with 10@ fictional headlines in Spanish covering the topics of
economy, healthcare, education, and politics in Spain for the year 2022."

chat_response = completion.choices[0].message.content
writeFile.write(chat_response)
messages.append({"role":"assistant","content":chat_response})

Figure 3. Using the OpenAl API to craft fictional political news articles in the Spanish language.

3.2.4. Altering Real News to Generate Fake News

With the aim of further expanding the set of fake news within our synthetic corpus

and, simultaneously, balancing both categories, we have chosen to modify certain data in
the genuine news collected through the methods described in the preceding sections. Our
intention is to change the names of political parties, political leaders, locations, and even
numerical values in real news to make them appear fictitious, carefully supervising the
resulting news items to ensure they are indeed fake.

Locations such as cities, provinces, and countries, along with the names of politi-
cal leaders, were identified using the spaCy library in conjunction with a publicly
available pre-trained model specifically designed for named entity recognition (NER)
tasks [49]. This powerful NER model enabled the accurate identification and classi-
fication of named entities within text, focusing on detecting and categorizing places
and individuals. In our case, this approach played a crucial role in distinguishing
regions, cities, and political figures in real news articles, allowing us to substitute these
entities with names of the same category to generate corresponding fake news. Some
examples are illustrated in Table 2. Given that the names used in this process were
of Spanish origin, we employed the es_core_news_Ig [50] model, tailored specifically
for this language. In this way, we bypassed the need for other models, such as BERT
for NER tasks; having been trained in English, these did not perform adequately in
identifying the names of cities and even politicians originating from specific regions
of Spain, such as Catalonia or Galicia.

Table 2. Examples of fake news created by manipulating various types of data within genuine

political news articles.

Altered Data True News False News
“Catalonia prepares for regional elections “Asturias prepares for regional elections
Places amid a pandemic and political crisis amid a pandemic and political crisis

(February 2021).”

“Pedro Sanchez announces the extension
of permanent ERTEs until May 2021
(January 2021).”

“Podemos defended the right to housing
against speculation (March 2020).”
“The unemployment rate in Spain drops to
15.3% in the second quarter of 2021
(July 2021).”

Political leaders
Political parties

Numeric values

(February 2021).”

“Josep Borrell announces the extension of
permanent ERTEs until May 2021
(January 2021).”

“Partido Popular defended the right to
housing against speculation (March 2020).”
“The unemployment rate in Spain drops to
5.3% in the second quarter of 2021
(July 2021).”

The names of political parties have been manually compiled in a list, located within
the real news, and replaced with other options in the fake news generated from the
originals, as shown in Table 2.

Numerical values have been identified with the assistance of the Re library [51], which
enables the detection of patterns within text. Once these patterns and the values to
be altered have been located, they are replaced with other random values within a
coherent range, depending on the type of data to be modified (percentage, year, etc.).
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By following the four procedures explained from Sections 3.2.1-3.2.4, a total of
57,231 news articles were collected, resulting in a balanced corpus with 52% of true news
and 48% of fake news. This dataset can be downloaded from https://www.kaggle.com/
datasets/javieroterovizoso/spanish-political-fake-news (accessed on 1 October 2024).

4. Tailoring Pre-Trained Transformer Models for Detection in Spanish

Modern NLP models are pre-trained on extensive text data using significant computa-
tional resources and large corpora, enabling them to gain a deep understanding of language.
These pre-trained models can be fine-tuned for specific natural language tasks, involving
the adjustment of hyperparameters that play a crucial role in their performance. While
model parameters are weight matrices that capture relationships between words, phrases,
and documents in the training corpus, hyperparameters impact the model’s behavior
during both training and inference, significantly affecting accuracy and capabilities.

In Section 4.1, we outline the fundamental features of the pre-trained Transformers
explored in our approach, focusing on BERT, due to its outstanding performance, along
with its primary optimized variations. Next, Section 4.2 justifies the selection of publicly
available models for our political fake news detection approach. Lastly, Section 4.3 focuses
on the training and fine-tuning for the chosen models on the dataset described in Section 3,
with a specific emphasis on the adjustment of model hyperparameters and the evaluation
metrics adopted in our experiments.

4.1. An Overview of BERT and Its Optimized Variants

BERT (Bidirectional Encoder Representations from Transformers) is a language model
architecture renowned for its proficiency in capturing long-range dependencies in se-
quential data. The foundation of BERT lies in its sophisticated self-attention mechanisms,
enabling it to model word interactions within a sentence and to weigh the relevance of
each word’s context. Thanks to these properties, BERT generates contextualized word
embeddings that depend on the entire surrounding context of each word in the sentence,
thus capturing intricate language dependencies. To do so, BERT utilizes two primary
pre-training strategies: the Masked Language Model (MLM) and Next Sentence Prediction
(NSP). In the MLM process, BERT selectively masks words within sentences, prompting the
model to predict hidden words by considering both their left and right contexts within the
sentence. Additionally, NSP involves training BERT to discern whether pairs of sentences
randomly selected from a corpus are contiguous or from distinct parts of the text, thereby
helping the model capture meaningful relationships between sentences. The combination of
these techniques enables BERT to comprehend the intricate nuances of language semantics
and syntax.

In addition to its fine-tuning on various natural language understanding tasks, as
highlighted throughout this section, BERT has been adapted to create multilingual models
with support for a wide range of languages, including Spanish, which is the focus of our
research on fake news detection.

The notable performance displayed by BERT in NLP tasks [52-54] has paved the way
for a multitude of optimizations and variations, including AIBERT [55], DistilBERT [56],
and RoBERTa [57], whose main differences lie in their optimization goals and methods:

e AIBERT, or A little BERT, aims to improve language models for increased efficien-
cy and speed while making some trade-offs in performance. It focuses on resource
efficiency and faster processing while still maintaining a performance level slightly
below that of the original BERT model. This is particularly valuable for applications
where speed and resource efficiency are crucial, such as mobile natural language
processing [58,59]. AIBERT accomplishes this through the redistribution of model
parameters and the integration of various optimization techniques, which are out of
the scope of the paper.

¢ DistilBERT, also known as Distilled BERT, shares a similar aim of enhancing language
models by prioritizing efficiency and speed. It achieves this goal by creating a more


https://www.kaggle.com/datasets/javieroterovizoso/spanish-political-fake-news
https://www.kaggle.com/datasets/javieroterovizoso/spanish-political-fake-news

Appl. Sci. 2024, 14, 9729

11 of 27

compact and faster model while retaining much of the knowledge from the original
BERT. DistilBERT is tailored for applications where lightweight and fast language
models are essential, making it well suited for scenarios with limited computational
resources [60,61].

In contrast, optimizations in RoBERTa are focused on enhancing natural language
processing performance. This is achieved by conducting more extensive pre-training,
using a larger text corpus compared to BERT, encompassing a wide range of natural
language tasks prior to fine-tuning for specific applications, and more effectively
adjusting hyperparameters. These enhancements empower the model to capture more
intricate and nuanced language patterns, ultimately leading to superior performance
in a variety of natural language processing tasks [62,63].

While we acknowledge the importance of optimizing efficiency and resource manage-

ment, our primary objective is to enhance the model’s performance to achieve the highest
precision in the NLP task of news article classification within the scope of politics and
in the Spanish language, which have received little attention in the literature to date.
Consequently, we opted to fine-tune both the BERT and RoBERTa models, with a particular
emphasis on those with support for the Spanish language, as outlined in the next section.

4.2. Selecting Pre-Trained Models for Detecting Fake News in Spanish

In the Hugging Face repository, there are numerous BERT and RoBERTa models of

different sizes and purposes. In this section, we justify the use of the ones we have chosen
for our experiments on fake news detection in Spanish.

Available BERT models. On one hand, there are two variants of BERT, known as
BERT-base and BERT-large. Both are bidirectional models pre-trained on extensive
text data in English, serving as the foundation for fine-tuning in a wide range of
NLP applications. Specifically, BERT-base is the lighter version with fewer parameters
(110 million), resulting in a smaller model size. In contrast, BERT-large is a more
substantial and powerful iteration, boasting more parameters (340 million) and greater
representational capacity. As a consequence, BERT-large proves more effective but also
demands more computational resources, making it the preferred choice for complex
natural language processing tasks. Moreover, in addition to the variations in size and
capacity between BERT-base and BERT-large, both models come in cased and uncased
versions. The selection between these variants should be influenced by the nature
of the data and the specific requirements of each NLP task. Cased versions are better
suited when preserving uppercase and lowercase distinctions is essential, such as
in proper nouns and specialized contexts, for tasks like named entity recognition or
machine translation [64-66]. Conversely, uncased versions convert all text to lowercase
before training, which is beneficial when capitalization carries no semantic significance.
These models find value in text classification, natural language processing in social
media, and sentiment analysis in informal texts [67-69].

Various language-specific versions of BERT models are also available. Two notable
examples include BERT-multilingual and BETO models, both of which are offered in
base/large and cased /uncased versions. On one hand, BERT-multilingual is a BERT vari-
ant pre-trained on a diverse set of languages, including Spanish, enabling it to capture
general language representations across a wide range of linguistic backgrounds [70].
On the other hand, BETO distinguishes itself as a language-specific model explicitly
trained for the Spanish language. It delivers outstanding performance across a diverse
range of natural language processing tasks in Spanish, making it particularly well
suited for applications like sentiment analysis, topic categorization, and various other
forms of text classification [71,72].

Available RoBERTa models. RoBERTa is available in base and large versions, with all
models being case sensitive. Additionally, there are multilingual variants, such as the
xIm-roberta-base model, which was designed as a cross-lingual language model based
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on RoBERTa to operate effectively in 100 different languages and pre-trained on an
extensive dataset of 2.5 TB of filtered CommonCrawl data [73].

Furthermore, there are specialized RoBERTa models that have been pre-trained on
comprehensive Spanish-language corpora. For example, the bertin-roberta-base-spanish
model that was developed as part of the BERTIN project [74] and utilizes the mC4
corpus [75], a multilingual variant of the C4 dataset supporting over 100 languages
sourced from the public Common Crawl web scrape. This dataset includes a total
of 6.6 billion pages, with 416 million of them in Spanish [76]. Additionally, the
roberta-base-bne model was created in 2021 by the Barcelona Supercomputing Center
on 570 GB Spanish-language high-quality documents extracted from the National
Library of Spain (BNE) (The acronym BNE in the model name RoBERIa-BNE refers to
the Biblioteca Nacional de Espafia in Spanish (National Library of Spain in English).
Its website is https:/ /www.bne.es/en (accessed on 1 November 2023).) using the
supercomputer MareNostrum4 [77].

In our approach to text classification in Spanish, our experiments involved both the

base and cased versions of BERT and RoBERTa models (identified hereafter as BERT-base
and RoBERTa-base, respectively). In addition to these, we also included their corresponding
multilingual variants (denoted as BERT-multilingual and RoBERTa-multilingual, respectively),
along with the models specifically pre-trained on Spanish corpora (BETO, RoBERTa-BERTIN
and RoBERTa-BNE). This selection is guided by several critical factors:

The inclusion of models trained in English serves as a benchmark, allowing us to
quantify their inferior performance compared to the variants adapted specifically
for Spanish. This comparative analysis provides valuable insights into the extent
of the performance gap between the English-trained models and their Spanish-
tailored counterparts.

Base models strike an effective balance between computational resources and their ca-
pacity to capture information and represent language, aligning well with the resources
available in our Google Colab environment.

In light of the unavailability of uncased RoBERTa models, we have opted to use cased
BERT models to ensure a fair comparison. The dataset format has been meticulously
inspected to guarantee the correct usage of lowercase and uppercase letters.

The dedicated support for the Spanish language ensures the versatility and efficiency
required to attain effective text classification within this specific linguistic context.
Last but not least, all the above models are primarily aimed at being fine-tuned on
tasks such as sequence classification, making them useful for our fake news detec-
tion purposes.

4.3. Fine-Tuning: Adjustment of Model Hyperparameters and Evaluation Metrics

In order to fine-tune the previously mentioned BERT and RoBERTa models on our

domain-specific dataset containing Spanish political news, we made use of the Transformer
library [78], and employed cross-validation to address the potential issue of overfitting in
the models we intended to fine-tune.

In particular, cross-validation allows us to assess the performance of the learned
models and ensure their robustness in generalizing to unseen data. It works by
partitioning the dataset into multiple subsets or folds, where the model is evaluated on
one subset after being trained on the other ones in each iteration, ultimately yielding an
average performance metric. This process aids in detecting overfitting as it highlights
any significant performance discrepancies across the folds. If the model exhibits
varying performance on different subsets, it signals that it may be overfitting to the
training data, as it struggles to generalize to new, unseen data. In our approach,
we have set aside 20% of the data for testing the final model (test data), and on the
remaining 80%, we have implemented cross-validation with 5 folds (K = 5). In each
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fold or iteration, the model is trained on 80% of the available data (training data) and
its performance is evaluated on the remaining 20% (evaluation data).

Regarding the fine-tuning, this process also encompasses the refinement of hyperpara-
meter values, whose appropriate configuration is critical to build effective models.
Both BERT and its RoBERTa models share common hyperparameters due to their
Transformer-based architecture and pre-training process: (i) the learning rate controls
how much the model weights are updated after each training step; (ii) the maximum
sequence length determines the maximum size of the input that the model can handle;
(iif) the batch size defines the number of training examples processed in each iteration,
affecting memory usage and training speed; (iv) the number of epochs indicates how
many times the model goes through the entire training dataset; and (v) regularization
techniques, such as L2 regularization or weight decay, that help prevent overfitting.
To optimize the hyperparameters, we carried out a series of experiments, adjusting
their values based on the unique characteristics of our domain-specific dataset and the
specific requirements of our binary text classification task. In doing so, we managed
to strike a balance between achieving high performance on the training data and
ensuring effective generalization to unseen data for each model. We carefully tuned
the hyperparameters of the Transformer models evaluated through an extensive series
of experiments, exploring different combinations until identifying the settings that
offered the best performance. This iterative process allowed us to determine the
optimal values that maximize the models” accuracy. The chosen values for each type of
model are presented in Table 3, where we also specify the seed used for reproducibility
by consistently initializing random processes across model runs.

Although tools such as GridSearchCV and RandomizedSearchCV, along with more
sophisticated options like Optuna and Hyperopt, provide valuable techniques for
hyperparameter tuning, they have notable drawbacks in our particular scope. Grid-
SearchCV systematically examines a specified grid of parameters, but it can become
resource intensive as the number of parameters increases. In contrast, Random-
izedSearchCV enhances efficiency by randomly selecting parameter values but may
overlook significant combinations. In light of these challenges, we chose to pursue
a manual tuning approach, which offers the flexibility to concentrate on essential
parameters based on our expertise in the field, thus avoiding unnecessary compu-
tational demands. Unlike automated techniques, manual tuning facilitates iterative
adjustments of parameters informed by practical observations, allowing for a more
targeted and effective investigation of the hyperparameter landscape. This method
minimized the likelihood of missing crucial settings and granted greater control over
the optimization process, ultimately resulting in outcomes that aligned more closely
with our specific requirements.

Table 3. Hyperparameter values that have yielded the best performance in the 3 BERT models and
4 RoBERTa models fine-tuned in our approach.

Hyperparameters BERT Models RoBERTa Models

RoBERTa-Base

BERI;’"-EZ\I/{szilIZiS:guu I RoBERTa-Multilingual
BETO RoBERTa-BERTIN
RoBERTa-BNE

Learning rate 5x107° 1075
Max sequence length 512 128
Batch size 10 16
Epochs 10 10

Drop out rate 0.1 0.15

L2 regularization 0.005 0.001

Seed 10 16




Appl. Sci. 2024, 14, 9729

14 of 27

¢ Lastly, during the fine-tuning process, it is essential to measure various metrics to
evaluate the performance of each model trained on our Spanish political fake news
dataset. In Table 4, we describe the metrics adopted in our approach, obtained using
the Sklearn library [79], where True Positives (TP) represent instances that are correctly
predicted as positive (real news) by the model, while False Positives (FP) are instances
that the model incorrectly predicts as genuine news when they are, in fact, false.
Similarly, False Negatives (FN) occur when the model incorrectly predicts instances as
negative (fake news) that are truly positive (real news), and True Negatives (ITN) are
instances that are correctly predicted as deceptive news by the model.

Table 4. Well-known evaluation metrics adopted in our approach.

Metric Definition Mathematical Equation
. Proportion of genuine news correctly predicted by TP
Precision the model. TP+FP
Recall Ratio of all existing authentic news articles correctly o
classified by the model. TP+FN
Accurac Proportion of right predictions, regardless of whether _ TPTN
Y they were positive or negative, made by the model. TP+TN+FP+FN

Evaluates how well the model balances precision and
F1-score recall, that is, it focuses on how many of the predicted
positives are TP and how many of the TP are captured.

. _Precision-Recall
Precision+Recall

Evaluates the performance considering TP, TN, FP and
FN to provide a comprehensive assessment of model TN-TP—FN-EP
prediction quality (1: perfect predictions, 0: random \/(TP+FP)-(TP+FN)-(TN+FP)-(TN+FN)
predictions, and —1 entirely inaccurate predictions).

MCC

Although AUC-ROC (Area Under the Curve) is a widely used metric in binary clas-
sification, high values may not be representative in our scenario, where we work with
synthetic and non-synthetic data. In this context, elevated AUC-ROC values would suggest
strong performance in distinguishing real from fake news, but this could be unrealistic
due to the possibility that the synthetic nature of the fake news might make these samples
easier for the model to detect, potentially leading to results that do not generalize well to
real-world settings.

While AUC-ROC is often useful for balanced datasets, it can overlook specific types
of errors, giving an overly optimistic impression of the model’s effectiveness. For these
reasons, we prioritized metrics that provide a more detailed evaluation of error manage-
ment. Specifically, by focusing on precision and recall, we evaluate the model’s ability to
balance the trade-off between false positives (misclassifying real news as fake) and false
negatives (failing to identify fake news), ensuring robust error handling. The F1 score fur-
ther strengthens this assessment by offering a balanced metric that combines both precision
and recall, while MCC offers a broader view of the model’s performance by accounting for
all types of outcomes.

Before focusing on the results and experimental discussion, we emphasize the fine-
tuning of the evaluated models, detailing the process where key concepts discussed in
this section, such as hyperparameter tuning and cross-validation, are integrated. The
fine-tuning and testing codes are available on GitHub at https:/ /github.com/gssi-uvigo/
debatrue (accessed on 1 October 2024).

¢ Initially, the pre-trained models are loaded using the relevant Hugging Face classes
(e.g., RobertaForSequenceClassification for the RoBERTa-BNE model), and the number
of labels is set to two for our fake news detection task. The entire model is fine-tuned
without freezing any layers, allowing all layers to be optimized during training to
fully adjust to the binary classification task.

*  Toensure that the model generalizes well to unseen data, we use 5-fold cross-validation.
Therefore, the dataset is divided into five subsets, training the model on four sub-
sets and validating on the remaining one. During each training phase of the folds,
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we use the AdamW optimizer with a learning rate of 10~ and L2 regularization
to enhance weight decay and mitigate overfitting. After each of the ten epochs, we
compute the cross-entropy loss between the predicted outputs and the true labels to
evaluate the model’s performance. Gradients are computed using backpropagation
(loss.backward()), and the model’s parameters are updated (through optimizer.step()).
This process is repeated for each batch within the epoch, gradually refining the
model’s parameters.

¢ Lastly, metrics such as precision, recall, accuracy, F1 score, and MCC are computed
after each epoch to measure the model’s performance, ensuring a reliable evaluation.

5. Results and Experimental Discussion

In this section, we present the results of our experimental evaluation conducted on the
seven models introduced in the previous sections. As depicted in Table 3, these models
include the two base models of BERT and RoBERTa, pre-trained in English (denoted as
BERT-base and RoBERTa-base, respectively), as well as their multilingual versions (BERT-
multilingual and RoBERTa-multilingual). Additionally, we consider the three models specifi-
cally pre-trained on extensive collections of texts in Spanish: BETO, RoBERIa-BERTIN, and
RoBERTa-BNE. Notice that we have reserved 20% of the data from our dataset of 57,231 news
articles for testing, employing a 5-fold cross-validation approach on the remaining 80%.

Given the significant advantages demonstrated by DL models, particularly Transformer-
based models, in capturing complex patterns and long-range dependencies within data, we
chose to focus on DL methods rather than revisiting traditional ML approaches [18-20]. As
highlighted in Section 2, ML models depend on manual feature engineering, which can miss
complex patterns and deeper context, and often assume linear relationships, limiting their
ability to capture intricate data interactions. In contrast, DL models automatically learn
both simple and complex features from raw data, making them more effective for large and
varied datasets. In this regard, studies conducted in various languages, such as English [23],
Greek [44], and Bengali [45], consistently demonstrate the effectiveness of BERT models and
their variants for fake news detection. These studies underline the ability of Transformer-
based models to capture subtle language patterns and rich contextual information, leading
to superior performance over traditional models in text classification tasks. By utilizing
self-attention mechanisms, these models are able to understand complex relationships
between words, making them particularly suited for identifying misinformation. Given
these findings, we have chosen to focus our experiments on fine-tuned BERT and RoBERTa
models, as these Transformer architectures have shown to be highly effective in addressing
the challenges specific to this domain.

We present our results as follows: firstly, we compare the performance of fine-tuned
BERT and RoBERTa models during training (Section 5.1) and on unseen data (Section 5.2).
Additionally, beyond testing on 20% synthetic Spanish political fake news, we experimented
with a smaller, independent dataset of manually curated real and non-synthetic fake news
(Section 5.2.1). This aimed to assess the models’ ability to detect authentic political fake
news in Spanish, expanding beyond the synthetic dataset used for fine-tuning. Finally,
in Section 5.2.2, we benchmark our approach against related methods in general text
classification and specific fake news detection across multiple languages.

5.1. Assessing Loss and Accuracy Metrics during Model Fine-Tuning

Our experimental evaluation tracks the evolution of training losses and the evaluation
accuracy of each model across multiple epochs, enabling us to identify irregularities that
may indicate a performance gap between the training and evaluation sets during cross-
validation, potentially signaling overfitting.

Figure 4 provides evidence that the training losses of the three fine-tuned BERT
models decrease as the number of training epochs increases and stabilizes after reaching
convergence. This observation indicates their effective adaptation to the domain-specific
training data within our methodology. Notably, the BETO model converges more rapidly
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than the others, which aligns with expectations, given its extensive pre-training on a large
Spanish-language corpus and subsequent fine-tuning on our dataset in the same language.

Train Loss
Fine-tuned model 1 2 3 a 5 6 7 8 9 10
BERT-base 0.2383 0.1122 0.0759 0.0487 0.0337 0.0240 0.0190 0.0172 0.0165 0.0167
BERT-multili 0.1733 0.0771 0.0436 0.0268 0.0183 00141 0.0116 0.0099 0.0081 0.0071
BETO 0.1723 0.0689 0.0345 0.0191 0.0132 00103 0.0084 0.0068 0.0065 0.0059
0.25 =8 BERT-base
==t BERT-multilingual
0~BETO
0.20
g 0.15
2
£
©
~ 0.10
)
0.05
o
°
—
0.00
1 2 3 4 5 6 7 8 9 10
Epochs

Figure 4. Progression of training loss over training epochs for the 3 fine-tuned BERT-based models
using 80% of our Spanish political fake news dataset.

An analysis of the trends in evaluation accuracy (Figure 5) over multiple epochs
confirms that the BETO model offers the best overall performance. This model consistently
achieves the highest and most reliable accuracy. On the other hand, the BERT-multilingual
model displays lower losses than the BERT-base model, which records the lowest accuracy,
thus confirming its inferior performance in a classification task in a language (Spanish)
different from its pre-training language (English). Since the evaluation accuracy values are
high and stable as the BERT models train, it is evident that none of them are overfitting the
training data, and they generalize well to unseen data during cross-validation.

Fine-tuned model 1 2 3 a4 5 6 7 8 9 10
BERT-base 0.9559 0.9615 0.9667 0.9646 0.9587 0.9633 0.9639 0.9628 0.9587 0.9633
BERT-multilingual 0.9630 0.9713 0.9746 0.9709 0.9726 0.9733 0.9739 0.9722 0.9696 0.9699
BETO 0.9561 0.9752 0.9783 0.9733 0.9772 0.9793 0.9760 0.9765 0.9730 0.9726

0.98

—e—BERT-base

=g BERT-multilingual

BETO
0.97

0.95

Eval Accuracy

1 2 3 4 5 6 i 8 9 10
Epochs

Figure 5. Progression of evaluation accuracy over training epochs for the 3 fine-tuned BERT-based
models using 80% of our Spanish political fake news dataset and cross validation.

The positive influence of pre-training with Spanish text corpora is also evident when
examining the training and evaluation metrics of RoBERTa-based models. In particular,
both training losses (Figure 6) and evaluation accuracy (Figure 7) consistently stabilize,
which confirms the absence of overfitting.
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Fine-tuned model 1 2 3 4 5 6 7 8 9 10
RoBERTa-base 0.2690 0.1130 0.0732 0.0476 0.0338 0.0281 0.0224 0.0184 0.0198 0.0151
ROBERT: ili 02319 0.0863 0.0543 0.0351 0.0230 0.0193 0.0150 0.0130 0.0114 0.0105
RoBERTa-BNE 0.1145 0.0299 0.0157 0.0106 0.0077 0.0054 0.0062 0.0048 0.0036 0.0044
ROBERTa-BERTIN 0.1645 0.0471 0.0233 0.0140 0.0108 0.0100 0.0033 0.0032 0.0040 0.0003
030
—o—RoBERTa-base
0.25 0— ROBERTa-multilingual
—e—ROBERTa-BNE
0.20 —e—ROBERT2-BERTIN
0.15
1]
3
=
c
£ 010
-
0.05
0.00

Epochs

Figure 6. Progression of training loss over training epochs for the 4 fine-tuned RoBERTa-based
models using 80% of our Spanish political fake news dataset and cross validation.

Fine-tuned model x 2 3 a4 5 6 7 8 9 10
RoBERTa-base 0.9533 0.9652 0.9678 0.9657 0.9661 0.9620 0.9674 0.9670 0.9683 0.9635
ROBERT: ili 0.9696 0.9720 0.9737 0.9776 0.9728 0.9763 0.9765 0.9735 0.9750 0.9757
RoBERTa-BNE 0.9730 0.9835 0.9822 0.9843 0.9833 0.9815 0.9813 0.9833 0.9846 0.9830
RoBERTa-BERTIN 0.9700 0.9800 0.9762 0.9780 0.9791 0.9790 0.9789 0.9778 0.9800 0.9811
1.00 RoBERTa-base
ROBERTa-multilingual
099 =—=—ROBERTa-BNE
=& ROBERTa-BERTIN
3
=
i+
<
T 097
fie
0.96
0.95
1 2 3 4 5 6 7 8 9 10
Epochs

Figure 7. Progression of evaluation accuracy over training epochs for the 4 fine-tuned RoBERTa-based
models using 80% of our Spanish political fake news dataset and cross validation.

The RoBERTa-BNE model consistently achieves the highest evaluation accuracy, with
RoBERTa-BERTIN following closely, as depicted in Figure 7. However, the RoBERTa-
multilingual model, despite its inclusion of Spanish among the supported languages, does
not attain the performance levels of the first two models. Nevertheless, it exhibits a notewor-
thy enhancement when contrasted with the base model, which was originally pre-trained
on English text corpora.

To provide a more transparent comparison among the five fine-tuned models from
BERT and RoBERTa families that have performed better (multilingual and Spanish-specific
models), their training and evaluation metrics are collectively presented in Figures 8 and 9.
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Fine-tuned model 1 2 3 4 5 6 7 8 9 10
RoBERTa-multilingual 0.2319 0.0863 0.0543 0.0351 0.0230 0.0193 0.0150 0.0130 0.0114 0.0105
RoBERTa-BNE 0.1145 0.0299 0.0157 0.0106 0.0077 0.0054. 0.0062 0.0048 0.0036 0.0044
BERT-multili 01733 00771 0.0436 0.0268 0.0183 0.0141 00116 0.0099 0.0081 0.0071

BETO 01723 0.0689 0.0345 0.0191 0.0132 0.0103 0.0084 0.0068 0.0065 0.0059
RoBERTa-BERTIN 0.1645 0.0471 0.0233 0.0140 0.0108 0.0100 0.0033 0.0032 0.0040 0.0003

0.25
L] -o— ROBERT a-multilingual
—e—ROBERTa-BNE
0.20 —e—BERT-multilingual

BETO
—e—ROBERTa-BERTIN
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Figure 8. Comparing the progression of training losses across epochs for fine-tuned BERT-based and
RoBERTa-based models.

Fine-tuned model ) 2 3 a4 5 6 T 8 9 10
RoBERTa-multilingual 0.9696 0.9720 0.9737 0.9776 0.9728 0.9763 0.9765 0.9735 0.9750 0.9757
RoBERTa-BNE 0.9730 0.9835 0.9822 0.9843 0.9833 0.9815 0.9813 0.9833 0.9846 0.9830
BERT- il 0.9630 0.9713 0.9746 0.9709 0.9726 0.9733 0.9739 0.9722 0.9726 0.9728
BETO 0.9561 0.9752 0.9783 0.9733 0.9772 0.9793 0.9720 0.9765 0.9730 0.9726
RoBERTa-BERTIN 0.9700 0.9800 0.9762 0.9780 0.9791 0.9790 0.9789 09778 0.9800 09811
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Figure 9. Comparing the progression of evaluation accuracy across epochs for fine-tuned BERT-based
and RoBERTa-based models.

The data illustrated in both graphs unveil the superiority of the RoBERTa models over
the BERT variants, as anticipated due to the enhancements introduced in RoBERTa building
upon the original BERT architecture. Notably, the Spanish adaptations of RoBERTa, such
as BNE and BERTIN, outperform BETO, the Spanish BERT. Furthermore, in line with our
earlier discussion, RoOBERTa-BNE demonstrates the best performance during the fine-tuning
process on our dataset, tailored specifically for Spanish political fake news detection.

After assessing the behavior of the BERT and RoBERTa model groups throughout this
section during the learning phase, our focus shifts to evaluating their respective metrics
on previously unseen data, which constitute 20% of our dataset and were not utilized
in the training process. This evaluation enables us to gauge the models’ generalization
capabilities and measure their performance on novel instances, providing valuable insights
into their effectiveness beyond the training dataset.



Appl. Sci. 2024, 14, 9729

19 of 27

5.2. Analyzing Test Metrics of the Fine-Tuned Models

The models analyzed in our study are evaluated using five well-known metrics:
accuracy, precision, F1 score, recall, and MCC. We present the results achieved by the
models without fine-tuning in Table 5, and those corresponding to their fine-tuned versions
on our domain-specific dataset in Table 6.

Table 5. Metrics assessed during testing of the base BERT and RoBERTa models, without fine-tuning,
using previously unseen data, which constitute 20% of our Spanish political fake news dataset.

Fine-Tuned Model Test Accuracy  Test Precision Test F-1 Score Test Recall Test MCC

BERT-multilingual 0.5942 0.5944 0.7452 0.9985 0.0057
BETO 0.4855 0.6881 0.3670 0.2456 0.0991
RoBERTa-multilingual 0.5942 0.5942 0.7455 1 0
RoBERTa-BERTIN 0.5489 0.6368 0.5963 0.5607 0.0908
RoBERTa-BNE 0.4383 0.5938 0.2687 0.1737 0.0005

The results depicted in Table 5 show that the pre-trained models, without fine-tuning,
exhibit poor performance, with metrics suggesting behavior close to random, as indicated
by MCC values near zero. This can be explained by the fact that base models are generally
trained on extensive but generalized corpora. While this gives them a broad understanding
of language, they lack the specialized knowledge required for our binary classification task.
In our case, the dataset provides domain-specific information, particularly in distinguishing
between fake and real news in the context of national politics. Without fine-tuning, the
models are unable to grasp the nuanced patterns needed for accurate classification, as
shown by the experimental results.

On the contrary, the values of Table 6 corroborate the notable capabilities of all fine-
tuned variants, with indicators exceeding 0.9, and also reaffirm the superior performance
of RoBERTa-BNE compared to its counterparts. In the context of fake news detection,
the model’s accuracy score of 0.986 signifies its ability to accurately classify over 98% of
news articles as either genuine or fake. Precision, F1 and recall scores, ranging between
0.985 and 0.991 highlight the model’s proficiency in not only reducing false positives
but also effectively identifying a significant proportion of actual fake news instances.
Furthermore, the MCC value of 0.971 underscores the model’s robustness, as it can make
precise predictions while taking into account both false positives and false negatives. This
establishes the RoBERTa-BNE model as an certainly reliable choice for fake news detection,
particularly in the domain of politics and in Spanish, two areas that have been relatively
underexplored in the state-of-the-art research. The metrics also reveal that the RoBERTa-
BERTIN model outperforms BETO, although the latter exhibits slightly better performance
on previously unseen data compared to the multilingual versions of BERT and RoBERTa.

Table 6. Metrics assessed during testing of the fine-tuned BERT-based and RoBERTa-based models
using previously unseen data, which constitute 20% of our Spanish political fake news dataset.

Fine-Tuned Model Test Accuracy  Test Precision  Test F-1 Score  Test Recall Test MCC
BERT-multilingual 0.925 0.922 0.930 0.938 0.911
BETO 0.927 0.927 0.931 0.935 0.913
RoBERTa-multilingual 0.924 0.921 0.928 0.935 0.912
RoBERTa-BERTIN 0.931 0.930 0.934 0.940 0.928
RoBERTa-BNE 0.986 0.985 0.988 0.991 0.971

The results obtained in the previous sections confirm that our fine-tuned Transformer-
based models achieve a very notable performance in identifying fake news in the dataset of
Spanish political news we have collected. However, since this dataset combines natural
true news items with synthetically generated fake ones, it is possible that the fine-tuned
models have learned to distinguish between the two types of data rather than learning to
detect fake news, which is the goal of our research. This distinction might arise from subtle
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differences in token distributions, which a linguistic model like BERT and its optimized
version RoBERTa could pick up on. Although our experimental procedure was correctly
applied, with a separate test split of 20%, this split was derived from the same underlying
generating process. Therefore, there might be no assurance that the results will scale to
actual fake news detection.

To address this issue, we conducted an additional evaluation using an independent
dataset that is described in the next section.

5.2.1. Testing with a Dataset of Real and Fake News Naturally Sourced from Web Sources

The new dataset comprises 63 headlines extracted from various websites in July
2023. These headlines were collected from online media outlets that curated statements
made by leaders of the two main political parties following a significant electoral de-
bate during the Spanish general elections that month. These media outlets identified the
statements as either true or false, providing contextual explanations to justify their clas-
sification. This process allowed us to create a non-synthetic dataset containing both real
and fake news. A sample of the online media publications used in this process can be
found at https:/ /elpais.com/espana/elecciones-generales /2023-07-10/ mentiras-y-medias-
verdades-del-debate-de-atresmedia-entre-sanchez-y-feijoo.html?ssm=whatsapp (accessed
on 1 November 2023). Out of the 63 headlines, 33 were labeled as fake, while 30 were
classified as genuine. All the headlines were manually reviewed to ensure that the articles
were correctly categorized as either fake or real news.

The evaluation was conducted using the RoBERTa-BNE model, which achieved the
best performance according to the metrics outlined in Table 6. We tasked this model with
classifying the 63 headlines from the new dataset as either fake or real news, and it achieved
an accuracy rate of 71%. This represents a notable decline compared to the accuracy of over
98% observed when testing the model on the original synthetic dataset.

This drop in accuracy can be explained by several factors related to the differences
between the datasets. The initial synthetic dataset, on which the model was trained,
generated fake news by altering names, locations, and figures, or using tools like ChatGPT.
The synthetic dataset also included true news articles sourced from online newspapers and
INE, covering political issues such as education, the economy, employment, healthcare, and
culture. However, the real news articles in the synthetic dataset did not comprehensively
cover much of the information found in the non-synthetic dataset. The latter primarily
consisted of statements made by political leaders during electoral debates leading up to the
Spanish general elections in July 2023, as reported by various media outlets, from which
we extracted the headlines.

In view of the obtained results, the synthetic nature and specific focus of the initial
dataset might have provided the evaluated Transformer models with a consistent and
predictable pattern to learn from. In contrast, the new (non-synthetic) dataset consisted of
small authentic news articles from a variety of web sources, presenting a broader and more
realistic range of fake news scenarios. The diverse and less predictable nature of real-world
data posed additional challenges for the Transformer-based model, revealing its limitations
in handling the complexities and variations inherent in genuine news articles. Furthermore,
there were instances of mixed news in the dataset where candidates’ statements combined
both factual claims and false information within the same declaration. The presence of such
mixed news likely introduced an extra challenge for the models, as they had to distinguish
between true and false elements within a single piece of news. This complexity probably
contributed to the observed decrease in accuracy, underscoring the model’s limitations in
dealing with more nuanced, real-world data.

To sum up, our evaluation shows that while the model demonstrates significant
potential, its application in real-world scenarios requires further refinement to effectively
manage the complexities and nuances of authentic fake news. Despite this limitation in
our current approach, the results are encouraging, particularly in the relatively unexplored
area of detecting political fake news in Spanish.
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5.2.2. Performance Benchmark with Related Approaches

To conclude our experimental validation, we present a comparison between our lead-
ing model, RoBERTa-BNE, and various models discussed in Section 2. In this benchmarking,
we have considered the two following criteria when selecting recent relevant approaches:
those employing Transformers, whether for fake news detection specifically or for general
text classification across multiple languages; and works that specifically focus on fake news
detection in Spanish, incorporating both Transformer-based and traditional ML approaches.

It is important to note that our models and those referenced in the literature for
benchmarking were not evaluated on the same datasets for two primary reasons. First,
although most datasets used in the literature are accessible through popular repositories,
the corresponding model codes are often unpublished, preventing direct comparison with
our fine-tuned Transformers. Second, a fair comparison would require evaluating our fake
news detection approach in Spanish, focused on politics, against similar approaches in
the same language and thematic area. However, most published works concentrate on
generic news in English and do not specifically address the political topic. Therefore, in
line with our previous comments, we have compiled results from relevant studies utilizing
Transformers to provide a comprehensive view of the state of the art in fake news detection
and to highlight our contributions to a relatively unexplored area: detecting political fake
news in Spanish. The benchmarking results can be seen in Table 7.

Table 7. Comparing our approach to detecting fake news about politics in Spanish using Transformers
with other relevant research on text classification across several languages.

Approach Adopted Dataset Size Language Accuracy
Technique
Random Forest 74.25%
[12] XGBoost Fakes1000 [34] 2000 Spanish 64.25%
Logistic Regression 77%
SVM 81%
i B 00
[14] Ilzllzllx\lle(KaZ%S) The Spanish Fake News corpus [35] 971 Mexican Spanish g?éo
Decision Tree 65%
[13] Randé)]grf{?orest Unpublished dataset 634 Spanish gggg‘)ﬁ:
[33] Two parallel BERT networks Fakenewsnet [41] 23,000 English 85.4%
[42] BETO Corpus extracted from [34,43] 2500 Spanish 80%
[15] BERT EXIST [36] 13,000 gngh?h 76.83%
panish
IMDB movie reviews [37] 50,000 English 93.87%
16 BERT RealOrNot tweets [38] 10,000 English 83.64%
(16l Portuguese news [39] 12,145 Portuguese 91.20%
Chinese hotel reviews [40] 6000 Chinese 93.81%
A fine-tuned The model has been fine-tuned and
Our approach RoBERTa-BNE model. tested on our Spamsh Politician Fake 57,231 Spanish 98.6%
News synthetic dataset.
The model was fine-tuned on the
The same fine-tuned synthetic dataset and later tested on a
Our approach RoBERTa-BNE model as in the new non-synthetic fake news dataset, 63 Spanish 71%

previous row.

including political news from Spain’s
July 2023 electoral debates.

In essence, our model fine-tuned on the synthetic dataset has delivered highly promis-
ing results, showcasing a remarkable accuracy rate of 98.6%. Moreover, the other fine-tuned
models on our dataset have also produced outstanding outcomes, with the lowest accuracy
reaching 92.5%. Significantly, this metric not only evidences a considerable performance
enhancement compared to approaches employing various ML techniques (rows 1 and 2
in Table 7) but also stands out in contrast to works utilizing Transformer models. Our
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results also confirm that selecting a single fine-tuned RoBERTa-BNE model with the ap-
propriate adjustments can lead to better outcomes compared to more intricate approaches,
as illustrated in rows 3 to 5 of Table 7. These approaches involve the use of individual
BERT models pre-trained on English corpora, fine-tuning models on Spanish data corpora
(e.g., BETO), and even the combination of multiple BERT models tailored for the specific
task of fake news detection, respectively.

Furthermore, our approach attains the top performance with regards to other existing
approaches not only in the specific domain of fake news detection in Spanish (and even
in other languages like English, Portuguese, or Chinese) but also in the broader field of
automated text classification. This extends beyond fake news detection to encompass
various areas, including hotel and movie review classification or the identification of sexist
language in Twitter posts, among others, as indicated in the works listed in the last rows of
Table 7. These outstanding results can be attributed to the substantial size, diversity, and
representativeness of our dataset, enhancing the limited corpora available for fake news
detection published to date.

As previously mentioned, the non-synthetic dataset used in our experiments, including
only 30 authentic news articles from diverse web sources, introduces broader and more
realistic fake news scenarios. The unpredictability of these real-world data highlights
challenges in the model’s capability to manage the inherent complexities of genuine news
articles, as evidenced by a notable decrease in accuracy, to 71%. While this accuracy
level may be considered acceptable, particularly in less-explored domains like detecting
political news in minority languages such as Spanish, it underscores the necessity for
further refinement to effectively address these complexities in practical applications.

6. Conclusions and Further Work

The approach outlined in this paper underscores the significance of Transformer
models in identifying political fake news, particularly within the Spanish language, a
domain that has received limited attention in current research. We contribute by creating a
high-quality and well-balanced dataset, bridging a gap in publicly available datasets for
Spanish fake news detection. This collection is regarded as a valuable resource for future
research, simplifying the construction and evaluation of models in this specific domain,
and addressing the challenge of countering misinformation in a widely spoken language
that is currently underrepresented in public datasets.

The superior performance of our fine-tuned model compared to the original models
can be attributed to several key improvements, particularly those associated with the
RoBERTa and BERT models. RoBERTa introduces several optimizations over BERT, mainly
focusing on training efficiency rather than changing the underlying architecture. These
include training on a significantly larger dataset and for more steps. RoBERTa replaces
BERT’s static masking with dynamic masking, where the masked words change in each
training iteration. It also removes the Next Sentence Prediction (NSP) task, which was found
to add little value. Additionally, RoBERTa uses larger batch sizes, trains with longer sequences
from the beginning, and fine-tunes hyperparameters more extensively. These improvements
allow the model to be exposed to more data and enhance the adjustment of weights, ultimately
enabling RoBERTa to capture the complexities of natural language more effectively, leading to
better performance in tasks like fake news detection, as our results revealed.

Our approach also benefits from using multilingual models BERT and RoBERTa, as
well as Spanish-specific models such as BETO, RoBERTa-BERTIN, and RoBERTa-BNE,
which are crucial for handling the nuances of the Spanish language, an especially important
aspect for detecting fake news in Spanish political contexts. Additionally, fine-tuning
the models on political news from Spain provides them with domain-specific knowledge,
enabling better differentiation between true and false information in this specialized area.

Even though generating synthetic fake news has potential risks, several important
considerations have guided our decision to incorporate this approach into our research.
Although there are challenges, such as token distribution differences between real and
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synthetic data, synthetic data offer significant advantages in contexts like Spanish political
news, where direct sources for extracting fake news are limited. The scarcity of datasets
specifically for Spanish-language fake news led us to explore alternative methods for
generating diverse training data. To ensure the credibility of our data, we sourced authentic
news articles from reputable, independent outlets known for their impartiality and balanced
reporting, which is crucial in the political domain. Regarding linguistic and stylistic
consistency, our dataset is composed of formal news articles from established journalistic
sources in Spain, where differences in language use across regions are minimal. This formal
consistency between real and synthetic data minimizes concerns about regional variations
affecting the model’s performance. For the generation of synthetic fake news, we addressed
potential risks by modifying only specific factual details, such as names, dates, or figures,
while maintaining the original structure, style, and syntax of the real news. This ensures
that the tokens remain largely consistent with real data, making it difficult for the model to
distinguish between natural and synthetic news based on superficial linguistic patterns,
thus enabling the model to focus on detecting misinformation patterns aligned with the
goals of our study.

In addition to customizing models for a specific topic and language, we perform
a comparative analysis to assess the effectiveness of our fake news detection approach
compared to other relevant works. Our experiments confirm that the RoBERTa-BNE model
achieves exceptional precision, exceeding 98% when fine-tuned on our dataset. This
surpasses previous methods that relied on combining multiple BERT models with lower-
quality datasets across different languages, including Spanish. However, testing with a
much smaller independent dataset of manually curated real and non-synthetic fake news
reveals a significant drop in performance to 71%. This decline underscores the need for further
adjustments to effectively address real-world challenges in accurately detecting variations
within authentic fake news data. Nonetheless, this result seems promising as an initial
exploration into a less-explored research domain such as political news detection in Spanish.

In addition to these refinements, our future research will focus on several key areas.

First, we plan to explore ways to leverage user feedback to enhance the model’s
accuracy and usability. To gather this feedback effectively, we aim to implement a system
that encourages users to share their experiences. One approach is to create user surveys that
capture insights about their interactions with the fake news detection model, particularly
regarding prediction accuracy and overall usability. Additionally, introducing a 'report
error’ button will enable users to directly flag misclassifications, simplifying the feedback
process. By analyzing this input, we can identify patterns in misclassifications and make
targeted improvements.

Second, we intend to investigate a multimodal approach to enhance political fake news
detection in Spanish by integrating text and images, especially in social media contexts. By
analyzing visual elements, such as infographics and misleading images, alongside textual
narratives, we can gain deeper insights into misinformation dissemination. This integration
will reveal inconsistencies that text analysis alone may miss. Leveraging convolutional
neural networks (CNNs) for image analysis, combined with Transformer-based models
discussed in this paper, can help identify patterns indicative of fake news.

Finally, we see potential in examining user engagement metrics on social media, such
as shares and comments, to assess the virality of political content. Analyzing how users
interact with news articles can provide valuable insights into which political messages
resonate with audiences and why they are shared.
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