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Abstract: As the commercialisation of Intelligent Connected Vehicles (ICVs) accelerates, Vehicle-to-
Everything (V2X)-based general testing and assessment systems have emerged at the forefront of the
research. Current field testing schemes mostly follow the norms of traditional vehicle tests. In contrast,
Original Equipment Manufacturers (OEMs) have increasingly focused on the potential influence of
V2X communication performance on the application response characteristics. Our previous work
resulted in a C-V2X (Cellular-V2X) large-scale testing system (LSTS) for communication performance
testing. However, when addressing the need to combine application and communication, the system
software faces confronts heightened technical challenges. This paper proposes a layered software
architecture for the automated C-V2X LSTS, which is tailored to combined scenarios. This architecture
integrates scenario encapsulation technology with a large-scale node array deployment strategy,
enabling communication and application testing under diversified scenarios. The experimental
results demonstrate the scalability of the system, and a case study of Forward Collision Warning
(FCW) validates the effectiveness and reliability of the system.

Keywords: C-V2X testing system; software architecture; application; communication testing;
large-scale testing

1. Introduction

V2X applications differ significantly from automotive applications. The automotive
industry may focus on individual vehicle intelligence, enhancing Autonomous Driving
(AD) capabilities through sensors, cameras, radars, and other equipment. In contrast,
V2X applications emphasise the coordination among vehicles, pedestrians, roads, and the
Cloud, where traffic participants share information through communication technologies
to improve the safety and efficiency of the transportation system.

Typical V2X applications include extended horizon driving, which expands the ve-
hicle’s range of perception by broadcasting information from surrounding vehicles and
roadside devices. This surpasses the driving capabilities of individual vehicle intelligence,
enabling functions such as the perception of events beyond the horizon and decision-
making at traffic signal intersections.

With the market-oriented development process of ICVs, vehicle makers have started
to pay attention to the establishment of general testing and assessment systems for V2X-
based applications.

Testing is an essential guarantee for the security of V2X applications. The V2X test
methods include function testing, performance testing, interoperability testing, confor-
mance testing, gateway testing, penetration testing, and accelerated testing [1]. These tests
can be performed in a laboratory environment with simulation tools, but the results ob-
tained from the simulations fall short of fully supporting the safety considerations required
for real-world applications. Consequently, field testing is a trend in V2X testing.
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Researchers and test institutions have developed several field test schemes in the
past few years and implemented many tests in demonstrated areas, such as M-city [2] in
Michigan, USA and AstaZero [3] in Sweden.

These test schemes rely on controlled test sites. Moreover, most field tests adhere to
traditional vehicle test rules, focusing on vehicle application testing, particularly for AD,
while neglecting parallel assessments of communication performance [4]. V2X field testing,
which aims to evaluate the corresponding application performance under complex traffic
conditions, should provide both a communication performance testing function and an
application response testing function [5].

The performance of Vehicle-to-Vehicle (V2V) safety applications is significantly influ-
enced by the related factors of inter-vehicle communication, including vehicle node density,
interference, noise, and environmental conditions. Notably, network congestion resulting
from a high density of nodes stands out as a significant issue, as it not only diminishes the
performance of the communication system but also leads to failures in V2V application
responses [6]. Consequently, introducing large-scale testing involving numerous nodes is
an efficacious approach to integrating application and communication testing.

Based on the above analysis, we aim to implement a large-scale C-V2X automated
field testing system (TS) that us tailored for combined scenarios. Several key concepts
require clarification:

*  Communication and Application Scenarios

Communication scenarios encompass communication channels and schemes
that incorporate complex factors, including channel models, Doppler shifts, resource
allocation strategies, and congestion control schemes.

In a test case, two categories of vehicles are involved: key and environmental.
Key vehicles pertain to the Host Vehicle (HV) and Remote Vehicle (RV), which are
part of the application testing, whereas environmental vehicles are utilized to simulate
scenarios with differing vehicle densities.

Application scenarios depict specific instances or processes of an application, such
as the 5 s immediately before and after a predicted collision in an FCW scenario. These
scenarios encompass the microscopic motion characteristics (coordinates, speeds,
accelerations, etc.) of the key vehicles and the surrounding environmental vehicles
within the traffic environment.

*  Large-Scale

The concept of “large-scale” pertains to congestion scenarios characterized by
high vehicle density rather than vast road networks where multiple roads intersect
and connect.

¢ Field Testing

Field testing involves simulating a high-density traffic environment for key vehi-
cles by controlling the power (distance) of nodes and the Basic Safety Message (BSM)
content (coordinates, vehicle speed, etc.) transmitted by these nodes, rather than using
actual environmental vehicles. This method enables the assessment of application
performance under complex traffic conditions.

In our previous work [4], we developed an automated C-V2X large-scale testing system
(LSTS), whose system architecture will be elaborated in Section 3.1. This system implements
a field testing that is tailored to various communication scenarios using a density node
array, enabling the automated testing of the Device Under Test’s (DUT’s) communication
performance. The system’s effectiveness can be cross-validated by comparing its results
with those obtained from the simulation platform NS-3.

However, integrating the application testing capability into this system presents
significant challenges regarding the design of the test scheme, such as the following: the
inclusion of application scenarios and communication scenarios, test message distribution
and backhaul, and the collection and analysis of the test data. Furthermore, drawing on
various field test cases, aspects such as data forwarding, processing, storage, real-time
system monitoring, and the online automated Graphical User Interface (GUI) must also be
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considered. Given the large number of nodes that are involved and the need to ensure the
effectiveness and authenticity of the tests, the realisation of the aforementioned functions is
closely related to the software architecture of the TS.

Therefore, this paper proposes a layered software architecture for the combined-
scenario-oriented C-V2X automated LSTS.

The core of the architecture is scenario encapsulation, which enables the testing of
diverse applications and communication performances, facilitating repeatable and extreme-
condition tests. The architecture introduces a node array that achieves a virtual-to-real
mapping to construct unique scenarios, such as high-density congestion, while balancing
the costs and complexity of the tests. This architecture allows for automated testing
and web-supported visual online testing, enhancing the system’s ease of use and user-
friendliness. Additionally, the architecture investigates how to efficiently manage high-
concurrency, high-load, and real-time data under conditions with many nodes.

When benefiting from the proposed software architecture, our automated C-V2X LSTS
can not only meet the requirements of On-Board Unit (OBU) testing and vehicle launch
verification but can also accommodate diverse scenario demands, as outlined below:

*  Vehicle Testing: Autonomous Driving (AD), Advanced Driver Assistance Systems
(ADAS), and overall vehicle performance;

*  Road Infrastructure Testing: intelligent traffic signal control, Cooperative Vehicle
Infrastructure System (CVIS), and smart parking;

*  Pedestrian Testing: pedestrian safety warning and pedestrian priority;

*  Other Scenarios: emergency management, data collection, and commercial applications.

In addition, the LSTS achieved good application demonstration results. At the Jin-
feng test field of China Merchants Testing Vehicle Technology Research Institute Co., Ltd.
(Chonggqing, China), the LSTS completed communication performance testing and warning
function testing for 139 enterprises and 62 teams. At the AD closed field testing base autho-
rised by the Ministry of Transport, the LSTS underwent C-V2X large-scale communication
testing and application testing, including Line of Sight (LOS) communication capability,
Non-Line of Sight (NLOS) communication capability, Forward Collision Warning (FCW),
Abnormal Vehicle Warning (AVW), and Red Light Running Warning (RLVW). In the G5021
Shiyu Expressway Fuling-Fengdu section, the LSTS reproduced the communication envi-
ronment under a complex traffic flow and verified the reliability of the vehicle infrastructure
cooperation equipment in high-pressure environments.

The article is organised as follows. Related works are studied in Section 2. Section 3
introduces the LSTS architecture we developed for communication performance testing,
subsequently delving into a comprehensive analysis of the functional and non-functional
requirements of the software design. Section 4 outlines the proposed layered software
architecture, where teh front-end and rear-end are separated. The main functions of each
module are introduced. Section 5 is about the implementation and deployment of the TS;
this section discusses the selection of the communication protocol and software technology
stack and introduces the test process. Section 6 demonstrates the scalability performance of
the TS and verifies its functionality through a case study. After that, the effectiveness and
continuous development of the TS are discussed in Section 7. Finally, Section 8 provides a
conclusion summarising the entire text.

2. Related Works

This section will introduce the development of test schemes for V2X applications, then
specify the test system of each test scheme and analyse the software and tools that are used.

2.1. Test Scheme

The evolution of Intelligent Transportation System (ITS) research has traversed a
pathway from experimentation, through evaluation, to commercialisation, mirroring the
progression of test solutions: from simulation testing to Hardware-in-the-Loop (HIL)
testing, Digital Twin (DT) testing, and, ultimately, field and large-scale testing.
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Simulation testing allows for cost-effective and efficient experimentation, yet it fails
to fully capture real-world scenarios and individual behaviours. Furthermore, relying
solely on simulation results in a disconnect between standard formulation and hardware
device development [7]. The actual operation of devices or vehicles also lacks standardised
verification methods. Consequently, HIL testing and DT testing have attracted signifi-
cant attention. Compared to simulation testing, these two testing schemes incorporate
factors from the actual physical world into the virtual realm, thereby accelerating the
commercialisation of V2X applications.

Even though these testing methods, which emphasise simulation, align closely with
the physical world, adhering to the principle of safety first necessitates field testing. How-
ever, the field testing of V2X applications faces numerous challenges. For example, some
functional tests cannot be supported in the field, and tests are generally not repeatable due
to the randomness deriving from both the wireless environment and operators [8].

The biggest challenge faced in field testing is the large-scale character of ITS, which
involves numerous traffic participants. For instance, channel congestion can affect appli-
cation response performance in high-vehicle-density situations. This means that testing
V2X applications requires consideration of the communication background. However,
arranging dense traffic flow tests in natural environments is time-consuming, laborious,
and inefficient. Therefore, achieving large-scale field testing in terms of cost, scalability,
and efficiency, thereby advancing the commercialisation of ICVs, is currently a focus of
attention for academia and industry.

2.2. Simulation Testing

There has been extensive research on the use of simulation techniques for V2X tech-
nology, primarily focusing on combining network simulators with traffic simulators to
investigate different communication stacks and assess the feasibility of communication
performance in supporting the implementation of applications. K.M. Makinaci et al. [9]
developed an open-source, scalable joint simulation platform specifically for Long-Term
Evolution-V2X (LTE-V2X) PC5, validating the effectiveness of geography-based resource
selection algorithms in various traffic scenarios. Additionally, M. Malinverno et al. [10]
proposed a joint simulation framework that supports multiple communication stacks, em-
bedding the Institute of Electrical and Electronics Engineers (IEEE) 802.11p, 3rd Generation
Partnership Project (3GPP) C-V2X Mode 4, and LTE communication stacks, as well as the
European Telecommunications Standards Institute (ETSI)-compliant vehicular messaging
stacks. M.M.G. Farag et al. [11] provide a detailed summary of such simulation-based
works, categorising them into four types based on their simulation scale and joint simula-
tion coupling degree. They also present a large-scale joint simulation framework for direct
C-V2X, which simulates a large-scale scenario with up to 145,000 vehicles in downtown
Los Angeles through the use of analytical model network simulators and the dynamic
interval coupling of models. This work signifies the advancement of ITS research towards
large-scale traffic flow applications.

2.3. Hardware-in-Loop Testing

HIL testing refers to simulating the hardware environment and integrating the soft-
ware system with real or virtual hardware platforms. It is primarily used to verify the
performance and reliability of control algorithms and embedded software during the
product development stage.

A. Marchetta et al. [12] integrated the Cohda OBU MK5 commercial hardware as a
new plug-in component, expanding the Eclipse MOSAIC co-simulation framework. A case
study of a Cooperative-ITS (C-ITS) serving slow vehicles within the Italian A56 highway
validates the effectiveness of the co-simulation framework for Connected, Cooperative
and Automated Mobility (CCAM) implementations. B. Schiel et al. [13] provide Vehicle-
to-Infrastructure (V2I) Roadside Unit (RSU) device deployment strategies for the USA
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Department of Transportation (DOTs) through HIL testing of Commercial Off-The-Shelf
(COTS) RSUs.

2.4. Digital Twin Testing

DT testing involves digitally replicating real-world vehicles and their associated
elements (channels, roads, traffic facilities, pedestrians, etc.) into the virtual world using
sensors and virtual simulation technology. This creates a virtual model that is highly
consistent with the actual system and allows for testers to perform various tests and
analyses in the virtual environment.

S. Peters et al. [14] inject real-world route data into the NS-3 network simulator to sim-
ulate and trigger C-V2X applications (transmitting the data to carrier servers). This enables
research on cross-border or cross-domain services involving multiple service providers. L.
Li et al. [8] collect channel parameters (multi-path power delay profiles, Doppler shifts,
etc.) from real-world scenarios and use a channel simulator to recreate a near-real-world
electromagnetic fading environment in the laboratory. This allows for the performance of
all other C-V2X products to be tested. D. Chen et al. [15] focus on implementing appli-
cation scenarios and propose an indoor C-V2X application testing scheme based on test
case design and Global Navigation Satellite System (GNSS) control. This promotes the
standardization of pre-market testing for ICVs.

2.5. Field Testing

For ICVs, renowned test sites include MCity [2] and AstaZero [3].

Mcity operates the world'’s first purpose-built test facility for evaluating the perfor-
mance and safety of Connected and Automated Vehicles (CAVs) and technologies under
controlled and realistic conditions. Version 2.0 is a developing digital infrastructure that
overlays the physical test facilities and enables remote access and utilisation.

AstaZero is the world’s first full-scale, independent test environment for future auto-
mated transport systems. In addition to research and development regarding active vehicle
safety and AD, AstaZero's research also focuses on connectivity for vehicles, drones, and
industrial applications.

These comprehensive field testing solutions rely on controlled test sites, which can
be costly and complex. Furthermore, they focus more on AD applications and overlook
communication testing.

Compared to urban road traffic scenarios, highways involve fewer types of traffic
participants, making it easier to implement field deployment for communication testing.
The Belgian highway testbed based on an edge-cloud architecture is one such example [16].
V. Charpentier et al. [17] researched the impact of CAM message configurations in ITS-G5
and C-V2X on latency-sensitive C-ITS applications on this testbed.

2.6. Large-Scale Field Testing

Deploying many vehicles on the road is an unacceptable solution; thus, OBU devices
are often considered as substitutes for vehicles. Since OBUs lack the mobility of vehicles,
traffic simulators are used to provide OBUs with vehicle motion status and trajectory
information. The approach outlined in [18] employs this idea to conduct congestion control
testing for large-scale LTE-V2X in real-world straight road and intersection scenarios.

However, several aspects of this solution could be improved.

The first issues are the deployment cost and the flexibility related to the number and
placement of OBU devices.

This solution deployed 198 OBUs, with six OBUs per group, installed on flatbed
vehicles placed statically on a closed road segment. A 320 m straight road required
33 flattened vehicles.

This problem can be improved using the method proposed in [19], which generates
traffic directly at the physical layer using the Software-Defined Ratio (SDR), bypassing
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communication protocol limitations and enabling the simulation of a large number of com-
munication nodes with fewer physical nodes. Our proposed TS also adopts this method.

Another limitation is the lack of application testing.

The difference between application testing and communication testing in terms of
vehicle movement information lies in the involvement of key vehicles.

Our previous work [20] achieved the extraction of critical scenarios for typical V2X
applications, such as Forward Collision Warning (FCR), Lane Change Warning (LCR), and
Intersection Collision Warning (ICR).

Our proposed architecture combines the SDR-based dense node array with a scenario
generator for critical scenario extraction. It integrates communication scenarios with appli-
cation scenarios to enable the testing and analysis of application response characteristics in
actual communication scenarios.

2.7. Software and Tool Analysis

Table 1 provides a comprehensive comparative analysis of the testing systems. It
reveals that a fully functional and sophisticated TS is quite complex, and its performance
heavily relies on the support of implementation tools.

Table 1. A comparative analysis of the aforementioned testing systems.

Communication

Network Traffic

Testing System Standard Simulator Simulator Features Compared to Proposed
Resource Selection [9] LTE-V2X PC5 NS-3 SUMO Resource selection x
research
. IEEE 802.11p, C-V2X .
Multi-stack [10] Mode 4 and LTE NS-3 SUMO Multi-stack X
INTEGRATION Analvtical Large-scale (downtown
Large-Scale Modeling Direct C-V2X Medol INTEGRATION LA. area, x
Framework [11] 145,000 vehicles)
Eclipse MOSAIC-based Simple Network Flexible architecture for v'Layered software
HIL [12] IEEE 802.11p Simulator SUMO new add-in components architecture
User custom, v User custom
Commercial V2I RSUs C-V2X / / GUI, v’ GUI
Deployment [13] COTS RSU, v'Devices, Vehicles
DOT v'Commercial
Cross-border and ePrevious work achieves
SEPACAM [14] CV2X Ns-3 / 'cross—domam . the extractlo.nlof
environments, vehicle real-world critical
tracks from real-world scenarios [20]
ePrevious work uses the
VDT Method for CVaX Channel / Real-world channel same method to build
C-V2X [8] Simulator parameters communication
channel [4]
On-road Features based .
In-chamber Testing [15] C-V2X / SUMO GNSSS control ePrevious work [15]
. Remote operating
MCity [2] / / / system /
Digital twin simulation
AstaZero [3] / / / platform /
Smart Highway [16,17] ITS-G5/C-V2X / / User custom v User custom
Large-scale LTE-V2X . Large-scale OBUs v'Scalable Density
Test [18] LTE-V2X Simul.TE SUMO instead of vehicles Node Array
Proposed C-V2X NS-3 SUMO Software architecture /

‘/’, not mentioned; ‘x’, nothing in common except co-simulation; ‘v"’, included in the proposed TS; ‘e’, previ-

ous teamwork.
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Testing systems use co-simulation techniques that combine network and traffic sim-
ulators with other functional components or architectures to achieve automated testing.
Most software or tools are more suited to research or development purposes, needing
more flexible architectures or user-defined functions, and are, therefore, inadequate for
standardized commercial testing requirements.

The last column of the Table 1 compares the proposed software architecture with other
testing systems. Based on the characteristics of existing testing systems and our previous
work, we designed a universal testing and evaluation system for V2X applications and
proposed a software architecture paradigm.

3. Requirements Analysis
3.1. C-V2X Large-Scale Testing System Architecture

There is no doubt that C-V2X technologies could alleviate communication congestion,
which is a severe problem in Dedicated Short-Range Communications (DSRC) [21]. How-
ever, OEMs also have some reservations regarding communication performance. Therefore,
in 2020, the IMT2020 (5G)-C-V2X group advocated for and organised large-scale tests at the
Songhong demonstration area in Shanghai, China. While the test campaign was successful,
the offline test data analysis model was controversial. To solve this problem, we developed
an automated C-V2X large-scale testing system (LSTS), as shown in Figure 1.

Large Scale Test System (LSTS)

On Board Human-
Ea Test Control and Analysis Module Computer > Data
C-v2x Interaction Collection
f Commu- f
¢ ¢ } nication Log D
I . " GNss Signal ! unit Record
Scenario Injection Scenario ! . ! On Board State
Module Generator : Simulator :
! (In-Chamber Test)

--------------- Device Under Test - On Board Unit (DUTOBU)

C-V2X Test Bed

C-V2X Channel

Test Bed
—— Control

Module

1 Test node (business data) c-vax Data_
control and Commu- Collection
Node Control | data backhaul omn | el
Module Wired or N\ mfﬂntilton Log
wireless Record

network

Device Under Test - Road Side Unit (DUTRSU)

Download: Test Control Channel (Node Under Test)

Upload: Node State, Control Feedback, Test Data Backhaul (Node Under Test)

Figure 1. C-V2X large-scale testing system architecture. System architecture is the fundamental
organization of a system, embodied in by components, their relationships to each other and the
environment, and the principles guiding its design and evolution [22].

The C-V2X LSTS includes two elements: the testing system (TS) and the Device Under
Test (DUT). The validity of the data exchange procedure between the TS and DUT should
influence the test experience, e.g., the time required and the accuracy of the results.

Then, an industry standard [23] published by the Ministry of Industry and Information
Technology of the People’s Republic of China, “YD/T 4771-2024 Technical Requirements for
C-V2X Large-Scale Testing System and Data Interface”, which defined the corresponding
data exchange procedure, was compiled, as shown in Figure 2.
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Test Control Node Array
Platform (Testbed)
T
. Test System DUT
(1) G ___ 1Araynodesstatus _|:|
| |
= 2 Devi | -
eV|c§ Cor.*utro (1) . 1 The tested node actively .
e — — — — — 3 Confirmation. _ _ _ _ _| uploads online information
— — K— — — — — — — — — — — —
@ M 4 Task configuration . T T
le _ _ 5Taskconfiguration feedback _ _ | - 2 Device Control .
- 6 Task control (start/pause/resume/cansel) - - — _ _3_002fi|1naiion_ ]
e _ _ _ _ _ YEOEﬁrTat_lon_ _____ L L
— — T T
8 Task simulatoion 2) A1 1
4 Message from array nodes and DUT
— = 2 O T T

_ _STaskresults _ _ _ _ ﬂ
10 Confirmation T T
1 1

11 Message from array nodes and DUT (= — = 2 22727207 -
6 Confirmation

@)

12 The application response
13 Confirmation

Figure 2. Data exchange procedure of the C-V2X large-scale testing system.

3.2. Software Functional Analysis

The C-V2X large-scale testing system is primarily designed to investigate communi-
cation performance under different regional vehicle density conditions. However, OEMs
are concerned about the impact of communication performance on the V2X application
response feature. Therefore, the proposed C-V2X LSTS provides communication perfor-
mance testing and supports scenario-oriented application testing, which are significant
challenges in system software design.

As shown in Figure 1, the C-V2X LSTS includes four functional entities: the scenario
generator, rgw scenario injection module, the test control and analysis module, and the
C-V2X testbed. The first three are run on the test central server, while the last one is
deployed on the roadside.

3.2.1. Scenario Generator

The communication environment, constructed with a dense node array, considers
communication and environmental factors when designing diverse test cases [4].

Using the DT concept, test scenarios are extracted from on-road traffic data collected
by roadside Lidar [20].

Note that this paper focuses on test control software design instead of the test scenario
extraction progress. Hence, we assume that a suitable test scenario is selected according to
the test task and do not discuss the internal software design of the scenario generator.

3.2.2. Scenario Injection Module

According to the test task command, the scenario injection module recalls scenario
information from the scenario generator, establishes a mapping relationship between the
scenario vehicles and C-V2X testbed nodes, and injects corresponding information into the
C-V2X testbed.

The scenario injection data concern the device control information and vehicle fea-
tures. Device control information, including the transmit power, frequency, message rate,
congestion control scheme, etc., is distributed to nodes when the test is started and stays
the same during the test. Vehicle features are converted into Basic Safety Messages (BSMs)
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that are dynamically and transparently transmitted to the corresponding nodes during
the test.

3.2.3. Test Control and Analysis Module

This module is the core of the TS, whose main tasks include test task generation, test
execution control, test data analysis, etc.

¢  Test Task Generation

The test configuration information from the user will be converted into the test
task command to invoke other modules.

This conversion is crucial for enhancing user-friendliness, enabling users to over-
look the intricacies of the underlying hardware and software.

Take a communication scenario, for instance. The test configuration information
from the users includes channel-influencing factors, including vehicle density, rela-
tive speed, and weather conditions, which will be converted into intricate channel
parameters such as Doppler shift, channel fading models, and frequency bands.

*  Test Execution Control

Test execution control is the interaction with the scenario injection module, which
is the test process triggered by continuous events. Additionally, the TS should provide
functions for pausing, terminating, and restarting test tasks to handle potential failures
during the tests.

¢ Test Data Analysis

For an automatic TS, the real-time test data from the testbed nodes and DUTs
are collected and analyzed to monitor the test task’s node status, communication
performance, and application scenarios.

Based on the test data, the test report is generated according to the requirements
of the test.

3.2.4. C-V2X Testbed

The C-V2X testbed consists of a testbed control module, multiple node control modules,
and a node array.

The testbed control module distributes the test control information, scenario injection
data, and real-time test data backhaul.

3.3. Software Non-Functional Analysis
3.3.1. Node Access and Management

The TS provides the scenario-building function with a controllable number of nodes.

In extreme cases where nodes simultaneously power on and request access, the system
must be able to handle the nodes” access.

In 2018, the Beijing Transportation Committee published road requirements for Bei-
jing’s automatic driving vehicle test roads, which defined four density levels, as shown
in Table 2. For instance, when conducting FCW application testing on a road segment
that is 150 m long and has two lanes, at least 150 vehicles are recommended to simulate a
high-density vehicle environment.

The node access delay should be manageable, as the typical period for BSM broadcast-
ing is 100 ms [24].

Table 2. Vehicle density levels.

Vehicle Density P Equivalent Vehicle Number/100 m
Low <0.3 15
Medium 0.3-0.6 25
High 0.6-0.8 50

Jam >0.8 100
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Additionally, since nodes are deployed in outdoor environments, the weather, power
supply, and network conditions can affect their connectivity. Therefore, the TS should
provide connectivity and availability monitoring for the nodes.

3.3.2. Real-Time Processing of High-Load Concurrent Data

The control of nodes during testing is concurrent, asynchronous, and non-blocking.
Given that C-V2X requires the periodic broadcasting of BSM, the network throughput
in a C-V2X environment increases exponentially with the number of active nodes. In
high-density scenarios, the TS must be able to manage concurrent data under high-load
conditions. Therefore, network throughput testing is imperative to ascertain that the
system’s throughput remains unsaturated during the concurrent operations of multiple
nodes, ultimately preventing performance bottlenecks.

Moreover, V2X applications are inherently time-critical, with rigorous latency require-
ments in testing, particularly during application testing. Real-time data management is
pivotal throughout the execution of each task, entailing meticulous consideration of the
accuracy of the data, security, monitoring, and prudent technical selection and system
architecture design. Consequently, the TS must guarantee consistent and minimal program
response latency across varying load conditions.

3.3.3. Online Graphical User Interface

The V2X industry is a market-oriented application domain. Online GUI exhibits
robust interactivity and user-friendliness, which can enhance the efficienct of information
transmission, facilitate test monitoring, and support data analysis. GUI is highly beneficial
to the development of TS.

It is crucial to note that the GUI’s design must empower users to disregard the opera-
tional mechanics of the underlying hardware and software, enabling them to concentrate
on configuring scenario parameters pertinent to the test.

This is because the TS’s intended users are administrators and regular users. Adminis-
trators represent the testing service providers (equipment or vehicle testing centers), while
regular users are the testing acquirers (equipment or vehicle manufacturers). The GUI is
the primary object through which users interact with the TS.

3.3.4. Maintenance of the Software

As C-V2X testing and industrialisation advance, the demands regarding TS software
escalate.

To adapt to these evolving requirements, the TS design must ensure that resource
expansion and function development can be achieved at a low cost and with high efficiency.

Embracing a technology stack with abundant resources and active communities can
accelerate the rapid implementation and iteration of new functions and requirements.

Concurrently, adopting an advanced layered and modular design philosophy is
paramount, underpinning the system’s adaptability and maintainability.

4. Software Architecture
4.1. Overall Architecture Design

Based on the analysis of system requirements, this paper presents a classic layered
software architecture, as shown in Figure 3. In the layered architecture [25], the various
levels are isolated and decoupled, making the software easy to test and maintain, with
better scalability and reusability.

The overall architecture is divided into four layers: the user layer, the access layer, the
logic layer, and the software and hardware resource layer. The access layer is mainly used
for data interaction between the modules of the user layer and the logic layer. The other
layers are detailed below.

e  User Layer
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This layer has two parts: the client GUI and the scenario simulator. Every user
operation is passed to the logic layer to process, and then the client GUI is updated to
display related data. The scenario simulator primarily injects scenario data.

¢ Logic Layer

This layer is the core of the entire system, receiving operations from the user layer
on the database or the physical resources while receiving and processing events from
the physical resources. It is mainly responsible for scenario and node management,
communication testing, application testing, and other services, and conducts data
management and hardware operations based on business logic.

* Resource Layer

This layer has physical resources in addition to the database used in classical
information systems. The database contains user information, scenario information,
node information, test execution information, and test result data. The physical
resources mainly refer to the testbed nodes and the DUTs.

Client Layer Client UI Scenario Simulator
Access Layer | Websocket | HTTP | AMQP RabbitMQ
Node Scenario Communication Testing
Node Access Add Scenario Communication Data.
Control Collection
Status Associate
Logic Layer | [ Monitoring Node Application Testing
Information . . BSM Data
. Edit Scenario S .
Change Injection Collection
Connectivity
Test Log Record Permission Control
Physical
Resource Database | MangoDB Resource |Node Array DUTs
Layer Control

Figure 3. Software architecture of the C-V2X large-scale testing system. The software architecture is
the organizational structure of a software system, which defines the relationships and interactions
between its various components, as well as the overall design scheme [22].

4.2. Core Functional Module Design

The C-V2X TS has four functional modules. This section will expand on the functional
implementation of these core modules.

4.2.1. Scenario Management Module

The primary functions of the scenario management module include adding new
scenarios, associating nodes, and modifying scenarios. Here, the scenario refers to a
physical testing site in the actual world.

Nodes are crucial components when constructing the test scenarios. When a node
accesses the TS, the user must associate it with the scenario. The association data include
the scene to which it belongs and its coordinates.
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4.2.2. Node Management Module

The TS must maintain and manage the nodes, including node access, status monitoring,

information changes, and connectivity testing.

Logic Control
T

1. Connect, MAC addrcsgL I

L
I
" |
D[ 9. Conform 10. Node access puccess
I
I

Node Access

Node access is the most complex and crucial function of this module. The initial
access process is illustrated in Figure 4. It is important to note that the node information
stored in the database determines whether a node is accessing the area for the first time.

Upon powering on, a node will initiate an application that is customized to the
OBU manufacturer to connect to the logical controller and upload its MAC address.
After the logic controller obtains the node access request and queries it through the
database, it will notify the user of the presence of a new online node in the GUI and
request the user’s configuration and the authorization data for the node. Subsequently,
the controller generates a unique identifier for the node based on its MAC address,
notifies the node of its successful access, stores the node information in the database,
and updates its access status on the GUI.

Nodes without configuration will be automatically shut down after a certain
period to free up logical controller resources. Configured nodes will become available
resources, entering the node resource pool and being uniformly managed by the
logical controller.

Status Monitoring

This function includes the ability to view the working status and statistics of the
nodes. A node status can be idle, busy, faulty, or disabled. A node fault is critical
and needs to be checked by management personnel in a timely manner. Statistical
information includes historical working status, network traffic, package quantity, and
other data.

Information Change

This function can change and control two aspects of the information. The first is
the configuration information, such as the bound physical scenario, node coordinates,
and node name. The second is the node status, which turns the node on and off
according to the requirements.

Connectivity Testing
This function confirms the connectivity between the node devices and eliminates
hardware faults. The platform supports the development of C-V2X interoperability

testing between nodes. If the nodes fail the testing process, their status information
becomes faulty.

‘ Database ‘ Client UL ‘ %
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o [ |
2. Notify the access of new node y—‘
f

| 3. Display

| 4. Physical scene and coordinate of the node,
authorize node access

|
PR 5. Notifyy ...

. 6. Generate a uniqﬁe ID for the
7. Authorize node j node using its MAC address

access, specify unique ID |

Lo 2P AR
|
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Figure 4. Node first access process.
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4.2.3. Communication Testing Module

This module includes communication control and data collection.

Communication Control

The accessed nodes serve as the communication resources the system allocates to
construct the scenarios.

For the communication testing, the environment is constructed based on the
device control data, which should be distributed to each node once the task begins.
Data Collection

This function collects all C-V2X data from actual testing for a communication
performance analysis. Some of the more critical data include the source address,
destination address, C-V2X data type, associated task ID, and original C-V2X data.

4.2.4. Application Testing Module

The application testing and communication testing processes are similar; the difference

is that the application scenario injection is more complex and runs through the execution
of the task. This section only describes the scenario injection process of the application
testing module.

Figure 5 depicts the application’s scenario injection process, which most C-V2X security

applications are capable of. The application injection process commences after the device
control is completed and the DUT is in place. When the position of the DUT is synchronized
with that in the simulator, the vehicle movement scenario simulation is initiated. The BSM
content of the testbed nodes is controlled, and the status of the DUT is monitored.

Scenario Logic Testbed DUT
Simulator Controller Nodes
[ 1

1.[Test start

;
:

I
A

F I

2. Node IDs & Scene

—1 3. Subscribe DUT-state +

l¢. 4 Subscribe success

Loo
5.BSM for testbed node |

-

I
I
|
I
|
I
I
I
I
I
|

6. Transmit BSM

7. BSM broadcast

3

8. Transmit success

9. BSM broadcast

10. DUT BSM upload
11. Get DUT state i
f

ﬂ___|—|_1 t_______________

Figure 5. C-V2X application scenario injection process.

The functions of the involved modules are described below.

Scenario Simulator

The simulator models actual physical scenarios and defines vehicle movement
models and safety application scenarios to simulate the C-V2X movement scenarios
(e.g., FCW).

During testing, the simulator specifies the BSM content broadcast by the testbed
nodes through the logical controller to inject the application scenarios. Additionally,
the simulator subscribes to the status information of the DUT, enabling users to
monitor the execution status of the application testing and perform corrections, pauses,
or other operations.
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e Logical Controller
This provides the scenario simulator with interfaces for task information acqui-
sition, DUT status subscription, and BSM injection. It collects data from these three
interfaces and prepares to analyze the test data.
¢  Testbed Nodes
These nodes broadcast the BSM information injected by the scenario simulator
and collect the BSMs broadcast by the DUT to allow for the simulator to obtain the
DUT’s status information.
e DUT
This represents the RSU or vehicle provided by the vehicle manufacturer, equipped
with C-V2X security applications and operated by the testers. In the test environment,
after the application under test is activated, DUTs periodically broadcast BSMs and
upload their test data through designated application testing interfaces.

5. Implementation and Deployment
Based on the requirements of the analysis and the introduction of the software archi-

tecture, this section provides the related technologies and deployment details. Figure 6
shows the software’s modules and interfaces.

User Interface Scene Simulator
“’ue‘js
K\-.'\Tchs()u@
Message Broker
WRabbit

C_AMQP

Application Service

Background —
Task Server GEE a2 django
C MQTT O C_TCP D
OBU/RSU Database
©© 0 0§ mongoDB

Figure 6. Software’s modules and interfaces.

5.1. Communication Protocol

The TS must manage many environmental nodes, which requires communication
between the nodes and the TS.

The widely adopted Transmission Control Protocol/Internet Protocol (TCP/IP) pro-
tocol is suitable for complex network architectures and applications that require high
reliability and real-time responsiveness. Consequently, this protocol is not applicable.

As an Internet of Things (IoT) protocol, the Message Queuing Telemetry Trans-
port (MQTT) protocol based on the publish-subscribe mechanism is well-suited for low-
bandwidth networks and resource-constrained devices. It supports three Quality of Service
(QoS) levels and offers significant advantages, such as flexibility, scalability, and high
concurrency. The testing system referenced in the related work [12], and a communication
protocol hybrid testbed [26] also utilizes MQTT in its protocol.

It is worth noting that it is necessary to deploy a message broker for MQTT, which de-
couples the server and client in time and space. Thus, participants only need to focus on the
publish-subscribe process to achieve a connection, making the platform’s implementation
scheme more flexible.

Based on the analysis above, we adopted the MQTT protocol to ensure the communi-
cation and interaction between the nodes and the TS.
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5.2. Graphical User Interface

There are two routes for implementing a GUI: application and web development.
Application development refers to installing a program on a local computer and utilizing
hardware resources to enable the implementation of more sophisticated functionalities.
However, this requires higher development costs, has poorer environment compatibility,
and leads to a relatively more challenging deployment and maintenance. On the other
hand, web development decouples the front end and back end and allows access through
a web browser, offering better cross-platform compatibility and user-friendliness. Web
development is an excellent choice to achieve GUI.

Abandoning traditional web development methods (HTML, CSS, JavaScript), the
MERN stack [27], which consists of four key technologies—MongoDB, Express.JS, React.JS,
and Node.JS—has gained more traction as it allows for smooth development and faster
deployment. However, due to its short development time, MERN needs to be further
developed and the key technologies must be improved. Considering the small size, low
complexity, and high flexibility required for its development, the front-end and back-end
architecture are also a good choice for web interface development.

Within the domain of front-end development, frameworks like Vue.js, Angular,js, and
React.js have garnered substantial acclaim among developers for their ability to stream-
line the development process. Vue.js, a progressive JavaScript framework for building
user interfaces, follows a data-driven and component-based paradigm, providing excel-
lent flexibility and user-friendliness. Notably, Vue.js excels in the realm of lightweight
framework development.

Regarding back-end development, popular frameworks such as Django, Flask, and
FastAPI come to the forefront. Django, in particular, stands out as one of the most widely
embraced and extensively utilized frameworks. Its primary objective is to facilitate the swift
and straightforward development of database-driven websites. In comparison, Django
is a feature-rich framework that offers an array of built-in functionalities and extensions,
making it well-suited to large-scale applications.

Django is famous for its security and scalability, while Vue.js has a low learning curve
that attracts the developer community [28]. Skin cancer detection interactive applica-
tions [29], the Apache Airavata science gateway middleware project [30], and the public
health inspection application [31] have used Django and Vue.js to build their systems.

In conclusion, we selected the Vue.js and Django schemes to implement the GUIL

5.3. Traffic Simulation Software

Traffic simulation software can fulfil the requirements of a scenario simulator for
vehicle motion scenario simulations. We selected the current mainstream simulation
software, SUMO. The simulation platform [32] of MCity 2.0 was established based on
SUMO. Veins [33], and the Internet of Vehicle (IoV) simulation platform combining the
existing network simulation software and traffic simulation software also selected SUMO
to support its traffic simulations.

Eclipse SUMO [34] is a free and open-source traffic simulation suite. It has been
available since 2001 and allows for the modeling of intermodal traffic systems, including
road vehicles, public transport, and pedestrians. SUMO includes a wealth of supporting
tools that automate core tasks in the creation, execution, and evaluation of traffic simula-
tions, such as network import, route calculations, visualization, and emission calculations.
SUMO can be enhanced with custom models and provides various APIs to control the
simulation remotely.

5.4. Message Broker

V2X is a typical distributed system with high-speed dynamic topology changes and
many participants. The TS must achieve high-concurrency data transmission, affecting its
reliability and availability.
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Modern messaging systems are built on top of Message-Oriented Middleware (MOM)
architectures, leveraging two paradigms, the publish—subscribe mechanism and message
queue, to help build scalable and loosely coupled systems [35]. Familiar message brokers
include Kafka, ActiveMQ), and RabbitMQ. Among the three, Kafka has the best throughput
and high-availability performance, ActiveMQ is more frequently used in enterprises, and Rab-
bitMQ has a good concurrency capability owing to the Erlang development language [35-37].
Furthermore, RabbitMQ [38] supports multiple open-source standard protocols.

We selected RabbitMQ as the message broker for high-concurrent information trans-
mission between modules.

5.5. Database

Databases enable the effective organization, storage, and management of data. Com-
pared to relational databases, non-relational databases handle unstructured data, support
high concurrency, and accommodate the storage of massive amounts of data [39]. We
selected MongoDB to support the database function. MongoDB, a document-oriented
Non-relational SQL (NoSQL) database, is an ideal choice for storing object-type data and
supports intricate query operations.

5.6. Test Procedure

To promote the C-V2X field testing standardization process, we combined many
vehicle test originations, Tier 1 companies, and OEMs to discuss the test data interface’s
specifications, including the test process, data exchange process, and data interface norm.
In March 2021, the standard project was approved by the China Communication Standard
Association (CCSA), while a series of tests were conducted to improve the validation of the
proposed method. Figure 7 shows the test process of the TS.

This test system supports two types of test objects, vehicles and roadside systems, and
covers indoor and field testing environments.

By incorporating a GNSS signal simulator, the system can perform testing functions
in an indoor environment. Specifically, the simulator provides the necessary satellite
positioning signal conditions (including module communication and timing services) for
all V2X terminals and transmits satellite navigation data to the DUT.

The following diagram provides a detailed overview of the main processes in the test
system. These processes can be divided into four stages: preparation, test management,
application scenario injection, and test data collection.

*  Preparation Stage

This stage mainly involves setting up the test type, scenario, and scale.

Firstly, the test type must be specified, i.e., whether indoor or field tests are being
conducted. Subsequently, the corresponding test scenario and scale are selected, and
testbed nodes are allocated accordingly. The test scenario here refers to the actual
physical environment; the allocated nodes are the device nodes connected to that
physical environment.

The GNSS signal simulator will provide satellite signals for field tests and timing
services and simulated positioning functions for indoor tests.

¢  Test Management Stage

This stage focuses on node management, task configuration, and task management.

Once the test is officially initiated, the testbed will receive real-time status data
from testbed nodes (including TBOBU and TBRSU) and the DUT to manage these nodes.

Management includes device control (such as device on/off, start/stop of data
reporting, congestion control activation/deactivation, device restart, and command
execution), task configuration (such as setting test task types, configuring data content),
and task management (including task start, pause, resume, and end).

Notably, task configuration and task management functions are only practical for
testbed nodes.

¢ Application Scenario Injection Stage
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The testbed generates and transparently transmits realistic scenario data simu-
lated by the node array.

This stage involves communication scenarios and application scenarios. Data
injection for static communication scenarios originates from task configuration infor-
mation, specifically including parameters such as node message transmission power
and broadcast message frequency. Data injection for application scenarios is dynami-
cally generated by the testbed and transparently transmitted to the testbed nodes in
real-time.

After receiving the scenario messages simulated by the test system, the testbed
nodes will send out V2X-simulated data, completing the entire scenario injection process.
Test Data Collection Stage

Test data are continuously collected during the test run for subsequent analysis
and evaluation.

During the test, the testbed nodes send out V2X-simulated data and transmit
their business data back to the C-V2X testbed.

Simultaneously, the DUT will send its data and receive V2X-simulated data to
trigger corresponding scenarios. Subsequently, the DUT will transmit its business
data and application result data back to the C-V2X testbed.

The test system can efficiently and accurately complete various testing tasks through

these four closely interconnected stages.
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Testing Data
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Testing System TBNode DUT
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(In-chamber. Field) Node status upload
l 3 Node status upload
Select testing scene
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Figure 7. Testing system’s test process.
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6. System Performance and Test Case Analysis

This section will describe the test environment and test conditions of the implemented
C-V2X scale-up test platform, demonstrate the test system’s large-scale load performance,
explore the impact of the communication environment on its application, and validate the
platform’s usability through the application of FCW safety warnings.

6.1. Testing System Performance for Large-Scale Loads

Large-scale arrays of nodes are at the heart of the test system, but they pose a challenge
to the system performance. This subsection verifies the large-scale load performance of
the software architecture. The test focuses on evaluating the performance of the master
controller under high- and regular load conditions.

Since hardware nodes are costly, developing virtual nodes with node interfaces and
logic is necessary as an alternative. As shown in Figure 8, we set up a test environment,
deploying the master controller and node simulators on a single test host. The load on
the master controller was divided into two scenarios: the number of nodes accessed and
the tasks executed by the nodes. The node simulators can simulate a specified number of
nodes based on configurations and create virtually ideal communication channels within
the environment.

.......................................................

s Main Controller Node Simulator |
! BSM Injector ‘ 1
| 1

Node Controllers Virtual Channel

Figure 8. Schematic diagram of the load test environment.

6.1.1. High-Load Performance Test

A high-load performance test aims to determine the maximum number of accessible
nodes for the test host and the average node access delay at different scales.
Here are the relevant parameter settings for the high-load performance testing:

*  Basic configuration of test controller: Intel(R)i5-10400 6core 16 G RAM (Intel, Santa Clara,
CA, USA);

. Number of under-test nodes: 20, 50, 100, 200, 400, 800;

e  Heartbeat interval: 5s;

e BSM:10Hz.

The test results are shown in Figure 9. When the number of nodes is 200, the average
node access delay is approximately 25 ms, less than the BSM propagation interval of 100 ms.
When the CPU utilization rate reaches 95%, and the number of nodes is 800, the average
node access delay is approximately 87 ms, which still meets the requirements.
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Figure 9. High-load performance test results.

Therefore, the proposed testing system can meet the requirements of C-V2X field
testing and has sufficient redundancy to support the practical use of subsequent test-
ing platforms.

6.1.2. Regular Load Performance Test

The purpose of the regular load performance test is to obtain the network throughput
faced by the master and the average BSM pass-through interface latency under load, which
is closely related to the effectiveness of the test system solution.

Here are the relevant parameter settings for the regular load performance test:

¢ Testing hardware environment: MacBook Air (M1) 8 G RAM (Apple, Cupertino,
CA, USA);

e Number of nodes accessed: 10, 20, 30, 40, 50;

*  BSM frequency: 10 Hz, 20 Hz, 30 Hz.

Table 3 shows the results of the regular load performance test of the master controller.
When deploying a scenario with 50 nodes broadcasting Basic Safety Messages (BSMs) at a
frequency of 30Hz, it can simulate 150 vehicles, effectively mimicking extreme congestion
in a real-world physical scenario. As indicated in the table, when the number of nodes is
50, the master controller experiences a peak data throughput of 127 Mbps. However, it still
provides an average response delay of 0.58 ms for BSM transparent transmission. Across
all testing conditions, the response delay fluctuates between 0.38 ms and 0.6 ms, remaining
unaffected by the task load on the master controller.

Table 3. Regular load performance test results.

Number of Nodes 10 20 30 40 50
10 Hz 0.53 ms 0.51 ms 0.37 ms 0.46 ms 0.46 ms
@1.68 m/s @6.49m/s @14.8 m/s @25.5m/s @39.3m/s
20 Hz 0.38 ms 0.53 ms 0.57 ms 0.51 ms 0.57 ms
@3.22m/s @12.6 m/s @27.8m/s @49.2m/s @78.3m/s
30 Hz 0.57 ms 0.52 ms 0.51 ms 0.36 ms 0.58 ms

4.68m/s 18.4m/s 41.4m/s @73.7m/s @127 m/s
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6.2. FCW Test Case
6.2.1. Field Testing Environment

The TS is deployed in the experimental field of Chongqing Motor Vehicle Mandatory
Test Center. The testing center has an internal enclosed road, as shown in Figure 10. It
provides C-V2X DUTs from two Tier 1 suppliers, all installed on the vehicles under test.

Figure 10. Field Testing environment and equipment.

Figure 11 depicts the deployment of the test scenario, where a 600 m long straight
road is selected for this test, with the RV and the HV positioned 600 m apart from each
other. Two node arrays, which could simulate 200 vehicle nodes, are placed 50 m apart.

(b)

Figure 11. Test scenario deployment diagram:(a) straight road; (b) FCW testing scene.

Once the hardware equipment is deployed, automated C-V2X testing, including
test configuration, monitoring, and test results, can be achieved through an online GUI
according to the system’s user instructions. Figure 12 displays the administrator login
interface of the GUL. Administrator users can view all task executions and completions and
access all task reports.
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Figure 12. The administrator login interface of the GUIL

6.2.2. Testing Procedure and Results” Analysis

Task Status
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2024-09-13T10:46-04 755843

LOG OUT

Based on the research report DOT HS 811 501 by the National Highway Traffic Safety
Administration (NHTSA) [40], we designed an FCW test scheme and conducted case tests.
Next, we will introduce the FCW test requirements, test procedures, and test re-

sults” analysis.

¢  Test Requirements

The test requires that the DUTs have a communication range greater than 300 m,
a data update frequency (i.e., transmission frequency) of less than or equal to 10 Hz, a
system latency of less than or equal to 100 ms, and a positioning error of less than or

equal to 1.5 m.

The test expects the HV to issue a forward collision warning between the dis-
tance points marked in Figure 13, which are TTC_max x V_HV (x55.56 m) and
TTC_min x V_HV (/29.17 m). Here, TTC_max is 4 s, and TTC_min is 2.1 s, as de-
fined in DOT HS 811 501. TTC refers to Time To Collision.

i

HV

i _i

C)—

—_— =

Ao

— —  ga—-
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I\ I—7
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TTCmax TTCmin 90%TTCmin

Figure 13. FCW testing procedure.

*  Test Procedures
The FCW test procedure is as follows:
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Warning Distance (m)

-  The HV is parked at the center of the lane, 600 m from the RV. Its longitudinal
direction is parallel to the road edge, facing in the same direction as the RV.

—  The HV accelerates straight ahead until it reaches a constant speed of 50 km/h
before reaching a distance of 150 m from the RV.

- Test recording begins when the HV is 150 m away from the RV.

—  The test ends when one of the following conditions occurs: a. The FCW alarm is
triggered by the HV between the distance points of TTC_max x V_HV (~55.56 m)
and 90% x TTC_min x V_HV (x29.17 m); b. the HV fails to trigger the FCW
alarm before reaching the distance point of 90% x TTC_max x V_HV; c. the HV
triggers the FCW alarm before reaching the distance point of TTC_max x V_HV;
d. a false alarm is triggered.

—  After the test, the HV should turn (recommended) or brake to avoid colliding
with the RV.

—  The real-time speeds, travel trajectories of both the HV and RV, the FCW applica-
tion warning time, and the FCW application warning distance are recorded.

Test Result Analysis

The application response feature is shown in Figure 14, while the communica-
tion performance is shown in Figure 15. The test was repeated ten times under each
working condition.

As shown in Figure 14, the FCW TTC value declines slightly with the increase in
node density. Moreover, there were differences in response time TTC between products
from different Tier 1 vendors. One possible reason for this is the difference between
the application response algorithms. Nevertheless, the overall, TTC performance was
relatively stable.

As shown in Figure 15, the packet loss rate rises with the increase in node density.
3GPP has specified quantitative performance requirements for advanced V2X applica-
tions in TS 22.186; the reliability range for these applications is 90% to 99.999% [41].
This implies that, for V2X applications, the maximum packet loss rate should not
exceed 10%, as a higher rate would indicate a severely degraded communication
environment.

Comparing Figures 14 and 15, we can conclude that communication performance
has a limited impact on response time TTC. Even when the packet loss rate reaches
15.6%, FCW response time TTC is also higher than the TTC_min value, which is
2.1 s. The above test results prove the effectiveness of C-V2X technologies from
another perspective.
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Figure 14. Application response performance.
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7. Discussion
7.1. System Effectiveness Comparison and Analysis

In the previous section, the system’s scalability and functionality were validated, yet
the effectiveness of the simulated scenarios within the TS remains open to question. For
application scenarios, the participation of key vehicles (HV, RV) is authentic and valid.
However, for communication scenarios, the performance evaluation of the TS necessitates
further verification.

In our previous work [4], we conducted a comparison between the communication
performance evaluation of the TS and that of the NS-3 simulation. In highway scenarios,
the difference in Packet Delivery Delay (PDD) between the two was approximately 2.02%,
while the difference in Packet Delivery Ratio (PDR) was about 0.19%. For urban road
scenarios, the discrepancy in PDD was roughly 3.72%, and the discrepancy in PDR was
approximately 1.89%.

The large-scale LTE-V2X test platform [18], with 198 OBUs deployed, was also cross-
validated for the intersection scenario. They found that the difference in Packet Error Rate
(PER) was approximately 3%, and the difference in average communication delay was
about 7.4%. Additionally, the trends for evaluation parameters (Inter-Transmission Time
(ITT), Channel Busy Ratio (CBR), and PER) remained consistent.

It can be observed that this large-scale field testing scheme is practical, yet the analyti-
cal parameters of the TS we proposed need to be revised.

7.2. System Continuous Development

Scenarios are at the core of our proposed TS, and 3GPP has stipulated numerous V2X
application instances. New scenarios need to be developed, debugged, and improved to
promote the TS before it can be applied.

Scenario generators, standardized data exchange interfaces, and full-process auto-
mated monitoring greatly assist in this process.

When a new application requirement arises, the first step is to use the scenario gen-
erator to extract the corresponding application scenario. Subsequently, an application
testing plan is designed, and the application development is completed through indoor
and field testing.

In this process, standardized interfaces enable functional testing by simply adding
interactive interfaces to the DUT. For the specific contents of the standardized interface,
please refer to the industry standard [23].

If testing issues arise, TS developers can review the problem tasks and resolve the
issues based on the test data recorded in the database.
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8. Conclusions

In the realm of ICV, its profound integration across industries stands out as a notable
characteristic, and it also presages the development of general testing and assessment
systems as an inevitable trend. Currently, most test schemes are centered on application
testing, ignoring the comprehensive integration requirements of various test types, such
as communication, interoperability, consistency, and network security. Notably, OEMs
have paid keen attention to how the communication environment impacts the response
characteristics of applications.

Given our previous work constructing a large-scale C-V2X testing system for com-
munication testing, we recognize that integrating communication testing with application
testing poses significant challenges to system software development. Consequently, we
propose a layered software architecture for a highly automated, large-scale C-V2X testing
system tailored to combined scenarios.

At the core of this architecture lies the scenario encapsulation technology, which en-
ables communication testing and application validation under many scenarios through
the deployment of a flexibly adjustable node array. Furthermore, during the architec-
tural design process, we thoroughly considered the system’s non-functional requirements,
encompassing real-time system status monitoring, high-concurrency data-processing capa-
bilities, real-time data management, and a user-friendly online visualization interface.

The experimental results demonstrate that the proposed layered architecture, along
with the communication protocol and technology stack that were used, fulfills the require-
ments for the TS in terms of validity, scalability, and stability.

For future work, we will continuously optimize the TS and further explore digital
twin TS grounded in the integrated vehicle-road—Cloud framework. By leveraging efficient
information interaction and coordination mechanisms among vehicles, road infrastructure,
and cloud servers, we will construct digital test scenarios and investigate V2X test strategies
in which the testing and actual operation reinforce each other, thereby enhancing test
coverage and efficiency.
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