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Abstract: Due to its partially decentralized and highly scalable features, the consortium blockchain has
currently overtaken other blockchain technologies as the one most frequently used and studied across
various industries. However, performance issues such as low transaction efficiency and redundant
communication processes continue to hinder the development of consortium blockchains. In the
Hyperledger Fabric consortium blockchain system, transaction efficiency is largely influenced by the
consensus protocol and broadcast protocol. This paper introduces a novel consortium blockchain
network model, DC-SoC, focused on optimizing broadcast protocols. By incorporating the concept
of density clustering, a stable propagation structure is established for the blockchain network, thus
optimizing data dissemination in the Gossip protocol. Additionally, the concept of social networks
is integrated, using trustworthiness scores and economic incentives to evaluate node security. The
experimental results demonstrate that when DC-SoC is applied in a large-scale consortium blockchain
environment, it significantly improves communication performance between nodes and ensures
transmission reliability.

Keywords: hyperledger fabric; broadcast protocol; network clustering; social network; malicious
detection

1. Introduction

In recent years, blockchain technology has garnered significant attention from both
academia and society due to its inherent characteristics, such as data immutability and
decentralization. Depending on the specific application requirements, blockchain technolo-
gies can be classified into public chains, private chains, and consortium chains, each having
varying levels of data operation permissions. Among these, the consortium chain can be
regarded as an alliance comprising multiple authorized institutions, adopting a “partially
decentralized” structure and exclusively permitting participation in transactions by alliance
members with CA certification [1]. This combination of public and private characteristics
enables consortium chains to offer a broad spectrum of applications. Hyperledger Fabric [2]
has emerged as the leading consortium chain project, owing to features such as the MSP
security certification mechanism, free channel creation, and high modularity. Nonetheless,
similar to other blockchain variants, the low efficiency of communication between peers
continues to be a significant constraint on the advancement of consortium chains, despite
ensuring transaction security and privacy with a decentralized structure. Primarily, this
issue can be attributed to the consensus layer and network layer within the blockchain.

The architecture of blockchain can be broadly summarized as consisting of the data
layer, network layer, consensus layer, smart contract layer, and application layer [3]. Among
these, the network layer serves as the source of decentralization in blockchain. It primarily
defines the networking process between peers in the blockchain and controls the prop-
agation of data in the network through broadcasting protocols. Each user peer’s block
data generated through the consensus service is redundantly stored in ledger form on
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different peers through multiple peer-to-peer (P2P) transactions, effectively addressing
single-point-of-failure issues and ensuring data security. Therefore, optimizing the data
propagation mechanism [4] at the network layer is a highly valuable and necessary measure
for improving the overall communication performance of blockchain. Additionally, as the
practical applications mature, the demand for the number of peers in blockchain systems is
increasing. The impact of the broadcasting protocol on communication efficiency becomes
more significant [5]. However, compared to research on optimizing consensus algorithms,
data storage structures, and other aspects, research on the network layer has received
relatively little attention.

In response to the above issues, this paper proposes a novel model for a consor-
tium blockchain network named density clustering-social network (DC-SoC), designed
to address the communication inefficiencies commonly found in consortium blockchains.
The model enhances propagation speed and ensures network-layer reliability, effectively
improving overall communication performance.

Generally, our contribution includes the following:

1. Building on the concept of high-density connectivity enabled by density clustering, we
have enhanced the infection algorithm in traditional Gossip broadcasting, effectively
reducing network latency and node load during data dissemination.

2. A structured approach to constructing network topology is implemented to mitigate
the issue of isolated nodes arising from unstructured random propagation in consor-
tium blockchain networks, ensuring comprehensive coverage of block propagation.

3. By introducing social trust and economic incentive mechanisms, we merge the social
network model with the consortium blockchain network, providing an effective
solution for improving the reliability of node transactions and the security of the
network within consortium blockchains.

The remaining sections of this paper are as follows. Section 2 provides a comprehensive
review of key research areas and significant breakthroughs in the field of communication
performance optimization for permissioned blockchains, particularly focusing on the latest
advancements in broadcasting protocols in blockchain technology, along with the progress
in related simulation tools. Section 3 outlines the overall framework and design approach of
this study. Section 4 then explains the social mechanism based on node trustworthiness and
economic incentive values. Section 5 reviews the performance evaluation results, analyzing
the significant advantages of DC-SoC in terms of propagation efficiency and reliability
as demonstrated through experimental comparison. Finally, Section 6 concludes with a
summary of our research findings and provides insights into future research directions.

2. Related Works
2.1. Communication Performance

Currently, the primary focus of research in enhancing the communication performance
of permissioned blockchains is on optimizing the local blockchain architecture and improv-
ing the performance and scalability of Byzantine fault-tolerant consensus. For instance, Xu
et al. [6] proposed a new PBFT consensus algorithm, designing a reputation evaluation
model to select more trustworthy nodes for participation in system consensus, thereby
achieving role differentiation. By constructing a dual consensus layer structure, commu-
nication complexity is reduced, fault tolerance is improved, and scalability is enhanced.
This development is particularly relevant to Hyperledger Fabric, which relies on consensus
mechanisms such as PBFT for secure and efficient block validation. Assiri [7] introduced
a fair proof-of-stake consensus protocol for block creation, which proposes a simplified
block verification procedure to reduce the verification process of trusted blocks and transac-
tions, lowering computational costs, accelerating processing time, and enhancing security
and privacy. Spengler et al. [8] utilized CouchDB to improve the storage performance of
heterogeneous medical data within the Fabric consortium blockchain. This enhancement
allows the blockchain to support more complex and efficient query operations, ultimately
optimizing the consortium blockchain system’s overall throughput and latency. Mar-
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son et al. [9] introduced the MITOSIS method, achieving low latency in permissioned
blockchains through a sharding technique similar to cell mitosis, and concurrently ensuring
high scalability via parallel processing. Yi et al. [10] suggested the use of a novel thresh-
old digital signature technique, based on NP-Hard problems, to enhance the consensus
algorithm. They developed a new, highly efficient, and secure blockchain system based on
this approach, representing a classic research methodology. Lu et al. [11] introduced the
LEAP method, which integrates edge data distribution with coalition formation games to
dynamically adjust the correlations between clients and ESs, while rationally allocating com-
munication resources to mitigate the straggler issue. Seid et al. [12] introduced a blockchain
and MADRL integrated framework, enabling IoT devices and UAVs to continuously adjust
resource demands and pricing strategies, thereby reducing the computation costs of IoTDs
while maximizing the utility of UAVs and enhancing overall network performance.

However, compared to research on the data layer and consensus layer, the network
layer, situated between the two, has received less attention. In fact, optimizing the network
topology to enhance the transmission rate and reliability can significantly contribute to
positive effects on the overall performance and stability of the blockchain.

2.2. Broadcasting Protocol

The broadcasting protocol, a critical distributed protocol in blockchain systems, is re-
sponsible for constructing the network topology and facilitating block transmission. Within
Hyperledger Fabric, the Gossip protocol serves as the mechanism for disseminating data
across channels. The Gossip protocol originated in 1987 as part of the Epidemic algorithm,
used for maintaining replicated databases [13]. The operation of the Gossip protocol re-
sembles epidemic propagation: the source peer initiates the message and randomly selects
multiple peers for dissemination. Upon receiving it, the “infected” peers further propagate
the message to another set of peers. This iterative process continues until the message
reaches the network’s periphery [14]. In case of network issues or when a peer first joins the
network, retrieval, and recovery mechanisms activate to obtain the missing block content
either from within the organization or from others. Nonetheless, this propagation process
ensures message dissemination reliability but unavoidably leads to information redun-
dancy and a higher processing load on peers. Reducing the number of recipients to alleviate
the load during message dissemination could result in isolated peers and consequent data
dissemination gaps. To mitigate these network instability scenarios, frequently activating
the retrieval mechanism would inevitably increase propagation delays substantially.

In recent years, significant advancements have been made in the field of broadcasting.
Hao et al. [15] developed the BlockP2P propagation structure, which uses the K-Means algo-
rithm for peer clustering and a parallel spanning tree broadcasting algorithm for rapid data
dissemination across clusters. Subsequently, they introduced a method to efficiently detect
peer failures and reduce network load [16]. However, this study is limited by its exclusive
focus on public blockchain environments, overlooking potential issues in consortium and
private blockchains. Furthermore, the absence of a comparative analysis of clustering algo-
rithms impedes the evaluation of their performance and applicability. Berendea et al. [17]
concentrated on Hyperledger Fabric, proposing the infect-upon-contagion algorithm to
replace the Gossip protocol’s push mechanism. They optimized the remaining propagation
mechanism, enhancing both efficiency and fairness in the Fabric broadcast layer. How-
ever, this study focuses solely on block propagation coverage and reliability, omitting an
analysis of peer security. Additionally, the discussion on network topology construction
lacks detail. To further improve the security of blockchain networks, some studies have
introduced peer review mechanisms into blockchain systems. In distributed networks, peer
review mechanisms are used to assess node reliability, with nodes reviewing each other’s
transactions to ensure that data are validated by multiple nodes before or after being added
to the blockchain. This mechanism helps prevent the dissemination of false information by
malicious nodes and guarantees the accuracy and integrity of broadcasted data. Oktian
et al. [18] designed a peer review model to construct a mature blockchain-based federated
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learning protocol, incentivizing participating nodes to act honestly and optimize their
training efforts for higher rewards, while also punishing malicious behavior. This approach
enhanced data privacy and system reliability. However, the study’s primary application
scenario was limited to federated learning, failing to adequately address block propagation
efficiency issues within blockchain systems. Furthermore, the protocol’s punishment mech-
anism for malicious nodes is relatively simplistic and fails to fully leverage the network
topology to optimize data dissemination paths. Yang et al. [19] integrated a reputation
mechanism into the blockchain data-sharing process, allowing users to receive reputation
feedback based on their partners’ behavior, allowing honest users to benefit from more
data-sharing opportunities, while malicious users are held accountable and removed from
the system. However, the reputation feedback mechanism mainly relies on cooperative
relationships between users, overlooking the effects of node changes in dynamic networks
on propagation efficiency. These two studies have made valuable contributions to improv-
ing system security, but further advancements are needed in optimizing network topology
and dynamic trust mechanisms. In addition, recent advances in blockchain verification
and model checking have significantly enhanced the security and reliability of blockchain
systems. Among these advancements, two notable studies by AlSobeh introduced innova-
tive frameworks that enhance the verification of dynamic behaviors in blockchain systems.
For example, the BlockASP [20] framework employs aspect-oriented programming (AOP)
to analyze and monitor dynamic behaviors within blockchain systems, integrating the
strengths of aspect-oriented programming and model checking into the blockchain architec-
ture to ensure the security of decentralized networks. Similarly, the OSM [21] framework
extends model-checking techniques to analyze and verify dynamic behaviors in software
systems, and this approach can also be applied to blockchain systems to ensure the secure
and dynamic operation of blockchain protocols. Both frameworks provide valuable insights
into the evolving field of blockchain consensus algorithms, particularly in enhancing the
security and dynamic verification of blockchain networks. However, these frameworks
are limited to runtime verification in software environments and do not explicitly address
the challenges of maintaining efficient communication and scalability in decentralized,
large-scale blockchain environments.

2.3. Network Simulation with NS-3

The majority of commonly used simulation software focuses primarily on testing
upper-layer application protocols, such as consensus protocols, without giving sufficient
consideration to the construction of the P2P network layer. In contrast, simulation platforms
with built-in P2P components, such as NS-2 and PeerSim, are less frequently considered be-
cause of their outdated nature. The communities that once extended and maintained these
platforms have gradually diminished, resulting in limited available reference materials and
a lack of updates.

In contrast to older platforms, the NS-3 [22] simulation platform has gained increasing
prominence in recent years, offering numerous built-in network components, including
P2P networking, along with high programmability and scalability. This makes NS-3
suitable for simulating various large-scale topologies. NS-3 is a widely adopted open-
source network simulator designed to study the behavior of communication networks,
including blockchain-based systems. Its modular architecture enables researchers to model
and simulate various network protocols and environments, enabling accurate performance
evaluations of blockchain protocols. Recent research has employed NS-3 to simulate and
validate the effectiveness of models in addressing security and performance challenges in
real-world environments. For instance, Li et al. [23] used NS-3 to simulate a blockchain-
based trust evaluation scheme, which evaluates trust values considering factors such as
initial trust, historical experience, recommendation trust, and observation trust. This
approach improved the detection of malicious nodes, reduced transmission costs, and
enhanced overall network reliability. Similarly, Razaque et al. [24] demonstrated through
NS-3 simulations that multi-label classification could successfully detect malicious vehicles,
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improving accuracy, and reducing loss rates. Therefore, in this paper, we utilize NS-3 to
simulate the performance of DC-SoC. By modeling the communication between nodes in a
dynamic network environment, we can accurately assess the block propagation efficiency
and reliability of the model. NS-3 enables us to explore a variety of network scenarios
and evaluate the enhancements of our model in terms of transmission delay and network
scalability. This simulation framework is essential for validating the effectiveness of the
model under real-world conditions.

To address the current research status, this paper extends the framework of “DC-
Gossip” [25], providing a more secure and robust network model for consortium blockchain
systems. Specifically, while DC-Gossip only offers a stable data dissemination mechanism
for Fabric, DC-SoC not only enhances broadcasting efficiency but also defines information
reception rules for transactions between nodes through the concept of social networks,
effectively preventing malicious behavior. This allows DC-SoC to resist complex attacks and
ensures reliable data transmission within the network. These improvements address the
limitations identified in previous literature, significantly enhancing network reliability and
performance in dynamic environments. Based on the above discussion, some comparisons
of schemes related to the work of this paper are listed in Table 1.

Table 1. Comparison with other data dissemination models.

Model High Transmission
Efficiency

Comprehensive
Propagation Coverage

Transmission
Reliability

Ref. [16] ✓ × ×
Ref. [17] ✓ ✓ ×

Refs. [18,19] × × ✓
Refs. [20,21] × ✓ ✓

Ours ✓ ✓ ✓

3. DC-SoC Consortium Chain Network Model
3.1. Overview

In traditional centralized networks, server functions are concentrated in a limited num-
ber of peers, leading to a single-point-of-failure issue, while server peers face constraints in
their capacity to concurrently process services due to hardware limitations. Consequently,
blockchain systems that prioritize fairness and security adopt a peer-to-peer (P2P) network
architecture. Within a P2P network, each peer possesses the capability to both receive and pro-
vide services to other peers. This approach effectively leverages substantial terminal resources
and simultaneously addresses the primary shortcomings of centralized networks [14].

Blockchain performance is characterized by two dimensions: transmission rate and
transmission reliability [16]. Within the network layer, these dimensions are typically mani-
fested as peer propagation delay and data coverage, respectively. A reduced propagation
delay among peers correlates with a higher transmission rate for the entire blockchain
network. An increased coverage rate of block data propagation within the network leads to
a more robust network state. Conversely, incomplete block propagation to numerous peers
diminishes network transmission reliability, often due to instability in the propagation
structure and inadequacies in peer deactivation detection mechanisms.

To ensure message delivery to every peer, Fabric’s P2P network employs the Gossip
protocol for data dissemination. However, in the context of the contagion algorithm used in
traditional Gossip protocols, achieving high data coverage necessitates enhanced network
connectivity, as indicated by the number of neighbors for each peer. Given the limited
processing power of each peer, this approach not only heightens the peer workload but also
results in a reduction of the transmission rate when network connectivity becomes excessive.
To address this challenge, we propose integrating the clustering concept to establish a
rational network topology by partitioning cluster relationships among peers. This strategy
not only ensures network connectivity but also minimizes the network diameter during
communication among interconnected peers.
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Furthermore, ensuring transmission reliability is crucial, not only through optimizing
the propagation structure to enhance data coverage but also by focusing on the peers’
reliability themselves. In this work, we propose adopting the concept of community detec-
tion to view the entire blockchain network as a social network. Additionally, we employ
both trustworthiness and economic incentive mechanisms to assign appropriate values
to each peer and identify suitable propagation targets, thereby boosting the network’s
robustness [26].

Building on the previously mentioned concepts, we introduce a network transaction
processing model specifically designed for the federation chain environment, named DC-
SoC. The operational logic of the DC-SoC model is also depicted in Figure 1, this framework
operates through four phases: initial clustering, social mechanism, block dissemination,
and network updates, which are triggered by timing mechanisms. Initially, at network
startup, peers are clustered and segmented, with the transmission delay between each
peer serving as the distance metric. Subsequently, formal block broadcasting begins,
encompassing three stages: push, dynamic maintenance, and restoration. Throughout the
broadcasting phase, transactional judgment rules between peers are established through
social mechanism operations. After a specified operational period, re-clustering takes
place to reflect changes in the current network state, ensuring structural updates and the
maintenance of network availability.

Phase 1:Initial Clustering

Cluster 1 Cluster 3

Cluster 2

Phase 4:Network Update

Cluster 1

Cluster 3

Cluster 2

Master Peer

Core Peer

Tail Peer

New Peer

Inactivation Peer

Phase 2:Social Mechanism

Locally Credible Locally Credible

Locally 

Credible

①Calculation of Credibility ②Economic Incentives

Globally 

trusted

Globally 

trusted
Calculation of 

Economic 

Incentive 

Value

Phase3:Block Dissemination

①Push

②Dynamic Network Processing

③Recovery
Routing Peer

Figure 1. Overview of DC-SoC.

The DC-SoC model optimizes traditional blockchain systems by enhancing efficiency,
security, and scalability. In terms of efficiency, block propagation is optimized by clustering
nodes based on proximity and trust metrics, thereby reducing communication overhead and
minimizing network latency. Security is bolstered through a dynamic trust-based evaluation
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system that continuously assesses node trustworthiness. This mechanism mitigates risks
such as Sybil and Byzantine attacks, preventing malicious nodes from compromising the
network’s integrity. Scalability is addressed through the density clustering method, which
divides the network into manageable segments, ensuring stable performance and reliable
propagation as the network expands. These advancements offer a comprehensive solution
to the limitations of traditional blockchain models, making DC-SoC highly suitable for
large-scale decentralized networks. The subsequent sections of this chapter offer a detailed
exploration of the design intricacies of DC-SoC.

3.2. Initial Clustering

The conventional Gossip protocol employs unstructured random propagation for data
transmission, potentially resulting in high latency and incomplete propagation. To address
these issues, we opt to regard peers within each organization within the channel as data ob-
jects in the dataset. We then map the network latency between them as Euclidean distances
in the vector space and employ clustering based on this to construct a rational network
topology as a deterministic propagation structure within the organization, ensuring that
each peer can complete block reception in the shortest time possible. It is important to note
that clustering is conducted within each organization within the channel. Additionally, the
clustering process for each organization is independent and does not impact the others.

Clustering algorithms are widely used in research on contemporary blockchain net-
works, including their applications in social networks. For instance, Wu et al. [27] described
the Bitcoin transaction network as an undirected graph and employed spectral clustering to
segment this network for mining interests. After conducting numerous comparisons, the pa-
per concludes that density clustering is the most suitable method for practical applications
within coalition chains.

In real-world network environments, each blockchain peer operates on a physical
machine, located in a distinct network location. Communication delay between peers is
influenced by factors such as physical distance between machines, hardware performance,
bandwidth, and more. Thus, peers can be abstractly visualized in a multidimensional vector
space, with propagation delay as the Euclidean distance metric. However, the limited
impact of propagation delay maintains this vector space as low-dimensional, making it
unsuitable for high-dimensional clustering algorithms like spectral clustering. Alternatively,
algorithms like K-Means segment peers into clusters through iterative processes. Yet, in
this vector space, peer distribution often appears uniform yet irregular. As a result, creating
effective propagation trees for clusters identified by algorithms like K-Means is challenging
in this environment.

Density clustering excels at identifying clusters of arbitrary shapes and efficiently
pinpointing outliers. It facilitates identifying high-density connectivity regions, enabling
efficient block distribution from the master peer to all channel peers, including leaf peers.
Crucially, identifying outliers with density clustering does not imply their immediate
removal. Instead, these outliers are included in analyses to mitigate their impact on
network stability, due to factors like high latency or unstable connections. This approach
is adopted because each peer in the blockchain typically represents a user. Therefore,
removing users with poor network conditions is inappropriate, as it would compromise
blockchain fairness and disrupt application usage.

DBSCAN is a classic density clustering algorithm that utilizes two parameters: the
radius eps and the minimum number of neighboring peers MinPts. Starting from the initial
input peers and their neighborhoods, it iterates continuously to identify core objects and
their neighborhoods until the iterative process concludes. Subsequently, the first cluster
is identified. If any peers remain in the peer set N, the process continues with a second
iteration until N is empty.

However, the recursive nature of DBSCAN necessitates multiple iterations, leading
to a worst-case time complexity of O(N2). Consequently, in large blockchain networks,
DBSCAN incurs significant computational costs in creating the propagation structure, ren-
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dering any reduction in propagation latency insignificant. To address the aforementioned
issue, we introduced DBSCAN++ within the framework of DC-SoC [28]. In the original
DBSCAN algorithm, core objects are identified by traversing the entire peer set. However,
this approach often results in a high sampling rate, unnecessary as the identification of
cluster classes and construction of propagation structures typically do not require many
core objects. Therefore, DBSCAN++ approximates the K-center algorithm through the use
of a greedy initialization method. In this method, the peer with the highest latency from the
current input peer is consistently selected during the core peer search and added to the set S
until the number of peers in S meets the specified parameter m. The value of the parameter
m is determined based on specific circumstances. Subsequently, peers in the set S are
traversed to identify the core peer and its neighborhood, ensuring the computation process
for high overhead density stays within m iterations. Lastly, the remaining outliers are
incorporated into the neighborhood of the nearest core object via a KD tree. In conclusion,
DBSCAN++ leverages the idea of K-center to reduce the sampling rate of core objects while
maintaining effective neighborhood coverage in the space. Its time complexity is O(mn),
where n represents the total number of peers. Figure 2 illustrates the schematic diagram of
the peer clustering process in DC-SoC.

Affinity Direction 

Of Outlier

Master Peer

Core Peer

Tail Peer

Outlier Peer

Cluster

Affinity Direction 

Of Outlier

Master Peer

Core Peer

Tail Peer

Outlier Peer

Cluster

Figure 2. The process of density clustering.

The DBSCAN++ algorithm enhances the clustering process within DC-SoC by optimiz-
ing the sampling of core objects while ensuring comprehensive neighborhood coverage. In
traditional decentralized systems, establishing an optimal network structure is essential for
efficient block propagation. DBSCAN++ reduces the computational overhead typically asso-
ciated with high-dimensional clustering, while also improving scalability and minimizing
latency in the network. Specifically, the algorithm employs a greedy initialization technique
that approximates the K-center method, dynamically selecting core nodes based on their
network latency to neighboring peers. This dynamic selection process facilitates faster
clustering, particularly in environments with large and constantly changing sets of peers.

In a decentralized context, where nodes frequently leave or join the network, DC-SoC
incorporates a real-time dynamic clustering maintenance mechanism to ensure continuous
network stability. When nodes become inactive or new nodes request to join, the system
detects these changes and adjusts cluster configurations in real-time. For newly joining
nodes, the algorithm assigns them to the nearest cluster based on a proximity-based
metric, such as the Euclidean distance to the cluster’s core node. If a core node becomes
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inactive, the algorithm triggers an election process to select a new core node from the
remaining cluster members, evaluated by their trustworthiness and performance within the
network. Additionally, the system periodically checks cluster integrity to prevent cluster
fragmentation or underutilization. If a cluster becomes too small or loses cohesion, it is
integrated with a nearby cluster to maintain optimal propagation efficiency and network
stability. This dynamic process ensures that DC-SoC sustains a resilient cluster architecture,
even in highly dynamic environments with frequent changes in node availability. The
specific process is detailed in Algorithm 1.

Algorithm 1 Dynamic Clustering Maintenance
Input: Set of ActiveNodes, Set of InactiveNodes, eps, minPts
Output: Updated Clusters

for each node i ∈ ActiveNodes do
if i is a CoreNode then

Maintain current status as ClusterHead
else if i has newly joined the network then

Assign i to the nearest cluster C such that:
C = arg min(distance(i, CoreNode_C))
subject to: distance ≤ eps, neighborhood size ≥ minPts

end if
end for
for each node j ∈ InactiveNodes do

if j is a CoreNode then
Elect a new CoreNode from cluster C:
CoreNode_C = arg max(Trustworthiness(j))

else if j has rejoined the network then
Reassign j to its previous cluster Cprev or to a new cluster Cnew based on proximity

and trust:
Cnew = arg min(distance(j, CoreNode_C))
subject to: distance ≤ eps, neighborhood size ≥ minPts

end if
end for
for each cluster C do

if cluster C has insufficient members or is fragmented then
Merge C with a neighboring cluster Cneighbor:
Cneighbor = arg min(distance(C, Cneighbor))

end if
end for

The DBSCAN++ algorithm is employed to identify clusters in the network. The pri-
mary variables that govern this clustering process are eps, which defines the radius for
neighborhood detection, and minPts, the minimum number of nodes required to form a
core object. These core objects form the basis of clusters, which are created around nodes
that meet these density criteria. The number of clusters is determined dynamically based
on the density of nodes and their network latency values. The clustering process adapts in
real-time, adjusting to changes in node availability and network topology. As the number
of peers or the network’s geographic distribution changes, DBSCAN++ dynamically re-
calculates the number of clusters. Clusters are formed when a node’s local neighborhood,
defined by eps, contains at least minPts nodes. Nodes that do not meet this criterion are
treated as outliers but are still included in the network’s propagation structure to ensure
fairness and robustness.

3.3. Data Dissemination

Once the construction of the propagation structure is completed, DC-SoC initiates the
broadcasting process. Broadcasting, which refers to the propagation of blocks, ensures the
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synchronous update of ledger contents across all peers in the channel. It is important to
note that the social mechanism operates continuously during the propagation process, and
each propagation activity triggers the calculation of the corresponding social value. This
value is essential for ensuring the reliability of block propagation. The detailed working
principle of the social mechanism will be discussed in Section 3 and will not be further
elaborated here. The process of block propagation is typically divided into the following
three parts.

3.3.1. Push Mechanism

Once clustering and topology are established, all nodes within each cluster are orga-
nized in an adjacency list, where the core object serves as the header, collectively forming a
directed acyclic graph. In the block propagation phase, the network can be conceptualized
as a broadcast multi-way tree. Newly generated blocks are initiated at the master node,
and then propagated layer by layer until all leaf nodes receive them. Leaf nodes refer to
the tail-end nodes in the network structure. The following operational steps outline the
block-push mechanism within this propagation structure:

• When the master node receives a new block from the ordering service, it records the
block in its ledger and stores it in a buffer.

• Once the buffer is full or the push interval expires, the block is propagated to nodes in
the current neighborhood and routing nodes in other clusters.

• Upon receipt, the nodes compute the sender’s social credibility via a social mechanism,
deciding whether to accept the block based on the sender’s reputation level.

• The nodes then decrypt the hash value stored in the block header, using it to check
their ledger for any prior receipt of the same block. If no corresponding record is
found, the block content is recorded, effectively appending the block to the chain.

• If the current node is a core object, it continues to propagate the block to other nodes
in the neighborhood until all core objects have completed their propagation tasks.
Non-core nodes are only required to perform the block-chaining operation.

• Once all core nodes have completed propagation, they must send a confirmation
message to their superior core object. If the master node confirms that it has received a
sufficient number of confirmation messages, the push process is considered complete,
and the block content is fully synchronized. Figure 3 presents a graphical illustration
of the aforementioned operational example.
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3.3.2. Dynamic Network Self-Healing

Dynamic changes are inevitable during network operation, such as peers entering
an inactive state or new peers requesting to join the network. Instability in the network
naturally arises from changes in peer states, prompting DC-SoC to implement measures
to maintain the stability of the propagation structure. Collectively, these maintenance
measures constitute self-healing mechanisms.

Blockchain networks typically utilize a heartbeat mechanism to monitor peer offline
status [29], and DC-SoC adheres to this practice. However, unlike traditional approaches,
we posit that most offline peers are only temporarily in a pseudo-dead state and will return
to normalcy within a period of time. Hence, to minimize network overhead, DC-SoC
designates the offline peer a as deactivated, temporarily removing it from the propagation
structure. If the heartbeat mechanism detects that peer a is back online within a fixed
time period, it reinstates its propagation relationship within the cluster class in which it is
located, instead of directly rejoining the network. If peer a does not come back online after
the fixed time period, it is formally expelled from the network.

Changes in intra-cluster propagation relationships resulting from changes in peer
states also require attention. If the deactivated peer a is a core peer, it becomes essential to
transfer its core neighborhood affiliation to another peer within the same neighborhood
and inform all parent peers of peer a in the propagation structure about the change in the
core relationship of that neighborhood. The new core peer is then determined through
an election mechanism, with users having the option to select either voting or automatic
election. If the automatic election is used, the peer with the largest social value with peer a
is selected as the new core peer. Upon peer a’s return online within a predefined timeframe,
it assumes the role of a regular leaf peer within the corresponding neighborhood. In the case
of leaf peers, when a new peer requests to join the network, it is initially added randomly
to a neighborhood within a cluster. During the subsequent network update phase, this new
peer will be allocated to the appropriate cluster class and neighborhood.

3.3.3. Recovery Mechanism

Upon successful joining of a new peer to the network or reactivation of an inactivated
peer, DC-SoC initiates a recovery mechanism to maintain ledger consistency with other
peers. The traditional Gossip protocol includes two mechanisms, pull and recovery, for
maintaining ledger consistency among peers. However, since the pull mechanism is
activated periodically to compare the ledger with specific peers in the organization for
missing blocks, and DC-SoC has eliminated isolated peer occurrences in the push phase
through structured network topology, frequent activation of the pull mechanism has
become unnecessary, and redundant. Therefore, in DC-SoC, only the recovery mechanism
is retained. Upon activation of the recovery mechanism, DC-SoC selects multiple peers
from the current organization and other organizations to request a batch of their missing
blocks. The selection criterion for requesting peers is to choose the peer with the highest
social value within a specific range. The recovery mechanism offers the advantage of
reducing redundant operations through on-demand startup and improving fault tolerance
by initiating requests to different organizations.

3.3.4. Network Update

Given the continuous changes in peer states within the network, the integrity of the
existing propagation structure and the appropriateness of social value allocation progres-
sively deteriorate. Therefore, DC-SoC defines a lifecycle called du. After each du, the
currently online peers are considered, undergo re-clustering to update the propagation
structure, and their social values are reallocated based on the current transaction records of
each peer. Nevertheless, the frequency of social value updates does not necessarily align
with propagation structure updates, given that changes in the community attributes of
network peers occur more frequently than changes in their individual states. Additionally,
a particular scenario must be taken into account during network updates: when a du cycle
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concludes, if certain peers are still engaged in propagation tasks, the update process awaits
their completion before proceeding. In the interim, if the master peer receives a new block
while awaiting, it temporarily caches the block until the new propagation structure is
established, after which it systematically pushes the cached blocks.

4. Social Mechanism

DC-SoC utilizes a community detection-based approach to allocate social credibility to
individual nodes, thereby strengthening the network’s overall robustness. Social credibility
consists of two components: trustworthiness and economic interest value. Trustworthiness
is further categorized into local and global dimensions. Local trustworthiness assesses the
node’s performance within its local neighborhood, using historical interactions, includ-
ing data propagation success rate and response timeliness, as evaluation criteria. Global
trustworthiness evaluates the node’s performance across the broader network, consid-
ering interactions with nodes in different clusters and the success rate of cross-cluster
propagation. Economic interest value reflects the node’s overall contribution and resource
investment within the network. Nodes that successfully propagate data or defend against
malicious actions receive economic incentives, proportional to their role in the process.
Social credibility represents the overall reliability of the node and the quality of the data
it forwards, which directly influences the probability of other nodes engaging with it. A
node’s trustworthiness is dynamically adjusted based on its performance within the net-
work, particularly when it participates in cross-cluster interactions or experiences changes
in communication patterns. This dynamic adjustment mechanism enables the network to
resist malicious nodes, such as Sybil and Byzantine attacks, thereby ensuring secure and
accurate data propagation. The detailed calculation process is provided below.

4.1. Local Trustworthiness

Peers belonging to the same cluster foster localized trust. This is because these peers
are part of the same neighborhood in the network topology and share a direct transactional
relationship, facilitating the generation of trust. It is important to note that the term
“transaction” here encompasses not only the exchange of valuable assets but also the
dissemination and reception of data in general.

Prior to calculating the local trustworthiness, it is essential to determine the similarity
between the two sets of transactional peers. Numerous social network researchers em-
ploy the number of neighboring peers as a criterion for assessing the similarity between
peers and utilize the Pearson correlation coefficient method to quantify this similarity [26].
However, due to the utilization of the density clustering network structure in this study,
which is not a pure P2P structure, certain scenarios involve unidirectional data propagation.
For instance, when a core object disseminates blocks to the leaf peers within the cluster.
These leaf peers, which serve as the tail peers in the network, typically have significantly
fewer neighboring peers compared to the core object. Consequently, when applying the
aforementioned calculation method under such circumstances, the resulting similarity
between the two sets is likely to be lower. To mitigate this issue, this study utilizes the count
of peers belonging to the same cluster class as the similarity discrimination parameter. The
calculation method is illustrated in (1):

r(a, b) =

{
0 CLab = 0

1
1+e−x+t2 CLab > 0

(1)

The variable r(a, b) in (1) denotes the similarity between peer a and peer b, where
r(a, b) ∈ [0, 1). Similarly, CLab represents the number of clusters that both peer a and peer
b belong to. As the number of shared cluster classes increases, their similarity to each other
also increases. The sigmoid function can represent the nonlinear relationship between these
two variables.
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Once the similarity between the trading parties is determined, the local trustworthiness
can be assessed based on the number of successful and failed transactions between peers.
The calculation method is presented in (2):

PTab =

{
r(a, b) Sab−USab

Sab+USab
, Sab! = 0 || USab! = 0

0, Sab = 0 && USab = 0
(2)

Equation (2) defines PTab as a measure of local trustworthiness, in which Sab rep-
resents the number of successful transactions, and USab represents the number of failed
transactions. Transaction failures may occur due to a peer becoming inactive or deliberately
disseminating distorted messages. Crucially, the trustworthiness calculation is unidirec-
tional and focuses solely on the message sender. Specifically, peer a exclusively records
both Sab and USab to assess the trustworthiness of peer b. Conversely, peer b logs only
those parameters related to trustworthiness that pertain to peer a’s role as the message
sender, such as Sba, USba, PTba, etc. Furthermore, PTab is assigned a value of zero when
there are no transaction records between the two peers.

4.2. Global Trustworthiness

The purpose of computing the global trustworthiness is to determine the overall
trustworthiness of a peer within the social network. At this stage, peer b, regardless of its
adjacency to peer a, can iteratively visit other peers to calculate its trustworthiness within
the entire network using the density connectivity relationship established by DBSCAN.
The specific calculation process is outlined in Algorithm 2.

Algorithm 2 Global Trustworthiness Calculation
Input: Algorithm’s access object n, computation peer b, successful transaction count Ssc,
iteration upper limit Iul ;
Output: Global trust value GTab;
Initialization: sc← 0, ul ← 0, GTab ← 0, n← a, weight Wtr ← 1;

Begin
while sc ≤ Ssc && ul < Iul do

NT ← 0, count← 0
for i ∈ neighbors of n do

if PTib > 0 then
NT ← NT + PTib
sc← sc + 1, count← count + 1
invQueue.push(pair(1, Wtr/2))

end if
end for
NT ← NT ∗ (Wtr/count)
GTab ← GTab + NT
ul ← ul + 1
if sc ≤ Ssc && ul < Iul then

n = invoQueue[0]. f irst
Wtr = invoQueue[0].second
invokeQueue.erase(begin)

end if
end while
return GTab

In addition to enhancing the fairness of the trust value mechanism, computing global
trust plays another crucial role in facilitating the recovery mechanism, as discussed in the
upcoming section. In order to ensure the integrity of the block content obtained through the
recovery mechanism, DC-SoC typically initiates requests to peers from other organizations.
Given that distinct organizations within the channel lack direct interactions, except for
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communication facilitated through anchor peers, they maintain identical copies of the
ledger. Hence, it is crucial to filter suitable peers, based on the computation of global
trust, in order to initiate the recovery request. The final trustworthiness can be obtained by
combining the local and global trusts using the calculation method specified in (3):

Tab = λ× PTab + (1− λ)GTab (3)

The confidence factor λ represents the weighting factor for local trustworthiness,
allowing adjustment of the relative proportion of local trustworthiness and global trust-
worthiness. Typically, λ is assigned a value between 0.5 and 1. In practical applications, the
value of λ can be adjusted based on specific requirements and needs.

4.3. Economic Incentive Value

Incentive mechanisms have been extensively employed in blockchain data-sharing
schemes to enhance data reliability. In DC-SoC, economic interest value exhibits two
distinct differences compared to trust value. Firstly, unlike the passive evaluation of peers
in trust value, economic interest value assumes an “active” role for peers. This arises
because each user, functioning as an independent economic entity, possesses self-interested
attributes within the social network. By distributing benefits, the incentive mechanism
motivates participants to enhance service quality and data reliability, leading to increased
profits [27] and fostering a positive cycle of data sharing. Secondly, the economic benefits
value emphasizes the degree of data authenticity rather than the stability of peers. For
instance, in the coalition chain system, if a peer propagates distorted data, this behavior is
quantified as a penalty value that is incorporated into the economic value calculation for
that particular peer.

To comprehend the specific calculation of the economic benefits value, it is essential to
introduce the definition of the combined trust value in (4):

CTb =
∑i∈N Tib

n
(4)

N represents the set of neighboring peers of peer b, including peers with which it has
had interactions, and n denotes the number of peers in set N. CTb refers to the combined
trust value of peer b, which is calculated as the average of the sum of trust values between
peer b and all its interacting peers.

Afterward, DC-SoC defines the value of economic interest for a peer using (5):

EBb =

{
F

∑i∈N CTi
· CTb CTb > 0

0 CTb ≤ 0
(5)

EBb denotes the value of the economic benefit associated with peer b. F is an initial
benefit coefficient set to 1. As peer b disseminates increasingly distorted data in the network,
F gradually converges to 0. Conversely, if peer b maintains honesty, F grows and ultimately
converges to a constant value m. The specific value of m depends on the application. The
variation of F, as determined by the curve, is typically described using sigmoid or arctan
functional expressions. In summary, economic interest differs from trust value as it is a
global variable. Regardless of the current transaction’s counterpart, the economic interest
of the peer remains constant and is updated in real-time based on the transaction.

Once the trust value and economic benefit value have been derived, the final socializa-
tion value can be calculated using (6):

SVab = EBb ∗ Tab (6)

SVab represents the social value resulting from the interaction between peer a and
peer b. S consists of peer a’s neighboring peers and the peers it has interacted with. Finally,
by normalizing SVab, it can be transformed into the transaction probability between peer a
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and peer b, which represents the likelihood of peer a accepting a transaction request from
peer b.

The algorithm dynamically adjusts both a node’s local and global trustworthiness
based on its historical behavior and current performance. Local trustworthiness is derived
from interactions with neighboring nodes, primarily considering the number of success-
ful data transmissions, data accuracy, and response times. The more frequently a node
interacts with highly trustworthy nodes while consistently providing reliable data, the
higher its local trustworthiness becomes. In contrast, global trustworthiness is evaluated
through cross-cluster interactions, where the success rate and stability of a node’s data
propagation across different clusters determine its global influence. Nodes demonstrating
consistent performance gain higher global trustworthiness. Moreover, economic incentives
are used to reward nodes that contribute to network security and propagation efficiency,
which in turn enhances their social credibility. Conversely, malicious nodes experience a
decrease in trustworthiness, which diminishes their influence within the network. Through
this dynamic trustworthiness allocation mechanism, the system preserves reliability and
security, even in network environments subject to frequent changes in node availability.

Social mechanisms are extensively employed in blockchain networks. Apart from
identifying malicious peers, they can also serve the purpose of marking frequently inactive
peers, guiding the assignment of cluster classifications to outlier peers, and recommending
request objects to initiators of recovery mechanisms. The DC-SoC model’s trust-based
evaluation system is designed to mitigate the effects of Sybil attacks by requiring mali-
cious nodes to build trust with multiple peers before gaining influence in the network.
This makes it difficult for attackers to create multiple fake identities to compromise the
system. Furthermore, the model’s economic incentive mechanism discourages Byzantine
behavior by penalizing peers who spread false information, ensuring that the network
can maintain integrity and security even in the presence of adversarial nodes. Unlike
traditional mechanisms, which often lack dynamic trust evaluation and robust economic
incentives, the DC-SoC model ensures that malicious nodes cannot easily compromise the
network’s integrity.

5. Evaluation

This chapter focuses on evaluating the performance enhancement of DC-SoC in the
Fabric federation chain system. In addition to the native Gossip protocol, this paper selects
BlockP2P-EP and DC-Gossip for experimental comparison. The former utilizes the K-
Means algorithm for peer clustering, while the latter, which is the predecessor of this paper,
employs the OPTICS algorithm for peer clustering. Additionally, this paper employs the
DC-SoC-DB algorithm. To objectively evaluate the performance differences among the
different methods in Fabric network communication, this paper compares and validates the
time consumed for peer clustering, the number of malicious transactions, the propagation
delay, and the rate of incomplete block propagation across multiple dimensions. Among
these, the incomplete propagation rate measures the proportion of blocks lost due to the
propagation mechanism during a broadcast round.

5.1. Experimental Setup

The NS-3 [22] network simulator was employed to develop the simulation envi-
ronment for this experiment, replicating a blockchain network environment running on
Hyperledger Fabric version 2.2. The program was deployed in a virtual machine hosted
on a server with an Intel Core i5-10400F CPU and 32 GB of DDR4 3200 MHz RAM. The
virtual machine was operating on Ubuntu 20.04, with 8 GB of RAM and a dual-core pro-
cessor allocated to it. At the experiment’s onset, the network comprised 100 nodes, all
connected in a peer-to-peer architecture, representing nodes within the same member
cluster in Hyperledger Fabric.

Table 1 summarizes the basic parameters of the simulation experiment, including
the network form, bandwidth, block size, interval of block sending, the initial number
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of peers, latency range, etc. Specifically, the initial number of peers refers to the count
of peers present within the channel at the start of the blockchain network. The latency
range delineates the span of propagation delay values between Peers in the channel,
signifying the magnitude of a vector space with time delay as the Euclidean distance.
Moreover, eps and minPts correspond to the neighborhood radius and the minimum
aggregate count of objects within the neighborhood in the DBSCAN algorithm, respectively.
As this experiment is simulated using software, its fidelity to the real Fabric network
is constrained by environmental conditions, resulting in certain parameter settings that
may deviate from actual values. Nevertheless, the parameters presented in the Table 2
are grounded on authentic Fabric parameters and represent the most suitable values
determined through iterative experiments and comparisons, thereby enabling effective
observation of the pros and cons of distinct methods.

Table 2. Basic parameters setup of the experiment.

Bandwidth Block
Size

Interval of
Block Sending

Initial Number
of Peers

Latency
Range

Forwarding
Delay

Block Generation
Interval eps minPts

5 Mbps 1 kb 15 ms 100 1–30 ms 0–3 ms 15 ms 3 10

5.2. Performance Analysis

From Figure 4, it is evident that the BlockP2P-EP data propagation model, derived
from the DBSCAN clustering algorithm, and DC-Gossip, based on the OPTICS clustering
algorithm, demonstrates greater clustering complexity. Furthermore, as the network size
expands, the clustering time increases at an accelerated rate. In contrast, DC-SoC-DB
substantially reduces clustering time within the DC-SoC model by employing a lower
sampling rate for core objects. When the number of nodes reaches 300, its time consumption
is only 68.2% of that of OPTICS, another density-based clustering algorithm. It is important
to note that these experiments are conducted on a dynamic network to simulate real-world
network scale-up scenarios. The experiments involve increasing both the number of Peers
and the latency range between Peers. Specifically, the interval between each new peer
joining ranges from 8 to 15 ms, the interval between inactivated peers appearances ranges
from 10 to 20 ms, and the interval between re-connections of inactivated peers ranges from
15 to 25 ms. Please refer to Table 3 for additional parameter settings.
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Figure 4. Comparison of clustering time consumption across different models.
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Table 3. Parameters setup of network scale expanding.

Number of
Peers Latency Range Number of New

Peers
Number of

Inactive Peers
Number of

Blocks

100 1–30 ms 15 10 10
150 1–45 ms 20 15 10
200 1–57 ms 35 20 10
250 1–75 ms 30 25 10
300 1–95 ms 35 30 10

After confirming the advantages of DC-SoC in terms of clustering efficiency, it is
important to assess the usability of the propagation structures it generates. Subsequent ex-
periments will compare the performance of each propagation structure in different network
scenarios, including static, dynamic, and varying network sizes. Figure 5 presents the test
results in a static network. As the network state remains unchanged during the propagation
process, this set of experiments enables a visual comparison of the performance advantages
and disadvantages in the push phase. The analysis of Figure 5a clearly demonstrates that
the network structure generated by the density clustering algorithm exhibits significantly
faster pushing times compared to the network structure under the native Gossip protocol.
Even when the Gossip protocol sets the fout parameter to 10, requiring each peer to push
blocks to 10 other peers, the process of pushing 50 blocks still takes approximately 10%
longer than with the density structure. In practice, the fout parameter is typically not set
to 10 to prevent overloading individual peers within the network. Figure 5b illustrates
that the native Gossip protocol encounters a considerable percentage of block loss during
the push phase due to randomness propagation. In contrast, the density structure effec-
tively eliminates this problem, ensuring the absence of any missed blocks. Notably, the
performance of the identical density clustering algorithm closely resembles that of the
resulting network structure obtained through OPTICS and DC-SoC-DB in a static network,
displaying only a marginal disparity. Consequently, as depicted in Figure 5a, the curves of
the two approaches exhibit an almost identical overlap.
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Figure 5. Performance comparison of the static network.

The test results in a dynamic network are presented in Figure 6. Figure 6a reveals that
the propagation elapsed time for both density structures remains roughly equivalent during
dynamic network states, with overlapping folding trends. Notably, both density structures
exhibit shorter elapsed times compared to the use of K-Means and the native Gossip
protocol. However, the propagation loss probability clearly demonstrates the superiority of
the DC-SoC model under DC-SoC-DB dominance. In Figure 6b, it is evident that OPTICS
exhibits a certain level of incomplete propagation rate in dynamic networks, roughly
comparable to the level observed with K-Means. In contrast, DC-SoC-DB demonstrates
an incomplete propagation rate of only 0.3% in the worst case, resulting in a significantly
lesser negative impact on the network’s normal operation compared to other algorithms.



Appl. Sci. 2024, 14, 10058 18 of 22

Table 4 displays the remaining parameter settings for each group of performance tests
conducted in the dynamic network.
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Figure 6. Performance comparison of the dynamic network.

Table 4. Parameter setup for a dynamic network.

Number of Blocks Number of Newly Joined Peers Number of Inactive Peers

10 15 10
20 20 15
30 25 20
40 30 25
50 35 30

The test results under continuous changes in network size are depicted in Figure 7.
The change in network size encompasses variations in both the number of peers and the
distribution range of peers, with the distribution range referring to the range of propagation
delay between peers. Figure 7a demonstrates that as the number of peers in the network
increases, the variation in peer propagation elapsed time is considerably more stable under
the density clustering structure compared to other structures, resulting in significantly
lower elapsed times. Notably, DC-SoC-DB shows a clear advantage, particularly when
the number of peers exceeds 300. The significant change observed in K-Means can be
attributed to its implementation of secondary clustering within clusters to accommodate
the larger number of peers in the network. Figure 7b highlights the propagation reliability
of the DC-SoC model in large-scale networks. The incomplete propagation rate remains
consistently near zero, demonstrating that DC-SoC maintains a high level of reliability,
regardless of network size. The specific settings for the required parameters in this set of
experiments are provided in detail in Table 3.
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However, the assessment of data propagation reliability in a network cannot solely
rely on the incomplete propagation rate. Given that the blockchain consists of numerous
genuine user peers, the presence of malicious attackers in real-world applications is highly
probable. To validate the robustness of the DC-SoC model against sophisticated attacks
such as Sybil and Byzantine behavior, we conducted a series of experiments simulating
environments with varying proportions of malicious nodes. A distortion transaction refers
to a scenario where a peer accepts a false message from a malicious peer. Subsequently,
upon successful propagation of the distorted message, the malicious peers collaborate to
exploit the inconsistency in the ledger content and block sequence, thereby compromising
the system’s security. To enhance the complexity of the broadcasting environment and
obtain objective test results, this set of experiments involves 300 peers in a dynamic network,
utilizing the DC-SoC-DB clustering algorithm. Regarding the determination of the number
of malicious peers, this paper adopts the experimental setup of malicious user detection
researcher Yu et al. [30], wherein 1 malicious user is set for every 20 users. These malicious
peers disseminate distorted information within the network at a specific frequency.

The results of the malicious behavior resistance test for the first set of experiments
are depicted in Figure 8. Discerning the presence of malicious peers is challenging dur-
ing the initial network startup phase due to the absence of transactions between peers.
Consequently, the social mechanism requires a certain timeframe for the transaction data
collection phase to become gradually effective. Based on the aforementioned premise, this
experiment considers the initial 10 blocks of transaction propagation as the transaction
data collection phase. Subsequently, upon the conclusion of the collection phase, the social
value is formally employed to activate malicious blocking. Consequently, in Figure 8a, the
number of distorted transactions in the network is identical when the social mechanism
is activated and when it is not activated, at 10 blocks. Subsequently, it becomes evident
that the activation of the social mechanism exerts a substantial defensive and preemptive
effect against malicious behavior. In the absence of the enabled social mechanism, the
number of distorted transactions attained by malicious peers in the network will rapidly
escalate, thereby severely impeding the normal network operation. Enabling the social
mechanism in DC-SoC reduces the number of distorted transactions in the network to
approximately 21% of the original count after 50 blocks of propagation. Conversely, within
the same network structure, the number of missed distorted transactions under the mali-
cious peer detection mechanism employed in BlockP2P-EP is up to three times greater than
that of DC-SoC. Additionally, as depicted in Figure 8b, DC-SoC consistently maintains the
incomplete propagation rate at approximately 3% when confronted with malicious attacks.
Conversely, the incomplete propagation rate of BlockP2P-EP exhibits an upward trend with
the transactions, occasionally exceeding 10%. This discrepancy arises due to BlockP2P-EP’s
deficiency in effective measures to counter conspiracy attacks, leading to erroneous identi-
fication of certain normal peers as malicious ones and subsequent interception and failure
of numerous secure transactions.
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Figure 8. Comparison of malicious behavior resistance as the number of blocks rises.
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When the ratio of malicious peers is low, most of the methods effectively detect and
mitigate malicious behavior, thereby ensuring minimal impact on the overall network.
Consequently, the second set of experiments employs the malicious peer ratio as the
independent variable to assess whether the methods can maintain network availability as
the malicious ratio increases.

The results of the malicious behavior resistance test for the second set of experiments
are depicted in Figure 9. This group of experiments considers the propagation of 30 blocks
as a complete transaction process. Analysis of Figure 9a reveals that in the absence of the en-
abled social mechanism, the number of distorted transactions accelerates as the proportion
of malicious peers in the network gradually increases, with the count exceeding 1000 when
the malice proportion reaches 25%. Conversely, DC-SoC effectively limits the count to 200,
with a success rate of 85.9% in intercepting malicious attacks. While Figure 9a reveals that
BlockP2P-EP demonstrates greater effectiveness in controlling distorted transactions, its
performance deteriorates rapidly as the ratio increases. However, Figure 9b reveals that
BlockP2P-EP lacks resilience against conspiracy attacks. As the malicious ratio surpasses
20%, the absence of countermeasures results in a breakdown of transaction relationships
across the blockchain network. When the malicious ratio reaches 25%, all but five transac-
tions are unable to conclude due to the lack of a robust defense mechanism. In contrast,
DC-SoC demonstrates greater stability and reliability as the proportion of malicious nodes
increases. The DC-SoC model not only maintains a low count of distorted transactions but
also ensures a high propagation success rate, blocking over 72% of malicious transactions.
This demonstrates DC-SoC’s strong resistance to Sybil and Byzantine attacks, ensuring
network reliability even under adverse conditions. Thus, while BlockP2P-EP may show
superior initial performance, DC-SoC offers superior long-term resilience and security,
particularly as the network scales or faces higher malicious peer ratios.
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Figure 9. Comparison of malicious behavior resistance as the malicious ratio increases.

6. Conclusions

In this paper, we propose a new model of a federation chain network called DC-SoC,
which incorporates the concepts of density clustering and social networks. The model is
built upon the Hyperledger Fabric system and the Gossip broadcast protocol. DC-SoC,
while ensuring network reliability, effectively enhances block propagation efficiency and
coverage between nodes. By integrating trust-based and economic incentive mechanisms,
it effectively prevents malicious behavior, mitigates Sybil and Byzantine attacks, enhances
network security, and significantly improves the performance of the Fabric network. How-
ever, DC-SoC has certain algorithmic and experimental limitations, which will be addressed
and optimized in future work. For example, the gap period required before enabling the
current social mechanism could be shortened or omitted. Additionally, statistical analysis
methods or machine learning techniques could be employed to conduct an in-depth anal-
ysis of peer behavioral characteristics when the proportion of malicious peers increases
or when malicious behaviors become more complex, thereby enhancing network security.
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Furthermore, it is crucial to deploy the network model in an actual Fabric environment to
validate its practical applicability in real-world industrial settings.
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