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Abstract: Information sharing (IS) occurs in almost every action daily. IS holds benefits for its users,
but it is also a source of privacy violations and costs. Human users struggle to balance this trade-off.
This reality calls for Artificial Intelligence (AI)-based agent assistance that surpasses humans’ bottom-
line utility, as shown in previous research. However, convincing an individual to follow an Al agent’s
recommendation is not trivial; therefore, this research’s goal is establishing trust in machines. Based
on the Design of Experiments (DOE) approach, we developed a methodology that optimizes the user
interface (UI) with a target function of maximizing the acceptance of the Al agent’s recommendation.
To empirically demonstrate our methodology, we conducted an experiment with eight UI factors and
n = 64 human participants, acting in a Facebook simulator environment, and accompanied by an Al
agent assistant. We show how the methodology can be applied to enhance Al agent user acceptance
on IS platforms by selecting the proper Ul Additionally, due to its versatility, this approach has the
potential to optimize user acceptance in multiple domains as well.

Keywords: user interface design; Al agent acceptance; information sharing; human—-computer trust

1. Introduction
1.1. Background

Information sharing (IS) is “the act of people, companies, and organizations passing
information from one to another, especially electronically” [1], and constitutes a key trait of
the current digital age [2]. Information sharing is highly prevalent; since writing this article,
63% of the global population (around 5 billion people) use the internet [3]; out of these, more
than 93% (around 4.65 billion people) have at least one social media account [4]. Instagram
has over one billion monthly active users (MAUs) [5], LinkedIn has more than 830 million
members in more than 200 countries and territories worldwide [6], and Facebook currently
has 2. 94 billion MAUs, and the number is predicted to increase at a steady rate of 3% in
every successive year [7]. Furthermore, a majority of 18- to 29-year-olds uses Snapchat
(65%) and TikTok (55%) [8].

As an increasingly popular venue for sharing information [9], Online Social Networks
(OSNs) amplify the existence of users’ privacy concerns [10,11]. Early works that focused on
the privacy pitfalls of OSNs argued that individuals were (perhaps inadvertently) disclosing
information that might be inappropriate to be viewed by some audiences, such as future
employers [12-14]. Others claimed that sharing information via OSNs might enable identity
theft and other negative outcomes [15-18]. Individuals in online IS environments are often
unable to manage and control their own privacy and security [19], usually due to a lack of
technological literacy, the stochastic nature of the problem (it is probabilistic rather than
deterministic, making it more difficult to perceive), and cognitive laziness [20]. Moreover,
the increasing use of OSNs and the various social circles they embrace make it more difficult
for users to control their privacy in multiple environments [21]. Furthermore, the typically
ambiguous privacy practices of the OSNs introduce a significant challenge to the user
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who wishes to control their privacy. Facebook, for example, redirects users from their
preferred settings by introducing defaults that do not appropriately represent the user’s
preferences [22].

Interestingly, even though privacy is an essential issue for online users [23-25], most
users rarely make a significant effort to protect their data actively, often giving it away
voluntarily. Privacy researchers have made numerous efforts to clarify this contradiction
between privacy attitude and behavior, usually discussed as the “privacy paradox” [26].
The possible explanation for the privacy paradox is the perceived lack of choice; people
do not see alternative options, and therefore, they find no reason to delve into the details
of what they consent to [27,28]. A survey of 32 research papers, which explored a total of
35 privacy paradox theories, indicates that, when faced with a decision that might have
an impact on their privacy, users are generally more affected by their desire to obtain and
possess something (e.g., downloading an app), than by the difficulties that might arise from
unknown threats or risks (e.g., potential data usage by third parties) [29]. People’s lack of
the appropriate knowledge and skills required to understand the information they receive
(“inaptitude”) and their repeated tendency to consent “blindly”, to avoid distractions
beyond their immediate interest (“habituation”) also influence users’ behavior. [27,28,30].
This phenomenon is subject to a few personal traits. For example, it has been shown that
highly educated people better understand what they are consenting to [31]. Research has
found that privacy preferences are best predicted by internal variables, such as trust, privacy
concerns, a willingness to disclose information, and computer anxiety. Demographic
characteristics, however, play a minor role in defining users’ privacy preferences, i.e.,
among the demographic characteristics tested, only gender was found to weakly predict
users’ privacy preferences [32].

The potential for modifying users’ preferred privacy presence suggests that protecting
users’ privacy is crucial. This is reflected by extensive regulation, for example, the General
Data Protection Regulation (GDPR). GDPR’s philosophy is to provide individuals with the
ability to control their personal data [33]. Privacy protection, however, is a complicated
task due to storage availability (data may exist substantially longer than was intended),
data reuse (data may be used for unintended rationales), and data overlap (data about a
particular individual may include information about other individuals) [34]. Moreover,
obtaining adequate informed consent is a complicated process [28,35]. Even if people
maintain that the protection of their personal data is essential, it does not mean that they
are actually attentive to the details of requests for personal data before they consent [36].
Furthermore, current informed consent practices often fail to notify users about the use of
personal data properly [27].

Nowadays, with the growth of invasive digital technologies and algorithmic deci-
sion making, the challenges of controlling an individual’s data have become even more
significant [37]. Privacy has been conceptualized as a process of managing interpersonal
boundaries with others. In other words, it is a dynamic and ongoing process of setting
boundaries between what is being shared and what is withheld [38]. Regulators have made
many attempts to solve this problem by helping people protect themselves online. For
example, privacy notices and choice, which are essential aspects of privacy and data pro-
tection, are regulated worldwide [39]. However, critics argue that, even when a company
provides users with real options, they are often ill-equipped to understand and evaluate
them. Most people do not read privacy notices [40].

As a result, additional, non-regulatory privacy paradox solutions are being explored,
such as privacy awareness [41]. Proposals to improve and fortify notice and consent,
such as clearer privacy policies and fairer information practices, will not overcome a
fundamental flaw in the model, namely, its assumption that individuals can understand
all of the facts relevant to making a proper choice at the moment of pair-wise contracting
between individuals and data gatherers [42]. Research also proves that decision making is
affected by incomplete and asymmetric information, heuristics and bounded rationality, as
well as cognitive and behavioral biases [43].
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The human user is helpless when attempting to balance the trade-off between the
potential benefits and the resulting costs, mainly due to the lack of technological literacy
and cognitive laziness. In some cases, incentives are provided to the user to encourage
information sharing [44]. This reality calls for the assistance of an Artificial Intelligence
(AI)-based agent. Al and automation can help protect users’ privacy online, through smart
agents and recommender systems. A Recommendation Agent (RA) is a software agent that
elicits the interests or preferences of individual consumers for products, either explicitly
or implicitly, and makes recommendations accordingly [45-48], RAs have the potential to
support and improve the quality of the decisions consumers make when searching for and
selecting products online. They can reduce the information overload facing consumers, as
well as the complexity of online searches.

As accurate and “correct” as the RA’s recommendations might be, an Al agent and/or
recommender system cannot be effective unless users are willing to adopt their recommen-
dations, i.e., there must be human-computer trust (HCT) [49]. HCT is defined as the extent
to which a user is confident in, and willing to act on the basis of, the recommendations,
actions, and decisions of an Al decision aid [49]. For the problem we are considering,
humans are the final authority, i.e., they are the ones who decide which personal informa-
tion to share; therefore, an adequate solution should include non-coercive measurements,
so that trust would be achieved in a pleasant manner. Naturally, any recommendation
system, and particularly an Al agent, must include a human-computer interface (“user
interface” or UI). Since this problem is highly complex, it is challenging to the point of
being impossible to explain the logic running in the background to the human user, even
with an optimal UL Finally, humans are reluctant to delegate strategic decisions, and if they
do, then they are more likely to delegate a strategic decision to a competent colleague than
to a rationally acting algorithm [50], which makes the problem of designing an Al agent’s
UI even more complicated.

Understanding human trust in machine partners has become imperative due to the
widespread use of intelligent machines in a variety of applications and contexts [51].
Human—computer interactions are inherently challenging, regardless of the precise nature
of the interaction, because they are the bridge between humans and technology. The dif-
ficulty stems from the different nature of their decision making. Humans have bounded
rationality, i.e., when making decisions, individuals’ rationality is limited (by the diffi-
culty of the problem requiring a decision, the cognitive capability of the mind, and the
time available to make the decision). Under these limitations, rational individuals will
make a decision that is satisfactory rather than optimal [52,53], whereas technology is
fully rational, making optimized choices, or very nearly so. This is particularly true when
sensitive personal data are involved, such as healthcare records or educational assess-
ments [54,55]. A key factor in this process is the human’s trust in the machine, which is
a necessary condition for establishing an effective and fruitful interaction [49]. In other
words, any recommendation, decision, or instruction should be explained to the human on
the other end “to ensure fair and transparent processing taking into account the specific
circumstances and context” [56]. This obligation raises the question of how to explain these
components (the reasons why this automated decision was made) and what (“meaningful
information about the logic involved”) exactly needs to be revealed to the data owner,
i.e., the user [57,58]. However, even though a comprehensive explanation could make
the decision-making process of the machine clearer and more visible to the human user,
it might still be insufficient because it provides only a general explanation and does not
elaborate on the actual implications for an individual [26,59]. This is especially important
when dealing with environments where the machine’s role is to assist the user. In such
cases, the success of the interaction depends on the users’ willingness to accept the advice
provided by the machine [60].

In this study, we introduce a methodology to assist in the task of designing an effective
Ul for gaining users’ trust, which will result in a more effective Al agent. The main
motivation for doing this is to lead to an increase in the user acceptance rate of the machine’s
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recommendations. Because IS processes are too complicated for the lay user and an
application (Al agent) provides an adequate solution to this problem, a higher acceptance
rate is beneficial for the user. To demonstrate the methodology, we conducted an empirical
study using a Facebook simulator and showed how the acceptance rate can be increased by
selecting the appropriate UL

1.2. Related Work

A significant body of research has focused on how to establish human—computer
trust [61-63]. Madsen’s and Gregor’s [49] model discusses the two primary components of
HCT affecting overall perceived trust, described as “cognitive-based trust” (understand-
ing) and “affect-based trust” (feelings). The study of Corritore et al. [64] identifies three
perceptual factors that impact online trust: perception of credibility, ease of use, and risk.
Longoni et al. [65] examined how customers might respond to Al. Although Al may be
more accurate and reliable than humans, users may have reservations about Al, and these
reservations tend to increase as Al moves toward context awareness [66].

The extent to which a user is confident in, and willing to act based on, the recommen-
dations, actions, and decisions of an artificially intelligent decision aid is influenced by
psychological and behavioral parameters [67]. According to the Technology and Acceptance
Model (TAM), an information technology framework for understanding users’ adoption
and use of emerging technologies, particularly in the workplace environment, a person’s
intent to use (acceptance of technology) and usage behavior (actual use) of a technology
are predicated by the person’s perceptions of the specific technology’s usefulness (benefit
from using the technology) and ease of use [68,69]. Simply, users are more likely to adopt
a new technology with a high-quality user experience (UX) design, i.e., it is perceived as
usable, useful, desirable, and credible [70]. For example, using an anthropomorphic design
with human traits for a recommender system for open positions increased job seekers’ ac-
ceptance of the underlying system. Prior research showed that, in some cases, individuals
would rather trust humans than algorithms for recommending decisions [71,72].

Another interesting angle is the exactitude of the recommendation vs. the willingness
of users to be convinced. Some studies even proposed guidelines for suboptimal advice in
an attempt to increase intuitiveness and thereby make it more appealing to humans [73,74].
This insight aligns with re-orienting the conventional Al paradigm from finding ways to
make the machine smarter to exploring ways to augment human capability, paving the
way to unlock far greater potential in machine learning [75].

Scholarly research has found that multiple factors influence human-machine cognitive
engagement, and categorizes them into usage-related (e.g., perceived usefulness and
perceived ease of use), agent-related (e.g., visual attractiveness and empathy), user-related
(e.g., demographic and technology expertise), and other categories [76]. User acceptance is
mainly driven by usage benefits for the specific user, which are influenced by agent and
user characteristics. Time limits also influence decision making. Under low time pressure,
individuals have plenty of time to think carefully about which pieces of information to
share [77]. It has been shown that personality trait variations significantly affect end-
users’ risk-taking behavior because users’ online personality is linked to their offline traits,
especially conscientiousness [78]. Additionally, this effect was more substantial when users’
personality was correlated with the factors of internet proficiency, gender [79], age, and
online activity, especially age and self-claimed proficiency (both IT and usage) impacting
behavior [80].

Designing intelligent decision support systems that are cost-effective, provide tangible
benefits, and produce results accepted by humans is challenging [81]. For example, it has
been shown that minor adjustments to a website’s design can cause dramatic behavioral
changes [82]. Due to its influence on user behavior, the agent’s design is crucial to convinc-
ing a user of its efficiency, defined as “to reach an informed decision with the least possible
effort” [27]. The design, which includes many elements, should be believable, trustworthy,
attractive, easy to understand, professional, relevant, and enjoyable [83]. Furthermore,
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decision-making processes are often subject to framing effects, alternative but equally
informative descriptions of the same options elicit different choices [84]. The design of the
information displayed to the user (“information design”), which includes typographic ele-
ments, graphic elements, imagery, color, and other elements [85], influences users’ selection
speed and understanding of relevant information. Moreover, an ergonomic design is better
accepted than the digital prototype [86].

The toolbox for facilitating human trust in the machine environment includes tools
like the “nudge”, which influences behavior, especially decision making, not by force but
rather by encouraging the user to take the required action, e.g., when trying to exit an
MS-WORD document without saving the work, a message pops up with the “Save” button
highlighted as the default. The terms “nudge” and “choice architecture” were established
by the seminal book by Thaler and Sunstein [87]. A few types of nudging have been found
effective, e.g., a nudge after the user has made a choice—a warning, inducing fear by
spelling out the choice’s consequences as security warnings [88]; nudging before the action
is performed—a motivating claim [66,89]; and a “reconsidering nudge” asking the user to
reconsider a choice after it has been made by asking, for example, “are you sure?” [90].

Another approach to this problem is the Explainable Al (XAI) methodology, which
aims to make Al systems’ results more understandable to humans. Van Lent et al. [91] first
coined this term in 2004 to describe the ability of their system to explain the behavior of Al-
controlled entities in simulation games applications. According to The Defense Advanced
Research Projects Agency (DARPA) of the United States Department of Defense, XAI aims to
“produce more explainable models, while maintaining a high level of learning performance
(prediction accuracy); and enable human users to understand appropriately, trust, and
effectively manage the emerging generation of artificially intelligent partners” [92]. The
prevalent hypothesis is that, by building more transparent, interpretable, or explainable
systems, users will be better equipped to understand and therefore trust the intelligent
agents [93]. XAI methods are mostly developed for safety-critical domains worldwide, and
visual explanations are more acceptable to end-users [94].

2. Enhancing the User-Acceptance Methodology
2.1. Building Blocks of the User Interface

A recommender Al agent produces results based on deep, intensive, and objective
calculations. This result, which may be proved theoretically or empirically to be beneficial
to the user and superior to the result achieved manually by a human, must also be pre-
sented to the user. The presentation is by creating the required bridge between the solid
mathematical result and the human user, namely, the user interface (UI). A Ul contains
some basic components that aim to convey information held in the machine to the user.
These components are the building blocks of the UI, and when the information (output)
is a recommendation, it may impact its user-adoption rate. Interestingly, we identified
more than 40 components (factors) in the literature as well as in business practices that
influence a user’s perception, decision making, and trust in human-computer interfaces
generally, and in Al agent acceptance specifically. We chose to focus on eight factors in
this research according to popular considerations. However, this choice is not mandatory,
and the research aims to demonstrate the optimization methodology and not to optimize a
specific Al agent’s Ul in IS environments. As the holistic methodology proposes, the first
step is to select relevant Ul components, which can be performed by an expert. The eight
UI elements selected are listed in Table 1.

Table 1. Basic Ul elements.

No. Element Explanation

The Al agent and its recommendations are represented in one of two

1 Visualization forms: (a) a pop-up box or (b) a robot figure.
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Table 1. Cont.

No. Element Explanation

The Al agent is represented to the user with an opening notification
(before starting to make recommendations), e.g., (a) a “free agent,” one

2 Paid agent who is not paid for providing its services or (b) a “paid agent,” one who
was paid USD 120 for providing its services.
The recommendation to the users is followed by: (a) no explanation or
3 Explainable AI  (b) an explanation for the Al agent’s recommendation (e.g.,
“transferring your data to a third party will harm your privacy”).
4 Agent In its opening notification, the Al agent states the identity of its provider,
provider e.g., “EU privacy protection authority” or “Facebook.”
After choosing to accept or decline the agent’s recommendation,
5 Performance feedback to the user can either: (a) include a privacy score (a number
feedback between 0 and 1) or (b) not include a privacy score. This was presented

post-action by user.
Decision time ~ The amount of time the users have for making a decision can be

limit (a) limited (with clear real-time indication) or (b) unlimited.
Before deciding whether to accept or decline the agent’s
7 Motivating recommendation, the user receives either: (a) reassuring notification

regarding the agent’s capabilities or (b) no notification.

If the user choses to decline the agent’s recommendation they receive
8 Nudge either: (a) a nudge notification asking to confirm their choice (e.g., “are

you sure?”) or (b) no further confirmation.

2.2. Optimization Strategy

We assume that some UI components may positively contribute to the effectiveness of
the interface, i.e., their presence may increase the user’s acceptance of the agent’s recom-
mendations. In contrast, others may have a neutral or even a negative effect. However, note
that, even if a component has a neutral effect, it still might carry some costs, e.g., making
the dialog between the user and the machine cumbersome.

To formalize the model, let the group UI be the set of all possible user-interface
components, so that UI = {uiy uiy, ..., ui,}, when ui; is the i component (members of the
set UI), and let UI° be a collection of subsets of UI, i.e., Yk € UI° : k C UI (any member of
UI® is also a member of UI). We are looking for the optimal specific subset (or subsets), ui°,
considering the user utility gained by this set, and its overall costs. Since every ui; element
has a binary appearance and can be either included in or excluded from the Ul, the overall
number of combinations is presented by:

Combinations = |UI°| = 241l = 2"

To estimate the effect that a Ul component has on user acceptance, a composed set of
experiments should be performed (in an actual or simulated environment), in which each
component is considered as a factor (independent variable). Then, for every experiment,
the level of acceptance would be measured (dependent variable). A possible layout for
this study is the One-Factor-at-a-Time (OFAT) approach [95]. When applying OFAT, every
component’s effect on user acceptance should be isolated from the rest. For this purpose,
performing a series of n isolated experiments would be necessary. In reality, however,
several components might interact with one another, such that their co-existence affects
user acceptance. Therefore, using OFAT could miss the optimal combination, because
combinations of selected factors may provide different results than the aggregated effects of
each isolated factor. Moreover, OFAT requires more runs than a more sophisticated design.
In an attempt to capture all possible interactions to a predefined level, a radical approach
might be to use a full factorial experiment design, in which all possible combinations are
tested (as described in the Combinations equation above). While this approach does not
affect the computational complexity of the process (neither the Al agent’s algorithm, nor
the optimization calculations), it requires a large number of experiments, which is costly
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and not always feasible. We chose to base our experiment design on the sparsity of effects
principle [96] to avoid the high (2") experiment number. As the principle suggests, the
effect of factors is created mainly by single factors and low-order interactions. Therefore,
focusing on the above while omitting high-order interactions reduces the experiments’
required resolution, and thus, the experiment space shrinks. This makes the experimental
design more efficient, while preserving the accuracy of the conclusions [97]. Specifically in
the current study case, relying on the sparsity-of-effects principle, it can be assumed that
the acceptance is influenced only by low-order interactions. For example, if all eight factors
listed in Table 1. (n = 8 factors) are considered, the number of all possible combinations is
2" = 28 = 256, which is a very large and impractical number of experiments. However, we
can rely on the sparsity-of-effects principle to neglect high-order interactions and focus, for
example, only on the main effect and two-level interactions. This will significantly reduce
the number of experiments required in a realistic design.

The methodology we introduced requires a pre-selection of the UI tools. Theoretically,
the designer could include a massive number of tools. However, this would expand the
size of the experiment exponentially. Therefore, our methodology requires a preliminary
design prepared by an expert.

2.3. Optimization Model

We define UI]C. as the vector of ui;’s costs. In addition, the acceptance level of a specific
subset of U, ui®, is denoted by B,,;s. Both B,,;s and UIS are measured in the same units of
the cost and benefit value [98]. As mentioned above, the maximal size of UI® is presented
by 2". In practice, since one of the options is an empty set, i.e., ui® = &, meaning that none
of the UI components is included, this specific ui* may be removed because a Ul must
include at least one component. Therefore, the actual size of UI° is 2" — 1.

Let ui be a specific subset of UI® (ui5 € UI° ) The utility of ui$ is presented by:

wis = Z ui]c'

0 ‘ S
Vuij€ui,

B

We are seeking the optimal ui5, however, theoretically, it might be several subsets with
the same utility, which is higher than all other subsets” utilities. Therefore, the optimal
solution is a group of subsets of UI°, defined as UI O which can be calculated by:

Ur® = Quig CUL|Vui® CUI : Bys— Y, ui§ >Bys— Y. uif

Vuijeuis Vuig€ui®

To conduct the entire process, we suggest the framework depicted in Figure 1. The
process starts with phase (A) by defining the UI components included in this model (the
set UI). Next, the experiment’s designer has to decide regarding the maximal interaction
level to be tested (in the empirical study, we demonstrated interactions for up to two
factors). Then, in the core phase of the process (B1), a set of experiments that was rich
enough to satisfy the maximal interaction level (the experiment resolution) was selected. In
fact, we are looking for the smallest subset of the full factorial experimental set, in a two-
level-type experiment (including or excluding the UI component) that will be sufficiently
detailed to meet the above requirement. This can be achieved by using the Franklin-Bailey
algorithm [99], aiming for the construction of fractional factorial experiment designs. The
Franklin-Bailey algorithm is based on a backtrack procedure and can be achieved by using
preset book layouts (also, it may provide designs that are created by other algorithms that
meet the requirements) or a software, e.g., the fractgen MATLAB (v. 9.1) command with
the list of factors and the required resolution presented as parameters [100]. In the next
phase (B2), the experiments were conducted according to the design produced in (B1). The
acceptance rate for each experiment was calculated, and the utility of this specific UI can be
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calculated straightforwardly. The results are analyzed in the last phase (C), and the best
Uls (which yield the maximal utilities) are chosen.

/ Interactions /

A.
Define
possible UI

toolbox

B1.
Set

experiment

layout
/ UT costs /

l Benefits

B2. of @

Empil‘i il UI combinations

experiment > Analysis

conducting

Suggested
Ul

Figure 1. The framework of the Ul optimization process.

3. The Empirical Study
3.1. Empirical Study Framework

To conduct the empirical study, we selected an information-sharing environment,
where an intelligent Al-based agent served as an assistant to the user. For this purpose,
we chose the Facebook Online Social Network (OSN). Facebook is one of the most popu-
lar OSNs [101,102], making it a good representative of the information-sharing domain.
Acting on Facebook introduces the user to a trade-off between benefits, e.g., social bene-
fits, and costs, e.g., privacy violation. Users face a challenge when trying to balance this
equation to yield the optimal result, i.e., decisions regarding sharing information that will
maximize utility. Because the user cannot deterministically predict the outcomes of an
information-sharing act, e.g., whether a post that was published on Facebook will appear
on the feed of a Facebook friend (this decision is made by the platform provider, and the
algorithm is not transparent), the problem, in its nature, is complex and requires significant
technological literacy.

Specifically, users tend not to handle this problem thoroughly, due to cognitive laziness
and the aforementioned lack of technological literacy. Therefore, the challenge is to integrate
a machine (Al agent) that can better overcome these obstacles. The Al agent provides an
adequate solution to the utility optimization problem, but introduces a new challenge: If
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the user does not trust the Al agent and does not adopt its recommendations, in whole or
in part, the solution is ineffective.

In the empirical study, we conducted a set of experiments in which human participants
acted in a simulated Facebook environment and were accompanied by an Al agent assistant
that made recommendations. The recommendations were delivered to the participants
using a variety of different Ul component combinations, which were determined by using
the methodology described above. The rate of acceptance was measured to yield the
optimal user interface.

3.2. Empirical Study Environment

The selected information-sharing environment was a simulator that mimics the real
Facebook OSN platform. While the functionality of the simulated environment was similar
to the real environment, conducting an experiment on this platform provides better control
over the process. The Facebook simulator was based on time beats, each representing a
round of the process. In each round, each user can carry out one of the four following
operations: (a) publish a post; (b) like a post (same as the actual Facebook “Like”) for
posts that were categorized as safe or unsafe (e.g., phishing); (c) make a friendship request;
and (d) accept a friendship request. The simulator enables the participation of a few
users simultaneously who interact with each other. For example, suppose a user chooses
to publish a post. In that case, the probability of it appearing in other users’ feeds is
proportional to previous interactions (e.g., clicking the “Like” button) between them.

In our framework, the Al agent presented to the participants operated within the simu-
lator to analyze data and generate strategic recommendations by leveraging a combination
of heuristic game-theory algorithms. For this specific empirical study, the Al agent utilized
an enhanced version of the Monte Carlo Tree Search (MCTS) algorithm, adapted to suit the
complexities of the information-sharing environment. The integration of the MCTS in the
framework was designed to address the strategic decision-making challenges inherent in
the trade-offs between the benefits and risks of information sharing.

Rather than relying on large datasets or traditional machine learning (ML) techniques,
based on the provided parameters, the possible scenarios were presented as a probability
tree diagram, which is a directed graph. Given the high complexity of finding the optimal
solution out of the strategy space spanned by this tree, a heuristic search algorithm inspired
by the MCTS was applied, as described in [19]. This approach enables the system to
perform strategic reasoning in uncertain environments, offering adaptive and near-optimal
strategies. The entire mechanism and algorithm selection were not introduced to the
participants, who were only informed that an Al agent assistant was available to offer
recommendations on how to act in the information-sharing environment. This way, the
research main index, the acceptance rate of the user recommendations, could be measured
with minimal bias resulting from the adapted technology.

The environment was created using the Python programming language (v. 3.10), the
Django web framework was applied on the server side, and the database was based on
PostgreSQL. Apache was used to implement the HTTP server, and Bootstrap plus CSS
and JS for the user interface. The entire environment was hosted on a Google Cloud
virtual machine.

The experiment was conducted with human participants in a simulated Facebook
environment, where the Al agent provided recommendations to the participants (each
one independently) regarding their information-sharing decisions. Each participant was
allocated one of the 64 experiment layouts, and the participants were grouped into sessions
of four participants each, for a total of 16 sessions. The platform was created digitally, thus
the participants did not interact outside the simulated environment.

For each participant, the experiment simulated a series of 4 decision-making rounds,
each with potential losses and rewards. Participants were presented with a choice of
an information-sharing action in each round (e.g., posting, like, friendship request, etc.).
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According to the experiment design, the Al agents’ recommendations were presented to
each participant with a mixture of components that was assigned to him/her.

The acceptance rate of each participant was recorded simply by comparing the Al
recommendation to the action that was actually performed by the participant. This overall
rate across all rounds ranged between 0 and 1, and was calculated straightforwardly by
dividing the number of times the user chose to accept the Al recommendation by the total
number of rounds.

The factors in the empirical study are the eight Ul elements presented in Table 1.
Examples of the experiment’s Ul elements are depicted in Figure 2.

P e

~
[=]
(a) Visualization. (b) Paid agent.
| -
‘_‘ém 'COUNCIL OF EUROPE
f e
In your assistant opinion, you should do this now. '[. - 'l.
Help us find Max www.myDog.com.
Here is the explanation for the recommendation: . i
B
(c) Explainable AL (d) Agent provider.

Your Score in the previous round was:

0.60
There is no visualization for this Ul element.

n It is expressed by the timer of the simulator.

(e) Performance feedback. (f) Decision time limit.

Figure 2. Cont.
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Welcome To The Facebook Simulator following:

(

| Your personal Assistant recommends you to do the

Post:  Im tired of the cornavirus

BEWARE! |

Refusing a recommendation can cause your privacy
index to drop and endanger your datal

|
| Ccacem

(g) Motivation. (h) Nudge.

Figure 2. Examples of various Ul elements.

3.3. Participants

We recruited the participants from a second-year class of undergraduate students in the
college’s management department. The experimental design was based on the “between-
subjects” approach to avoid a carryover effect. Therefore, each participant was assigned
to only one experiment. All participants provided their consent prior to participation.
The research design and details were submitted to and approved by the institutional
ethics committee.

Overall, 16 successful experiments were conducted, with a total of 64 valid participants.
Each experiment included four human participants and lasted approximately 15 min. The
participants’ demographic distribution was: 46% females, 54% males; 40% 18-25 years olds,
34% 26-30 years old; 22% with a previous bachelor’s degree, 82% had a high school diploma
or higher; and 77% employees, 10% self-employed, 11% unemployed and 2% unable to
work. Of the participants, 74% reported that they use Facebook at least once a day, and the
rest less frequently; 23% reported that they are “very” concerned about privacy and security,
27% were “somewhat” concerned, and 46% were “a little” or “not at all” concerned.

3.4. Results

We considered only the main effects and two-factor interactions, ignoring higher-level
interactions, which we assume to be non-significant, in accordance with the sparsity-of-
effects principle. The requirements are defined as a resolution IV experiment. In resolution
IV layouts, no main effect is confounded with any other main effect or with any two-factor
interaction, but two-factor interactions may be confounded with each other. This design
enables the estimation of both main effects that are unconfounded by two-factor interactions
and two-factor interactions that may be confounded with other two-factor interactions.
Using MATLAB software, we designed the experiment with the E = fracfactgen(abcdefg
h’, [1, 5) command and achieved the final design matrix by activating fracfact(E). The final
design included 64 experiments, as shown in Table 2.

Table 2. The empirical study experiment design.

Experiment Factors
Number a b c d e £ " h
1 -1 -1 -1 -1 -1 -1 -1 1
2 -1 -1 -1 -1 -1 1 1 -1
3 -1 -1 -1 -1 1 -1 1 -1
4 -1 -1 -1 -1 1 1 -1 1
5 -1 -1 -1 1 -1 -1 1 -1
6 -1 -1 -1 1 -1 1 -1 1
7 -1 -1 -1 1 1 -1 -1 1
8 -1 -1 -1 1 1 1 1 -1
9 -1 -1 1 -1 -1 -1 1 1

=
o

-1 -1 1 -1 -1 1 -1 -1
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Table 2. Cont.

Experiment Factors

Number a b c d e P N h
11 -1 -1 1 -1 1 -1 -1 -1
12 -1 -1 1 -1 1 1 1 1
13 -1 -1 1 1 -1 -1 -1 -1
14 -1 -1 1 1 -1 1 1 1
15 1 1 1 1 1 1 1 1
16 -1 -1 1 1 1 1 -1 -1
17 -1 1 -1 -1 -1 -1 1 1
18 -1 1 -1 -1 -1 1 -1 -1
19 -1 1 -1 -1 1 -1 -1 -1
20 -1 1 -1 -1 1 1 1 1
21 -1 1 -1 1 —1 -1 -1 -1
22 -1 1 -1 1 -1 1 1 1
23 -1 1 -1 1 1 -1 1 1
24 -1 1 -1 1 1 1 -1 -1
25 -1 1 1 -1 -1 —1 -1 1
26 -1 1 1 -1 -1 1 1 -1
27 -1 1 1 -1 1 -1 1 —1
28 -1 1 1 -1 1 1 -1 1
29 -1 1 1 1 -1 -1 1 -1
30 -1 1 1 1 —1 1 -1 1
31 -1 1 1 1 1 -1 -1 1
32 -1 1 1 1 1 1 1 -1
33 1 -1 -1 -1 -1 -1 -1 -1
34 1 -1 -1 -1 -1 1 1 1
35 1 -1 -1 -1 1 -1 1 1
36 1 1 1 1 1 1 —1 1
37 1 -1 -1 1 -1 -1 1 1
38 1 -1 -1 1 -1 1 -1 —1
39 1 1 1 1 1 —1 1 1
40 1 -1 -1 1 1 1 1 1
41 1 -1 1 -1 -1 -1 1 -1
42 1 -1 1 -1 —1 1 -1 1
43 1 -1 1 -1 1 -1 -1 1
44 1 -1 1 -1 1 1 1 —1
45 1 -1 1 1 -1 -1 -1 1
46 1 -1 1 1 -1 1 1 -1
47 1 -1 1 1 1 -1 1 -1
48 1 -1 1 1 1 1 -1 1
49 1 1 -1 -1 -1 -1 1 -1
50 1 1 -1 -1 -1 1 -1 1
51 1 1 -1 -1 1 —1 —1 1
52 1 1 -1 -1 1 1 1 -1
53 1 1 -1 1 -1 -1 -1 1
54 1 1 -1 1 -1 1 1 -1
55 1 1 -1 1 1 -1 1 -1
56 1 1 -1 1 1 1 -1 1
57 1 1 1 -1 -1 -1 -1 -1
58 1 1 1 -1 -1 1 1 1
59 1 1 1 -1 1 -1 1 1
60 1 1 1 -1 1 1 -1 -1
61 1 1 1 1 -1 -1 1 1
62 1 1 1 1 —1 1 -1 -1
63 1 1 1 1 1 -1 -1 -1
64 1 1 1 1 1 1 1 1

Each column stands for one of the described eight factors, which are marked with a
letter between “a” to “h”. Each line stands for a single experiment, numbered from 1 to 64.
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For each factor in each experiment, —1 indicates that this Ul element was not applied, and
1 indicates that it was applied.

The acceptance rate had an average of 4 = 0.5 and a standard deviation of o = 0.32.
About 16% of the participants had an acceptance rate of zero, i.e., did not accept any of the
Al agent’s recommendations, and about 9% had an acceptance rate of one, i.e., accepted
all of the recommendations. The distribution of the acceptance rate is depicted in Figure 3.
The X-axis presents the ranges of acceptance, and the Y-axis the frequencies.

[0,0.2] (0.2,0.4] (0.4,06] (0.6,0.8] (0.8, 1]

18
16
14
12
10

Frequency

o N OB O o

Acceptance Rate

Figure 3. The distribution of the acceptance rate in the empirical study.

The average acceptance rate for each UI factor separately, i.e., the acceptance rate
overall when this specific Ul factor is used, is depicted in Figure 4. The X-axis shows the
various Ul factors, while the Y-axis displays the average acceptance rate.

0.6

0.55

Average Acceptance Rate

0.3

X A NS N X (3
oS & 5 SN ,z, & RS
2 o > N Y N O
NY . b/b X O \Z QD S
2 N & Q X2 . \((‘ X
S P \2 & e < X
) <<,+Q & N <
s (Q'b (.}(’
L ()
O Q
<
QQ/
Ul Factor

Figure 4. The acceptance rate for each factor separately.

The final results were analyzed by using ANOVA (applied with SPSS software v. 26).
We first ran the model with all main effects and two-factor interaction combinations, then
focused only on the factors and interactions that yielded significant results. The final results
are depicted in Table 3.
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Table 3. ANOVA analysis (main effect and two-factors interactions).

Source Sum of Squares d.f. Mean Square F Sig.

Corrected model 3.927 36 0.109 1.196 0.318
Intercept 16.000 1 16.000 175.481 <0.001
Visualization x performances feedback 0.063 1 0.063 0.685 0.415
Visualization X explainableAl 0.063 1 0.063 0.685 0.415
Visualization X nudge 0.016 1 0.016 0.171 0.682
Visualization x motivating 0.028 1 0.028 0.305 0.586
Visualization X agent operator 0.000 1 0.000 0.000 1.000
Visualization x paid agent 0.002 1 0.002 0.019 0.891
Visualization X decision time limit 0.016 1 0.016 0.171 0.682
Explainableai x performance feedback 0.062 1 0.062 0.685 0.415
Performance feedback x nudge 0.016 1 0.016 0.171 0.682
Performance feedback x motivating 0.063 1 0.063 0.685 0.415
Agent operator x performance feedback 0.444 1 0.444 4.874 0.036
Paid agent x performance feedback 0.016 1 0.016 0.171 0.682
Performance feedback x decision time limit 0.141 1 0.141 1.542 0.225
Explainableai x nudge 0.016 1 0.016 0.171 0.682
Explainableai X motivating 0.111 1 0.111 1.219 0.279
Explainableai x agent operator 0.250 1 0.250 2.742 0.109
Paid agent x explainableai 0.085 1 0.085 0.933 0.343
Explainableai x decision time limit 0.016 1 0.016 0.171 0.682
Motivating x nudge 0.016 1 0.016 0.171 0.682
Agent operator X nudge 0.016 1 0.016 0.171 0.682
Paid agent x nudge 0.063 1 0.063 0.685 0.415
Decision time limit x nudge 0.028 1 0.028 0.305 0.586
Agent operator x motivating 0.007 1 0.007 0.076 0.785
Paid agent x motivating 0.002 1 0.002 0.019 0.891
Decision time limit X motivating 0.002 1 0.002 0.019 0.891
Paid agent x agent operator 0.391 1 0.391 4.284 0.048
Agent operator x decision time limit 0.016 1 0.016 0.171 0.682
Paid agent x decision time limit 0.174 1 0.174 1.904 0.179
Error 2.462 27 0.091

Total 22.389 64

Corrected total 6.389 63

It can be seen that the visualization design is the only significant main effect
(F(1,27) = 12.87, p < 0.01). This is also supported by the effect size calculation, as de-
picted in Table 4, for the main effects.

Table 4. The effect sizes of the main factors.

UI Factor Effect Size
Visualization 0.323
Paid agent 0.079
Explainable Al 0.003
Agent provider 0.025
Performance feedback 0.025
Decision time limit 0.017
Motivating 0.092
Nudge 0.001

Motivation was close to significant, but was rejected. Some two-factor interactions
may also be considered, e.g., agent provider * performance feedback, but none involved
significant main effects. In this specific example, the optimization process is simple and
straightforward since there is no need for a combination. The difference between the
acceptance rate with or without this UI element is 0.34. The benefit of using the Al agent
can be multiplied by 0.34, and the cost of applying this Ul element is subtracted from the
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result. Note: Although the p-value does not indicate the size of an effect (or the size of the
difference in a comparison), p-values below 0.01 constitute strong evidence against the null
value, p-values between 0.01 and 0.05 constitute moderate evidence, and p-values between
0.05 and 0.10 constitute weak evidence [103].

4. Discussion

In this study, we introduced a methodology to optimize a user interface (UI) to
effectively convey the output of an Artificial Intelligence (Al)-based agent to the user, aimed
at achieving a high acceptance rate of the recommendation. The Al agent’s purpose was to
assist the user with decision making while sharing information. In previous research, it was
proven empirically that the Al agent does this significantly better than a human agent [19].
The challenge, however, is to convince users to adopt the Al agent’s recommendation; in
other words, to gain the user’s trust [104].

The methodology is based on designing an experiment that estimates the effect of
various combinations of Ul tools (factors) on the user adoption rate, including the main
effects and a chosen order of interactions between the UI tools. We demonstrated the
application of this methodology empirically in a simulated Facebook environment, where
the Al agent made recommendations to the participants (each one separately) regarding
their information-sharing decisions. The empirical study included eight UI tools (experi-
mental factors) and considered the main effects and two-level interactions. Using a series of
16 successful experiments, with n = 64 participants, we showed how the optimal interface
could be determined. It can be seen that the UIUX design is the only significant main
effect. This is probably due to the fact that it is the simplest to understand. In contrast, all
other factors required more effort in reading and understanding the text or number’s scale
and meaning, which requires more concentration and is less intuitive. Also, factors like
the provider are not clear-cut for users, choosing between trusting EU and FB. However,
the causality of the factor effect is not part of this research’s scope and can be further
researched. As the sample size of 64 participants (and experiments) is relatively small
and is the minimal one that satisfies the results’ resolution requirement according to the
factorial design, we recommend increasing the sample size in future research to achieve
more robust and significant results. The core experiment design can be preserved; however,
repetition may assist in achieving the above goals.

Al tools are becoming increasingly prevalent and are the major driving force behind
the fourth industrial revolution [105]. However, most systems are not fully automated, and
Al technology is often implemented as a set of user recommendations. In this reality, trust
in the Al agent, and the resultant recommendation adoption rate, is a significant issue [68].
In some cases, the challenge of convincing the user to adopt the recommendations may
even be more challenging than calculating the best action (the Al core).

The deployment of tools to enhance adoption of Al agents that may influence user
behavior raises significant ethical considerations that must be addressed. First and foremost,
the potential of Al to manipulate a user’s behavior can undermine freedom of opinions
and freedom of choice. Specifically, user autonomy is at risk, as it may lead to decisions
that are not in the user’s best interest or that are harmful, as revealed in the study by
Caruana et al. [106], where a machine learning model trained on pneumonia patients
mistakenly classified those with asthma as lower-risk patients )because in the training
dataset typically they immediately received intensive care). Therefore, if used blindly, the
model could risk lives by not admitting asthma patients who need critical treatment. There
are significant concerns about Al being exploited for manipulative or harmful practices
and using it blindly [107]. Thus, ensuring that Al agents respect user autonomy and avoid
manipulative practices are critical [108]. This can be achieved by enabling the user to
make the final judgment at each decision node. Secondly, Al systems are subjected to bias
and fairness issues that must be addressed, leading to the discrimination of different user
groups unintentionally [109], or worse, biased toward a pre-determined action intentionally
by hostile elements. Thirdly, transparency and explainability in the Al’s decision-making
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processes are essential to gain and maintain user trust and ethical integrity. The field of
Explainable Artificial Intelligence (XAI) addresses this specific concern [110]. Lastly, while
privacy and data security are crucial needs, the Al's operation often necessitates collecting
and analyzing personal data. Therefore, it is essential to ensure that these data are handled
with the highest levels of protection and transparency. Users must be fully informed and
provide their consent.

The ethical issue is being addressed through regulations globally, specifically regard-
ing XAl For instance, General Data Protection Regulation (GDPR) establishes the “right
for explanation” [111], detailed in Articles 13-15: “When an individual is subject to ‘a
decision based solely on automated processing’ that “produces legal effects’... (or similarly
significantly affects)”, GDPR establishes the rights to receive “meaningful information
about the logic involved”. Furthermore, the EU Al Act mandates that high-risk Al sys-
tems include a risk management system ensuring safety and compliance (Article 9). It
also requires that these systems offer sufficient transparency for users to understand and
utilize their outputs effectively (Article 13) and mechanisms to allow humans to oversee
the process during its use (Article 14). Providers must inform users when interacting with
Al, with exceptions for specific law enforcement scenarios (Article 52). These provisions
promote safe, transparent, and accountable Al use across various applications [112]. The
Al Bill of Rights [108], published by the U.S. government, articulates key principles to
guide the development and use of Al It emphasizes transparency as crucial, as users
must understand how Al systems operate and make decisions. In particular, Artificial
Intelligence systems must facilitate third-party evaluations, deliver explicit notifications to
users, and furnish succinct, tailored explanations of their decisions. These explanations
should be understandable to the intended audience, commensurate with the associated
risks, and be accurate. Implementing these measures ensures transparency, accountability,
and user-friendliness in Al operations. Paradoxically, applying sophisticated Ul tools may
enhance the user’s trust in Al agents; however, if the agent is not trusted, it may harm the
user. Therefore, the above principles and regulations are mandatory.

Unlike the Al core problem, which can be solved almost purely mathematically, the
UI problem mainly involves soft human factors that are difficult to predict [113]. Previous
studies have tested several factors influencing the adoption of Al recommendations and
human-AI trust. For example, different visualizations have been proven to impact this trust
through increased confidence and cognitive fit by comparing three Al decision visualization
attribution models [114]. However, as many others, the latter research deals with an
isolated UI component and not its possible combinations. Another study looked into
Al assistants in tourism and found that the predictors of chatbot adoption intention are
perceived ease of use, perceived usefulness, perceived trust, perceived intelligence, and
anthropomorphism [115]. While it supports the necessity of the current research’s objective,
it does not provide the specific methodology. There are a variety of factors that influence
human decision makers in Al environments, e.g., the influences of perceived costs and
perceived benefits on an Al-driven interactive recommendation agent were tested by
examining its influence during a consumers’ decision-making process [116]. However, as
detailed above, this information must be conveyed to the user in an efficient way, and the
current study addresses this gap. To address these problems, we proposed a methodology
in the form of an experimental design. While the methodology can be implemented in a
real environment, the current empirical study was conducted in a simulated environment
replicating the Facebook platform and actions. The results in a simulated environment may
not accurately represent the participants’ feeds in real life, and we cannot estimate the effect
of the simulator. A shell Ul that hides the original UI, but runs the original environment in
the background, could address this issue. Another challenge is the awareness and mindset
change required for participants to think about their actions on social networks differently.
In the experiment, they were asked to look at the information-sharing activity as a “privacy
exercise”, with gain and losses, whereas they usually consider it a spontaneous, non-
specific action. In the empirical study, we decreased the two aforementioned difficulties
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by providing each action a gain-and-loss score, as well as clarifying the experiment’s
objective of maximizing the user’s privacy score throughout the rounds. However, we
assume that these effects may be better eliminated by applying the methodology in a
real environment because the simulated environment is artificial, and the participants are
not really confronted by the benefits/loss dilemma. Furthermore, all participants in this
research were treated without distinction. However, the optimal UI may vary from user
to user due to personal preferences and demographics [117-119]. Lastly, the experiment’s
time limits introduce a constraint on users’ understanding of the agent activity, which is
new to them. We provided detailed instructions and pre-training; however, the learning
curve must be studied carefully, and the results should be inspected in a stable state.

While this research focused on the UI of an Al recommendation agent in an information-
sharing environment, the generality of the methodology enables a straightforward appli-
cation in other close domains. For example, algorithmic trading (“Algotrade”) might
provide recommendations based on machine learning, statistics, and other methods of
decision making when carrying out transactions in the stock exchange market [120]. These
factors might also be accommodated in a model to draw a custom-made solution through
further research.

In our empirical demonstration, we used the minimal size dictated by the experiment
design theory, but increasing the sample size might yield a higher statistical significance
and provide information about higher-order interactions. This would also be necessary to
accommodate demographic data, due to the increased number of factors. The last objective
might be achieved, for example, by applying data mining tools. This would, however,
require a significantly higher number of observations to address big data methodologies.

Considering the abovementioned algorithmic trading example, it should be stated
that increasing the adoption rate is not necessarily a positive achievement from the user’s
point of view. In our empirical study, we applied an Al agent that acts on behalf of the
user and adequately represents his or her interests. However, a commercial agent may
act to enhance the counterpart’s interest, e.g., recommending additional purchases in an
e-commerce environment [47], which could often compromise the user’s interest.

Another extension of this research would be introducing other objective functions, not
only the adoption rate. For example, when using an e-mail client, how easily can the user
access the required operation (friendliness)? In this case, a new metric should be defined,
which might be a multi-dimensional issue.

5. Conclusions

Al agents can assist human users in navigating through the complex digital world
by providing recommendations. The user interface constructs the bridge between the
Al and the human agents, which directly affects the user acceptance rate for the agent’s
recommendations. Therefore, the efficiency of an intelligent recommendation system is not
measured only by the level of the agent’s intelligence, but also by the effectiveness of the Ul
In this research, we provided a methodology to optimize the Ul to achieve this goal, while
considering the cost and the effectiveness of its elementary components. The methodology
can be simply applied in almost any environment, providing a powerful tool that enhances
trust and user acceptance.
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