friried applied
e sciences

Article

Self-Adaptable Software for Pre-Programmed Internet Tasks:
Enhancing Reliability and Efficiency

Mario Martinez Garcia 1

check for
updates

Citation: Martinez Garcia, M.;
Martinez Rodriguez, L.C.G.; Pérez
Zuniga, R. Self-Adaptable Software
for Pre-Programmed Internet Tasks:
Enhancing Reliability and Efficiency.
Appl. Sci. 2024, 14, 6827. https://
doi.org/10.3390/app14156827

Academic Editors: Rui Aratjo and

Lykourgos Magafas

Received: 13 June 2024
Revised: 16 July 2024
Accepted: 29 July 2024
Published: 5 August 2024

Copyright: © 2024 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

, Luis Carlos G. Martinez Rodriguez ? and Ricardo Pérez Zudiga *

Universidad de Guadalajara Campus CUValles, Computer Sciences and Engineering Department,
Ameca Highway Km. 45.5, Ameca 46600, Jalisco, Mexico; mario.mgarcia@academicos.udg.mx
Universidad de Guadalajara Campus CUCEI, Computer Science Department,

Blvd. Gral. Marcelino Garcia Barragan 1421, Olimpica, Guadalajara 44430, Jalisco, Mexico;

luis. martinez4092@alumnos.udg.mx

Universidad de Guadalajara, System of Virtual University Department,

Guadalajara Street Mezquitan No. 302. Central Colony Barranquitas, Guadalajara 44100, Jalisco, Mexico
*  Correspondence: perezuniga@udgvirtual.udg.mx; Tel.: +52-3328100572

Abstract: In the current digital landscape, artificial intelligence-driven automation has revolutionized
efficiency in various areas, enabling significant time and resource savings. However, the reliability
and efficiency of software systems remain crucial challenges. To address this issue, a generation of
self-adaptive software has emerged with the ability to rectify errors and autonomously optimize
performance. This study focuses on the development of self-adaptive software designed for pre-
programmed tasks on the Internet. The software stands out for its self-adaptation, automation, fault
tolerance, efficiency, and robustness. Various technologies such as Python, MySQL, Firebase, and
others were employed to enhance the adaptability of the software. The results demonstrate the
effectiveness of the software, with a continuously growing self-adaptation rate and improvements in
response times. Probability models were applied to analyze the software’s effectiveness in fault situa-
tions. The implementation of virtual cables and multiprocessing significantly improved performance,
achieving higher execution speed and scalability. In summary, this study presents self-adaptive
software that rectifies errors, optimizes performance, and maintains functionality in the presence of
faults, contributing to efficiency in Internet task automation.

Keywords: software; self adaptable; internet; tasks; artificial intelligence

1. Introduction

In the rapidly evolving digital landscape, software systems play a crucial role in au-
tomating various tasks on the Internet [1]. However, ensuring the reliability and efficiency
of such systems remains a significant challenge. The emergence of errors or failures in their
code can hinder their proper functioning, leading to service disruptions or incorrect results.
To address this issue, a new generation of software has emerged that offers self-adaptive
capabilities [2-5] that can rectify errors and optimize performance automatically. In this
article, we present an innovative software solution that not only executes pre-programmed
tasks on the Internet but also has the ability to autonomously reconfigure itself in the face
of code failures.

As technology advances, the importance of robust and reliable software systems cannot
be underestimated [6]. Organizations heavily rely on automated processes to optimize
their operations, ranging from data collection and analysis to web scraping [7-10] and
information retrieval. Any disruption or malfunction in these critical processes can result
in substantial financial losses, compromise data integrity, and diminish the user experience.

The current state of research in the field of self-adaptive software systems [11,12] un-
derscores the need for innovative approaches to ensure the reliable and efficient execution
of pre-programmed tasks. While traditional software often requires manual intervention
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for debugging and updates, the concept of self-adaptation promises to mitigate these
challenges [13]. By integrating intelligent mechanisms such as fault detection, diagno-
sis, and recovery into the software architecture, self-adaptive systems can dynamically
respond to emerging errors and autonomously adjust their behavior to ensure continuous
functionality [14,15].

Currently, we are in the era of automation for repetitive processes. Using artificial
intelligence (AI) techniques contributes to saving time and resources that can be utilized
for other purposes [16].

Within the field of Al there are a number of commonly used learning methods,
including neural networks [17] and expert systems. We will base our later discussion on
the latter. Neural networks, as the name suggests, are designed to mimic the behavior of
neurons, achieved by programming layers on demand. On the other hand, expert systems
operate through pre-programmed logical reasoning [18], like a program that replicates the
judgment of a human expert.

Imagine for a moment that you need to extract information from a web page to store it
in a database. Hiring people could be an option, but it would not be very cost-effective or
efficient if you want something quick and economical. So, programming an ‘expert system’
with pre-programmed logic [19] to do it for you is a better choice. However, what if the
web page changes some elements of its structure? Your software would no longer work,
and you would have to reprogram it.

This is where SiReTAAPP Version 1.0, created by Mario Martinez Garcia and Luis
Carlos Guadalupe Martinez Rodriguez, in Ameca, Jalisco. (Self-Adjusting Pre-Programmed
Task Execution System) comes in. It is a web-based automated work software [20-22] that
self-modifies based on changes or errors that have been pre-configured. It functions by
having multiple processes working concurrently in parallel, monitoring the software. It
utilizes a multi-master-single-slave communication architecture, where the slave, using the
allowed processor cores, performs various tasks simultaneously, while the masters monitor
the processes. In the event of a failure, the slave reports the error to the master modules.
The master modules, with pre-programmed error information, resolve the conflict, rewrite
the code of the slave module with the repaired error, and set it in motion again [23-25].
Depending on the work the slave will perform, there is a series of steps that must be
followed to train the master modules, which are as follows:

Pre-programming Work Phase
Debugging and Error Storage Phase
Polishing and Common Error Phase
Monitoring Startup Phase

Once these four phases are completed, the software will be fully trained to work and
resolve errors on its own. Figure 1 shows the basic operation diagram of the SiReTAAPP
software.

The pre-programming phase of work is when the user enters information into the
slave module program for the task they want to perform for subsequent analysis.

The debugging and error storage phase is the stage where the master modules will
run the slave module, evaluate its performance, detect errors, and save each error with a
unique ID for the future.

Once the second phase is completed, the polishing and frequent error phase begins.
This is where the Al is trained to find ways to resolve the errors that occurred during the
execution of the slave module so that if the error occurs again in the future, the Al knows
how to resolve it. Errors are stored in a database from which the user can view and resolve
each one. Once the error is identified, it is classified. Subsequently, using predefined
abstractions—where an abstraction involves the identification of certain characteristics that
define an object or an action, and represents a sequence of actions to follow in order to
resolve it—the machine is informed about how that error was resolved. The structure of
the IRP (Information and Problem Resolution) modules is organized as follows in Figure 2.
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The error ID is the unique identification number for each error, which the machine
can use to apply the abstraction that resolves that specific error. Abstractions are pre-
programmed steps that the machine follows to resolve the error. They can range from
inspecting the web page you are working on to changing the reference values used by
the slave module, searching and downloading necessary drivers, and rewriting the slave
module.

The description is the error message, the status indicates whether the error has already
been resolved, and the machine ID is the identifier in case there are multiple computers in
operation.

Table 1 describes the main features of the proposal, and Table 2 outlines the advantages
of the proposal.

Table 1. Characteristics of the self-adaptive software proposed.

Feature

Description

Self-adaptation

Capability to reconfigure and adjust automatically in the face of code failures

Automation Automation of pre-programmed tasks on the Internet
Fault Tolerance Capacity to withstand and recover from emerging errors
Efficiency Optimization of system performance and efficiency
Robustness Capacity to maintain continuous functionality even in the presence of unforeseen errors
Table 2. Advantages of Self-Adaptive Software Systems.
Advantage Description

Performance Improvement
Fault Tolerance
Increased Reliability
Efficient Automation
Scalability

Autonomous adjustment of software behavior to ensure continuous functionality

Enhanced ability to withstand and recover from errors, avoiding service interruptions

Reduction in errors and failures, enhancing user experience and data integrity

Optimization of automated operations, from data collection and analysis to information retrieval
Increased distributed processing capacity to accelerate response times and enhance system scalability

In this context, our work aims to contribute to the advancement of self-adaptive
software systems by introducing an innovative solution that can effectively address code
failures in pre-programmed Internet tasks. Leveraging cutting-edge techniques from
the fields of artificial intelligence [26,27], machine learning [28,29], and automated rea-
soning [30,31], our software possesses the unique ability to self-rewrite its code when it
encounters anomalies. By reconfiguring its underlying logic, the software ensures the
continuous execution of pre-programmed tasks, even in the presence of unforeseen errors.

The main objective of this work is to present the architecture of our self-adaptive
software, emphasizing its unique features and discussing its potential applications. Fur-
thermore, we will showcase the results of comprehensive experiments, demonstrating the
effectiveness and reliability of the software in real-world scenarios. Our findings indicate
that self-adaptation significantly enhances fault tolerance and overall performance of pre-
programmed Internet tasks [32,33], making it a promising avenue for future advancements
in the field.

Moreover, this software distinguishes itself by its ability to work with multi-task
multiprocessing modules [34,35], which implies greater efficiency and performance in
executing pre-programmed tasks. Harnessing distributed processing capability [36,37]
accelerates response times and enhances system scalability, which is particularly relevant
in high-performance environments and applications that require intensive data processing.

Currently, many services are offered online; however, using them can become tedious,
cumbersome, and overwhelming for users. Additionally, these services are often provided
by third parties, such as hospitals, where you need to schedule an appointment to donate
blood, and for that, you have to provide personal information. Similarly, the tax adminis-
tration office requires you to make an appointment and enter personal data, only to find
out that there are no available appointments for the next 3 or 4 months. This also applies
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to services offered by certain private prepaid companies, where you have to provide your
personal information for each prepaid service you want to obtain or visit an authorized
establishment, resulting in a significant waste of time.

Moreover, companies and institutions often innovate and update their services for
various reasons, changing buttons, text fields, or anything they consider convenient for
their interests.

Therefore, developing an application that automatically and periodically utilizes
third-party services or schedules appointments becomes complicated. You develop the
application to automate the service, and then the institution updates its portal and/or the
required information to access its service changes. This is why adaptive software designed
for pre-programmed tasks on the Internet is needed, which is what we have developed.

In this article, we propose a self-adaptive software system to address the challenges
faced by Internet-based automated processes [38—40]. The software’s ability to reconfigure
its code when encountering errors represents a significant advancement in the field [41-44],
opening doors to more reliable and efficient Internet automation. By providing insights
into the current research landscape and highlighting the key findings of our work, we hope
to encourage further exploration and adoption of self-adaptable software across various
domains.

In this work, we present a novel approach to developing self-adaptive software capable
of autonomously rewriting its code in response to errors. This significantly improves fault
tolerance and overall performance in pre-programmed tasks on the Internet. By leveraging
artificial intelligence techniques and integrating comprehensive fault detection and recovery
mechanisms, this software represents a substantial advancement in the field of automated
task execution on the Internet. The innovative use of a communication architecture between
the master module and the slave module utilizing distributed processing allows for greater
execution speed and scalability.

2. Materials and Methods

The self-adaptive software developed for pre-programmed tasks on the Internet
described in this study is designed to automatically rewrite its own code if it detects
faults [45,46]. We use a methodology to design self-rewriting algorithms that include the
following: (1) a pre-programming work phase, which consists of inputting information
into the program for analysis; (2) a debugging and error storage phase, where we evaluate
performance and detect and store errors with a unique ID; (3) a polishing and frequent
errors phase, where we train the Al to resolve known errors; and (4) a monitoring startup
phase, where we continuously monitor the processes and adjust the software’s behavior
based on the detected errors [47,48]. The software is primarily programmed in Python 3.9.5,
making use of its extensive libraries and frameworks for efficient and flexible programming.
It utilizes MySQL 8.0.23 and Firebase Realtime Database for storing information related
to assigned tasks, detected errors, and corresponding solution methods. These databases
allow seamless data management and retrieval, ensuring efficient analysis and the execu-
tion of appropriate actions without the need for human intervention. Image analysis is
performed using OpenCV 4.5.2, while web scraping is done using BeautifulSoup 4.9.3 and
Selenium 4.0.0.

The research questions are as follows:

Is it possible to design software to fulfill a specific objective in an environment where
variables change, and for the software to adjust automatically to continue fulfilling the
objective?

What elements must be considered for the software to adjust automatically to changes
in its environment and remain useful, achieving the purpose for which it was designed?

In interaction with the operating system, the following Python standard libraries are
used:
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configs

sonipt

tessoonfigs
eng.traineddata
eng.user-patterns
eng.user-words
jaxb-api-2.3.1.jar
jpntraneddata
jpn_vert.traineddata
osd traineddata

plf anf

Os Module
Subprocess Module
Pythorch Module
Keras Module
Numpy Module
TensorFlow Module

The software architecture follows a master—slave model, with the master component
acting as the central supervisor. The master module receives information from the slave
modules and coordinates their activities. This hierarchical structure allows for efficient
communication and ensures that the software functions smoothly as a cohesive unit.

To enhance the capabilities of the software, it incorporates image analysis algorithms
that allow the work performed by the slave modules to be examined. These algorithms
leverage state-of-the-art computer vision techniques, such as deep learning frameworks like
TensorFlow Version 2.16.1, created by the Google Brain team, in Mountain View, California
or PyTorch Version 2.3.1, created by the Facebook Al Research (FAIR) team, in Menlo Park,
California. This image analysis functionality enables advanced quality control and ensures
that tasks executed by the slave modules meet predefined criteria.

You just need to download the trained model to detect the desired language from
Tesseract-Trained models and then save the file within the ‘tessdata’ folder where Tesseract
is installed, as shown in Figure 3.

Nsco bocal (C) » Archivos de programa » Tesseract-OCR » tessdata

piccalodd-core-3.0.1 jar

piccolo2d-extras-3.0.1 jar

SorollView jar
spa_besttraineddata

spa_fast.traineddata

spa_old_best.traineddata

spa_old_fest.traineddata §

Figure 3. Test image of a webpage from which information is extracted for the modules to perform
an activity analysis.

As can be observed in Figures 3 and 4, the raw data extraction process has an accuracy
rate of 90% in terms of gathering information from the image.
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(384, 211)
8 31 392 242

Tan solo debes descargar el modelo entrenado para detectar el idioma que desees di

Jesseract
rained models

Después, debes poner este archivo dentro de carpeta tessdata donde esta instalado Tesseract:

Disco local (C) > Archivos de programa > Tesseract-OCR > tessdata

PS

Nombre

Fecha de modificacidn
Tipo

Y

Tamafio

E configs
30!01'2023 9:27
Carpeta de archivos
E script

3010112023 9:27
Carpeta de archivos
tessconfigs
30!01'2023 9:27
Carpeta de archivos
2211212022 21:22
Archivo TRAINEDDATA
4.017 KB
eng.traineddata
16!01'2019 21:53
Archivo USER-PATTE.
1KB

Figure 4. Raw data extraction carried out by the artificial vision module in Figure 3.

These data are subsequently converted into vectors, as shown in Figure 5, and sent
to the master modules to verify if the tasks are being carried out correctly. In the event of
detecting any anomalies such as data stagnation, progress failure, query errors, etc., the
diagnostic process will be triggered, and depending on the severity, the software will assess
if it is necessary to self-rewrite in order to proceed with the assigned task.

The UUIDs are the identifiers of the machines from which the information was received
or sent, as seen in Figures 5 and 6.

In this case, a pattern can be observed within the files presented in Figures 4 and 5,
as both slave and master modules store information in vector form, which facilitates our
work compared to plain text. Values are assigned to different text connections based on
their relevance and sent to the modules so that they can interpret them according to the
operation carried out with the vector modules.

Furthermore, the software incorporates web scraping capabilities to gather relevant
data from web pages and APIs. This feature relies on well-established libraries such as
BeautifulSoup or Scrapy to extract and analyze desired information. By harnessing web
scraping, the software can autonomously retrieve data from various online sources, further
expanding its capabilities for automated tasks.



Appl. Sci. 2024, 14, 6827 8 of 31

"message": "RAVEN: Tuesday, April 11, 2023 at 04:28PM",
"speaker": "RAVEN",

"time": "1681252108.7645166",

"timestring": "“Tuesday, April 11, 2023 at 04:28PM ",
"yuid": "290986be-7292-4ecf-8965-el182eb8ba48a",
"vector”: [

0.02359672449529171,
—0.019401751458644867,

0.020607806742191315,
—0.04803244397044182,
—0.017448466271162033,

0.038960814476013184,

0.09659725069999694,

0.008527593687176704,
—0.020135872066020966,
—0.015049466863274574,

0.0992158317565918,
—0.0005682058399543166,

0.013712318614125252,

0.010611971840262413,

0.09903230160474777,

0.011097014881670475,

0.04213326424360275,
—0.013417359441518784,

0.028106320649385452,
—0.002892237389460206,
—0.018982253968715668,

0.01989990472793579,

0.022731510922312737,

Figure 5. Example of the raw extracted information by the slave modules after being vectorized,
which will be sent to the master modules for interpretation through machine learning modules.
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"notes": "- User: Monday, April 10, 2023 at 09:36PM",
"time": "1681251204.6040165",
"times": [

1681184176 .0627828,
1681184198.2944765,
1681184225.6986268,
1681184267.4183366,
1681184435.043221,
1681250776.8129776,
1681250782.4258602,
1681250841.1825042,
1681251013.811653,
1681251039.0772169,

]

"yuid": "287aa70e-2564-478c-b24c-dB8a871bdd5%a",

"yolds™: [
92ch8ccb-8ddé-4248-8db7-5fbdc5962d52,
lcbddé3d2-ba3l-40fa-h4ab6f-e4fBB85a20ea?,
51cd9d47-d4de-4ech-bc3c-7ea2l103e4a43,
5ff81091-1853-4484-82f2-e183ceeel3be,
baaleT42-33b7-4843-84d9-4eaeabcd34ds,
d2cdB4ca-fcaB-4a54-a88c-h027e9337217,
0c26781e-b229-4a79-h4hd-e10140c%aéb3,
h105900e-cd8d-461b-950h-02630d74eecT,
798e7aaa-5ad9-49c6-h711-9500f55221c8,
83ac0471-4f55-4T44-a71d-572F4b9f3aé5,

]

Figure 6. Internal notes that the master modules write and share with each other based on their

training and error and status information obtained from their communication with the slave modules.

The system periodically extracts information from the pages it is working on and even
retrieves the entire page in HTML and XML format if necessary for rewriting in case of any
changes to its elements, as shown in Figure 7.

Furthermore, the software includes system interaction functionalities, enabling seam-
less integration with the underlying operating system. It can execute commands, access file
systems, and perform various operations, making it versatile and adaptable to different
computing environments. This system interaction capability is achieved through the use of
APIs and system-level libraries specific to the target operating system.

To establish efficient communication between slave and master modules, the software
utilizes a virtual wiring system. This proprietary protocol, inspired by the I12C protocol,
facilitates fast and reliable data exchange between slave and master modules. It estab-
lishes virtual connections, emulating physical cables and enabling smooth transmission of
commands, data, and status information. This approach ensures secure and high-speed
communication within the software ecosystem.
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SOMEeTN1ng cnangea
d28209965de3955af833d0dc58Be4faadalcTcdf48530924282cf0b828
b'<!DOCTYPE html>\n<html lang="en"=>\n <head>\n <meta charset="UTF-8">\n

something changed
d2B820%9965de39550at835dBdchBeafaaddcTedf48530924282cTObBEE
b'<!DOCTYPE html>\n<html lang="en"=\n <head=>\n <meta charset="UTF-8">\n

something changed
dZ2B209965de3955af835d0dchBedfaaddcTedf4B530924282cfObB2E
b'<!DOCTYPE html>\n<html lang="en">\n <head>\n <meta charset="UTF-8">\n

something changed

d28209965de3955af833d0dcs8e4TaadicTedf48030924282¢cfObB28

b'<!DOCTYPE html>\n<html lang="en">\n <head=\n <meta charset="UTF-8">\n
something changed

d28209965de3955af833d0deh8e4Taas3icTedf48030924282cfObE2E

b'<!DOCTYPE html>\n<html lang="en">\n <head>\n <meta charset="UTF-8">\n

Figure 7. Information extracted in response to a change in the location of a critical button for the
progress of the activity intended for the slave modules.

The prototype files used for the virtual wiring operation inspired by the I12C protocol
are SCL and SDA files. This communication prototype allows us to lower the reading
speeds of the files, since using other file types such as txt, json, etc., would have a linear
algorithmic complexity of O(N), depending on the amount of data to be read. On the
other hand, using virtual wires based on the I2C protocol allows us to have an algorithmic
complexity of O(1) since the file structures allow us to read them line by line in 1024-bit
packets, as they do not store all lines of the file in memory simultaneously. Instead, it reads
one line at a time and processes each line before reading the next one. In terms of time, a
file’s complexity depends on its size and the number of lines it contains. In the worst case,
if the file has N lines, it will be executed N times, resulting in a time complexity of O(N)
because each line of the file must be read and processed.

However, we must consider that the time complexity can also be affected by the
processing performed on each line. If the processing of each line has a complexity greater
than O(1), then the overall complexity of the code will be determined by the processing
rather than by the file reading.

In summary, the space complexity is O(1), and the time complexity is O(N), where N
is the number of lines in the file. However, if we base communication on JSON files, the
time and space complexity of this code is O(N), where N is the number of lines in the file.

In terms of software development practices, the team followed an agile methodology,
incorporating continuous integration and deployment processes. Version control systems
like Git were used to track changes and facilitate collaboration among developers. The
software was thoroughly tested using unit tests, integration tests, and system tests to ensure
its robustness and reliability.

To enhance the software, the following additional tools, software, and frameworks
were employed during development:

Docker: The software was containerized using Docker, providing a portable and
reproducible environment for seamless deployment on different platforms.

Flask: The Flask web framework was used to develop a user-friendly web interface
for managing and monitoring the software’s activities, allowing users to interact with the
system and view real-time updates.

OpenCV: The OpenCV library was used for advanced image processing tasks, enabling
the software to perform complex visual analysis and recognition.

Selenium: Selenium WebDriver was used to automate web browser interactions, allow-
ing the software to navigate websites and perform tasks that require user-like interactions.
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Scikit-learn: Scikit-learn, a popular machine learning library, was used to train and
deploy machine learning models within the software, enhancing its ability to make data-
driven decisions.

Pandas: The Pandas library was employed for efficient data manipulation and analysis,
enabling the software to process large datasets and generate insightful reports.

Jupyter Notebook: Jupyter Notebook was used for prototyping, experimentation, and
data exploration during the software development cycle, facilitating an agile and iterative
development process.

The self-adaptive software developed for pre-programmed tasks on the Internet, as
described in this study, runs on hardware optimized for efficient and reliable performance.
The software is hosted on a computer with the following characteristics:

Processor: The central processing unit (CPU) powering this system is an AMD Ryzen 7
processor. The Ryzen 7 series is known for its multicore performance, which is essential for
handling concurrent tasks and complex calculations involved in the software’s operation.
This CPU provides the processing power required to effectively execute the software’s
code.

Memory: To ensure smooth operation and the ability to handle large datasets, the
system is equipped with 16 gigabytes (GB) of RAM. This RAM is configured in dual-channel
mode, enhancing memory bandwidth and responsiveness. Dual-channel configuration is
particularly beneficial for tasks involving data retrieval, manipulation, and analysis, as is
the case with our self-adaptive software.

Storage: The primary storage for the system is a 1-terabyte solid-state drive (SSD).
SSDs offer fast data access and retrieval speeds, which are crucial for efficient storage
and retrieval of information related to assigned tasks, detected errors, and corresponding
solution methods stored in MySQL 8.0.23 and Firebase Realtime Database. Additionally,
the SSD ensures quick access to the software’s code and resources for smooth execution.

Operating System: The software runs on the Windows 10 operating system, although
it can also run on a compatible Linux operating system based on the system administrator’s
preference and specific software requirements.

The combination of an AMD Ryzen 7 CPU, 16 GB of RAM in dual-channel mode, and
a 1-terabyte SSD provides a solid and responsive hardware foundation for hosting and
running the self-adaptive software. This hardware configuration ensures that the software
can effectively manage data, perform complex calculations, and execute tasks seamlessly,
contributing to its overall reliability and effectiveness.

We use neural networks in the following way: first, we collect data on system failures
and operations. This data is divided into training and testing sets. Subsequently, we
transform the data into a suitable format for use by the neural network. We select an
appropriate architecture for the neural network, such as convolutional neural networks or
deep neural networks, depending on the type of data and the nature of the problem (we use
both). We train the model using supervised learning algorithms, such as gradient descent,
adjusting the weights of the network to minimize prediction error, and once trained, we
integrate the model into the software system. This may involve implementing the model in
a production environment using deep learning libraries such as TensorFlow or PyTorch.

The neural network model continuously monitors the data flow in real-time, and
based on the model’s predictions, the system can make automatic decisions to correct
errors or adjust its operation. For example, if an anomaly is detected, the system can
trigger automatic reconfiguration processes or send alerts to system administrators if
the information in the database is insufficient. The software continuously collects new
operational data which is used to update and retrain the neural network model, thus
improving its accuracy and adaptability.

We use the reinforcement learning algorithm to train the master modules of the
system so that they can resolve errors detected during the execution of the slave modules.
Information is introduced into the slave module program for the tasks to be performed.
The master modules execute the slave module, evaluate its performance, detect errors, and
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store each error with a unique identification for future analysis (abstractions). We use the
reinforcement algorithm to train neural networks to find ways to resolve errors that occur
during the execution of the slave module. This phase uses a reinforcement learning model
where the characteristics of the errors (abstractions) are identified, and the master modules
are taught how to resolve them. The errors are stored in a database, and the machine learns
to apply the abstractions to resolve specific errors when they reoccur.

The processes are continuously monitored, and the software adjusts its behavior based
on detected errors, ensuring the continuous functionality of the system. Reinforcement
learning is implemented in the polishing and common errors phase so that the neural
network learns to resolve errors autonomously, optimizing the performance and efficiency
of the self-adaptive software. This process includes the use of computer vision techniques
and web scraping to analyze and extract data, and then vectorize it for interpretation and
resolution by the master modules.

In Figure 8, we show how the self-adaptable software for enhancing the reliability and
efficiency of pre-programmed Internet tasks that we developed works.
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Figure 8. How the self-adaptable software for enhancing the reliability and efficiency of pre-
programmed Internet tasks works.

In Figure 9, we show how the self-adaptable software for enhancing the reliability and
efficiency of pre-programmed Internet tasks that we developed works.

We use these technologies because they are efficient, functional, and can run without
the need for high-cost hardware, perfectly adapting to the available hardware. Python was
chosen for its versatility and numerous libraries. MySQL and Firebase ensured rapid data
retrieval and manipulation. Docker facilitated the creation of portable and reproducible
environments. Flask provided a user-friendly interface with low resource requirements.
OpenCV enabled advanced visual analyses. Selenium automated web interactions without
the need for powerful hardware. Scikit-learn and TensorFlow improved the ability to make
data-driven decisions, and Pandas facilitated the efficient manipulation and analysis of
large datasets.



Appl. Sci. 2024, 14, 6827 13 of 31
\ 4 N
( ~
Information Continuous Reception of error

entry and task process reports, conflict
configuration monitoring resolution and

code rewriting

J \ J
{ \ 4 ™
{ N
Performance Performing pre- .
: ok Data transmission
evaluation, error Training Al and programmed
. 1 . between modules
detection and creating tasks and with virtual
error storage with abstractions to reporting errors L
. communication
unique ID solve bugs to the master :
\ ) system based on i2c
module

T P e =N

Analysis and data
extraction with the use of
Selenium, Beautifulsoup

and opencv

Management of

task and error

information in
databases

L -

J

Figure 9. How the self-adaptable software for pre-programmed Internet tasks enhances reliability
and efficiency.

A self-adaptive software was built to perform tasks on the web such as automatic
web scraping and automatically executing activities such as services, among others. It
is self-adaptive software for performing web tasks that can handle changes on pages,
data extraction errors, and any errors that would normally halt its execution. For this,
tools like Tensorflow and OpenCV were used to create error detection algorithms. Access
is provided here: https://drive.google.com/file/d/1-rN1y2uTxFPLc_U1DE6p-6A1C]a_
O6wW /view?usp=drive_link (accessed on 23 May 2024). A model was trained to accu-
rately detect text in images, then the text was processed in another algorithm. Based on
databases with all possible errors and their solutions, the software will modify its code,
from editing its execution file to merely changing variables or updating drivers. Access
is provided here: https://drive.google.com/file/d/1Wd8kt_DM3Ac8hrSfiqgq8oveKZTel
BNOu/view?usp=sharing (accessed on 23 May 2024) and https://drive.google.com/file/
d/11ambD9IYv1rMZjQZmeZgSkKFlcrpNDR1/view?usp=drive_link (accessed on 20 May
2024). Additionally, a third algorithm was implemented and trained from scratch for
the interpretation of images and web pages. This uses Tensorflow to detect changes in
elements on the pages and thus modify XPath records to avoid errors. Access is provided
here: https:/ /drive.google.com/file/d/1p688molo1BVStFEDfr6CQcyINz3LCyR3 /view?
usp=drive_link (accessed on 15 May 2024). As additional information, the labeling of the
images for the models was completed with Labellmage. All are integrated, and access is
provided here: https:/ /drive.google.com/file/d/1IN-wg0YSN3AXNmM510Hk_JOCwRz6
ArChSX/view?usp=drive_link (accessed on 23 May 2024).
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3. Results
3.1. Context

There is no commercially available software capable of autonomously writing its own
code completely, so the results cannot be compared with other examples.

In this development, the term “Workloads” or ‘C” was used to describe an iterative
cycle used in simulating the data loading and unloading operations in the software. This
notation has been adopted as an abstract representation of data processing operations.

3.2. Efficiency and Optimization

Multiprocessing Testing with Variable Workloads: Tests were conducted with differ-
ent workloads (C) to evaluate how the software leveraged multiprocessing. Workloads
were varied to observe how the software adjusted to different levels of demand and its
performance under heavy and light loads.

This notation ‘C” allows for an abstract and general representation of the operations
performed in each iterative cycle of data loading and unloading, facilitating a clearer
understanding of how the software adapts to different levels of demand in the tests.

In cases where the task load is not specified, it is considered that one task equals
1 Mbps.

A scenario was designed where incorrect data was deliberately injected into the
software input process. This included providing variable values that did not match the
specified requirements, such as negative values or text strings instead of numbers. The
objective was to evaluate the software’s ability to detect and correct these errors without
interruptions in the process.

A scenario was simulated where online traffic significantly increased, resulting in
system overload. The software was subjected to a workload (W) much higher than normal,
and its ability to maintain optimal performance and adapt to increased demand without
downtime was evaluated.

Tests were conducted where the structure of a target webpage experienced variations.
For example, HTML tags were changed, and the order of elements on the page was modified.
The software was evaluated for its ability to identify and adapt to these structural changes
to complete the download task.

Integrity errors were introduced into simulated download files, such as data corruption
or incomplete files. The software was evaluated for its ability to verify the integrity of
downloaded data and to correct or retry the download if any errors were detected.

To achieve this, it is recommended to use expert systems and neural networks to
continuously monitor and evaluate the software’s performance. Error detection is based
on identifying faults through automated diagnostics that compare current behavior with
predefined patterns, allowing the system to react and autonomously correct faults [45,49].

Tests were conducted on different operating systems and browsers to evaluate the
software’s compatibility and performance across a variety of user environments.

A scenario was designed where the software’s self-adaptation rate was progressively
adjusted, from frequent adaptations to very rare adaptations. The objective was to evaluate
how the software responded to changes in the self-adaptation rate and its ability to maintain
stability and efficiency.

Tests were conducted with different workloads (C) to evaluate how the software
leveraged multiprocessing. Workloads were varied to observe how the software adjusted
to different levels of demand and its performance under heavy and light loads.

Deliberate code failures were introduced, such as division by zero, null pointers, or
memory overflows. The software was evaluated for its ability to detect, report, and correct
these errors without major system failures.

A significantly large dataset was generated to evaluate the scalability of the software.
The software was subjected to a workload involving the processing of large volumes of
data, and its ability to adapt and maintain efficiency in high-demand environments was
evaluated.
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Numerical methods and mathematical formulas were used for data approximation
and model creation. Some of the most commonly used methods included:

e  Nonlinear regression method for modeling complex relationships between variables.
This method is especially useful for fitting data to nonlinear models.

e  Principal Component Analysis (PCA) was employed to reduce the dimensionality of
the data and explore patterns in multidimensional datasets. This method allows for
the representation of complex data in a lower-dimensional space while preserving
relevant information.

o  The wavelet transform was used to analyze data in the time and frequency domains.
It provided an efficient representation of non-stationary signals, aiding in the identifi-
cation of patterns and hidden features in the results.

Machine learning algorithms such as polynomial regression, logistic regression, and
neural networks were applied to create predictive models based on historical data. These
models were used to forecast future behaviors and outcomes.

Bayesian statistics was employed to estimate probability distributions and make
inferences about unknown parameters. This allowed for the evaluation of uncertainty and
variability in the results.

3.3. Self-Adaptation Rate of the Self-Adaptable Software for Pre-Programmed Internet Tasks

With the following Formula (1), we define an approximation, based on time, of how
long it takes for the software proposal to self-adapt to the error with the data obtained from
the tests conducted.

The self-adaptation rate (A) of the software on a scale from 0 to 1 is related to the
elapsed time (t) since the last self-adaptation as follows:

Ay =1—¢H 1)

where:

e  A(t)is the self-adaptation rate at time t.
e  ¢is the base of the natural logarithm (approximately 2.71828).
e kisa positive constant that controls the speed of software adaptation.

The exponential function here models how the self-adaptation rate increases over time
and gradually approaches the maximum value of 1 as shown in Table 3.

Table 3. Monitoring of the software’s self-adaptation rate over 10 time intervals.

Time (#) in Hours Self-Adaptation Rate (A(?))
0 0.00
0.10
0.30
0.45
0.60
0.70
0.80
0.85
0.90
0.95
0.97
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As can be observed in Figures 10 and 11, we have the actual software adaptation curve
(blue points). Due to the large number of variables affecting the tests, it is not possible to
have an exact adaptation graph, but rather an estimation of the software’s behavior under
different usage environments. In Figure 10, it underwent a light 10 h test during which
changes were gradually made to allow the software to adapt. In the event of encountering
the same error again, it would utilize information from the database to resolve the issue
and adapt. In this case, merely changing labels and the position of elements on a test web
page, solely visual changes, sufficed. As observed, the software adapted on the fly with
progress closely aligning with the prediction curve (orange), performing much better from
the fourth to the tenth hour, concluding with successful adaptation without stagnation.
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Figure 10. Self-adaptation rate k = 0.2.
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Figure 11. Self-adaptation rate k = 0.3.

For Figure 11, changes were made not only visually but also to Xpath, external links,
and page functionality, with the same number of hours under the same configuration.
As seen in Figure 11, the software experienced issues from the first hour to the fourth,
deviating from the prediction curve (orange) as the solutions to these problems were much
more complex than mere physical aspects changes in the test from Figure 10.
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3.4. Response Time of Slave and Master Modules

The response time of each module depends on the number of tasks assigned to them.
We carried out three tests with the following scenarios: without any external components
(software without any algorithmic enhancements), with multiprocessing, and with virtual
wires based on the I2C protocol and multiprocessing, with the latter being the final model.

3.4.1. Mathematical Model without Multiprocessing or Virtual Wires

Let T_slave be the function representing the response time of the slave module in
seconds.

Let T_master be the function representing the response time of the master module in
seconds.

Let C be the workload (number of tasks) assigned to both modules.

N is the degree of the polynomial function used to model the response time of the
slave and master modules.

The choice of N in the polynomial equations for the response times of the master and
slave modules is based on the complexity of the relationship between response time and
workload. Specifically, N determines the degree of the polynomial that best fits the actual
data. To find the optimal value of N, model fitting and validation techniques are used.

This polynomial function allowed us to express the response time (T) of each module
as a function of the workload (C) assigned.

Equations (2) and (3) are fundamental because they provide a mathematical framework
for modeling the response times of the master and slave modules as polynomial functions
of the workload. These models allow for predicting how response time will vary with
different workloads, which is necessary for designing efficient and predictable systems.

General mathematical model:

e  For the slave module: The response time of the slave module (T_slave) can be expressed
as a polynomial function of degree N:

T_slave(C) = a° +a'C 4 ayC* 4+ a3C3 4 ... + a,C" 2)

e  For the master module: The response time of the master module (T_master) can also
be expressed as a polynomial function of degree N:

T_master(C) = by + b1C + byC?* + b3C° + ... + b, C" 3)

In these equations, the coefficients (a_0,a_1,a_2,...,a_N)and (b_0,b_1,b_2,...,b_N)
represent the parameters of the model that need to be adjusted based on real data for each
module. The choice of N will depend on the complexity of the relationship between the
response time and the workload, and will be determined through model fitting techniques
and validation.

3.4.2. Mathematical Model with Multiprocessing

e  For the slave module: The improved response time of the slave module (T_improved_slave)
as a function of the workload (C) can be modeled with an exponential function:

T_impruved_slave(c) = ge b€ 4)

where ‘a” and ‘b’ are constants that determine the magnitude and rate of improvement
provided by the multiprocessing algorithm.

e  For the master module: The enhanced response time of the master module (T_enhanced_
master) as a function of the workload (C) can also be modeled with a similar exponential
function:

T_enhanced_,qster(c) = ce™ (5)
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where ‘¢’ and ‘d” are constants representing the magnitude and rate of improvement for the
master module.

3.4.3. Mathematical Model with Virtual Wires and Multiprocessing

By adding this improvement to the software, the communication speed between the
modules increases, thus reducing transfer times.
Modification of the mathematical model with the I2C virtual wire system:

e For the slave module: The equation for the enhanced response time of the slave
module (T_improved_slave) will now consider the additional improvement due to the
I2C virtual wire system:

T_improved_pe(c) = aeihcf(C) (6)

where ‘f(C)’ is a function representing the improvement provided by the 12C virtual wire
system as a function of the workload (C).

e  For the master module: The equation for the enhanced response time of the mas-
ter module (T_improved_master) will also be adjusted to account for the additional
improvement from the I12C virtual wire system:

T_impruved_,,510(c) = ce %C¢(C) (7)

where ‘g(C)’ is a function representing the improvement provided by the I12C virtual wire
system as a function of the workload (C).

e Improvement function for the slave module: /f(C)": For the enhanced efficiency of the
slave module. As the workload increases, the enhanced efficiency also increases, but
with a lower growth rate.

f(C)=1—¢hC 8)

where ‘k1’ is a constant that controls the improvement rate as a function of workload. As
‘C’ increases, the efficiency will approach 100%, but will never fully reach it.

e Improvement function for the master module ‘g(C)": Where ‘k;” is a constant that
controls the initial improvement rate. As ‘C” increases, the improvement slows down,
but it never reaches 100% efficiency.

1
@ =1-ger ©)

As observed in Figure 12, there is a difference in the successful response of the master
and slave modules to workloads (data downloads) between using virtual wires, multipro-
cessing separately, and combining these two technologies. When the master and slave
modules use only virtual wires with an average workload of 60 C at 1 Mbps, they take ap-
proximately 12 and 24 s, respectively, to respond successfully. However, the configuration
that uses both wires and multiprocessing takes 5 and 6 s, respectively, reducing the time by
more than half for the master modules and fourfold for the slave modules. This results in
both the slave and master modules taking the same amount of time, thus avoiding delays in
action processing and saturation in action transmission. The master modules will not have
to wait as long to receive a response from the slave modules, enabling homogeneous com-
munication among all modules. This is crucial in this field, considering that the software is
subject to constant changes, and seamless communication without delays is necessary to
resolve errors in the shortest possible time.
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Figure 12. Comparison between response time of slave and master modules with 12C virtual wires
and multiprocessing, and original slave and master modules with different workloads.

3.5. Probability of Repair and Error Resolution of the Self-Adaptable Software for Pre-Programmed
Internet Tasks

In the mathematical model, we consider three key aspects:

1. The probability of failure of each module (A, B, and C), where A represents the master
module, B represents the slave module, and C represents the repair module.

2. The probability that the system will repair the code in case of a fatal failure is 80%,
according to the tests we conducted, with an 80% success rate.

3. The probability that the code will execute correctly after a repair.
We denote the following probabilities:

P(A): Probability of a failure occurring in module A.

P(B): Probability of a failure occurring in module B.

P(C): Probability of a failure occurring in module C.

P(R): Probability of the system repairing the code in case of a fatal failure.

P(TF): Probability of software fault tolerance (probability of the software functioning

correctly).

P(RF): Probability of recovery after a failure.

Probability of a system failure:
P(Failure) =1 — P(TF) (10)

Probability of a failure occurring in modules A, B, or C (at least one failure):

P(AUBUC)=P(A)+P(B) + P(C) — P(ANB) — P(ANC) — PBNC)+P(ANBNC) (11)
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Probability of a failure occurring in modules A and B:
P(A N B)=P(A) x P(B) (12)
Probability of a failure occurring in modules A and C:
P(ANC)=P(A) x P(C) (13)
Probability of a failure occurring in modules B and C:
P(B N C) =P(B) x P(C) (14)
Probability of a failure occurring in modules A and B and C:
P(ANBNC)=PA) x P(B) x P(C) (15)
Probability of recovery after a failure:
P(RF) = P(Failure) x P(R) (16)
Probability of software fault tolerance:
P(TF) =1 — P(Failure) 17)
Probability of code recovery after a failure in terms of the above probabilities:
P(R) = P(RF) x P(Failure) (18)

Probability of the system correctly repairing the code after a failure in terms of the

above probabilities:
P(SuccessfulRecovery) = P(R) x P(TF) (19)

We represent the probability of successful code recovery after a failure as
P(SuccessfulRecovery). A successful recovery is when the error repair is achieved and the
master module executes the slave module again without any errors.

We use the following notations:

P(Failure): Probability of a failure occurring in the system.

P(A): Probability of a failure occurring in module A.

P(B): Probability of a failure occurring in module B.

P(C): Probability of a failure occurring in module C.

P(RF): Probability of recovery after a failure.

P(R): Probability of software fault tolerance (probability of code recovery after a failure).
P(TF): Probability of software fault tolerance (complement of the failure probability).

The unified equation is:

P(SuccessfulRecovery) = (1 — P(Failure)) (%) P(TF) (20)

The above can also be expressed in the following manner, breaking down the proba-
bilities: P(RF)
= (1-P(Failure))*( ———'— 21
P(SuccessfulRecovery) = (1 —P(Failure)) <P(Pailure) ) (21)
This equation considers that the probability of successful recovery occurs when the
failure does not happen or is minimal (I — P(Failure)), multiplied by the probability of
recovery after a failure (P(RF))/P(Failure).
The probability of a system failure, P(Failure), is the complement of the probability
of software fault tolerance, P(TF). This is derived from the fact that if a system is not
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fault-tolerant, P(TF) = 0, the probability of failure is maximal, P(Failure) = 1, and vice versa.
Therefore, these probabilities are complementary and their sum is 1.

In practical terms, errors cannot be controlled as in the testing environment where we
test the software, which is why we cannot rely on specific numbers to determine if recovery
will occur. The most accurate approach is to rely on probabilities, as observed in Figure 13,
where the software has the ability to work with fault tolerances ranging from 0% to 50%.
This is the probability of recovery from failures. As mentioned, the probability of recovery
cannot be just a fixed value like 50% since complications outside the logic of the software
can arise, reducing the probability. Therefore, the overall probability of recovery while
the code is running ranges from 0 to 50 percent, with the latter being the most prevalent
probability.

On the other hand, in the same Figure 13a, we can observe the probability of recovery
from a code breakage. The software has the ability to function while fixing errors, but when
the error is too significant that it can “break the code,” the software stops all processes and
prioritizes the repair of that error to prevent tasks from being compromised. When this
happens, the software has a probability of successful recovery ranging from 0% to 80%,
with the latter being the most prevalent in the practical tests conducted, as seen in Figure 12.
It is a breakdown representation of the recovery behavior of the software concerning the
degree of error, namely:

1.  Normal errors for which the software was programmed, such as changes in position
in elements, incorrect memory data, and file name changes, among others (0.1).

2. Errors like memory overflow (0.5).

3. Errors that cause failure in the master modules (1).

Where P(failure) is the software failure probability, and P(RF) is the probability of
successful recovery after a failure (which in this case is 0.8), as we can see in Figure 14.

In Figure 13b, we show the statistical results of the proposal tests with a mean recovery
rate of 80%, a standard deviation of 5%, and a 95% confidence interval (78.21080585628285,
81.78919414371715), with a z-score < —1.96 or >+1.96.

3.6. Effectiveness Model of the Self-Adaptable Software for Pre-Programmed Internet Tasks

The software features multiprocessing, which is not only used to reduce response time
between slave and master modules but also to decrease processing time for tasks assigned
to the modules. In this section, we will refer to multiprocessing modules as nodes.

The model adjusted to the data obtained from the tests is an exponential function of
the form:

T(n) =ae’(—bn) (22)

where:

1.  T(n)is the processing time in seconds.

2. nis the number of nodes used in the distributed system.

3. aand b are adjusted parameters of the model, representing the processing capacity
and distribution efficiency, respectively.

4.  Parameter a: Parameter a represents the processing capacity of the software when an
infinite number of nodes is used. In other words, it is the upper limit of the processing
time (T(n)) as the number of nodes (n) tends to infinity. Mathematically, as n tends to
infinity, e"(—b n) tends to zero, leaving only the value of a as the theoretical maximum
processing capacity.

Interpretation: A high value of a indicates that the software has a high distributed
processing capacity, meaning it can handle a large number of nodes and perform complex
calculations efficiently.

5. Parameter b: Parameter b represents the distribution efficiency of the software. It is a
value that determines how the processing time (T(n)) varies with the number of nodes
(n). Specifically, it controls the rate at which processing time decreases as more nodes
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are added. A lower value of b indicates a slower decrease in processing time as the
number of nodes increases.

Interpretation: A low value of b means that the software is highly efficient in distribut-
ing tasks among additional nodes. In other words, adding more nodes has a significant
impact on improving processing time.
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Figure 13. (a) Fault tolerance and software failure recovery. (b) Error bar—Crash recovery.
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Probability of successful recovery
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Figure 14. Probability of successful recovery.

Figure 15 displays the line of the adjusted model (in red) and the actual observed data.
For this test, the database load, the start of the master and slave modules, and the load of
the test web page were taken into account. As observed in the data, using only one node for
execution takes too much time, but splitting the software and letting each module perform
an action reduces the software startup time.

100 4@ ® Example data
——Fitted model

80 +

4o -

Processing time (seconds)

20 |

2 4 6 8 10
Nodes

Figure 15. Graph of software data processing time according to the number of nodes.

We define some additional variables and equations to represent the system’s behavior.
In this case, we use a Mixed Integer Linear Programming (MILP) model to address the
software task optimization problem. In this model, we will use binary variables to represent
whether a task is performed or not.
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We have the following data for the software tasks:

Tasks: Task A, Task B, and Task C

Priorities: 5, 8, 6

Times: 4, 6, 3 (in time units)

Total required time: 10 (in time units)

Model variables:

x_i (binary): 1 if Task i is performed, 0 otherwise.

Model equations:

1. Objective function: Maximize the sum of priorities of the tasks performed.

Maximize Z = 5xworka + 8XworkB + 6Xworkc (23)

2.  Total time constraint.

4dxworka + 6Xwork + 3Xworkc < 10 (24)

3.  Binary variables constraint.

XWorkA + XworkB + Xworkc € {0,1} (25)

With these Equations (23)—(25), we represent the Mixed Integer Linear Programming
(MILP) model for the software task optimization problem. The objective function aims
to maximize the sum of task priorities, and the constraints ensure that the total required
time is not exceeded and that the variables are binary (representing whether each task is
performed or not).

3.7. Mathematical Model for the Probability of Failures and Solutions

Failure Probability Model: assuming that the occurrence of failures follows a Poisson
process. The failure rate (lambda) is represented as the average number of failures occurring
in a given period of time. The probability of observing “k” failures in a period of time “t” is
expressed using the Poisson probability function:

P(k failure in t) = (¢"(—A) Ak) /k! (26)

where:

A (lambda) is the failure rate (average number of failures per unit of time).

Solution Effectiveness Probability Model: the effectiveness of solutions can be modeled
as a conditional probability, i.e., the probability that a solution is effective given that a
failure occurred. We will represent this probability as P(E | F), where E is the effectiveness
of the solution and F is the occurrence of a failure.

General Effectiveness Probability Model: The overall probability that a solution is
effective is obtained through the theorem of total probability. It is the probability of a failure
occurring multiplied by the probability that the solution is effective given that a failure
occurred:

P(General Effectiveness) = P(Failure)P(E | F) (27)

During the 100-day trial as shown in Figure 16, we initially observe a peak because
the model is practically new and may encounter various failures. As time passes, the
probability of failures decreases and remains stable, as the system has adapted to the errors
that arose in the assigned work area.
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Figure 16. Failure probability and solution effectiveness during a 100-day trial period.

3.8. Reconfiguration

The software demonstrated a high capacity for autonomous reconfiguration when

errors were detected. During the tests, various types of faults were introduced into the
code, such as syntax errors, logical errors, and unhandled exceptions. In all cases, the
software was able to identify and correct the errors efficiently, ensuring the continuous
execution of pre-programmed tasks, and our results are shown in Table 4.

Table 4. Files with the information on the results of the proposed self-adaptive software.

Files with the Results of Our Work

Who Use the File

Description

ActionSummary.Release

The self-adaptative software proposal

Output information on performed actions,
detected errors, and the current state of
the software.

AdaptationLog.outN

The self-adaptative software proposal

Information about the modifications made by
the software to prevent errors.

errorLogTestSolve.txt

The self-adaptative software proposal

Information about errors detected by
the software.

SystemOperateNeuronalLog.outN

The self-adaptative software proposal

Information about the actions performed by
the software (adaptation, detection,
and repair).

trainingResultsNN_log.txt

Neuronal network trained without
reinforcement algorithm

Information of the neural network training
over 50 epochs.

rl_weights.weights.h5

Neuronal network trained with
reinforcement algorithm

Weights of the neural network trained by
reinforcement learning.

trained_rl_model.h5

Neuronal network trained with
reinforcement algorithm

Model trained by reinforcement learning.

nn_weights. weights.h5

Neuronal network trained without
reinforcement algorithm

Weights of the neural network trained without
reinforcement learning algorithm.
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Table 4. Cont.
Files with the Results of Our Work Who Use the File Description
. .. Neuronal network trained without Model trained without reinforcement
trained_error_prediction_model.h5 . . . .
reinforcement algorithm learning algorithm.
. Neuronal network trained without Training data of the neural network for image
NnImageReader.traineddata . . . . .
reinforcement algorithm information detection.

4. Discussion

At present, the automation of repetitive and tedious processes through the use of
artificial intelligence and other technologies has revolutionized efficiency in various areas.
This allows for a considerable saving of time and resources, which can be employed in
other more strategic tasks.

In the context of a constantly evolving digital landscape, software systems play a
key role in automating various tasks on the Internet. However, ensuring the reliability
and efficiency of these systems remains a significant challenge. The occurrence of errors
in code can lead to service interruptions or incorrect results. To address this issue, a
new generation of self-adaptive software has emerged, capable of rectifying errors and
optimizing performance autonomously.

It is possible to design software with adaptive capabilities that allow it to automatically
adjust to changes in its environment. This approach, known as adaptive systems, uses
techniques such as machine learning algorithms, expert systems, and genetic algorithms to
dynamically adjust its behavior and continue meeting the desired objective even in variable
environments. These systems are capable of constantly monitoring their environment,
identifying significant changes, and intelligently adapting their functioning to maintain
effectiveness, as mentioned by Cheng [46].

Our analysis confirms that, in addition to the mentioned techniques, the integration of
deep neural networks and reinforcement learning algorithms significantly enhances the
adaptability of the software. We have developed prototypes that demonstrate these systems
can not only adapt to real-time changes but also predict future changes and proactively
adjust their behavior to meet established objectives.

According to Salehie [45], for software to automatically adjust to changes in its envi-
ronment and remain useful, it is crucial to consider several elements. These include the
following: (1) the ability to collect and analyze data in real-time; (2) the implementation of
efficient adaptation algorithms; (3) the integration of feedback mechanisms that allow the
software to learn and improve its performance over time; and (4) the creation of flexible
interfaces that facilitate interaction with other systems and users. Additionally, it is impor-
tant to design the software with (5) modular and scalable architecture that facilitates the
incorporation of new functionalities and adaptation to future changes in the environment.

In our study, we have identified that, in addition to the mentioned elements, it is
essential to implement (6) continuous monitoring systems and predictive analysis. These
systems enable the detection of patterns and trends in the environment, facilitating proac-
tive adaptation of the software. It is also crucial to incorporate (7) automated testing and
validation techniques to ensure that adaptive changes do not introduce new errors and
maintain the software’s functionality.

To mitigate the risks of self-rewriting software, it is essential to (1) thoroughly train
the system through simulations and testing in multiple scenarios; (2) implement rollback
mechanisms that allow the system to revert to a previous stable version if new errors
are detected; and (3) engage in continuous monitoring and analysis to supervise system
performance and adjust self-rewriting algorithms to improve accuracy and reduce the
possibility of new errors, according to [50,51].

In our work, we identified that it is also necessary to implement (4) a continuous testing
framework to mitigate risks. We implemented an A /B testing system that allows us to
evaluate and adjust self-rewriting algorithms in a safe environment before deploying them
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to production. Additionally, the integration of automatic rollback mechanisms and constant
monitoring ensures that any introduced error can be quickly identified and corrected
without affecting system stability.

A/B testing is an experimental method used to compare two versions of a variable
to determine which is more effective. In the context of our study, these tests are used to
evaluate and optimize the performance of self-adaptive software in different workload
scenarios. In an A/B test, users or traffic are divided into two groups: Group A, which
experiences the original (or control) version of the software, and Group B, which tests a
modified (or variant) version.

The objective of A/B testing is to identify which of the two versions offers better per-
formance in terms of specific metrics, such as response time, processing efficiency, and fault
tolerance. This approach allows for incremental, data-driven adjustments, continuously
improving the quality and performance of the software.

Self-rewriting significantly enhances system performance and efficiency by enabling
autonomous reconfiguration in the face of errors, thus reducing downtime and improving
system responsiveness. Our results demonstrate an improvement in the self-adaptation rate
and faster response times due to the use of multiprocessing and automated optimization [52,53].

Our experiments show that self-rewriting not only enhances system resilience but
also its overall performance. By implementing multiprocessing techniques and automated
optimization, we observed a significant reduction in downtime and an improvement in
response speed under variable loads, thus validating the effectiveness of self-adaptive
systems in high-demand scenarios.

To ensure the coherence and integrity of data in self-rewriting software, it should
employ a robust architecture that includes: (1) continuous monitoring: constant supervision
of processes and data; (2) predefined abstractions: Utilization of pre-programmed steps to
address errors; and (3) error handling: storage of errors with detailed descriptions and the
ability for automated resolution based on previous diagnostics [54,55].

In our research, in addition to what Demirkan and Lewis suggest, we developed
and tested a (4) version control system that allows the software to make changes without
compromising data integrity. This system includes an automatic rollback feature that is
activated when inconsistencies are detected, ensuring that the data remains coherent and
accurate throughout the rewriting process.

Although the software we propose has a self-adaptation capability with an 80% success
rate to errors and changes in its environment, there are still complex situations where the
adaptation may not be completely effective. These may include drastic changes in web
page structures or the introduction of new types of errors that were not considered in the
initial models.

The use of virtual cables and multiprocessing significantly improved the speed and
efficiency of the software, but the implementation and configuration of these technologies
can increase system complexity, which could limit its scalability in certain operational
environments.

Our proposal uses multiprocessing to improve performance, but this also implies
intensive use of system resources. A robust hardware configuration is required to fully
exploit the software’s capabilities, which may not be available on all platforms.

Despite the fact that the use of multiprocessing and virtual cables improves scalability,
there is still an inherent limitation in terms of parallelism and the efficient handling of
large volumes of data. This can limit the software’s effectiveness in environments that are
extremely large or have very high data demands.

We suggest, as potential future research directions, the development of more advanced
machine learning algorithms and artificial intelligence models that can handle a greater
variety of errors and structural changes in web pages. This would include the integration
of deep learning techniques to improve accuracy in error detection and correction.

Optimization methods should be implemented that reduce system complexity and
improve the efficiency of multiprocessing and the use of virtual cables. This could involve
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developing new techniques for task parallelization and distribution that maximize system
resource usage without compromising scalability.

Finally, methods should be developed to further optimize system resource usage,
possibly through the use of distributed processing techniques or cloud computing to
handle large volumes of data without overloading local resources. This could include
developing more efficient resource management algorithms that distribute workloads more
effectively.

5. Conclusions

In this article, we present an adaptive software designed for pre-programmed tasks
on the Internet, demonstrating its ability to rectify errors, optimize performance, and main-
tain continuous functionality in the presence of failures. The integration of technologies
such as virtual cables and multiprocessing significantly contributed to its efficiency and
effectiveness. This systematic and iterative approach in software development ensured a
reliable and efficient solution.

It is important to note that, until now, this type of software has been limited in the com-
mercial sphere and was less available, especially software with the ability to autonomously
write its own code completely. Nevertheless, artificial intelligence is revolutionizing this
field and holds great promise in this regard.

The creation of an adaptive system for pre-programmed tasks on the Internet, re-
sponsive to changes in its environment with automatic reconfiguration features in the face
of possible code failures, is achievable today by combining artificial intelligence and em-
ploying technologies such as Python, MySQL, Firebase, Docker, Flask, OpenCV, Selenium,
Scikit-learn, Pandas, and Jupyter Notebook.

The research addresses various fundamental aspects of software development and
performance, crucial for its efficiency and reliability. Exhaustive tests were conducted
to evaluate different mathematical models and implemented algorithms, allowing us to
demonstrate the effectiveness of the proposed solution.

The software we developed can adapt to emerging errors and changes in its envi-
ronment and has the ability to reconfigure itself autonomously, ensuring continuous and
reliable operation. The adaptation rate has been modeled and monitored based on the time
elapsed since the last adaptation, providing valuable insights into the system’s efficiency.

The incorporation of agile development practices, along with technologies like mul-
tiprocessing and virtual cables based on the I2C protocol, significantly improved the
software’s efficiency. Test results indicate increased execution speed and better utilization
of system resources.

During the testing phase of the proposal’s development, the software’s performance
was evaluated in different scenarios and circumstances. Mathematical models, such as
the Poisson distribution, were utilized to gain a better understanding of the software’s
behavior in the face of potential failures.

The implementation of multiprocessing and virtual cables allowed for greater scala-
bility of the system and improved effectiveness in handling large volumes of data. These
enhancements are crucial to meet future challenges and enable the software to adapt to the
growing demand for its services.

Our study indicates that the combination of predictive analytics and Al-based systems
significantly enhances error detection capabilities. We have implemented a hybrid model
that uses both neural networks and reinforcement learning algorithms to identify and
correct faults in real time, which has proven to be highly effective in our controlled tests.

6. Patents
The copyright registration number in Mexico is 03-2023-021514391200-01.
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