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Abstract: The automotive sector faces escalating security risks due to advances in wireless communi-
cation technology. Expanding on our previous research using a sensor pairing technique and machine
learning models to evaluate IoT sensor data reliability, this study broadens its scope to address secu-
rity concerns in Connected and Autonomous Vehicles (CAVs). The objectives of this research include
identifying and mitigating specific security vulnerabilities related to CAVs, thereby establishing a
comprehensive understanding of the risks these vehicles face. Additionally, our study introduces
two innovative pairing approaches. The first approach focuses on pairing Electronic Control Units
(ECUs) within individual vehicles, while the second extends to pairing entire vehicles, termed as
vehicle pairing. Rigorous preprocessing of the dataset was carried out to ensure its readiness for
subsequent model training. Leveraging Support Vector Machine (SVM) and TinyML methods for
data validation and attack detection, we have been able to achieve an impressive accuracy rate of
97.2%. The proposed security approach notably contributes to the security of CAVs against potential
cyber threats. The experimental setup demonstrates the practical application and effectiveness of
TinyML in embedded systems within CAVs. Importantly, our proposed solution ensures that these
security enhancements do not impose additional memory or network loads on the ECUs. This is
accomplished by delegating the intensive cross-validation to the central module or Roadside Units
(RSUs). This novel approach not only contributes to mitigating various security loopholes, but paves
the way for scalable, efficient solutions for resource-constrained automotive systems.

Keywords: connected and autonomous vehicles (CAVs); cybersecurity; machine learning; support
vector machine (SVM); TinyML; authentication; intelligent transportation systems (ITS)

1. Introduction

Enhancing safety, comfort, and fuel economy, the integration of automated applica-
tions and digital connectivity in CAVs aim to supplement or replace human drivers [1].
These modern cars can contain up to 100 ECUs, which interact extensively with sensors,
actuators, and other ECUs to obtain and evaluate data vital for making key decisions [2].

The backbone of communication inside CAVs is Inter-Vehicle-Networks (IVNs), formed
using standard protocols such as Controller Area Network (CAN), Local Interconnect Net-
work (LIN), FlexRay, Media Oriented System Transport (MOST), and Ethernet [3]. Apart
from in-vehicle communication, CAVs rely on ad hoc networks employing short-range
wireless technologies like Wi-Fi to enable vehicle-to-everything (V2X) communications, in-
cluding vehicle-to-building (V2B) and vehicle-to-infrastructure (V2I) interactions [4]. These
developments raise different security concerns [5–7], but also improve vehicle intelligence,
connectivity, and safety. Artificial Intelligence (AI) has lately demonstrated considerable po-
tential for improving automotive systems, including traffic prediction, 3D object detection,
problem diagnosis, and cybersecurity. However, deploying AI systems on edge devices
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poses challenges due to high computational demands and data requirements. To address
these challenges, ongoing machine learning and TinyML initiatives strive to optimize AI
algorithms for deployment on resource-constrained devices like microcontrollers.

1.1. Challenges

Despite the benefits of CAV interconnectivity, it introduces vulnerabilities. Critical
ECUs managing vehicle operations are prime targets for attacks like frame injection, sniffing,
falsification, and Denial of Service (DoS), posing risks to vehicle safety and occupant well-
being. Wireless V2X communication channels are also vulnerable to signal jamming, spoofing,
and data interception, enabling unauthorized access and control over vehicle systems.

Furthermore, the sensory layer comprising sensors and cameras is susceptible to
manipulation and false data injection, potentially leading to erroneous decision-making
by vehicle control systems. Addressing these formidable security challenges necessitates
robust, adaptive solutions capable of safeguarding both in-vehicle networks and wireless
communication interfaces.

1.2. Objective and Contributions

In addressing the evolving security landscape of CAVs, our current study introduces a
novel dual-layer pairing methodology. Our current research extends our previous work
documented in [8], which concentrated on evaluating the reliability of sensor data from IoT
nodes through various machine learning techniques and inventive sensor pairing methods.
Our research is driven by the hypothesis that employing this dual-layer approach will not
only ensure accurate data validation, but also improve power efficiency and computational
effectiveness, without imposing additional memory or network burdens on ECUs. This
major contributions of this work are outlined below:

1. Innovative ECU and vehicle pairing approaches: introducing a dual-layer method-
ology that notably strengthens security by securing communication among ECUs
within a vehicle and across vehicles, while also safeguarding sensor data from spoof-
ing, injection, and similar attacks.

2. The practical use and effectiveness of TinyML in embedded systems within vehi-
cles: Our research further contributes to the field by demonstrating the practicality
and effectiveness of TinyML in embedded systems within vehicles. This implementa-
tion improves the accuracy and efficiency of security measures in CAVs, providing
insights into power utilization and resource optimization. It highlights the practical
value of TinyML in environments constrained by resources.

3. Comprehensive evaluation: we undertake comprehensive experiments to evaluate
the effectiveness of our proposed method in mitigating various security threats across
CAVs environments.

4. Scalability and efficiency: the study explores particular difficulties presented by
limited resources in CAVs, providing insights into implementing security solutions
customized for these settings, including strategies and considerations for optimizing
memory usage.

By addressing the current deficiencies in security research for CAVs, this study aims to
advance the development of automotive systems that are more secure, safe, and dependable,
thereby enhancing operational integrity.

1.3. Structure of the Paper

The rest of the paper is structured as follows.
Section 2: This section reviews the relevant literature, providing insights into previ-

ous research on security attacks targeting CAVs. It discusses physical attacks, wireless
communication attacks, sensing layer and camera attacks, as well as deep learning-based
defense systems.
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Section 3: Here, we delve into the security concerns pertaining to CAVs addressed in
this study. We explore two distinct pairing strategies, discussing their implementation and
potential implications.

Section 4: This section provides detailed insights into the electronic components
required for the experiment. It outlines the steps for preprocessing the dataset and setting up
the experimental configuration. Additionally, it explains how SVM and TinyML techniques
are integrated into our solution for data validation.

Section 5: finally, the paper concludes by summarizing the key findings and contribu-
tions of the research.

2. Related Work

In response to the evolving landscape of CAVs, significant attention has been drawn
to the vulnerabilities inherent in their essential communication protocols, including CAN,
LIN, FlexRay, MOST, and Ethernet. Initially, automotive cybersecurity guidelines were
formalized under SAE J3061 [9], focusing on rigorous risk assessment, threat modeling,
and lifecycle validation. These guidelines laid a foundational framework for robust cyber-
security measures in the design and operational phases of vehicle development.

In recent years, the industry has transitioned to ISO/SAE 21434 [10], a globally rec-
ognized standard that builds upon SAE J3061’s principles. ISO/SAE 21434 offers a more
comprehensive framework for managing cybersecurity risks in automotive systems, empha-
sizing collaboration among stakeholders and integration with existing engineering processes.
This standard ensures that cybersecurity measures are systematically integrated into vehi-
cle development and manufacturing, ensuring alignment with global regulatory standards,
including UNECE (WP.29) R155 regulation governing cybersecurity of the road vehicles [11].

Building upon these challenges and guidelines, the following sections provide a
detailed overview of the primary security attacks and critically examine existing literature,
highlighting the need for more robust defense mechanisms in CAVs. We present an
overview of primary security attacks, for which we propose solutions (Figure 1). Our
outline addresses the major surfaces of attack faced by CAVs and delves into the deep
learning-based security measures utilized in the literature to defend against such breaches.

Physical Access (OBD II Port, USB, etc.)

Frame Sniffing Frame Falsification Frame Injection DoS Attack

Ultrasonic

RADARs

LIDAR

Front/Rear Camera

CAN, LIN, FlexRay,
MOST, Ethernet

ECU 1

ECU 2

ECU N

Bluetooth

Wi-Fi

RFID

DSRC

Cellular Networks

GNSS

Attacks on Sensors
and Cameras

Attacks on Wireless
Communications

Figure 1. The attack surface for launching security attacks on ECUs.
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2.1. Physical Attacks

Analyzing previously recorded CAN frames can reveal information about the system.
Koscher et al. [12] developed CarShark, a program designed to intercept CAN frames,
revealing their limited range of validity and potential vulnerabilities in specific ECUs.
This study was groundbreaking in exposing the vulnerabilities within CAN bus systems.
However, its primary limitation lies in the focus on isolated CAN bus attacks without
addressing broader vehicle network architectures or the increasing complexity of modern
vehicle systems. Additionally, it primarily targets older vehicle models, which may not
reflect the current state of automotive technology.

Exploiting the OBD port, attackers can collect diagnostic data, access the in-vehicle
network, and install malware [13]. Cai et al. demonstrated backdoor creation in BMW
entertainment systems via USB port exploitation [14]. While Cai et al. effectively highlight
specific vulnerabilities in BMW systems, their approach may not be generalizable to all ve-
hicle makes and models. Moreover, the study focuses on infotainment systems, potentially
overlooking other critical ECU functions. These vulnerabilities allow for the manipulation
of fuel levels, speedometer values, or false failure notifications [12].

2.2. Wireless Communication Attacks

Weaknesses in the Hitag2 cipher enable manipulation of remote keyless entry sys-
tems [15]. Dibaei et al. exploited this vulnerability to manipulate a Mercedes-Benz vehicle’s
keyless entry system [16]. While Dibaei et al. provide valuable insights into specific wireless
communication vulnerabilities, the narrow focus on a single vehicle model and keyless
entry system limits the broader applicability of their findings. Rouf et al. caution against
hobbyist manipulation of TPMS, leading to erroneous readings and alerts [17]. While
Rouf et al. [17] effectively demonstrate the risks associated with TPMS, the study does not
propose robust countermeasures or solutions to mitigate these vulnerabilities, leaving a
gap in practical applications.

2.3. Sensing Layer and Cameras Attacks

In this section, we provide a summary of the two major categories of CAV sensing
layer attacks.

2.3.1. Wireless Sensors Attacks

Yan et al. [18] and Petit et al. [19] demonstrated security attacks on various sensors,
including LIDAR and cameras. Blinding attacks obscure cameras, while replay or relay at-
tacks create artificial echoes to mislead LIDAR. While these studies provide comprehensive
insights into potential attacks on vehicle sensors, they often lack detailed countermeasures
or defense mechanisms, focusing primarily on the vulnerabilities rather than solutions.
Attackers deploy stationary sensors along roadsides for these attacks. This method, while
theoretically sound, may not reflect practical deployment challenges or the evolving nature
of sensor technologies and their associated security measures.

2.3.2. Analog Sensors Attacks

Exploiting weaknesses in analog sensors, such as ABS wheel speed sensors, can
lead to hazardous situations. Shoukry et al. [20] illustrated how attackers can provide
malicious signals to cancel out legitimate measurements. While Shoukry et al. provide a
clear demonstration of sensor vulnerabilities, the study is limited in scope, addressing only
specific sensor types and attack scenarios, potentially overlooking other critical components
of vehicle safety systems.

2.4. Deep Learning-Based Defense Systems

Deep learning offers effective control in dynamic environments [21–23]. Basavaraj
et al. proposed a lightweight IDS using deep learning to detect anomalies in vehicle sys-
tems [24]. Basavaraj et al.’s work is a significant step towards real-time anomaly detection;
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however, its effectiveness in diverse vehicular environments and against sophisticated
attacks remains to be thoroughly evaluated. Kang and Kang’s intrusion detection system
utilizes low-dimensional features from IVN packets [25]. While innovative, the reliance on
low-dimensional features may limit the system’s ability to detect complex, multi-faceted
attacks, potentially reducing its overall robustness.

Taylor et al. employed LSTM RNN-based anomaly detectors for intrusion detec-
tion [26], while Ahmad et al. used LSTM-RNN to identify drivers based on real-world
driving data [27]. Both studies underscore the potential of LSTM-RNN models for enhanc-
ing vehicle security, but their dependency on extensive training data and computational
resources may limit their applicability in real-time or resource-constrained environments.

3. Methodology

Our pairing approach effectively addresses numerous security issues affecting ECUs in
CAVs. To test the hypothesis that the dual-layer pairing approach enhances the security of
ECUs in CAVs, we developed two distinct pairing methods: ECU pairing within a vehicle
and vehicle pairing between CAVs. These methods were integrated with SVM and TinyML
techniques for effective data validation. This integration not only ensures high accuracy in
data validation, but also maintains efficiency in power consumption and computation. In
this section, we detail the specific security challenges that our research targets and explain
how our pairing approach, incorporating SVM and TinyML, enhances the security and
performance of CAVs applications.

3.1. Threat Model: Addressing Security Attacks on ECUs

CAVs extensively use a wide range of wireless and physical communication channels
and multiple sensors. These communication channels are vulnerable to various security
attacks [19,28,29]. ECUs establish connections with various sensors and actuators, com-
municate with other ECUs, and engage with communication interfaces, enabling them to
acquire and interpret data, make informed decisions, and manage the vehicle’s systems
effectively. The attack surface of CAVs refers to the collection of entry points, vulnera-
bilities, pathways, and methods that an intruder could exploit to launch a cyberattack
on ECUs. These entry points can be classified into three main types (shown in Figure 1):
physical access attacks, sensing layer attacks, and wireless communication attacks. Below
are descriptions of the attack surfaces associated with these categories that could be used
to infiltrate ECUs and carry out malicious actions.

3.1.1. Physical Attacks

Due to numerous physical interfaces, Intelligent Transportation Systems (ITS) are
highly susceptible to cyberattacks. These interfaces can provide direct access to the vehicle’s
IVNs, such as the CAN and LIN buses, as well as the ECUs, making it easier for an attacker
to compromise the system. One such interface is the OBD-II port, commonly used by
technicians to diagnose and program ECUs during inspections [12]. It should be noted
that if an attacker already has physical access to the vehicle, especially in a service station
context, executing an attack becomes significantly easier. Physical security measures are
therefore crucial in such environments to prevent unauthorized access [30].

CAVs are also vulnerable to physical access through additional interfaces like USB
ports and Bluetooth communication, which could potentially be exploited by attackers. For
instance, an attacker with physical access to a USB port can upload malicious firmware or
software directly to the vehicle’s ECU. Similarly, Bluetooth interfaces can be exploited to
gain unauthorized access if not properly secured.

Experimental investigations have been conducted on attacks targeting in-vehicle
networks [31]. Various types of attacks on ECUs include [32,33]:

• Frame sniffing: Due to the broadcast-based communication protocol of CAN buses
and the absence of designated sender and receiver addresses, every node in the
network receives frames without any Message Authentication Code (MAC) or digital
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signature, resulting in insecure transmission [34,35]. Frame sniffing is the starting
point for all in-vehicle communication attacks. Since CAN frames are sent to all ECUs,
a compromised ECU can intercept all frames transmitted through the CAN bus via
interfaces like the OBD port, USB ports, and aftermarket devices [36,37].

• Frame falsifying: If attackers possess extensive knowledge of legitimate CAN frames,
they can construct attacks by transmitting counterfeit frames via the CAN bus. These
fraudulent frames may contain falsified data that can trick authentic ECUs [12,38].

• Frame injection: Attackers can initiate actions by exploiting a malicious node, such as
a malware-infected laptop connected to the OBD port. In severe scenarios, the attacker
may have reprogrammed the ECU and added wireless or remote communication
capabilities such as Wi-Fi or Bluetooth [12].

• Replay attack: similarly to the attacks described earlier, attackers can use a malicious
node to send commands resulting in legitimate frames being transmitted to the CAN
bus at specific time intervals [12,39].

• DoS attack: attackers can direct the malicious node to continuously broadcast high-
priority frames, preventing other nodes from transmitting their frames if a higher-
priority frame is present in the network [12].

Given the ease with which physical access can facilitate these attacks, it is essential
to implement robust physical security measures. This includes securing access to OBD-II
ports and other interfaces, using tamper-evident seals, and conducting regular security
audits to detect and mitigate potential vulnerabilities.

3.1.2. Sensing Layer and Camera Attacks

CAVs’ wireless sensors, like LIDAR, RADAR, cameras, and remote keyless entry
(RFID), can be exploited within short range. Depending on the channel distance, hackers
can execute such assaults by placing a wireless transmitter next to the receiver (sensor) [40].
Sensing layer attacks can be classified into two categories: wireless sensor attacks (including
RADARs, ultrasonic sensors, and cameras) [18,19] and analog sensor attacks, such as anti-
lock braking system attacks [20].

3.1.3. Wireless Communication Attacks

ECUs in CAVs are equipped with wireless communication technologies such as radio
communication, Bluetooth, Wi-Fi, DSRC, cellular networks, and GNSS, transforming CAVs
into open systems and creating potential threats [41,42]. Wi-Fi has become an appealing
target for a wide range of security threats, carrying more than 75% of the Internet traffic in
the last mile [43]. Cybercriminals often engage in blocking and spoofing GNSS signals to
compromise authenticity and integrity [44–47]. Cellular networks face security threats like
sniffing and jamming attacks [48].

3.1.4. Application Attacks

Technologies enabling precise vehicle control have boosted driver safety and con-
venience, but have also become targets for exploitation. Surprisingly, open platforms
such as the Android OS have been incorporated into vehicle systems without sufficient
consideration for potential security issues [49].

3.2. Diving into Pairing Approach

In this section, we introduce two different pairing approaches aimed at improving the
security of CAVs: intra-vehicle ECU pairing and vehicle-to-vehicle pairing. In our approach
to ECU pairing, the emphasis is on linking individual ECUs within a vehicle. Establishing
secure connections between ECUs helps to guarantee reliable and coordinated commu-
nication inside the vehicle network. On the other hand, the vehicle-to-vehicle pairing
technique concentrates on linking whole vehicles, thereby allowing secure communication
between them. Our pairing approaches are supposed to provide a whole, effective solution
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covering the security concerns CAVs come with in internal and external communication
environments.

3.2.1. Pairing of ECUs and Validation of Data

This section presents the details of our innovative ECU pairing approach designed to
identify security threats without taxing the ECUs with extra memory or network traffic.
Crucially important is the onboard central module, which uses machine-learning techniques
for attack detection. Figure 2 shows how our ECU pairing model is implemented. The
criteria we apply to choose the suitable ECUs for matching are briefly described below.

Start

External Environment

Sensing Layer and Cameras

ECU i ECU i + 1

Paired

Data Validation
(TinyML)

Identify
Compromised ECU

End

Attack Detected
NoYes

Central Module

Perform Action

Actuator

Figure 2. Flow of the proposed ECU pairing authentication model.

Selecting ECUs for Pairing and Data Validation

First, the choice of ECUs to pair starts with data compatibility. Each ECU is first
evaluated to see whether it shares compatible, similar data with another ECU in the network,
therefore ensuring smooth data flow between paired ECUs. The method guarantees that
every ECU is unique, thereby prohibiting self-pairing, and takes ECU availability into
account to prevent pairing units already engaged with others. Special pair IDs are assigned
to stop simultaneous involvement in several pairings. ECUs are chosen for pairing in the
design of the vehicle depending on their common use of particular sensor data, hence
improving system security and dependability. For activities based on wheel speed sensor
data, the Tyre Pressure Monitoring System (TPMS) might, for example, be combined with
the Stability Control System (SCS) ECU. Aggregating redundant and complimentary sensor
data from these linked ECUs allows for data cross-valuation.

Data from the SCC ECU and TPMS is forwarded to the central module for data cross-
validation. Analyzing data from both connected ECUs ensures reliability and precision,
therefore facilitating the detection of anomalies or differences implying security breaches.
This well-crafted pairing approach seeks to preserve data integrity, therefore strengthen-
ing the system’s resistance to possible hazards resulting from erroneous data or sensor
manipulation by threat actors.
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By means of a module, the central validation of data greatly improves the control
system security of the vehicle. ECUs are coupled based on their mutual need to exchange
certain information. This method guarantees strong data validation, even when operational
effectiveness is maintained. Whereas Algorithm 1 fully describes the pairing and data
validation procedure, Figure 3 offers an abstract depiction of our ECU pairing concept.
Each ECU is allocated a unique pair ID and ECU ID to ensure robust security since only
two ECUs are linked to the network. Effective detection accuracy is enhanced by the good
data comparison between connected ECUs enabled by this design, so the module efficiently
follows these pair IDs to support data comparison.

Algorithm 1 ECU pairing and data validation

1: Initialize an empty list called pairedECUs to store the paired ECUs.
2: Initialize an empty dictionary called pairIDs to store the pair ID for each ECU.
3: for each ECUi in the network do
4: Set a flag variable isPaired to False for ECUi.
5: for each ECUj in the network do
6: if ECUi and ECUj exchange the same kind of information and ECUi ̸= ECUj then
7: if ECUi and ECUj are available for pairing and pairIDs[ECUi] ̸= pairIDs[ECUj]

then
8: Set the flag variable isPaired to True for ECUi and ECUj.
9: Add ECUi and ECUj to the pairedECUs list.

10: Assign a unique pair ID pairID to the pair (ECUi, ECUj).
11: Associate the pair ID with ECUi and ECUj in the pairIDs dictionary.
12: end if
13: end if
14: end for
15: for each pairedECU in the pairedECUs list do
16: Validate the second ECU data based on the first ECU’s input in the pair using a

validation function.
17: if the data are valid then
18: continue to the next pair
19: else
20: Attack is Detected. Remove the pair (ECUi, ECUj) from the pairedECUs list.
21: Update the pairIDs dictionary accordingly.
22: end if
23: end for
24: end for

Benign ECUs Compromised ECUs Pair

Figure 3. Abstract depiction of proposed ECU pairing model.
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Algorithm 1: ECU Pairing and Data Validation

Algorithm 1 presents a technique for pairing ECUs inside a network so that they can
analyze their data and exchange compatible information to find probable attacks. Initially,
it initializes an empty list, pairedECUs, to keep track of successful pairings, and an empty
dictionary, pairIDs, to store unique pair IDs for each ECU. For each ECU (ECUi), the
algorithm sets a flag, isPaired, to False. It then iterates through each other ECU (ECUj). If
ECUi and ECUj exchange compatible information, are distinct ECUs, and both are available
for pairing with unique pair IDs, they are designated as paired. They are included in
pairedECUs with a unique pair ID recorded in pairIDs. Once all pairings are established,
each pair in pairedECUs undergoes validation. If one ECU’s data validates the other’s, the
process continues. If not, an attack is identified, the pair is removed from pairedECUs, and
pairIDs is updated. This ensures only valid and secure ECU pairings are maintained within
the network.

3.2.2. Vehicle Pairing and Data Validation

In this section, we present a vehicle pairing model aimed at identifying security
attacks on ECUs through inter-vehicle pairing, ensuring no extra memory or network
load on the vehicles. Central to this security model is a centralized database integrated
into the infrastructure, utilizing advanced machine learning methods to accurately detect
and pinpoint attacks. Figure 4 shows the flow of our vehicle pairing model. We have
paired vehicles of different types that engage in V2V communication, exchanging identical
information such as road conditions. Each vehicle collects event data from its sensor
network and sends it to a centralized database specialized in identifying potential attacks.
Throughout these data exchanges, vehicles utilize vehicle-to-infrastructure communication
protocols to interact with the central database. In V2V, vehicles have the capability to
exchange crucial information to enhance security. Should Vehicle A and Vehicle B be
connected, for instance, they can share real-time traffic updates. Each vehicle’s data are
forwarded to an RSU for confirmation. The RSU verifies its correctness and legitimacy
by means of information analysis from both cars, therefore facilitating traffic condition
monitoring, risk detection, and the prevention of fake data injection attacks.

Deciding Factors: Choosing Vehicle for Pairing

Confirming their involvement in V2V communication and providing suitable data,
including road conditions, would help establish the related vehicle selection criteria. Every
car has to be unique; self-pairing is unacceptable. Moreover, both vehicles have to be easily
accessible for pairing purposes; consequently, they are not already paired. To allow exact
validation and comparison of event data acquired from the matched vehicles, the central
database generates unique pair IDs. This method ensures data confidentiality and integrity
without incurring higher overheads on cars.

Each vehicle has a different pair ID and vehicle ID to help identify possible targets of
security attacks. Carefully entered in the central database, these pair IDs enable a thorough
comparison of event information gathered from every vehicle pair. By verifying the data
integrity of every vehicle’s information with its matching counterpart, this verification
system guarantees that every vehicle runs autonomously and acts as a verifying agent for
its matched vehicle, therefore guaranteeing the validity of sensed data without adding
additional memory or communication overhead. While Algorithm 2 defines the procedures
involved in vehicle pairing and supporting data validation, Figure 5 provides a conceptual
overview of our vehicle pairing method.
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Figure 4. Flow of the proposed vehicle pairing model.

Algorithm 2: Vehicle Pairing and Data Validation

Algorithm 2 provides secure communication and shows our way of pairing the ve-
hicles in a network. The approach begins with an empty list called pairedVs to document
the vehicles that have been successfully paired and an empty dictionary called pairIDs
to retain distinct pair IDs for every vehicle. Every vehicle (Vi) in the network starts with
a false boolean variable known as isPaired. The machine then goes on to compare Vi
with every single other vehicle (Vj). Vi and Vj are designated as paired if they engage in
vehicle-to-vehicle communication (V2V), are different vehicles, and both have unique pair
IDs for possible pairing. Each of the vehicles in the pairedVs collection has a unique pair ID;
this ID is kept in the pairIDs collection. If an attack is detected, the pair is removed from the
list of paired vehicles, and the pair IDs are updated accordingly. This procedure ensures
that only legitimate and secure vehicle pairings remain within the network.
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Algorithm 2 Vehicle pairing and data validation

1: Initialize an empty list called pairedVs to store the paired vehicles.
2: Initialize an empty dictionary called pairIDs to store the pair ID for each vehicle.
3: for each Vi in the network do
4: Set a flag variable isPaired to False for Vi.
5: for each Vj in the network do
6: if Vi and Vj are communicating (V2V) and Vi ̸= Vj then
7: if Vi and Vj are available for pairing and pairIDs[Vi] ̸= pairIDs[Vj] then
8: Set the flag variable isPaired to True for Vi and Vj.
9: Add Vi and Vj to the pairedVs list.

10: Assign a unique pair ID pairID to the pair (Vi, Vj).
11: Associate the pair ID with Vi and Vj in the pairIDs dictionary.
12: end if
13: end if
14: end for
15: for each pairedV in the pairedVs list do
16: Validate the data of the second vehicles based on the input of the first vehicle in

the pair using a validation function.
17: if the data are valid then
18: continue to the next pair
19: else
20: Attack is Detected. Remove the pair (Vi, Vj) from the pairedVs list.
21: Update the pairIDs dictionary accordingly.
22: end if
23: end for
24: end for

3.2.3. Memory Considerations

In contrast to earlier methods like witness-based approaches [50,51], where each
electronic component needed extra buffer storage as a witness, our new approach follows
a different direction. In those previous methods, the confidential data from the source
component had to be stored in buffer memory to verify its authenticity, leading to higher
memory usage. Unlike previous approaches that burdened ECUs with storing confidential
data for verification, our solution adopts a different strategy. Rather than relying on ECUs
to store such data, our method utilizes a centralized module. This module utilizes machine
learning techniques to authenticate event data collected from paired ECUs. Centralizing
the verification process eliminates the necessity for ECUs to retain extra buffer storage
for the private information of their counterparts. By removing the need for ECUs to store
sensitive data, our approach notably reduces memory usage. Furthermore, this decrease in
memory load does not compromise the ability to effectively detect security breaches. Our
approach successfully detects security breaches without adding any additional strain on
the memory or network resources of the ECUs.

4. Experimentation and Results

In this section, we detail the essential electronic components required for the exper-
iment and describe the procedures for organizing and preparing the dataset. Following
this, we present the results obtained from applying the SVM and TinyML algorithms to
our data.
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Figure 5. Abstract depiction of proposed vehicle pairing model.

4.1. Testing Environment Setup

When developing applications for edge devices like ECUs, many of the techniques and
structures used in traditional machine learning approaches are still relevant. The key dis-
tinction lies in the optimization required for these models to function efficiently on smaller,
resource-constrained devices. This is where TinyML comes into play, enabling machine
learning models to perform tasks directly on edge devices with limited computational
power and memory.

We have utilized TensorFlow Lite for Microcontrollers, a widely adopted framework
tailored for deep learning on edge devices. TensorFlow Lite for Microcontrollers is specifi-
cally designed to implement machine learning models on embedded systems with severely
limited resources, typically only a few kilobytes of RAM. This makes it an ideal choice for
ECUs in automotive applications, where the available memory and computational capacity
are constrained.

We selected Python as the primary language for developing our deep learning models,
due to its extensive libraries and ease of use. However, when it comes to deploying these
models on edge devices, TensorFlow Lite offers significant advantages. It is efficient, does
not require an internet connection for model creation and deployment, and supports C/C++
for performance-critical applications.

To embark on a TinyML project using TensorFlow Lite, a compatible microcontroller
board is essential. Below, we outline the primary steps involved in creating a TinyML
project [52]:

• Utilize cloud computing resources to train the model, leveraging their high-performance
capabilities for efficient and scalable machine learning training.

• Optimize the model for a lightweight environment by transitioning from TensorFlow
to TensorFlow Lite, ensuring it is suitable for deployment on edge devices.
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• Deploy the model on a specific microcontroller, such as using the Arduino library, to
run the inference efficiently on resource-constrained hardware.

Additionally, we conducted the SVM experiments independently on a different ma-
chine, using the scikit-learn library to ensure robustness and reliability of the results.

Hardware Configuration

We utilized the Arduino Nano 33 BLE Sense, a microcontroller supported by the
library. This microcontroller features a 32-bit ARM Cortex-M4F processor with 256 KB of
RAM and 1 MB of program memory, running at 64 MHz. Its capabilities are sufficient to
operate TinyML models effectively. The Arduino Nano 33 BLE Sense is equipped with
a comprehensive suite of sensors, including those for color, motion, brightness, gesture,
vibration, orientation, proximity, humidity, temperature, and pressure. Additionally, it
includes a Bluetooth low-energy module and a digital microphone, making it highly
versatile for various applications.

For our experiment, we connected three Arduino Nano 33 BLE Sense boards using
the Universal Asynchronous Receiver-Transmitter (UART) wired communication proto-
col. Two of these boards function as ECUs, responsible for collecting and transmitting
sensory data, while the third board serves as the vehicle’s central module. The UART
communication protocol facilitates seamless data transmission and sharing between the
ECUs and the central module, ensuring efficient and reliable communication within the
system. Given that the pairing approach fundamentally operates similarly in both ECU
pairing and vehicle pairing scenarios, our experimentation focuses exclusively on the ECU
pairing model.

4.2. Experiments and Results

This section covers the organization and preprocessing of the dataset, followed by
the presentation of the experimental results obtained from applying SVM and TinyML
techniques.

4.2.1. Dataset Organization and Preprocessing

Our dataset consists of eight attributes, with seven serving as input features from
the two ECUs (non-target) and one acting as the label. The non-target features include
ECU Serial Number, ECU Type, Sensor Type, Sensor Serial Number, Sensor Connectivity
(wired or wireless), Sensor Data Timestamp, and Sensor Measurement/Output (motion
detection). The label feature categorizes each record as either benign or malicious. Each
dataset record corresponds to an individual observation. We have a total of 1000 records
in our dataset with an equal distribution of benign and malicious that is 50/50 split. The
dataset preparation follows the steps below.

Data Collection’s Experimental Setup

Our experimental setup involved using two Arduino Nano 33 BLE Sense devices
as ECUs for motion detection. We devised a systematic approach to detect motion and
associate it with object detection. After continuously reading values from the Arduino
ECU boards function as ECUs within a loop, we compared the values in the feature labeled
“Sensor Measurement/Output (motion detection)” values of paired sensors at the same
time stamp that is stored in the feature labeled “Sensor Data Timestamp”. These values are
compared at the third board, which serves as the vehicle’s central module. If the values are
identical, we classify this record as benign; otherwise, it is classified as a malicious record.
Each data entry was then stored in a text file. We carefully considered the error margin
inherent in sensor measurements and accounted for it during the comparison process to
ensure accuracy. By adjusting the acceptable range of deviation, we mitigated the impact
of minor discrepancies due to sensor noise or timing differences, thereby enhancing the
reliability of our classification. Finally, we made an adjustment to the delay time using the
delay() function in order to meet the required response time of the system.
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Preprocessing

We deleted null and negative values from our produced dataset during the preparation
stage. We also scaled the data using Min-Max normalization between 0 and 1. The formula
applied for this normalizing is displayed here:

Xnew =
X − Xmin

Xmax − Xmin

We employ the above formula in the Min-Max normalizing process to standardize the
values. X here is the original value; Xmin and Xmax correspondingly show the minimum
and maximum values of the dataset. Denoted by Xnew, the output is the normalized value.
Dataset entries including null values were either deleted or controlled using mean, median,
or mode imputation. Appropriate transformations were performed to manage negative
values in the dataset, such as turning them into absolute numbers or changing them by
adding the absolute minimum value, guaranteeing all values were non-negative.

4.2.2. Experimental Results

Using two alternative assessment approaches, we split the data into training and
testing sets and perform 10-fold cross-validation. This part concentrates on the SVM and
TinyML algorithm findings.

Support Vector Machine Results

Extensive research has been performed on SVM, a machine learning model well
respected for handling both regression and classification tasks [53]. In this work, we
compared the performance of SVM with the TinyML method using data classification.
Rooted in statistical learning theory, SVM is preferred for its ability to avoid local optima
and distinguishes itself from other classification algorithms. SVM operates by determining
ideal hyperplanes to define different data classes. It achieves this with kernel functions,
therefore allowing SVM to operate efficiently even in cases where linear separation of data
are not possible. Specifically, the Radial Basis Function (RBF) kernel is adept at managing
nonlinear scenarios.

The dimensions of the SVM plot are determined by the number of features in our
dataset, where each data record is depicted as a point in a multi-dimensional space. SVM’s
objective is to identify a hyperplane, or a set of hyperplanes, that effectively separate the
classes within this space. Importantly, SVM strives to maximize margins, which denote
the distance between the classifier and the nearest training data points. Table 1 presents
the results of the SVM learning model, showing how effective it was using two different
evaluation methods; that is, train/test split and 10-fold cross-validation. In the train/test
split section, the SVM model achieved an accuracy of 96.1%, indicating the percentage
of correctly classified instances. Further information about the model’s performance is
provided by the precision and recall measures, which are 94.2% and 94.7%, respectively.
While precision is the proportion of true positive predictions among all positive predictions,
recall, on the other hand, is the proportion of real positives that are detected by the
model properly.

Table 1. SVM and TinyML learning results using train/test split and 10 Fold cross-validation.

Model Validation Technique Performance Metrics SVM TinyML

Train/Test Split
Accuracy 96.10% 93.40%
Precision 94.20% 94.10%

Recall 95.70% 95.40%

10 Fold Cross-Validation
Accuracy 97.20% 96.60%
Precision 95.30% 95.20%

Recall 96.90% 96.30%
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When the SVM model was applied to a 10-fold cross-validation, its accuracy increased
to 97.2%, showing strong generalization across various subsets of the dataset. The results
of the SVM model are summarized in Table 1; the precision and recall are 95.3% and 96.9%,
respectively. During 10-fold cross-validation, the SVM model achieved an accuracy of
97.2%, demonstrating robust performance across different subsets of the dataset. The
detailed results are shown in Table 1, with precision at 95.3% and recall at 96.9%.

We conducted an analysis using a Shallow Neural Network (SNN), where we pro-
gressively added layers to improve its capabilities. Our evaluation criteria encompassed
accuracy, precision, and recall. The outcomes of the SNN assessment are presented in
Table 1. The model attained an accuracy of 93.4%, indicating how accurately the SNN
predicted and classified instances. The results of the SNN analysis are shown in Table 1.
Our model achieved an accuracy of 93.4%, showing the overall correctness of the SNN’s
predictions, or the percentage of correctly classified instances among the total. The precision
rate results in 94.1%, indicating the accuracy of positive predictions, or the percentage of
true positive instances among all instances predicted as positive by the SNN. Likewise, the
recall rate, also called sensitivity or true positive rate, is 95.4%, showing the SNN’s ability
to correctly identify all relevant instances.

When employing a 10-fold cross-validation approach, the overall correctness of pre-
dictions yielded an accuracy rate of 96.6%. For positive predictions, the precision reached
95.2%, with a recall rate of 96.3%. A comparison between SVM and TinyML results is
presented in Figure 6.

Figure 6. SVM and SNN learning results comparison.

4.3. Foiling Dual Attacks on Paired Devices

The robust security measures implemented significantly raise the bar for attackers
attempting to target both devices within a pair. This heightened security is primarily
attributed to the secure storage of vital pairing information, such as the unique pair ID
assigned to ECUs (for ECU pairing) or vehicles (for vehicle pairing). This crucial data
are securely stored within the processing unit where the TinyML algorithm operates.
Consequently, malicious actors face formidable challenges in attempting to uncover the
elusive pair ID and orchestrating coordinated attacks on both ECUs and vehicles. The
results of our study validate the hypothesis that the dual-layer pairing approach enhances
the security of ECUs in CAVs. Key findings include:

Accuracy: the integrated SVM and TinyML techniques achieved a remarkable accuracy
rate of 97.2% in data validation.
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Scalability: The proposed method did not impose any additional memory or network
burden on the ECUs. Instead, it facilitated seamless data cross-validation by the central
ECUs or RSUs.

These results substantiate our hypothesis, highlighting the effectiveness of the dual-
layer pairing methodology in strengthening the security posture of CAVs against potential
cyberattacks.

Heterogeneous ECU Pairing

In ECU pairing, the types of pairing can be broadly categorized as homogeneous and
heterogeneous. Homogeneous pairing involves pairing electronic components or sensors
of the same type. For example, a vehicle may feature multiple sensors of the same kind,
such as various cameras (front-facing, side-view, rear-view) or LIDAR and radar sensors,
aimed at collecting environmental data. Similarly, external sensors in ITS serve various
functions like vehicle detection, monitoring road surface conditions, or assessing weather
conditions.

Conversely, heterogeneous pairing involves pairing electronic components of different
types that share the same information. For instance, within a vehicle, the navigation
system, ADAS, and telematics components all rely on GPS for location data. Similarly,
components like the tire pressure monitoring system, electronic stability control, and
anti-lock brake systems utilize wheel speed sensors. Outside the vehicle, sensors serve
multiple components such as supplying data to access control, toll collection, or parking
management systems, as well as sharing weather and air quality information with traffic
management systems, variable message signs, and road condition monitoring systems.

In our research, we focused on the heterogeneous pairing of ECUs due to limitations
in vehicle architecture that may not accommodate multiple ECUs or sensors for a single
task. However, in future studies, homogeneous pairing could be explored to address time
constraints and congestion issues in transportation systems more effectively.

5. Conclusions

This study presents a novel pairing approach aimed at enhancing the security of CAVs.
Emphasizing especially ECU vulnerabilities, the proposed method offers two innovative
techniques to address different security challenges inside CAVs: ECU pairing and vehicle
pairing. Using machine learning technologies such as SVM and TinyML for data validation,
the solution raises CAVs’ ability to identify and prevent probable security breaches. Our
results confirm that adding SVM and TinyML methods to a dual-layer pairing scheme
greatly improves ECU security inside CAVs. The high accuracy rate of 97.2% in data
validation demonstrates the usefulness of this method in real-life situations. Moreover,
the scalability of the system supports our hypothesis, since it allows the ECUs to run
free from additional memory or network burden. These results not only help to reduce
vulnerabilities connected to different security attacks, but also offer a customized solution
relevant to the future ITS. Furthermore, the adaptability of the pairing methodology goes
beyond enhancing security, offering exciting prospects to enhance the effectiveness and
dependability of ITS. Future research endeavors might investigate broader uses of this
method, potentially tackling non-security issues within transportation systems and pushing
forward the domain of intelligent transportation. Ultimately, the proposed pairing approach
signifies a substantial leap forward in fortifying the security and robustness of CAVs against
evolving cyber threats.
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