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Abstract: In the process of completing large-scale and fine-grained sensing tasks for the new genera-
tion of crowd-sensing systems, the role of analysis, reasoning, and decision making based on artificial
intelligence has become indispensable. Mobile crowd sensing, which is an open system reliant on the
broad participation of mobile intelligent terminal devices in data sensing and computation, poses a
significant risk of user privacy data leakage. To mitigate the data security threats that arise from mali-
cious users in federated learning and the constraints of end devices in crowd-sensing applications,
which are unsuitable for high computational overheads associated with traditional cryptographic
security mechanisms, we propose FedCrow, which is a federated-learning-based approach for pro-
tecting crowd-sensing data that integrates federated learning with crowd sensing. FedCrow enables
the training of artificial intelligence models on multiple user devices without the need to upload
user data to a central server, thus mitigating the risk of crowd-sensing user data leakage. To address
security vulnerabilities in the model data during the interaction process in federated learning, the
system employs encryption methods suitable for crowd-sensing applications to ensure secure data
transmission during the training process, thereby establishing a secure federated-learning framework
for protecting crowd-sensing data. To combat potential malicious users in federated learning, a legiti-
mate user identification method based on the user contribution level was designed using the gradient
similarity principle. By filtering out malicious users, the system reduces the threat of attacks, thereby
enhancing the system accuracy and security. Through various attack experiments, the system’s ability
to defend against malicious user attacks was validated. The experimental results demonstrate the
method’s effectiveness in countering common attacks in federated learning. Additionally, through
comparative experiments, suitable encryption methods based on the size of the data in crowd-sensing
applications were identified to effectively protect the data security during transmission.

Keywords: crowd sensing; federated learning; contribution level; gradient similarity

1. Introduction

In the process of completing large-scale, fine-grained sensing tasks, the multidimen-
sional and massive amounts of sensing data collected by the new generation of crowd-
sensing systems can support intelligent applications, such as smart community services;
environmental monitoring; intelligent transportation; and navigation through effective
processing, monitoring, analysis, inference, and decision making using artificial intelli-
gence [1-3]. Mobile crowd sensing is an open system based on smart mobile devices, where
numerous mobile terminal devices collaborate to collect and preprocess a large amount
of information. These data are then uploaded to backend servers for further processing
through various connectivity methods, such as 3G/4G/5G cellular networks, Wi-Fi, and
Bluetooth [4]. Typically, these data contain sensitive information about end users, such as
their personal identity, bank account details, and service access records. The wireless com-
munication, collaborative information processing, and centralized storage of user data in
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backend servers in this open environment make mobile crowd-sensing systems vulnerable
to attacks [5,6], presenting challenges related to user data security and privacy.

Federated learning (FL) [7] is a distributed machine learning technique that involves
training a shared artificial intelligence model collaboratively across multiple devices. Dur-
ing this process, training data (or private data) remain stored locally on the devices, with lo-
cal models being uploaded to a server for the aggregation of all models [8,9]. In federated
learning, training data are kept locally, and the central server receives gradient information
to update the global model. Data collection, storage, and server training are separated,
thereby ensuring the security of private data. Introducing federated learning into crowd-
sensing applications becomes particularly crucial in addressing privacy concerns that arise
from user data uploads [10,11].

Applying FL to crowd-sensing systems can enhance the data security, but it also
introduces the risk of malicious users launching model extraction attacks and model
reverse engineering attacks, leading to privacy breaches [12]. This paper proposes a
method for securing user data in crowd-sensing applications based on federated learning
named FedCrow. First, we constructed an FL framework tailored for crowd-sensing
applications. Next, an appropriate encryption method was selected based on the crowd-
sensing application scenario to ensure data security during transmission, where the goal
was to build a secure federated-learning framework. Subsequently, malicious users were
identified and filtered out using a user contribution level to minimize potential harm they
may cause. Finally, through experiments, the security of the federated-learning framework
based on credibility scores for legitimate user authentication was validated in terms of
aspects such as resisting data poisoning, model attacks, inference attacks, and differential
privacy attacks. The security of the transmitted model data was also validated through
experiments by selecting suitable encryption methods based on the size of the data during
the reference model training.

The main contributions of this work are summarized as follows:

* We propose a federated-learning-based framework for protecting user data in crowd-
sensing applications called FedCrow. It utilizes federated learning to locally store
sensing data on terminal devices, exchanges only gradient parameters between termi-
nals and servers, and trains models among multiple terminal users in crowd-sensing
applications. Additionally, it employs encryption methods suitable for crowd-sensing
applications to ensure secure data transmission during the training process, thus
constructing a secure federated-learning framework tailored for crowd-sensing applica-
tions. We designed a legitimate user identification method based on user contribution
using the gradient similarity principle, filtering out malicious users to reduce the threat
of attacks on the system.

¢  We implemented FedCrow on the deployed prototype system. Extensive experimental
results demonstrate that the proposed method achieved high security and performance.

The rest of this paper is organized as follows: Section 2 briefly reviews the related
works, followed by the main steps of the FedCrow design and implementation in Section 3.
In Section 4, we evaluate the performance of the federated-learning-based user data protection
system for crowd sensing, and finally, we conclude our paper in Section 5.

2. Related Work
2.1. Crowd-Sensing Data Security

DAEQ-FL [13] proposed an efficient encryption-based data security protocol that does
not require third-party assistance to generate keys. It employs model parameter quanti-
zation processing and approximate aggregation combined with threshold-secret-sharing
technology to reduce communication costs and computational complexity. EPTD [14]
presented an efficient privacy protection method that shields vehicle crowd-sensing sys-
tems with double masking and allows for offline uploads while maintaining privacy and
accuracy. ESPPTD [15] introduced an improved slice-based privacy protection method
that ensures data privacy while simplifying the computation and communication load.
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However, relying solely on encryption methods to protect data security may increase the
system burden and pose security risks. A privacy protection scheme for crowd-sensing
security that utilizes ciphertext policy attribute-based encryption and access update policies
(CP-ABE-UP) was proposed, as well as ID-based signatures for identity authentication and
privacy protection [16].

In response to the impact of malicious users in crowd sensing, some researchers
proposed providing services based on the screening of user identity information. A pri-
vacy protection scheme utilizing the K-anonymity mechanism was proposed [17]. Ra-
haman et al. [18] presented a revocable method for protecting user identity information
using group signatures. A non-linkable but accountable identity authentication scheme
using pseudonymous signatures was constructed [19]. Reference [20] developed a stronger
privacy protection method using efficient protocol signatures. PACE [21] proposed a
privacy protection incentive method based on data quality, while reference [22] intro-
duced a personalized privacy protection incentive mechanism based on contracts. Al-
though these studies incorporated mechanisms for screening malicious users, the incurred
costs were substantial.

In the field of Internet of things (IoT) data privacy and security, a number of studies
focused on granular disclosure control techniques that provide fine-grained control over
data sharing in different contexts. A. Soltani Panah et al. [23] proposed a framework that
enables users to specify how and when their data can be shared with different parties
based on the specific context or situation, which enhances the privacy and security of IoT
devices and applications. The method was shown to be effective in various contexts, and it
provides valuable insights into the development of more secure and privacy-preserving
IoT systems.

In existing mobile crowd-sensing applications, data security and user privacy pro-
tection methods based on cryptographic techniques generally suffer from high computa-
tional complexity and significant system overhead, making them less suitable for resource-
constrained mobile terminal devices. Furthermore, the existing methods based on user
identity and data filtering also exhibit high computational complexity and do not ade-
quately consider the correlation between users’ legitimate identities and data characteristics.

2.2. Federated-Learning Data Security

Although federated learning allows for data to be kept locally, there are still risks to
data security. PrivLogit [24] proposed an algorithm that processes the horizontal distribu-
tion of data from different participants through logistic regression, integrates encrypted
matrices and shared gradients, solves for optimal regression coefficients using Newton'’s
iterative method, and improves the efficiency while addressing user privacy security.
Reference [25] introduced a vertical federated-learning algorithm suitable for vertically
distributed datasets. The algorithm aligns samples and calculates results by generating
CLK identifiers, requires both parties to create random masks, and leverages a third-party
entity to ensure training accuracy, reducing the encryption computational costs while
protecting privacy information. Wu et al. [26] presented a federated-learning solution
that combines adaptive gradient descent and differential privacy mechanisms, introduces
differential privacy mechanisms to resist inference attacks, and provides more effective
and quantifiable privacy protection for federated learning. A federated-learning-based IoT
secure data-sharing mechanism FL2S [27] was proposed that employs a hierarchical asyn-
chronous federated-learning framework. Utilizing deep reinforcement learning technology
to select participants, reliable data sharing that protected the privacy of the source data
was achieved. PFLM [28] introduced membership proof in federated learning, utilizing an
encrypted accumulator to generate proof and publishing it on the blockchain. The PFLM
joint-learning scheme was proposed, releasing the threshold assumption and designing a
result verification algorithm based on the ElGamal encryption variant.

N. M. Hijazi et al. [29] focused on achieving secure federated learning in IoT commu-
nications. They proposed a solution based on fully homomorphic encryption to ensure the
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privacy and security of data during model training on edge devices. By leveraging fully
homomorphic encryption technology, the solution enables computations on encrypted
data, thereby avoiding the leakage of sensitive information. This research enhanced the
efficiency and security of federated learning while protecting user privacy.

Existing data security protection methods in federated learning based on differential
privacy [30-32] and homomorphic encryption [33,34] mainly focus on safeguarding data
security during transmission. However, they lack effective identification and screening of
malicious users and their data before the encrypted transmission, making them insufficient
to resist man-in-the-middle attacks. Moreover, these methods incur a significant system
overhead. Additionally, existing approaches lack flexibility in selecting suitable encryption
methods according to specific application scenarios.

3. FedCrow Design

In order to effectively protect the data security in crowd-sensing applications, based
on the scenarios and characteristics of crowd sensing, this study designed a federated-
learning-based data security system for crowd sensing. By introducing federated-learning
models into the crowd-sensing system, it ensures that user data are only stored locally to
mitigate the risk of data leakage. For this purpose, a federated-learning framework suitable
for crowd sensing was designed using the TensorFlow framework based on the principles
of federated learning.

Taking into account the unnecessary data leakage that can occur during data inter-
actions in federated-learning systems, we aimed to construct a secure federated-learning
framework for safeguarding data in crowd-sensing applications. To achieve this, we uti-
lized appropriate data encryption methods to encrypt the data transmission process by
considering the data volume typically encountered in crowd-sensing application scenarios.

Furthermore, the greatest threat in federated-learning systems stems from internal ma-
licious users participating in the training process. Each user in federated learning possesses
a dataset, allowing internal malicious actors to easily manipulate datasets, the training
process, and the model, consequently compromising the model performance. To mitigate
the risk of internal attacks, it is imperative to rigorously scrutinize users participating in the
training to ensure their legitimacy. This paper proposes a legitimate user-screening method
based on client-side contributions to the global model. It evaluates the contribution level of
user models to the server’s global model by computing the gradient similarity between
different models, thereby identifying trustworthy users.

3.1. Problem Analysis

While federated learning helps to ensure user privacy and data security, there are still
potential security risks that could compromise the model and data integrity. Reference [35]
delved into these risks and proposed effective preventive measures. Within the threat
model of federated learning, insider attacks are the most common challenge, with Byzantine
attacks and witch attacks being the most effective methods [36]. Potential adversaries in
the system can be classified into two types based on their level of proactiveness: semi-
honest and malicious. Once semi-honest adversaries turn malicious, they can skillfully
manipulate, replay, or delete information to disrupt federated-learning protocols, and even
launch destructive attacks.

Federated learning consists of two stages: training and inference. During the training
stage, attackers can potentially target the model through data poisoning or model poisoning.
In the inference stage, attackers may interfere with the model, resulting in inaccurate
outputs or the collection of false information.

Data-poisoning attacks can be categorized into clean label and dirty label: clean label
assumes that attackers will not modify the labels of the training data; dirty label, on the
other hand, allows for the introduction of data samples that do not match the expected
labels. These two approaches can be employed in local data collection and partial model
training. Dirty-label attacks are diverse, covering techniques such as label flipping and
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backdooring, which can affect both local and global models, all of which can be utilized to
achieve attack objectives.

During the model-training process, the involvement of malicious end users in fed-
erated learning can severely impact the integrity of the global model. They may employ
tactics such as data contamination or model poisoning to undermine the reliability of
the global model in federated learning. To counter such attacks, it is effective to screen
participating client devices, selecting those with high reliability while excluding malicious
ones. Typically, the number of malicious users in a system is relatively small, and thus,
their contribution to the server’s global model is either minimal or negative. Utilizing
this principle, our framework calculates the gradient similarity between the user models
that participate in the training and the server’s global model. Users with a low gradient
similarity are deemed unreliable, which enables effective screening of the legitimate users,
and thereby reducing the harm caused by malicious users.

3.2. Secure Federated-Learning Framework Construction

The construction of the federated-learning framework was designed using Tensor-
Flow, which included the construction of artificial intelligence models, model fusion, data
synchronization, data transmission, and multi-threaded network communication. In feder-
ated learning, the artificial intelligence model can be replaced according to requirements,
and model fusion is achieved using a weighted average method. Federated-learning
model training is a cyclical process, and thus, model fusion needs to ensure that the data
fused each time are from the same batch of clients; otherwise, it may cause missing client
models and inaccuracies in the overall model. Data synchronization and transmission
use a multi-threaded network communication mode. Model fusion utilizes the method
of merging all the participating client-side models using the mean value of the crowd’s
intelligence perception.

During model fusion, it is necessary to identify which client the model belongs to
and merge them based on the weights assigned to different client IDs. Before transmitting
the models, all clients establish a connection with the server and send their respective ID
numbers to ensure the effective filtering of legitimate clients. Model fusion is then achieved
by taking the mean of the models from different clients, considering their respective weights.
Data synchronization is determined based on the number of iterations of the client models.
(During the first iteration, it is necessary to verify whether all client models have completed
one iteration. During the second iteration, the check should ensure that all client models
have completed two iterations, and so on).

The data transmission between the server and clients in federated learning is imple-
mented using socket technology and the TCP/IP protocol. In federated learning, the server
needs to collaborate with multiple clients. However, standard sockets can only support
one-to-one communication, and cannot handle concurrent connections. To address this
limitation, the SocketServer technology internally incorporates multi-threading and multi-
processing techniques, enabling the server to simultaneously handle multiple client socket
requests. Therefore, the server utilizes SocketServer to facilitate network transmission.
Once the SocketServer is running, it continuously waits for client connections until the
participating users connect to the server to receive tasks and models. Each client then
performs local training using the tasks and initial models received from the server. Finally,
all clients send their trained results back to the server.

The data exchange process in federated-learning systems may lead to unnecessary
data leakage. To address this issue, encryption technology can be utilized to perform
computations on encrypted data during the model-training process. This approach helps
to construct a secure federated-learning framework for protecting the security of crowd-
sourced data. By studying the data encryption methods used in federated learning and
analyzing the principles and characteristics of additive homomorphic encryption algo-
rithms, multiplicative homomorphic encryption algorithms, and differential privacy, we
can choose suitable methods to protect data security based on the application scenarios of
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crowd sensing. When dealing with large amounts of data, differential privacy methods
should be preferred to ensure data security. When dealing with small amounts of data,
homomorphic encryption methods can be considered.

3.3. The Contribution-Level-Based Legitimate User Selection Approach

Regardless of the method employed, data security threats stem from malicious users
who attempt to disrupt the system’s model accuracy by engaging in abnormal training
or uploading incorrect data. Furthermore, they may exploit vulnerabilities to steal other
users’ data through gradient analysis, posing serious security risks. Typically, the number
of malicious users is small, and their contribution to the overall model on the server is
minimal or negative. Leveraging this principle, the similarity between the gradients of the
models contributed by participating users and the total model on the server is computed.
A low similarity indicates unreliability, thereby effectively filtering out legitimate users and
reducing the attack threats posed by malicious users.

The approach proposed in this paper measures the contribution level of different
clients to the aggregated model based on gradients. It uses cosine similarity to calculate the
similarity between the client model and the aggregated model, and uses this similarity to
quantify the client’s contribution level.

In gradient-based learning, high-quality client gradients typically exhibit a high simi-
larity to the total model gradient, indicating minimal model loss. Conversely, low-quality
client gradients demonstrate lower similarity to the total model gradient, suggesting greater
model loss.

In order to locate the minimum point of the loss function, first-order optimization can
be achieved using the gradient descent method. This method involves searching in the
opposite direction until reaching a local minimum, enabling the identification of the lowest
point and the values of model parameters. Through iterative processes of gradient ascent
and gradient descent, local optimal solutions can be effectively discovered to assess the
similarity of models or data. The gradient describes the direction of the derivative of the
function at a specific location, which reflects the speed and rate of change of the function.
In [37], the gradient value was leveraged as structural information in images, leading to
the proposal of two structural similarity algorithms: gradient structural similarity (GSSIM)
and gradient structural dissimilarity (GSSD), both of which have demonstrated significant
achievements in evaluating images with certain types of distortions.

The neural network structure is illustrated in Figure 1. To solve for the minimum loss
function, the gradient descent method is employed to compute and update the weight
matrix W. The weight matrix is a parameter matrix obtained through continuous updates.
By calculating the similarity of the weight matrix, inferences can be made about the simi-
larity of gradients. Directly utilizing the weight parameters can reduce the computational
energy required for recalculating gradients, thereby lowering the system burden.

f=X*W+b

Figure 1. Neural network architecture.

This study investigated the contribution of different clients to the overall model after
model aggregation from the perspective of gradients. The cosine similarity was utilized
to compute the similarity between client models and the overall model, and the similarity
was used to calculate the reputation scores of clients. The calculation of the loss function
for a simple linear regression model is represented by Formula (1). L(w,b) is the loss
function, which measures the discrepancy between the model’s predicted values and the
actual values. % YN | represents the average across all samples, where N is the number of
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samples. y; represents the true label of the ith sample. f(w,; + b) is the model’s prediction
for the ith sample, where w is the weight of the feature and b is the bias. (y; — f(wy; + b))?
represents the square of the difference between the actual value y; and the model’s predicted
value f(wy; + b). This is commonly known as the mean squared error (MSE) loss function.

1
N :

1

(vi — f(wyi +b))? (1)

™=z

L(w,b) =

Il
A

The gradient is a vector whose components are the partial derivatives of the function
in each variable direction. For a two-dimensional vector function u(x, y), its gradient is
denoted by V u, which is expressed as Formula (2). § is a vector field represented as the
sum of its components: the component in the x-direction is g—z i, and the component in the
y-direction is ‘3—]’/‘ J- % and g—;‘ are, respectively, the partial derivatives of the scalar function
u with respect to the variables x and y. j and j are the unit vectors in the two-dimensional
Cartesian coordinate system that point in the directions of x and y, respectively. This
gradient vector represents the rate and direction of change of the function u(x, y) in the
two-dimensional plane.

§=—i+t=] (2)

Assuming a learning rate of  (typically a value like 0.001, 0.0001, 0.00001, or 0.000001),
updating the gradient once yields

x1 = x0 —1-g(xo)

This formula is the update rule in the gradient descent algorithm. It means moving
the current parameters xj along the opposite direction of the gradient (i.e., the negative
direction of the gradient) by a distance r. The purpose of doing this is to gradually decrease
the objective function in the parameter space in order to find a local minimum or global
minimum. X is the current parameter value, g(xp) is the gradient of the objective function
at xq, and r is the learning rate (or step size) that controls the magnitude of each update.

Suppose the gradient of the loss function L at wy is g(wp) = aaTEO' After updating,
the weight becomes w; = wy — 1 - g(wp), where w,, = wy —1- Zf;ol g(w;). The values
of w, and the sum of the gradients from 0 to n — 1 are determined. When the gradient
stabilizes, it indicates that the loss function is approaching the optimal value. The closer it
gets to the optimal value, the lower the loss function becomes. From the above, it can be
inferred that the gradient increases with the increase in the loss function. As the parameter
w gets updated, the loss function decreases, leading to a further reduction in the gradient
until the loss function reaches its lowest point and the gradient descends to 0. At this point,
the optimal solution can be achieved.

Based on the above inference, to achieve the minimum loss function in a neural
network, it is necessary to calculate the gradient of the loss function with respect to the
weights W using gradient descent, update the weights W accordingly, and then derive the
weight matrix. Consequently, the weight matrix is obtained through the iterative updates
during the gradient descent process. Therefore, computing the similarity of the gradients
is equivalent to computing the similarity of the weight matrices. The calculation of the
parameter matrices can utilize the cosine similarity Formula (3).

A-B Y, Ai xB;
AllllBl
IATIBIL o (402 x /o (B2
The formula for cosine similarity is used to measure the similarity between two vectors.
This formula calculates the cosine of the angle between vectors A and B, representing their

similarity. A cosine similarity close to 1 indicates a high similarity between the two vectors,
while a value close to —1 indicates they are dissimilar. A cosine similarity near 0 means

cosf =

)
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there is no correlation between the vectors. 8 is the angle between the two vectors; A - B is
the dot product of vectors A and B; || A|| and || B|| are the norms (or lengths) of vectors A
and B, respectively; and A; and B; are the ith elements of vectors A and B, respectively.

The client contribution level is used to identify and eliminate potential malicious
users, as their contributions are typically low. By comparing the similarity of each client
to the total model, participants who contribute less or negatively to the overall model
are identified as unreliable or malicious users and are removed. In each round of model
updating, participants whose similarity to the total model falls below a certain threshold
are excluded from subsequent rounds. Removed participants will no longer participate
in the model training, thus reducing the threat of attacks from malicious users during the
model training process.

3.4. System Design

The model training process for identifying legitimate users based on the user contribu-
tion level is illustrated in Figure 2.

| Start \/,
The server sends tasks and the initial model
to the client

|

The client sends model parameters to the
server

l

The server aggregates the model parameters

.

The aggregated model

:

Calculate the similarity of all clients' models
to the global model; assess their
contribution level
T

o

i - oy Yes
Rem?\{e this No — Trust}.rurorthy T Ubdate _
participant Nntnbutﬁ/

ks, 2
'

-~

_—Ts the model™—_ No

Yes
(" End )
N

Figure 2. The model-training process for identifying legitimate users.

The specific implementation steps are as follows:

(1) The server sends tasks and the initial model to the clients.

(2) The clients send model parameters to the server.

(3) After receiving the parameters sent by all clients, the server performs a fusion
based on the mean of the user models (with each client having equal weight after excluding
the malicious clients).

(4) After obtaining the server’s global model, the similarity of all clients to the global
model is calculated using the cosine similarity algorithm, and this is used as the contribution
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of each client (clients with a high contribution are considered reliable users, while those
with a low contribution are considered unreliable users), and the unreliable participants
with a low contribution are removed.

(5) The server sends the aggregated model to all clients for further training.

(6) Steps (2) to (5) are repeated until the server model converges.

3.5. Analysis and Selection of Encryption Algorithm in Federated Learning

Based on the analysis of commonly used encryption methods in federated learning,
suitable encryption algorithms for crowd-sensing applications were selected to enhance the
data security during information exchange. By analyzing the encryption effectiveness and
computational overhead, encryption algorithms were flexibly chosen based on the data vol-
ume in crowd-sensing applications. Generally, federated learning employs homomorphic
encryption and a differential privacy encryption algorithm. The following section mainly
introduces these two encryption methods.

Homomorphic encryption algorithms are widely used in federated learning. Ac-
cording to the characteristics of homomorphic encryption, it is most effective to use this
algorithm when dealing with small data volumes. It not only effectively enhances the data
security but also does not compromise the data availability. However, when dealing with ex-
ceptionally large data volumes, using homomorphic encryption significantly increases the
computational overhead, leading to longer processing times. Currently, federated-learning
applications for crowd sensing are mainly focused on large-scale industrial scenarios,
where most clients are mobile smart devices with limited resources. Therefore, in federated-
learning-based crowd-sensing systems, using homomorphic encryption is not suitable
when dealing with large data volumes.

Differential privacy adds noise to data to mitigate the risk of data leakage. However,
adding noise inevitably reduces the data availability, which is an unavoidable factor of
differential privacy. In cases of small data volumes, adding noise can significantly impact
the data availability, leading to a substantial decrease in the model accuracy.

When the data volume in a crowd-sensing system is large, adding noise not only
reduces the security risks associated with data leakage but also, due to the larger data
volume, the impact of the added noise on the overall data is relatively minor. Tables 1 and 2
present the encryption results for matrices of sizes 4 x 8 and 4 x 8 x 30, respectively.
According to these tables, it can be observed that when the data volume was large, both
the addition and multiplication homomorphic encryptions required significant encryption
and decryption times. Conversely, in scenarios with smaller data volumes, the differential
privacy method resulted in a substantial loss of model accuracy.

Table 1. Comparison of encryption methods for matrices of size 4 x 8.

Encryption Method Encryption/Decryption Time Model Accuracy
Additive homomorphic encryption 8.69 s 97.48%
Multiplicative homomorphic encryption 28.57 s 97.32%
Differential privacy None 69.56%

Table 2. Comparison of encryption methods for a 4 x 8 x 30 matrix.

Encryption Method Encryption/Decryption Time Model Accuracy
Additive homomorphic encryption 320.78 s 97.44%
Multiplicative homomorphic encryption 1125.82 s 97.19%
Differential privacy None 95.45%

After studying the data encryption methods used in federated learning and conduct-
ing a thorough analysis of the principles and characteristics of additive homomorphic
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encryption, multiplicative homomorphic encryption, and differential privacy, we con-
cluded, in light of the application scenarios of crowd sensing, that when dealing with large
data volumes, it is advisable to opt for the differential privacy method to safeguard the
data security. Conversely, when the data volume is relatively small, consideration should
be given to employing homomorphic encryption methods.

4. Evaluation

In this section, we discuss the validation of the security of the federated-learning
system trained for the proposed crowd-sensing application through experiments. For this
purpose, we constructed a federated-learning system and simulated a crowd-sensing en-
vironment for validation experiments. We selected open-source large-scale datasets for
actual neural network training tasks in the experiments. The experiments consisted of
three parts: system accuracy experiments; comparative experiments on data transmission
encryption in federated learning; and experiments on the system’s resistance to common
attack threats, including data poisoning, model attacks, and inference attacks. In the data
transmission security experiments, we conducted comparative experiments using additive
homomorphic encryption algorithms, multiplicative homomorphic encryption algorithms,
and differential privacy. The experimental results and analysis are provided in the afore-
mentioned section. The results of the experiments that assessed the system’s resistance to
attacks verified the attack resistance of the secure federated-learning framework based on
the user-contribution-level-based malicious-user-screening mechanisms from the perspec-
tives of the impact on model accuracy when malicious nodes were present in the user base
and when poisoning, model attacks, and inference attacks were launched.

4.1. Experimental Environment and Parameter Settings

The crowd-sensing environment: adopted a constructed crowd-sensing federated-
learning framework and simulated the distribution of crowd-sensing devices with 100 ran-
domly generated coordinate nodes. On average, each client had 200 sample data points.

Federated-learning environment: An artificial intelligence model, which was built
using Keras, consisted of four fully connected layers to form a neural network model.
The data features consisted of 30 attributes, hence the input x was of size 30. The four-layer
neural network was composed of 32, 16, 8, and 1 neurons. The data used in this experiment
were from the Credit Card Fraud Detection dataset (from Kaggle), which contains records
of credit card transactions made by European cardholders over two days in September
2013. The dataset consists of 285,299 entries, with 284,807 transactions and 492 suspected
cases of fraud. The machine learning model in this experiment was built using Keras, and
employed four fully connected layers to construct the neural network model structure
illustrated in Figure 3.

Figure 3. The neural network model composed of four fully connected layers.
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Server environment: processor, AMD 5800H (Asus, Kowloon, Hong Kong, China);
graphics card, NVIDIA RTX 3060 (NVIDIA, Santa Clara, CA, USA); 16 GB RAM; and 1 TB
hard drive.

Client environment: The client utilized both a Lenovo Legion laptop (Lenovo,
Beijing, China) and a mobile emulator. The mobile emulator was operated using a Nox
App Player (Nox Limited, Hong Kong, China), with an Android version of 7.1.2, 4 GB of
RAM, and 128 GB of storage capacity. Within the Android environment, Python runtime
was implemented using qpython3. The QPython 3.9.1 software had a size of 23.1 MB.
Communication was established using IP addresses and port numbers.

Encryption parameters and algorithm: with a dataset size of 285,299 entries, which
is relatively large, this experiment utilized differential privacy algorithms to encrypt the
data during transmission.

Simulated attack types: data poisoning [38], model attacks [39], and inference
attacks [40,41].

User types: this included normal users, unreliable users, and malicious users.

4.2. Experimental Results And Analysis

The experiment selected three clients, with a learning rate of 0.001 and 10 training
epochs, and utilized the Adam optimizer for conducting security validation experiments
on model data. The parameter settings are shown in Table 3.

Table 3. Parameter settings.

Parameter Value
Number of clients 3
Learning rate 0.001
Training epochs 10
Optimizer Adam

4.2.1. System Accuracy

The convergence curve of the model is shown in Figure 4. From the figure, it can
be seen that the model converged after the seventh iteration, achieving a precise model
accuracy. Therefore, in this experiment, the number of training epochs for federated
learning was greater than seven.

96

94 1

92

Accuracy (%)

T T T T T
2 4 6 8 10
Cycles {number)

Figure 4. The convergence curve of the model.

4.2.2. Attack Resistance Experiment

In federated learning, clients only need to upload model parameters, while user data
are kept locally. This approach largely addresses data privacy concerns compared with
traditional distributed machine learning. However, due to the openness of federated learn-
ing, there may be malicious users that aim to obtain access to the server model through
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training or compromise the model’s accuracy. To tackle this issue, this paper proposes a
legitimate user authentication method based on the user contribution level. It evaluates
the credibility of different clients by calculating their contributions to the server model.
Currently, the main threats to the federated-learning model and data security can be cate-
gorized into four types: data poisoning, model attacks, inference attacks, and differential
privacy attacks. The following experiments targeted these attack methods to validate
the security of the federated-learning framework using the user-contribution-level-based
legitimate-user-screening method.

(1) All normal users: The first experiment involved three clients, all of whom were
normal users, and the training data consisted of normal data. The experimental results are
shown in Figure 5, where the parameter matrices of the three users were relatively similar,
resulting in a comparable model similarity and accuracy between them.

o4+ — User 1 — User 1 —
— User 2 96 4 —— User 2
User 3 - User 3
62
94
@
5 92
5 g
56 4 X0
54 8 4
52 - 86 4
2 2 s p 10 2 2 5 5 B
Cycles (number) Cycles (number)
(@) (b)
Figure 5. Model training with only normal users. (a) The similarity of the parameter matrices. (b) The
model accuracy.
(2) There are some unreliable users: In the second experiment, one unreliable user
was introduced among the clients, whose data consisted of only 10% of the normal user data.
Due to the smaller dataset provided, the model accuracy was relatively lower. The training
results are illustrated in Figure 6. It is evident that the parameter matrix similarity of the
unreliable user was lower compared with the normal users, resulting in a relatively lower
model accuracy. However, the model accuracy of the normal users remained unaffected.
9 1
&0
o]
50
g7
@ g%
& |
0T — vser 1 — User 1
— User 2 86 4 User 2
—— User 3(unreliable) —— User 3 (unreliable)
2 4 & 8 10 2 4 6 8 10
Cycles (number) Cycles (number)
(@) (b)

Figure 6. Model training with an unreliable user. (a) The similarity of the parameter matrices. (b) The
model accuracy.

(3) Existence of data-poisoning attacks: In the third experiment, a poisoning attack
was conducted. “Data poisoning” typically refers to attackers adding improper information
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during the training process, enabling them to exploit this information to damage and
manipulate the model, thereby achieving their intended goals. The process of a data-
poisoning attack is illustrated in Figure 7.

Central Server

©)

u (D Sending updated gradients
'
—

@) Aggregate model gradient

3 Download updated model
Al ) @ Update local models
® Oly  ® ©AW,,
@ ! a @ !
[ ]
2

e

User 1 User User n

Figure 7. The process of a poisoning attack.

As shown in Figure 8, the training data used by the malicious user for the poisoning
attack consisted of either malicious or tampered data, which differed significantly from the
data of other normal users. By comparing the similarity of the parameter matrices, it was
evident that the malicious user’s parameter matrix similarity was lower compared with the
normal users. Consequently, their corresponding user contribution level decreased, leading
to a smaller proportion in the model aggregation. Although the poisoning attack slowed
down the convergence of the model, after convergence, the malicious user that employed
the poisoning attack method hardly affected the overall model accuracy.

User 1
ﬁ/m %6 | — Uger 2
94
92
— User 1 z
User 2 =
—— User 3(poisoning attack) ; A
3
2
]
86
B4
T T r T . T r T
4 6 8 10 2 4 ] 8 10
Cycles (number) Oycles (number)
(a) (b)

Figure 8. Model training with a user that conducted a poisoning attack. (a) The similarity of the
parameter matrices. (b) The model accuracy.

(4) Existence of model attacks: In the fourth experiment, a model attack was con-
ducted. Model attacks involve altering or replacing the model parameters of clients to
modify the global model, as depicted in Figure 9.

As depicted in Figure 10, a model attack involves tampering with or replacing the
model parameters of clients to alter the global model. Unlike poisoning attacks, where
abnormal data are used for training before sending the model to the server, model attacks
directly manipulate the client’s model parameters. In both cases, the uploaded client models
are incorrect, exhibiting significant dissimilarity from those of other normal users, resulting
in lower model similarity. Consequently, the user contribution levels of these attackers



Appl. Sci. 2024, 14, 4788

14 of 17

decrease, leading to a smaller proportion in model aggregation during fusion. From the
graph, it is evident that although the model attacks also slowed down the convergence of

the model, the malicious users employing model attack methods hardly affected the overall
model accuracy after the convergence.
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Figure 9. The process of model attacks.
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Figure 10. Model training with a user that conducted a model attack. (a) The similarity of the
parameter matrices. (b) The model accuracy.

(5) Existence of inference attacks: In the fifth experiment, an inference attack was
employed. Inference attacks are techniques that gather information in various ways, in-
cluding eavesdropping and monitoring, and utilize logical thinking and reasoning abilities
to obtain desired information. The process of the inference attack is illustrated in Figure 11.

Central Server

® Listening to updated gradients

Aw'=w-+aggregate( AW +AW,) ~\ )
DAW,, /

Infer useful
information from
updated parameters

AW, ©

Figure 11. The process of inference attacks.

The results are illustrated in Figure 12. Within the federated-learning framework,
attackers can leverage their insights into the current and future environments to acquire
valuable data. They can utilize gradient analysis of the training model to better achieve
predictive objectives. Therefore, in inference attacks, malicious users can train with normal
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data and only need to recover the original data of clients from the global model to obtain
data from other users. As a result, the overall model accuracy of the server attacked using
this method remains unchanged, and the model can be used normally.

62

—— User 1
User 2 96 -
User 3linference attack)

94 4

Accuracy (%)

User 1
—— User 2
User 3 (inference attack)

T T T T T T T T T
4 b 8 10 2 4 b 8 10
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(a) (b)

Figure 12. Model training with a user that conducted an inference attack. (a) The similarity of the
parameter matrices. (b) The model accuracy.

Although inference attacks can retrieve original data, the federated-learning frame-
work constructed in this study utilizes differential privacy for data transmission encryption.
By sacrificing a certain level of data accuracy, it provides strict privacy protection for user
data. Adding appropriate noise to the output of statistical queries makes it nearly impossi-
ble for attackers to distinguish between statistical differences in two adjacent datasets, thus
maximizing the privacy of the user data.

The comparison of the results from the five experiments is shown in Table 4. It can
be observed that the model average accuracy was above 96%, and the poisoning attacks,
model attacks, and inference attacks had minimal impacts on the security of the user data.
The experimental results indicate that the method of model aggregation based on the
parameter similarity could effectively mitigate the harm caused by the poisoning attacks
and model attacks. Additionally, this study utilized the encryption method of differential
privacy to encrypt the model data during transmission, effectively addressing the issue of
inference attacks stealing privacy from other users.

Table 4. Experimental results comparison.

Experiment User Type or Attack  Model Average  Impact on Model Data
Method Accuracy Leakage
1st experiment Normal user 96.56% No No
2nd experiment Unreliable user 96.23% No No
3rd experiment Poisoning attack 96.56% No No
4th experiment Model attack 96.57% No No
5th experiment Inference attack 96.56% No No

5. Conclusions

With the rapid development of new generation artificial intelligence technologies
represented by deep learning, crowd-sensing computing to support artificial intelligence
model training is becoming increasingly popular and rapidly evolving. Crowd-sensing
applications, which utilize a large number of mobile terminal devices to establish an open
and integrated system capable of processing large amounts of data and information, can
easily lead to the leakage of user privacy data, thus posing significant challenges to data
security protection in crowd sensing. This paper proposes FedCrow, which is a data security
protection method for crowd sensing based on federated learning. FedCrow addresses



Appl. Sci. 2024, 14, 4788 16 of 17

issues such as malicious user attacks and leakage risks during model data interaction in
traditional crowd-sensing applications’ federated-learning systems. By constructing an
efficient and secure federated-learning framework, FedCrow proposes a crowd-sensing
federated-learning data security protection method based on the user contribution level,
which evaluates the trustworthiness of a client based on its contribution to the overall model
and effectively filters legitimate users, thereby reducing the risk of user privacy data leakage
caused by malicious users. Finally, the system’s ability to resist malicious user attacks was
verified through various attack experiments. Additionally, in order to effectively protect the
security of the model data during the interaction process, comparative experiments clearly
indicated that reasonable data encryption methods should be adopted for data transmission
encryption based on the size of the data in crowd-sensing application scenarios.
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