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Abstract

:

The paper presents a novel concept of applying a trusted third party (TTP) to the blockchain-based electronic service (e-service) in the form of a durable medium. The main aim of the proposed e-service is storing, managing, and processing sensitive electronic documents. The developed e-service meets the requirements of both Polish law (related to the durable medium) and market needs. Firstly, the functional requirements were defined. Subsequently, the adequate e-service was designed, and then implemented in a real company in Poland. Due to the nature of the durable medium e-service, the presented research combines scientific and implementation aspects. The designed and implemented e-service is secure (because of using the immutable blockchain technology merged with symmetric and asymmetric cryptographic algorithms) and trusted (by using TTP as the e-service provider, as well as an independent arbitrator monitoring the document storage and processing flow). Finally, the presented approach was experimentally verified using Hyperledger Besu—a blockchain implementation platform. During the realization of two designed test scenarios, over 30,000 transactions were added to the blockchain. Furthermore, security analyses were performed regarding inherent blockchain properties, the use of cryptographic algorithms, and potential cyberattacks and vulnerabilities.
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1. Introduction


Electronic documents are widely used in many areas, including business transactions, where contracts between various companies often go beyond national borders, and cooperations are concluded around the world. Electronic documents are convenient because they can be easily and cheaply stored, sent, and shared with other people and companies. In addition, there are many tools for their editing and processing. Therefore, paper documents are slowly being replaced by electronic data, and more and more business transactions are carried out using only electronic documents, which greatly facilitates conducting economic activity.



Many of the processed documents, especially official ones or business documents, often contain information that should be protected, and their publication may be harmful to enterprises or citizens (e.g., by disclosing their data), and even violate their personal and property rights. Users have many concerns about the security of their digital transactions. One of the greatest threats is cybercrime [1]. These may include activities such as computer hacking, theft of personal data, internet fraud, attacks on IT systems, etc. Another threat is the risk of losing access to electronic documents, for example as a result of computer failure, malware infections, or damage to the data medium. Users may also be concerned about the security of personal data that may be misused by third parties. That is why it is important to use secure and trusted tools to protect electronic documents from all these threats.



Moreover, there are also situations when the documents (or more broadly: data) should neither be made public nor changed (modified). This is the so-called non-repudiation problem [2], and covers situations when large corporations (e.g., banks, telecommunications companies, etc.) publish documents (e.g., on their websites or internal systems), but then make unauthorized changes to these documents. In such a situation, the user has no control over these changes (and often they are not even aware of them) and—as an individual—cannot prove irregularities in court. The crux of this problem is to assure all parties of the document that the data recorded in the electronic document will not be changed by any of the parties without the knowledge and consent of the others. This is especially important for documents that are used in business transactions.



Cryptography methods and blockchain technology can be used to face this problem. In the case of applying cryptography, this mainly involves encrypting the document (using symmetric or asymmetric cryptography). On the one hand, the point is to make the encrypted data unreadable for third parties (without the secure key, the data cannot be decrypted), so even if they are shared or leaked, the risk of their disclosure is very small. On the other hand, by using the hash function, a hash of the document can be generated and shared to all parties. Thanks to that, if a document is changed by one of the parties, the other parties will be able to easily detect it, because the hash of the changed document will not match the original hash.



Blockchain is a technology that allows the creation of distributed and immutable records of data. It consists of a network of interconnected nodes (e.g., computers) that store copies of data stored in the blockchain. Each new entry in the registry (so-called block) is confirmed by most network nodes, which ensures that the data are safe and unalterable. Blockchain can be used to solve the non-repudiation problem because it ensures that the data contained in the register are immutable. Thanks to this, even if one of the parties would like to change the data in the electronic document, it will be impossible because this change will be detected by other network nodes and immediately rejected. Therefore, using cryptography and blockchain can ensure that the data contained in the electronic document remain unchanged and indisputable.



In response to the above-mentioned problems, several solutions for data protection have been developed. At this point, however, we would like to draw attention to the legal solutions existing in Poland. They are created to protect the rights of the client and impose the need to store documents regarding the client (e.g., contracts, regulations of services provided, etc.) on the so-called durable medium. This solution indicates that electronic documents should be stored in infrastructure independent of any of the parties, and the process of sharing these documents with all parties and their storage should be monitored. Therefore, there is a need to use a so-called trusted third party (TTP) that can provide infrastructure for storing and processing electronic documents, as well as act as an arbiter of processing operations of these documents.



In summary, there is a need for secure and trusted services for the storage and processing of electronic documents. It is very important to store data securely, in order to protect personal data and other confidential information from unauthorized access. Additionally, trusted storage of electronic documents ensures their integrity and immutability, which is important in business transactions. Safe storage of electronic documents also helps to protect them against loss, for example as a result of a computer failure or damage to the data medium. In addition, some legal regulations (e.g., in Poland) force companies (especially banks) to store and process documents using a TTP. Therefore, secure and trusted electronic document storage services are very important in today’s world. This is reflected in the market demand for e-services for the safe and trusted transmission, processing, storage, and sharing of electronic documents, especially those that meet the requirements of a durable medium. The use of cryptographic methods and a trusted third party allows for the development of a secure and trusted e-service of a durable medium proposed in the paper.



The main contributions proposed in the paper can be summarized as follows:




	
A novel, secure, and trusted e-service as a durable medium is proposed;



	
The presented approach is secure because it utilizes cryptography combined with blockchain technology, and is trusted thanks to the use of trusted third party infrastructure and an immutable database;



	
The proposed e-service is designed to meet the requirements of Polish law, related to the durable medium;



	
The key feature of the presented approach is a unique combination of decentralized blockchain with the TTP, which increases the security and reliability of electronic document storing and management;



	
The presented solution is oriented toward big financial institutions or telecommunications companies that provide services to thousands of users (however, it can be applied in other industrial areas where there is a need for processing electronic documents with large numbers of customers);



	
The case-study example was designed and experimentally verified by the implementation of the blockchain using the Hyperledger Besu platform;



	
The proposed e-service was developed based on real market needs and was implemented in the company’s real environment;



	
The presented solution is focused on practical implementation and therefore is supported and developed in cooperation with the “Perceptus Sp. z o. o.” [3]–IT company from Poland.








The research methodology presented in the paper is based on theoretical foundations and scientific analyses, as well as on practical experience regarding e-service implementation. The main context of the research was derived from market and industry needs. In 2018, the Polish Office of Competition and Consumer Protection (OCCP, UOKIK in Polish) inspected banks in terms of the method of transmitting information on changes to contracts on a durable medium [4]. The results of this audit showed that in the years 2015–2018, banks provided information about changes in documents (e.g., increases in customer costs) only in their electronic banking systems, which did not meet the requirements of a durable medium (regarding Polish law). Documents made available through the bank’s system could be freely changed, replaced, or even permanently deleted. Additionally, there was no certainty that the bank’s customers even knew that they had such information in the system. If the customer rarely logged in to the banking system, they sometimes could not even react to changes in a particular document (e.g., contract, price list). After the above-mentioned inspections, the Office of Competition and Consumer Protection imposed various penalties on banks—e.g., obligations to refund any overpayments and exemptions from selected fees for customers who were incorrectly informed about changes in documents under the law. In that situation, banks started looking for other solutions to meet the requirements of the law regarding a durable medium. So, the market need to design new, trusted, and secure electronic services was the main motivation for starting this research. Then, the in-depth market, law regulations, and literature analysis were made to indicate existing approaches, solutions, and products. It is worth emphasizing that from the very beginning, the main goal of the research was to develop a service that would be practically implemented in a real company. Therefore, based on the state-of-the-art analysis, as well as on the technical capabilities of the company, functional requirements were developed. Then the e-service was modeled, designed, practically verified, and finally implemented in a real company in Poland. Thus, the presented research combines both scientific and implementation aspects.



The rest of the paper is organized as follows: Section 2 describes the related works regarding applying trusted third parties in electronic documents e-services. Section 3 presents the proposed approach, where the e-service assumptions (including graphical representation) as well as the blockchain structure and security analysis are described in detail. The exemplary blockchain generation process is described in the case study section (Section 4). Finally, Section 5 is devoted to the conclusions.




2. Related Works


The main aim of this section is to present selected solutions using TTP (very often combined with blockchain technology). In the beginning, it is worth explaining what a trusted third party is. TTP is an institution or organization that acts as a trusted intermediary in the process of exchanging data or information between (two or more) parties. TTP can be used in various solutions, for example, to ensure the security of financial transactions, to authenticate users’ identities, or to ensure the immutability and integrity of data.



Many solutions use TTP, which differs in terms of the scale of operation, method of implementation, and competencies. The most important TTP solutions include:




	
Financial institutions, such as banks or insurance companies, which act as trusted intermediaries in the process of exchanging data and information related to financial transactions;



	
Certification systems such as Public Key Infrastructure (PKI), which verify the identity of users and ensure the security of transmitted data;



	
Electronic document management platforms that allow the storing, processing, and exchanging of electronic documents securely.








It is worth noting that when a service is provided involving conflicting parties, consensus can be achieved by including TTP in digital transactions. On the other hand, if the problem concerns the need to trust one selected party (here TTP), the blockchain network can decentralize trust (trust is spread over many nodes). However, the problem resulting from the use of blockchain technology is that there is no native mechanism to securely manage the identity of the actors involved [5]. In our deliberations, a blockchain is considered a section of middleware that comprises built-in services. Such services are used for the expansion of distributed applications deprived of the participation of a component (like, an authentication or a database server) performing as a central control. The outstanding facilities given by a blockchain include ineffaceable append-only storage, public key-based access control for the carrying out of operations, unrestricted auditability of records, and remarkably, consensus services of a few disciplines.



Many varieties of applications are being created based on blockchain; smart contracts are the most identified. During the implementation stage, a blockchain can be well-defined as a distributed data structure (also called the ledger) comprised of an ordered, back-linked list (chain) of blocks. Particular blocks are added to the list based on an append-only model, and only when several nodes holding local copies of the present state of the blockchain attain consensus about its afterward global state. Furthermore, blocks are customarily used for storing records of transactions completed by parties that may not trust each other and reinforce the peer-to-peer (P2P) execution prototype of the transactions. The transactions are actions intended to shift the current state of the blockchain and are not inevitably bank transactions. Smart contracts can be set up on TTP. In particular, a TTP is considered an institution that—along with having the technical structure for accommodating smart contracts—has received trust, reputation, and authority. Time-stamping services, certification authorities, payment gateways, settlement services, custodian services, and various brokerage services are examples of e-commerce applications that customarily use TTP services. For smart contract applications, a TTP is logically positioned in the middle of the two business associates, and it is trusted for hosting and running a single instance of the smart contract. A smart contract witnesses all the actions that associates perform, and retains undisputable records about them. In our assumptions, a TTP–based structure is trustworthy, preventing the modification of smart contracts and securing sensitive data that the corresponding contractual parties uncover. This problem can be resolved with the support of newly evolving trusted hardware technologies like Intel SGX [6] and ARM TrustZone [7], where the contract code might be deployed in trusted environments (so-called trusted world in TrustZone and enclaves in SGX). The trusted hardware stops the TTP from modifying the integrity of the contract program and prevents the investigation of sensitive data. Some solutions apply the TTP in the digital data models of data security. In such techniques, the TTP is responsible for data authentication, confidentiality, and data integrity. For this purpose, one-time passwords (OTP) are used to provide authentication. In addition, data confidentiality is ensured by the cryptography algorithms used for data encryption and decryption, and data integrity is ensured using data hashes [8].



Another interesting application of a semi-trusted third party is presented in [9], where authors introduce a buyer-seller watermarking protocol that can be very useful for copy deterrence and privacy preservation in the cloud environment. The proposed solution combines services of cloud infrastructure as a service (IaaS), a cloud service provider (CSP) considered as a semi-trusted third party, a privacy homomorphism cryptosystem with Diffie–Hellman key exchange algorithm, and robust and fair watermarking techniques. The proposed approach addresses the problems of piracy tracing, anonymity, tamper resistance, or customer rights problems. The cloud plays a crucial role because it reduces communication overhead and supports the watermarking process.



In [10], the authors propose a TTP scheme based on signcryption using the session key exchange protocol (symmetric cryptography is used here). Thus, the session key exchange protocol prevents eavesdropping during cyberattacks such as denial of service (DoS) or man-in-the-middle (MITM) attacks. Because the encryption process is performed by the cloud service user (CSU), and the decryption is made by the CSP, the additional overhead of TTP encryption and decryption has been reduced. Moreover, the main role of TTP is to resolve a dispute between CSU and CSP. The proposed solution provides seven security functions, such as data integrity, data confidentiality, authenticity, non-repudiation, transmission secrecy, non-falsification, and non-traceability.



Approaches and solutions based on the TTP have been widely known and used over the last several decades. In the 1990s, research was already being conducted around the TTP concept, and a solution was sought for the problem of providing TTP services [11], such as managing cryptographic keys for end-to-end encryption in a way that meets legal requirements. The authors also present other possibilities and problems in the use of TTP; e.g., the need for a certification hierarchy to define a common point of trust for different TTPs, sharing keys between TTPs, and proposing a bidirectional communication scheme in which two keys are used–one for each direction (it is also possible to combine both of these keys into one session key or use only one of them) [11].



The authors in [12] present a key exchange scheme and data encryption between users with the use of TTP. The main aim is to ensure the security of the exchanged data, as well as shift most of the computational load to the TTP. A trusted third party may also be responsible for storing and periodically renewing public key certificates. The proposed solution combines TTP with symmetric and asymmetric cryptography, ensuring a high level of data security.



Another interesting solution is a protocol proposed in [13], which combines advantages of security, scalability, simplicity of application, and the possibility of real implementation. The protocol uses a lightweight TTP, available online. Thanks to this, the end user requires only a standard e-mail reader and a web browser. The proposed solution also does not need a public key infrastructure.



In [14], the authors used a TTP to develop a secure sum protocol to improve the privacy and security of data (if they are collected from various sources) by performing secure multi-party computations. The authors state that the computational process that is performed by a TTP provides greater security and achieves lower computational complexity than existing secure sum protocols.



Research on the application of TTP also appears in quantum computing. In [15], the authors propose a trusted third-party e-payment (TPEP) protocol based on a quantum signature without entanglement. In the protocol, to improve the security of information transmission, both the sender and the receiver of information will perform eavesdropping detection. Moreover, all participants in the whole transaction process only need to operate with a single-particle quantum H gate. According to the authors, the protocol consumes less resources and is easier to implement than other protocols with entangled states. A similar TTP application area can be found in [16]. Authors propose an innovative dynamic multiparty to multiparty quantum secret sharing scheme, where two distant groups of participants can share common secrets. In the presented solution, a TTP is required to reliably prepare all quantum resources. It means that all participants in the scheme do not need to prepare any quantum entangled resources, which effectively reduces the number of qubit generators. In the authors’ opinion, the proposed protocol can be more conveniently realized in real applications and can resist various common attacks like intercept-and-resend attacks, Trojan horse attacks, collusion attacks, and entangle-and-measure attacks.



In the design of smart home systems, TTP can also be applied. In such solutions, TTP plays a framework role for communication and data transmission [17]. This results in increased energy efficiency, a longer system lifetime, and faster data delivery. With the help of TTP and the event timer, the packet reception ratio (PRR) is high, at around 91%. In addition, network overhead is diminished, average packet latency is greatly reduced, and bandwidth is increased.



The TTP concept is also well known and is applied to ensure security in medical applications [18]. It involves the use of a TTP to verify the authenticity of messages sent, manage cryptographic keys for end-to-end encryption, and protect against MITM or DoS cyberattacks. It is an alternative system to the well-known PKI solution.



A trusted third party can also be used effectively in audio steganography. In [19], the authors use an indexing key with TTP, which increases the confidentiality of the secret message and adds another layer of protection for the decoder module. The presented methodology is used for audio files and is best suited for 32-bit files, because in their structure there are more available so-called least significant bits (LSBs), which can be used to transmit a secret message. It is worth noting that according to the definition of steganography, not only the message is encrypted, but the fact of its transmission is also kept secret.



The authors in [20] present an interesting and effective approach to improving the security of data stored in the cloud for the cloud client (CC) using a half-trusted third-party auditor (TPA). The proposed concept adopts the advanced encryption standard (AES) to support the privacy of the data owner as well as a cryptographic hash function to maintain the integrity of the data owner. In addition, it uses elliptic-curve cryptography (ECC) to ensure data confidentiality, correctness, and security when data is transferred over unsecured channels. Moreover, AES encryption is also used here to secure data during the audit. This means that a half-trusted TPA cannot reveal or extract the contents of the data file. TPA is responsible for auditing cloud data integrity on behalf of CC, as TPA has knowledge and capabilities that CC does not. According to the authors, the advantage of the approach is that TPA is not able to extract the content of data stored on the cloud server during the audit process, which eliminates potentially costly auditing burdens and alleviates CC fears of data leakage.



The trusted third party is also present in many other areas. For example, the combination of TTP and agent systems can help to control the quality-of-service contracts and guarantee transparency and symmetry regarding the service level agreement (SLA) between potential signatories [21].



Research on applying TTP in the management of services in automotive clouds is also very interesting [22]. The authors compare two algorithms: service latency sensitive mode (SLSM) and neutral mode for connecting vehicles to the cloud using TTP to provide services. As a result, delays in connecting vehicles with TTP are smaller (depending on the number of suppliers, vehicles, and available service providers). On the other hand, services such as video and audio have a greater improvement in service latency than “lighter” services such as fuel price.



From the general point of view, the usage of an open or permissioned blockchain can be effective only in the case of many conjointly mistrusting entities that intend to interact and alter the state of the system. Those entities are not eager to reach an agreement on an online TTP. In such a situation, it is assumed that one or many parties relate to an entity with admittance in a distinctive database structure or to a consensus member in a blockchain architecture. In the case where no data ought to be kept, the database is not obligatory at all; that is, a blockchain-form database is useless. Analogously, in the case where there is only one writer, a blockchain does not make extra guarantees available, and an ordered database is much more suitable as it offers better enactment of throughput and reduces latency. Additionally, if a TTP is applied, there are two possibilities. The first one refers to the TTP that is continuously online. Then, tasks regarding storing data can be passed on to it and it can work as a verifier for state transitions. The second possibility relates to the situation where the TTP is typically offline. It can work as a certificate authority in environments of permissioned blockchain, and all writers of the system are identified.



In the scenario where all the writers mutually trust each other, it is considered that no member is malicious. In such a case, the database with shared write authority seems to be the best option. Alternatively, if there is no mutual trust between the writers, the permissioned blockchain is a better option. It is liable if public verifiability is obligatory. Then, anyone can be accepted for reading the state (public permissioned blockchain), or several readers can be limited (private permissioned blockchain). If the number of writers is not static, nor identified to the members (like in the case of many cryptocurrencies, such as Bitcoin), a permissionless blockchain is an appropriate resolution. In the area of cryptocurrencies and blockchain technology, researchers point out the problem of lacking the trust associated with transactions in the Bitcoin network. As these transactions are irreversible, consumers may be wary of entering into them [23].



In [24], interesting research is presented. The authors propose the T3AB framework to address the transparency and trustworthiness of third-party authorities (TPAs) and honest-but-curious entities in functional encryption (FE) or attribute-based encryption (ABE)-enabled applications, as well as other schemes that have components similar to TPAs. The framework employs the Ethereum blockchain as the underlying public ledger infrastructure, and incorporates a novel smart contract to support accountability with an additional incentive mechanism that motivates participants to engage in auditing and punish misbehaviors or malicious behaviors in the environment. The authors’ evaluation shows that T3AB is efficient in the simulated Ethereum, and achieves the security, privacy, and trustworthiness goals. The authors suggest that one future direction is to establish a more complete theoretical framework for transparency with security and privacy guarantees that incorporate FE and ABE-type schemes as well as other cryptographic infrastructures that have different architectural components.



Interesting studies of the blockchain application from the trust point of view are shown in [25]. The authors present a taxonomy and a wide review of blockchain-based trust management approaches in cloud computing systems. They classify these approaches into different taxonomies according to three phases: blockchain-based basic trust framework, blockchain-enhanced trust interaction framework and mechanisms, and data management. Moreover, to improve the efficiency and adaptiveness of trust-enabled cloud computing, a novel cloud-edge hybrid trust management framework along with a double-blockchain-based cloud transaction model are proposed. The paper also points out the huge gap between the theory of the method and the actual application. Finally, the authors suggest that utilizing the blockchain technique to build a more credible and safe cloud transaction environment is a promising research direction.



Paper [26] presents research on blockchain-based decentralized trust management in the Internet of Things (IoT). The IoT has greatly enhanced various aspects of daily life, including managing homes, cities, transportation, healthcare, and industries. Despite its advancements, IoT faces challenges, and the authors in the paper propose blockchain technology as a promising solution to address limitations in traditional IoT, especially in trust management (TM). The research emphasizes a shift towards distributed TM due to weaknesses in centralized systems, and highlights the benefits of blockchain’s decentralization, security, immutability, and traceability in addressing TM issues in IoT. The big value of the paper is a comprehensive and comparative analysis of blockchain-based decentralized trust management systems for different IoT classes, along with the identified requirements and challenges in the context of using blockchain for efficient and secure TM solutions for IoT.



The paper [27] points out the lack of interoperability among different blockchain platforms. Even though the underlying technology is similar, it relies on centralized third-party mediators to exchange or retrieve information from other blockchain networks. Therefore, the authors propose a mechanism that provides cross-chain interoperability using transactions. The proposed model emphasizes the advantage of multiple interoperable blockchains, allowing seamless exchange of crypto assets and demonstrating better performance compared to other blockchain-based models in cross-communication processes between distinct blockchain systems. Moreover, the authors predict a future where diverse blockchains operated by a variety of enterprises, both public and private, interact across the network, anticipating a change in the way we engage with governments, businesses, and institutions.



There are also some commercial solutions available, like DocFlow [28] from PixelPlex or the group of products from Scalable Solutions AG [29]. DocFlow is a blockchain-based document management software that digitizes the entire paperwork cycle and uses advanced smart contract mechanisms to guarantee data security and authenticity. The authors of DocFlow emphasize the trusted side of the developed solution (e.g., secure client registration process, multi-tier role-based and coded access, immutable and decentralized ledger, etc.). Scalable Solutions AG company points out that its products use decentralized, transparent, and blockchain-based systems, as well as apply cryptography and automation of data exchange.



Another interesting piece of research that integrates blockchain technology with trust management is presented in [30]. Because of the decentralized nature of the blockchain network, identity management demands different trust requirements. Therefore, the authors provided a critical analysis of existing research, which sheds light on various opportunities for enhancing the security and privacy of blockchain-based self-sovereign identity management. Finally, the authors conclude by presenting research gaps and suggestions for future work in this area.



Nowadays, electronic portfolios (e-portfolios) are being increasingly used (especially by students) as digital online multimedia résumés that showcase their skillsets and achievements. E-portfolios require secure and reliable verification mechanisms to prove learning achievements. Therefore, existing systems provide private institution-wide centralized solutions that primarily rely on TTP. Paper [31] proposes a consortium blockchain-based e-portfolio management scheme that is decentralized, secure, and trustworthy. Thanks to the use of immutable ledgers and smart contracts, the proposed system guarantees the authenticity and integrity of user credentials and e-portfolio data. Moreover, the authors implemented their solution using the Quorum blockchain platform and made e-portfolio certificate issuance and verification performance analysis.



Finally, in [32], the authors indicate that despite many advantages of the blockchain technology with its decentralized ledger storing blocks, there may appear problems related to the replacement of trust represented by a physical entity or person. In some cases, the involvement of the other party to verify certain predicates is necessary. In general, predicates depending on e.g., sensor measurements, remain external, because sensors are physical objects that cannot be fully represented in a digital system [23]. This leads to the conclusion that although blockchain technology has great potential for new uses, it very often requires a TTP to be secure and trusted.



The proposed approach is focused on practical implementation, and is based on real market needs. Moreover, the approach is based on theoretical foundations, reliable cryptographic methods, and secure blockchain technology. The key feature of the presented approach is a unique combination of decentralized blockchain (usually with untrusted nodes) with a trusted third party. In the literature, there are many blockchain-based approaches, but usually, they apply blockchain technology to empower communication among non-trusting members devoid of the third party [33]. However, there also can be several solutions similar to the presented one. Some of them implement the third party in a way that is not fully trusted (so-called semi-trusted solutions [9])—some of the other solutions store documents in unencrypted form. But, to the best of the authors’ knowledge, none of the analyzed solutions used a hardware security module to store the critical cryptographic data and generate necessary symmetric and asymmetric keys. Moreover, only a few of the available solutions use an external IPFS network to store documents (in the blockchain, it is very hard due to the limitation of blockchain technology). The smart combination of all mentioned features (i.e., decentralized blockchain, TTP, cryptographic algorithms, HSM, and IPFS) makes the designed and implemented e-service trusted and secure.




3. The Proposed TTP Application


The first step in the design process of the durable medium e-service was to develop functional requirements based on the state-of-the-art analysis (presented “related works” section), as well as on the technical capabilities of the real company. The designed e-service should meet the following functional requirements:




	
data of one entity (e.g., bank, internet service provider–ISP) should be stored in a non-public database limited only to the data of a given entity,



	
data should be stored in a way that prevents their modification (once saved in the database, it should not be possible to delete or modify them),



	
data (including sensitive electronic documents) should be stored in an encrypted form so that in the event of a possible leak, they (and the personal data contained in them) are useless to cybercriminals or third parties,



	
access to data should be, on the one hand, convenient (especially for users/customers), and on the other hand, secure and controlled,



	
a fast symmetric encryption algorithm (e.g., AES) should be used to encrypt documents,



	
the e-service should be developed for entities (e.g., financial) with a large number of clients (the entity plays a dominant role) that need to store and process documents, meeting the requirements of a durable medium (by Polish law regulations),



	
data should be saved in a decentralized database, allowing data to be distributed between nodes;



	
the service should offer the ability to generate an AES symmetric key and encrypt/decrypt it using an asymmetric key pair generated by the Rivest–Shamir–Adleman (RSA) algorithm.








To meet all the above-mentioned functional requirements, in the proposed approach, a TTP plays the role of a trusted intermediary in the process of transmitting, exchanging, and processing electronic documents between several parties. Thanks to this, electronic documents will be processed securely, and their integrity and immutability will be maintained. Additionally, the presented electronic service (e-service) uses immutable and secure blockchain technology [34].



The next stage in the design process was to model the e-service. The main idea of the proposed e-service on a high level of abstraction is presented in Figure 1. The approach assumes that two business sides and one TTP participate in the process. Moreover, one of the business parties is the dominant entity over the other (e.g., a bank towards its clients) due to the fact that the proposed solution is dedicated to large business entities or institutions that offer services to a large number (e.g., tens of thousands) of clients. Nevertheless, the technique can be easily adapted to other business scenarios where more than two business parties are involved, and they may even be equivalent to each other (e.g., three entrepreneurs processing a common, tripartite business agreement).



The proposed approach is mainly focused on two important aspects. The first one is related to security, implemented through the use of blockchain technology and cryptographic methods securing the process on the TTP side. Blockchain ensures that data is immutable and cannot be modified by any party, which also ensures data integrity and reliability. The second aspect refers to trust, which is achieved by using a TTP as an impartial arbiter independent of any parties, managing the electronic document processing. Moreover, the TTP stores the blockchain database in its infrastructure. This means that only the TTP can perform block addition operations, as well as encrypt, sign, and share documents. This approach significantly reduces the possibility of interference by one party in the document flow, even if it is the dominant entity in the business relationship (e.g., a financial institution towards its customers).



3.1. The Main Algorithm of the Proposed e-Service


The proposed e-service concept is presented in Figure 2, in the form of an activity diagram from a unified modeling language (UML). The diagram presents the electronic documents flow and processes such as encrypting and signing documents, storing hashes of documents in the blockchain infrastructure, decrypting and sharing documents between parties, etc. Within the above-mentioned concept, three business actors are distinguished, two of them are connected by a business relationship, and the third one (TTP) is a neutral arbiter monitoring the entire process and offering several functionalities, ensuring the security and confidentiality of the sensitive documents transmitting process as a part of the durable medium service [35]. It is assumed that one of the parties is dominant (here, it is the ISP) and only the ISP is entitled to start the new document processing flow. The second party is represented by ISP customers. Moreover, one ISP can have thousands of clients. The diagram in Figure 2 presents the exemplary process of changing the price list by the ISP. Let us assume further that each customer can accept or reject the new price list (note that the consequences of accepting or rejecting the price list are not considered in this work).



The entire process begins on the ISP side by sending a document (here: new price list) and a list of customer identifiers to the TTP, who should accept or reject this document. This transmission of data can be realized using a previously established secure communication channel. In the next step, TTP signs the document (using an electronic signature) and uses AES to generate a 256-bit symmetric key. This key is used for the encryption of the document. Let us underline that the generation of the AES key is performed in a hardware security module (HSM). Due to the limitations of blockchain technology (the size of data stored in one block), only the hash of the document and the identifier of the entity that sent the document (here: ISP) are saved in the blockchain. The fully encrypted document is stored on an external IPFS. It is worth noting that both HSM and IPFS belong to the TTP infrastructure.



At the next step, a 256-bit hash of the document is generated by the IPFS (it is assumed that the SHA-256 algorithm is used). The TTP stores both the document and hash in the IPFS network, and creates the link to the document. This link is used further to obtain access to the encrypted document. Moreover, the hash of the document is added to the blockchain as a new transaction. Finally, the generated AES key is encrypted by an ISP public key with the application of the asymmetric algorithm RSA. This operation is handled by the TTP, and it is executed within the HSM.



In the next stage, the following data are sent to the ISP: hash of the document; link to the encrypted document stored in IPFS, and encrypted AES key. Based on those data, the ISP is able to decrypt the obtained AES key with its private RSA key. The AES key is applied to decrypt the document downloaded from the IPFS. Finally, the document is sent to the selected clients in an unencrypted form (e.g., using the secure channel established with the client, strengthened by two-factor authentication or multi-factor authentication, for example). It is worth mentioning that the document is signed by the TTP, proving its authenticity and integrity.



The client reads the document and decides to accept or reject it. This decision, along with the client identifier and document hash, is transferred back to the TTP and placed by the TTP in the blockchain as a new transaction. This operation is repeated for each client (note that for more readability, the diagram shows the activities for one customer only). Finally, each of the n clients makes a decision, and n+1 transactions appear on the blockchain. It is assumed that the first transaction related to the particular document is provided by the ISP, while the remaining blocks are related to n transactions committed on the clients’ decisions.



The presented algorithm assumes that there is one (the same) document for all clients. Of course, another scenario can be considered. Assume that there is a need to send annexes to the customers’ agreements. In such a situation, a separate document for each client is prepared by an ISP. This means that for 10,000 clients, 10,000 documents ought to be generated. Nevertheless, the algorithm of the e-service looks similar to the one presented above. The only differences remain in the type and amount of transferred data. In the early stage of the process, the ISP sends not one document, but a set of documents with customers’ identifiers assigned to them. Each document is signed by the TTP, and for each document, the TTP generates a separate symmetric AES key used for encryption. These AES keys (in an encrypted form) are sent to the ISP together with document hashes, links, and lists of customers’ identifiers.



The entire process is supervised by the TTP, and the blockchain is stored in the TTP infrastructure. Therefore, if there are any doubts regarding the correctness of the document processing flow or if there is a suspicion of manipulation by the ISP, then the client may gain access to the blockchain network on demand. In such a situation, it is possible to verify the document and obtain the particular decision stored in the blockchain. Such an approach greatly reduces the risk of document manipulation in the process by each party, making the proposed e-service secure and trusted. Moreover, it should be underlined that the presented e-service meets the requirements of Polish law regarding the durable medium, including the need for permanent and safe storing of electronic documents in infrastructure independent of either party, as well as the need to monitor the process of documents’ storing, processing, and making them available to the customer.




3.2. The Applied Blockchain Structure


Nowadays, blockchain is one of the most commonly used solutions for storing data in structures that are difficult to manipulate. In the proposed e-service, a private version of the blockchain is used. This means that access to specific data (stored in blocks) is only possible with the appropriate access rights. Moreover, a separate blockchain is created by the TTP for each large entity (e.g., bank, ISP, financial institution). Thanks to this, data from different entities (e.g., bank and their customers) are not stored in the same blockchain.



It should be noted that the security of a blockchain increases with the number of blockchain nodes. As the presented algorithm shows, the number of created nodes depends on the type of document and the number of clients. Because the presented e-service is dedicated to large entities (mainly financial), a large number of customers causes a large number of transactions. Moreover, it positively affects the security of the blockchain, and significantly reduces the possibility of manipulation (note that the blockchain is stored and managed by the TTP, not by the ISP). It is also worth noting that the generation of documents for clients (and storing documents’ hashes in the blockchain) is iterative, and hence predictable in contrast to the clients’ decisions (individual clients gain access to the document and make decisions at a random time).



To effectively store the data in the blockchain, it was necessary to develop the structure of a single block (Figure 3). Several fields in the presented blockchain structure are typical for the blockchain network (e.g., “index”, “timestamp”, “block hash”, “previous block hash”, etc.), while the authors proposed the remaining fields:




	
customer ID (CID)–this numerical field is used to identify the transaction side that operated on the document (e.g., adding, accepting, rejecting). If an ISP adds a document for processing, this field assumes a value identifying an ISP. In other cases, these are numerical identifiers of the ISP customers;



	
document ID (DID)–this is a generated hash of the signed document;



	
operation ID (OID)–a numerical field where a specific value is assigned for each operation on the document (e.g., adding, accepting, rejecting);



	
additional data–a field added for development purposes, and is not used yet.








The proposed structure is flexible and allows for easy definition, for example, of new types of document operations (e.g., signing, requiring corrections, withdrawing, etc.)—only the expansion of the OID dictionary is needed. Moreover, the above structure can also be successfully used in an e-service in which the number of parties is not limited to three (e.g., there may be several equal entrepreneurs and each of them can initiate the document processing flow).



Another important aspect related to the blockchain refers to the choice of the consensus mechanism–i.e., the technique of reaching an agreement on adding new blocks between the nodes of the network maintaining the blockchain. Since the blockchain is managed by the TTP, instead of using the proof-of-work (PoW) mechanism, which requires large computational resources, the more effective proof-of-authority (PoA) mechanism is used to mine blocks. Thanks to this solution, computing power is not required to create new nodes. In particular, the proposed e-service utilizes the Istanbul byzantine fault tolerance (IBFT) PoA algorithm. In private networks, where participants are known and trusted, PoA allows for much faster transaction processing compared to more decentralized consensus algorithms such as PoW or proof-of-stake (PoS). The lack of competition for block mining, as in the case of PoW, eliminates the need to solve complex mathematical problems, which speeds up the transaction verification process. Moreover, PoA is more scalable than PoW, and allows for more controlled blockchain management, making it easier to comply with regulations and legal requirements.




3.3. The Role of TTP


In the proposed approach, a trusted third party is a very important element because it has the greatest impact on the trust of future customers to the solution. On the one hand, security issues (including cryptographic algorithms, electronic data signing, and private type of blockchain) build users’ trust in the service. However, their greatest concerns are focused on the possibility of data manipulation by the dominant entity (e.g., ISP, bank). Hence, among the others, one of the requirements regarding a durable medium is that the infrastructure in which the e-service is implemented should be independent of each entity (especially of the dominant entity) so that none of the parties has legal or technical possibilities of tampering with stored data. Therefore, in the proposed solution, the blockchain network is stored in the server infrastructure owned and managed exclusively by the TTP. Of course, other solutions are also possible. For example, the role of the TTP may be limited solely to an arbitrator who only supervises the processes of storing and processing documents by both parties. Moreover, in case of a dispute, TTP can make binding decisions. However, it seems that the approach applied in this work–to make TTP not only an independent side but also an e-service provider–is the most effective solution also from the cost point of view. Therefore, in the implemented e-service, the role of TTP is played by the “Perceptus sp. z o. o.” company, which implemented the presented solution and whose infrastructure is used.



Moreover, the research on blockchain technology presented in the paper also leads to an interesting conclusion, that in some cases substituting trust with a ledger (e.g., blockchain) can be dreadful, and it comes with the necessity to involve another party for the authentication of definite predicates. As a concern, while ledger technology bears perspective for new applications, many use cases will require a TTP.




3.4. The Security Analysis of the Proposed e-Service


Finally, let us briefly analyze the security aspects of the proposed technique. Note that experimental verification (based on the case-study example) is presented in Section 4 in detail. An important part of the presented approach refers to the security. Blockchain technology offers the prospective property for handling numerous security attacks, as it can disregard the prerequisite of a centralized authority for performing various operations. In the presented technique, users that participate in the transaction verification and validation utilize a structurally distributed database that stores data from all nodes in an encrypted form authorized by various checks; such as Merkle hash tree (MHT), and ECC. The database is distributed; thus, there is a threat of crashing or corruption. Therefore, the transactions are linked together with cryptographic keys and immutable ledgers, which create much more difficulty for invaders towards the manipulation or deletion of the recorded information.



According to the current state of knowledge on the application of blockchain technology, many blockchain-based applications are strongly protected from DoS/DDoS attacks due to their decentralized design [36,37,38,39,40]. Here, all the services are copied and placed on various network nodes. In other words, we want to emphasize that if an attacker disables one node, they will never be able to disable all the other nodes. Also here, using blockchain, we have ensured that all transactions are expensive, which of course discourages the attacker from directing huge transactions.



Our approach is to have message replay protection due to the use of blockchain technology [36,37,38,39,40]. Here all messages are considered to be a transaction. Every transaction is always timestamped, and every transaction has to go through the consensus part to be well thought out and considered legal. Therefore, the attacker will never be able to respond to the messages, because the consensus procedure will discard them.



Our approach is also protected against Sybil attack [41]. In our approach, everyone can only have one identity at a time, and each identity will have only one key pair. Each communication message must be signed with the private key associated with this identity. Moreover, our blockchain-based approach requires the validation of all IDs, so an attacker cannot use a fake identity at all.



Man-in-the-Middle (MITM) attack is also impossible because there is no single thread of communication to be intercepted. Therefore, by using blockchain technology, our system can be more secure and protected against MITM attacks.



Furthermore, authentication and message integrity are perfectly preserved here. The certificate is used by each follower (for the first transaction). Initially, during the first process, the certificate is directed only to valid participants. All exchanged transactions are signed using private keys. As a result, signatures protect the authenticity of each signature and the integrity of the message. In other words, we can say that it guarantees that no one can join the network without a certificate.



Moreover, the TTP signs the document with an electronic signature, and additionally applies AES to generate a 256-bit symmetrical key. Such an AES key is used for encryption of the document. Then ISP decrypts all the AES keys using the corresponding private RSA key. So, these cryptographic keys ensure enhanced security in our approach.



The data is always stored in an immutable manner using timestamps, public audits, and consensus mechanisms. Furthermore, the IPFS uses the Secure Hash Algorithm (SHA) 256-bit version to generate the 256-bit hash of the document. Moreover, the SHA-256 algorithm guarantees data integrity. These techniques make the proposed approach secure by assuring data integrity and privacy, and make our approach protected from DDoS and MiTM attacks too.



Another interesting issue regarding blockchain is the use of formal verification of smart contracts and blockchain code [42,43], which can be very helpful in the prevention of costly errors and security breaches. These formal verification methods are very often based on documenting vulnerabilities or model-checking techniques. The authors in [42] made a detailed analysis and review of the applied state-of-the-art formal methods on smart contracts specification and verification. The main criteria of this analysis were minimizing the risk of faults and bugs occurrence, and avoiding possible resulting costs. Regarding formal methods, in [43], a worthwhile approach is proposed. The authors propose a new approach to model smart contracts and blockchain execution protocol along with users’ behaviors based on a formal model checking language. Based on this model implementation, and given their expected behavior, design vulnerabilities of the smart contracts can be analyzed using a statistical model checking tool.





4. Experimental Verification of the Proposed e-Service—A Case Study


The presented solution was experimentally verified using a few test scenarios. Two of them are presented in the paper. In the presented scenarios, the e-service of a durable medium was implemented for the ISP, which plays a dominant role in the process (it means that only the ISP can initiate document processing), and the role of the ISP clients is limited only to accepting or rejecting the document. TTP plays the role of the e-service provider and a supervisor, which monitors the flow of document storage and processing (including management of the blockchain and IPFS network). The blockchain was implemented using the Hyperledger Besu [44] platform. Besu is an Ethereum client designed to be enterprise-friendly for both public and private permissioned blockchains. Moreover, it includes several consensus algorithms including PoS, PoW, and PoA (IBFT 2.0, QBFT, and Clique). This platform also supports smart contracts, which have a significant impact on the security of the entire solution [45]. Table 1 presents the selected configuration parameters of the blockchain implementation (please note that some of them are specific only for the Besu environment).



In the first test scenario, it was assumed that the ISP wanted to introduce a new document (e.g., an annex to the contract) for each of its 10,000 customers. Each of these documents are personalized and dedicated only to one of the ISP clients and must be agreed with the client (accepted or rejected). As a result, the e-service must process 10,000 various documents that need to be agreed with 10,000 ISP customers.



In the first step, the ISP selects the 10,000 documents and customers to which this document concerns and sends the documents and 10,000 identifiers of the ISP clients to whom these documents refer to the TTP. TTP first signs all the documents with an electronic TTP signature and generates 256-bit symmetric AES keys–one for each document. Then using the AES keys, each of the 10,000 documents is encrypted (each document has a corresponding different AES key).



Then, TTP sends the encrypted (signed) documents to the IPFS server, which generates a hash using the SHA-256 algorithm for each document and stores it in the IPFS network together with the encrypted document. For each stored document, IPFS also generates a link which, together with the hash, is sent back to the TTP. In the next step, TTP adds 10,000 transactions to the blockchain (one transaction for each document). Each transaction contains a hash of the document (DID field in the blockchain structure), the identifier of the entity that sent the document (this is a numerical value identifying the ISP–CID field), and the identifier of the document addition operation (OID field). Due to the limitations of the data limit that can be stored in the blockchain, the document itself is not saved in the block. The right, encrypted documents along with their hashes are stored in the IPFS network.



In the next step, TTP encrypts each of the AES keys with a 2048-bit ISP public key using the asymmetric RSA cryptographic algorithm. Then, a list containing 10,000 items is sent back by TTP to the ISP. Each item in the list contains the following information: a hash of the document, a link to the encrypted document in the IPFS network, an encrypted AES key, and the client identifier to which the document relates. Then, the ISP decrypts all the AES keys using his private RSA key. Next, using links to the documents, the ISP downloads documents from the IPFS network and decrypts them using encrypted AES keys. In the next stage, the ISP makes these documents available to his clients (in decrypted form so that customers can easily read them). After reading the document, each customer decides to accept or reject it. The client’s decision is forwarded to the ISP, which forwards it further to the TTP (along with the customer ID and hash of the document). Then, the TTP places each decision (treated as an operation on the document and stored using the OID field) along with the customer identifier (CID) and document hash (DID) in the blockchain as a new transaction in the block. Ultimately, after each of the 10,000 customers makes a decision, 20,000 new transactions will appear in the blockchain (10,000 transactions with documents added by the ISP and 10,000 transactions with decisions of 10,000 customers regarding these documents), as shown in Figure 4. This figure presents a summary of the number of transactions after execution of the test scenario, and is recorded using Sirato Explorer (blockchain monitoring tool). As can be observed in Figure 4, there are two more transactions. This is because adding a smart contract is itself registered as a new transaction. So, there is one more transaction for a smart contract regarding adding documents, and one more for a smart contract regarding adding customers’ decisions.



Figure 5 presents a selected block (no. 610) from the blockchain recorded using Alethio Lite Explorer—a blockchain monitoring tool. This block contains, among others: the information about the number of the block (610), block approval status (the “Confirmed” green message means that the block was fully approved by nodes responsible for the consensus algorithm), hashes of the current block and parent block, size of the block (23,262 bytes), number of included transactions (63), information about the node, which confirmed the block (“mined by” field), gas limit, the amount of used gas (<1%), and difficulty in mining block (1 h).



The second case study test scenario presents a situation in which the ISP introduces a new document, but is common for all clients (e.g., new regulations, price list, etc.). This document must be agreed upon with each of the 10,000 ISP customers. In the first step, the ISP sends the document and a list of 10,000 identifiers of the ISP customers to whom this document applies to the TTP. Next, the TTP electronically signs the document with its digital signature and generates a symmetric 256-bit key using the AES-256 algorithm. The document is encrypted using this AES symmetric key, and the AES key is encrypted using an RSA 2048-bit ISP public key. It is worth noting that the generation of the AES key is performed in the secure HSM hardware module.



Then the TTP sends the encrypted (signed) document to the IPFS server, where a hash using the SHA-256 algorithm is generated. Next, the document is stored in the IPFS network and a link to the document is generated. Then, the link together with the hash of the document is sent back to the TTP, and the TTP adds a new transaction in the blockchain. The transaction contains a hash of the document (DID field in the blockchain structure), the identifier of the entity that sent the document (an identifier of the ISP stored in the CID field), and the identifier of the document addition operation (OID field). The document itself is not saved in the blockchain, but it along with its hash is stored in the IPFS network.



In the next step, the hash of the document, a link to the document in IPFS, and the encrypted symmetric AES key are sent back to the ISP. Then, the ISP decrypts the AES key using its private RSA key. Next, using the link, the ISP makes the document available to all clients. After reading the document, each of the customers decides to accept or reject it. The client’s decision is forwarded to the ISP, which forwards it to TTP. Then, the TTP places this decision, along with the customer identifier (CID) and document hash (DID), in the blockchain as a new transaction in the block. The process of acceptance or rejection of the document by other customers is analogous and iteratively repeated by the ISP. Ultimately, after each of the 10,000 customers makes a decision, 10,001 transactions will appear in the blockchain (the first transaction with the document provided by the ISP and 10,000 transactions with the decisions of 10,000 customers regarding this document), as shown in Figure 6. The figure represents the total number of transactions after the implementation of both scenarios within the same blockchain, therefore the number of transactions added in the second test scenario is 20,001 − 10,001 + 10,002 − 10,001 = 10,001.



Moreover, in the first test scenario, it was assumed that approximately 80% of customers would accept the document and the remaining 20% would reject it. In the second scenario, the accepted level of acceptance was 90%. Therefore, in the implementation of both scenarios, special randomization functions were added to implement the above assumptions. In practice, it turned out that the level of acceptance differed slightly from the assumed level (81.63% in the first scenario and 91.08% in the second scenario). The remaining performance results obtained during the realization of both test scenarios are summarized in Table 2. Compared to Figure 4, there are 10,001 more transactions (1 for the added new document and 10,000 for customer decisions).



According to the conducted test cenarios where over 30,000 transactions were added to the blockchain, the implemented e-service worked properly, and the initial requirements were met. The obtained performance results are also acceptable. In the first scenario, the average time of adding the transaction responsible for adding a new document (by the ISP) to the blockchain was approximately 23 milliseconds, which for 10,000 documents is less than 4 min. In the second scenario, the time of adding a document was approximately 202 milliseconds, which is quite a lot compared to the first scenario; however, it is worth remembering that there was only one added document in the second scenario, so the obtained result is also acceptable. The average time of adding transactions with customer decisions was only about 0.036 milliseconds in the first scenario, and 0.049 in the second scenario, which are also fully satisfactory results.



Although the experimental verification finished with success, the authors faced several issues. One of them was the problem of working out error-free smart contracts. This is a real challenge, since adding a contract containing errors to the blockchain results in serious consequences for the entire blockchain network. Another issue is related to the asynchronous technique of adding a transaction (i.e., without confirmation whether the transaction has been added or not). However, an in-depth analysis allowed us to find a solution to this problem (the detailed description is considered for future work).



It is worth noting that the dataset used in the experimental verification was prepared by the authors. The dataset includes more than 10,000 documents (in portable document format, PDF) specially generated for both test scenarios. These documents contain information regarding provisions from typical contracts concluded between the ISP and its customers (only the customers’ data are fictitious). Also, the transactions and smart contracts were prepared specifically for the needs of the implemented e-service.




5. Conclusions


The paper proposes a novel concept of TTP application in the form of a durable medium electronic service. The main research problem relates to the design and implementation of a trusted and secure e-service for processing and managing sensitive electronic documents. The presented solution applies blockchain technology combined with cryptographic methods. Moreover, an independent company playing the role of a TTP is considered. The application of blockchain technology ensures that once stored, documents cannot be changed nor deleted in the future. In the presented solution, the TTP acts as a trusted, impartial arbitrator who monitors the process of storing and processing documents, and in the case of disputes, makes final and binding decisions. TTP is also a provider of a safe and trusted durable medium e-service, thanks to which documents are stored in a server infrastructure independent of other parties (e.g., a bank and its customers). Due to the nature of this work, the presented research combines both scientific and implementation aspects. The possibility of the application of a trusted third party (combined with blockchain technology) is also analyzed. The experimental verification results confirmed the correctness of the developed e-service.



The key feature of the presented approach relies on a unique combination of decentralized blockchain with TTP, which increases the security and reliability of electronic document storage and management. Moreover, the proposed e-service meets all the requirements and law regulations regarding durable media, and was developed based on real market needs. Finally, it was implemented in the real company “Perceptus sp. z o. o.” from Zielona Góra (Poland), expanding its product offer.



Despite the above-presented advantages, the proposed solution also has limitations. One of them is the fact that the presented e-service requires continuous operation. This means that the servers on which the e-service is implemented require continuous availability, and therefore may generate significant costs. Moreover, the need to ensure the availability of nodes in various locations (decentralization of the service) may also enlarge maintenance expenses. Another disadvantage of the developed solution can also be the large number of generated cryptographic keys. In the proposed approach, a symmetric AES key is generated for each processed document, which—given a large number of documents (numbered in millions)—means the need to store and manage a very large amount of critical cryptographic material in the HSM, whose capacity is also limited. On the other hand, it is worth emphasizing that such a large number of symmetric keys positively impacts the security aspect of the proposed solution (e.g., interception or leakage of one AES key will result in access to only one document, while the rest are safe).



Further work will focus on improving the efficiency of the developed solution, reducing transaction costs and increasing both the scalability and the bandwidth of the e-service (i.e., communication with the blockchain, IPFS, and HSM). Moreover, the performance analysis of the blockchain is planned to be carried out to observe how the transaction execution time changes under various conditions. Based on the performance analysis results, there is a plan to compare with other existing approaches and products; however, access to the performance data of other solutions (especially commercial ones) is very difficult. Research plans also involve developing a new consensus protocol that would be more effective and use fewer resources. Additionally, the possibility of using blockchain technology in other areas of the industry will also be investigated.
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Figure 1. The main idea of the proposed e-service on a high level of abstraction. 
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Figure 2. The proposed durable medium e-service in the form of a UML activity diagram. 
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Figure 3. The proposed structure of the blockchain. 
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Figure 4. Summary of the number of transactions after execution of the first test scenario. 
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Figure 5. Detailed information about one selected block from the blockchain. 
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Figure 6. Summary of the number of transactions after execution of the both test scenario. 
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Table 1. The selected configuration parameters of the blockchain implementation.
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	Parameter
	Value





	blockchain type
	private with IPFS



	consensus algorithm
	IBFT



	number of nodes allowed to approval new blocks
	4



	block period seconds (in seconds)
	2



	request timeout seconds (in seconds)
	4



	gas limit
	9,007,199,254,740,991



	contract size limit
	2,147,483,647



	minimum gas price
	0










 





Table 2. Summary of selected experimental results.
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	Parameter
	Obtained Value

(First Scenario)
	Obtained Value

(Second Scenario)





	The level of acceptance of the document by customers
	81.63%
	91.08%



	Average time of adding a document transaction to the blockchain (in milliseconds)
	23.073
	202.164



	Average time of adding a customer’s decision transaction to the blockchain (in milliseconds)
	0.0358544
	0.0486139
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