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Abstract: Securing DICOM images is essential to protect the privacy of patients, especially in the era
of telemedicine and eHealth/mHealth. This increases the demand for rapid security. Nevertheless, a
limited amount of research work has been conducted to ensure the security of DICOM images while
minimizing the processing time. Hence, this paper introduces a selective encryption approach to
reduce the processing time and sustain the robustness of security. The proposed approach selects
regions within medical images automatically in the spatial domain using the pixel thresholding
segmentation technique, then compresses and encrypts them using different encryption algorithms
based on their importance. An adaptive two-region encryption approach is applied to single and
multi-frame DICOM images, where the Region of Background (ROB) is encrypted using a light
encryption algorithm, while the Region of Interest (ROI) is encrypted using a sophisticated encryption
algorithm. For multi-frame DICOM images (Approach I), additional time-saving has been achieved
by almost 10,000 times faster than the Naïve encryption approach, and 100 times better compression
ratio, using one segmentation map based on a pre-defined reference frame for all the DICOM frames.
For single-frame DICOM image (Approach II), a multi-region selective encryption approach is
proposed, where the ROI is further split into three regions based on potential security threats, using a
mathematical model that guarantees shorter encryption time in comparison with the Naive and the
two-region encryption approaches, with almost 47% and 14% saving times, respectively. Based on the
estimated processing time, Approach I outperformed Approach II noticeably. Further, cryptanalysis
metrics are utilized to evaluate the proposed approaches, which indicate good robustness against a
wide variety of attacks.

Keywords: medical image encryption; selective encryption; region of interest; segmentation; LZ4
compression; multi-frame DICOM object

1. Introduction and Related Work

Several frameworks have been introduced to facilitate medical data processing, archiv-
ing, and exchanging, such as Picture Archiving and Communication System (PACS). PACS
is recognized in medical organizations and institutes. Alongside PACS, there are worksta-
tions, imaging devices, networks, and many other hardware devices, which are utilized in
medical organizations. This creates the need to integrate, exchange, secure, and archive
medical data from all these devices, from different manufacturers with minimum cost. To
this end, Digital Imaging and Communications in Medicine (DICOM) is the most common
standard which is adopted by most of the medical institutes and manufacturers who define
methods to achieve all required functionalities [1,2].

The security mechanisms were missing in the initial version of the DICOM standard [1],
which means that sensitive medical data were exchanged as plain text. As a result of
the exponential growth of using the Internet, more strict security requirements arose,
especially in the medical sector. Accordingly, the DICOM standard introduces some security
improvements which are integrated into DICOM objects and their related applications.
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Nonetheless, most of these mechanisms are not enough to ensure a robust security solution,
especially for multimedia data. Moreover, these recommendations do not include the pixel
data of the DICOM object. Accordingly, many research works have proposed security
mechanisms for pixel data to extend the DICOM standard.

Security requirements for medical images are derived from strong ethics and legal reg-
ulations for privacy, and they need to fulfill the confidentiality and reliability requirements,
to prevent tampering that can occur during the transmission time through a malicious
individual that leads to an incorrect diagnosis. Such acts might cause severe problems as
well as patient death. Security needs for medical data (text, audio, image, and video) can
be classified into three categories [3]: confidentiality, reliability, and availability. Patients’
health data privacy is one of the most critical issues to be considered among individuals’
information [4]. Therefore, medical data confidentiality is considered a crucial security
requirement. Encryption is a technique used to provide data confidentiality by ensuring
the incomprehensibility of data to unauthorized parties, and several encryption algorithms
have been proposed to encrypt the entire pixel data and/or header data. However, tra-
ditional encryption algorithms, such as RSA, are not suitable for medical images, due
to their pixels’ redundancy and complexity [5]. Therefore, the DICOM image size and
the complexity of encryption algorithms directly affect the delay time for viewing and
exchanging DICOM images amongst distant medical entities and radiologists, in which,
the encryption algorithm processing time is proportional to the DICOM image size [6,7].

Related Work

Many research works focus on the nature of the DICOM image data before and
after the encryption, while ignoring the real-time requirements. Hence, encrypting large
DICOM images using Naïve approach have a large processing time overhead. In the
literature, many research works have proposed the use of a selective encryption approach
to overcome the processing time limitations for multimedia data. However, fewer numbers
of research works have been conducted on the use of selective encryption on medical
images, specifically DICOM images. The basic idea of selective encryption is to encrypt
the informative subsets of the data using a robust encryption algorithm while encrypting
other subsets using a lighter encryption algorithm. Further, the selection and encryption
processes of data subsets can be performed in the frequency or spatial domain. Furthermore,
the selective approach has a better processing time than the Naïve approach, but on the
other hand, the Naïve approach is considered to be more robust.

Most of the utilized image encryption techniques for medical applications in the
literature are chaotic-based Naïve encryption, while a small number of research works
have presented conventional-based image encryption approaches. Additionally, a smaller
number of research works have proposed the use of both conventional and chaotic-based
approaches (hybrid). Moreover, most of the presented encryption research works in the
multimedia domain have proposed encryption approaches in the frequency domain with
selective chaotic-based techniques.

The idea of selective encryption was first presented by Spanos and Maple [8] in 1995.
Many research works have proposed to conduct selective encryption in the spatial domain
as in [9–17]. Nonetheless, the frequency domain predominates the selection encryption as
proposed in [18–22]. Though, spatial domain selective encryption is an attractive choice as
it is simple and does not require any transformation of pixel intensities into other domains.

The primary goal of using selective encryption algorithms is to minimize the encryp-
tion and decryption time. However, only a few research works have tried to optimize the
encryption effort (time) while encrypting the data. In study [13], a novel selective sym-
metric encryption approach was reported for medical images. It employs GA to optimize
the encryption process, in which the image is segmented into a number of regions, and
the ROI is selected on the basis of pixel intensity and entropy measurements. After that,
encryption algorithms with variable key lengths are selected to encrypt regions in the ROI,
where each region is encrypted using an encryption algorithm that guarantees its confi-
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dentiality while minimizing the processing time. However, the bitstream of this method is
not coherent; also, GA does not guarantee to find the global minimum of the optimization
problem, and it does not provide a comprehensive solution. Other research works have
proposed the use of swarm optimization to identify the key length that improves security
or reduces the encryption time [23]. The main drawback of these optimization-based
approaches is that it increases the complexity of the encryption problem. Moreover, all the
referenced approaches above did not consider an objective function based on the nature of
the encryption approach.

Spatial domain selective encryption approaches in the literature require user input to
perform segmentation (manual segmentation) and do not exploit any statistical properties
of medical images. On the other hand, the frequency-based selective encryption approaches
gain more attention than spatial-based ones, and most of the presented works in the
frequency domain perform data selection automatically without a need for user input. In
this work, we present an automatic selective encryption approach in the spatial domain
that aims to reduce the processing time overhead of the utilized encryption algorithms
and to adaptively threshold DICOM images based on their modalities, anatomy part, and
pixel intensity range, while maintaining the security of the encrypted DICOM image, in
comparison with the Naïve encryption approach, in which all pixel data are encrypted
using sophisticated encryption algorithm, e.g., Advanced Encryption Standard (AES), as
the bottleneck of securing a DICOM object is the processing time [24]. It is worthwhile to
mention that AES is adopted by the DICOM standard.

This paper introduces encryption approaches for single- and multi-frame DICOM
objects while utilizing a two-region selective encryption approach based on an automatic
statistical-based segmentation approach to select important pixel data in DICOM im-
ages [25]. The single-frame encryption approach was adopted after a thorough investiga-
tion of a mathematical solution based on a linear equation system to work out multi-region
sizes inside the ROI of the DICOM image to encrypt them based on their importance.
However, the saving time was not highly improved in comparison with the proposed
approach in study [25]. Therefore, a promising approach was adopted based on the idea of
improving the redundancy of the segmented pixel data. This approach has two proposed
segmentation mechanisms that segment DICOM images into ROI and ROB based on pixel
intensities. Thus, segmented regions are compressed using a fast-lossless compression
algorithm. Consequently, the encryption process of the selected data can be significantly re-
duced. The proposed approach aims to reduce the processing time of multi-frame DICOM
image encryption in comparison with the Naïve encryption approach. Effective time per-
formance and robustness of the proposed approach are verified by statistical assessments
and cryptanalysis measurements. Therefore, the proposed approach can be exploited with
various frameworks to attain data security requirements.

This paper is structured as follows: Section 2 gives an overview of the motivations and
limitations of encrypting DICOM images. The proposed approach is detailed in Section 3.
Performance evaluation, analysis, and discussions are described in Section 4. Concluding
comments, challenges, and future work are given in Section 5. Calculations of regions’ sizes
of the multi-region encryption approach are presented in Appendix A.

2. The DICOM Image Encryption: Motivations and Limitations

The Health Insurance Portability and Accountability Act (HIPAA) recommended that
all data that might be used to identify all entities (e.g., patient, physician, etc.) must be
confidential and only authorized entities can access them. However, the DICOM standard
does not support encryption for pixel data. DICOM secures patients’ information using the
Application Level Confidentiality Profile. However, this does not necessarily guarantee
confidentiality. For instance, if an attacker already has access to the pixel data or part of it,
it can be used to identify the patient’s identity [1]. The supplementary documents of the
DICOM standard highlight these risks on the NEMA website, as shown in [26–28].
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Several research works have been conducted in the literature to extend the DICOM
standard with pixel encryption mechanisms. However, these mechanisms increase the
processing time overhead, which causes additional delay and requires more computational
resources. Hence, it is very important to provide an efficient and simple mechanism,
especially in the era of telemedicine and handheld devices.

2.1. Limitations

Generally speaking, DICOM images contain sensitive information about patients and
are usually saved for a long time, so they should be stored safely and far from any malicious
threats. Additionally, the images might need to be exchanged with different medical entities
over public networks. However, there are no existing recommendations on how to secure
the DICOM pixel data, while the only existing recommendations are intended to anonymize
(de-identification) the patient information that is found in the header data of the DICOM
images to preserve the privacy of the patient data. Hence, it is preferable to use quite
accepted and adopted encryption standards to secure medical image databases such as
3DES and AES. These algorithms’ processing time is not short, and the size of the medical
images is large, so the encryption time of medical images may take a long processing time.
Accordingly, encryption mechanisms should be developed to reduce the processing time
while maintaining security robustness [20].

For instance, if the physician would like to secure the pixel data of 100,000 DICOM
images (with 2760 × 1200 size and 16-bit depth) before sharing it with another hospital,
she/he might use the Naïve encryption method to encrypt the pixel data of the DICOM
frames using conventional (sophisticated) and adopted encryption algorithms by the
DICOM standard, such as AES. In this case, the processing time of the encryption process
will reach around 4 h, which is a lack of efficiency and a delay for the limited time of
physicians. This represents a challenge to be implemented in real life, and therefore, the
DICOM standard left this problem open for research, leaving the decision for the researchers
on how to secure the DICOM standard.

Selective encryption mechanisms are promising methods that can overcome traditional
encryption limitations. Since selective encryption mechanisms aim to reduce the sizes of
the regions, which are subjected to sophisticated encryption algorithms such as AES,
consequently, time and cost will be reduced. The main gap in selective image encryption
is the classification (segmentation) of images into significant and insignificant regions. In
the literature, most of the reported research works proposed a manual selection of regions
which is impractical and added extra burden on the medical processing time. Moreover,
within the author’s knowledge, none of the reported research works has utilized the
medical images’ statistical properties to efficiently select regions for selective encryption.
As image segmentation can be performed in the frequency or spatial domain, most of
these research works segmented medical images into regions in the frequency domain. In
this case, frequency-segmentation algorithms depend on image features that exist in the
frequency domain; hence, additional computations are required to extract features prior to
the segmentation process.

2.2. Proposed Extension to the DICOM Standard and Other Frameworks

The primary goal of this paper is to reduce the required encryption time of DICOM
images. Most of the presented work in the literature developed codes in MATLAB. Hence,
the encryption speed was limited. Nevertheless, this paper focuses on finding efficient
libraries that have compiled C code implementation. Additionally, all the developed
methods in this paper were implemented using Python and then compiled into C code
using Cython Library. Hence, the presented work can be implemented in real platforms to
support and extend DICOM applications.

It is worthwhile to mention that the work presented in this paper does not aim to
provide security requirements (confidentiality, authenticity, and integrity). This paper
provides an effective encryption mechanism to reduce the encryption time, as it is the
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bottleneck to generating a secure DICOM object [24]. This mechanism can be used within
a security framework to achieve these security requirements, such as authenticity and
integrity in the presented framework by Kobayashi et al. [24] as shown in Figure 1. In this
framework, a segmentation map is generated based on the proposed approach, will be
stored in the header, and then used to encrypt pixel data as suggested in the Kobayashi
framework. Interested readers can find out more about this framework in [24].

Appl. Sci. 2023, 13, x FOR PEER REVIEW 5 of 24 
 

It is worthwhile to mention that the work presented in this paper does not aim to 
provide security requirements (confidentiality, authenticity, and integrity). This paper 
provides an effective encryption mechanism to reduce the encryption time, as it is the 
bottleneck to generating a secure DICOM object [24]. This mechanism can be used within 
a security framework to achieve these security requirements, such as authenticity and in-
tegrity in the presented framework by Kobayashi et al. [24] as shown in Figure 1. In this 
framework, a segmentation map is generated based on the proposed approach, will be 
stored in the header, and then used to encrypt pixel data as suggested in the Kobayashi 
framework. Interested readers can find out more about this framework in [24]. 

 
Figure 1. Encryption flow chart: Kobayashi framework, the proposed approach can contribute to 
reducing the computational overhead of the encryption process (red box). 

In addition to the Kobayashi framework, the proposed approach can be used to 
achieve confidentiality goals, by extending the Kobayashi framework as shown in Figure 
2. As the DICOM standard recommended certificate-based encryption [1], the encryption 
of the header data (including the segmentation map) can be achieved using RSA. This 
kind of secret data exchange is supported by Transport Layer Security (TLS) which is also 
recommended by the DICOM standard in Part 15, Annex B. In this extended framework, 
the private key on the sender side and the public key on the receiver side are embedded 
in a Digital Certificate (DC). The DC is generated by an independent Certification Author-
ity (CA) which identifies network users and their authorities. In this framework, the pro-
posed approach can efficiently contribute to reducing the required encryption time and 
achieving authenticity, integrity, and confidentiality. 

Figure 1. Encryption flow chart: Kobayashi framework, the proposed approach can contribute to
reducing the computational overhead of the encryption process (red box).

In addition to the Kobayashi framework, the proposed approach can be used to
achieve confidentiality goals, by extending the Kobayashi framework as shown in Figure 2.
As the DICOM standard recommended certificate-based encryption [1], the encryption
of the header data (including the segmentation map) can be achieved using RSA. This
kind of secret data exchange is supported by Transport Layer Security (TLS) which is also
recommended by the DICOM standard in Part 15, Annex B. In this extended framework,
the private key on the sender side and the public key on the receiver side are embedded in
a Digital Certificate (DC). The DC is generated by an independent Certification Authority
(CA) which identifies network users and their authorities. In this framework, the proposed
approach can efficiently contribute to reducing the required encryption time and achieving
authenticity, integrity, and confidentiality.
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3. The Proposed Approach

The fundamental concept of the adopted methodology in this paper is depicted in
Figure 3. This diagram shows three main stages within the proposed approaches, namely:
selection, compression, and encryption. The essential input of the presented approaches
in this paper is a DICOM medical image, which is composed of patient data and pixel
data. Additional user input might be required to select regions, as in the study [29] and the
presented approach in Section 3.2. The expected output is a secured DICOM object which
contains anonymized patient data and encrypted pixel data.
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In this paper, several selection mechanisms that aim to extract and categorize data
prior to the encryption process are adopted. Pixel data are segmented into regions based
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on their importance. The output of the segmentation process includes a segmentation map
as side information that preserves the original pixels’ positions. Then, the patient data and
the segmentation map are extracted and combined as side information. For a multi-frame
DICOM object, the first DICOM frame is selected as the most crucial frame, as described
in [29]. Additionally, in the presented approach in Section 3.2 (multi-frame DICOM object)
a combination between a pre-defined reference frame and automatic thresholding based
on the two-region encryption approach [25] is adopted. On the other hand, the two-
region encryption approach [25] and the presented approach in Section 3.1 (multi-region
encryption approach) present automatic selection mechanisms, which rely on the statistical
properties of medical images.

Generally, the output from the selection process includes selected regions, a segmenta-
tion map, and patient data. In the presented approaches in Sections 3.1 and 3.2, the outputs
from the selection mechanism are compressed using a lossless compression algorithm.
While in studies [25,29], the outputs from the selection mechanism are directly encrypted.
The adopted lossless compression algorithm in this research was Lempel–Ziv 4 (LZ4),
which is well-known for its high compression speed and acceptable compression ratio.

In the encryption phase, important pixel data (compressed) were encrypted using AES
with 256 key-length, while less critical data were encrypted using AES with 128 key-length,
XXTEA, and XOR. The compressed side of information and patient data were encrypted
using AES with 256 key-length. Finally, the encrypted data were appended within a secured
DICOM object based on part 15 of the DICOM standard. It is worthwhile to mention that
XXTEA is selected to demonstrate the proposed approach. However, there are several
lightweight encryption methods that would be suitable to encrypt the ROB.

The following Sections 3.1 and 3.2 present two proposed approaches for single-frame
DICOM images and multi-frame DICOM objects, respectively.

3.1. Approach I: Multi-Region Selective Encryption Approach for Mammography DICOM Images

A two-region selective encryption algorithm is proposed in the study [25], imple-
mented and evaluated. The selection process for the proposed approach is based on pixels’
intensities, where regions are identified based on the pixel thresholding technique. The
proposed method is evaluated based on the cryptanalysis metrics, saved time, and the ratio
of ROI size to image size. It is noticed that the saved time in images with large ROI size is
much smaller than the saving time of images with small-medium ROI size. This highlights
the need to enhance the saved time using a multi-region selective encryption algorithm as
detailed in this approach.

In this section, a multi-region encryption approach is proposed to work out regions’
sizes (R1, R2, R3 within ROI) automatically using some mathematical formulas that guar-
antee less processing time in comparison with the Naïve and two-region encryption ap-
proaches [25], while maintaining security robustness. This experiment was restricted to a
Mammography DICOM dataset since each medical image modality and human body part
has a different distribution [25,30,31], where dark pixel intensities represent the less infor-
mative regions of Mammography DICOM images, while bright pixel intensities represent
the informative regions [32,33].

A detailed description of the proposed approach’s procedures is given in the following
sections after briefly describing pre-knowledge equations used to build the cost lookup
table for different encryption algorithms employed in the proposed approach.

3.1.1. Encryption Cost Estimation

In this section, the encryption time for different DICOM images sizes using different
encryption algorithms (AES and XXTEA) is modeled and analyzed to extract equations that
are used as pre-knowledge information to build a cost lookup table for different encryption
algorithms, and it will be used to estimate the processing cost of encrypting parts (regions)
of the DICOM images.
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A line-fitting tool in Python is used to fit linear equations for encryption time with
different key lengths. For example, AES (256-bit) fitted equation is depicted in Figure 4,
where its estimated equation is (Y = 1.05× 10−8X + 0.0002). In general, it can be noticed that
processing time is linearly proportional to the image size, and as expected, large images
require more time to be encrypted. Moreover, in comparison with AES processing time, the
XXTEA is around two times faster than the AES (128-bit) and AES (256-bit), respectively.
One last important factor is the hardware specification; this work is performed using an
Ubuntu machine, with an Intel i5 processor and 4 GB RAM.
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3.1.2. Multi-Region Encryption Process

The elementary idea of the proposed approach is to split the DICOM image ROI into
three regions, and then encrypt these regions using different encryption algorithms based
on their importance, as it is believed that this will guarantee minimum encryption time
in comparison with the Naïve and two-region encryption approaches [25]. In order to
achieve that, the three regions’ sizes must be calculated, such that the total encryption time
of all three regions in addition to the ROB encryption time must be less than the Naïve
encryption and the two-region encryption approach times. The reason behind segmenting
ROI into three regions is to prove the concept, as two regions are not enough to investigate
the efficiency of the proposed approach, and more than three regions will cost more time
due to the extra operations of segmentation.

Figure 5 depicts the overall multi-region encryption approach. Firstly, DICOM image
regions’ sizes are calculated based on the ROI size, where the ROI is determined using
extracted thresholds based on the approach described in [25]. Thus, if the ROI size with
respect to image size is (~≥55%), pixel data will be segmented into three ROI regions (R1,
R2, R3) and ROB. After that, the plain text of all regions is compressed using LZ4 lossless
compression. Next, the compressed data are encrypted using AES 256, AES 128, and
XXTEA based on their importance. Finally, the ciphertext of all regions is stored in the tag
(07FE0, 0010). It is worthwhile to mention that AES is a sophisticated encryption algorithm,
and it is adopted by the DICOM standard with an efficient processing time. Therefore, AES
was utilized to encrypt the ROI due to its robustness and the importance of that region.
While XXTEA is a lightweight encryption algorithm, it is selected to encrypt less important
regions such as the ROB to demonstrate the proposed approach. However, there are several
lightweight encryption methods that would be suitable to encrypt the ROB.
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3.1.3. ROI Data Distribution and Thresholds’ Estimation

As detailed in Appendix A, optimal regions’ sizes that guarantee minimum encryption
time in comparison with Naïve AES encryption time were calculated based on the proposed
Linear System (LSE). Equations (A8)–(A10) show the regions’ sizes (number of pixels for
each region), but it does not specify which pixels. To identify the pixels for each region,
ROB pixels were removed based on the two-region adaptive pixel thresholding approach
that was presented in [25]. Then, using pixel intensity distributions of ROI; pixel thresholds
that specify each region were estimated as follows:

1. Calculate region probability:

Pri =
Sri
Sroi

where Sri is region i size and Pri is region i probability.

2. Sort ROI pixels in descending order (based on pixel intensities).
3. Allocate pixels’ intensities that have probability equal to the region probability (R3),

starting at the minimum value of pixels’ intensities, until the region probability is
reached. Then, assign the region threshold to the maximum reached pixel intensity
(th1). Next, after removing pixels corresponding to R3, th2 can be determined based
on R2 probability in the same manner as R3. Henceforth, thresholds were determined
based on the following order K3 → K2 → K1 .

4. Segment ROI into multi-region, using estimated pixels’ thresholds, where regions are
defined as shown below:

R3 = ROI(px) ≤ th1
R2 = (th2 > ROI(px) > th1)

R1 = ROI(px) ≥ th2

where R1 is region one and it represents the most informative pixels around the mean
value of ROI pixel data. R2 and R3 are regions two and three, respectively. th1 and
th2 are the first and the second thresholds estimated in step 3, and ROI(px) is pixel x
intensity that belongs to the ROI.

3.1.4. Medical Images’ Statistical Properties

It was noticed in study [25] that the ROI of each DICOM modality was segmented
using different statistical values (thresholds), which indicates that different DICOM modali-
ties have different distributions. A dataset of different modalities and different human body
parts was used to fit distributions in this paper, and it is the same one used in study [25].
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These distributions can be used as a pre-knowledge to determine threshold values for
different modalities, as illustrated in [25].

In general, manual segmentation performed by physicians shows that the statistical
properties of the segmented ROI significantly differ from one modality to another. For
example, physicians consider the brightest regions as ROI in Mammography DICOM
images [32,33]. Hence, as proof of this concept, the study conducted in this approach is
restricted to Mammography DICOM images, where 75% of the Mammography dataset has
Laplace distribution, and only 25% was Beta distribution. However, 99% of Mammography
images are Laplace after removing the background [34]. Figure 6 shows a Mammography
DICOM image and its corresponding histogram.
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The histogram in Figure 6 shows that the ROI’s low pixel intensities (~<500) dominate
the distribution. Additionally, the brightest region is tiny in comparison with other regions.
In the literature, it has been reported that the manual segmentation of Mammography must
focus on bright regions [33]. Therefore, the proposed approach in this paper considers
pixels with high intensities as the most important regions within the ROI.

3.1.5. Managing Segmentation Map

After segmenting DICOM images, the key to reconstructing the encrypted image
is called a segmentation map, which is a matrix that has the same size as the encrypted
image and its element represents the region/pixel membership of that element. In the
proposed approach, the segmentation map will be appended with the confidential DICOM
profile tags. Then, the combined data are compressed using LZ4 as an efficient compression
algorithm which can also provide integrity of the compressed data, as it provides a check-
sum mechanism. It is believed that the combination of the segmentation map with the
header will not increase the header encryption time overhead as LZ4 can significantly
reduce the size of the segmentation map due to its redundant nature. Finally, the encrypted
compressed data (the segmentation map and confidential DICOM profile tags) are stored
within the Encrypted Attributes Sequence (0400, 0500).

3.2. Approach II: Automatic Selective Encryption of Multi-Frame DICOM Images
3.2.1. The Multi-Frame DICOM Object

In general, the multi-frame DICOM object is a more compact illustration of a sequence
of images (single-frame sequence), that can be transferred as a single entity (single DICOM
object), and each frame is identified by a sequence number. The DICOM object attributes
must be linked with the pixel data from all frames as one entity. Hence, a multi-frame
DICOM object is very useful to save storage space. However, it imposes some limitations in
comparison with the single-frame image series; in particular, all frames in the multi-frame
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DICOM object must have the same characteristics such as frame size, pixel depth, etc. The
total number of frames in the DICOM object is specified by tag (0028, 0008) in the header.

Historically, the multi-frame DICOM object has also not been widely supported by
DICOM viewers and the PACS system [35]. Therefore, only a small number of research
work has been conducted on how to secure the multi-frame DICOM object. Study [36]
highlights the main difference between a multi-frame DICOM object and a single-frame
one. It is noticeable that the network delay to store 10,000 single-frame DICOM is ten
thousand times more than storing 10,000 multi-frame DICOM object. What is more, each
frame requires multiple store requests, store, and store acknowledgement in the single-
frame DICOM case, while the multi-frame DICOM object requires only one request, store,
and store acknowledgement. In analogy to this, the presented approach in this section
introduces a cascade encryption mechanism that is suitable for the storage procedure in [36],
while reducing the processing time overhead.

3.2.2. The Multi-Frame Encryption Process

The proposed approach intends to decrease the encryption time burden of the multi-
frame DICOM object. Hence, this section presents a hybrid encryption approach that
combines a sophisticated encryption algorithm (AES) with a lighter encryption algorithm
(XXTEA) to maintain minimum processing time. Thus, the most informative pixels must
be encrypted using AES and the rest of the pixels will be encrypted using XXTEA.

In this approach, two segmentation mechanisms are proposed: the first one is a holistic
approach that segments all frames simultaneously, while the second approach segments
each frame individually. The holistic segmentation approach uses a pre-defined threshold
value of [25] to segment all pixel data from all frames. Then, segmented ROI and ROB are
compressed, encrypted, and stored in a secured DICOM object. This approach is called
Holistic-Based Selective Encryption (Holistic-Based SE). The second segmentation process
will be executed in an automatic manner where a specific frame in the middle of the multi-
frame DICOM object is selected as a reference frame; then its pixel data can be segmented
based on automatic thresholding using a pre-defined threshold value [25]. Thereafter, the
resultant segmentation map from the segmented reference frame will be used to segment
all other frames in the DICOM object. Afterwards, the segmented ROI and ROB from all
frames are compressed and encrypted using AES and XXTEA, respectively. This approach
is called Frame-Based Selective Encryption (Frame-Based SE).

Another essential feature that has been examined in this approach is the data re-
dundancy within the multi-frame DICOM object. Since frames in a multi-frame DICOM
object represent adjacent frames of the body part, adjacent frames have high similarity
(redundancy). In order to employ this redundancy, the proposed approach employs an
efficient lossless compression approach called LZ4 which is significantly fast and with a
good compression ratio. The proposed approach can be classified as a selective approach
as ROI pixels from all frames are encrypted using AES while the rest of the pixels are
encrypted using XXTEA.

Holistic-Based SE Approach

A block diagram of the first proposed encryption routine is shown in Figure 7. The
input to this procedure is the multi-frame DICOM object and a pre-defined threshold value.
Next, the pixel data array that combines all frames is segmented into ROI and ROB. The
resultant segmentation map based on this segmentation process has a similar size to the
multi-frame pixel data. Hence, the segmentation map is massive in size. Then, the ROI and
ROB can be compressed using LZ4 and then encrypted using AES (ROI) and XXTEA (ROB)
encryption algorithms. It is worthwhile to mention that the holistic segmentation map of
the multi-frame pixel data and the DICOM header data are combined, compressed, and
finally encrypted using AES. The output DICOM object is a secured file such that patient
data and pixel data are compressed and encrypted.
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Frame-Based SE Approach

Figure 8 illustrates a block diagram of the second proposed encryption procedure. The
primary input to this procedure is the multi-frame DICOM object, a pre-defined threshold
value and a pre-defined reference frame. Then, the pre-defined reference frame is extracted
and segmented. The resultant segmentation map based on the reference frame is used to
segment all the frames in the multi-frame DICOM object individually into ROI and ROB. It
is believed that this improves data redundancy; hence, ROI and ROB can be compressed
using lossless compression. Next, compressed data are encrypted using AES (ROI) and
XXTEA (ROB). It is worthwhile to mention that the segmentation map of the reference
frame and the DICOM header data are combined, compressed, and finally encrypted using
AES. The output DICOM object is a secured file such that patient data and pixel data are
compressed and encrypted.
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In comparison with the Holistic-Based SE, the segmentation map dimensions are
equal to the dimensions of the single frame in the multi-frame DICOM object. This means
that the segmentation map based on the Frame-Based SE is N (number of frames) times
smaller than the segmentation map based on the Holistic-Based SE. Another important
remark is that the segmentation of all frames’ pixel data are performed based on matrix
multiplication, which is significantly optimized and efficient due to years of developments
in NumPy matrix multiplications on multicore processors. The segmentation map has the
same dimensions as a single frame. However, the pixel data of the multi-frame DICOM
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object has an additional dimension that represents the frames. NumPy library allows the
multiplication of the segmentation map with all frames through an optimized C library.
Henceforth, the segmentation process can be described as a single matrix multiplication of
the segmentation map with the pixel data to extract the ROI and the ROB.

4. Performance Analysis and Discussion
4.1. Approach I

A Mammography DICOM dataset, with 60 scanned film studies and various sizes
with 16-bit depth, is used to evaluate the proposed approach. This dataset is part of the
Curated Breast Imaging Subset (CBIS) of Digital Database for Screening Mammography
(DDSM) [37], and each image within the given dataset is manually segmented.

The Mammography dataset is used to evaluate the multi-region segmentation accuracy,
and the encryption time based on two-region [25], multi-region, and Naïve encryption
approaches. The experiment is conducted using Cython/Python on an Ubuntu machine
(Intel i5 at 2.27 GHz). The proposed approach is evaluated based on the processing time
and the encryption efficiency. The processing time can be evaluated merely based on the
required encryption time, while encryption efficiency is evaluated using cryptanalysis
metrics, as detailed in the next sections.

4.1.1. Segmentation Accuracy

As the goal of the presented work is to minimize the encryption time, segmentation
accuracy is not crucial to this work. However, it is essential to secure data that is considered
important by physicians using sophisticated encryption algorithms. Hence, it is important
to provide acceptable accuracy in the segmentation stage in comparison with manual
segmentation. Accordingly, the provided dataset is segmented based on the proposed
approach, and then compared with the physicians’ manual segmentation. A similarity
metric in Equation (1) is used to evaluate the quality of the segmentation approach, where
Ri is the segmented image of region i ∈ {1, 2, 3} and Om is the original image:

Acc = ∑ Ri(pixels ∈ ground truth) AND Om(pixels ∈ ground truth)
∑ Om(pixels ∈ ground truth)

× 100% (1)

The multi-region segmentation of the adopted dataset shows that the adopted ap-
proach accuracy is 100% based on the LSE, where 100% of the manually selected area is
segmented as the most important region (R1). Figure 9 presents an example of segmented
images based on the LSE at security level 1, which means that ROI is segmented into
three different regions. However, it was noticed that none of the important pixels was in
region 3. As shown in these images, R1 and R2 contain the most important pixels (not the
background pixels).
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4.1.2. Security Evaluation

PSNR, entropy [38], correlation coefficients (CORR) [39], NPCR [39,40] and UACI [39],
and Chi-square [41] metrics are used to evaluate the robustness of the proposed encryption
approach. Table 1 indicates the performance overview of the proposed approach, which
shows a good level of robustness. The low correlation value indicates robustness against
linear attacks as it shows that the proposed approach has a low correlation between the
original and the cipher images. The low PSNR and high entropy values show that the
encrypted images have a good randomness level. The MAE value shows that the encrypted
images are significantly different from the original images. The high NPCR/UACI scores
show robustness against differential attacks, which depicts a large difference between the
plain and cipher images. On the other hand, the Chi-squared metric value indicates that
the encrypted images’ distribution is greatly different from the original images.

Table 1. Cryptanalysis results of the 60 CBIS-DDSM Mammography DICOM frames for the multi-
region encryption approach.

Segmentation
Approach

Security
Level CORR Entropy

(bits/pixel) MAE NPCR Chi-Square PSNR (dB) UACI

LSE

0 −37.87 × 10−3 14.54 3.07 × 108 100 2.99 × 106 3.82 4.68 × 105

1 −50.57 × 10−3 15.15 2.64 × 108 100 3.78 × 106 3.77 4.03 × 105

2 31.11 × 10−3 15.13 2.15 × 108 100 3.49 × 106 3.74 3.28 × 105

Average −39.84 × 10−3 14.94 2.62 × 108 100 3.42 × 106 3.78 4.00 × 105

4.1.3. Time Performance and Discussion

The dataset in Section 4.1 is encrypted using the proposed multi-region encryption
approach, two-region encryption approach [25], two-region encryption/compression ap-
proach, Naïve encryption approach, and Naïve encryption/compression approach. In the
two-region encryption/compression approach, the ROI and ROB were compressed using
LZ4 after the segmentation process and before the encryption process using AES-256 and
XXTEA-128, respectively.

In Figure 10, the saved time using the proposed multi-region encryption approach
is compared with other encryption approaches. Figure 10a,b illustrate the saved time in
percentage with respect to the two-region encryption approach without and with compres-
sion, respectively. The proposed approach can save between 51–58% of the encryption
time with respect to the two-region encryption approach, while it saves between 10–17.5%
with respect to the two-region encryption/compression approach. On the other hand, the
proposed approach saves almost ~60% with respect to the Naive encryption approach as
shown in Figure 10c, while Figure 10d shows that the saved time varies between 44–49.5%
with respect to the Naïve encryption/compression approach.

Another important aspect of the proposed approach is the compression ratio. Figure 11
shows the compression ratio based on different approaches. Even though LZ4 was used
with all encryption approaches, the compression ratio differs significantly among these
approaches. It is believed that the reason behind this variation is the consistency of the
pixel data, where splitting ROI into multi-region creates more consistent groups of pixels,
which results in a better compression ratio as in SL1 and SL2. This can also be confirmed by
looking at the low compression ratio of the Naïve and two-region encryption approaches
in comparison with the other approaches.

Table 2 depicts a brief comparison with similar selective encryption approaches in the
literature. The approaches were executed using different datasets, hardware, and software
implementations, and it is not fair to directly compare them with the proposed approaches
in this paper. The reason for mentioning these works is that they have similarities with some
of the proposed approaches in this paper, but their datasets and software implementations
are not available and clear in order to compare them fairly with the proposed approaches
in this paper. Additionally, any implementation in MATLAB (specifically the mentioned
approaches in Table 2) will be several times slower than the C implementation that has been
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conducted in this paper (Cython was used to compile the Python script of the proposed
approaches of this paper into C code).
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The proposed approaches in [42,43] employed similar hardware to the one used in
Approach I; therefore, it is reasonable to restrict the comparison among these approaches.
In study [42], a novel Fast Quaternion Feistel Cipher (F-QFC) for DICOM images was
introduced. This approach employs the Feistel network that uses special properties of
quaternions to execute rotations of data in 3D space for each cipher iteration. However, F-
QFC has major security flaws. Thus, Dzwonkowski et al. [43] proposed a Secure Quaternion
Feistel Cipher (S-QFC) algorithm that employs the concept of a modified Feistel network
with modular arithmetic and the rotations of data sequences in 3D space, in order to enhance
the security of F-QFC. Both approaches were deployed on Intel i5 processor with 8-bit
grayscale DICOM images, and it can be noticed in Table 2 that the multi-region approach is
thousands of times faster than F-QFC and S-QFC, due to the complex orientations in the 3D
space. Another important work was presented in [33,44], which were tested on different
hardware, and they have been reported here to indicate the processing speed, not for direct
comparison. The work presented by Noura et al. [44] combines statistical segmentation
with selective encryption to reduce the amount of data that needs to be encrypted using
sophisticated encryption methods. Even though the presented approach was tested on
a slower processor, it has an average of 44.87 × 106 bit/s ≈ 5.6 MB/s. Regardless of
the hardware limitation in [44], the processing time of the multi-region approach was
18 times faster. The most similar work to the multi-region approaches was presented by
Mahmood et al. [13,45], in which a GA was employed to estimate regions’ sizes within ROI
prior to the encryption process. Mahmood validated the presented approach using an Intel
i7 processor which is more powerful than the one used in this paper. Nevertheless, the
proposed multi-region approach achieved a much higher encryption speed. The encryption
speed of the reported approach in [13] was 0.4 × 106 bit/s ≈ 0.05 MB/s, which is slower
than the work presented in [44] on slower hardware.

Table 2. Brief comparison of the encryption time with approaches reported in the literature.

Approach Hardware Software File Size
Encryption

Time
(s)

Decryption
Time (s)

Encryption
Speed

(pixel/s)

Encryption
Speed (bit/s)

Statistical
Selective

Approach [44]

Intel Core 2
Duo, 3 GHZ
CPU, 2 GB
RAM Intel

MATLAB
R2013b

and Microsoft
Windows 7

512 × 512:
0.26 MB

(8-bit depth)
0.0468 – 5.6 × 106 44.87 × 106

Secure
Quaternion

Fesistel Cipher
(S-QFC)

[43]

Intel(R)
Core(TM)

i5-3570 CPU @
3.40 GHz,

16 GB RAM

MATLAB
R2013b

and Microsoft
Windows 7

512 × 512:
0.53 MB

(16-bit depth)
1.93 × 102 – 0.0014 × 106 0.0022 × 106

Fast
Quaternion

Fesistel Cipher
(F-QFC) [42]

Intel(R)
Core(TM)

i5-3570 CPU @
3.40 GHz,

16 GB RAM

MATLAB
R2013b

and Microsoft
Windows 7

512 × 512:
0.26 MB

(8-bit depth)
1.81 × 102 – 0.0015 × 106 0.0024 × 106

Adaptive
multi-region
encryption

[13,45]

Intel i7-820,
CPU @ 3.40
GHz, 16 GB

RAM

MATLAB 7.10
and Microsoft

Windows 7

512 × 512:
0.52 MB

(16-bit depth)
10.63 – 0.0246 × 106 0.4 × 106

Proposed
approach (LSE)

Intel(R)
Core(TM)

i5-3570 CPU @
3.40 GHz,

16 GB RAM

Cython,
Python 2.7 and
Ubuntu 16.04

2430 × 2140:
41.60 MB

(16-bit depth)
0.11 0.096 5.09 × 107 8.2 × 108
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4.2. Approach II
4.2.1. Security Evaluation

A benchmark set of 69 grayscale MRI Neoadjuvant Chemotherapy (NACT) breast
cancer DICOM frames [46] is utilized to evaluate the proposed approaches experimentally.
The statistical properties of the given dataset before and after encryption are depicted in
Tables 3 and 4, respectively, which show a significant difference between them. Original
images have a median value of around 0, due to a large number of pixels with zero intensity
in the background, while encrypted images have large median values.

Table 3. Statistical properties of the original images (average of the given dataset).

Number of
Frames

Pixel Intensity Frame
Sizeµ σ Median

69 847.975 960.537 0 2760 × 1200

Table 4. Statistical properties of the encrypted images (average of the given dataset).

Approach
Pixel Intensity

µ σ Median

Frame-Based SE 1358.45 745.62 1038.53
Holistic-Based SE 1739.14 940.98 2001.08

The performance overview of the proposed approaches is illustrated in Table 5. The
low correlation between the encrypted and original images has good robustness against
linear attacks, while the low PSNR values of the proposed approaches display good
randomness. The UACI of encrypted images using Frame-Based SE is smaller than the
UACI of the images encrypted using the Holistic-Based SE. The NPCR value was almost
the same for all approaches with a very high score (~100%), and this means that all pixels’
values have been changed in both cases as designated by the NPCR score. The Frame-Based
SE has a higher MAE value in comparison with the Holistic-Based SE value, which indicates
that the encrypted images based on the Frame-Based SE are significantly different from the
original images. Entropy is a measure of the uncertainty present in the encrypted image,
and a higher entropy of the encrypted image indicates a higher degree of randomness. As
the bit depth of the DICOM datasets used in this approach is 16, the entropy value varies
between 0–16 bits/pixel. The entropy values for both approaches were almost the same.

Table 5. Cryptanalysis results of the 69 encrypted frames.

Encryption
Approach CORR Entropy

(bits/pixel) MAE NPCR PSNR
(dB)

UACI
(%)

Frame-Based SE 0.00098 15.28 531,628.3 100 16.03 92.27
Holistic-Based SE 0.000088 15.08 421,078.6 100 16.13 93.3

Histogram: This metric assists in distinguishing the correlation between the original and
the encrypted image by showing each gray-level probability. Subsequently, if the difference
between the original and encrypted image is large; the image is highly uncorrelated. Moreover,
if the gray-level probabilities are distributed uniformly, the attacker cannot predict enough
information to make a statistical attack by fitting the distribution [38]. Figure 12a shows the
plain image, while Figure 13a shows its histogram. Figure 12b shows the encrypted image
using Frame-Based SE, while Figure 13b shows its histogram. Figure 12c shows the encrypted
image using Holistic-Based SE, while Figure 13c shows its histogram.



Appl. Sci. 2023, 13, 4779 18 of 24
Appl. Sci. 2023, 13, x FOR PEER REVIEW 18 of 24 
 

 
(a) 

 
(b) 

 
(c) 

Figure 12. (a) the original image, (b) the encrypted image (Frame-Based SE), and (c) the encrypted 
image (Holistic-Based SE). 

Figure 13a depicts the pixel intensity distribution, which is almost a Gaussian distri-
bution. The encrypted frame using the Frame-Based SE shows a flat pattern, as shown in 
its histogram in Figure 13b. Additionally, the histogram of the encrypted frame based on 
the Holistic-Based SE has nearly a flat histogram, as shown in Figure 13c, which shows a 
good level of randomness. Hence, both approaches have a similar distribution. 

 

(a) 

 

(b) 

 

(c) 

Figure 13. (a) Original image histogram, (b) Encrypted image (Frame-Based SE) histogram, and (c) 
Encrypted image (Holistic-Based SE) histogram. 

4.2.2. Time Performance and Discussion 
As the main goal of the reported approaches in this section is to reduce the encryption 

time while maintaining high security, the encryption times of the proposed approaches 
are compared amongst each other and against the Naïve encryption approach, where all 
frames’ pixel data are encrypted using AES cipher with CTR mode of operation. 

The proposed Frame-Based SE is ~10,000 times faster than the Holistic-Based SE and 
the Naïve encryption approach as shown in Table 6. The main reason for this high speed 
for the Frame-Based SE is the fact that it relies on an optimized matrices multiplication 
library that significantly reduces the segmentation time. Moreover, the compression 
greatly reduces the sizes of the selected data to be encrypted as displayed in Table 7. 
Hence, the Frame-Based SE can significantly reduce the required time to secure the multi-
frame DICOM images. 

  

Figure 12. (a) the original image, (b) the encrypted image (Frame-Based SE), and (c) the encrypted
image (Holistic-Based SE).

Appl. Sci. 2023, 13, x FOR PEER REVIEW 18 of 24 
 

 
(a) 

 
(b) 

 
(c) 

Figure 12. (a) the original image, (b) the encrypted image (Frame-Based SE), and (c) the encrypted 
image (Holistic-Based SE). 

Figure 13a depicts the pixel intensity distribution, which is almost a Gaussian distri-
bution. The encrypted frame using the Frame-Based SE shows a flat pattern, as shown in 
its histogram in Figure 13b. Additionally, the histogram of the encrypted frame based on 
the Holistic-Based SE has nearly a flat histogram, as shown in Figure 13c, which shows a 
good level of randomness. Hence, both approaches have a similar distribution. 

 

(a) 

 

(b) 

 

(c) 

Figure 13. (a) Original image histogram, (b) Encrypted image (Frame-Based SE) histogram, and (c) 
Encrypted image (Holistic-Based SE) histogram. 

4.2.2. Time Performance and Discussion 
As the main goal of the reported approaches in this section is to reduce the encryption 

time while maintaining high security, the encryption times of the proposed approaches 
are compared amongst each other and against the Naïve encryption approach, where all 
frames’ pixel data are encrypted using AES cipher with CTR mode of operation. 

The proposed Frame-Based SE is ~10,000 times faster than the Holistic-Based SE and 
the Naïve encryption approach as shown in Table 6. The main reason for this high speed 
for the Frame-Based SE is the fact that it relies on an optimized matrices multiplication 
library that significantly reduces the segmentation time. Moreover, the compression 
greatly reduces the sizes of the selected data to be encrypted as displayed in Table 7. 
Hence, the Frame-Based SE can significantly reduce the required time to secure the multi-
frame DICOM images. 

  

Figure 13. (a) Original image histogram, (b) Encrypted image (Frame-Based SE) histogram, and
(c) Encrypted image (Holistic-Based SE) histogram.

Figure 13a depicts the pixel intensity distribution, which is almost a Gaussian distribu-
tion. The encrypted frame using the Frame-Based SE shows a flat pattern, as shown in its
histogram in Figure 13b. Additionally, the histogram of the encrypted frame based on the
Holistic-Based SE has nearly a flat histogram, as shown in Figure 13c, which shows a good
level of randomness. Hence, both approaches have a similar distribution.

4.2.2. Time Performance and Discussion

As the main goal of the reported approaches in this section is to reduce the encryption
time while maintaining high security, the encryption times of the proposed approaches
are compared amongst each other and against the Naïve encryption approach, where all
frames’ pixel data are encrypted using AES cipher with CTR mode of operation.

The proposed Frame-Based SE is ~10,000 times faster than the Holistic-Based SE and
the Naïve encryption approach as shown in Table 6. The main reason for this high speed
for the Frame-Based SE is the fact that it relies on an optimized matrices multiplication
library that significantly reduces the segmentation time. Moreover, the compression greatly
reduces the sizes of the selected data to be encrypted as displayed in Table 7. Hence,
the Frame-Based SE can significantly reduce the required time to secure the multi-frame
DICOM images.
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Table 6. Encryption speed of the multi-frame encryption approach.

Encryption Approach Encryption Speed(Frame/s)

Frame-Based SE 10,572
Holistic-Based SE 30.25

Naïve Encryption Approach 24.64

Table 7. The original and encrypted data sizes.

Encryption Approach Original Data Size (MB) Encrypted Data Size (MB)

Frame-Based SE 457.06 3.12
Holistic-Based SE 457.06 406.23

Naïve Encryption Approach 457.06 204.50

Table 7 shows the data sizes before and after encryption. It can be noticed that the
Frame-Based SE has a compression ratio of (146:1), which significantly reduces the image
size. On the other hand, Holistic-Based SE has the worst compression ratio, which is (1.3:1).

To sum up, this is a novel approach that selectively encrypts the ROI in a multi-frame
DICOM object using a sophisticated encryption algorithm (AES), while encrypting the ROB
using a lighter encryption algorithm (XXTEA). The selection process in this approach is
executed either in an automatic manner (combining the pre-defined reference frame and
automatic thresholding) or by segmenting the pixels from all DICOM frames using the
thresholding technique [25] in one go. Accordingly, it was noticed that the Frame-Based SE
is very efficient and has a very short processing time with an efficient compression ratio.
The novelty of this approach depends on improving redundancy within different frames by
segmenting images into ROI and ROB based on a segmentation map that is obtained based
on the automatic selection of a reference frame and the thresholding segmentation [25].
Therefore, the proposed approach can be used in various security frameworks to achieve
various security goals, such as confidentiality.

5. Conclusions and Future Work

In this paper, a selective encryption approach was adopted to provide an efficient
encryption mechanism for the pixel data of DICOM images in the spatial domain, which
makes a trade-off between the processing time of the encryption process while sustaining
the robustness of the encrypted DICOM images against different attacks. However, the
selective encryption approaches require efficient segmentation mechanisms. Hence, in this
paper, medical images’ statistical properties were exploited to achieve this efficient segmen-
tation. Then, in order to further reduce the processing time, this paper presented the use of
lossless compression alongside efficient segmentation approaches. This paper adopted a
selective encryption concept since it has a significant potential to shorten the processing
time, by efficiently utilizing the data structure of image compression, optimization, and
processing techniques to reduce the volume of data during encryption.

This paper proposed an efficient selective encryption approach for multi-frame and
single-frame DICOM object. The proposed approach for single-frame DICOM image
was successfully implemented, tested, and evaluated. However, the presented approach
seems to be complicated, and the saving time with respect to the two-region encryption
approach [25] was small (with added compression step). Hence, it is believed that splitting
the ROI into three regions might overcomplicate the selection mechanisms. While the
proposed approach for multi-frame DICOM object was more robust and efficient as it
significantly reduced the encryption time, and it was ~10,000 times faster than the Naïve
encryption approach, with a remarkable compression ratio due to the idea of improving the
redundancy within the different frames of the DICOM object. Based on that, this proposed
approach could be enhanced to be simpler for marketing goals. Further, increasing the
dataset for the training stage could provide more accurate thresholds for any new input
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DICOM dataset for hospitals and medical institutions. Furthermore, the high speed and
efficiency of this approach could be utilized for encrypting 3D and colored DICOM images.

As mentioned in the Introduction, there are different security requirements in the
cybersecurity field, which can be accomplished through the proposed approaches by
combining them with a more comprehensive framework such as the framework presented
by [24,47]. The proposed approaches are selective encryption mechanisms that facilitate
security functionality when they are used in a holistic framework that supports these
security requirements. Therefore, it is desirable to extend the presented work in order to
achieve confidentiality, authenticity, and integrity.

Based on the developed approaches in this paper, it was noticed that the combination of
lossless compression with an efficient segmentation algorithm could significantly improve
the performance of selective encryption. Therefore, in future research, it will be conducted
to integrate the encryption and compression at a lower structural level to attain faster
encryption/compression processing time.
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Appendix A

The multi-region approach depends on the calculation of regions’ sizes to minimize
the required encryption time. In this research, an approach that exploits a straightforward
linear system was developed to estimate regions’ sizes that guarantee optimal performance.

Under the assumption that encryption cost is linear with respect to data size as investi-
gated in Section 3.1.1, the encryption cost can be expressed as shown in Equation (A1):

Ti,r = Bi × Sr + Ci (A1)

where Ti is the encryption cost of region r using encryption algorithm i, Sr is the region r
size, Bi is the slope, and Ci is the intercept value for the encryption algorithm i.

Assuming that ROI can be split into three different regions and each region will be en-
crypted using a different encryption approach, then the overall encryption time (including
segmentation time) can be determined as shown in Equation (A2). Henceforth, our goal is
to split the ROI into three different regions while guaranteeing that the processing time is
less than the Naïve approach processing time. At the same time, it is important to facilitate
different security requirements.

Ttotal = T1_AES256 + T2_AES128 + T3_XXTEA128 + segmentation_time (A2)

Equation (A2) must satisfy the condition that is shown in Equation (A3), where
TROI_AES256 represents the Naïve encryption approach for the ROI.

Ttotal < TROI_AES256 (A3)

https://wiki.cancerimagingarchive.net/display/Public/CBIS-DDSM
https://wiki.cancerimagingarchive.net/display/Public/Breast-MRI-NACT-Pilot
https://wiki.cancerimagingarchive.net/display/Public/Breast-MRI-NACT-Pilot
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Let us assume that ∈ is a positive integer number that represents the desired saving
time, then Equation (A3) can be rewritten as in Equation (A4):

Ttotal+ ∈= TROI_AES256 (A4)

Based on Section 3.1.1, the processing time of different encryption algorithms is
estimated using linear equations that correspond to encryption algorithms and have the
form of (Ti = Bi × Sr + Ci). Each algorithm has a linear relationship that estimates its
processing time, as shown in Equation (A5):

T1_AES256 = B1 × Sr1 + C1

T2_AES128 = B2 × Sr2 + C2 (A5)

T3_XXTEA128 = B3 × Sr3 + C3

Image size can be defined as in Equation (A6a):

Simg = SROB + SROI (A6a)

ROI size can be defined as in Equation (A6b):

SROI = Sr1 + Sr2 + Sr3 (A6b)

Let us assume that we have constants K1, K2, K3, where:

K1 + K2 + K3 = 1 (A7)

Then regions’ sizes, which are within ROI (r1, r2, r3), can be considered as shown in
Equations (A8)–(A10):

Sr1 = K1SROI (A8)

Sr2 = K2SROI (A9)

Sr3 = K3SROI (A10)

Accordingly, Equation (A5) can be written using Equations (A8)–(A10), as shown in
Equation (A11):

T1 = B1K1SROI + C1
T2 = B2K2SROI + C2
T3 = B3K3SROI + C3

(A11)

Equation (A11) can be rewritten in matrix form as in Equation (A12):T1
T2
T3

 =

B1SROI 0 0
0 B2SROI 0
0 0 B3SROI

K1
K2
K3

+

C1
C2
C3

 (A12)

The overall desired encryption time can be expressed as shown in Equation (A13):

Td = TROI_AES256 − segmentation_time− ∈ (A13)

Selective multi-region encryption must cover all security requirements, and this re-
quires an adaptive security profile that can adapt to different levels of security risks. Such
that, high-risk scenarios require that most of the ROI must be encrypted using AES-256
and AES-128. Hence, r1 and r2 sizes must be large in comparison with r3. Then, r1 and r2
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contributing to saving time will be minimum. On the other hand, for low-risk scenarios, r1
and r2 must highly contribute to saving processing time.

To perform the selective encryption adaptively, a security index that defined the
security threats have been introduced. This security index I = [ I1, I2, I3] is a vector that
contains three elements (each element corresponds to a region (R1, R2 and R3)). Based on
the description as mentioned above, Equation (A13) can be rewritten in vector form, as
shown in Equation (A14):T1

T2
T3

 =

I1
I2
I3

 (TROI_AES256 − segmentationtime− ∈) (A14)

The regions’ sizes can be determined by simply solving a linear system, including the
constraint that (∑ K = 1), by rewriting Equation (A14), as shown in Equation (A15):

T1 = I1Td
T2 = I2Td
T3 = I3Td

(A15)

From Equation (A15), Td2 and Td3 can be rewritten as shown in Equation (A16):{
T2 = I2

I1
T1

T3 = I3
I1

T1
(A16)

Let us assume I2
I1

and I3
I1

are equal to h1 and h2, respectively. Now by solving for that
K′s, considering Equation (A11), as shown in Equations (A17) and (A18):

K2 =
h1(K1B1Sroi + C1)− C2

B2Sroi
(A17)

K3 =
h2(K1B1Sroi + C1)− C3

B3Sroi
(A18)

By substituting Equations (A17) and (A18) in (∑ K = 1), then K1 can be determined as
shown in Equation (A19). Then, K2 and K3 can be calculated using Equations (A17) and (A18):

K1 =

(
B2B3 + h1

C2B3
Sroi

+ h2
C3B2
Sroi

)
B2B3 + h1B1B3 + h2B1B2

(A19)

From these equations, it can be noticed that K2 is directly proportional with h1; hence,
it is also directly proportional to I2 and inversely proportional to I1. On the other hand,
K3 is directly proportional to h2; hence, it is also directly proportional to I3 and inversely
proportional to I1. Accordingly, for high-security risk, it is desirable to have large I1 and
small I2 and I3; i.e., I = [5.0, 1.0, 0.005]. At medium security threats, it is desirable to give
all regions the same importance; hence, I1 I2, and I3 can have the same values. Finally, at a
low-security level, I1 can have a very small value and I2 and I3 can have larger values, i.e.,
I = [1, 2, 3]. It is worth here mentioning that this security index can be defined based on
the need and there is no thumb rule as to how to adjust these values as long as it follows
the logic explained above.
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