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Abstract: In vehicle-to-everything (V2X) networks, security and safety are inherently difficult tasks
due to the distinct characteristics of such networks, such as their highly dynamic topology and
frequent connectivity disruptions. Jellyfish attacks are a sort of denial of service attack that are
challenging to deal with, since they conform to protocol norms while impairing network performance,
particularly in terms of communication overhead and reliability. Numerous existing approaches have
developed new techniques with which to identify and prevent these attacks; however, no approach
has been capable of facing all three types of Jellyfish attacks, which include reordering attacks, delay
variance attacks, and periodic drop attacks. In this work, we design a new protocol that analyzes
the behavior of every node in a network and selects the trusted routes for data transmission to their
intended destination by calculating different Honesty metrics. The OMNET++ simulator was used to
evaluate the overall performance of the proposed protocol. Various evaluation metrics, such as the
packet delivery ratio, end-to-end delay, and throughput, are considered and compared with other
existing approaches.

Keywords: V2X networks; security and safety; Jellyfish attacks; secure routing protocol

1. Introduction

V2X (vehicle-to-everything) networks are wireless communication networks that en-
able vehicles to communicate with other vehicles, infrastructures, pedestrians, and devices
in their vicinity. These networks are a critical component of intelligent transportation sys-
tems (ITSs) and are expected to play a significant role in the development of autonomous
vehicles [1-3]. V2X networks can use different types of wireless technologies, such as dedi-
cated short-range communications (DSRCs), cellular vehicle-to-everything (C-V2X). DSRCs
use a dedicated frequency band, while C-V2X uses existing cellular networks to enable
communication between vehicles and the surrounding infrastructures [4,5]. V2X networks
can provide a wide range of services, such as collision avoidance, traffic management, and
cooperative driving. For example, V2X technology can alert drivers to potential collisions,
provide real-time traffic information, and enable vehicles to work together to optimize
traffic flow. In addition to improving safety and efficiency on the road, V2X networks can
also reduce traffic congestion, reduce emissions, and enhance the overall driving experience.
As a result, V2X networks are expected to become increasingly important in the future of
transportation [6,7].

Routing in V2X networks is the process of selecting the best path for transmitting data
between vehicles, infrastructures, and other devices in a network. The goal of routing in
V2X networks is to ensure that data are transmitted efficiently, reliably, and securely [8].
There are several routing protocols that can be used in V2X networks. Topology- and
location-based routing protocols are the two main categories of routing protocols in V2X
networks [9]. Due to the high mobility of vehicles, location-based (or geographic) protocols
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also outperform traditional ad hoc routing protocols [10,11]. The most important aspect of
vehicle knowledge is location. Every node is effectively required to keep track of both its
own location and that of its neighboring nodes [12]. In order to find a route to a destination,
geographic routing systems use the geographic coordinates offered by a positioning system,
such as the geographic positioning system (GPS) [13]. Among these protocols is the greedy
perimeter stateless routing protocol (GPSR) [14], which is one of the most well-known and
researched geographic routing methods. It assumes that every node is aware of its own
location coordinates and periodically broadcasts them to its one-hop neighbors. GPSR
uses perimeter forwarding and greedy forwarding strategies to route packets to their
intended destinations. The next-hop neighbor node closest to the destination is chosen by
the forwarding mechanism using a greedy algorithm. When greedy forwarding fails to
route packets, perimeter forwarding will be used to forward packets [15].

In this context, security is a critical aspect of routing in V2X networks. Since V2X
networks transmit sensitive information, such as location data and vehicle status, it is
important to protect the confidentiality, integrity, and availability of this information.
Traditional solutions, such as the use of encryption and decryption, may be able to prevent
external malicious attackers from accessing sensitive data on networks; however, networks
can be attacked by legitimate members, making nodes unable to protect communication
from internal threats [16,17]. Networks can be easily disrupted by attackers through
jamming, causing congestion, manipulating network routes, delaying or reordering packets,
etc. In fact, denial of service (DoS), Wormbhole attacks, Blackhole attacks, Grayhole attacks,
and Rushing attacks are just some of the attacks that might disrupt networks [18,19].
Jellyfish attacks are a specific class of DoS attacks that are hard to detect and have a negative
impact on overall network performance [20]. Specifically, they consist of introducing more
delays in the transmission control protocol (TCP) and UDP packet transmission, where
attackers can scramble packet orders before forwarding them to the destination node.

To deal with Jellyfish attacks and other attacks of a similar nature, a variety of security
mechanisms have been proposed; however, these security mechanisms are not effective
against all three types of Jellyfish attacks, such as Jellyfish reorder attacks, Jellyfish periodic
drop attacks, and Jellyfish delay variance attacks, because they do not consider their impact.
To guarantee the successful prevention of various Jellyfish attack categories, we need to
choose the appropriate metric for every Jellyfish category based on their impact.

In this paper, we design a new security protocol to deal with Jellyfish attacks on
top of the greedy perimeter stateless protocol (GPSR) as a routing protocol [14]. Thus,
we propose a new secure and efficient routing protocol for preventing Jellyfish attacks
in V2X, called SecE-V2X. In order to defend networks against different Jellyfish attack
categories, our proposed protocol selects the trusted paths for routing packets to their
destinations by calculating the Honesty criterion. This latter factor is determined based on
three metrics: the packet delay, packet loss rate, and packet reordering. A node’s Honesty
value is dependent upon each node’s properties and endorsements from its neighbors.

The remainder of this paper is organized as follows: Section 0 describes Jellyfish
attacks and their variants. Related works and attack protection mechanisms are discussed
in Section 0. Section 0 describes the proposed SecE-V2X routing protocol. The simulation
results are provided in Section 0. Section 0 provides conclusions and some perspectives.
Finally, Section 0 describes the adopted abbreviations.

2. Jellyfish Attack Overview

According to the authors of [21], Jellyfish attacks are described as three types of
DoS attacks against mobile ad hoc networks (MANETSs). They are classified as passive
attacks, since they are launched from a network itself and ensure that both control and
data protocols are compliant to make detection and protection extremely difficult tasks. By
dropping, delaying, or reordering packets, the main goal of Jellyfish attacks is to reduce all
flows’ throughputs and create congestion, which degrade network performance. Jellyfish
attacks are categorized into three subcategories: Jellyfish reorder attacks, Jellyfish periodic
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drop attacks, and Jellyfish delay variance attacks. Table 1 shows a comparison between
different jellyfish attack categories.

Table 1. Comparison of jellyfish attack categories.

Jellyfish Attack Subcategory Aim Impact

Decreases throughput

Reordering attack Scrambling the packet order .
Increases network congestion

Data are lost in communication

Periodic drop attack Discarding packets periodically Network throughput falls

Increase delay

Delay variance attack Introduces delay before transmitting Significant network congestion

2.1. Jellyfish Reordering Attacks

As the term implies, the attacker node ignores the first in, first out (FIFO) queue’s
basic function of data forwarding and instead selects packets at random before transmitting
them to its next hop node [21], as demonstrated in Figure 1. Because some of the reordered
packets” acknowledgments (ACKSs) were not received in a timely manner, the sender had to
retransmit them. When a packet is received, the receiver automatically generates an ACK
for the packet. In the case of out-of-order packets, the sender will receive redundant ACK
messages. If the number of duplicate ACK messages reaches a certain threshold level, the
TCP will launch its flow control mechanism, which decreases the overall throughput and
causes the network to become more congested [22].

-
Randomly
select

[ Received packets Send packets

Destination
Jellyfish attack

ONNO

Figure 1. Jellyfish reordering attack.

Source

2.2. Jellyfish Periodic Drop Attacks

In this attack, the malicious node deliberately selects and discards a portion of the
packets or all of the packets for a short period of time in the midst of the ongoing commu-
nication process, as illustrated in Figure 2. Moreover, the ACK packets should arrive at the
source node before the retransmission timeout (RTO) value expires, but they are delayed
due to a periodic dropping attack, leading the source to believe that the packet has been
destroyed [23]. This timeout is interpreted by the sender as a sign of extreme congestion,
and the slow start phase is initiated. The RTO value is compounded for each retransmission
of unacknowledged segments until it reaches a threshold RTO value, at which point the
connection is terminated [24]. As the frequency of packets discarded by the attacker node
increases the network throughput decreases. A Jellyfish node may delete packets as soon
as the sender exits its slow start phase to maximize the damage of attacks. As a result, the
flow will constantly be in a precarious slow start state [25].
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Figure 2. Jellyfish periodic drop attack.
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2.3. Jellyfish Delay Variance Attacks

In a delay variance attack, the malicious nodes are selfishly delaying packets. As
shown in Figure 3, the impacted Jellyfish node maintains the FIFO queue’s rules while
forwarding data packets, but it introduces some random delay before transmitting them to
their destination without scrambling the packet order. In this scenario, the sender will not
receive an ACK within the time frame given, which makes the source node assume that
packets have been lost and will begin retransmitting them [26]. Because there is no other
way to detect lost packets due to significant network congestion, managing network traffic
becomes extremely challenging [24].

[Received packets Send packets
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6|54 |3]]2||1

Delay
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Destination
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Figure 3. Jellyfish delay variance attack.

Source

3. Related Literature

The primary purpose of a secure vehicular ad hoc network is to provide secure and
successful data transmission between sources and destinations. It is necessary to develop
a security mechanism that can make a network resistant to different attacks in order to
perform the network efficiently.

Attacks such as Wormhole, Blackhole, and Sybil attacks seem to be very easily recog-
nizable because the attacker node does not employ any protocol instructions and disrupts
the routing protocol’s operating conditions by inserting bogus data, modifying information,
and removing data in control packets [27,28]. Attacks such as Jellyfish attacks, on the other
hand, are more difficult to detect since they respect the variety of protocol standards and
disrupt normal network operations [29].
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Simulation research examining the impact of Jellyfish attacks clearly reveals that they
have a significant influence on throughput and end-to-end delay [30]. To detect and mitigate
the malicious activities of different Jellyfish attack variations, the research community has
put significant effort into developing detection and countermeasure approaches, but so
far no approach has been developed to protect against all three types of Jellyfish attacks
together. A proposed solution is to identify Jellyfish attacks by using a timer to measure
delay and then finding a different route as well as blocking the attacker node in order to
avoid delay variance attacks and improve throughput [31]. A modified hash function and
time—space cryptography are also used to determine whether packet reordering is being
carried out as a result of a Jellyfish attack, and, if so, to prevent the attack and improve
network performance [32].

Other strategies, based on trust and reputation, were considered effective security
strategies for open environments such as MANETSs [26,33]. To solve DoS/distributed denial
of service (DDoS) attacks, a trust-based approach that depends on the history and profile of
attacks is used to provide a solution for vehicular ad hoc network (VANET) security by
Poongodi et al. [34]. The packet delivery ratio, delay, average latency, and energy usage
are all metrics that are taken into account. According to their acquired data, it achieved a
detection rate of 95.8%, an average delay of 30 s, and a packet delivery ratio of 86%. The
authors in [35] are developing another trust-based collaborative intrusion detection system.
This approach is also designed to protect availability services from DoS/DDoS attacks. In
such trust-based situations, sophisticated attacks can still be launched.

Machine learning is a well-established approach for VANETs that has been proven to
be particularly useful for attack prediction and analysis. Denial of service (DoS) and its
variants are commonly prevented through the use of machine learning and deep learning
techniques. The detection of DDoS attacks has been presented in [36] through the use of an
efficient hybrid approach that is based on the support vector machine (SVM) kernel. Jitters,
packet drops, collisions, and other features are employed in the simulation to generate
various forms of data in modeling a real-time situation that contains characteristics of both
regular and DDoS attacks. The suggested algorithm is used to evaluate the performance
of the hybrid model in order to determine how well it can distinguish between regular
communications and DDoS attacks.

The authors of [37] used an intrusion detection system (IDS) algorithm to prevent ad
hoc on-demand distance vector (AODV) routing protocols against Jellyfish and Blackhole
attacks in VANETs. They compare the conditions without attacks to those with Blackhole
and Jellyfish attacks when analyzing the AODV routing protocol with and without an
IDS algorithm. The results of the simulation show that the addition of the IDS algorithm
increases the performance of the network based on the quality of service (QoS) parameters:
packet delivery ratio (PDR), throughput, and end-to-end delay compared with conditions
under attacks.

M. Kaur et al. [38] proposed utilizing a genetic algorithm to improve overall network
performance in terms of latency, throughput, PDR, and energy efficiency for detecting
and combating Jellyfish attacks in MANETSs. This strategy is quite effective at providing a
defense against Jellyfish’s periodic dropping attacks.

In order to combat Jellyfish reorder attacks on MANETSs, the authors of [39] presented
a secure link formation mechanism. They investigated severe flaws and backdoors in
multicast routing protocols and suggested a defense technique that is both secure and
robust. The proposed approach improves the throughput and packet delivery ratio in
MANETSs, according to simulation results.

By designing a secure routing protocol, J. Soni and K. Uikey [40] proposed a security
method to protect MANETs from Byzantine attacks. The reliability is improved and
congestion is decreased by choosing secured multiple pathways with only the defective
links (not the entire path) removed. The Byzantine faults are located using adaptive probe
signals. When the loss rate goes above a certain point, searching for the attackers will
begin. Next, the routes between the source and the destination are appraised, and the most
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reliable ones are chosen for continued communication. By ignoring the tunnel path, the
impact of periodic dropping and the Wormhole issue is reduced.

Sunil Kumar et al. [41] employed a friendship-based Jellyfish attack detection method
to reduce Jellyfish attack activity in MANETs. A direct trust-based detection policy (DTD) is
used to control packet collisions, congestion, and error spreading in the network. The results
demonstrate that the malicious activities in the network are immediately and properly
controlled.

For the removal of Jellyfish attacks in the network, the authors of [42] developed
an authenticated routing system based on an attack detection framework that used a
genetic fuzzy logic rule-based system. Fuzzification, rule evaluation, the aggregation of
rule outputs, and defuzzification on the network are all examples of how fuzzy logic is
applied in this study. This method is used with AODV as well as dynamic source routing
(DSR) routing protocols and compared to other existing methods.

Doss Srinath et al. [20] proposed a new technique to ensure the prevention and
detection of Jellyfish attacks in MANETs. This technique is a fusion of an authenticated
routing-based framework for detecting Jellyfish attacks and a support vector machine (SVM)
for learning packet forwarding behavior. The suggested technique uses the hierarchical trust
evaluation property of nodes to select trusted nodes in a network for packet routing. The
simulation results prove that the technique is quite effective in detecting Jellyfish attacks.

S. Satheeshkumar and N. Sengottaiyan [43] designed a clustering routing protocol
on the basis of ant colony optimization. This protocol is a clustering of nodes that uses
trust tables to determine a network’s efficiency. This work produces beneficial results by
increasing secure communication in a network and by detecting Jellyfish attacks in a highly
effective manner.

Vamshi Krishna and Ganesh Reddy [44] implemented a delay-sensitive multipath
selection algorithm to mitigate the Rushing attack in VANETs. The Rushing attack is an
extreme and advanced sort of attack that can lead to Jellyfish or Byzantine attacks. In this
work, they calculated each path delay by taking into account each vehicle’s transmission,
propagation, processing, and queuing delays, as well as geographical position. By checking
the various delays, this approach successfully prevents Rushing attackers from entering
the route discovery phase.

Amandeep Verma et al. [45] discussed security attacks and their related solutions. The
authors created a multidimensional taxonomy of attacks by classifying them according to
security services, attack layers, categories of attackers, and types of components targeted.
After this, they compared relevant studies on the solution approaches to determine the
advantages and disadvantages. Furthermore, Fonseca and Festag [46] studied and com-
pared the security solutions that are currently in use based on performance standards and
actual security measures. The authors also examined whether the properties of the chosen
strategies satisfy VANETSs’ specifications.

According to numerous criteria, including detection strategy, attacks covered, simu-
lators utilized, performance metrics, and limitations, in Table 2 we compare the security
approaches outlined above. As we can observe, a variety of works have been proposed
to deal with Jellyfish attacks and other attacks of a similar nature, such as DDoS, Black-
holes, and Rushing. The pre-existing algorithms attempted to address the issue, but there
is currently no known method of protecting against all three types of Jellyfish attacks.
Therefore, our new protocol offers the successful prevention of various Jellyfish attack
categories (Jellyfish reorder attacks, Jellyfish periodic drop attacks, and Jellyfish delay
variance attacks) with a single solution.
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Table 2. Comparison between detection techniques.

Reference Detection Strategy Attack Covered Network Type Simulator Performance Metrics Approach Limitations
Hash function and Network simulator 2 Congestion window The attacker node is not identified
, time-space ellyfish reorderin ireless ad hoc ot compared with existing methods
[32], 2013 i P Jellyfish dering Wirel dh (NS-2) "lgCP oodput ! N pared with existing hod
cryptography §00dp More performance metrics are required
Jellyfish periodic End-to-end delay, energy The algorithm is not properly described
[38], 2014 Genetic algorithm ydro pin MANET NS-2 consumption, PDR, and The accuracy of detection is not mentioned
PPINg throughput Not compared with existing methods
Secure link . . PDR, throughput, and The attacker node is not identified
(391, 2015 establishment Jellyfish reordering MANET ExataCyber end-to-end delay Not compared with existing methods
. Not compared with existing methods
[31], 2016 Time measure ] ellyﬁs.,h delay MANET NS-2 Throughput, end-to-end More performance metrics are required
variance delay . .
The accuracy of detection is not mentioned
Not compared with existing methods
. . The attacker node is not identified
[37], 2017 Intru51sors1 t(;lfﬁectlon Blaf;?c}li(:}? nd VANET NS-2 PDeIi’ ;22?252%‘3; and Evaluated only for the AODV protocol
y Y y Only Jellyfish periodic dropping attacks are
considered
Fusion of an
:;Eint_lgzzzcé djfrozgh}; 212521:{ o Not tested in the presence of attacks
[20], 2018 8 Jellyfish MANET NS-2 pped p The accuracy of detection is not discussed
framework and y (DPR), and end-to-end Y
’ Jellyfish reordering attacks are not considered
support vector delay
machine
' Throughput, PDR, ' ' B
[41], 2018 Direct trust-based Jellyfish MANET MATLAB end-to-end delay, The attacker node is not identified

detection

detection rate, false
positive rate

Not compared with existing methods
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Table 2. Cont.

Jellyfish delay

Throughput, end-to-end

The attacker node is not identified

[26], 2018 Trust scheme . MANET NS-2 Not compared with existing methods
variance delay . .
More performance metrics are required
PDR, latency, detection Computational overhead
[34], 2019 Trust-based evaluation DDoS VANET NS-2 rate, and energy P
. Compared with only one other approach
consumption
Not tested in the presence of attacks
Genetic fuzzy-based . Throughput, PDR, DPR, Computational overhead
[42], 2019 rule system Jellyfish MANET NS-2 and end-to-end delay Only Jellyfish periodic dropping attacks are
considered
[35], 2020 Trust—ba§ed intrusion DDoS VANET / / No simulation or evaluation
detection system
Invalidated parametric evaluation
[36],2020 Machine learning DDoS VANET RStudio Accuracy, minimum Vehlcle-to-vehlcle (V2V) communication
error rate is not covered
High storage requirements
[44], 2021 De}ay sens1t1v§ Rushing VANET / / No simulation or evaluation
multipath selection
Objective modular
SecE-V2X Trust-based Jellyfish V2X network testbed in C++ PDR, end-to-end delay, Needs to be validated on a realistic dataset

(OMNET++)

and throughput
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4. Secure and Efficient Routing Protocol for Jellyfish Attack Prevention in
V2X (SecE-V2X)

Secure and efficient routing protocol for Jellyfish attack prevention in vehicle-to-
everything (SecE-V2X) is a secured routing protocol based on the greedy perimeter stateless
protocol (GPSR) by choosing the trusted next forwarding node from the current node’s
neighbors to defend the network against different Jellyfish attack categories.

Nodes acquire data utilized in the decision process when communicating with their
neighbors’ by recording the packet loss rate, delay, and packet reordering of each neighbor
node, after which they then calculate their Honesty and store it locally in their table of
neighbors. Table 3 is an example of a node neighbors’ table.

Table 3. Table 3. Node neighbors’ table in SecE-V2X.

Node-Id Position Information (x,y) Overall-Honesty Timestamp
1 6218.79, 2363.39 0.75 22.75
2 6552.16, 2286.45 0.63 23.87
3 6536.72,2181.74 0.86 23.42

In addition to the GPSR beacon that is broadcasted periodically, the proposed protocol
broadcasts an Honesty beacon message containing the updated information after any
neighbor node Honesty update. Figure 4 depicts the Honesty update beacon structure in
our proposed strategy.

Node-Id Position-Information Neighbor-Id Neighbor-Honesty Timestamp

Figure 4. The Honesty beacon format in SecE-V2X.

When a node decides to send data to a destination, it first chooses the optimal forward-
ing node with the best Honesty value based on information stored in its neighbors’ table
and then sends the data to that node. The chosen node then transmits the received data
to the next node in the same way, and the procedure is continued until the destination
is reached. In this manner, the malicious nodes will be isolated from participating in the
routing process. The selected relay node is shown in Figure 5 based on the proposed
next-hop selection method. Despite not being the closest to the destination (D) in this
instance, the source (S) chooses node 3. As seen in Table, compared to other neighbors of
(5), node 3 has a higher value of Honesty.

1 \
/ \
I s P
" i i;?_ 1
3 !
\ (s) s
g ~

Figure 5. Choosing the next hop in the SecE-V2X protocol.

The overall Honesty value of a node is calculated by the communication behavior of
packet delivery between nodes which is represented in the packet loss rate, delay, packet
reordering, and confidence of the node. The Honesty value is set in a range from 0 to 1,



Appl. Sci. 2023, 13, 4591

10 of 27

where 0 is completely dishonest and 1 is completely honest. Because the network has a
dynamic topology and is self-organizing, nodes will join and leave the network at random.
As a result, node Honesty must be updated in real time. This value changes at any given
time according to the transactions between nodes. An overview of the entire work of the
proposed protocol is presented in Figure 6. The presentation of the Honesty variables as
well as the technique of next-hop selection employed in the proposed protocol take up the
remainder of this section.

Join the network

Yae
r 1
Beacon interval Broadcat hello
reached? beacon
No
Receive relevant
information?
No
Yes
Calculate Update routing
g
No Honesty value table
No
Node want to Broadcat
Honesty
send packet? b
eacon
Yes
Next-hop
selection »| Send packet
w
Y
L Leave the

network?

-Hyes

Figure 6. The flow chart of the entire working of the proposed protocol.
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As a result, SecE-V2X’s message complexity is equal to N*M, where N is the number of
nodes, since each needs to initially broadcast a beacon, and M is the number of neighbors,
since each vehicle calculates the Honesty value and sends this value to its neighbors.
Additionally, because a node must wait for ¢ time units before broadcasting the beacon
again, the algorithm’s time complexity is equal to the timer duration, 9.

4.1. Honesty Characteristics
In designing our SecE-V2X protocol, we consider the following characteristics:

Only honest nodes can participate in the routing path.
Source and destination nodes are considered honest nodes.
Lack of symmetry: This can be defined as the lack of Honesty equivalence between
nodes. If node U is honest to node V, it does not necessarily mean that node V is honest
tonode U.

e  Transitive relation: The honest relationship between two nodes can be provided to
other nodes as recommended confidence.

o  Composite: The honest values collected from many possible paths can be combined to
produce an integrated honest value.

4.2. Honesty Metrics

The main impact of Jellyfish attacks on a network is that they have a significant
influence on throughput and end-to-end delay. Regarding the effects of these attacks,
we choose the appropriate metric for every Jellyfish category. In the proposed protocol,
three Honesty metrics are used: packet delay, packet loss rate, and packet reordering.
By computing these metrics, our proposed protocol mitigates the Jellyfish nodes from
participating in the routing process. In the subsections that follow, these metrics are
described in detail.

4.2.1. Packet Delay

The delay rate of a node is essentially stable after sending or receiving data in a
network with an invariable environment, or it swings with a certain tolerance; however,
with Jellyfish nodes, the delay rate is much higher than the rate of normal nodes. Delay can
be defined as the average time incurred by transmitting data to neighboring nodes. It can
be calculated using Equation (1), proposed in [47]:

D=t —ts 1

where ¢, and f; are the reception and sending time of a packet, respectively. This metric is
used to discover Jellyfish delay variance attacks.

4.2.2. Packet Loss Rate
The packet loss rate refers to the ratio of lost packets to the total packets transmitted

or received over a given time period. In order to handle Jellyfish periodic dropping attacks,
Equation (2), introduced in [48], is used to calculate the packet loss rate, LR(n), of a node, n:

PRD + PSD

~ PRC + PSC + PRD @)

LR(n)

where PSC is the number of packets sent correctly, PRC is the number of packets received
correctly, PSD is the number of packets sent but dropped, and PRD is the number of packets
received but dropped.
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4.2.3. Packet Reordering

To deal with Jellyfish reordering attacks and capture a packet’s displacements from
their original locations, this metric is defined as the percentage of packets that are late
relative to their predicted position, as determined by the received index. The packet
reordering, PR, is calculated using Equation (3), proposed in [49]:

i=D, .
PR = i:z+ 1 RDi] 3
DJj] = RI[j] — AS[]]

where D[j] is the displacement of the packet, j, RI[]] is the received index of the packet,
j, and AS[j] is the arrived sequence of the packet, j. Reordering density (RD), proposed
in [50], refers to the distribution of packet displacements from their sending positions. As a
result, PR = 0 corresponds to the case that all of the packets are in the correct order and
PR > 0 for the reordered packet sequence.

4.3. Calculating the Node Honesty

To obtain a neighbor node’s Honesty, a node computes the direct and the recom-
mended confidence. In this subsection, we present how to calculate the node Honesty in
the proposed protocol.

4.3.1. Communication Confidence

The communication confidence can be calculated based on the number of transmitted
packets. Communication confidence is calculated using Equation (4), presented in [51]:
Coom = w
2s,+1
Crra =73 @
Cfct =7
Y=sp+fp+1

where s), is the number of successfully delivered packets, f, is the number of unsuccessfully
delivered packets, Cyy; is communication confidence, Cfrd is forward packet confidence,
and Cy is factors of uncertainty confidence.

4.3.2. Direct Confidence
The direct confidence can be calculated by integrating the communication confidence,

delay, and packet reordering, PR, using Equation (5):

WDelay

C. _ Weom X Ceom + D PR =0
direct 0 PR >0

©)

Ceom, D, and PR are the communication confidence from Equation (4), delay from
Equation (1) and packet reordering calculated in Equation (3), respectively. weom and wpeiay
are the weight adjustment parameters of communication confidence and delay, respectively,
with Weom + Wpelay = 1 and Weom, Wpeiay € [0, 1]-

4.3.3. Recommended Confidence

The calculation of confidence includes both direct and recommended confidence. The
recommended confidence is calculated based on the indirect information provided by the
neighboring nodes’ recommendations through the use of Equation (6):

i=1 Hoor (i)
n

(6)

Crcd =
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where 7 is the number of neighbors and H,yr (i) is the Honesty recommended from a
neighbor, i (Equation (7)).

4.3.4. Overall Honesty

The integrated Honesty (Hy;) is calculated by direct as well as recommended confi-
dence dependent upon the individual effect of that kind of confidence. To address the nodes
that provide misleading recommended confidence, we used « and 5 weights to underes-
timate the effect of false confidence. The overall Honesty is obtained using Equation (7),
wherex, B €[0,1], 0 + =1, and a > B:

Hoor = & X Cairect + B X Crea )

4.4. SecE-V2X Routing Algorithm

The SecE-V2X algorithm ensures security in vehicular networks by isolating malicious
nodes from participating in packet routing during the next-hop selection phase. To ensure
this, when a node communicates with any neighbor the Honesty value of this neighbor
is computed in Equation (7) through the use of the packet loss rate, delay, and packet
reordering. The beacon containing the updated Honesty is broadcasted after every Honesty
update. Algoritham 1 below describes the steps involved to calculate the neighbor’s
Honesty value.

Algorithm 1. Steps involved when calculating the Honesty value for the neighbor (N).

// The steps taken to calculate the neighbor Honesty value

With the neighbor N do

D<—getDelay(N); // Getting the delay of the node N
Sp<—getSp(N);  // Getting the number of successfully delivered packets of the node N
Fp<—getFp(N); // Getting the number of unsuccessfully delivered packets of the node N

y<-Sp+Fp+1;

Cfrd«(2*Sp +1)/(2*y); // Calculating the forward packet confidence
Cfct«1/y; // Calculating the factor of uncertainty confidence

Ccom«— (2*Cfrd+Cfct)/2

// Calculating the communication confidence

PR«getPR(N); // Getting the packet reordering value of the node N
if PR=0 then
Cdirect<— Wcom*Ccom+Wdelay/D // Calculating the direct confidence
else
Cdirect<0;
end if
Crecd<«-0;
for all i in neighborsTable do
Cred<—Crcd+getHovr(N)[i]; // Calculating the sum of Recommended confidences
end for
Crcd<—Crcd /neighborsTable.length; // Calculating the average of the Recommended confidences

Hovr<«a*Cdirect+b*Crecd; // Calculating the overall honesty

My-id < getNodeld(); //Getting current node id

Neighbor-id < getNodeld(N); //Getting neighbor Node id

MyPosition« getPosition(); // Getting current node position

NPosition«— getPosition(N); // Getting neighbor N position

t < now(); //Getting current time

neighborsTable.upDateHonesty(Neighbor-id, NPosition, Hovr, t); //Updating neighborsTable
sendHonestyBeacon (My-Id, MyPosition, Neighbor-id, Hovr, t);
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The recommended confidence and the Honesty value are computed after receiving an
Honesty beacon message, and the table of neighbors is then updated. Algorithm 2 displays
the activities conducted when receiving an Honesty beacon message.

Algorithm 2. Steps required when receiving an Honesty beacon message.

// The steps taken when receiving an Honesty beacon message
extractHonestyBeacon(Id, Position, Neighbor-id, Neighbor-Honesty, Timestamp);

message
setHovr(N)[Id]<—Neighbor-Honesty;

Cred<«-0;

for all i in neighborsTable do
Cred<—Crcd+getHovr(N)[i]; // Calculating the Recommended confidence by getting the honesty of the node N provided

/ /Extracting information from the beacon

// Setting the honesty of the node N provided from the node Id

from the node i

end for

Hovr<—a*Cdirect+b*Cred;  // Calculating the overall honesty

neighborsTable.upDateHonesty(Neighbor-id, Neighbor-Position, Hovr, now()); / /Updating node information in neighborsTable

When a node intends to transmit data to another node, it first examines all of its
neighbors, after which it then chooses the one with the highest Honesty value and delivers
the packet to that node. Until it arrives at its destination, the intended receiver follows the
same procedure. The next forwarding nodes from the source to the destination are picked

as shown in Figure 7.
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Figure 7. Next-hop selection from source to destination.

When all of the neighbors” Honesty values fall below the desired weight level, the
current node sends the identical packet to the two best neighbors at the same time to
increase the chances of receiving the message correctly. Algorithm 3 describes the SecE-V2X

next-hop selection procedure.



Appl. Sci. 2023, 13, 4591 15 of 27

Algorithm 3. The next-hop selection steps in the SecE-V2X protocol.

// The steps taken while deciding to deliver a data packet

selfPosition <— getPosition(); / / Getting current node position

destinationld < getNodeld(destination); // Getting the ID of the destination node

destinationPosition <— getPosition(destination); / / Getting the position of the destination node

myDistance <— (destinationPosition—selfPosition).length(); / /Calculate the distance between the current node and the
destination

if destinationld in neighborsTable then / /Check if the destination in neighborsTable

else

sendPacketTo(destinationld); //Sending the packet to the destination

bestHonesty < 0;

for all i in neighborsTable do
neighborDistance « (destinationPosition-neighborPosition).length(); // Calculate the distance between the

neighbor node and the destination

end if

if (myDistance > neighborDistance) then
if (neighborHonesty > bestHonesty) then // Choosing the neighbor with the best honesty
bestHonesty < neighborHonesty;
bestNeighbor «+ getNodeld(neighbor);
end if
end if
end for
if (bestHonesty > weightLevel) then  //Check the weight level
sendPacketTo (bestNeighbor); // Transferring the packet to the chosen next-hop node
else
chooseTwoBestNeighbors(bestNeighborl, bestNeighbor2); // choosing the best-honesty pair of nodes
sendPacketTo(bestNeighborl);
sendPacketTo(bestNeighbor2);
end if

5. Result Analysis and Performance Evaluation

In this section, we present the tools, parameters, and metrics used to create the network
scenario and validate our proposed SecE-V2X protocol for defending against Jellyfish
attacks. The simulator for urban mobility (SUMO) [52] was employed to generate nodes’
mobility traffic urban scenarios, as shown in Figure 8. INET [53] and vehicles in network
simulation (Veins) [54] frameworks were developed using the objective modular network
testbed in C++ (OMNET++) network simulator [55], and are used for communication
between nodes.

The simulation scenario used is an urban environment of 2500 m x 2500 m in Erlangen.
The speeds of the nodes vary from 0 to 14 m/s. We perform each simulation both under
and without attacks for 500 s with a node density of 100 nodes. The main parameters of
our simulation are summarized in Table 4.

The proposed protocol was tested against all three Jellyfish attack types for various
numbers of malicious nodes (0, 3, 6, and 9). The malicious nodes are placed in the middle
of node pools without any collusion. Figure 9 shows a real-time simulation scenario with
a simulation time of 200 s, where malicious nodes are identified in red. We compare the
performance of our proposed protocol with two secured routing approaches from [37],
2017, and [20], 2018, while considering the effects of malicious nodes on the network.
We re-simulated the algorithms in the mentioned approaches in order to ensure a correct
and fair comparison in terms of tools, network density, mobility models, node speed, etc.
As Jellyfish attacks degrade network performance and reduce all flows” throughputs by
dropping and delaying packets, through this experimental study we intend to evaluate the
efficiency of SecE-V2X in terms of optimizing nodes’ packet delivery ratios as well as data
throughputs, in addition to reducing the transmission delay.
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5.1. Under Jellyfish Periodic Drop Attacks

The function of Jellyfish periodic drop attacks in our simulations is to drop the packets
periodically for 3 s every 7 s. In this section, our primary concern is evaluating the
effectiveness of our recently developed protocol in the presence of Jellyfish periodic drop
attacks. The performance comparison values are given in Table 5.
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Figure 8. Mobility traffic scenario.

Table 4. Simulation parameters.

Parameter Value
OMNET++ version 5.2.6
INET version 422
Veins version 5.0
Environment Urban
SUMO version 1.3.1
Simulation area 2500 m x 2500 m
Simulation time 500s
Number of nodes 100
Number of attackers 0,3,6,and 9
Max node speed 14m/s
Mobility model Erlangen
MAC protocol IEEE 802.11p
Transmission range 250 m
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Figure 9. Simulation scenario.

Table 5. Performance values comparison under Jellyfish periodic drop attacks.

Number of Attackers Metrics SecE-V2X [20], 2018 [37], 2017

PDR (%) 95.34 93.80 91.60

0 EED (ms) 6.80 7.11 8.64
Throughput (packets/s) 638.15 596.33 534.55

PDR (%) 93.21 88.76 79.63

3 EED (ms) 7.48 7.94 12.21
Throughput (packets/s) 608.22 556.65 452.11

PDR (%) 89.67 76.72 64.67

6 EED (ms) 8.31 9.64 16.83
Throughput (packets/s) 551.29 460.54 346.86

PDR (%) 76.83 69.75 55.29

9 EED (ms) 10.48 13.29 21.34
Throughput (packets/s) 433.53 398.41 282.38
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5.1.1. Packet Delivery Ratio (PDR)

The packet delivery ratio can be calculated as the proportion of the total number of
packets successfully received at the destination node as compared to the number of packets
sent by the source node. This metric is measured as follows:

ZPacketsreceived 41

PDR =
> Packetsgent

®)
where Packets eceived is the successfully received packets by the destination node and
Packetsgent is all of the packets sent by the source node.

In accordance with the number of attacker nodes, Figure 10 compares the variations
in the PDR of the proposed SecE-V2X with the aforementioned security algorithms. For
all of the protocols, it can be observed that the PDR decreases whenever the number of
malicious nodes in the network grows. In a network without any malicious nodes, we note
that the suggested protocol produces better results than those of the other schemes and has
a higher PDR of almost 95.5%. The outcomes for three malicious nodes indicate that SecE-
V2X performs at 93.21%, significantly better in terms of the PDR than [37], 2017 (74.21%),
and even [20], 2018 (90.22%), demonstrating that our recently designed protocol works
effectively even in the presence of a few malicious nodes. When there are six malicious
nodes, the proposed protocol’s PDR drops somewhat to 89.67%, which is still much higher
than [37], 2017 (about 64.67%), and [20], 2018 (about 76.72%). The PDR of our suggested
protocol reduces significantly to 76.83% when nine malicious nodes are taken into account,
since the number of attacker nodes is exaggerated, which degrades the network. The results
show that the Honesty metrics of SecE-V2X allow it to use the reading of the networks to
make a decision about the best route to take in terms of the PDR.
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Figure 10. Packet delivery ratio under Jellyfish periodic drop attacks [20,37].
5.1.2. End-to-End Delay

The end-to-end delay reflects the average amount of time that data packets take to
travel from their source to their destination node. As shown in Equation (9), it can be
calculated by dividing the sum of the times for all received packets by the total number
of packets:

Z(Packetreceived time — Packetsent time)

EEDelay =
ey Nbrpaciets

©)

where Packet ioceived time 15 the packet received time, Packet gent time is the packet sending
time, and Nbr p,cgets i the number of delivered packets.

Figure 11 shows the end-to-end delay performance comparison results of the SecE-
V2X algorithm with the aforementioned security algorithms. As more malicious nodes
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are deployed, the end-to-end delay value tends to decrease. According to the results, the
proposed SecE-V2X has a lower end-to-end delay value than that of the existing algorithms
for any number of attacker nodes. When there are no malicious nodes, we observe that the
suggested protocol outperforms the competing approaches and has a reduced end-to-end
delay value of almost 6.8 ms. In the presence of three malicious nodes, the results show
that the end-to-end delay value of SecE-V2X is 7.48 ms, better in terms of end-to-end delay
than [37], 2017 (12.21 ms), and even [20], 2018 (7.94 ms). When the number of attacker
nodes increases to six, the end-to-end delay of the proposed protocol increases slightly to
8.31 ms, which is still significantly better than [37], 2017 (16.83 ms) and [20], 2018 (9.64 ms).
With nine malicious nodes, the end-to-end delay degrades to 10.48 ms for the proposed
protocol, 21.34 ms for [37], 2017, and 13.29 ms for [20], 2018. This can be explained by the
fact that the packet delay metric allows our SecE-V2X to favor the selected routes with
better end-to-end delays.
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Figure 11. End-to-end delay under Jellyfish periodic drop attacks [20,37].

5.1.3. Throughput

The throughput is the number of delivered data packets within a given time frame. It
can be calculated as follows:

NbrPackets (1 0)

Throughput =
Tperiod

where Nbr pciets is the number of delivered packets and T peyiog is a particular time period.

An ideal throughput is produced by a high PDR and a low end-to-end delay. Figure 12
shows the proposed SecE-V2X’s generated throughput depending on the number of at-
tacker nodes. We can observe, without a doubt, that our proposed protocol maintains
better throughput than that of the competing schemes. In the absence of attacker nodes,
the proposed protocol has an average throughput of 638.15 packets/s, while [37], 2017,
had a throughput of 534.55 packets/s and [20], 2018, had a throughput of 596.33. The
average throughput of the proposed protocol in the presence of three malicious nodes is
608.22 packet/s, whereas [37], 2017, has a throughput of 452.11 packet/s and the through-
put of [20], 2018, is 556.65 packet/s. We can clearly see that the throughput performance
drops drastically with an increase in the number of attacker nodes in the network. The
throughput goes down to the lowest with nine malicious nodes, reaching 433.53 packets/s
in the proposed protocol, 282.38 packets/s in [37], 2017, and 398.41 packets/s in [20], 2018.
Through the Honesty metrics, our protocol can obtain better performance with regard
to throughput.
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Figure 12. Nodes’ data throughput under Jellyfish periodic drop attacks [20,37].
5.2. Under Jellyfish Delay Variance Attacks

In our simulations, Jellyfish delay variance attacks introduce a random delay between
100 and 300 milliseconds before transmitting packets. In this section, we intend to evaluate
the efficiency of SecE-V2X in the presence of Jellyfish delay variance attacks. Table 6
provides the performance comparison values.

Table 6. Performance values comparison under Jellyfish delay variance attacks.

Number of Attackers Metrics SecE-V2X [20],2018 [37], 2017

PDR (%) 95.34 93.80 91.60

0 EED (ms) 6.80 7.11 8.64
Throughput (packets/s) 638.15 596.33 534.55

PDR (%) 94.62 90.38 80.20

3 EED (ms) 7.92 9.34 13.84
Throughput (packets/s) 617.42 562.19 455.41

PDR (%) 91.33 81.65 69.47

6 EED (ms) 9.11 13.33 17.59
Throughput (packets/s) 560.75 483.62 383.34

PDR (%) 79.53 71.93 58.42

9 EED (ms) 11.28 15.09 23.14
Throughput (packets/s) 448.76 400.86 298.36

5.2.1. Packet Delivery Ratio (PDR)

An illustration of how delay variance attacks affect the PDR is provided in Figure 13.
Similar to periodic drop attacks, with slightly higher values in delay variance attacks the
PDR decreases whenever the number of malicious nodes grows. For three malicious nodes,
the proposed protocol performs at 94.62%, higher than [37], 2017 (about 80.2%), and [20],
2018 (about 90.38%). When the number of attacker nodes is exaggerated to reach nine, the
PDR of [37], 2017, reduces significantly to 58.42%, while [20], 2018, has a PDR of 71.93%,
and our proposed protocol maintains the best PDR of 79.53%. The outcomes indicate that
SecE-V2X performs significantly better in terms of the PDR than [37], 2017, and [20], 2018,
demonstrating that our recently designed protocol works effectively even in the presence
of Jellyfish delay variance attacks.
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5.2.2. End-to-End Delay

The end-to-end delay ratio for different numbers of delay variance attacker nodes is
demonstrated in Figure 14. Since this type of attack introduces some delay before transmit-
ting packets, the end-to-end delay values are slightly higher than in periodic drop attacks.
With a ratio of 7.92 ms, the proposed protocol with the lowest delay outperforms [37], 2017
(13.84 ms), and [20], 2018 (9.34 ms), for three malicious nodes. The end-to-end delay of [37],
2017, significantly increases to 23.14 ms when the number of attacker nodes is inflated
to nine, whereas [20], 2018, has an end-to-end delay of 15.09 m; our proposed protocol
maintains the best end-to-end delay of 11.28 ms. The results show that SecE-V2X outper-
forms [37], 2017, and [20], 2018, in terms of end-to-end delay, proving that our developed
protocol is still successful in the face of Jellyfish delay variance attacks.
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Figure 14. End-to-end delay under Jellyfish delay variance attacks [20,37].

5.2.3. Throughput

Figure 15 shows a comparison of throughput depending on various numbers of delay
variance attacker nodes. In delay variance attacks, the throughput decreases whenever the
number of attackers increases. The results show that, for any number of attacker nodes, the
proposed SecE-V2X has a higher throughput value than that of the other algorithms. For
three malicious nodes, the proposed protocol performs 617.42 packets/s, better than [37],
2017 (455.41 packets/s), and [20], 2018 (562.19 packets/s). The throughput of [37], 2017,
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drastically reduces to 298.36 packets/s when the number of attacker nodes is increased to
nine, whereas [20], 2018, has a throughput of 400.86 packets/s, and our protocol retains the
best throughput of 448.76 packets/s. The results demonstrated that SecE-V2X performs
better than [37], 2017, and [20], 2018, in terms of throughput, demonstrating that our
proposed protocol remains effective against Jellyfish delay variance attacks.

650
[
S
6004 A
A
7 550 ‘ '\
E [} \\\
£ 5001 AN
& A .
e ‘ AN
= 450 ° "
>
Q.
S 400 A
§ °
<
= 350 ~
—=— Proposed protocol
3004 | ®  Mustikawati, E. et al. (2017) o
—4—Doss, S. et al. (2018)
250 T T T T
0 3 6 9

Number of attacker nodes
Figure 15. Nodes’ data throughput under Jellyfish delay variance attacks [20,37].

5.3. Under Jellyfish Reordering Attacks

In Jellyfish reordering attacks, the attacker node selects packets at random before trans-
mitting them. Our main focus in this section is evaluating and comparing the performance
of our protocol in the presence of this attack. The performance comparison values are
provided in Table 7.

Table 7. Performance values comparison under Jellyfish reordering attacks.

Number of Attackers Metrics SecE-V2X [20],2018 [37],2017

PDR (%) 95.34 93.80 91.60

0 EED (ms) 6.80 7.11 8.64
Throughput (packets/s) 638.15 596.33 534.55

PDR (%) 93.92 89.57 79.92

3 EED (ms) 7.70 8.64 13.03
Throughput (packets/s) 612.82 559.42 453.76

PDR (%) 90.50 79.19 72.07

6 EED (ms) 8.71 11.49 17.21
Throughput (packets/s) 556.02 472.08 402.10

PDR (%) 78.18 74.84 56.86

9 EED (ms) 10.88 14.19 2224
Throughput (packets/s) 441.15 415.64 290.37

5.3.1. Packet Delivery Ratio (PDR)

The impact of Jellyfish reordering attacks on the PDR is depicted in Figure 16. Similar

to periodic drop and delay variance attacks, the PDR decreases whenever the number
of attackers increases. In comparison to [37], 2017 (about 79.91%), and [20], 2018 (about
89.57%), the proposed protocol performs at a higher ratio of 93.91% for three malicious
nodes. The PDR of [37], 2017, drastically drops to 56.85% when the number of attacker
nodes is raised to nine, whereas [20], 2018, has a PDR of 74.84%, and our proposed protocol
has the highest PDR of 78.18%. The results show that SecE-V2X performs noticeably better
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in terms of the PDR than other approaches, indicating that our protocol performs efficiently
in the presence of Jellyfish reordering attacks.
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Figure 16. Packet delivery ratio under Jellyfish reordering attacks [20,37].

5.3.2. End-to-End Delay

Figure 17 illustrates the end-to-end delay ratio for various reordering attacker node
numbers. For three malicious nodes, the proposed protocol, with the shortest delay of
7.7 ms, performs better than [37], 2017 (13.02 ms), and [20], 2018 (8.64 ms). When the
number of malicious nodes is raised to nine, the end-to-end delay of [37], 2017, considerably
increases to 22.24 ms. In contrast, [20], 2018, has an end-to-end delay of 14.19 ms, while our
proposed protocol has the best end-to-end delay of 10.88 ms. According to the results, the
proposed protocol exceeds the competing approaches, demonstrating that our proposed
protocol is effective against Jellyfish reordering attacks.
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Figure 17. End-to-end delay under Jellyfish reordering attacks [20,37].
5.3.3. Throughput

A comparison of performance based on different numbers of reordering attack nodes
is demonstrated in Figure 18. The throughput in Jellyfish reordering attacks drops as
the number of malicious nodes increases. The outcomes indicate that SecE-V2X has a
greater throughput value than that of other algorithms for different numbers of malicious
nodes. Our protocol outperforms [37], 2017 (453.76 packets/s), and [20], 2018 (559.42
packets/s), for three malicious nodes by 612.82 packets per second. When there are
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nine attacker nodes, ref. [37], 2017’s throughput severely drops to 290.37 packets/s. In
contrast, ref. [20], 2018’s throughput was 415.635 packets/s, and our protocol maintains the
highest throughput of 441.145 packets/s. According to the results, SecE-V2X outperforms
the competing approaches in terms of throughput, confirming that our proposed protocol
is indeed effective against Jellyfish reordering attacks.
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Figure 18. Nodes’ data throughput under Jellyfish reordering attacks [20,37].

6. Conclusions

In this work, we presented an innovative protocol for preventing Jellyfish attacks in
V2X, called secure and efficient routing protocol for Jellyfish attack prevention in vehicle-to-
everything networks (SecE-V2X). The developed mechanism ensures secure routing using
trusted nodes and offers the successful prevention of different Jellyfish attack categories
(Jellyfish reorder attacks, Jellyfish periodic drop attacks, and Jellyfish delay variance attacks)
with a single solution, despite the fact that no protocol can satisfy all of the requirements of
a secure system. In the SecE-V2X technique, the communication behavior between nodes,
which is expressed in terms of the packet loss rate, delay, packet reordering, and confidence
of a node, is used to compute the overall Honesty value of a node. By choosing the trusted
next forwarding node with the highest Honesty value from a current node’s neighbors, SecE-
V2X ensures secure routing without attacker involvement. With OMNET++ and SUMO
simulators, we conducted simulations in an urban environment. In networks of 100 nodes,
our protocol was tested against all three Jellyfish attack types. The performance result is
compared with two secured routing approaches—[37], 2017, and [20], 2018—in terms of
three performance metrics: the packet delivery ratio, end-to-end delay, and throughput.
In a scenario without attacks, the results state that SecE-V2X is better in terms of the PDR,
with almost 1.54% of [20], 2018, and 3.74% of [37], 2017. SecE-V2X is also better in terms of
end-to-end delay (almost 0.31 ms with regard to [20], 2018, and 1.84 ms with regard to [37],
2017). The proposed SecE-V2X maintains a better throughput of almost 41.82 packets/s
with regard to [20], 2018, and 103.6 packets/s with regard to [37], 2017. In the presence
of six Jellyfish attacker nodes, the results demonstrate that SecE-V2X is better in terms
of the PDR, with a PDR of almost 90.50% compared to 79.18% of [20], 2018, and 68.73%
of [37], 2017. With a ratio of 8.71 ms, SecE-V2X, with the lowest delay, outperforms [37],
2017 (17.21 ms), and [20], 2018 (11.48 ms), in terms of end-to-end delay. In terms of
throughput, SecE-V2X retains the best throughput of 556.02 packets/s, whereas [20], 2018,
has a throughput of 472.08 packets/s and [37], 2017, has a throughput of 377.43 packets/s.
The results demonstrate that SecE-V2X maintains better performance than that of the
competing approaches and works effectively even in the presence of Jellyfish nodes.

With regard to future work, we plan to evaluate and validate our work on top of a
realistic dataset of vehicles” mobility.
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V2Xx Vehicle-to-everything

VANETs Vehicular ad hoc networks

Veins Vehicles in network simulation

References

1.

Osman, R.A.; Abdelsalam, A.K. A Novel Adaptive Approach for Autonomous Vehicle Based on Optimization Technique for
Enhancing the Communication between Autonomous Vehicle-to-Everything through Cooperative Communication. Appl. Sci.
2021, 11, 9089. [CrossRef]

Azzaoui, N.; Korichi, A.; Brik, B.; el amine Fekair, M.; Kerrache, C.A. Wireless Communication in Internet of Vehicles Networks:
DSRC-Based Vs Cellular-Based. In Proceedings of the Proceedings of the 4th International Conference on Smart City Applications,
Casablanca, Morocco, 2 October 2019; Association for Computing Machinery: New York, NY, USA; pp. 1-6.


http://doi.org/10.3390/app11199089

Appl. Sci. 2023, 13, 4591 26 of 27

o

10.
11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.
24.

25.

26.

27.

28.

29.

30.

31.

Azzaoui, N.; Korichi, A.; Brik, B.; el amine Fekair, M.; Kerrache, C.A. On the Communication Strategies in Heterogeneous
Internet of Vehicles. In Proceedings of the Innovations in Smart Cities Applications, 3rd ed.; Ben Ahmed, M., Boudhir, A.A., Santos, D.,
El Aroussi, M., Karas, I.R., Eds.; Springer International Publishing: Cham, Switzerland, 2020; pp. 783-795.

Kiela, K.; Barzdenas, V.; Jurgo, M.; Macaitis, V.; Rafanavicius, J.; Vasjanov, A.; Kladovscikov, L.; Navickas, R. Review of V2X-IoT
Standards and Frameworks for ITS Applications. Appl. Sci. 2020, 10, 4314. [CrossRef]

Azzaoui, N.; Korichi, A.; Brik, B. A Reliable Data Forwarding Technique for 5G Internet of Vehicles Networks. In Innovative and
Intelligent Technology-Based Services For Smart Environments—Smart Sensing and Artificial Intelligence; CRC Press: London, UK, 2021;
pp. 142-148. [CrossRef]

Wang, J.; Shao, Y.; Ge, Y.; Yu, R. A Survey of Vehicle to Everything (V2X) Testing. Sensors 2019, 19, 334. [CrossRef]

Seo, H.; Lee, K.-D.; Yasukawa, S.; Peng, Y.; Sartori, P. LTE Evolution for Vehicle-to-Everything Services. IEEE Commun. Mag. 2016,
54, 22-28. [CrossRef]

Azzaoui, N.; Korichi, A.; Brik, B.; Amirat, H. A Survey on Data Dissemination in Internet of Vehicles Networks. J. Locat. Based
Serv. 2022, 2022, 2151658. [CrossRef]

Srivastava, A.; Prakash, A.; Tripathi, R. Location Based Routing Protocols in VANET: Issues and Existing Solutions. Veh. Commun.
2020, 23, 100231. [CrossRef]

Karimi, R.; Shokrollahi, S. PGRP: Predictive Geographic Routing Protocol for VANETs. Comput. Netw. 2018, 141, 67-81. [CrossRef]
Azzaoui, N.; Korichi, A.; Brik, B.; el A Fekair, M. Towards Optimal Dissemination of Emergency Messages in Internet of Vehicles:
A Dynamic Clustering-Based Approach. Electronics 2021, 10, 979. [CrossRef]

Karunakar, P.; Matta, J.; Singh, R.P.; Kumar, O.R. Analysis of Position Based Routing Vanet Protocols Using Ns2 Simulator. Int. J.
Innov. Technol. Explor. Eng. (IJITEE) 2020, 9, 1105-1109.

Arnous, R.; El-kenawy, E.; Saber, M. A Proposed Routing Protocol for Mobile Ad Hoc Networks. Int. J. Comput. Appl. 2019, 975,
8887. [CrossRef]

Karp, B.; Kung, H.-T. GPSR: Greedy Perimeter Stateless Routing for Wireless Networks. In Proceedings of the 6th Annual
International Conference on Mobile Computing and Networking, Boston, MA, USA, 6-11 August 2000; pp. 243-254.

Yang, X.; Li, M.; Qian, Z.; Di, T. Improvement of GPSR Protocol in Vehicular Ad Hoc Network. IEEE Access 2018, 6, 39515-39524.
[CrossRef]

Benguenane, M.; Korichi, A.; Azzaoui, N. Geographical Routing Protocols in VANets: Performance and Security Analysis. In
Proceedings of the 2nd International Conference on Industry 4.0 and Artificial Intelligence (ICIAI 2021), Sousse, Tunisia, 28-30
November 2021; Atlantis Press: Dordrecht, The Netherlands, 2022; pp. 158-163.

Nabwene, R.N. Review on Intelligent Internal Attacks Detection in VANET. In Proceedings of the 2018 4th Annual International
Conference on Network and Information Systems for Computers (ICNISC), IEEE, Wuhan, China, 19-21 April 2018; pp. 1-6.
Ali Alheeti, KM.; Gruebler, A.; McDonald-Maier, K. Intelligent Intrusion Detection of Grey Hole and Rushing Attacks in
Self-Driving Vehicular Networks. Computers 2016, 5, 16. [CrossRef]

Younas, S.; Rehman, F.; Magsood, T.; Mustafa, S.; Akhunzada, A.; Gani, A. Collaborative Detection of Black Hole and Gray Hole
Attacks for Secure Data Communication in VANETs. Appl. Sci. 2022, 12, 12448. [CrossRef]

Doss, S.; Nayyar, A.; Suseendran, G.; Tanwar, S.; Khanna, A.; Thong, PH. APD-JFAD: Accurate Prevention and Detection of Jelly
Fish Attack in MANET. IEEE Access 2018, 6, 56954-56965. [CrossRef]

Aad, L; Hubaux, J.-P.; Knightly, E.W. Denial of Service Resilience in Ad Hoc Networks. In Proceedings of the 10th Annual Interna-
tional Conference on Mobile Computing and Networking, Philadelphia, PA, USA, 26 September-1 October 2004; pp. 202-215.
Aad, I; Hubaux, J.-P; Knightly, E.W. Impact of Denial of Service Attacks on Ad Hoc Networks. IEEE/ACM Trans. Netw. 2008, 16,
791-802. [CrossRef]

Kumar, S.; Singh, M. Periodic Drop Attack in TCP-Mobile Ad-Hoc Network. DLINE: Chennai, India, 2018; p. 7.

Thapar, S.; Sharma, S.K. Study of Direct Trust-Based Detection Algorithm for Prohibiting Jellyfish Attack in MANET. Ilkogr. Online
2021, 20, 2052-2057.

Kumar, S.; Singh, M. Design and Efficient Network Investigation of Passive Periodic Drop Attack. Orient. . Comput. Sci. Technol.
2021, 13, 110-116. [CrossRef]

Deepika, D.; Saxena, S. Performance Evaluation of AODV with Self-Cooperative Trust Scheme Using Jellyfish Delay Variance
Attack. In Proceedings of the 2018 Second International Conference on Intelligent Computing and Control Systems (ICICCS),
IEEE, Madurai, India, 14-15 June 2018; pp. 1191-1196.

Pathan, M.S.; Zhu, N.; He, J.; Zardari, Z.A.; Memon, M.Q.; Hussain, M.I. An Efficient Trust-Based Scheme for Secure and Quality
of Service Routing in MANETSs. Future Internet 2018, 10, 16. [CrossRef]

Hasan, A.; Khan, M.A,; Shabir, B.; Munir, A.; Malik, A'W.; Anwar, Z.; Ahmad, J. Forensic Analysis of Blackhole Attack in Wireless
Sensor Networks/Internet of Things. Appl. Sci. 2022, 12, 11442. [CrossRef]

Swain, J.; Pattanayak, B.K.; Pati, B. A Systematic Study and Analysis of Security Issues in Mobile Ad-Hoc Networks. In Research
Anthology on Securing Mobile Technologies and Applications; IGI Global: Hershey, PA, USA, 2021; pp. 144-150.

Purohit, N.; Sinha, R.; Maurya, K. Simulation Study of Black Hole and Jellyfish Attack on MANET Using NS3. In Proceedings of
the 2011 Nirma University International Conference on Engineering, Ahmedabad, India, 8-10 December 2011; pp. 1-5.
Sachdeva, S.; Kaur, P. Detection and Analysis of Jellyfish Attack in MANETs. In Proceedings of the 2016 International Conference
on Inventive Computation Technologies (ICICT), Coimbatore, India, 26-27 August 2016; Volume 2, pp. 1-5.


http://doi.org/10.3390/app10124314
http://doi.org/10.1201/9781003181545
http://doi.org/10.3390/s19020334
http://doi.org/10.1109/MCOM.2016.7497762
http://doi.org/10.1080/17489725.2022.2151658
http://doi.org/10.1016/j.vehcom.2020.100231
http://doi.org/10.1016/j.comnet.2018.05.017
http://doi.org/10.3390/electronics10080979
http://doi.org/10.5120/ijca2019919305
http://doi.org/10.1109/ACCESS.2018.2853112
http://doi.org/10.3390/computers5030016
http://doi.org/10.3390/app122312448
http://doi.org/10.1109/ACCESS.2018.2868544
http://doi.org/10.1109/TNET.2007.904002
http://doi.org/10.13005/ojcst13.0203.08
http://doi.org/10.3390/fi10020016
http://doi.org/10.3390/app122211442

Appl. Sci. 2023, 13, 4591 27 of 27

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.
55.

Patel, H.P,; Chaudhari, M.B. A Time Space Cryptography Hashing Solution for Prevention Jellyfish Reordering Attack in Wireless
Adhoc Networks. In Proceedings of the 2013 Fourth International Conference on Computing, Communications and Networking
Technologies (ICCCNT), Tiruchengode, India, 4-6 July 2013; pp. 1-6.

Boukerch, A.; Xu, L.; EL-Khatib, K. Trust-Based Security for Wireless Ad Hoc and Sensor Networks. Comput. Commun. 2007, 30,
2413-2427. [CrossRef]

Poongodi, M.; Hamdi, M.; Sharma, A.; Ma, M.; Singh, PK. DDoS Detection Mechanism Using Trust-Based Evaluation System in
VANET. IEEE Access 2019, 7, 183532-183544. [CrossRef]

Nandy, T.; Noor, RM.; Idris, M.Y.I.B.; Bhattacharyya, S. T-BCIDS: Trust-Based Collaborative Intrusion Detection System for
VANET. In Proceedings of the 2020 National Conference on Emerging Trends on Sustainable Technology and Engineering
Applications (NCETSTEA), Durgapur, India, 7-8 February 2020; pp. 1-5.

Adhikary, K.; Bhushan, S.; Kumar, S.; Dutta, K. Hybrid Algorithm to Detect DDoS Attacks in VANETs. Wirel. Pers. Commun. 2020,
114, 3613-3634. [CrossRef]

Mustikawati, E.; Perdana, D.; Negara, R.M. Network Security Analysis in Vanet against Black Hole and Jellyfish Attack with
Intrusion Detection System Algorithm. CommIT Commun. Inf. Technol. J. 2017, 11, 77-83. [CrossRef]

Kaur, M,; Rani, M.; Nayyar, A. A Novel Defense Mechanism via Genetic Algorithm for Counterfeiting and Combating Jelly Fish
Attack in Mobile Ad-Hoc Networks. In Proceedings of the 2014 5th International Conference-Confluence The Next Generation
Information Technology Summit (Confluence), Noida, India, 25-26 September 2014; pp. 359-364.

Thomas, A.; Sharma, V.K,; Singhal, G. Secure Link Establishment Method to Prevent Jelly Fish Attack in MANET. In Proceedings
of the 2015 International Conference on Computational Intelligence and Communication Networks (CICN), Jabalpur, India, 12-14
December 2015; pp. 1153-1158.

Soni, J.; Soni, A.; Shah, S.; Mathur, K.; Davv, I. Mitigation of Byzantine Attack in Manet. Int. . Adv. Res. Comput. Eng. Technol.
(IJARCET) 2017, 6, 1809-1815.

Kumar, S.; Dutta, K.; Garg, A. FJADA: Friendship Based Jellyfish Attack Detection Algorithm for Mobile Ad Hoc Networks. Wirel.
Pers. Commun. 2018, 101, 1901-1927. [CrossRef]

Suseendran, G.; Chandrasekaran, E.; Nayyar, A. Defending Jellyfish Attack in Mobile Ad Hoc Networks via Novel Fuzzy System
Rule. In Data Management, Analytics and Innovation; Springer: Berlin/Heidelberg, Germany, 2019; pp. 437-455.

Satheeshkumar, S.; Sengottaiyan, N. Defending against Jellyfish Attacks Using Cluster Based Routing Protocol for Secured Data
Transmission in MANET. Clust. Comput. 2019, 22, 10849-10860. [CrossRef]

Reddy, G. A Delay Sensitive Multi-Path Selection to Prevent the Rushing Attack in VANET. In Proceedings of the 2021 5th
International Conference on Information Systems and Computer Networks (ISCON), Mathura, India, 22-23 October 2021; pp. 1-7.
Verma, A.; Saha, R.; Kumar, G.; Kim, T. The Security Perspectives of Vehicular Networks: A Taxonomical Analysis of Attacks and
Solutions. Appl. Sci. 2021, 11, 4682. [CrossRef]

Fonseca, E.; Festag, A. A Survey of Existing Approaches for Secure Ad Hoc Routing and Their Applicability to VANETS. NEC
Netw. Lab. 2006, 28, 1-28.

Zaimi, I.; Boushaba, A.; Squalli Houssaini, Z.; Oumsis, M. A Fuzzy Geographical Routing Approach to Support Real-Time
Multimedia Transmission for Vehicular Ad Hoc Networks. Wirel. Netw. 2019, 25, 1289-1311. [CrossRef]

Al-Ani, A.D,; Seitz, ]. QoS-Aware Routing in Multi-Rate Ad Hoc Networks Based on Ant Colony Optimization. Netfw. Protoc.
Algorithms 2015, 7, 1-25. [CrossRef]

Ye, B.; Jayasumana, A.P,; Piratla, N.M. On Monitoring of End-to-End Packet Reordering over the Internet. In Proceedings of the
International conference on Networking and Services (ICNS’06), Silicon Valley, CA, USA, 16-18 July 2006; p. 3.

Jayasumana, A.; Piratla, N.; Banka, T.; Bare, A.; Whitner, R. Improved Packet Reordering Metrics; Network Working Group, Colorado
State University: Fort Collins, CO, USA, 2008.

Zhang, D.; Gong, C.; Jiang, K.; Zhang, X.; Zhang, T. A Kind of New Method of Intelligent Trust Engineering Metrics ITEM) for
Application of Mobile Ad Hoc Network. Eng. Comput. 2020, 37, 1617-1643. [CrossRef]

Eclipse SUMO—Simulation of Urban Mobility. Available online: https:/ /www.eclipse.org/sumo/ (accessed on 21 June 2022).
INET Framework—INET Framework. Available online: https://inet.omnetpp.org/ (accessed on 14 May 2022).

Veins. Available online: https://veins.car2x.org/download/ (accessed on 28 May 2022).

OMNeT++ Discrete Event Simulator. Available online: https://omnetpp.org/ (accessed on 16 April 2022).

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


http://doi.org/10.1016/j.comcom.2007.04.022
http://doi.org/10.1109/ACCESS.2019.2960367
http://doi.org/10.1007/s11277-020-07549-y
http://doi.org/10.21512/commit.v11i2.3886
http://doi.org/10.1007/s11277-018-5797-z
http://doi.org/10.1007/s10586-017-1202-z
http://doi.org/10.3390/app11104682
http://doi.org/10.1007/s11276-018-1729-9
http://doi.org/10.5296/npa.v7i4.8513
http://doi.org/10.1108/EC-12-2018-0579
https://www.eclipse.org/sumo/
https://inet.omnetpp.org/
https://veins.car2x.org/download/
https://omnetpp.org/

	Introduction 
	Jellyfish Attack Overview 
	Jellyfish Reordering Attacks 
	Jellyfish Periodic Drop Attacks 
	Jellyfish Delay Variance Attacks 

	Related Literature 
	Secure and Efficient Routing Protocol for Jellyfish Attack Prevention in V2X (SecE-V2X) 
	Honesty Characteristics 
	Honesty Metrics 
	Packet Delay 
	Packet Loss Rate 
	Packet Reordering 

	Calculating the Node Honesty 
	Communication Confidence 
	Direct Confidence 
	Recommended Confidence 
	Overall Honesty 

	SecE-V2X Routing Algorithm 

	Result Analysis and Performance Evaluation 
	Under Jellyfish Periodic Drop Attacks 
	Packet Delivery Ratio (PDR) 
	End-to-End Delay 
	Throughput 

	Under Jellyfish Delay Variance Attacks 
	Packet Delivery Ratio (PDR) 
	End-to-End Delay 
	Throughput 

	Under Jellyfish Reordering Attacks 
	Packet Delivery Ratio (PDR) 
	End-to-End Delay 
	Throughput 


	Conclusions 
	References

