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Abstract: This article presents an area-aware unified hardware accelerator of Weierstrass, Edward,
and Huff curves over GF(2?3%) for the point multiplication step in elliptic curve cryptography
(ECQC). The target implementation platform is a field-programmable gate array (FPGA). In order to
explore the design space between processing time and various protection levels, this work employs
two different point multiplication algorithms. The first is the Montgomery point multiplication
algorithm for the Weierstrass and Edward curves. The second is the Double and Add algorithm for
the Binary Huff curve. The area complexity is reduced by efficiently replacing storage elements that
result in a 1.93 times decrease in the size of the memory needed. An efficient Karatsuba modular
multiplier hardware accelerator is implemented to compute polynomial multiplications. We utilized
the square arithmetic unit after the Karatsuba multiplier to execute the quad-block variant of a
modular inversion, which preserves lower hardware resources and also reduces clock cycles. Finally,
to support three different curves, an efficient controller is implemented. Our unified architecture can
operate at a maximum of 294 MHz and utilizes 7423 slices on Virtex-7 FPGA. It takes less computation
time than most recent state-of-the-art implementations. Thus, combining different security curves
(Weierstrass, Edward, and Huff) in a single design is practical for applications that demand different

reliability /security levels.

Keywords: hardware accelerator; design; ECC; Weierstrass; Edward; Huff; FPGA

1. Introduction

Elliptic curve cryptography (ECC) [1] and Rivest, Shamir, Adleman (RSA) [2] algo-
rithms are current public-key cryptographic standards. The ECC is generally considered a
better choice as compared to RSA. The reason is that the ECC offers identical security to RSA
with smaller key sizes. For example, 233 bits of ECC offer equivalent security to a 2048-bit
RSA [2]. Many other benefits of ECC include low area utilization, low consumed power,
and lower channel bandwidth for transmitting critical information on an unsecured public
channel. Hence, ECC is more suitable than other public-key cryptographic algorithms for
securing applications that demand low area utilization, such as radio frequency identification
networks (RFID) [3,4], wireless sensor nodes (WSNs) [5,6], etc.

The National Institute of Standards and Technology (NIST) has defined elliptic curve
parameters in [7] for the implementation of prime, i.e., GF(P) , and binary, i.e., GF(2™),
fields. The prime field lengths are optimal for software-based implementations [8]. In con-
trast, the binary field lengths are more valuable for hardware implementations such
as field-programmable gate arrays (FPGA) and application-specific integrated circuits
(ASIC) [3,9,10].

The ECC provides two basis representations, polynomial and normal, which are es-
sential for computing finite field modular operations. These finite field modular operations
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include addition, multiplication, squaring, and inversion. In particular, a polynomial basis
allows efficient modular multiplication operations, as shown in [8,11]. On the other hand,
the normal basis is a better choice for frequent squaring operations. Similarly, ECC em-
ploys affine and projective coordinate representations for executing essential cryptographic
operations. However, the affine representation is relatively expensive from a computational
point of view [8,9,12,13]. Therefore, we used projective coordinates to implement binary
fields with polynomial basis representations in our computations.

Additionally, ECC offers various models (Weierstrass, Edward, and Huff) to imple-
ment the critical point multiplication (PM) operation. Comparatively, the Weierstrass model
is subjected to simple power analysis attacks as it involves different point addition (PA) and
point double (PD) mathematical operations. Simple power analysis attacks are generally
tackled in the Weierstrass ECC curve using the Montgomery ladder PM algorithm, which
offers identical modular operations to execute the PA and PD instructions. An efficient PM
architecture over the Weierstrass binary field is presented in [9] where a rescheduling of PA
and PD instructions is proposed to optimize the throughput and reduce the circuit latency.
A digit-serial multiplier is used to minimize hardware resources and results are obtained
on Virtex-7 FPGA over GF(2!93) to GF(2571). Recently, in 2020, an area-optimized PM
design over the Weierstrass ECC curve was described in [10] where one modular multiplier
was utilized to operate the multiplication and squaring operations, reducing hardware
resource utilization. The results over GF(2!%%) to GF(25’!) are demonstrated on Virtex-7
and modern 16 nm ASIC technology.

The Edward and Huff curves offer unified PA and PD operations to implement the
PM. Comparatively, the Edward model is preferred for throughput-optimized implemen-
tations, while the Huff model is convenient for achieving high security. For the Edward
curve, a high-speed, low-area, and simple-power-analysis-resistant PM architecture over
GF(P) with P = 256 is presented in [14] where computational complexity is reduced by
rescheduling the unified PA and PD instructions and design requires 198,715 clock cycles
and bears 1.9 ms for one PM computation. Moreover, the design occupies 6543 slices on
the Virtex-7 FPGA. Another prime-field-based Edward curve PM architecture is described
in [12], where one PM requires 1.48 ms and utilizes 8873 slices on Virtex-7 FPGA. An FPGA-
based Edward curve accelerator is presented in [15]. The architecture utilizes less than
1400 slices on Virtex-5 FPGA for a level of security equivalent to 128 bits. A low-complexity
PM architecture using the Edward curve over GF(22%3) is described in [16], where authors
have reduced the instruction-level complexity by eradicating numerous operations in a
single-instruction format.

Over GF(2%3%), a four-stage pipeline architecture for the Huff curve is described
in [17]. The authors revisited the original mathematical formulas of Huff curves to reduce
the required area and presented simplified formulas with a 43% area reduction. A two-stage
pipeline architecture of Huff curves over GF(22%3) is presented in [13], where pipelining
is utilized to shorten the critical path. Moreover, PA and PD formulas are rescheduled to
reduce the cycle counts.

The combined design of Weierstrass and Huff cures for PM computation is imple-
mented in [18], where a Montgomery PM algorithm was utilized for the Weierstrass curve,
while the traditional Double and Add PM algorithm was used for the Huff curve. The archi-
tecture allows a reasonable compromise between the execution time and various protection
levels. Another flexible accelerator architecture is given in [19], where flexibility is achieved
by implementing different key lengths of 233, 283, 409, and 571 for the Weierstrass curve.

Several design approaches, such as instruction-level parallelism, pipelining, and in-
novative modular multiplication techniques have been employed in [9,10,12-19] for the
advancement of PM computation. Although several unified ECC designs exist in state-of-
the-art applications, the higher area complexity of dedicated [9,10,12-17] and flexible [18,19]
ECC architectures reveals that these designs are inappropriate for (several) cryptographic
applications such as RFID, WSNs, etc. Therefore, to target different reliability /security
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levels, this paper realizes a low-complexity unified hardware accelerator over the ECC’s
Weierstrass, Edward, and Huff models for PM computation.

There is no prior architecture where several models of ECC have been utilized at the
same time. Subsequently, for the first time, we present a unified design of PM using three
models of ECC, i.e., Weierstrass, Edward, and Huff. The proposed design allows users to
target different security levels according to their demands. In addition to flexibility, our
proposed unified design is also reliable because it consumes a fixed number of cycles to
compute the PM operation in ECC. Moreover, our contributions can be listed as follows:

*  We present a low-complexity unified hardware accelerator of various ECC models
(i.e., Weierstrass, Edward, and Huff) over GF (2233) for PM computation. We used a
Montgomery PM algorithm for the Weierstrass and Edward curves, while for the Huff
curve, we employed a Double and Add PM algorithm. Our presented architecture
covers the design space between the processing time and different protection levels.

¢ We realize the area complexity of our unified accelerator architecture by optimizing
the required memory size to implement Weierstrass, Edward, and Huff curves. The op-
timization results in a 1.93 times reduction in the required memory size. Additional
details are given in Section 3.

*  Moreover, we describe a hardware architecture for the Karatsuba modular multiplier
to perform polynomial multiplications. Then, we compute the modular inverse using
the hardware resources of the proposed modular multiplier and square arithmetic
units. This strategy also preserves the lower hardware resources. The corresponding
details are provided in Section 4.3.

¢ To support three different models of ECC, a finite-state machine (FSM) provides
multiple control operations. We present the corresponding implementation of FSM in
Section 4.5.

The proposed design is implemented in Verilog language. The implementation results
for GF(2?3) are provided on Xilinx Virtex-6 and Virtex-7 platforms. According to the
achieved results, the unified accelerator design in this article obtains a maximum of 247
and 294 MHz frequencies on Virtex-6 and Virtex-7 devices. On the same FPGA devices,
the hardware resource utilization of our unified design is 6109 (slices on the Virtex-6
device) and 7423 (slices on the Virtex-7 device). The achieved results validate the applica-
bility of the proposed unified accelerator for all those applications that require different
reliability /security levels.

This article is arranged as follows: The relevant information on Weierstrass, Edward,
and Huff curves is summarized in Section 2. Before presenting the proposed design,
the associated memory optimizations are shown in Section 3. Subsequently, the unified
accelerator design is explained in Section 4. Similarly, in Section 5, we elaborate upon and
compare the achieved results with respect to state-of-the-art implementations. Section 6
provides concluding remarks about the article.

2. Mathematical Background over GF(2™)
Point Multiplication Concept

It is essential to emphasize that an additive group consists of various points on an
elliptic curve. This implies that the addition of two group elements yields another group
element. Let us take an example. On an elliptic curve, we have two input points (P and
Q). Adding P and Q results in R = P + Q. Here, R determines the final produced point.
The point R also lies on the curve. The addition of P and Q defines the PA. Furthermore,
adding two similar points (P + P = 2P or Q 4+ Q = 2Q) on the curve defines the point
doubling. Note that the PA and PD operations are an essential part of the PM operation.
Hence, adding k copies of PA and PD specifies the PM. It is calculated using Equation (1).
The variables P, Q, and k determine the initial point, final point, and scalar multiplier.

Q=kpP )
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Weierstrass curve. For the GF(2™) field, a Lopez Dahab projective form of the
Weierstrass ECC curve is shown in Equation (2). The variables X, Y, and Z in Equation (2)
specify the projective elements of a given point P(X : Y : Z). Here, the variable Z # 0,
while variables a and b are constants. Moreover, b # 0.

E:Y?+XYZ =X3Z +aX?7% + bz* )

Edward curve. For the GF(2™) field, the Edward curves are described in [20]. Let us
say the elements over GF(2™) fields are dq and dj such that d; # 0 and dy # d1(d; + 1).
Subsequently, the mathematical formulation for BEC is expressed as

Epd g, d1(x+y) +do(x+y)* =xy(x+1)(y+ 1) ®)

Variables d; and d; in Equation (3) are co-coefficients. Similarly, variables x and y
represent the coordinates of the input point P. Finally, the variables d; and d; are the
constants of the corresponding curve.

Huff curve. The Huff model for ECC was initially introduced in 2010 [21] and formally
presented in 2011 [22]. However, the vulnerabilities against [22] were highlighted in
2013. Consequently, a new mathematical formulation was constructed and presented
in [23]. In 2018, the work in [23] was critically reviewed by [24]. As a result, the work
in [24] contributes towards novel formulations of the unified Huff curve. Note that our
implementations take the formulations for the Huff curve from [24]. Let us consider a binary
field with three points (X : Y : Z). The formalism for Huff curves can be expressed as

E:aX(Y>+YZ+7%) =bY(X? + XZ + Z?) (4)

Variables a and b are the parameters of curves over the GF(2") field with the condition
thata # b.

Algorithms for Weierstrass, Edward and Huff models of ECC. For the implementation
of Equation (1), we have numerous state-of-the-art PM algorithms. Some typical examples
are the Double and Add algorithm, the Lopez Dahab algorithm, and the Montgomery
algorithm. In contrast, the literature recommends the use of the Double and Add algorithm
for the PM execution of Huff curves, as these require more instructions to implement unified
operations. For performance improvement through instruction-level parallelism, a Lopez
Dahab PM algorithm is more practical. However, the Montgomery PM algorithm results
in the simple-power-analysis-protected implementation of ECC. We analyzed a variety of
PM algorithms of ECC in [25]. Therefore, our implementation uses the Montgomery PM
algorithm for the Weierstrass and Edward models of ECC. At the same time, we utilize the
Double and Add algorithm for the Huff curve. The corresponding algorithms are presented
in Algorithms 1-3. Here, in this article, we are not investigating simple power analysis
(SPA) attacks in our design. Instead, we simply utilize the SPA-protected PM algorithm.

Algorithms 1-3 start with the initialization phase, where input points must trans-
form into another coordinate system to obtain more benefits during implementation.
Algorithms 1 and 3 compute PM in (Lopez Dahab) projective coordinates while our imple-
mented Algorithm 2 executes the PM in a differential coordinate system. After transform-
ing the coordinates, the PM is implemented (using the statements inside the for loop of
Algorithms 1-3). A k; in Algorithms 1-3 is the bit stream of the scalar multiplier, which
determines the execution of the corresponding PA and PD operations. The corresponding
PA and PD formulations of Weierstrass, Edward, and Huff curves for PM computations are
listed in Table 1. The column provides the number of instructions. Column two presents the
PA and PD instructions for the Weierstrass model of ECC. Similarly, the unified addition
instructions for Edward (UADDEgg4y,) and Huff (UADDpy,¢¢) curves are shown in columns
three and four of Table 1.
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Algorithm 1: Montgomery PM algorithm for Weierstrass curve [9,11].
Input: k= (knfl, .o k1, k()) withk,_1=1,P = (xp/yp> S GF(Zm)
Output: Q = (x4,y4) =k-P
Affine to projective conversions: X1 =x,, Z1 =1,7Z; = xf, and X, = x;l? +b
PM in projective coordinates:
for (i from m-2 down to 0) do

if (k; = 1) then

| PA(Xy,Z1) = (X1,Z1, X2, Z2) and PD(X2, Z3) = (X2, Z2)
else
PA(Xz,Zz) = (Xz, Zz, Xlr Zl) and PD(Xl, Zl) = (Xlrzl)
end if
end

end for
end

Reconversion from projective to affine: x, = )Z(—}, Vg = xp+ (%) [(Xq +xp %
Z1)(Xo 4 xp X Zo) + (x5 + yp)(Z1 X Z2)|(xp X Z1 X Z2) "'+,

Algorithm 2: Montgomery PM algorithm for Edward curve [16].

Input: Ep 41 0/ GF(2™") : d1(x +y) + d2(x +y)?> = xy(x + 1) (y + 1),

P € Ep g1 4 and k = (k;;,_1, - - .,kl,ko)

Output: Q = w(k.P)

Affine to w conversions: W; =0, Z; =1, W, = w(P) and Z, = w(P)

PM in w coordinates:

for (i from m-2 down to 0) do

if (k; = 0) then

| ((W1:Zy), (W2 Zp)) := UADDEgy (Wo = Zo), (Wi : Z1), (W2 : Z3))

else
(W2 Zp), (W1 : Z1)) := UADDEa(Wo : Zo), (W2 : Z2), (Wh : Z1))
end if

end

end for
end

Return : (Wy : Z1), (Wa : Z3)

Algorithm 3: Double and Add PM algorithm for Huff curve [17].
Input: k = (k,_1,..., k1, ko) withk,_1 =1, P = (x,y) € GF(2™)
Output: Q = w(k.P)
Affine to projective conversions: X1 = x,, Y1 =Y =yp, Z1 =1, Xo = x% +b
and Z, = xf,
PM in projective coordinates:
for (i from m-2 down to 0) do
Q = UADDy,s£(Q, Q)
if (k; = 1) then
‘ Q= UADDHuff(P/ Q)
end

end for
end

Xa Yz)

Reconversion from projective to affine: Q(xy, v4) = (72, 2%
2
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Table 1. Original PA and PD formulations for Weierstrass, Edward and Huff curves over GF(2™).

Inst; Weierstrass Curve Edward Curve Huff Curve

11 21:X2><Zl A:W1><Z1 m1:X1><X2

12 X1=X1XZ2 B=W1><W2 m2:Y1><Y2

13 T1:X1+Z1 CZZl><ZQ m3:21><22

Iy X1 =X1 X724 Wy =AxA M4:(X1+Zl)(X2+Z2)

I5 7y =T} Zy = ((e1 x Wy + Z1)*) ms = (Y1 + Z1) (Y2 + Z2)

Ig lexple Za:((EZXB—‘rC)Z) Mg = M1 X M3

I; X1 =X1+Ty Waz((BXC—i- w XZa)z) my = my X m3

Ig ZzIZ% - mg:mlxm2+m§

Iy T, = Z% - mg = m6(m2 + ﬂ’Z3)

Lo Ty =bxT - myg = mz(my + mz)?

I X, = X3 - myy = mg(my +m3)

Iip Zy=Xo X7y - myp = mg(my -*-(1713)

_y2 X3 =a X mg+ (my+

hs %=X - mi1)m +miy + Z3
o _ Ygzﬁxm10+(m5+

ha X=X+ T mip)mip + mi, + Z3

e - - Z3 = myy(my +m3)

In Table 1, variables Xj, X», Y1, Ys, Z1, Zp, Wy, Wa, Z,, Z;,W, and W, depict the initial
and final points in a projective coordinate system. The remaining variables, such as m;
to myp, A, B, C, and Tj, represent the storage elements/items. These storage items are
required to compute the PM operation on the respective ECC model (Weierstrass, Edward,
and Huff). In column two of Table 1, the x,, is the base point in affine coordinates while b is
the constant for the Weierstrass curve. Similarly, in column three, the values ¢;, e; and e can

be calculated as /¢, /e and d‘f + dﬁ' + d%dz. Moreover, the variable w is a rational funition
X
- dl(x+;+1)
for P = (x,y) in Ep 41 42. The w — coordinate differential addition and doubling implies
calculating w(2P; ) and w(P; 4 P,) from the given values w(P; ), w(P,) and w(P;-P,), where
Pj and P; are the points on E over GF(2™). The variables « and f in column four of Table 1
are constants. These curve constants are calculated as « = ”—Jb”b and B = #. To obtain
maximum throughput, our work uses pre-computed values of 1, ey, ¢, &, and . For more
detailed descriptions, we refer readers to [8] (for the Weierstrass curve) [20] (for the Edward

curve), and [21-24] (for the Huff curve).

for the corresponding elliptic curve. It can be calculated on point P as w(P)

3. Memory Optimizations

As we mentioned in Section 2, the variables in Table 1 are Xy, X5, X3, Y1, Y2, Y3, Z4,
2y, Z3, Wi, Wa, Z,, Z3, W, and W;. These variables hold the initial and final points in a
projective coordinate system. Similarly, the remaining variables m to mp, A, B, C, and T;
are the storage elements required to compute the PM operation on the respective ECC
model (Weierstrass, Edward, and Huff). If we count these variables, this becomes 31.
We need a memory unit of 31 x m to implement Weierstrass, Edward, and Huff curves
simultaneously, where m is the implemented field length. Moreover, columns three and
four of Table 1 show that the Edward and Huff curves contain complex mathematical
formulations, meaning that some instructions require more than one modular operation
to compute. The Is, i.e., ((e; x Wy + Z1)*), can be observed in column three of Table 1.
It depends on three modular operations: (i) the multiplication of e; x Wiy, (ii) e; X Wy + Z3,
and (iii) ((e; x Wy + Z1)4). Such complex instructions demand specialized hardware to
execute them. Hence, we need to simplify the mathematical formulations of columns three
and four of Table 1 to implement them in the proposed unified design.

Consequently, in Table 2, we use the following replacement strategy to obtain sim-
plified mathematical instructions. Moreover, we consider one modular operator (adder,
multiplier, and square) to show the simplified instructions.
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*  For Weierstrass curve. We replaced only T; with m;. Differences are given in column
two of Tables 1 and 2.

*  For Edward curve. We replaced W1, Wy, A, B, C, Wy, Z;, Z, and W, with mq, mj,
ms, My, ms, Mg, My, mg, and mg. Moreover, mjg to my, are used to simplify the sub-
operations of instructions five to seven of column three of Table 1.

e For Huff curve. We replaced X3 and Z3 with X, and Z;. Moreover, we preserved Y;
and Y; in my; and my,. Then, Y3 is also replaced with my;. The mg and m( are used to
simplify the sub-operations of instructions four, five, and eight to fifteen of column
four of Table 1.

Table 2. Simplified form of a PA and PD formulations for Weierstrass, Edward and Huff curves
over GF(2™).

Inst; Weierstrass Curve Edward Curve Huff Curve
11 21:X2><Zl m3:m1><Zl m1:X1><X2
12 X1=X1XZ2 my = mq X mp My = mq1 X Mqp
I3 m = X1+ ms =21 X 2o my =21 X 2y
Iy X1 =X1 X2 Mg = M3 X M3 mgz(X1+Z1)
I5 Zy = m} myg = e1 X Wq myg = (X2 + Z2)
16 mp = Xp X Zl my = myg + Zl my = Mg X Myg
I; Xp=X1+m my = mllll mg = mq1 + 21
I3 Zy =173 myg = ey X Mg myg = mip + Zp
Iy my =75 myy = myp + s ms = Mg X My
110 mlszml mg:m%l Mg = mq X ms3

— y2 — —
111 Xz = X2 mig = my X My my = myp ><271’Z3
112 Z2 = X2 X Z2 myp = myg +w mg = msz
Iz X; = X3 My = My X mg myg = 1my X My
114 Xy = Xp + mq mg = m%z mg = Mg + My
I - - mg = My + m3

.2
e - - myg = my

L7 - - my = Mg X Mg
Ig - - my = My er ms
119 - - my = my,
120 - - msz = my X mq
121 - - me = mg X Mg
I»n - - my = mg X Mg
I - - Zy = mg X myg
124 - - Mg = Mg + ny
Is - - myg = Mg X Mg
_ 2
126 - - mg = mig
Iy - - my = mg + My
128 - - mg = o X My
I - - myp = My + 1y
Iy - - Xo =myp+ 2
Iy - - My = s + My
I3 - - mip = Mg X my
_ 2
133 - - mp = my
I3y - - mg = myg + My
135 - - mig = ,B X ms3
L3 - - my = mg + My
Iz - - Yo =m+2Z,

As shown in Table 2, the Weierstrass curve requires fourteen instructions after simplifi-
cation. Similarly, columns three and four of Table 2 reveal that the Edward and Huff curves
need fourteen and thirty-seven instructions to execute the UADDgy,, and UAD Dy, ¢¢
formulas of Algorithms 2 and 3. The number of instructions increases with the decrease
in storage elements and modular operators. In other words, we show the simplified in-
structions using the 16 storage elements (X1, Xo, Z1, Z», and m;y to my;) and one modular
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adder, square, and multiplier operator for Weierstrass, Edward, and Huff curves in Table 2.
Consequently, using the above-mentioned strategy, the replacement reduces memory size
by 1.93 (ratio of 31 with 16) times compared to the original required memory size of 31 x m.

4. Proposed Crypto Processor Architecture

We present the unified architecture of our proposed PM design in Figure 1. It includes
five units: (i) a curve parameter block, (ii) a memory block, (iii) an arithmetic and logic
unit, (iv) routing networks, and (v) a control block. The curve parameter block bears the
initial inputs to execute the PM operation on the selected Weierstrass, Edward, and Huff
curves. After the computation, the intermediate and final results are kept on the memory
block. The arithmetic and logic unit comprises modular operations (addition, square,
multiplication, and inversion). The dedicated control unit produces the related /required
control signals. We provide more precise particulars in the subsequent sections.

I/P poly1 (m-bit) I/P poly2 (m-bit)
CPB [Cm/2-bits (ah) | m/2-bits (@A) | [m/2-bits (bh) | m/2-bits (b)) |
Xq y, "2
2 = 8 [ =
T N /- S Q \_MZ_I = 3
S - / 2 3 z g
: £ = o £
_Const i & | aout = e M1 A =
_apha g 2 S LM ] = -
- R ERY (] :
——— 7 ) mout
______ / —p M3 .
ah +al (m/2+1 bit) bh + bl (m/2+1 bit)
""""" ] douta AP g &
E E b= A3
1 — <<
aou ; S =) m?out
mou (di MemBlock E A
mout|5[ 7| (16xm) L aw [s2]
doutb % 2m-bit
"""""" smbnl A [Tabic
& clk &rst is_mult ixp 'iyp ialphai beta i gamma ? Xq $ yq
mode
Dedicated Control Unit tart :
I edicated Control Uni glon e A1l to A4 are polynomial adders (statements of algorithm 4)

Jr— S1 is an m/2-bit shifter

Input Buffers utilized to Keep M1 to M3 are inner multiplications JlaCeUu g

S2 is an m-bit shifter

Figure 1. FPGA comparison with most recent PM architectures of the Weierstrass, Edward,
and Huff curves.

4.1. Curve Parameter Block (CPB)

As illustrated in Figure 1, the curve parameter block comprises six m-bit buffers
(KeyReg, xp, yp, alpha, beta, and gamma). Moreover, it includes one 5 x 1 multiplexer
M1. The x and y coordinates of the initial point P are stored in the corresponding buffers
(xp and yp). The size of the alpha, beta, and gamma buffers are m-bit, where m is the
field size (233 in this work). In our architecture of Figure 1, we used these three buffers
to load the pre-computed values for the Edward and Huff curves. More precisely, for the
Edward curve, alpha, beta, and gamma buffers keep the values of 1, €5, and e during the
PM implementation. Similarly, the alpha and beta buffers are needed for the Huff curve
to load the pre-computed values of « and 8, while we use the gamma buffer to load the y
coordinate of the initial point. In the case of the Weierstrass curve, we need only to load
parameter b. Hence, we utilized only the alpha buffer to load the curve constant b for the
PM computation on the Weierstrass curve. A KeyReg buffer holds an m-bit scalar multiplier
value to execute the if and else pieces of Algorithms 1-3. In short, xp, yp, alpha, beta,
gamma, and KeyReg contain the input parameters that need to load from outside to our
unified architecture. These buffers are preserved during the entire PM computation. We
select the initial values as input for our processor for computation from the standardized
document by NIST [7].
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4.2. Memory Block

Section 3 describes the memory optimizations to implement the Weierstrass, Edward,
and Huff curves at the same time. Consequently, we use a 16 x m array size for a register
file (marked with MemBlock in Figure 1). It takes an m-bit vector as input (din) and
results in two m-bit vectors as output (douta and doutb). The objective of MemBlock is
to keep initial, intermediate, and final results. For read /write operations, it contains two
16 x 1 multiplexers and one 1 x 16 demultiplexer (not shown in Figure 1). The multiplexers
and demultiplexers provide a mechanism to read two m-bit vectors. The control unit
provides the corresponding control signals for two multiplexers and a demultiplexer.

4.3. Arithmetic Unit

Adder and square units. The arithmetic and logic unit of our architecture, shown in
Figure 1, contains an adder, a square, and a multiplier. We implemented the adder circuit by
executing a bitwise exclusive (OR) operation. It is essential to emphasize that adding two
polynomials in the binary field is carry-free. Therefore, for two m-bit polynomials, only the
m-exclusive (OR) gates are needed to add polynomials. We have implemented the square
circuit by inserting a ‘0’ bit after each successive data bit, as implemented in [10,11,13].

Karatsuba multiplier and polynomial reduction. As shown in Figure 1, we have
employed a Karatsuba modular multiplier to perform polynomial multiplication over
GF(22%). The Karatsuba multiplier bears two m-bit polynomials a and b as input and splits
them into two % parts. The divided portions of polynomial a are ah and al. Likewise,
bh and bl are the pieces of polynomial b. According to [26], we need three multipliers to
perform the internal polynomial multiplications. Therefore, in our Karatsuba design of
Figure 1, the used multipliers are M1, M2, and M3. The purpose of multiplier M1 is to
perform multiplication of ah with bh, whereas M2 multiplies al with bl. The M3 multiplier
is liable to perform multiplication over the outputs generated after adders, i.e., Al and
A2. Instead of the multipliers, M1, M2, and M3, four adders (A1, A2, A3, and A4) are also
required. Adder Al adds ah with al. Adder A2 adds bh with bl. Adder A3 accumulates
the multiplication results produced by multipliers M1, M2, and M3. Adder A4 yields the
final polynomial with 2 x m bit size and drives the output to the reduction block as input
to produce an m-bit final output. Despite the multipliers and adders, we also need two
shifters (S1 and S2) to shift polynomials by % and m bit towards the right. As shown in
Figure 1, the multiplier circuit results in a 2m bit. Therefore, an essential inversion operation
is necessary to implement after the modular square and multiplier circuits. To operate
polynomial reduction over GF(223), we implemented the NIST-recommended algorithm,
as described in Algorithm 4. We implemented a reduction algorithm using combinational
logic, as it requires only shift and exclusive (OR) operations.

Algorithm 4: Polynomial reduction algorithm over GF(2233) [8].

Input: Polynomial, B(x) with 2 x m — 1-bit length
Output: Polynomial, B(x) with m-bit length
1. for (i from 15 down to 8) do

11 Tump <— BIi]

12 Bli—8] «— Bli — 8] & (Tomp < 23)
13 B[i—7] +— Bli—7] & (Temp > 9)
14 B[1—5] %B[l—5]®(Temp<<1)
15  B[i—4] «— Bli — 4] @ (Tomp > 31)

2. Tomp <— B[7]>9

3. B[0] «— B[0] @ Tomp

4. B[2] +— B[2] ® (Tomp < 10)

5. B[3] +— B3] @ (Temp > 22)

6. B[7] +— B[7] & OXIFF

7.

Return (B[7), B[6], B[5], B[4], B[3], B[2], B[1], B[0])
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Modular inversion. Algorithms 1 and 3 require an inversion operation during the
projective to affine conversions. In state-of-the-art, several inversion algorithms exist to
operate the polynomial inversion. Therefore, we bear a quad-block version of the Itoh-Tsujii
algorithm [27] to implement polynomial inversion. For the GF(22%3) field, the Itoh-Tsujii
algorithm needs m — 1 squares followed by 10 modular multiplications, where m specifies
the length of the polynomial [11,13]. As shown in Figure 1, we connected a square block
after the modular multiplier. This strategy permits us to implement the quad-block variant
of an Itoh—Tsujii algorithm by executing the first square using a multiplier circuit and
then the second square using the square block in the same cycle after the multiplication.
This implies that the Itoh-Tsujii inversion algorithm is executed utilizing the resources
of the multiplier and square circuits. It is essential to mention that the adder, square,
and multiplier circuits in the ALU of our Figure 1 require one clock cycle for implementation
because we implemented these circuits using combinational logic.

4.4. Multiplexers M2 Furthermore, M3

The utilized multiplexers (M2 and M3) in Figure 1 decide the routing networks.
A multiplexer M2 bears an operand as input from a curve parameter block. It takes the
second operand as input from the MemBlock. The output of the multiplexer M2 connects
as an input to the ALU for the execution of the modular arithmetic operations. Similarly,
multiplexer M3 takes three inputs incoming from an adder, a multiplier, and a square
connected after the multiplier unit. The output of M3 ties as input to MemBlock to modify
the data contents. Additionally, during each state of the FSM, generating the corresponding
control signals is the control unit’s responsibility.

4.5. Control Unit and Clock Cycle Calculation

In the following text, we first describe the FSM-based dedicated controller, and then
we show the overall cycle counts required to implement Algorithms 1-3.

FSM control unit. The FSM of our accelerator architecture comprises a total of
104 states. Descriptions of these states are as follows:

*  Idle state (State 1). State one is an idle state. The processor remains in this state until a
one-bit start signal becomes 1.

*  Affine to projective conversions (State 2 to State 6). As the processor receives the start
signal, it switches from state one to state two to implement the affine to projective
conversions of Algorithms 1-3.

®  Mode checker (State 7). This is a conditional state. It checks a two-bit mode signal to im-
plement the PM on the respective curve (Weierstrass, Edward, and Huff). The encoding
of a two-bit mode signal is as follows: (i) 00 means not to do anything, (ii) 01 deter-
mines the execution of PM computation for the Weierstrass curve using Algorithm 1,
(iii) 10 means the computation of the PM operation for the selected Edward curve
using Algorithm 2, and (iv) 11 shows the implementation of the PM operation for the
Huff curve using Algorithm 3.

*  PM computation in projective coordinates (States 8 to 73). The PM states of the Weierstrass
curve are from states 8 to 21, which are liable to execute the formulations of column
two of Table 2. Similarly, the PM states of the Edward curve are from states 22 to 35
and are responsible for the execution of the formulations of column three of Table 2.
Finally, the Huff curve’s PM states are from 36 to 72, and these are responsible for
operating the execution of the formulations of column four of Table 2. State 73 acts
as a conditional state which checks the inspected key bit value (k; in Algorithms 1-3).
Moreover, the processor switches from state 73 to either 8, 22, or 36 based on a
two-bit mode signal and a value of m — 2. Whenever the value of m — 2 becomes 0,
the processor switches to state 74. It is essential to state that we set the initial value of
m to 233.
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*  Projective to affine conversions (States 74 to 103). As shown in Algorithms 1 and 3,
the projective to affine conversion needs an inversion operation and some additional
arithmetic operations to generate the resultant point on the respective curve (Weier-
strass, Edward, and Huff). Therefore, states 74 to 92 execute the modular inversion
using the quad-block variant of an Itoh-Tsujii algorithm of [27]. Nine additional
states from 93 to 101 generate the control signals to implement the remaining projec-
tive to affine conversion instructions of Algorithm 1. Similarly, two states from 102
to 103 generate the control signals to implement the remaining projective to affine
conversion instructions of Algorithm 3.

*  Finish (State 104). This state is responsible for generating the finished signal after com-
pleting the PM operation either on the Weierstrass, Edward, or Huff curve, depending
on a two-bit mode signal. In the case of the Weierstrass curve, the finish state comes
after state 101. Similarly, for Edward curve implementation, the finish state comes
after state 73. Finally, for Huff curve implementation, the finish state comes after
state 103.

Clock cycle calculations. One clock cycle is needed for the idle state. Moreover,
five cycles are required to implement the affine to projective conversions during states 2
to 6. Furthermore, one cycle is needed for the mode checker state of the FSM. As we can
see, for loops of Algorithms 1-3 require modular operations to be executed. Moreover,
columns two to four of Table 2 reveal that the Weierstrass, Edward, and Huff curves require
14, 14, and 37 instructions to implement the PM operation. Consequently, the complexity
of the for loop of Algorithm 1 in terms of required computations is 15 x (m — 2) cycles.
Here, m specifies the targeted key length (233). Similarly, the cycle count of the for loop
of Algorithm 1 is 3465. Furthermore, the execution cost of the for loop of Algorithm 2 is
15 x (m — 2) cycles, and the cycle count is 3465. The implementation cost of the for loop of
Algorithm 3 is 38 x (m — 2) cycles, and the cycle count is 8778. It is important to emphasize
that our unified architecture takes m extra cycles to implement the iterative for loops of
Algorithms 1-3. The reason is a conditional state to check the inspected key bit value based
on the mode signal.

As we stated earlier, the projective to affine conversions in Algorithms 1 and 2 require
an inversion operation. As mentioned, the inversion requires m — 1 squares followed by
10 modular multiplications. In our unified architecture of Figure 1, a modular square and a
multiplier take one clock cycle for execution. Using the quad-block variant of an Itoh-Tsujii
algorithm, m — 1 squares can be executed in " L cycles. Thus, the cycle count for one
inversion over GF(223%) is 126 (116 cycles for m — 1 square computations and 10 cycles
for multiplications). Additionally, 9 and 2 cycles are required to compute the remaining
instructions of the projective to affine conversions of Algorithms 1 and 3.

Consequently, if we accumulate the clock cycles to calculate the total counts, the Weier-
strass, Edward, and Huff curves require 3607, 3472, and 8913 cycles to implement the
corresponding Algorithms 1-3.

5. Implementation Results and Comparison

We implement our proposed unified processor architecture in Verilog HDL using the
Vivado IDE tool over GF(223?). This tool supports the implementation of the PM over the
Weierstrass, Edward, and Huff curves at the same time. For the selected binary field length
of 233, our unified architecture takes inputs from the NIST specifications [7]. Consequently,
the achieved results and their significance as compared to existing designs are shown in
Sections 5.1 and 5.2, respectively.

5.1. Implementation Results

Table 3 shows the implementation results of our proposed unified architecture. The
first column shows the implemented ECC curves (Weierstrass, Edward, and Huff). The
second column represents the implementation platform (the name of a particular device
used in the experiments). The consumed area information is generally provided in three
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different notations. These notations are slices (column three), look-up tables (represented as
LUTs and shown in column four), and flip-flops (represented as FFs and shown in column
five). The circuit frequency (Freq), total cycle counts, information about latency, and the
achieved throughput (represented as Thrpt) results are available in columns six to nine
of Table 3. To evaluate the performance of our unified architecture, we built a figure of
merit (FoM); related values are available in the last column. Note that the slices, LUTs,
and FFs values were taken directly from the Vivado synthesis tool. We already described the
total cycle counts for different ECC curves (Weierstrass, Edward, and Huff) in Section 4.5.
Latency specifies the time needed to execute one PM operation, and it can be calculated
using Equation (5). The throughput values can be calculated using Equation (6). Finally,
dividing the achieved throughput by the total number of slices provides the value of FoM
(Equation (7)).

Clock cycles
Latenc s) = 5
y (us) Clock frequency (MHz) ©)
Throughput (Thrpt) = _ (6)
3P Py = Latency (us)  Latency
Throughput (Thrpt
Fom = Troughput (Thrpt) %)
Area (Slices)
Table 3. Implementation results of our unified accelerator architecture over GF (2233) on FPGA.
ECC Curve Technology Slices LUTs FFs Freq (MHz) Cycles Lat (us)  Thrpt FoM
Weierstrass 3607 14.60 68.49 kbps 11.21
Edward Virtex-6 (40 nm) 6109 19,869 3421 246.738 ~ 247 3472 14.05 71.17 kbps 11.65
Huff 8913 36.08 27.71 kbps 453
Weierstrass 3607 12.26 81.56 kbps 10.98
Edward Virtex-7 (28 nm) 7423 21,917 3824 293.671 =294 3472 11.80 84.74 kbps 11.41
Huff 8913 30.31 32.99 kbps 4.44

As can be seen in Table 3, the area utilization of our proposed unified accelerator
architecture increases when driving from Virtex-6 to Virtex-7 FPGA devices. The reason is
the technology advancement, as Virtex-6 is produced on 40 nm process technology, while
Virtex-7 is built on 28 nm technology. Moreover, column six of Table 3 reveals that the
circuit frequency also increases when we change the implementation device from Virtex-6
to modern Virtex-7 FPGA.

As for the clock cycles used for comparison, the Edward curve requires the lower
cycle count of 3472, compared with the Weierstrass (3607) and Huff (8913) curves. This is
normally due to the number of PA and PD computation instructions. As shown in columns
two to four of Table 2, the instructions for PA and PD computations for Weierstrass, Ed-
ward, and Huff curves are fourteen, fourteen, and thirty-seven. Similarly, the execution
cost (latency) of Weierstrass, Edward, and Huff curves is obtained using Equation (5).
Subsequently, the calculated latency values for Weierstrass, Edward, and Huff curves
on the Virtex-6 device are 14.60, 14.05, and 36.08 ps. The maximum circuit frequency
achievement for Virtex-7 FPGA ensures a shorter computation time. Hence, on Virtex-7
FPGA, the calculated latency values for Weierstrass, Edward, and Huff curves are 12.26,
11.80, and 30.31 us. Our Virtex-7 implementation of the unified design (for implementing
Weierstrass, Edward, and Huff curves) is 1.19x faster than the Virtex-6 implementation.
Similarly, our Virtex-7 implementation of the unified accelerator architecture for imple-
menting Weierstrass, Edward, and Huff curves results in a 0.83 x improvement compared
with the Virtex-6 implementation.



Appl. Sci. 2023,13, 4194

13 of 17

If we consider the throughput and hardware area at the same time for comparison,
i.e.,, FoM from Equation (7), it can be observed that the unified design in this article performs
better on Virtex-6 FPGA than the Virtex-7 implementation. It is essential to mention that
the higher value of FoM guarantees the higher performance of the architecture. As we can
see in Equation (7), the defined FoM metric is a ratio of throughput with slices, so the lower
hardware resources (area) achieved for Virtex-6 result in higher FoM.

5.2. Comparison with the State of the Art

We compare the implementation of our unified accelerator architecture with state-of-
the-art accelerators in Table 4. Column one provides the reference of the implemented
design (Ref). The implemented curve and the corresponding PM algorithm are presented
in columns two to three. Column four shows the type (either dedicated or flexible/unified)
of the implemented design. The field size m is shown in column five. The implementation
device for logic synthesis and place-and-route steps is illustrated in column six. The area
information is provided in columns seven to eight. We show the timing results, frequency
of the circuit, and information about the latency in the last three columns (nine to eleven)
of Table 4.

Table 4. FPGA comparison with the most recent PM architectures of the Weierstrass, Edward,
and Huff curves.

Ref Icrﬁl;‘llirsnented PM Algorithm Design m Device Slices LUTs Cycles i/?l?z h:t E)‘;I;t
[9] Weierstrass ~ Montgomery  Dedicated 233 Virtex-7 2647 7895 - 370 16.01 62.46
[10]  Weierstrass =~ Montgomery  Dedicated 233 Virtex-7 2048 6407 - 379 14.25 70.15
[19]  Weierstrass =~ Montgomery  Flexible 233 Virtex-6 - 116,241 2609 135 19.33 51.73
[14]  Edward Doubleand  pedicated 256 Virtex-6 6600 - - 93 2130 047
[14]  Edward Doubleand  pedicated 256 Virtex7 6500 - - 104 1900 053
[12]  Edward Montgomery  Dedicated 256 Virtex-6 9246 33,238 262,650 161 1630 0.61
[12] Edward Montgomery Dedicated 256 Virtex-7 8873 32,781 262,650 178 1480 0.67
[15]  Edward Montgomery  Dedicated 233 Virtex-6 1245 3878 718,805 107 6720 0.15
[16] Edward Montgomery Dedicated 233 Virtex-7 2662 24,727 3244 179 18.10 55.24
[17]  Huff ADggb e and Dedicated 233 Virtex-7 7017 - 13,057 434 30.08  33.24
[13]  Huff Doubleand  pedicated 233 Virtex-7 7123 - 15495 188 824 1213
[1g] Weierstrass I\D/Iongisomegy Unified 233 Virtex-7 8866 23,017 063 271 2078 48.12

Huff Adq 12,554 4632 2158

Weierstrass ~ Montgomery 3607 14.60 68.49

Edward Montgomery i . 3472 14.05 71.17

Double and Unified 233 Virtex-6 6109 19,869 247

Huff Add 8913 36.08 27.71
™ Weierstrass Montgomery 3607 12.26 81.56

Edward Montgomery " . 3472 11.80 84.74

Double and Unified 233 Virtex-7 7423 21,917 294
Huff Add 8913 30.31 32.99

The design of [19] supports different binary fields (233, 283, 409 and 571). Cycles and latency values are for a
233-bit size. The design of [15] uses d; = d, and operates PM in w — coordinates (like our provided Algorithm 2).
The results for the design of [16] are reported for d; = d = 26. This design also computes PM in w — coordinates.
The design of [18] implements Montgomery and Double and ADD PM algorithms for Weierstrass and Huff curves.
TW represents the implementation of our unified accelerator architecture.

Comparison with dedicated designs of Weierstrass curve [9,10]. The comparison to
dedicated designs of [9,10] shows that our unified accelerator utilizes more FPGA resources
in slices and LUTs. The reason is the flexibility in our design to support three different ECC
curves, i.e., Weierstrass, Edward, and Huff. In contrast, the dedicated designs of [9,10] are
specific to Weierstrass curve implementation on Virtex-7 FPGA. As shown in column eight
of Table 3, comparing clock cycle utilization is impossible as the related data are unavailable
in the reference designs. On the same Virtex-7 FPGA device, our unified accelerator can
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operate at a maximum of 294 MHz, while the designs of [9,10] can operate at maximum
frequencies of 370 and 379 MHz, respectively. This is due to the flexibility considered in our
accelerator. Apart from the area and frequency comparison, our unified accelerator requires
1.30 (ratio of 16.01 with 12.26) and 1.16 (ratio of 14.25 with 12.26) times lower computation
time as compared to the dedicated architectures of [9,10], respectively. The reported latency
is the ratio of clock cycle counts over circuit frequency in Equation (5); thus, we believe the
designs of [9,10] take higher cycle counts compared to our unified design, which is why
their architectures require more computational time than the unified design of this work.

Comparison with dedicated Edward curve designs of [12,14-16]. The Edward designs
over the prime field with 256-bit length are described in [12,14]. On Virtex-6 and Virtex-7
FPGA devices, our unified accelerator utilizes lower slices and LUTs, as shown in columns
seven and eight of Table 3. This is due to a lower key length of 233 bits implemented
in our design, while a 256-bit key length is supported in the reference designs of [12,14].
The last two columns of Table 3 (columns ten and eleven) reveal that the proposed unified
accelerator can operate on a higher circuit frequency and takes a lower computation
time than the Edward curve accelerators of [12,14]. As we stated earlier, our accelerator
supports a shorter 233-bit key length than [12,14], where a 256-bit supported accelerator is
implemented—this is the reason for the lower computation time in our accelerator design.

Over GF(2?%), a dedicated Montgomery-based PM accelerator architecture of the
Edward curve is presented in [15]. On Virtex-6 FPGA, their architecture utilizes 4.90
(ratio of 6109 with 1245) times lower slices than our unified accelerator. On the other hand,
our accelerator utilizes 207.02 (ratio of 718,805 with 3472) times lower clock cycles. In our
design, we use a bit-parallel Karatsuba multiplier for polynomial multiplications, resulting
in one multiplication in one clock cycle with an area overhead. On the other hand, a serial
multiplication architecture is incorporated in [15] to optimize the hardware resources
with clock cycles overhead. There is always a tradeoff between area and performance
(clock cycles). The use of serial and parallel multiplication approaches affects the critical
path of the PM circuits. More precisely, our accelerator can operate on a maximum of
247 MHz, while the design of [15] can operate on 107 MHz. As shown in the last column
of Table 3, the larger clock cycle utilization and lower circuit frequency in [15] result in a
longer computation time (latency) compared with our unified accelerator.

Another Montgomery-based dedicated PM accelerator of the Edward curve over
GF(2%33) is described in [16]. If we compare our implementation results on Virtex-7 FPGA,
the design of [16] is more area-efficient (in slices), as their design comprises a 32-bit digit
parallel multiplie—we employed a bit-parallel Karatsuba multiplier. Moreover, their
design takes a lower number of clock cycles of 3244 for one PM computation, while we
utilized 3472 cycles. However, our accelerator architecture is 1.64 (ratio of 294 with 179)
times faster in circuit frequency. This is due to a shorter critical path delay in our PM
architecture, accomplished by an efficient Karatsuba implementation. The higher circuit
frequency in our accelerator results in lower computation time (latency), as shown in the
last column of Table 3.

Comparison with dedicated Huff curve designs of [13,17]. On a similar Virtex-7 FPGA
device, our unified accelerator takes a higher number of bit slices (7423) as compared to
the dedicated Huff designs of [17] (7017) and [13] (7123). The reason is our accelerator’s
support for three different curves (Weierstrass, Edward, and Huff). Our efficient memory
replacements of storage elements and the implementation of the quad block variant of
an Itoh—Tsujii inversion algorithm result in lower clock cycles. As you can see in column
nine of Table 3, the dedicated designs of [13,17] take 13,057 and 15,495 cycles, while our
accelerator to implement the Huff curve takes only 8913 cycles. Due to four-stage pipelining,
the design of [17] has an efficient in-circuit frequency, but for the computation time, our
accelerator computes one PM in almost the equivalent time (30.31 ps) consumed in [17]
(30.08 ps). The last two columns in Table 3 show that the proposed accelerator is more
efficient in clock frequency and computation time (latency) compared with a dedicated
Hulff curve architecture of [13].
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Comparison with flexible/unified architectures of [18,19]. If we compare our unified
accelerator twith a flexible implementation of [19] on Virtex-6 FPGA, our unified imple-
mentation is 5.85 (ratio of 116,241 with 19,869) times more area-efficient (in terms of LUTs).
We cannot compare the slices as the reference design does not give this information. It is
essential to note that the architecture of [19] is flexible as it implements four different
NIST-specified binary field key lengths of 233, 283, 409, and 571. In contrast, our design
is flexible as we implement three different curves (Weierstrass, Edward, and Huff) using
a single key length of 233 bits. The clock cycle comparison shows that the design of [19]
requires 2609 cycles for 233-bit key-length while for the identical key-length, our unified
accelerator takes 3607 cycles—that is, 1.38 times higher than [19]. Instead of the area and
cycle requirements, the last two columns of Table 3 demonstrate that our accelerator can
operate on the maximum circuit frequency and takes a lower computation time than [19].

For the identical GF(22%?) field, a unified accelerator over Weierstrass and Huff curves
is described in [18]. Similar to our unified accelerator, Montgomery and Double and ADD
PM algorithms are implemented for the Weierstrass and Huff curves, as shown in columns
two and three of Table 3. On the exact Virtex-7 FPGA device, our design is 1.19 (ratio of
8866 with 7423) and 1.05 (ratio of 23,017 with 21,917) times more efficient in slices and LUTs.
Furthermore, columns nine to eleven of Table 3 show that we utilize lower clock cycles,
achieve higher circuit frequency and take less computation time (latency) for implementing
the Weierstrass and Huff curves. Our efficient replacement of storage elements (described
in Section 3) for executing PA and PD instructions results in lower clock cycle counts.
The efficient implementation of our Karatsuba multiplication architecture allows us to
minimize hardware resources. In contrast, a digit-parallel multiplication design with a
digit size of 32 bits is described in [18]. The efficient implementation of an FSM-based
dedicated controller has the benefit of minimizing the critical path delay, resulting in higher
circuit frequency. In addition to other design parameters (area, clock cycles, operating
frequency, and latency), the last column of Table 3 shows that the proposed unified design
outperforms the most recent state-of-the-art designs of Weierstrass, Edward, and Huff
curves in terms of throughput.

6. Conclusions

This paper presents an area-aware unified hardware accelerator of Weierstrass, Ed-
ward, and Huff curves over GF(2%3%) for PM computation on FPGA. It has been demon-
strated that replacing storage elements, as well as utilizing the modular square block after
the multiplier unit to operate the quad-block variant of a modular inversion, helps reduce
the hardware resources used in ECC designs. In addition, using a common adder, multiplier,
and square unit among different Weierstrass, Edward, and Huff curves is also beneficial to
reduce hardware resources. This type of strategy is not only applicable to ECC but can be
utilized in any digital system design. On the Virtex-7 FPGA device, our unified accelerator
achieves a maximum clock frequency of 294 MHz and requires 7423 slices. The comparison
with state-of-the-art solutions shows that the proposed unified architecture provides a large
design space between the processing time and various protection levels. Hence, it benefits
cryptographic applications that need different security levels simultaneously.
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