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Abstract: Over the last few years, there have been several attempts to provide software tools for the
development of federated learning (FL) models. However, both the complexity of the concept itself
and the high entry barrier of these tools have meant that their adoption has been limited. Considering
the related benefits, especially in terms of preserving data privacy, and the need for this type of
solution in specific areas where data sharing is impossible, not only from a practical point of view
but also from a legal and even ethical perspective, it is necessary to advance in solutions that allow
its use to be democratised and its deployment to be extended. With this objective in mind, FLIP
(Federated Learning Interactive Platform) has been developed as a comprehensive, easy-to-use fully
functional web-based FL network management platform that eases and accelerates the usage of
federated datasets by researchers in real scenarios. In this sense, FLIP has achieved a SUS score of
84.64, confirming a high level of perceived usability as expected. Taking this into account, FLIP can
help increase the productivity and adoption of FL by a wider audience.

Keywords: federated learning; web-based platform; usability; multinode deployment

1. Introduction

The huge and rapid development of artificial intelligence (AI) during the last few
years can be considered as the main consequence of the combination of two key factors:
the increase in computational power at an affordable cost and the enormous amount of
available data due, among other reasons, to the spread of the Internet of Things (IoT) [1].
In an ideal scenario without bureaucratic, ethical, or legal barriers [2], big data could be
used to test and develop new tools, applications, and technologies without any kind of
restriction and in a rapid way. However, as the gathering and storage of sensitive data
is increasing, the need to define new collaborative frameworks that ensure their privacy
while allowing their use is vital for not limiting their impact [3].

In the context of Al, Federated Learning (FL) has been mainly defined with this pur-
pose, that is, to allow the use of massive data based on a privacy-preserving mechanism [4].
Different domains, such as healthcare [5-7], especially for dealing with critical situations,
such as the COVID-19 pandemic [8]; surveillance [9]; or industry [10] have benefited from
the development of solutions based on this approach. However, while there are some exam-
ples of different FL platforms developed both by academia and industry [7,11], they tend to
be complex solutions with a significant learning curve that requires high IT expertise [12],
which limits their wide-scale adoption.

In order to contribute to reversing this situation, in this paper we present FLIP (Fed-
erated Learning Interactive Platform) as a novel approach for an easy-to-use web-based
platform that allows real FL networks creation and FL. models management, including
training and execution. It is specifically focused on reducing the Al engineering load related
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to this kind of deployments and minimising current barriers related to the technical knowl-
edge needed for creating FL solutions in real scenarios, and thus boosting FL adoption.
Our evaluation, based on complete functional validation and a SUS questionnaire among
14 users, demonstrates that FLIP enables a fully functional FL system with a high perceived
usability level, close to 85%, which can be considered as “acceptable” in the acceptability
scale, and above industry standard for the industry benchmark.

The rest of the paper is organised as follows: Section 2 is devoted to analysing the
background of the top FL software solutions currently available in both industrial and
research fields, with the aim of identifying the main problems and shortcomings that
are hindering the adoption of this Al strategy. According to this analysis, this section
also presents the core contributions proposed by FLIP. Section 3 is intended to describe
our approach, placing special focus on the developed architecture, as well as on aspects
related to the network creation and the FL. models management. Section 4 presents the
functional validation of the solution together with the verification of the achievement of the
initial objectives, that is, the analysis of the perceived usability of FLIP. Finally, Section 5
presents the conclusions together with a review of the main limitations and future work for
the platform.

2. State of the Art and Contributions

As mentioned above, in recent years, the capacity for data generation, storage, and com-
putation has increased significantly [13]. Regarding this, the concern for privacy in the
transmission of raw data has led to the development of new strategies that make use of
local capabilities to avoid such transmission and, thus, limit the security breaches that it
could entail, but without renouncing the use of massive data in obtaining machine learning
models. This is the premise behind FL, whose main objective is to explore the training of
statistical models directly on remote devices [14].

There are several software alternatives that support FL in research and industrial fields.
In the research domain, LEAF [15] provides sample implementations and simulates statisti-
cal heterogeneity with federated datasets, but it comes with a lack of deployability due to
its complexity of use. TensorflowFederated (TFF) [16] is also a research-orientated platform
with two layers of APlIs, but, on the one hand, it does not provide real FL functionality,
since it only simulates the multinode setup in a single machine, and on the other hand, it
requires using (and knowing) Tensorflow [17] and Keras [18] as the basis for producing
algorithms. Similarly, a more recent approach is EasyFL [12] which is defined as easy-to-use
software that sequentially executes a simulation on a single machine but does not allow
real deployment of the FL network. As can be seen, these platforms lack the capabil-
ity to build FL prototypes and run real FL in production. Moreover, except for EasyFL,
the other approaches are not user-friendly enough to help with FL use. In the industrial
field, Fate [19] and PaddleFL [20] are deployable with containerisation and are designed
for real FL scenarios, but they are complex systems for beginners that require deep knowl-
edge of deployment and usage. Fed-BioMed [21] targets hospitals and clinical studies,
but presents some limitations in terms of generalisation to other cases. Finally, Flower [22]
is a complete platform that not only supports simulation, but also executes real nodes in a
federated setup, while it is model-agnostic, but it does not provide a user-friendly way to
interact with to create the FL network and algorithms. In this case, industrial approaches
allow the deployment of real FL in production, but they lack usability for widespread
adoption. Table 1 summarizes the information presented in this paragraph for the most
promising solutions.
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Table 1. Comparison between several near-production-ready frameworks and our solution.
Encrypted ML
Docs: Containerized: =~ Extendability: Graphical User Distributed Production
Frameworks : . Framework
1-5 Y/N 1-5 Interface: Y/N Communications: Ready: Y/N .
Agnostic: Y/N
Y/N

Fate 3 Y 4 Partial Y Y Partial
EasyFL 4 Y 4 N N N N

Fed-BioMed 4 Y 3 N Y Y Partial
Flower 4 N 5 N Y N Y
FLIP (ours) - Y 5 Y Y Y Y

According to this analysis, the main challenge regarding current FL software solutions
is to be able to provide a fully functional platform for deploying FL models in real networks
in an easy manner. Taking this into account, our evaluation demonstrates that FLIP can be
considered as a usable tool to create FL networks and then use them to train FL algorithms
as expected. To do so, our main contributions can be summarised as follows.

¢ We provide a platform that is capable of deploying a real multi-node network for FL
training and execution.

*  We identify two different roles with regard to the usage of the platform in order to
simplify its operation: the platform administrator and the data scientist. The former is
in charge of deploying the different nodes, providing the access permissions, and man-
aging the FL network, while the latter just need to be focused on the development of
the FL algorithms and then to seamlessly run them in the network.

*  The proposed platform is based on web interfaces to facilitate user interaction.

e All the modules of the platform are easily deployable, the administrator should set up
an environment file (.env), and a bash script takes care of the rest.

Following this approach, the intended ease of use of FLIP is reflected in the results
obtained for the SUS questionnaire, which is explained further in the fourth section.

3. Design and Implementation

The first step in designing a software solution is the definition of use cases. Use
cases can be interpreted as a set of holistic functional requirements that ignore the actual
implementation of the system and focus only on the interactions a potential end user may
have with the system. As a FL system that should manage both the node federation itself
and the execution of federated tasks, the following use cases are expected:

e Plan/Schedule federated task: the creation of a new federated task (FL task) relates
to the definition of the parameters required for performing a training. The crucial
parameters to define are the model, the data source, and the source code of the
algorithms for the flower network and strategy (server and client).

*  Access training results: once training has finished, the updated model and the files
related to execution must be available for the user.

*  Monitor federated task queue: users can track the list of federated tasks that are
awaiting execution, as they have been scheduled, but another training is being
performed already:.

¢ Cancel a federated task: a task that was already scheduled but not finished can be
cancelled if the execution is not relevant any more.

*  Validation of algorithms uploaded for federated task: as the source code is requested
to establish the federated training, an inspection of the code must be performed to
avoid malignant intentions must be performed.

*  Manage users and authentication: access to the platform requires identification to
track user activity and filter the content for each profile, and the management of these
users and their roles is also required.
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*  Manage client nodes and addition: configuration and addition of client nodes to the
federated network is necessary to dynamically add new data spaces.

*  Manage environment and setup: initial setup and configuration must be completed
previously in order to deploy the platform and being able to work with it.

It is also important to note that the main and basic functionality of the platform is
to orchestrate FL tasks. To coordinate this, tasks are executed sequentially in the order
in which they were stacked in the queue, to avoid the use of shared resources that can
disrupt the network. Once the training plan is defined and the federated task is scheduled,
the uploaded algorithms must be validated in order to queue the federated task.

To setup a federated network in which FL techniques can be applied, several factors
must be taken into account. One of the most relevant issues is the need of integrating
the data science process to plan the training (define the model and the dataset/datasets
used) with the network and system resources administration, as these resources should be
distributed correctly. In this sense, the requirement of two profiles or roles is designed in
the aim of separating the role of an “Admin” (system and network administrator) and the
users (data scientists). This approach allows each profile to handle their adequate task and
to optimise the coordination between them.

The list of use cases depending on the role is shown in Figure 1 and it is important
to mention that the setup and deployment of the platform at each of the nodes involved
in the federated network must be carried out by an administrator. Normal users can
monitor the queue of FL trainings scheduled, the history of past trainings, the status of a
specific training and the cancelation of the training scheduled, and the download of the
results of the training once finished. Administrator user permissions include the ability
to manage users and organisations, manage the addition and configuration of new client
nodes, and the task of validating the algorithms uploaded by users for the FL training.

Plan/Schedule federated tasks 1

)

Download training results

Monitor federated task's queue

Y ] Cancel a federated task

Deploy environment and set-up

User

‘ Manage users and authentication

Validation of algorithms uploaded
for federated task

Manage edge nodes config and add
new ones

Figure 1. Use cases diagram divided into “Admin” users and normal users.

3.1. Architecture

The modules that conform the platform define a set of interrelated services that cover
the various functionalities expected for such a system. All these modules are depicted in
Figure 2, and are distributed into two main actors, server and client, the first being the
manager or coordinator of the federation; while the latter refers to a dataset storage place,
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where a replica of the global model is placed in each iteration. Both entities are detailed in
the next paragraphs.
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Figure 2. Responsibility-based design of the platform’s architecture.

The server has the core responsibilities of the federation, it is the actor that enables
manageability and usability to the system, and it is responsible for triggering upcoming
federated tasks. It is made up of a manager, which is a web app with a back end directly
communicated with the persistent storage service. The front-end (dashboard) together
with the back-end provides user accessibility and manages the state of federated tasks.
The back-end operates not only in terms of user-related actions, but also in terms of server-
to-server synchronisation messages; thus, the status of a task is handled via this API as well.
Moreover, the orchestrator handles and triggers all actions related to a federated task on
the respective machines. It is responsible for launching computing containers on both the
server and client nodes, and it also provides the queue mechanism that supports sequential
execution of federated tasks.

On the other hand, the client is supported by a network-securing actor or proxy and an
API that exposes the relevant actions that can be triggered on that node. The data are also
part of the node, and all the necessary integrations for data access and data harmonisation
are external dependencies on top of which the platform should operate.

Finally, in the middle of the figure, the task subspace is defined as a set of computing
entities that operate together to run a federated tasks. Bear in mind that this subdomain
is an abstraction because each of the services runs on top of the node to which it belongs,
but we wanted to emphasise that it acts as a whole and autonomous subsystem.

3.2. Functionalities

The two entities, server and client, have substantial behavioural differences. Most of
the duties fall on the former, while the latter executes the data-exchange process. These
functionalities are explored in further detail in the following two sections.

3.2.1. Server

*  Define the training plan, including the ML (Machine Learning) model that resides at
runtime on the clients, along with the aggregation strategy, the federated dataset to be
used, and the training flow.

®  Orchestrate the deployment of compute containers on client nodes.

*  Monitor execution on each node using exception handling when necessary.

¢  Change the execution status of a task to cancelled.

*  Save the final aggregation status of the FL task.

*  Send the aggregated model to the clients to start a new training round.

*  Generate public documentation for the REST API following a standard such as OpenAPL



Appl. Sci. 2023, 13, 3446

6 of 16

*  Provide a simple and functional user interface to ensure access to services without the
need to use REST actions.

e  CRUD operations on federated datasets.

e  CRUD operations in users and organisations.

¢ Deployment scripts to facilitate the subscription of new nodes.

¢  Task statuses are stored in persistent storage.

¢ Incoming and outgoing communications are encrypted using a secure protocol.

¢ The aggregation strategy operates on data that can come from any model written in
Python, independent of the library from which it comes.

3.2.2. Client

¢ Execute a Flower client associated with the subset of the federated dataset of that
client node.

*  End the execution of the Flower client.

¢ (Clean up the compute container environment to allow a new task to be launched.

*  Generation of an encryption key to authorise incoming communications from the server.

¢  Generate public documentation for the REST API following a standard such as OpenAPL

* Incoming and outgoing communications are encrypted using a secure protocol.

*  Containers running the Flower client are flexible with respect to the libraries used.

3.3. Platform Implementation

The technologies used enhance an isolated, microservice orientated, and secure frame-
work for production environments that require the usage of federated machine learning
solutions. These technologies both gather ready-to-use services and third-party libraries
that conform the stack of open-source tools on which the platform relies.

As a first level of abstraction and influencing all the modules that compose the plat-
form, Docker is selected as the tool that manages both images and containers. Hardware-
independent, isolated execution provides a way to safely manage the resources via virtuali-
sation. Not only does it enable one way to secure the execution of federated tasks, but it
also protects the host from user code.

The high-level federated execution layer is implemented on top of the Flower library,
whose functionalities guarantee high throughput of the computing modules and do not
require specific libraries for producing the algorithms.

Communication is handled in two different ways depending on the objective and
content of the communication. If the message conveys model parameters, the protocol used
is gRPC (via Flower), which enables a huge gain in the (de)serialization stage. Otherwise,
REST actions are enough to change the state of the nodes, either in user-to-server messages
or server-to-server flows. Moreover, a graphical user interface (GUI) is featured via a web
front-end, coded aside from the central API through Jinja templates.

The external endpoints are exposed via an API Gateway, Kong, which gathers all the
different internal paths into a unique port, hence improving usability of the system. Both
gRPC and HTTP/1 are handled via the Kong proxy mechanism.

3.4. Deployment and Execution Flow

Having in mind all the details covered up in the design up to this point, this section
intends to describe the transitions that suffer the platform along a task execution. Figure 3
demonstrates these states with all the corresponding components that have already been
described as part of the system, starting from idle and unconnected in the upper left corner
and ending in the automated deployment of the computing subsystem in the desired nodes,
as shown in the lower right corner. All these states are detailed as follows:
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Figure 3. Changes in state that occur within the platform. (a) Unconnected system with all compo-
nents ready to be included in the federation. (b) Connected components where the system acts as a
whole and the information is stored within the central node. (c¢) Synchronisation of the idle system to
a running state. (d) Task execution state with all computing containers launched and interconnected.

1. The first state, as already mentioned, corresponds to the deployment of each of the
actors involved in the system, but there is no link between them. In other words,
the server or manager is not aware of the existence of any client, and thus the federa-
tion is not set up yet.

2. The second state, situated on the upper right corner, shows that the information has
already been added to the server, hence the federation has been established, and the
system is waiting in an idle state in which there is no task running or planned to be
run and just awaits a new incoming job.

3. The third state, located in the lower left corner, occurs when a new task has been
received, and the orchestrator plans the execution to be triggered. A set of invoca-
tions targeting client nodes occurs, and all actors are aware of the new situation of
the system.

4. The fourth and final state depicts the actual execution status of a federated job in
which all the computing components have already started their TCP connections and
are performing all the actions involved in the task.

Platform details from a software design perspective should be clear now. The next
section focuses on the user actions needed to (1) deploy the system as an administrator and
(2) launch and monitor a FL task as a researcher.

3.5. Platform Usage

As mentioned, the platform requires two different roles to properly manage use
cases and comply with legal or ethical policies. The first role brings together all software
management, including deployment and access granting among others, while the second
focuses on the creation of federated machine learning tasks, either for training or validation
of algorithms, which are handled by the platform automatically.

3.5.1. System Administration

Firstly, to deploy the system, an administrator should take over the process. It is
important to bear in mind all regulations that could constraint the data environment. This
is why, generally speaking, the system administrator and the data scientist should not



Appl. Sci. 2023, 13, 3446

8 of 16

be the same person. Moreover, our proposal is to establish a distribution of tasks among
parties so that each party entering the federation provides an IT employee who can deploy
the system. This avoids the need for signing contracts for external collaborators, thus
reducing the legal overhead.

The steps that describe the deployment process, of which the first three do not need
direct access to the servers where data resides, while the rest do, are as follows:

1.  Download/create the Docker image containing the code for the federated server.

2. Introduce the spec into the .env file, based on a template provided within the soft-
ware package.

3. Run the system as Docker containers.

4.  Download/create the Docker image containing the code for the federated client in
each of the data silos.

5. Introduce the spec into the .env file, based on a template provided within the soft-
ware package.

6.  Run the each client as Docker containers.

Once the system is deployed, all the activities performed by the administrator are
handled via a web interface, in which the admin can easily manage users, validate FL tasks
and manage nodes.

3.5.2. FL Research

As a prerequisite, the administrator shall grant access to the researcher in charge of
designing and implementing federated algorithms. The researcher just needs to focus on
two different aspects of the FL task:

*  Encapsulate the algorithm as Python scripts following the Flower conventions and
guidelines. This way, the researcher needs to provide a client class and a server
class, where the first is responsible for interacting locally with data, while the second
aggregates the model updates.

. Define the metadata associated to the execution, such as training rounds, libraries
required, etc.

Note that all interactions a researcher performs with the platform take place through
the web interface. There is no need for additional knowledge other than the coding skills
required to run traditional machine learning experiments. In other words, the abstractions
that the researcher should implement are straightforward.

Once the FL task is defined by the researcher and validated by an admin, the system
queues it and eventually executes it without additional human intervention. After comple-
tion, the researcher can view and download the results via the website.

3.6. A Final Note on Platform Usability

Having the platform design in mind, we now cover the real usability and maturity
of tools such us FLIP within the general ML picture. In this regard, a rule of thumb for
knowing when to choose FL is, in our experience, the following;:

e If there is no restriction in terms of data sharing and data fits in memory or can be
processed in batches, a centralised version should be preferred. There is still a leap in
difficulty compared to centralised approaches, and the results are not guaranteed to
be as good due to data properties.

*  If there are limitations due to policies such as the GDPR, relying on a data privacy-
preserving mechanism such as FL is the unique feasible option. In this case, FLIP can
enhance productivity in the research field due to its high usability.

*  If there are no data sharing restrictions, but the data cannot be processed in a single
machine, either because vertical scalability is not an option or due to time constraints,
FL should be considered as an alternative. In this case, we assume that horizontal
scalability is feasible for the expert and that the difficulties with respect to model
aggregation in the central node are achievable, either because the data have a similar
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nature (similar distribution) throughout all chunks or because there is a huge under-
standing of the process. In this case, there is no need to consider a system with security
concerns such as FLIP, as the researcher can directly interact with the data. In this
way, we recommend FLIP if the researcher lacks knowledge of how to run federated
learning within lower-level platforms, such as Flower.

4. V&V: Validation and Verification of the Platform

In order to analyse the fulfilment of the main aspects that will be covered by this
platform, we have defined a two-step confirmation process: first, we perform a functional
validation of the framework with the objective of ensuring proper operation and then
define a specific study to verify the usability level with a set of potential users.

4.1. Experimental Setup

In order to validate and verify the platform, a specific federated environment is
defined, consisting of a server and three clients with different capabilities. Furthermore,
we have selected a public COVID-19 dataset from OWID [23] that contains information
on the evolution of the pandemic with daily indicators by country on health statistics and
demographic data and divided it into three different subsets (with 10%, 40%, and 50%
samples each) as shown in Table 2.

Table 2. Summary of the capabilities of the client nodes and the size of the dataset used for func-
tional validation.

Server RAM Size CPU Graphic Card Dataset Size (No. of Samples)
MacBook PRO 2.20 GHz intel i7 No 12,441
Unix Server 1 2.80 GHz intel 19 No 49,767
Unix Server 2 3.50 GHz intel i7 NVIDIA TITAN RTX 24GB 62,208

The objective of the model to be applied within this environment is to try to predict
new cases of COVID-19 by considering a set of specific variables from the samples in the
dataset. To do so, a simple neural network (NN) has been defined, where the input for the
model was composed of a vector that contained a subset of variables in the original dataset.
These variables have been selected because they are present in almost all samples, thus
easily allowing for a horizontal federation.

4.2. Functional Validation

To validate the platform deployment, two methods are tested: running a bash script
on each node and using Jenkins. The first approach is easier and faster, but it requires
the registration of client nodes on the server’s database through the dashboard. On the
contrary, the use of Jenkins is more complicated because it requires a previous setup of
Jenkins on all nodes. However, once this is completed, the registration of clients is not
necessary and the maintenance is easier. Additionally, Jenkins benefits from the advantages
of continuous integration.

In general, both approaches have their own pros and cons, and the choice of which
to use depends on the specific needs and requirements of the deployment. In some cases,
the simplicity and speed of the bash script approach may be sufficient, while in other cases,
the advanced features and capabilities of Jenkins may be necessary.

To thoroughly validate the model and the platform on which it is executed, we run
the neural network model in both a local and a federated environment. This firstly allows
us to assess the correct execution of the whole system and to compare the throughput
and resource demands of both settings and determine the benefits and drawbacks of
each approach.

For experiments using the NN model in a local environment, we chose to use a total
of 20 epochs, which means that the dataset iterates 20 complete times during training. This
number is selected based on the simplicity of the model and the fact that the prediction
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required is not complex. In the federated environment, we establish 20 global rounds
and 1 local epoch for the NN model, which means that the algorithm iterates 20 times,
but after each epoch, the aggregation strategy is performed to update the model’s param-
eters. We choose the federated average, which consists of averaging the weights, as the
model aggregation rule, as our intention is to focus on the performance of our platform
without entering too much detail regarding distributed optimisation theory. Moreover,
it is simple and achieves great performance if the federated datasets originate from the
same distribution.

The dataset for each node is divided into 80% for model training and 20% for model
validation. This allows us to evaluate the performance of the model on unseen data and to
test its generalisation performance.

The results in Table 3 indicate that, in this specific case, federating NN improves
performance compared to isolated training. Bear in mind that we do not want to state that
federated learning improves isolated training, as it depends on the properties of federated
datasets. A possible explanation is that all the datasets have the same distribution, with no
attribute loss or noisy values, and thus the overall score is quite similar.

Table 3. Results of the verification experiments.

Server Loss LR Loss NN Loss NN FL Time Local vs. Federated Max RAM Local vs. Federated
MacBook PRO 0.09145 0.08537 0.07672 +45s +21,636 kb
Unix Server 1 0.10235 0.09229 0.08824 +31s 9992 kb
Unix Server 2 0.09332 0.083167 0.07666 +15s +8640 kb

Moreover, with respect to time, throughput becomes affected because the server must
wait for the delivery of all partially fitted model replicas, including the slower ones, thus
the overall score is lowered. Despite the longer time, these nodes are rewarded with
better results.

It is also worth noting that memory usage is similar for all cases, so the use of federation
does not significantly increase server resource usage. This, together with the time, allows a
low impact on the performance so that algorithms, which can be resource-hungry, can still
use most of the memory.

The three statements just mentioned can also be justified by looking at Figure 4, which
shows the specifications of the dataset and the server resources on the one hand, and the
performance comparison between FL and isolated on the other.

In general, these experiments and their results validate the functionality of the plat-
form, as it is effective for the training of federated algorithms.

4.3. Objectives Verification

The main objective defined for this work is to create a platform that allows the use
of FL in a simple way, so researchers could work with clinical data and machine learning
algorithms without having to worry about the architecture and deployment of the system.
To veritfy it, a specific study is defined consisting of the following steps.

e  Step 1: setting the main objective of the study, in charge of defining the main objective
of the experiment, that is, if it is possible to claim that this solution is easy to use.

e  Step 2: setting the study context, in charge of defining the guidelines about how the
study is conducted.

e  Step 3: defining the main tools for the study, responsible for identifying the means to
be applied during the study.

e  Step 4: the implementation of the study and the collection of results focused on both,
conducting the analysis according to the previous guidelines and the tools to be used
and then collecting the information from the users.
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e  Step 5: analysis of the results and drawing of conclusions, in charge of discussing
whether the main objective was achieved according to the results gathered from
the study.

With the aim of not only checking if the platform is usable, but also comparing its
level of usability with an existing solution, in Step 2 we carry out a comparative study.
To do so, we first select the solution to be compared with, that is, Flower. We choose
this one since it can be considered as the basis of our platform as previously explained
and due to the fact that it also provides the main capabilities needed for a real federated
learning implementation.

@ Macbook Pro Unix Server 1 Unix Server 2

62,208
49767

12441

28
3.5

Figure 4. NN model performance vs. server capacities radar chart.

Regarding the tools to be used, for the analysis of user acceptance in terms of ease of
use, we perform a SUS (System Usability Scale) test, since it can be considered the most
widely adopted regulated questionnaire for the appraisal of perceived usability [24].

Regarding the usability test implementation, it is divided into two different parts:
first, the users are asked to complete a set of tasks in the Flower scenario and then to
answer a specific SUS to provide their opinion about their experience. Once this first step is
completed, a second round is conducted following the same approach, focused on the use
of our platform. For both rounds, users are provided with a list of instructions with the
different steps that a machine learning expert should follow in a real scenario. These steps
are included in Table 4.

Along with the standard SUS questions, an additional set of four initial questions is
also included at the beginning of the test. They are related to the level of studies and
the background knowledge about data science, federated learning, and computer system
administration that helped us to understand the profiles of the involved participants. The test
was finally performed by a total of 14 users, which is enough for a sample of usability tests
according to the literature [25]. Figure 5 shows the results for these initial questions:
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Table 4. Comparison of model training steps between Flower and FLIP.

Step Action Flower Alone FLIP
1. ssh tion i d
1 Creation of server 2. Python virtual environment creation (oot oy the piatiorm)
; ; : utomate e platform
working environment 3. Dependencies installation yoep
. . 1. ssh connection in client node
2 Creai(tjlon of Chent " 2. Python virtlllal envii‘onment creation E;ﬂiﬁ;f;; t};)yt?}?eu;g[form)
working environmen 3. Dependencies installation
3 Flower server deployment 1. Copy of server script to the server node via scp 1. Login on the platform
2. Execution of the server script on the server node
4 Flower clients deployment 1. Copy of client scripts to all client nodes via scp 1. Task creation on platform
2. Execution of the client script on all client nodes
5 Results gathering 1. Copy all the result files from server node via scp 1. Download all the result files
from the platform
a Educational level b Do you have a data scientist profile?

0 1 2 3 4 5 ] 7 8 o 1 2 3 4 5 ] 7 8
c Do you have any knowledge about FL? d Do you have any knowledge about computer
systems administration?
Advanced knowledge - Advanced knowledge -

0 2 4 8 8 10 0 2 4 6 8 10

Figure 5. Results of the initial set of questions. (a) Educational level; (b) users with a data sci-
entist profile; (c) knowledge about federated learning; and (d) knowledge about computer sys-
tem administration.

According to these initial results, the participants have a high educational level (at
least graduate), half of them have a data scientist profile, and a total of 11 have basic or
advanced knowledge about federated learning and computer system administration.

Once provided with this initial information, users are asked to complete a SUS ques-
tionnaire for each of the solutions tested. For comparative analysis and presentation of
results, we rely on the System Usability Scale Analysis Toolkit provided by [26]. To help
interpret the results, it is important to first note the reference to each of the parameters
considered. First, the SUS study score represents an average perceived usability score
between 0 and 100, which is calculated based on the formula from [27], and considers 68 as
the average rate. The percentile value [24] shows the SUS study scores on a cumulative
percentile curve for the relation between the SUS score and the percentage of systems
that exhibit a lower perceived usability level. The quartile scale, as the authors explain
in [28], can be used to contextualise and compare the SUS scores with the scores in their
dataset, which contains 3500 SUS scores divided into four quartiles. The acceptability
scale contextualises the SUS study scores in descriptions ranging from “Not acceptable”
to “Acceptable”, based on data from [29]. The Net Promoter Score (NPS) [30] describes
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how likely users of a product are to recommend the analysed system to others. Finally,
the industry benchmark scale is a non-empirical scale derived from [31] where the authors
claim that scores above 80 are an “industrial goal”. Figure 6 and Table 5 show the results
obtained for both systems.

Our platform [ Flower

Acceptable

100

80

Marginal

=)
o

SUS Score

40

Not

Acceptable

20

Flower Our platform

Figure 6. SUS scores for both systems, Flower and our platform.

Table 5. SUS questionnaire results comparison.

Parameter Flower Our Platform
SUS Score (mean) 60.36 84.64
SD 25.39 12.49
Min 17.5 52.5
Max 95 100
Percentile value 28.18 95.15
1. Quartile 36.25 76.87
Median 57.5 85
3. Quartile 85.62 95
Quartile scale Ist 4th
Acceptability Scale Marginal Acceptable
NPS Scale Detractor Promoter
Industry Benchmark Below average Above industry Standard

Taking into account the results obtained, we can claim that our platform presents a
high level of perceived usability, as expected. The SUS score rates our solution at 84.64
(above the average of 68), which means that it has a perceived usability level higher than
95.15% of all products considered to establish the percentile scale. Moreover, with regard
to the comparison with Flower, the SUS score of our platform is 40% higher and users’
opinions are less dispersed (they offer a lower standard deviation). Users consider our
platform as an acceptable system and, according to their responses, they can be considered
as promoters of it, contrary to their opinion about Flower, which obtains only a marginal
rate in the acceptability scale, and users may act as detractors of this option. Finally,
the score obtained for the industry benchmark analysis suggests that our platform is above
industry standards.

5. Conclusions and Future Work

Distributed, privacy-preserved machine learning is a hot topic at the moment as
regulation is shifting towards private, strictly governed data environments (GDPR, PIPL,
etc.), and the impact is even higher in the case of sensitive datasets, as in the clinical field.
One of the ways to comply with these constraints is to leverage the use of federated learning
systems, or federated systems more broadly, where the data reside in private and secured
data storage centres, and the users never interact with it directly, but in an indirect way.
For example, a researcher can conduct statistical analysis (aggregations) of the datasets
without knowing the individualities, and thus violating the policies; another application
consists of introducing algorithms which directly interact with data and learn patterns
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from it, and even consistently leveraging this feature in a multinode multidata setting to
improve the dataset availability.

In this regard, there have been several attempts to build and introduce federated
learning systems to the research community, keeping away the bridge between testing
environments, where researchers have direct access to data, and production-ready sys-
tems, where researchers need to be allowed to specific data sources. We have designed
and implemented FLIP, where privacy and security are taken into account as mandatory
requirements of the software, while keeping the entry barrier for research as simple as
possible. This way, we provide an easy to use web-based platform that can differentiate
between two clear users, administrator and researcher, where the first is the unique person
that can manage the system and may have direct contact with the data.

FLIP has demonstrated a low entry barrier, as shown in the SUS results, while keeping
the performance almost in sync with respect to isolated training processes. We have
proved that RAM usage keeps almost as low as in the traditional approach and that time is
dependent on the hardware resources of the worst node. One way to potentially solve this
issue could be to train the least powerful nodes once every several rounds, but this and
other alternatives are kept for future studies.

FLIP is currently ongoing further changes within H2020 projects, and thus we have
decided to keep it as a private repository, also to comply with IPR and project needs.
We are planning to have a public release once we can show a high TRL (Technology
Readiness Level).

Finally, within the scope of future work, even though the platform provides a func-
tional tool, the set of production-ready services is just a few. We have aimed towards a
platform covering the basic functionalities and performing correctly, rather than trying to
achieve a complex, full-featured design, both because we have considered an incremental
delivery process, and because decisions should happen carefully in order to ensure a steady
step. In this way, we have established the basis for potential use cases that enhance the true
potential of federated learning through an easy-to-use GUI. Furthermore, there are several
possibilities to extend current state, which are, among others, the adoption of current stan-
dard tools to deliver new functionalities in a production-ready environment, the integration
of ETL (Extract, Transform, and Load) and data storage services, and promoting the user
experience to an even higher level.
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Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial Intelligence

CRUD  Create, Read, Update, and Delete

ETL Extract, Transform, and Load

FL Federated Learning

FLIP Federated Learning Interactive Platform
GDPR  General Data Protection Regulation
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GUI Graphic User Interface

IoT Internet of Things

ML Machine Learning

NN Neural Network

PIPL  Personal Information Protection Law
REST  Representational State Transfer

SUS System Usability Scale

TRL  Technology Readiness Levels
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