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Abstract


Software-defined networking (SDN) presents novel security and privacy risks, including distributed denial-of-service (DDoS) attacks. In response to these threats, machine learning (ML) and deep learning (DL) have emerged as effective approaches for quickly identifying and mitigating anomalies. To this end, this research employs various classification methods, including support vector machines (SVMs), K-nearest neighbors (KNNs), decision trees (DTs), multiple layer perceptron (MLP), and convolutional neural networks (CNNs), and compares their performance. CNN exhibits the highest train accuracy at 97.808%, yet the lowest prediction accuracy at 90.08%. In contrast, SVM demonstrates the highest prediction accuracy of 95.5%. As such, an SVM-based DDoS detection model shows superior performance. This comparative analysis offers a valuable insight into the development of efficient and accurate techniques for detecting DDoS attacks in SDN environments with less complexity and time.
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1. Introduction


The innovative architecture of software-defined networking (SDN) has generated significant interest, as it provides a possible solution for managing rapidly expanding network topologies. By separating the data and control planes, the administrator’s flexibility and elasticity are optimized. The application layer, which is the upper layer, prepares all the rules and regulations that are established by the administrator, and which can be dynamically altered by the SDN controller. SDN eliminates the need for license restrictions, and it allows network managers to create customized applications to manage network equipment. The control layer of SDN acts as the topology’s intelligence by issuing commands to the infrastructure layer, which then implements these commands. In contrast, the infrastructure layer has no intelligence and only executes commands that it receives from the controller (CO) [1].



SDN provides ease in building, deploying, and maintaining a network, while maintaining network security by providing access without revealing the underlying layer details. It also offers flexibility in upgrading network functionalities by upgrading SDN apps. Hence, network hardware devices require only basic features [2,3]. DDoS attacks pose a significant challenge due to their ease of execution and difficulty in tracking, mainly because of IP spoofing [4]. These attacks can be classified into application layer attacks, protocol attacks, or volumetric attacks. Attackers typically aim to exhaust the server’s bandwidth and CPU resources before executing an application layer assault to disrupt services. In the case of a protocol attack, the attacker depletes the target’s available state using the protocol’s processes, such as the TCP three-way handshake process. To launch a volumetric assault, the attacker floods the target with malicious traffic, resulting in resource depletion, including bandwidth and CPU usage [5].



In line with traditional networks, DDoS attacks have the potential to impact a switch’s processing power or the connections between switches in the SDN data layer. This article focuses on volumetric DDoS attacks, which are the most common and long-term threat due to the rapid growth of network devices connected to the internet. To achieve early detection, ML/DL is employed to analyze the behavior, which is a new research area in the SDN, as machine response is faster than human response. Using ML/DL techniques, computers can learn from experience, analyze data attributes, or utilize trial-and-error procedures to make judgments. They serve as a supplementary method to assist network operators in understanding the situation. While a single threshold may theoretically identify flooding DDoS attacks, it may be difficult to differentiate normal burst traffic from attack traffic. One way to increase accuracy is to establish a DDoS attack definition after the threshold has been reached several times in a row. This approach allows for burst traffic while also delaying detection. Prior to defining a flooding DDoS attack, it may be possible to observe or analyze network traffic behavior to improve accuracy and hasten detection [6].



DoS/DDoS attacks pose a serious threat to SDNs, as they can cause congestion in the control plane, data plane, or control plane bandwidth, and may even bring down the entire network by targeting the network’s brain—the controller. DoS/DDoS attacks on the SDN data plane can exhaust the OpenFlow switch’s flow table RAM, resulting in discarded packets, and create new flows that do not match the switch’s flow table entries, leading to a buffer overflow. These issues can cause delays and increase the amount of communication bandwidth required. To address these challenges, it is crucial to develop a solution that can protect against DoS/DDoS attacks while still enabling the forwarding of legitimate traffic, ensuring the proper handling of packet-in messages, and securing the communication channel between the OpenFlow switches and the SDN controller.



This article contributes to the field of intrusion detection by estimating and investigating the projected model using ICIDS2017 and CICDDoS2019 datasets. By training and testing the model with various types of datasets and comparing the results with past research, the impact of these data on the model detection behavior can be understood, and the kinds of features that would improve model performance can be identified. As a result of these analyses, it will be possible to create unique features and feed the model for training. Additionally, this article provides a summary of the output, analyzing and comparing each ML/DL approach’s accuracy performance in detail. The deployment of the ML/DL overhead is also illustrated by examining the ML/DL classifier’s time process for both learning and prediction. This compiled summary enables the proposal of an adaptive mechanism composed of a combination of ML/DL algorithms to enhance the model detection process with high performance, low-time detection, and low complexity.



The results of the tests indicate that (i) the data-preprocessing (DP) and ML/DL system can be applied in a single SDN-CO for estimating DDoS attacks, (ii) an ML/DL system is capable of detecting DDoS attacks with a selected input, (iii) the presence of odd instances in the learning set has little effect on the estimate’s accuracy for regular valid data, and (iv) incorporating more information and characteristics in the learning process can improve results, but overfitting may occur. Furthermore, the testing of the ML/DL recognition system in a physical SDN network is feasible.




2. Related Work


Previous publications have explored the use of machine learning (ML) and deep learning (DL) algorithms to identify distributed denial of service (DDoS) attacks. These methods typically rely on labeled data to train a predictor, which can guide decision making when deployed in a network. Before implementation, network managers can validate the effectiveness of the ML/DL algorithm using known test samples to obtain confidence in the predictor’s performance. However, despite the existing literature on the topic, there are still gaps in the research on ML/DL applications for DDoS attack detection. Table 1 presents a comparison of the suggested model with the existing literature.



Meti et al. [7] proposed a dataset comprised solely of TCP stream-traffic generated by the actual network and employed dual features to train their models, including naive Bayes (NB), support vector machine (SVM), and neural networks (NNs), with regular and irregular tags. Their comparisons indicate that NN achieved the highest accuracy (A) and precision (P) with 79.9% and 99.95%, respectively, while SVM showed a better recall value (R) of 79.99% compared to NB and NN.



Zekri et al. [8] suggested using a decision tree (DT) method to identify DDoS attacks in a cloud network. The DT selection criteria identified qualities with the highest improvement ratio, and the dataset was split accordingly. The process was repeated until no more branches were possible, and the DT was prepared to classify incoming data after learning from the training set traffic. The traffic was classified into four groups, and the model achieved over 98% accuracy in test results with a processing time of only 0.58% of a second.



Tuan et al. [9] employed entropy and logarithm values to identify TCP-SYN/ICMP flood attacks in software-defined networks (SDNs). They utilized the K-nearest neighbors (KNN) algorithm to locate the K closest entropy metrics, and the existing distance points were examined to determine whether DDoS attacks were being launched against the network. The CAIDA2007 dataset was used in this study, and the accuracy of the Bonesi test was more than 99% when K was set to 9.



Sahoo et al. [10] proposed a better support vector machine (SVM) model using genetic algorithms (GAs) and kernel principal component analysis (KPCA) to detect DDoS attacks. This model regularly obtained flow information from switches using the SDN controller and extracted key features using kernel analysis. The SVM parameters were then modified using genetic algorithms to make the best possible predictions. The accuracy of the proposed model was evaluated using simulations and public datasets, and it achieved close to 99% accuracy.



Bakker et al. [11] compared seven classifiers in terms of initialization times and accuracy and found that SVM had the highest accuracy (93%) with the lowest detection time.



Polat et al. [12] focused on feature selection techniques and compared four ML algorithms. They found that KNN, a wrapper-based algorithm, performed the best with 98.3% accuracy when using six essential factors for selection. Both studies provide useful insights into the effectiveness of different ML/DL methods for DDoS attack recognition.



In a network system, it is possible to locate the ML/DL component on a remote network instead of an application over the controller [13]. Mohammed et al. [14] connected four ISPs in a setup scenario and considered the use of an ML server that employs NB classification outside the network. Upon receiving a fresh incoming packet, the controller extracts the features, and then the ML server examines it. If the CO receives an anomalous estimate outcome from the ML model, it will notify the CO to deny these packets to prevent network attacks. The ML server selects 25 traffic characteristics to learn from, but this is decreased to 18 due to poor real traffic processing. However, the accuracy in the normal condition is less than 70%, and 92% in the aberrant condition, which is not very encouraging. To analyze network traffic, Niyaz et al. [15] proposed running three modules, namely TCFI, FE, and TC, over the controller. TCFI stores packet headers for FE in addition to replies to fresh flow requests. The FE calculates the (mean, entropy) values from the packet characteristics to categorize traffic into one of eight classes, including seven types of DDoS attacks, and recalls upon the TC. According to test results, the model’s accuracy is over 95% for each type of DDoS attack and over 98.5% for a binary class that only includes attack and normal states. Wang et al. [16] used SVM in combination with the sFlow toolset to detect threats to SDN. The model pulls behavioral variables for SVM learning from traffic information gathered from switches via the controller. The purpose of the examination is to discover the behavioral traits of recognized assaults. SVM can identify an attack by contrasting normal and malicious behavioral profiles. The outcomes revealed that the accuracy (A) is 96.8%.



In recent years, there have been several studies focused on comparison techniques for detecting distributed denial-of-service (DDoS) attacks, as evidenced by research papers [7,9,10,11,12,13,15]. However, these studies have certain limitations that require further research. Specifically, many comparison methods evaluate only various machine learning (ML) or deep learning (DL) algorithms using simulation offline analysis, which poses a challenge for creating and assessing the performance of one’s own ML–DL model combination. Moreover, some approaches concentrate on assessing the performance of the training model without taking into account the performance of the prediction model, which is crucial for assessing how the algorithm behaves with new data. Another limitation is that most studies evaluate the model’s performance based on accuracy, F1-score, and other metrics without considering the time taken for detection during training or prediction, which is an important factor for real-time detection. Lastly, the majority of research on this topic evaluated the model’s performance using default parameter values and without considering the type of kernel, thereby missing opportunities to explore how these parameters and kernel types impact the algorithm’s behavior on both linear and non-linear datasets.




3. Method


Five ML/DL methods were evaluated using the (CICIDS2017 and CICDDoS2019) datasets in this study. The actions taken are depicted in Figure 1. Model was created using ML/DL techniques, as shown in the diagram. For the comparison, significant performance metrics (train accuracy, prediction accuracy, F1-score, Matthews correlation coefficient (MCC), training time, and predict time) were employed.



3.1. Dataset (DS)


For network security and intrusion detection, we utilized the CICIDS2017 dataset, which was developed by the Canadian Institute for Cybersecurity (CIC). This dataset comprises 79 features and covers 6 distinct attack methods. However, in this study, we only used data for one day (Tuesday) that included both normal activity and attacks, totaling 11 G of traffic. This attack can be classified as a DDoS assault, which renders the network unusable for legitimate purposes due to system overload [17]. Moreover, we employed the CIC-DDoS2019 public dataset, which contains the latest DDoS attacks and reflects actual real-world statistics. This dataset includes 84 features and encompasses 12 different attack methods, along with the outcomes of network traffic analysis. The training process was conducted using Jupyter Notebook 6.4.12 and Python 8.4.0 on a Windows 10 laptop equipped with an Intel(R) Core(TM) i5-4200U CPU @ 1.60 GHz 2.30 GHz, 12 GB RAM, and Intel HD Graphics 3000.




3.2. Pre-Processing


Pre-processing is a crucial step in data analysis as raw data often contain flows that are incomplete, have missing or duplicated values, and exhibit irregularities. Pre-processing aims to provide a cleaner dataset, which can facilitate the construction and training of an ML/DL model with reduced errors and enhanced performance [18].



3.2.1. Missing Data


Missing data is a common issue in raw data, and it can take different forms, such as null values that are not compatible with the data format. For instance, a numerical feature should not contain symbols or alphabetic letters. The most straightforward way to handle such data is to discard them completely. However, in some cases, missing data points can be valuable, and therefore, we use the maximum likelihood estimation approach to estimate the missing values [19]. In this study, we used linear interpolation to fill in the gaps in the data. During this process, we identified missing data for two features in four observations, which were Flow Bytes/s and Flow Packets/s.




3.2.2. Feature Selection


For the purpose of our study, all features except for the mean value were removed from the dataset. The eliminated features include Fwd Packet Length (FPL), Bwd Packet Length (BPL), Flow IAT (FIAT), Packet Length (PL), Fwd IAT Total, Bwd IAT Total, and Packet Length Variance (PLV). Additionally, to improve the algorithm’s performance, we also removed features such as FlowID (FID), SourceIP (SrcIP), SourcePort (SrcP), DestinationIP (DesIP), DestinationPort (DesP), Protocol, and Timestamp (TS). This resulted in a final dataset of 50 features, as opposed to the original 84 features. The label or tag datum was the feature “Label”. However, during the pre-processing stage, issues were identified with three methods, including KNN, MLP, and SVM. Further investigation revealed that dual characteristics (FlowBytes/s (FB) and FlowPackets/s (FP)) contained values of ’Intf’. Therefore, when these three algorithms were performed, these two features were replaced by zero.





3.3. ML/DL Classifiers


Five ML/DL algorithms are used to train/test organized DS.



3.3.1. Support Vector Machine (SVM)


SVM locates the ideal hyper-plane that divides binary categories by greatest separation among their margin line. The support vector is made up of these boundary points. As a result, it is memory efficient and effective for high-dimensional space issues. However, this strategy will perform only at a mediocre level if the number of features exceeds the amount of samples [20]. A number of patterns that belong to the +1 and −1 classes are displayed in Figure 2. Red (squares) are used to depict joined patterns in class 1, whereas yellow is used to represent joined patterns in class +1 (circles).



Lagrange multiplier (LM) is one of the computational methods that may be used to address this problem:


   L ( w ,    s ,    n )  =  1 2  ×   w  2  +  ∑ i   n i    B i    w T   y i  + s  − 1   



(1)




  n i   is the LM and can be zero value or positive value (   n i  > 0  ). The best rate of the calculation can be considered by minimizing (L) compared to (w,s) and top (L) against   n i  .




3.3.2. K-Nearest Neighbor (KNN)


A technique that makes use of the supervised algorithm is the KNN algorithm [21]. Instance-based learning groups are included in KNN. Its method is straightforward and determines the KNN by comparing how similar the test sample is to the training sample [22]. Finding groupings of (k) items in the learning data that are the nearest to the item in the fresh data is known as KNN [23]. KNN is a straightforward classification method, yet it performs well [24]. Typically, the formula of distance is applied as shown in Equation (2) to determine the separation between two x and y objects:


   d  x y   =    ∑  i = 1  n     X i  −  Y i   2     



(2)







KNN provides an advantage, such as the capability to train with noisy data and effectiveness with huge training sets [25].




3.3.3. Decision Tree (DT)


The decision tree algorithm is a tree structure that follows a set of rules to determine a class or value, where the root node represents the strongest predictor, and subsequent predictors are reached through stem nodes. The algorithm ultimately arrives at leaf nodes, which typically represent a decision or classification [26]. Despite their usefulness, decision trees have several drawbacks, including instability resulting from even small changes in the data, which can lead to a significant change in the structure of the tree. Additionally, when compared to other algorithms, decision tree calculations can occasionally become significantly more complicated.




3.3.4. Multilayer Perceptron (MLP)


A multilayer artificial neuron network is a crucial part of DL. Multi-layer perception is referred to as “MLP” [27]. It is composed of substantial, intricately interconnected layers, which might transform any incoming length into the shape desired. An MLP is a NN that has several layers. The MLP connect neurons in such a way that its outcomes are also their input in order to construct a neural network. The MLP is depicted in Figure 3.




3.3.5. Convolutional Neural Network (CNN)


CNN is a DL system that can recognize different items and attributes in an image based on trainable biases and weights. Compared to other classification algorithms, a ConvNet requires significantly less pre-processing [28]. Contrary to fundamental approaches, in which restrictions must be custom, ConvNets can explore all such restrictions and attributes. The organization of the visual cortex and the connectivity network of neurons in the human brain both have an impact on the design of a ConvNet. Artificial neurons only react to signals in this restricted region of the visual field, known as the observe and analyze. There are several overlapping areas like this that make up the whole visual field. Figure 4 shows the CNN process.



The non-image converted to an image data step is important in applicable CNN architectures. The concept is very simple: Instead of operating the extraction of features and choice for samples taken, we choose to figure out how to group connected or correlated features into neighboring areas of a two-dimensional (2d) feature space (d features × S samples) to make learning more about intricate interactions and relationships among different features extremely easy (S samples × d features). As a friendly representation of samples to CNNs, we could theoretically convert any type of non-image data into feature map images using this general approach. CNNs offer several unique advantages over other neural network architectures, such as automated feature extraction from raw features and memory-footprint reduction through effective weight sharing. The essential stages are depicted in Figure 5. The quality of the output feature image, which is an import and export among the degree of image compression and the required hardware resources (such as RAM, GPU, HD, etc.) affects the proportion of feature overlapping.






4. Measures of Performance


The four major metrics for measuring the effectiveness of an ML/DL system are TruePositive (TP), TrueNegative (TN), FalsePositive (FP), and FalseNegative (FN). Positive in our test relates to attack states, whereas negative denotes normal states. The performance of each ML/DL approach is evaluated using these measures to derive the following indicators [29]:




	
Accuracy (A) measures how well it predicts the future, encompassing both positive and negative outcomes:


  Accuracy   ( A )   =    T P + T N   T P + T N + F P + F N    × 100 %  



(3)







	
Precision (P) is the proportion of all normal state predictions that are right for a given network state:


  Precision   ( P )  =    T P   T P + F N    × 100 %  



(4)







	
The accuracy and recall levels are measured using the F-Measure (F):


   F - Measure    ( F )  =   2 ×  P r e c i s i o n × R e c a l l    ( P r e c i s i o n + R e c a l l )    



(5)







	
The Matthews correlation coefficient (MCC) is a contingency matrix technique of generating the Pearson product–moment correlation coefficient between actual and expected values. This alternative measure is unaffected by the problem of imbalanced datasets:


  MCC =    T P ∗ T N  −  F P ∗ F N      T P + F N  ×  T N + F P  ×  T N + F N  ×  T P + F P      



(6)












The confusion matrix (CM) is a highly well-liked metric for classifying issues. Both binary classification and multiclass classification issues may be solved with it [30]. The CM estimates from actual and expected values. The “TN” finding counts the set of accurately detected negatively classified instances. Related to it, “TP” signifies the rate of accurately detected positive instances. The letter “P” stand for the ratio of genuine negative instances which have been misclassified as positive, while "FN" stands for the ratio of genuine positive samples which have been misclassified as negative. An important metric most frequently employed in categorization is accuracy. Alternative measures focused on CM are also relevant for evaluating because accuracy may be deceiving once implemented to imbalanced ds. To obtain the CM, use the “confusion matrix ()” function from the Py “sklearn” package (https://scikit-learn.org/stable/modules/generated/sklearn.metrics.confusionmatrix.html, accessed on 5 Novemebr 2022). Import this function into Python by typing “from sklearn.metrics import confusion matrix”. To produce the CM, it must run the function with both the real and predictable values [31].



In this study, the CM was used to assess how well the procedures were employed after the categorization was performed. Figure 6 depicts the confusion matrix’s layout for binary classification.




5. Discussion and Result


It appears that using the different datasets (CICIDS2017 and CICDDoS2019) gives approximately the same values, and it can be noted that there is a light improvement in the performance values by using the CICDDoS2019 dataset. Additionally, we can note that SVM and MLP have better accuracy performance in both training and prediction steps. In contrast, CNN has a big difference in the performance of accuracy between training and prediction, and this is because CNN needs a large dataset to feed the model to increase the prediction accuracy rate. According to DT, it has an acceptable accuracy rate, but instability can result from a bit of change in the data, leading to a substantial change in the DT structure. When compared to other algorithms, DT calculations can occasionally become significantly more complicated. Additionally, we can note that SVM has better performance in terms of F1-score, which means the SVM classifier works best because it has higher precision and recall compared with other algorithms. Finally, in terms of the training and prediction time, we can note that CNN has the highest time in (reprocessing, training, and prediction) phases and this goes back to CNN working with image data, so we need to transform the non-image data to image data. This takes a long time during our test in both training and prediction also because it uses auto-select features, which also take time during the process, as well as going back to using multiple convolution layers and then inserting the data to flatten the input layer, multiple hidden layers, and then the output layer to build the model. Figure 7 and Figure 8 show the accuracy and time for our test result for both the training and prediction model.



Also, Figure 9 and Figure 10 show the result of MCC and F1-Score by using both CICIDS2017 and CICDDoS2019 datasets.



The outcomes of our employment of several ML/DL algorithms are displayed in Table 2 and Table 3 for both the CICIDS2017 and CICDDoS2019 datasets.



In both tables, there is not a big difference in the results when using different datasets. Additionally, we can note that CNN has the highest training accuracy (97.81%), while the performance of prediction accuracy is the lowest (90.09%). Additionally, the SVM has a very similar accuracy rate in both training and prediction (95.08% for training and 95.57% for prediction), as well as the MLP (91.22% for training and 91.13% for prediction). In addition, in both tables, we can note that KNN has the lowest accuracy in both tanning and prediction (90.41% for training and 89.16% for prediction). According to the training and prediction times, we can note that CNN takes a long time in both training and prediction steps, while DT is a lower value. According to the F1-score, we can note that SVM has a higher value (0.97), while CNN has the lowest value (0.84).



Table 4, Table 5, Table 6 and Table 7 lists a comparison between our study result and the previous literature study using various datasets. It is important to note that each work’s performance is based on a unique dataset with distinct features, so the goal of the comparison between the various prior reviews of the literature and our result study is to show which output, when using particular training, a prediction strategy, a unique dataset and testbed hardware, produces the best results. As we can see, in the training stage, the SVM from the literature study has the greatest accuracy (94.59%) in [16]; however, in our test, it has 95.08%. Additionally, only the prediction stage in [11] was computed with 93.4%, although in our test, it had 95.57%. The best result for the F1-score is 0.9142 in [13]; however, it is 0.97 in our test. Additionally, only [10] discovered it with 1562.75 s of training time, but in our simulated test, it took 316.36 s.



According to a survey of the literature, the greatest KNN accuracy and training time are 89.21% and 0.848 s, respectively, in [9], while the F1-score has 0.848 in [12]. The statistics for training accuracy (91.23%), prediction accuracy (90.61%), F1-score (0.88), and training time (0.033 s) are higher in our test. The greatest F1-score and accuracy for DT were (94.8%) and (0.9051) concurrently in [8], and training time (0.505 s) in [9]. The numbers for training accuracy (96.43%), prediction accuracy (95.31%), F1-Score (0.96), and training time (0.45 s) are superior in our test.



As a result of this comparison between our testbed and the testbed used in the literature review, even though the dataset and test environment are different, our test in this study still achieves a high level of accuracy, F1-score, and training time when compared to the results from the prior literature. This is due to synchronization, algorithmic tuning parameters, and the type of dataset that we used when training the model, as well as other factors. Additionally, we take into account in our simulation the prediction side because [11] is the only literature study that mentions this computation side. In order to evaluate the model’s effectiveness in the speed detection process, we computed the accuracy as well as the timing for both training and prediction—calculations that were not included in the previous literature reviews. As a result, we included time calculations in our analysis. Additionally, we took into account the Matthews correlation coefficient (MCC), which generates a score that is more enlightening and accurate when analyzing binary classifications than accuracy and F1-score and that is also not found in any other literature study. Finally, we included DL scenarios, such as MLP and CNN in our test study, to examine how they interact with ML scenarios. Figure 11 shows the result comparison for accuracy and Figure 12 shows the result comparison for the F1-score. Finally, Figure 13 shows the result comparison for timing.



By comparing the results, we can see how the dataset type affects the training model’s performance. We can also see how tuning parameters affect model performance, as well as how using different kernel functions in shallow architectures, such as SVMs, or deep architectures, such as multilayer kernel machines, allowed us to demonstrate their benefits and examine their impact on model performance. Finally, we can determine which approach had better performance with less complexity and time use from this as well. Thus, this study will serve as our first step in examining the effectiveness of each algorithm. From the data gathered, we can then create our own ML-DL model that combines various ML techniques to achieve better performance in terms of accuracy, F1-score, MCC, and timing for both the training and prediction of models.




6. Conclusions


SDN leads to network changes by redefining network administration and connectivity. Even though SDN has many advantages, it also introduces new security concerns that demand academics/industry. DDoS assaults can affect both the SDN controlplane as well as the dataplane. The identification of DDoS attacks is more difficult today than it was in the old network due to the complexity of traffic flow features. We may create a novel strategy for characterizing DDoS assaults in an elastic technique owing to a decoupled SDN architecture. To ensure the accuracy of the attack definition, the behavior of DDoS assaults in the SDN must be examined in novel contexts. ML/DL might be a creative approach that integrates with SDN as a novel development for assisting people in making choices athwart various domains. In this study, we used datasets (CICIDS2017 and CICDDoS2019) that cover several current attack types. The datasets include 79 features and 6 different types of attack. Five classification approaches (SVM, KNN, DT, MLP, and CNN) were used to train the datasets and test the results. In order to make classification easier, the processed datasets contain varying percentages. According to the results of this study, among the different algorithms employed, CNN had the maximum train accuracy (A) (95.18%) and prediction accuracy (89.61%) using the CICIDS2017 dataset, and it had a training accuracy of 97.81% and prediction accuracy of 90.09% by using the CICDDoS2019 dataset, and it can be noted that in both datasets, there is a large difference between the training and prediction in terms of accuracy using CNN because the CNN needs a huge dataset for training to increase the accuracy of the prediction. Additionally, it ban be noted that SVM achieves a good accuracy rate (i.e., accuracy rate between the training and prediction) in both datasets compared with CNN and other algorithms. Finally, it can be noted also that CNN has a high training and testing time compared with other algorithms, and this goes back to deep learning in general, and CNN specifically uses an image dataset to build the model, so converting the non-image data to image data adds an additional time process. So, this indicates that the SVM can correctly and simply detect DDoS assaults. So there is potential for improvement, and the model might be tuned to function more effectively in terms of accuracy rate and time for the training and testing model. Additionally, just one day’s worth of DS from different days was used for this investigation.



As a consequence, it is clear from our test that we performed better than expected in terms of accuracy, F1-score, MCC, and timing when compared to earlier literature reviews. This improvement may be attributed to the kernel type, the device used to conduct our simulation, and the tuning parameter. Additionally, there is room for development, and the model may be adjusted to work more efficiently. Additionally, we can observe that the ML/DL model performs better when utilizing the CICDDoS2019 dataset since it has the most recent information on a wide variety of attacks. As a result, the model requires constant refeeding with UpToDate features to optimize its learning. As a result, it is possible to create one’s own dataset in the future that includes various attack types and UpToDate characteristics to raise the degree of model learning. On the other hand, our study’s limitation is that we were only able to analyze data from one day’s worth of DS from several days. Therefore, it is crucial to use the entire dataset, which contains a total of six different types of assaults, in order to draw a clear conclusion. Additionally, simulation and offline analysis form the foundation of our work. Due to this, assessing the effectiveness of detection algorithms in real-time and on actual networks is challenging. In the future, we intend to build our own ML/DL mix model based on the test results gathered during this research and evaluate its performance for detecting DDoS attacks with actual SDN devices and actual traffic. It will be preferable to achieve real-time training so that the system is always kept up to date to improve the model detection process with high performance, low time detection, and low complexity.
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Figure 1. Process flow diagram. 
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Figure 2. Hyperplane SVM. 






Figure 2. Hyperplane SVM.
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Figure 3. Multi-layer perceptron (MLP) diagram. 
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Figure 4. CNN classification sequence https://towardsdatascience.com/a-comprehensive-guide-to-convolutional-neural-networks-the-eli5-way-3bd2b1164a53, accessed on 1 December 2022. 
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Figure 5. Non-image data to images https://www.nature.com/articles/s41598-019-47765-6, accessed on 1 December 2022. (a) An example of the conversion of a feature vector to a feature matrix (b) An example of the DeepInsight process for converting a feature vector to picture pixels. 
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Figure 6. CM for binary classification. 
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Figure 7. Models’ accuracy result. 
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Figure 8. Models’ time result. 
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Figure 9. Models’ F1-score result. 
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Figure 10. Models’ MCC result. 
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Figure 11. Models accuracy comparison result. 
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Figure 12. Models’ F1-score comparison result. 
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Figure 13. Models’ timing comparison result. 






Figure 13. Models’ timing comparison result.



[image: Applsci 13 03033 g013]







 





Table 1. Existing ML/DL methods to defend SDN from DDoS assaults.






Table 1. Existing ML/DL methods to defend SDN from DDoS assaults.





	Ref.
	ML/DL
	Exper.
	Dataset
	Features
	Remarks





	[7]
	NB,SVM,NN
	Mininet
	Real-time
	Host connections per second
	In the SDN, SVM may be used as an IDS.



	[8]
	DT
	VM
	Self-generated
	flag, TTL, and src/dst IP
	A detection time of 0.6 s and accuracy of 98% for DDoS attacks.



	[9]
	KNN,DT, NN
	A real testbed
	CAIDA 2007
	Ports and ICMP packets per IP
	A minimally intrusive defense with a flexible monitor window period. The precision may exceed 98%.



	[10]
	SVM,KNN, RF
	Mininet
	NSL-KDD
	Unmentioned specifics
	SVM model improvement. Nearly 99% of the time, it is accurate.



	[11]
	DA,SVM, KNN,NB,DT
	VM
	ISCX data
	Number of bytes and packets, flowduration (FD), NumberOfBytes over NumberOfPackets
	Although ML/DL may be used in the SDN as a classifier, choosing the right characteristics for improved detection can be challenging.



	[12]
	SVM, KNN, NN, NB
	VM
	Self-generated
	12 features
	The detection accuracy can be increased by filtering important features via feature selection prior to training.



	[13]
	SKNN, NB, SVM
	Mininet
	Self-generated
	Length, duration, size, and speed of the flow rate
	The basic KNN model may be enhanced by adding a weight value to the neighbors. From simulation, the efficiency is astounding.



	[14]
	NB
	Real testbed
	NSL-KDD
	25 features selected
	The proposed strategy for DDoS mitigation has yielded promising results among ISPs.



	[15]
	Soft-max, NN, Autoencoder
	Real testbed
	Self-generated
	34 features selected
	Individual DDoS attack detection accuracy can exceed 95%, and attack categorization accuracy can exceed 99%.



	[16]
	SVM
	Real testbed
	KDD 1999, KDD-CUP 1999
	30 features selected
	The amount of characteristics used to categorize traffic affects accuracy.










 





Table 2. Findings from the five classification algorithms applied to the CICIDS2017 dataset.
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	Algorithm
	Train Accuracy %
	Prediction Accuracy %
	F1-Score
	MCC
	Training Time (s)
	Predict Time (s)
	Tuning Parameter





	SVM
	94.86
	94.01
	0.97
	0.94
	316.36
	54.83
	kernel = ‘liner’, C = 1, gamma = 1, random_state = 0



	KNN
	90.14
	89.16
	0.88
	0.802
	0.033
	9.46
	n_neighbors = 161, p = 2, metric = ‘euclidean’



	DT
	95.33
	93.14
	0.96
	0.93
	0.45
	0.006
	max_depth = 5, random_state = 0



	MLP
	91.21
	91.11
	0.89
	0.81
	59.26
	0.026
	random_state = 0, max_iter = 200, alpha = 1



	CNN
	95.18
	89.61
	0.84
	0.96
	1800.59
	157.22
	Conv2D(64,(3,3), strides = (2,2), padding = ‘same’, input_shape(2,3,3), activation = ‘relu’










 





Table 3. Findings from the five classification algorithms applied to the CICDDoS2019 dataset.
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	Algorithm
	Train Accuracy %
	Prediction Accuracy %
	F1-Score
	MCC
	Training Time (s)
	Predict Time (s)
	Tuning Parameter





	SVM
	95.08
	95.57
	0.97
	0.94
	316.36
	54.83
	kernel = ‘liner’, C = 1, gamma = 1, random_state = 0



	KNN
	91.23
	90.61
	0.88
	0.802
	0.033
	9.46
	n_neighbors = 161, p = 2, metric = ‘euclidean’



	DT
	96.43
	95.31
	0.96
	0.93
	0.45
	0.006
	max_depth = 5, random_state = 0



	MLP
	91.22
	91.13
	0.89
	0.81
	59.26
	0.026
	random_state = 0, max_iter = 200, alpha = 1



	CNN
	97.81
	90.09
	0.84
	0.96
	1800.59
	157.22
	Conv2D(64,(3,3), strides = (2,2), padding = ‘same’, input_shape(2,3,3), activation = ‘relu’










 





Table 4. Training accuracy comparison between other literature studies and our study result.
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	Algo.
	Ref. [8]
	Ref. [9]
	Ref. [10]
	Ref. [11]
	Ref. [12]
	Ref. [13]
	Ref. [14]
	Ref. [15]
	Ref. [16]
	Ref. [17]
	Our Test





	SVM
	80.12
	X
	X
	94.417
	X
	92.46
	X
	X
	X
	94.59
	95.08



	KNN
	X
	X
	89.21
	88.3
	X
	89.1
	X
	X
	X
	X
	91.23



	DT
	X
	94.8
	94.15
	X
	X
	X
	X
	X
	X
	X
	96.43










 





Table 5. Prediction accuracy comparison between other literature studies and our study result.
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	Algo.
	Ref. [8]
	Ref. [9]
	Ref. [10]
	Ref. [11]
	Ref. [12]
	Ref. [13]
	Ref. [14]
	Ref. [15]
	Ref. [16]
	Ref. [17]
	Our Test





	SVM
	X
	X
	X
	X
	93.468
	X
	X
	X
	X
	X
	95.57



	KNN
	X
	X
	X
	X
	88.575
	X
	X
	X
	X
	X
	90.61










 





Table 6. F1-score comparison between other literature studies and our study result.
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	Algo.
	Ref. [8]
	Ref. [9]
	Ref. [10]
	Ref. [11]
	Ref. [12]
	Ref. [13]
	Ref. [14]
	Ref. [15]
	Ref. [16]
	Ref. [17]
	Our Test





	SVM
	0.8
	X
	X
	0.833
	X
	0.906
	0.914
	X
	X
	X
	0.97



	KNN
	X
	X
	0.807
	X
	X
	0.848
	0.814
	X
	X
	X
	0.88



	DT
	X
	0.905
	0.902
	X
	X
	X
	X
	X
	X
	X
	0.96










 





Table 7. Training time comparison between other literature studies and our study result.
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	Algo.
	Ref. [8]
	Ref. [9]
	Ref. [10]
	Ref. [11]
	Ref. [12]
	Ref. [13]
	Ref. [14]
	Ref. [15]
	Ref. [16]
	Ref. [17]
	Our Test





	SVM
	X
	X
	X
	1563
	X
	X
	X
	X
	X
	X
	316.36



	KNN
	X
	X
	0.411
	9.091
	X
	X
	X
	X
	X
	X
	0.033



	DT
	X
	X
	0.505
	X
	X
	X
	X
	X
	X
	X
	0.45
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