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Abstract: An automobile is a computer on wheels after the integration of electronics. This handshake
of electronics and mechanical systems makes a vehicle smart, and comfortable; driver assistance for
achieving this involves data exchange and surroundings sensing. Devices such as sensors, telematics,
protocols, etc., are responsible for data exchange and data sensing. This process contains some
loopholes that are the preliminary sources for the attacker to attack the vulnerable devices to control
the vehicle. This article provides a review of possible attacks and defenses on autonomous and
connected vehicles. The attacker’s area of autonomous and connected vehicles is classified into
three categories that are safety system attacks, connectivity attacks, and diagnostics attacks, and
provided all possible defenses for those attacks. In addition, we provided an analysis of the domain
to understand the scenarios in this domain, recommendations, and future scope in this area for
further work.
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1. Introduction

As per the current demands of autonomous and connected vehicles, information
and connected /communication technologies (ICT) play a specific role. Vehicles shake
hands with electronics to reach user demands, ensure safety features, as well as invite
new technologies. The vehicle changed its infrastructure to become a modern vehicle with
mechanical and electronic components [1]. This transformation into a modern vehicle
includes hundreds of electronic control units (ECU) and communication protocols and
sensors. The purpose of the ECU is to collect the sensor data and other ECU data as
per requirements to perform the desired task. This scenario is possible with the help
of communication protocols such as controller area network (CAN), local interconnect
network (LIN), Ethernet, and FlexRay. All components work together to develop an
infotainment system, anti-lock braking system, advanced driver assistant system (ADAS)
feature, and so on [2]. Sensors such as cameras, light detection and ranging (LIDAR), and
radio detection and ranging (RADAR) play an important role in sensing surroundings to
help the vehicle in taking decisions. In [3], the authors have discussed the 3D point-cloud
(BDPC) processing and learning for autonomous vehicles. Lidar accurately captures the
outer surfaces of scenes and objects using 3DPC. The learning tools in the 3DPC help in
creating maps, perceptions, and localization devices in an autonomous vehicle. Similarly,
images captured by the camera are important in taking decisions. In [4], the authors have
discussed generalized pixel value ordering (PVO) base reversible data hiding using firefly
algorithm (GPVOFA) for digital images. The role is to embed the secret information in the
host image while recovering the embedded secret information and original image from the
stego image.
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The modern vehicle geared up its growth with help of the trending technologies such
as big data, internet of things (IoT) [5], cloud computing [6], and wireless communication
protocols such as hypertext transfer protocol (HTTP), internet protocol (IP) [7], etc., to
become an intelligent vehicle and to design more safety and advanced features such as
telematics, artificial intelligence (AI) and, machine learning(ML) integration [8]. A vehicle
with more features includes more scope for vulnerability for the attackers to hack the vehicle
systems. Therefore, cyber security measurements are important for the next generation of
connected vehicles or vehicular networks [9].

Automobile cyber security is the protection of electronic systems, control units, com-
munication networks, the data of the user, and so on to avoid malicious attacks. Security
is necessary because today’s cars are computers on wheels rather than just mechanical
boxes. If an automobile developed a vulnerability, a hacker might easily compromise the
vehicle, which could result in undesirable events [10]. To demonstrate the possibilities
of hacking an automobile by performing reverse engineering on the CAN network, the
authors [11] conducted a study on the vehicle in 2010. Consider the following examples
to illustrate the significance of cyber security: In 2015, two hackers, Charlie Miller and
Chris Valasek, demonstrated how important it is by remotely hacking a Jeep Cherokee
without any physical contact using the CAN bus, cellular connection, and inter-process
communication desktop bus (IPC- D bus) [12] and. In the year 2016, scientists provided a
way to hack the Tesla Model S car through the Wi-Fi interface and different vulnerabilities
in the software [13]. These examples show that vulnerable parts of the vehicles are the
more interesting areas for hackers to hack the vehicle.

There are two possible ways to hack a vehicle, one is physical, and the other is
wireless. A few parts which are more vulnerable to physical attack are onboard diagnostics
(OBD) ports, and wireless attacks are keyless car entry and telematics. These attacks
are carried out by automotive protocols such as CAN, Ethernet, and FlexRay due to a
lack of authentication and encryption capabilities [14]. Considering the CAN protocol, a
hacker can inject unwanted messages through an OBD-II connection or telematics. Once
undesired input reaches the vehicle network, the hacker can control the remaining units
of the car as shown in Figure 1 [15]. Therefore, in this article, we have emphasized the
various perspectives of cyber security in the field of connected and autonomous vehicles
and vehicular networks. In addition, it is the collection of cyber-attacks and defenses for a
connected and autonomous vehicle.
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Figure 1. Injecting messages into the CAN network.

The author’s potential contributions are summarized as follows.

e  We have illustrated the bibliometric survey and reviewed the collected data from the
Scopus database.

e  Further, we have classified the various attacks in autonomous and connected vehicles.

e  Moreover, we have researched various defenses for the attacks on the classified regions
as well as recommended a few future works.
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Further, this paper is structured as follows. Section 2 is a description of related work,
Section 3 describes contributions, Section 4 gives a clear overview of the autonomous and
connected vehicle, Section 5 gives an idea about the possible attacks on the autonomous
and connected vehicles, Section 6 describes all possible defenses for autonomous and
connected vehicles, Section 7 describes the result of the review, and Section 8 describes
recommendations and future directions.

2. Related Work

The authors in [16], surveyed attacks and defenses for connected and autonomous
vehicles (CAV). Attacks on CAV are classified into three regions: in-vehicle network attacks,
vehicle-to-everything (V2X) attacks, and other attacks. We provide defense strategies and
necessary actions to overcome the attacks. Authors in [17], explained the basic concept
of in-vehicle networks. The vulnerabilities and attacks on the in-vehicle networks and
countermeasures to overcome them are provided. Authors in [18], provided a clear review
of cyber-attacks on the sensing layers. The sensing layer is classified into two categories:
vehicle dynamics sensors and environmental sensors. Vehicle dynamics sensors include
magnetic encoders, inertial sensors, etc. Environmental sensors include cameras, lidars,
radars, etc. Countermeasures for the two types of sensor attacks are provided. The authors
in [19] have surveyed autonomous vehicles. We classified the possible attacks into five
categories, vehicular ad hoc networks (VANETs) based on sensors, hardware attacks,
adversarial attacks, and malicious attacks. Authors in [20], provided a clear review of the
possible attacks on the connected vehicle. Based on the attacks, provided defenses were
classified into four types of network security, software vulnerability detection, cryptography,
and malware detection, and mentioned future possible defenses.

The authors have surveyed attacks and defenses on vehicles from 2008 to 2019 based
on analysis attacks are classified into an autonomous driving system, autonomous con-
trol systems components, and V2X communications [21]. Defenses for those attacks are
classified into security architecture, intrusion detection, and anomaly detection. In the
end, they discussed the artificial intelligence integration in autonomous and connected
vehicles relates to smart cities. The authors in [22], focused on connectivity including V2X
and in-vehicle communication and considered communication technology implementation
as one of the major reasons for the cyber-attacks on these systems. They discussed the
major cyber-attacks on intelligent connected vehicles and available defenses. They catego-
rized the defenses into four likely cryptographies, network security, software vulnerability
detection, and malware detection. They discussed future directions to avoid attacks on
intelligent connected vehicles. A discussion on the attacks and defenses of the connected
vehicle considers V2X as a major concern and challenge in state-of-the-art intra-inter vehicle
communication which is well explored in [23]. The authors have discussed defenses that
can avoid these attacks and understand the hacker’s methods or way of attacking. Authors
in [24], discussed the safety failures and cyber-attacks on the autonomous vehicle and col-
lected possible countermeasures to take care of the safety and security of the autonomous
vehicle.

Existing works worked on attacks and defenses on one region such as a connected
vehicle, autonomous vehicle, etc. This article is a review of possible attacks and defenses
on a autonomous and connected vehicle. Attack regions for a autonomous and connected
vehicle are classified into three categories safety systems, connectivity, and diagnostics.
Safety systems include active safety systems and passive safety systems, connectivity is
further classified into three regions V2X, in-vehicle, smart features, and diagnostics are
classified as OBD ports and firmware over the air (FOTA). High possible attacks on these
three classifications are explained and defenses for the attacks are mentioned. Future
recommendations are provided to work on new defense strategies to overcome attacks.
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3. Domain Analysis

This domain analysis is made with the help of data collected from the Scopus database
by using the keywords cyber security and automobile. Matches for the search are more than
1000 documents. English is the most preferred language in this domain, and articles are the
most preferred document type, network security is the most used keyword, Choo, KK.R.
published more publications in this area, and the national natural science foundation of
China is the funding agency with a greater number of publications, this research is greater
in the United States.

Figure 2a describes the number of publications per year, publications are increasing
yearly describes it as a good area to pursue research. It is a good area to pursue research.
Figure 2b is a cluster of co-occurring keywords network security, cyber security, intrusion
detection, internet of things, autonomous vehicle, and block-chain are the most co-occurring
keywords.
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4. Autonomous and Connected Vehicle

Considering security as a major point, autonomous and connected vehicles are classi-
fied into three main areas which are shown in Figure 3.
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Figure 3. Classification of attack paths in autonomous and connected vehicle.
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4.1. Safety Systems

Vehicle safety systems are classified into two types: active safety systems (ASS) and
passive safety systems (PSS). The ASSs are designed to prevent accidents by giving support
to the driver. The ASS mainly includes three important things to work sensors for sensing
the environment, processors for processing, and actuators to perform an action to prevent
undesired events [25]. The ADAS features are the best examples of ASS. According to the
national highway traffic safety administration, ADAS includes five levels of autonomous
safety features from level O to level 4 [26]. A few of ADAS’ features are lane departure
warnings, an anti-lock braking system (ABS), adaptive cruise control, and so on. Lane
departure warning is invented to avoid road accidents while changing lanes this system
displays the lane changing in formation and alerts while changing lanes [27]. ABS is mostly
used nowadays to prevent accidents. Input for this system is a wheel speed sensor with
the help of the collected data it will stop the wheel from locking during the breaking
process [28]. Adaptive cruise control is one of the popular systems designed to maintain a
certain distance from the vehicle ahead, stay at the limit speed, and automatically change
the speed if the driver is not alert [29].

A PSS uses the same components as ASS to work but PSS deals after an accident to
reduce the risk of injury [30]. This system includes airbags system, seat belts, etc. The airbag
system works with the help of crash sensors. When a crash sensor detects a reduction in
speed or crashes it will send the signal to the airbag module to start operating then with
the help of some chemical reaction nitrogen gas will fill in the airbags to inflate them within
0.05 s. The airbag will stay inflated for 0.1 s and deflate in 0.3 s. Seat belts are designed to
keep the passengers in a stable position and avoid collision with things ahead [31].

4.2. Connectivity

Connectivity is an area that includes all connected features. This area is classified into
three sub-regions such as V2X, smart connected features to provide more comfort to the
users, and in-vehicle connections [32].

Figure 4 illustrates the V2X which includes a few connected features such as vehicle-
to-pedestrian (V2P), vehicle-to-infrastructure (V2I), vehicle-to-network (V2N), and vehicle-
to-vehicle (V2V) [33]. V2P is a connected feature that alerts the driver about people on the
road by making direct communication between the vehicle and vulnerable road users such
as walking people, cyclists, people in wheelchairs, and so on [34]. V2I communication is
for sharing vehicle information with some devices which are related to road and highway
systems [35]. Devices include cameras, traffic lights, etc. V2I was traditionally designed
with the help of VANETSs [36]. V2V connectivity makes two vehicles talk to each other by
sharing location, speed, and needed information to overcome traffic and avoid collisions.
V2V is also designed with VANETs [37]. V2N provides a service to develop communication
between vehicles, traffic lights, and people on the road. In simple words, V2N provides
cloud services to exchange data [38]. The integration of Al in V2X collects data from differ-
ent devices and helps in the prediction of road accidents, improving comfort, safety, and
driver experience [39]. Al can be achieved by using techniques such as swarm intelligence,
machine learning, etc. In V2X the swarm intelligence is used to interact with another local
vehicle or the surrounding environment with the independence of the central server. In [40],
the authors clearly explained the swarm intelligence for wireless communication. The
ML concept plays an important role in Al and achieves this in three methods supervised
learning, unsupervised learning, and reinforcement learning [41]. An ML follows a two
stage process to achieve goals through training and testing. During the training stage, the
ML is trained with collected data and then tested in the test stage to obtain predictions [39].
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Figure 4. Types of V2X applications in connected vehicles.

Smart features of the vehicle include an infotainment system, a smart app, and so on.
The infotainment system’s main purpose is to provide entertainment. It contains radio,
internet, and an mp3 player which provide a wide number of applications to the user
such as providing music, providing web browsing, services to book tickets, setting up
maps for reaching the destination, etc. [38]. A few vehicles introduced a smart app for the
vehicle to control to obtain information and control some systems. Information such as the
availability of parking slots, vehicle health information, etc., will be received through the
application [42].

In-vehicle connectivity includes the communication protocols that are providing
communication inside the vehicle such as CAN, LIN, FlexRay, and Ethernet. The CAN
network is the widely used network in the automobile designed by Robert Bosch in the
year 1980. A CAN bus is used to provide communication between different controllers,
sensors, and actuators. This comes in two variants, high-speed CAN with a data rate of up
to 1 Mb/s and low-speed CAN with a data rate of up to 125b/s. A CAN bus sends data of
8 bytes which uses carrier sense multiple access/collision detection [43]. LIN is used for
low-speed applications. It is a single wired protocol that acts as a sub-network for the main
network such as CAN and Ethernet [44]. It can transfer data of 8 bytes with a data rate of
20 Kb/s. It follows the master-slave approach and provides up to 16 slaves [45]. FlexRay is
used for high-speed applications such as safety-critical applications. It transfers 254 bytes
of data with a data rate of 5 Mb/s. It uses the time division multiple access techniques
to solve errors and accurate transfer of data [43]. Ethernet is the most popular local area
network. It uses carrier sense multiple access/ collision detection technique. It transfers
data of 1500 bytes with a data rate of 40 Gb/s. It is based on the IEEE 802.3 standard [43].
Table 1 describes the in-vehicle communication protocols data rate and payload size.

Table 1. In-vehicle connectivity specifications.

Protocols CAN [43] LIN [45] FlexRay [43] Ethernet [43]
Data rate 1Mb/s 20Kb/s 5Mb/s 40 Gb/s
Data field 8 bytes 8 bytes 254 bytes 1500 bytes

4.3. Diagnostics

Vehicle diagnostics is the process to find out the problem and any other issues that
are affecting normal vehicle operation. Figure 5 describes the diagnostics. One way is
performing physically through the OBD port, and another way is through the cloud server
likely over-the-air (OTA).
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Figure 5. The types of approaches for vehicle diagnostics.

The OBD allows the technician or vehicle operators to check the status of the major
systems that are connected through the engine. An OBD is a port presented inside the
vehicle to receive data and faults [46]. OBD ports are used to detect the firmware details of
the ECU. If the firmware is outdated or the firmware contains bugs. The OBD port is useful
to reflash the firmware [47]. The OTA has come with the trend of the connected car. It is
used to download an application, services, and needed configurations over Wi-Fi, 3G or
LTE [48]. OTA is used to update the firmware and software of the vehicle automatically [49].

5. Attacks on Autonomous and Connected Vehicle

Attacks on autonomous and connected vehicles are classified based on safety, connec-
tivity, and diagnostics. The devices which sense the surrounding environment, collect data
from external devices, and interfaces for data exchange in the vehicle are more vulnerable
to carry attacks.

5.1. Attacks on Safety Systems

Safety systems are designed to avoid road accidents or reduce the risk after an accident.
The main components of these systems are sensors, ECU, and actuators. These principal
components are more vulnerable to attacks [50].

Authors in [51], designed a model to attack a frequency-modulated continuous wave
(FMCW) radar. That system uses one modulation scheme such as fast chirp modulation
and rough radar. This system is a cable for spoofing the distance and velocity measured
by the targeted vehicle. To spoof the distance, it uses delay and to spoof velocity it uses
compensation of phase. This system used software-defined radio and demonstrated two
real-life situations to spoof the target vehicle. Authors in [52], showed the way of hacking
an ABS that leads to a disruptive attack and spoofing attack. Attackers can interrupt
the magnetic field of the ABS by placing an electromagnetic actuator between the ABS
wheel speed sensor (WSS) that interrupts the output of the wheel speed sensor which may
lead to misbehavior of the entire ABS. Authors in [53], showed the way to approach an
eavesdropping attack on the tire pressure monitor sensor (TPMS). This attack leads an
attacker to know the location of the vehicle and they can spoof the pressure readings then
the driver can stop the vehicle to check the pressure which may lead to physical attacks
or robbery. Authors in [54], explained location spoofing leads a driver to follow the map
as per the hacker’s desire. Few systems in the vehicle are global positioning system (GPS)
dependent, if the GPS is hacked it may be easy for the hackers to hack the remaining
dependent systems in the vehicle.

Lidars are one of the most important sensors in safety systems to sense external
environmental situations. Authors in [55], explained the replay attack where attackers can
record the signals from the lidar. After some time, they will reuse the signals to insert some
malware or unwanted things to interrupt the lidar operation to detect the objects which
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are not present. Authors in [18], explained the relay attack which is an extended version of
the replay attack. Here attackers receive the signals from the lidar. The received signals
are sent to the receiver at a different location which leads to the interruption of the lidar.
Authors in [56], explained the blinding attack on the lidar. attackers create this attack by
injecting light of the same wavelength as the pulses of the lidar. This leads to the instability
of the lidar, and it will not provide accurate services to the automobile. Authors in [34],
explained the denial of service (DoS) attack on the lidar. Attackers create a large number
of objects using jamming or spoofing. If the number of objects increases that may lead to
instability of the lidar.

Ultrasonic sensors are used in safety systems to detect nearby objects by generating
ultrasonic waves. Authors in [57], explained blind spot exploitation attacks and sensor
interference attacks on the ultrasonic sensor. In the case of a blind spot exploitation attack,
the sensor has vulnerabilities. It cannot detect a thin object which helps the attackers to
keep the thin objects while reversing the vehicle. In case of a sensor interference attack,
attackers place another ultrasonic sensor to interrupt the vehicle’s ultrasonic sensor.

Cameras are another major sensor used to sense the surroundings to alert the driver
regarding that safety. Authors in [18], explained the blinding attack on the camera. Attack-
ers use strong light beams to interrupt the cameras if the light beams fall on the camera
continuously which may lead to emergency braking. Authors in [44,45], described the
phantom attacks on ADAS features. ADAS are integrated into the modern vehicle for
full automation or semi-automation. For operation, they need to sense the surrounding
environment with the help of sensors such as cameras to take necessary actions such as
taking a diversion and applying breaks. Phantoms are illusions created by the hacker on
the road with the use of drowning with a projector to project objects such as a human on
the street then cameras in the vehicle sense it as a real object and take necessary actions
that may cause risk to passengers. Table 2 is the collection of existing attacks on the safety
systems with vulnerable parts.

5.2. Attacks on Connectivity

Connectivity is included in the vehicle to make it smart. This feature includes in-
vehicle connectivity using bus networks to communicate the system to the system and V2X
features to communicate with the external environment and smart connecting features such
as infotainment, keyless entry, etc.

The V2X feature comes under connectivity enabling the vehicle to exchange data with
other vehicles, pedestrians, infrastructure, and network. Authors in [58,59], described DoS
attacks in the connected car. It will happen when the hacker blocks the communication
channel with interference signals. The hacker inserts undesired messages on the network
to increase the load which creates a delay in the communication, increases latency, and
sometimes the message will not reach the destination. Authors in [60], described imper-
sonation attacks in the connected car. Every vehicle has a unique identity to communicate
with the remaining things. These attacks are created by using a fake identity. This attack
is implemented by using a single identity. If multiple identities are used to spoof them, it
comes under sybil attacks. Authors in [16], described replay attacks in the connected car.
It happens in the network or transportation layer. This is created when the hacker reuses
the previous packets. It plays with authorities and traffic in the network and may cause
transportation damage. Authors in [61-63], described routing attacks. Routing attacks
are from vulnerabilities and loopholes in the routing protocols. Routing attacks include
three types black hole attack, grey hole attack, and wormhole attack. A black hole attack is
created when one node is compromised or some cooperated nodes. Grey hole attack makes
attackers inject packets in a selective way; this attack is difficult to detect. A wormhole
attack creates when one or two nodes are compromised. Authors in [64,65], described
data falsification attacks. The received data should be accurate to avoid road accidents.
Undesired data may lead to fatal accidents. Attackers give false information and false safety
warnings to the driver that may lead to unwanted situations. This includes message tam-
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pering, suppression, and alteration to produce false information. For example, an attacker
can give false information regarding the route that may create some delay in reaching the
destination or chances of creating traps. Authors in [66], described eavesdropping attacks.
These attacks are difficult to detect as the attackers will not disturb the communication.
Attackers only listen to the information that is passing through the network and collect all
privacy details.

Smart features make life easier with connectivity such as Bluetooth. Authors in [67],
described password and key attacks. There are three kinds of attacks possible under this
category: dictionary attacks, brute force attacks, and rainbow table attacks. Dictionary
attackers use a list of words repeatedly to crack the password. Brute force attackers use
non-letter characters repeatedly to crack the password. Rainbow table attackers use hash
values to crack passwords or algorithms. Authors in [16], described the keyless entry or key
fob attacks. Attackers block the signals of the key while locking the car by using different
devices. These devices are hidden in secret places in the car park to block signals. In the
keyless entry, the signals to open the door are listened to by the attacker and replay those
signals to open the door.

In-vehicle connectivity includes the buses providing communication in the vehicle
systems. Authors in [68], Explained the CAN frame sniffing attack. Attackers can sniff the
malicious node in the CAN network and collect the data frames and interrupt the CAN
communication. Authors in [11], Explained the CAN frame falsifying attack. Attackers
create a fake CAN frame and send that frame into the network which leads to malicious
functions or interrupts communication. Authors in [69], explained the ethernet content-
addressable memory (CAM) table overflow. CAM attacks focus to disturb the media
access control (MAC) address of the in-vehicle communication. Attackers flood the random
packets with different MAC addresses into the network until the target ECU stops accepting
the MAC addresses. The CAM table of the target ECU becomes the reason behind it.
Authors in [70], Explained the LIN false frame attack. The attackers inject false frames
on the network in order to tamper with the slave node which leads to malfunctioning.
Authors in [71], explained the FlexRay full DoS attack and targeted DoS attack. The attacker
generates continuous dominant signals on the bus to disturb communication in a full DoS
attack. To achieve this, the attacker has to enable the transmitter pin to be low. In a targeted
DoS attack, the attackers disable the node to send the data to the target or make the data
unavailable to reach the target. To achieve this the attacker has to generate the continuous
dominant bit during the transmission which leads the receiver to start avoiding the data.
Attacks on the vehicle connectivity systems are mentioned in Table 2.

5.3. Attacks on Diagnostics

Diagnostics involves identifying the improper operations of the vehicle to cure those
to make the vehicle operate properly. OBD ports are present in the vehicle nowadays to
provide diagnostics to the vehicle by detecting problems in the ECU, sensor, and actuator
operations.

Authors in [72,73], discussed an in-vehicle access attack. The OBD port is the reason
behind the attack. OBD ports give gate passes to the attackers to enter the malware into the
vehicle. This causes attacks on vehicles and buses. Authors in [73], Explained OBD ports
are the reason for the CAN frame sniffing and CAN frame injection. If OBD provides access
to these two attacks it is easy for the attacker to take over the entire vehicle. Authors in [74],
explained control override attacks. This attacker downloads the OTA firmware and adds
the required malfunctions to control the vehicle. Authors in [72], explained the firmware
spoofing attack. FOTA is the new trend to send the firmware to update the flash memory of
the ECU over the air by the original equipment manufacturer (OEM). The attackers create
new firmware that can control the vehicle. Attacks on vehicle diagnostics are mentioned in
Table 2.
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Table 2. Possible attacks on the autonomous and connected vehicle.

Autonomous and

Connected Vehicle Sub-Systems Vulnerable Parts or Systems Attacks
Classification
FMCW radar Spoofing of radar [51]
Wheel speed sensor of ABS Disruptive attack and spoofing attack [52]
TPMS Eavesdropping attack [53]
GPS Location spoofing [54]
f
Safety systems ASS Lidar Replay attack [55], relay attack [18], blinding
attack [56], DoS attack [50]
. Blind spot exploitation attacks [57], sensor
Ultrasonic sensor interference attacks [57]
Camera Blinding attack [18], phantom attack [75,76]
Communication channel DoS fattack [58,5?], sybil attack [60],
impersonation attack [60]
Replay attack [16], data falsification
V22X
Network or transport layer attack [64,65], eavesdropping attacks [66]
. Black hole attack [61], grey hole attack [62],
Routing protocols wormbhole attack [63]
Connectivity Password attack [67], keyless entry
Smart features Key less entry system attacks [16], key fob attacks [16]
Frame sniffing attack [68], frame
CANbus falsifying attack [11]
In-vehicle Ethernet CAM attack [69]
LIN bus False frame attack [70]
FlexRay Full and target DoS attack [71]
In-vehicle buses In-vehicle access attack [72,73]
OBD port frame sniffing [73]
) . CAN bus .
Diagnostics frame injection [73]
Control override attacks [74]
FOTA Firmware

Spoofing attack [72]

6. Defenses or Countermeasures for Autonomous and Connected Vehicles

Attacks on automobiles are increasing rapidly. To ensure these attacks and to secure
the automobile mechanisms are required. These defenses are described in Table 3.

6.1. Defenses for V2X
6.1.1. Symmetric and Asymmetric Encryption

Cryptography is used to transfer data into encrypted data for communication. This
process is conducted with the help of keys and there are two types of cryptography tech-
niques symmetric encryption and asymmetric encryption. In symmetric encryption, a
single key is used for both encryption and decryption of the data as shown in Figure 6a.
These are mostly used in point-to-point communication and used in situations where data
is stored on the main server. This method is popular because easy to implement and se-
cure [22]. There are different ways to approach this encryption, the two-factor lightweight
privacy-preserving (2FLIP) algorithm works in two ways [76,77], pseudonymous authenti-
cation with conditional privacy (PACP) generates keys to authenticate the data [78], the
elliptic-curve digital signature (ECDSA) algorithm works in three ways: key and signa-
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ture generation and signature verification [79], secure and authenticated key-management
protocol (SAKMP) [80].

Data

o n
—> Em—

Encrypt

Public key Private key

L

Data Encrypted Data
> >|  data

Encrypt Decrypt
(b)

Figure 6. (a) Symmetric encryption (b) Asymmetric encryption.

In asymmetric encryption, two keys are used one is for encryption and another for
the decryption of data as shown in Figure 6b. The asymmetric method is slower than the
symmetric method because two keys are involved and more mathematical calculations
are involved in this process. Different ways to achieve this are the pseudonym-based au-
thentication method [81], privacy-preserving group communication scheme (PPGCV) [82],
temporary anonymous certified keys (TACKSs) [83], temporary authentication and revoca-
tion indicator (TARI) [84], and group signature and identity-based signature (GSIS) [85].

6.1.2. Intrusion Detection Systems (IDS)

Networks play an important role in a vehicle to keep connectivity and communication.
The automobile includes wired and wireless networks which are targets of the attacker.
IDS is a reliable method to secure networks. IDS is carried out by signature-based detection
and anomaly-based detection [86,87].

In this approach signatures of the various attacks are stored in the database and
retrieved to compare. If the comparison matches it detects the related attack shown in
Figure 7a. In [88] this method is shown for vehicle movement data and it can detect a
single fake vehicle and detect sybil attacks. In [89] a novel IDS was developed for detecting
false messages in VANETS. It uses a dynamic engine to analyze and monitor the data. The
detection rate of fake messages is very high with this method.
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Figure 7. (a) Signature-based detection (b) Anomaly-based detection.

The signature-based approach has the drawback of detecting new attacks. The
anomaly-based approach is designed to overcome it by predefining the baseline for normal
cases. If a new type of attack appears it will detect the abnormal conditions with baseline
as shown in Figure 7b. In [90] a presence evidence system (PES) was developed to detect
the sybil attacks. This method considers the analysis of signal strength distribution to
detect the vehicle location. If the vehicle’s position is known, then it is easy to detect sybil
attacks. In [91] an AECFV method was developed to detect blackhole, wormholes, and
sybil attacks. This kind of IDS is carried out in three levels of cluster members and heads
and roadside units with the help of a supervised machine learning algorithm. In [92] a
domain-aware IDS method was developed to detect falsification information. This method
used the ternary content addressable memories (TCAMSs) approach for achieving anomaly
IDS for the CAN bus to detect traffic on the CAN bus to find fake information.

6.1.3. Smart Features Defenses

In [93], cryptography is one of the mechanisms to overcome password and key attacks
by increasing key size, better algorithms, and secure passwords. In the future, it might be
easy to crack cryptography by using smart hacking methods; to prevent this, the authors
mentioned another method to secure passwords and keys. Multi-factor authentication is
the better approach, it provides multiple-layer security. Keyless entry and key fob attacks
come close to vulnerabilities. To ensure this [16] suggested using strong cryptography
algorithms with strong keys, passwords, and algorithms.

6.1.4. In-Vehicle Connectivity Defenses

In [68], a security protocol was proposed to secure the CAN bus using advanced
encryption standard (AES) encryption with a 32-bit message authentication code (MAC).
The first 16 bits are extended IDs, and the remaining 16 bits are cyclic redundancy check
(CRC) bits to make the CAN frame more robust. In [94], a secure specification was proposed
in ECU with a preloaded pattern to detect false frames of CAN and avoid false frames.
In [95], the proposed gateway firewall is the best solution to secure LIN, CAN, and FlexRay.
For secure communication, gateways need to develop firewalls. If the ECU is capable
of generating digital signatures or MAC, then the firewall’s purpose is to follow the
authorization given in the certificates of the ECU. Only authorized ECU can communicate
with the firewall. In [69], the proposed convolutional neural network (CNN) IDS is used to
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avoid attacks on the Ethernet. This model is tested for audio and video packets carried by
the Ethernet.

6.2. Defenses for Safety Systems
6.2.1. Countermeasures on Radar and GPS

In [96], the filter method is explained to avoid undesired digital radio frequency
memory (DRFM) signals to prevent jamming and spoofing attacks created using DRFM
repeaters. In [97], a novel spatiotemporal challenge response (STCR) method was used
to detect the spoofing attacks made with multiple-input and multiple-output (MIMO)
antennae and multiple beam forming. If reflected signals cross the threshold value of noise
those are considered undesired signals. In [98], a signal encryption approach used analysis
of drift, and direction of the upcoming signal to prevent GPS spoofing. In [67], two ways
were provided to protect from GPS spoofing checking of GPS signals for threshold value if
exceeds it leads to malfunction, and cryptography for GPS signal.

6.2.2. Countermeasures on TPMS and WSS

In [99], it was suggested to use TPMS when signal propagation is within limits. In [100],
an anonymity encryption and certificate approach were proposed to secure the location
from the usage data. In [101], physical challenge-response authentication (PyCRA) was
used to protect WSS; this is based on inductive type sensors or magnetic encoders. This
method deals to secure analog data before it is converted into digital data and follows the
laws of physics. So, it is difficult for attackers to attack magnetic encoders.

6.2.3. Countermeasures on Lidar

Few studies proved that relay and replay attacks are related to spoofing and jamming
attacks. If spoofing and jamming are controlled, it reduces the probability of relay and
replay attacks. In [102], side-channel information was used to avoid spoofing that attack-
injected messages are unknown to the side channel secret keys. In [18], it was suggested
to vary the wavelengths of the lidar signals. It is difficult for the attacker to detect rapid
changes in the wavelength. In [18], it was suggested that increasing the number of objects
sensed by the lidar at a time prevents a DoS attack.

6.2.4. Countermeasures on Ultrasonic Sensors and Camera

In [102], a method to use a backup camera along with an ultrasonic sensor was
proposed to detect thin objects to avoid physical attacks and relate the sensors while starting
the vehicle to avoid tampering and sensor interference attacks. Algorithms suggested
obtaining 360 degrees of sensor details that help in detecting blind spots. In [18], using
inferred light filters or photochromic lenses was suggested. Inferred light filters are used
to prevent inferred rays during the daytime. Photochromic lenses only allow a certain
range of wavelengths. These methods can avoid the blinding camera. In [75], a model that
can detect the spoofing of cameras with phantoms was designed. This model can detect
phantoms 0.99 AUC.

6.3. Defenses for Diagnostics

In [47], a role-based access control (RBAC) was proposed with an end-to-end mech-
anism to secure the OBD port. This denies unauthored access that disturbs the vehicle
functionality. This system is independent of automotive open system architecture (AU-
TOSAR) and is architecture-independent. In [103], it was suggested to follow a balanced
approach to protecting the in-vehicle connectivity from OBD attacks. OEMs have to follow
the granular access control policy and authentication schemes while giving access to the
OBD ports in service centers. Then, only certified service centers have access to the OBD
port. In [104], a secure protocol was proposed to secure FOTA. The protocol provides
integrity, confidentiality, authentication, and freshness value to the data. Authenticators
sign the packets and symmetric keys are used to encrypt the packets; this protocol requires
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low memory. In [105], ECU self-verification was proposed to secure FOTA updates. A
code is sent along with the firmware to the ECU. Then the ECU verifies the code to check
integrity once verification is conducted then flashes the code.

Table 3. Defenses for attacks on autonomous and connected vehicles.

Autonomous and Connected
Vehicle Classification

Sub-Systems Defenses or Countermeasures

Safety systems

Filter method [96], STCR [97], PyCRA [101], anonymity
encryption [100], signal encryption [98], side channel
approach [102], increasing objects [18], camera integration [102],
inferred light filters [18], photochromic lenses [18]

ASS

Connectivity

2FLIP [77], SAKMP [80], GSIS [85], novel IDS [89], TACKSs [83],
V2x AECFV [91], PACP [78], domain aware IDS [92], ECDSA [79],
PPGCV [82], TARI [84],

Smart features Multifactor authentication [93], cryptography [16]

AES encryption [68], domain aware IDS [92], CNN IDS [69],
secure ECU [94], gateway firewall [95]

In-vehicle

Diagnostics

OBD port RBAC [47], balanced approach [103]
FOTA secure protocol [104], ECU self-verification [105]

7. Result of Analysis

Table 4 is the result of the review of possible attacks and defenses of autonomous and
connected vehicles. Attacks on safety systems are due to vulnerabilities in sensors, and
attacks on connectivity are because of vulnerabilities present in networks, and commu-
nication protocols. Attacks on diagnostics are due to low security at the OBD port and
fewer security layers of the firmware. Implementing the available defenses and ensuring
countermeasures increases the security level of the autonomous and connected vehicle.

Table 4. Result of the review.

Key Element
Classification

Type of Division Attacks Defenses

Safety

ASS

Spoofing of radar [51] Filter method [96], STCR [97]

Disruptive attack and spoofing attack
on WSS [52]

Eavesdropping attack on TPMS [53] Anonymity encryption [100]

PyCRA [101]

GPS location spoofing [54] Signal encryption [98]
Lidar replay attack [55]
Lidar relay attack [18] Side channel approach [102]
Lidar blinding attack [56]
Lidar DoS attack [50] Increasing objects [18]

Blind spot exploitation attacks on
ultrasonic sensor [57]

Camera integration [102], Algorithms
Sensor interference attacks on & [102], Alg

ultrasonic sensor [57]

Inferred light filters [18], photochromic
lenses [18]

Phantom attack on camera [75,76] Model to avoid phantoms [75]

Blinding attack on camera [18]
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Table 4. Cont.

é(leal}s,s];:fliiglt?:; Type of Division Attacks Defenses
DoS attack [58,59] 2FLIP [77], SAKMP [80], GSIS [85]
Impersonation attack [60] SAKMP [80], novel IDS [89]
Sybil attack [60] TACKSs [83], AECFV [91]
Replay attack [16] PACP [78], SAKMP [80]
V2X Black hole routing attack [61]
Connectivity Grey hole routing attack [62] AECFV [91]
Wormbhole routing attack [63]
Data falsification attack [64,65] Domain aware IDS [92], novel IDS [89]
Eavesdropping attacks [66] PACP [78], Tacks [83]
Password attack [67] Multifactor authentication [93]
Smart features Key less entry attacks [16]
cryptography [16]
Key fob attacks [16]
CAN frame sniffing attack [68] AES encryption [68]
CAN frame falsifying attack [11] AES encryptioIIE)[S&[Sg,Z})omain aware
In-vehicle Ethernet CAM attack [69] CNN IDS [69]
LIN false frame attack [70] Secure ECU [94]
FlexRay full DoS attack [71] Domain aware IDS [92],
FlexRay targeted DoS attack [71] Gateway firewall [95]
In-vehicle access attack [72,73]
OBD port CAN frame sniffing [73] RBAC [47], balanced approach [103]
Diagnostics CAN frame injection [73]
Control override attacks [74] secure protocol [104]
FOTA firmware spoofing attack [72] ECU self-verification [105]

8. Recommendations and Scope

An automobile is fully loaded with electronic devices to make it a modern vehicle.
Electronics present in the vehicle are vulnerable for attackers to hack which may be sensors,
controllers, networks, etc. This article helps us understand possible attacks on the sys-
tems designed for safety, and connectivity features such as V2X, smart features, in-vehicle
communication buses, and diagnostics such as OBD ports and FOTA updates. Recommen-
dations are to work on defenses for the attacks; the provided defense may have loopholes
or small limits that may become an advantage to the attackers. If the defenses are stronger
it will be difficult for an attacker to attack.

The future direction in this area is to take countermeasures for the sensors, work on
secure onboard communication (SecOC) for protecting communication protocols, and the
update framework (TUF) kind of FOTA for securely updating ECUs.

9. Conclusions

Vulnerabilities to attack an automobile are increasing due to the integration of electron-
ics in the vehicle. A vehicle has become a daily need nowadays, electronics are integrated
to develop smart systems to sense surrounding environments, assist drivers, increase user
comfort, and avoid accidents. Electronics consists of vulnerabilities, so attackers focus
on those vulnerabilities to attack the vehicle. This article provided numerous attacks on
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autonomous and connected vehicles and countermeasures to overcome attacks. Primarily
attack areas of the vehicle are classified into three regions safety systems, connectivity, and
diagnostics. We collected all possible attacks in this classification and countermeasures
are presented for the same. This analysis of attacks and defenses helps researchers and
engineers to know about existing attacks and vulnerabilities. In addition to this, domain
analysis is provided that helps researchers to select this domain, and recommendations
and future directions are provided to pursue work in this area.
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