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Abstract: Blockchain can be realized as a distributed and decentralized database, also known as
a “distributed ledger,” that is shared among the nodes of a computer network. Blockchain is a form
of democratized and distributed database for storing information electronically in a digital format.
Under the framework of Industry 4.0, the digitization and digitalization of manufacturing and
production systems and networks have been focused, thus Big Data sets are a necessity for any
manufacturing activity. Big Data sets are becoming a useful resource as well as a byproduct of
the activities/processes taking place. However, there is an imminent risk of cyberattacks. The
contribution of blockchain technology to intelligent manufacturing can be summarized as (i) data
validity protection, (ii) inter- and intra-organizational communication organization, and (iii) efficiency
improvement of manufacturing processes. Furthermore, the need for increased cybersecurity is
magnified as the world is heading towards a super smart and intelligent societal model, also known as
“Society 5.0,” and the industrial metaverse will become the new reality in manufacturing. Blockchain
is a cutting-edge, secure information technology that promotes business and industrial innovation.
However, blockchain technologies are bound by existing limitations regarding scalability, flexibility,
and cybersecurity. Therefore, in this literature review, the implications of blockchain technology for
addressing the emerging cybersecurity barriers toward safe and intelligent manufacturing in Industry
5.0 as a subset of Society 5.0 are presented.
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1. Introduction

Blockchain technology can be defined as a growing list of records, which are known
as blocks. The innovation of blockchain technology, beyond the creation and maintenance
of a continuous list of records, is the improvement of digital transaction security and
anonymity based on the implementation of cryptography algorithms. For a peer to insert a
new block into the blockchain, that specific block must be followed by a cryptographic hash
(i.e., a unique code) that is connected to the preceding block. Each new block consists of two
key parts, namely the block header and the block body. The structure of the block header
includes the version number, a timestamp, a target hash bit of the current block, a nonce,
the hash value of the previous block, and a Merkel root. The detailed data of transactions
are stored in the block body. More specifically, additional attributes, such as a timestamp,
and transaction data are also included in the new block, thus ensuring the continuity of
the information. Consequently, it becomes apparent that the blockchain is by definition
resistant to modification of its data. Timestamping and hashing processes are required
before a new block is added to the chain; thus, the data of the blockchain can be traced
back and are transparent to everyone who participates in the blockchain. Essentially, the
blockchain can also be considered a distributed, shared database. In Figure 1, the operating
principle of the blockchain for the addition of new blocks is described.
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Figure 1. The operating principle of blockchain. 

One of the most important processes that take place in the blockchain is “mining.” 
The term “mining” is loosely defined by many as the process of creating, i.e., digitally 
generating, new cryptocurrency coins. 

However, it is a much more involving process that is used for the validation of digital 
transactions and thus the creation of new blocks in the chain, i.e., the digital and distrib-
uted ledger. One of the most important processes in the blockchain is the admission of the 
required rights to the miners in order to add a new block and consequently to create the 
latest version of the blockchain. Therefore, whenever a new block is added to the chain, a 
new link is created starting from the initial block, the so-called “genesis block,” creating a 
continuous history of transactions. The mining operation is accompanied by the consen-
sus agreement process, which is investigated in the following paragraphs. The consensus 
process is required since the digital ledger lacks a centralized authority. Consequently, 
the miners are rewarded for their work securing the network with the provision of new 
digital coins (cryptocurrency). 

The infrastructure of the blockchain can be realized as a six-layer framework (Figure 
2), namely (i) application, (ii) contract, (iii) incentive, (iv) consensus, (v) network, and (vi) 
data layers. More specifically, in the application layer, a plethora of application scenarios 
are included. Then, the contract layer compiles the necessary algorithmic backend, e.g., 
code scripts, algorithms, and smart contracts. The incentive layer is used in conjunction 
with the consensus layer to ensure the reward of each node for the work accomplished on 
the network. The latter can be realized by the issuance of tokens to the miners after the 
completion of their task. Among the most important layers is the consensus layer, which 
encapsulates the consensus mechanism. The consensus mechanism is important in the 
current blockchain implementations (i.e., permissioned blockchains) since it provides the 
necessary framework for all the participants of the blockchain (i.e., the nodes) to achieve 
agreement. It is stressed that two types of blockchain exist considering the admittance of 
new nodes: permissioned and permissionless blockchain [1–3]. The network layer consists 
of the networking functionalities required for the communication between the nodes, the 
data exchange framework, and the data verification framework. Finally, the data layer 
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One of the most important processes that take place in the blockchain is “mining.”
The term “mining” is loosely defined by many as the process of creating, i.e., digitally
generating, new cryptocurrency coins.

However, it is a much more involving process that is used for the validation of
digital transactions and thus the creation of new blocks in the chain, i.e., the digital and
distributed ledger. One of the most important processes in the blockchain is the admission
of the required rights to the miners in order to add a new block and consequently to
create the latest version of the blockchain. Therefore, whenever a new block is added
to the chain, a new link is created starting from the initial block, the so-called “genesis
block,” creating a continuous history of transactions. The mining operation is accompanied
by the consensus agreement process, which is investigated in the following paragraphs.
The consensus process is required since the digital ledger lacks a centralized authority.
Consequently, the miners are rewarded for their work securing the network with the
provision of new digital coins (cryptocurrency).

The infrastructure of the blockchain can be realized as a six-layer framework (Figure 2),
namely (i) application, (ii) contract, (iii) incentive, (iv) consensus, (v) network, and (vi)
data layers. More specifically, in the application layer, a plethora of application scenarios
are included. Then, the contract layer compiles the necessary algorithmic backend, e.g.,
code scripts, algorithms, and smart contracts. The incentive layer is used in conjunction
with the consensus layer to ensure the reward of each node for the work accomplished on
the network. The latter can be realized by the issuance of tokens to the miners after the
completion of their task. Among the most important layers is the consensus layer, which
encapsulates the consensus mechanism. The consensus mechanism is important in the
current blockchain implementations (i.e., permissioned blockchains) since it provides the
necessary framework for all the participants of the blockchain (i.e., the nodes) to achieve
agreement. It is stressed that two types of blockchain exist considering the admittance
of new nodes: permissioned and permissionless blockchain [1–3]. The network layer
consists of the networking functionalities required for the communication between the
nodes, the data exchange framework, and the data verification framework. Finally, the
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data layer encapsulates the data included in the blocks and supports the encryption and
timestamp processes.
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Based on the above-mentioned, this review paper investigates several challenges and
research directions of blockchain integration in the metaverse. The key challenges and
contributions of the presented research work are listed below:

• Significant technical challenges still need to be addressed:

# Cybersecurity issues;
# Energy consumption of blockchain;
# Interoperability.

• Regulatory challenges protecting human rights:

# Privacy issues;
# Web 3.0’s copyright promises to support the creator economy by ensuring the

fair use of assets;
# Enforceability of regulatory frameworks.

• Economic challenges for a successful metaverse:

# Stability of tokens, currencies, and blockchain systems;
# The high concentration of financial players and institutions in the metaverse.

• Ethical challenges for a human-centric metaverse:

# What ethical standards and limitations will govern this new cyber-physical
metaverse, where identity will be a fluid concept and regulatory oversight will
be weak?

• 5G technology opportunities:

# Immersion;
# Immediacy;
# Consistency.

• Blockchain-as-a-service and application programming interface (API) opportunities.

2. Historical Evolution of the Blockchain

In the following Figure 3, the key milestones achieved from the mid-seventies up to
2019 are illustrated. This serves as an indication of the importance of cryptography as well
as the development of algorithms and frameworks for the improvement of security in data
transmission for digital transactions.
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In the timeline presented in Figure 3, the cornerstone algorithmic developments
regarding blockchain are illustrated. However, as it will be discussed in greater detail
in the next section, five distinct evolutions for blockchain can be extracted in parallel to
the Industrial Revolution. In the following paragraph, the blockchain revolutions are
presented, discussed, and compared with each other to highlight the key accompanying
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technological advances. In Figure 4, the historical evolution of blockchain is illustrated
from the perspective of five distinct eras. In the illustration, the chronological boundaries
are also set to facilitate the reader’s comprehension of the evolution of blockchain along
the technological, industrial, and societal evolution through the years.

Appl. Sci. 2023, 13, 1353 5 of 29 
 

discussed, and compared with each other to highlight the key accompanying technologi-
cal advances. In Figure 4, the historical evolution of blockchain is illustrated from the per-
spective of five distinct eras. In the illustration, the chronological boundaries are also set 
to facilitate the reader’s comprehension of the evolution of blockchain along the techno-
logical, industrial, and societal evolution through the years. 

 
Figure 4. Evolution from Blockchain 1.0 up to Blockchain 5.0. 

2.1. Blockchain 1.0 
In the early 1990s, research efforts were focused on the design and development of 

suitable frameworks for the digitization of transactions in an attempt to facilitate transac-
tions in industries and institutions. The Blockchain 1.0 era is dated from 2008 to 2013. The 
research efforts yielded interesting results in the field of cryptocurrencies, so that users 
from both parties can trade without the need for traditional centralized systems [4]. How-
ever, one of the key issues following the introduction of digital transactions and crypto-
currencies is double spending. Double spending induces additional risks of fraudulent 
activities. 

Consequently, the first generation of blockchain, i.e., Blockchain 1.0, evolved on the 
principle of Digital Ledger Technology (DLT), which has enabled all the participants of a 
distributed network to keep track of a common record and thus eliminate certain chal-
lenges, such as double spending [5]. As a result, Bitcoin, the first type of cryptocurrency, 
has been developed and released by Satoshi Nakamoto in 2008, based on the principle of 
decentralization, promising security, verifiability, and efficiency of digital transactions [6]. 
Taking into consideration the above-mentioned, the key benefits of Blockchain 1.0 can be 
summarized as follows: 
• Enhanced network reliability is achieved by masking the identity of users or organi-

zations, thus increasing the privacy of users. 
• Transparent communication between the network participants is possible as long as 

the users satisfy the conditions of the consensus mechanism. 
• Operation costs are reduced due to the use of a decentralized and distributed net-

work versus the higher cost of conventional systems. 
In Figure 5, the workflow of bitcoin transactions between two users is illustrated 

based on the framework of blockchain technology. The concept illustrated below involves 

Figure 4. Evolution from Blockchain 1.0 up to Blockchain 5.0.

2.1. Blockchain 1.0

In the early 1990s, research efforts were focused on the design and development of
suitable frameworks for the digitization of transactions in an attempt to facilitate transac-
tions in industries and institutions. The Blockchain 1.0 era is dated from 2008 to 2013. The
research efforts yielded interesting results in the field of cryptocurrencies, so that users from
both parties can trade without the need for traditional centralized systems [4]. However,
one of the key issues following the introduction of digital transactions and cryptocurrencies
is double spending. Double spending induces additional risks of fraudulent activities.

Consequently, the first generation of blockchain, i.e., Blockchain 1.0, evolved on
the principle of Digital Ledger Technology (DLT), which has enabled all the participants
of a distributed network to keep track of a common record and thus eliminate certain
challenges, such as double spending [5]. As a result, Bitcoin, the first type of cryptocurrency,
has been developed and released by Satoshi Nakamoto in 2008, based on the principle of
decentralization, promising security, verifiability, and efficiency of digital transactions [6].
Taking into consideration the above-mentioned, the key benefits of Blockchain 1.0 can be
summarized as follows:

• Enhanced network reliability is achieved by masking the identity of users or organiza-
tions, thus increasing the privacy of users.

• Transparent communication between the network participants is possible as long as
the users satisfy the conditions of the consensus mechanism.

• Operation costs are reduced due to the use of a decentralized and distributed network
versus the higher cost of conventional systems.

In Figure 5, the workflow of bitcoin transactions between two users is illustrated based
on the framework of blockchain technology. The concept illustrated below involves the
most simple form of transaction, i.e., the transfer of cryptocurrency from user X to user Y.
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Despite the added value in digital transactions, the first generation of blockchain has
unveiled some key challenges requiring further elaboration [7]. Among these challenges are:

• For the validation of transactions, miners are obliged to work simultaneously in order
to solve a cryptographic puzzle and adhere to the principles of the Proof of Work (PoW)
consensus mechanism. By extension, multiple computing resources and increased
computational time are required. Therefore, PoW is not efficient enough.

• Due to the increased computational time and computational resources required, delays
in the execution of transactions are induced in the system, which leads to a less-than-
optimal user experience.

• Security risks are still present, as there might be corrupt miners within the network
who try to corrupt the ledger in an attempt to extract additional revenue/rewards.

2.2. Blockchain 2.0

The second generation of blockchain, i.e., Blockchain 2.0, is dated from 2013 to 2015.
The technological advancements of the second generation have been focused on tackling
the challenges that emerged during the first era. The key issues are the increased utilization
of resources, increased computational time, and poor network scalability. In an attempt
to tackle the above-mentioned, a new solution, also known as smart contracts, has been
introduced. The implementation of smart contracts works in conjunction with the PoW
consensus mechanism [8]. As indicated in the research work of Saini et al., in 2021 [9], the
smart contract can be realized as a self-executable code that is part of the blockchain, to
eliminate the risk of interruption. However, it has to be stressed that smart contracts should
not be compared with or confused with traditional contracts. In the following Table 1,
a comparative analysis between the two types of contracts is presented to highlight their
similarities and key differences.

Table 1. Comparison of a traditional contract versus a smart contract.

Parameter Traditional Contract Smart Contract

Documents required Several legal documents required None
Transaction settlement time Several hours ≤60 s
Availability Time-consuming Easily and readily available
Processing method Manual Automatic
Security Limited Cryptographic security
Transaction cost Expensive Virtually free
Signature Manual Digital
Operation mode Manual Automatically triggered

From reference [10], a new blockchain platform, also known as the Ethereum platform,
that exploits smart contracts, was developed in 2015 (Figure 6). Specifically, on the Ethereum
platform, Solidity is utilized for the scripting of the smart contracts, which is a high-level
object-oriented programming language. The cryptocurrency used on the Ethereum platform
is ether.
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Similarly, the key implications of the adoption of Blockchain 2.0 can be summarized
in [11]:

• The addition of Ethereum to Blockchain 2.0 has extended its usability for financial
organizations as a result of its enhanced security and privacy.

• The level of transparency in the communication between users has been enhanced by
the integration of smart contracts.

• By integrating smart contracts, an increased data rate for digital transactions can
be achieved.

In Figure 7, a typical workflow and the steps and processes involved in a smart contract
between two peers are illustrated. As can be seen from the illustration, the exchange of the
assets is efficiently performed, and if only, then the smart contract conditions are satisfied.
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2.3. Blockchain 3.0

Considering the discussion of the two previous blockchain generations, it can be
concluded that the key issue in the network is a lack of scalability. The utilization of
the PoW mechanism requires excessive computational time and resources. Consequently,
in the new era of blockchain, i.e., Blockchain 3.0, new techniques have been introduced,
such as sharding and decentralized applications (DApps). The third era of blockchain is
chronologically placed between 2015 and 2017. However, it is stressed that the concept of
smart contracts has been preserved. DApps mainly work in the backend to provide the
network users and applications with the necessary connectivity with the smart contract in
a distributed manner; thus, the operation of a centralized server is no longer required in
the blockchain network [12]. Alternatively, sharding resembles a new technique that can be
used for the improvement of network scalability. More specifically, sharding is used to split
the existing network into a cluster of smaller networks/groups. Furthermore, in Blockchain
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3.0, the consensus mechanisms have also been revised. Towards this direction, instead
of relying solely on the implementation of the PoW mechanism, additional mechanisms,
such as Proof of Stake (PoS), Proof of History (PoH), Proof of Activity (PoA), and Proof of
Authority (PoA), have been investigated. A list of the available consensus mechanisms
available to date is presented in Figure 8. Ultimately, the combination of the consensus
mechanisms and the sharding technique targets the enhancement of user privacy and
the improvement of trust. Consequently, intrusions targeted at the identification of the
transaction’s identity are more easily blocked since they are processed by different blocks.

Appl. Sci. 2023, 13, 1353 8 of 29 
 

users and applications with the necessary connectivity with the smart contract in a dis-
tributed manner; thus, the operation of a centralized server is no longer required in the 
blockchain network [12]. Alternatively, sharding resembles a new technique that can be 
used for the improvement of network scalability. More specifically, sharding is used to 
split the existing network into a cluster of smaller networks/groups. Furthermore, in 
Blockchain 3.0, the consensus mechanisms have also been revised. Towards this direction, 
instead of relying solely on the implementation of the PoW mechanism, additional mech-
anisms, such as Proof of Stake (PoS), Proof of History (PoH), Proof of Activity (PoA), and 
Proof of Authority (PoA), have been investigated. A list of the available consensus mech-
anisms available to date is presented in Figure 8. Ultimately, the combination of the con-
sensus mechanisms and the sharding technique targets the enhancement of user privacy 
and the improvement of trust. Consequently, intrusions targeted at the identification of 
the transaction’s identity are more easily blocked since they are processed by different 
blocks. 

 
Figure 8. Consensus Mechanisms in Blockchain Technology [13]. 

The backbone of all cryptocurrency blockchains is formed by consensus mechanisms. 
Essentially, consensus mechanisms are responsible for the security issues of the block-
chain. In order to ensure that every node participating in a blockchain network agrees on 
a singular version of the ledger, consensus mechanisms are necessary. Consensus mecha-
nisms can be realized as a set of rules that facilitate the protection of networks from mali-
cious behavior and cyberattacks. There are several types of consensus mechanisms, which 
mainly differ in the energy requirements, the security level they offer, and the scalability 
level. In the following paragraphs, the most common consensus mechanisms are pre-
sented and discussed. 

Figure 8. Consensus Mechanisms in Blockchain Technology [13].

The backbone of all cryptocurrency blockchains is formed by consensus mechanisms.
Essentially, consensus mechanisms are responsible for the security issues of the blockchain.
In order to ensure that every node participating in a blockchain network agrees on a sin-
gular version of the ledger, consensus mechanisms are necessary. Consensus mechanisms
can be realized as a set of rules that facilitate the protection of networks from malicious
behavior and cyberattacks. There are several types of consensus mechanisms, which mainly
differ in the energy requirements, the security level they offer, and the scalability level.
In the following paragraphs, the most common consensus mechanisms are presented
and discussed.

2.3.1. Proof of Work (PoW)

The first consensus mechanism ever implemented on the blockchain is the so-called
Proof of Work (PoW). PoW is considered the most reliable and secure mechanism so far
implemented on the blockchain, despite the underlying scalability issues. Regarding
mining, PoW offers equally to all users the capability to “mine” a new block in the network.
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Consequently, the pool of miners competes against each other in order to solve very
complex cryptographic mathematical problems. The miner who wins is the first to calculate
a 64-digit hexadecimal number, i.e., the hash number, thus granting the miner the necessary
rights to verify the transaction on the ledger and award them with cryptocurrency tokens.
Consequently, PoW requires large amounts of computational resources and energy for the
creation and addition of new blocks, and by extension, the operating costs are high.

2.3.2. Proof of Stake (PoS)

In a Proof of Stake (PoS) system, the miners are required to pledge a certain number of
tokens from their account, also known as “staking,” so that they can be randomly selected
as validators. The selection of the miners is dependent on the amount of cryptocurrency
available. In comparison to PoW, PoS only rewards the miner with transaction fees instead
of additional cryptocurrency. Considering the operating principle of PoS vs. PoW, the for-
mer is more environmentally friendly since the miner’s computational resources are not the
highest criterion. Furthermore, PoS is more resistant to 51% of attacks. It becomes apparent
that PoS is profitable for miners/users who possess a higher number of tokens, which by
extension can lead to centralization, which is generally not wanted in blockchain networks.

2.3.3. Delegated Proof of Stake (DPoS)

This consensus mechanism can be considered a revision of PoS. The revision is about
the selection of candidate miners, which is based on a network voting system. The users
of the network are provided with the rights to vote for the suitable nodes, which have the
necessary credentials for producing new blocks. Voters gain their right to vote by adding
their tokens to a staking pool. Each vote is weighted based on the stake size the user has
put in the stake pool. Whenever a digital transaction is verified, the elected witnesses are
rewarded, and they are responsible for sharing the reward with their voters. Considering
that voters pledge an amount of their tokens and then vote on the suitability of nodes to
contribute to the blockchain process, DPoS is a more democratic and efficient consensus
mechanism than its predecessor.

2.3.4. Proof of Activity (PoA)

From the combination of PoW and PoS mechanisms, the Proof of Activity (PoA)
mechanism has been derived. Following the mining process of PoW, in PoA, the pool
of miners competes in order to solve a difficult mathematical problem and rely on their
computational resources. As soon as a block has been mined, the PoS mechanism is
employed so that the details of the new block are shared with the rest of the network.
Subsequently, a group of randomly selected validators is responsible for signing off on the
hash and ultimately validating the addition of the new block. In a similar fashion, in PoA,
the possibility of a validator being selected is affected by the validator’s total holds, and
the rewards are shared between the miners and the validators.

2.3.5. Proof of Authority (PoA)

In blockchains implementing the Proof of Authority (PoA) consensus mechanism, val-
idators are selected based on their reputation ranking. In PoA, validators are not based on
cryptocurrency coins; instead, they use their reputation in order to gain the necessary rights
required for the block validation. PoA is differentiated from the mechanisms discussed so
far since the identity of the validator is revealed to the network. Another advantage of the
PoA mechanism is its minimal computing power requirements, which makes it a suitable
solution for private networks.

2.3.6. Proof of Burn (PoB)

Another alternative consensus mechanism to the PoW that is more sustainable is the
so-called Proof of Burn (PoB). The innovation of the PoB relies on the process of burning
a predefined number of tokens in order to provide the miner with the necessary block
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mining rights. However, the burning process has to be verifiable. For example, miners
send the tokens to a predefined address, from where they cannot be recovered or spent. By
increasing the number of tokens burned, the possibility of a miner being selected increases.
However, it is stressed that burnt coins cannot be retrieved and sold by their owners.
As a result, this method promotes the long-term commitment of miners to the network.
However, investing coins through the process of “burning” leads to a currency shortage,
which in turn facilitates limiting inflation.

2.3.7. Proof of Capacity/Proof of Space (PoC/PoSpace)

Proof of Capacity (PoC), which is also known as Proof of Space (PoSpace), is based on
the utilization of a mining algorithm in which the main selection criterion is the available
space on the miner’s hard drive, for granting the mining rights to the miners, instead
of making suggestions based on the available computational power or coins staked. In
PoC, all the possible hashes are generated beforehand by the miners as part of the plotting
process. Due to the limited specialized equipment required, PoC is suitable for commercial
use by individuals who are willing to participate in the network. Consequently, PoSpace
is a good alternative since fewer energy resources are required and it is based on a more
decentralized framework.

2.3.8. Proof of Elapsed Time (PoET)

Proof of Elapsed Time (PoET) promotes trusted computing in order to enforce the
implementation of the random waiting times methodology for the creation of new blocks on
the network, and it has been mainly implemented on permissioned blockchain platforms. In
2016, Intel developed PoET based on specialized CPU instructions, also known as software
guard extensions (SGX). In PoET, the miners are randomly assigned waiting times. As soon
as a node is assigned a waiting time, it goes into standby mode. Consequently, the node with
the shortest waiting time is granted mining rights. The principle of randomization applied
to PoET helps ensure equality and fairness in the selection of miners within the network.

2.3.9. Proof of History (PoH)

Proof of History (PoH) is based on the provision of proof of historical events. PoH has
been developed by Solana. Its distinguishing characteristic is the ability to build timestamps
into the blockchain network itself, based on the utilization of a sequential-hashing verifiable
delay function (VDF) SHA-256. The output of a transaction is used as the input for the
next hash, thus creating a continuum of transactions, i.e., a continuum of historical events.
Among the key implications of PoH is that VDF can only be executed by a single CPU core,
making it a more environmentally friendly mechanism and reducing computational time
and resources.

2.3.10. Proof of Importance (PoI)

Proof of Importance (PoI) can be realized as a combinatorial consensus mechanism
that is based on several criteria for the selection of miners, such as network activity, the
number and size of transactions within a timeframe of thirty days, and cryptocurrency
vested. Based on the above-mentioned criteria, a score is automatically calculated for each
node, which is later used for selecting the appropriate miner. In comparison to PoS, PoI
utilizes additional metrics, thus eliminating the tendency to inherently reward richer users.
This is accomplished by considering the contribution of the user to the blockchain network.

Another innovation introduced under the framework of Blockchain 3.0 is the elimina-
tion of miners as well as the transaction fee required for the validation of the transactions.
The above-mentioned have been replaced by an integrated mechanism, which is also facili-
tating the reduction of transaction costs [14,15]. The key difference from the transition from
Blockchain 2.0 to Blockchain 3.0 is focused on the adaptation of additional consensus mech-
anisms (see Figure 8) along with the introduction of DApps for making smart contracts
even more visible and accessible to the network users [16].
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So far, in the previous paragraphs, the innovations of Blockchain 3.0 in contrast to the
previous generations have been discussed. Despite the increasing integration of blockchain
in a plethora of industries and organizations, innovative digital technologies, such as
AI, have not been integrated. Another limitation is that in Blockchain 3.0, consensus
mechanisms are more complex and must be implemented along with smart contracts.

2.4. Blockchain 4.0

So far, the previous blockchain generations have not yet adequately achieved the
industrial goals; thus, the needs of industries relevant to the technological pillars and
advancements of Industry 4.0 are still open for further development [17]. For example,
to achieve the required level of industrial automation, a new generation of blockchain is
required. The key requirements of Industry 4.0 are the integration of cybersecurity and
innovative technologies such as supply chain management [18], the Internet of Things (IoT),
and AI. Therefore, the introduction of a new blockchain era, under the name “Blockchain
4.0,” following the technological advances to serve businesses with enhanced privacy,
security, transparency, and data integrity is required [19]. As a result, InterValue has been
utilized for the creation of a Blockchain 4.0 platform. The main target of InterValue with
Blockchain 4.0 is to create an improved version of a Directed Acyclic Graph (DAG) with
improved scalability, usability, and reliability [20,21].

Blockchain 4.0 applications and their application in various industrial sectors have
been discussed in several publications due to the improvements versus its previous genera-
tions in terms of scalability, interoperability, and transaction rate [22]. Growing technologies
such as blockchain and software-defined networking (SDN) can be used to build secure
systems and guarantee secure network connectivity [23]. As a result, in the near future,
improvements regarding aspects such as scalability, security, and transparency of the
blockchain network are to be expected for industrial implementations.

Based on the discussion in the previous paragraphs regarding the discrete evolutions
of blockchain, the following comparative table (Table 2) has been compiled in order to
explicitly highlight the key implications of the blockchain evolutions, taking into considera-
tion various parameters, among them the key technology used, the consensus mechanism,
the data rate for the completion of digital transactions, etc.

Table 2. Comparative analysis of blockchain evolutions.

Parameter Blockchain 1.0 Blockchain 2.0 Blockchain 3.0 Blockchain 4.0

Underlying
technology

Distributed ledger
technology (DLT) Smart contracts

Decentralized
Applications
(DApps)

Blockchain with AI

Consensus
mechanism Proof of Work Delegated Proof

of Work
Proof of Stake,
Proof of Authority Proof of Integrity

Validation By miners
Through smart
contracts and
miners

In-built
verification
mechanism via
DApps

Automated
verification
via sharing

Scalability Non-scalable Poorly scalable Scalable Highly scalable

Intercommunication Not possible Not possible Possible Possible

Data rate 7 TBS 15 TBS 1000 s of TBS 106 TBS

Cost Expensive Cheaper More cheaper Cost effective

Energy
consumption Highest Moderate Energy efficient Highly efficient

Example Bitcoin Ethereum IOTA, Cardano,
Anion SEELE, Unibright

Application Financial sector Non-financial
sector Business platforms Industry 4.0
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3. Beyond the Current Implementations—Blockchain 5.0

Considering the discussion of the previous section, the past blockchain generation
provided various benefits by exploiting key digital technologies. During the last decades
and through the various blockchain eras discussed earlier, it has become evident that
research efforts are focused on key aspects, such as the cost efficiency of this technology as
well as the speed of transaction execution/completion measured in terms of data rate. In the
last few years, energy efficiency has been among the top requirements since cryptocurrency
mining has formed a growing global community with companies creating miner farms.
Such miner farms, in pursuit of awards, solve complex cryptographic puzzles, which
require tremendous computational power and time. To put this in perspective, the Bitcoin
community consumes approximately one hundred and fifty terawatt-hours of electrical
power annually, which exceeds the power consumption of an entire country with a forty-
five million population. In addition, carbon dioxide emissions (CO2) are estimated to be
sixty-five megatons annually [24–26]. However, the fifth era of blockchain also focuses on
matters such as scalability, economic reliability, security, transparency, and confidentiality.
The economic reliability and stability of such ecosystems create disbelief in companies
towards the integration of blockchain in their business operations model [27,28]. The first
commercial implementation of Blockchain 5.0, to the best of our knowledge, is Relictum
Pro [29] (Figure 9). The key concept of Relictum Pro is the creation of a network that
supports the setup of multiple smart contracts for the execution of transactions, which is
expected to outperform competitor solutions in terms of security.
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Currently, Relictum Pro is being utilized by several organizations on a worldwide scale,
which are focusing on enhancing the features of Blockchain 5.0. This is of great importance
since Blockchain 5.0 is superior to its predecessors for the reasons displayed below:

• User digital transactions are stored in a single system in order to ensure data confiden-
tiality for information related to health care or governance.

• Features of advanced digital technologies, such as AI, are exploited for the creation of
secure and reliable smart contracts in the network.

• Improvement of industrial performance with the implementation of complex projects
with Blockchain 5.0.

3.1. Blockchain and Education

More specifically, the concept of blockchain was coined by Haber and Stornetta, who
presented interesting research back in 1991 on how to timestamp digital documents [29].
Since then, the domain of cryptography has been further elaborated, resulting in the
current form of blockchain [30,31]. Recent investigations have revealed that the modern
industrial world is shifting towards the implementation of the blockchain ecosystem in
an attempt to improve transparency of systems, avoid fraudulent activities, and increase
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visibility [12,32]. Although blockchain technology is not new, it remains in its infancy,
thus there is room for further development of both the techniques (i.e., algorithms) and
the required infrastructure for the seamless integration of such technologies [33]. Several
frameworks based on blockchain are presented in a multitude of fields [34–37]. Specifically,
the applications are related to fields such as security on the Internet of Things (IoT),
smart grids, smart cities, etc. It becomes obvious that this technology can benefit many
different fields by ensuring data integrity and financial transactions. Additionally, the
environment in which higher education institutions (HEIs) operate is more challenging and
competitive. During this digitalization era, HEIs are under increasing pressure to respond to
ongoing economic, political, and social change, including rising student demand in specific
disciplines, embedding workplace attributes in graduates, and ensuring that the quality of
learning programs is both nationally and globally relevant [38]. Furthermore, rising levels
of fraud and corruption involving higher education degrees and credentials decrease trust
levels in the educational system. Thus, a wide range of stakeholders (including academia,
the private and public sectors, government administration, industrial researchers, etc.)
anticipate that HEIs will adapt to the growing regulatory demands for accountability and
transparency [39].

As a result, higher education will inevitably adopt blockchain technology. More specif-
ically, several countries, among them the United States of America and the UK, have already
implemented such platforms in an attempt to facilitate educating personnel and students
about tracking academic progress and achievements [40,41]. Similarly, in a recent analysis
presented in [42], the main areas of contribution of the above-mentioned technology in
higher education are analyzed. The authors in reference [43] have focused on the challenges
arising in the domain of academic credentialing and have also designed a four-layer archi-
tecture in order to evaluate educational credentialing frameworks that have been integrated
with blockchain technology. Similarly, Zhang et al., in 2020 [44], investigated the integration
of blockchain as a medium for improving data management in higher education by taking
advantage of the advanced cryptographic techniques used as well as the decentralization of
authority within the network. Considering the above-mentioned, the following challenges
emerge regarding blockchain integration in higher education:

1. Reduction of costly academic bureaucracy;
2. Laggs in technology adoption;
3. Democratization and automation of higher education.

Towards this direction, Mourtzis et al., in 2020 [45], proposed a framework integrating
blockchain functionalities, aiming at the promotion of collaboration between academia, re-
search organizations, and industrial companies. In the presented framework, the principles
of smart contracts have been adopted in order to enable all stakeholders to create digital
portfolios of their achievements and digitally ensure the integrity of their academic profiles.
One of the key implications of the presented research work is the provision of a framework
for the establishment of a common/shared, and decentralized accreditation system for
academic students, which ensures that their academic work can be easily recognized in the
highly competitive global job market.

3.2. Blockchain and Digital Twin

Under the light of Industry 4.0, nine pillar technologies have been developed and
researched. Among them, simulation as a whole and advanced simulation technologies
and techniques, such as digital twins, have been at the center of attention [46]. Based on the
illustration of the keyword network presented in Figure 10, it can be realized that blockchain
technology is highly intertwined with the pillar technologies of Industry 4.0, including the
digital twin, the Internet of Things (IoT), and Big Data analytics. Alternatively, the “digital
twin,” as an umbrella term for advanced simulation technologies and techniques, is highly
dependent on Big Data analytics and the direct connection of the physical system with its
digital twin. Therefore, new challenges arise regarding the network architecture design
to be adopted for information technology, data inference, privacy, and security, as well as
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trust beyond the physical boundaries of the company. As a result, blockchain technology
can be efficiently implemented along with digital twins to achieve a greater degree of data
security and privacy. Furthermore, due to the decentralized features of the distributed
ledger, stronger bonds (i.e., trust) with the stakeholders of the supply chain network can
be established [47]. In addition, emerging technologies such as blockchain and digital
twins are crucial to the industry 5.0 revolution’s rapid growth and employment [48]. It
is challenging to optimize the network and make the most of scarce resources to enable
secure transmission given the rising number of industrial IoT nodes. A digital twin can
be realized as a closed-loop control system between the physical object and its digital
representation, which is entirely dependent on the constant bilateral data exchange enabled
by the utilization of sensing systems. Sasikumar et al., in 2023 [47], combined a digital
twin with a distributed network (employing blockchain functionalities) in an attempt to
enhance Industrial Internet of Things (IIoT) applications. Among the key contributions of
this research work is the presentation of a Proof of Authority (PoA) trust mechanism for
the Internet of Things (IIoT).
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Inarguably, the global pandemic caused by COVID-19 has stressed not only manufac-
turing systems but also severely affected supply chains. More specifically, through the last
two years, it became more than evident that existing infrastructure and techniques used for
the operation and management of supply chains are fragile, have a low level of flexibility,
and are very susceptible to failure due to external disturbances [49,50]. However, global
production networks as well as global supply networks could benefit from the integration
of blockchain, improving their resilience as a result of increased data access accompanied
by increased privacy and security [51]. Another aspect covered in the above-mentioned
publications is the traceability of products and resources through the information shared
by the distributed ledger [52].

An alternative approach to the integration of blockchain technology in digital twins has
been proposed by Huang et al., in 2020 [53]. Besides the operational strategy of the company,
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it is of equal importance for companies to have better insights throughout the entire lifecycle
of their products. Therefore, with the utilization of blockchain, it becomes evident that
issues regarding data management and storage, access, and sharing can be tackled with
the implementation of a distributed network, the operation of a distributed ledger, and the
application of a consensus mechanism between the different parties involved.

3.3. Data Management and Cybersecurity

Despite the notable technological advances presented in the available literature, the
challenge of cyber-security is still open regarding blockchain implementations [54,55]
(Figure 11). Following the content of the previous section regarding the various consensus
mechanisms, it can be concluded that the implementation of a vulnerable consensus
mechanism can make a system prone to severe cyberattacks (e.g., a 51% attack, a routine
attack, a phishing attack, etc.), thus jeopardizing the operation of the entire blockchain
network [56].
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4. Blockchain in the Era of Society 5.0

Society 5.0 is inherently a technology-driven evolution of Industry 4.0 and the gener-
alization of the upcoming Industry 5.0 (Figure 12). More specifically, three critical areas
are targeted: human centricity, resilience, and sustainability of the systems and networks.
Ultimately, the goal is to create what has been conceived as a super-smart and intelligent so-
ciety. Industry 4.0 has its origins in six technological pillars: the digital society, sustainable
energy, intelligent mobility, healthy living, civil security, and technology at work. These
pillars appeared to have a positive impact on the community. Society 5.0 presumes to
consist of the hunting, the agricultural, the industrial, the information (where they collect
the successive industrial revolutions and the current fourth), and a fifth that integrates the
online with the offline, or what it means, information or cyberspace, with the real physical
world in a sustainable way [57,58].
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The main theme of Industry 4.0 is the digitization and digitalization of manufacturing
and production systems and networks for the creation of insights and intelligence. During
the last decade, an exponential technological advance has been noted, which has laid the
foundations for an entirely new level of automation and the realization of Society 5.0.
The ecosystem known as “Society 5.0” will promote economic, environmental, social, and
political sustainability while putting a strong emphasis on people and the creation of added
value. It is a notion that expands beyond the business model of Industry 4.0 [57,59].

With the integration of technologies introduced in Industry 4.0, such as cloud comput-
ing, IoT, and artificial intelligence, next-generation machine communications can become
a reality. Therefore, challenges in security, connectivity, centralization, lack of latency, lack
of accuracy, hardware capabilities, etc., will emerge [60].

5. Blockchain Integration in Metaverse

The developments and technological advancements presented in the previous para-
graphs in the field of blockchain technology have led many businesses to experiment with
the design and development of proprietary blockchain platforms (Figure 13). The objective
of the metaverse is the provision of a scalable, safe, and user-friendly blockchain platform.
Furthermore, the metaverse also focuses on the creation of digital assets and smart contracts.
Within the metaverse environment, users are provided with the necessary tools required for
the creation and release of digital assets using what is also known as the metaverse Digital
Asset System. Smart contracts, which pose a major theme in blockchain, can be utilized
within the metaverse in order to enable users to easily, safely, and legally transfer digital
assets. The decentralized nature of blockchain aligns well with the metaverse, enabling the
creation and operation of a virtual economy. Especially with the use of various kinds of util-
ity tokens and NFTs (non-fungible tokens). With the use of NFTs, a user’s digital assets can
be shielded from copying and hacking. However, in order to achieve successful integration
of blockchain in the metaverse, the issue of double spending remains an open challenge.
The metaverse originated as a medium for the co-existence of a virtual and physical world.
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Therefore, one challenge emerging is the ability to trade and invest irreplaceable tokens for
real/physical money. Advantages to utilizing the metaverse include the following:

• Investing in financial products and services now has a lower barrier to entry.
• Assisting individuals in monetizing their work and experiences (such as gaming) in

order to compensate for income losses due to inflation and the pandemic.
• Reducing costs and increasing transaction efficiency by eliminating middlemen in

procedures such as money transfers.
• Creating interest from a diverse range of demographic groups outside of the traditional

financial sector and presenting novel concepts and opportunities.
• Managing community-involved and connected projects.
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In the research work of Yang et al., published in 2021 [58], the authors have performed
a comprehensive literature review on the integration of blockchain technology in the
upcoming metaverse. Furthermore, a plethora of applications are provisioned in order to
setup an economic ecosystem within the metaverse, such as applications for office work,
social networking applications, non-fungible token (NFT) marketplaces, etc. Another
aspect that must be further elaborated in the near future is the development of suitable
security and privacy frameworks in the metaverse, which could minimize users’ privacy
violations, identity theft, and/or any other kind of fraudulent activity. Furthermore, another
requirement for future development is the design and development of metaverse-oriented
cryptography mechanisms for privacy preservation.

5.1. Technical Framework for the Blockchain in Metaverse

In the following paragraphs, the most recent and pertinent blockchain-based methods
are investigated, along with their suitability for integration into the metaverse. The methods
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are examined from a technical point of view, covering cornerstone aspects including, among
others: (i) data storage, (ii) collection, (iii) interoperability, (iv) sharing, and (v) privacy
protection framework. Following the presentation and discussion of the above-mentioned
methods, the authors also propose a conceptual framework, which is illustrated in Figure 14.
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5.1.1. Data Acquisition

Data acquisition is a significant process in the ecosystem of the metaverse. Whenever
a user makes financial transactions, it is inevitable that sensitive user information, such as
bank and credit card information, will be shared. Beyond the financial aspect, the users
also share other types of sensitive information, which are prerequisites for the creation
of their digital avatars, namely biometric data and hand gestures [60]. Furthermore, data
acquisition contributes towards the training of AI and ML algorithms that can facilitate
a variety of applications, such as the creation of digital products, the implementation
of automated recommendation systems, the support of decision-making, and metaverse
marketing [61]. As a result, enormous sets of heterogeneous data will be produced in the
metaverse [62]. One of the tools used in the metaverse for data collection will be web
forms filled out by the users. Bots will obtain users’ social security numbers and other
necessary authentication information, including personal information [63]. Additionally,
a high-definition camera will gather data regarding the physical characteristics of the
metaverse users. Finally, the utilization of XR devices will be advantageous to the users
in regards to the exploration of the metaverse. The utilization of such devices will also be
expanded for compiling data regarding user behavior [64].

Challenges of Data Acquisition in the Metaverse

The metaverse will produce vast amounts of unstructured, real-time data through
decentralized applications. Acquiring the vast amounts of data being generated poses
a difficult challenge. Building metaverse applications such as recommender systems will
make data assurance or integrity crucial [65]. The quality of the data may also be impacted
by the acquisition of duplicate and inaccurate data [66].

Blockchain Contribution

The adoption of blockchain technology will make it simpler for applications such
as social networking to acquire real data in the metaverse. The distributed ledger of the
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metaverse will make it possible to trace data in the metaverse and validate transaction
records. Data acquisition is therefore resistant to attacks because the majority of nodes in
the ledger must consent before any changes to the data in the metaverse can be made [67].
All gathered data in the metaverse are validated using a blockchain-specific process that is
driven by consensus mechanisms [68]. The probability of producing a duplicate block is
almost zero, ensuring that there will be no duplication during the data acquisition process.
The data obtained through blockchain-enabled acquisition systems in the metaverse will
be accurate because every block in the blockchain has been authorized [69,70].

Challenge/Limitation

Blockchain transactions may take much longer to complete (e.g., a few days). Conse-
quently, the network has a limited number of users, and transaction fees are higher than
usual [71]. The necessity of copying the data collected in a blockchain along the chain raises
the need for storage. Storage space requirements increase as data collection increases [72].

5.1.2. Data Storage

In a fully implemented metaverse, enormous amounts of data will be produced,
placing a significant burden on the real world’s capacity to process that information. Thus,
data storage will be a significant challenge [64].

Challenges of Data Storage in the Metaverse

In the metaverse, a digital reality coexists with the real world. The metaverse will
produce a vast amount of data as more people enter the virtual worlds, and as a result, huge
amounts of data files will be produced. As soon as the metaverse is fully operational, the
ability of the physical world to store data will be stretched to the breaking point. Therefore,
deploying metaverse applications such as gaming, entertainment, real estate, healthcare,
etc. will present a significant challenge in terms of data storage [70]. The provision of
biometric data, vocal inflections, and vital signs that depend on sensitive data by the
metaverse is put at risk by the high likelihood of data loss [73] and corruption in centralized
applications [74].

Blockchain Contribution

A new block is created for every metaverse transaction [75]. As a result, data are
stored throughout the chain as a copy of the original blocks, increasing data reliability and
transparency in the metaverse [76]. When blockchain technology is used, many blocks will
contribute to data distribution, increasing the amount of data that are available for use
in metaverse applications such as vital monitoring and life support alerts. Data scientists
in the metaverse can collaborate and work on data cleansing thanks to the decentralized
nature of blockchain technology, which drastically reduces the time and costs involved in
labeling data and getting datasets ready for analytics.

Challenge/Limitation

Data in the metaverse will be more able to withstand copying and tampering with
the help of a consensus-based distributed ledger [77]. However, since any new data must
be mirrored eight times throughout the entire chain, more study is needed to address the
latency issue.

5.1.3. Data Sharing

Data exchange in the metaverse will be advantageous to all parties, including scientists
and the public [78]. The metaverse of AR/VR and IoT devices will collect data that
will be used to build personalized systems that respond to users’ behavior. Businesses
will be able to conduct data analytics through the metaverse by sharing information
across applications. Shared data will be used to build products in the metaverse, evaluate
advertising, personalize content, and establish content strategies [74].
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Challenges of Data Sharing in the Metaverse

Due to high data mutability in the conventional sharing environment, there is also
high latency and reduced data availability. In contrast to immutable data, scaling mutable
data is difficult [79]. Numerous applications in the metaverse, including those in healthcare,
traffic optimization, media, and entertainment, will produce vast amounts of data and
operate mostly in real-time. When the demand for real-time data rises in a conventional
data-sharing environment, data flexibility becomes a significant issue.

Blockchain Contribution

Blockchain technology can increase the transparency and accuracy of transactions
in the metaverse for applications such as education and cryptocurrency exchange [80].
Furthermore, the data owner will also have total control over the data. Distributed ledger
technology can also be useful for data audits. Blockchain consequently saves time and
money by reducing the need for data validation [74]. Additionally, flexible data sharing
will be enhanced by smart contracts. Typically, they are used to automate the execution of
an agreement so that all parties can be sure of the result right away. Smart contracts can be
programmed in a variety of ways thanks to blockchain technology [81].

Challenge/Limitation

The number of blocks has to grow along with the number of users in the metaverse,
requiring the use of enormous computing resources [77]. As a result, users will pay a higher
transaction cost for the verification of shared transactions. This problem needs to be solved
by next-generation blockchains so that data can be shared effectively in the metaverse.

5.1.4. Data Interoperability

The main force behind the metaverse will be interoperability. The metaverse will
enable communication and information exchange between a wide range of applications,
including those in finance and healthcare. An identity standard is used to issue the user
a special set of credentials that can be used in any virtual world [74].

Challenges of Data Interoperability in Metaverse

To participate in various realms, people must set up their accounts, avatars, hardware,
and payment infrastructure. There are limited options for a user to move their digital
assets, such as NFT and avatars, to another digital environment [70]. The interconnection
between the virtual worlds will determine the possibility of using an application there.
Applications in the digital world should be able to freely exchange information with one
another, regardless of their location or the technology being used. The ability to manage the
interactions between virtual worlds in an appropriate manner, which is a serious limitation
of the conventional approach, is necessary for metaverse interoperability [82].

Blockchain Contribution

Cross-blockchain technology will make it possible for virtual worlds to communicate,
minimizing the need for intermediaries in the metaverse [83].

Challenge/Limitation

The existence of numerous public blockchains in various virtual worlds that do not
share a common language poses the biggest obstacle to cross-blockchain-enabled metaverse
interoperability. It will be challenging to adapt because different platforms will offer varying
degrees of smart contract capabilities. Furthermore, these virtual worlds use a wide range
of transaction architectures and consensus mechanisms, which limits interoperability [84].

5.1.5. Data Privacy Preservation

Considering that Web 2.0 follows a centralized architecture, it becomes apparent that
data privacy is becoming a concern. However, with the emergence of Web 3.0, the metaverse



Appl. Sci. 2023, 13, 1353 21 of 28

will also become a reality, which can be briefly realized as the co-existence of the physical
world and its digital twin, which will expand the scope and complexity of the Internet. In
the literature, the challenge of how Web 2.0 will affect the defense of personal rights has
not been addressed yet. The above-mentioned challenge is also pertinent to the upcoming
Web 3.0. By extension, the issue of data privacy will become a first-priority challenge.

Privacy Preservation in the Metaverse and the Corresponding Challenges

Personally identifiable information (PII) is a source of concern for protecting the
privacy of personal data. The initial stages of the metaverse ecosystem, where attackers
can deceive users and steal sensitive data, will be challenging to adapt to. Another concern
regarding the metaverse will be the simultaneous management and validation of large
volumes of data [85].

Blockchain Contribution

Third-party intermediaries are prohibited in the blockchain-enabled metaverse from
misusing or obtaining data from other parties. Consequently, with the integration of
blockchain technology in the metaverse, users will gain full control over the access rights
to their sensitive and personal data, thus controlling whenever and how their data are
accessed by third parties [86].

Challenge/Limitation

Similar to the existing challenges of blockchain applications, within the metaverse
environment, human error plays a key role since the security of the blockchain can be
jeopardized. A common example might be the misplacement of a private key, which would
put at great risk the users’ data privacy in the metaverse. Since third-party applications fre-
quently employ insufficient security measures, which compromise personal data, attackers
can easily target them in the metaverse [19]. Thus, there is still fertile ground for further
research into discovering new ways for integrating blockchain technology in the metaverse,
targeting the protection and preservation of user data privacy.

5.2. Blockchain Case Studies in Metaverse

As the number of metaverse platforms grows, so does the number of blockchain case
studies in metaverse that can be found in the literature. In terms of gaming, Illuvium, which
will be released in beta in 2022, is another fantasy role-playing game with a graphically
rich and immersive experience built on the Ethereum blockchain [87]. More specifically,
a summary of typical blockchain use cases in the metaverse can be found in Table 3.

Table 3. Typical Blockchain use cases in Metaverse.

Case Study Advantage Ref.

Data Sharing Verify the data review procedure. [88]
A flexible privacy protection system. [89]

Data Storage High-efficiency access to data. [90]
Identify and fix the storage capacity issue with the blockchain. [91]

Virtual Economy Ecosystem
Support anonymous payment. [92]
Assume machine-to-machine (M2M) and Internet of Things (IoT) payments. [93]
Encourage a transparent environment for system participation. [94]

5.3. Regulatory Challenges Protecting Human Rights in Metaverse

Three regulatory issues in the metaverse era stand out among others [95]:

(1) Privacy regulations;
(2) Copyright laws and regulations;
(3) Mechanisms to enforce regulatory regimes.
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Regarding privacy, it is crucial to remember that public blockchains are truly public,
meaning that everyone can see all transaction histories. While transactions can be made
anonymous (using cryptographic hashes), assets, tokens, and electronic addresses of the
wallets can still be seen. Anytime a specific address is intentionally, unintentionally, or
in some other way connected to a specific person, the entire history of prior transactions
can be made public. Therefore, it is impossible to guarantee the privacy of current or
previous transactions. Despite this, transparency continues to be a valuable asset in the
metaverse because it fosters greater trust among all actors, and there should be a good
trade-off with privacy.

Next, Web 3.0 promises to support the creator economy by securing fair use of assets in
terms of copyright. However, a rather unexpected NFT-related development has reopened
the discussion on content rights in the metaverse. Notably, blockchains were viewed as the
best way to prove the provenance of digital assets, allowing creators to track the use and
sale of their creative works using specific addresses and cryptographic signatures. Anyone
who has created cryptographic signatures, however, is aware that altering even a single bit
in a large file will completely alter the hash. Therefore, a famous NFT would technically
have a completely different asset as a result of an invisible pixel change. Thus, decisions
about originality return to subjective interpretation, which is something we had hoped
blockchains would help us avoid.

The enforceability of regulatory frameworks is another open question. Regulation
violations in the Web 2.0 era were easily addressed: the regulator would issue a notice
against the violating party, such as a specific company. However, since the metaverse is
powered by a blockchain, which is a distributed computing infrastructure that is owned by
millions of people, there is no such company in the Web 3.0 era.

As it regards the ethical challenges of the human-centric metaverse, an open question
is, “What ethical standards and limitations will govern this new cyber-physical metaverse,
where identity will be a fluid concept and regulatory oversight will be weak?”

What are the standards of conduct that society will accept in order to navigate and feel
secure while interacting online? The “internet of senses” and haptic feedback will further
enhance experiences. It has to be stressed that immersion will be much stronger in the
metaverse than it is on the current internet. As such, the possibility of acquiring multiple
identities in the metaverse poses fertile ground for new kinds of conflicts of which we are
not yet aware. Thus, a solution should be to establish an international committee for such
legal issues, similar to the newly established Coordinating Committee for the Governance
of Artificial Intelligence (CCGAI) [96].

5.4. Comparison of Current Paper Versus the State of Knowledge

The contribution of this paper is highlighted in Table 4. Following the literature survey
presented in the previous sections, only a few publications investigate the use of blockchain
for applications in the metaverse. Thus, the impact of blockchain on enabling technologies
is presented in our study, along with a variety of metaverse applications in which the
integration of blockchain technology would improve their effectiveness. Furthermore, the
contribution of this paper extends to the historical evolution of blockchain (timeline) as
well as the integration of blockchain in the era of Society 5.0.

Table 4. Comparison of the contribution of this paper with the pertinent literature.

Topic Current Paper [97] [98] [58] [76] [99] [100]

Blockchain Impact for Metaverse Enablers X
Technical Perspective of Metaverse X X X X

Blockchain as an Enabling Technology for Metaverse X X X X X X X
Applications of Blockchain X X X X X

Timeline of Blockchain Evolution X
Technical Perspective of Adoptable Blockchain Methods X X X

Blockchain for Society 5.0 X
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6. Concluding Remarks and Outlook

In the context of this research work, a literature review has been presented regarding
blockchain integration starting from Industry 4.0 up to Society 5.0 and predictions regarding
the metaverse. More specifically, the center of attention is the integration of cryptocurrency
technologies in the fields of academia, societal aspects, industry, etc. Although so far there
have been identified four blockchain eras, with one more upcoming in the near future, it
has become apparent that blockchain technology is not yet fully developed, and there are
several key issues requiring further elaboration. An important topic that must be covered
in greater depth is the investigation of permissioned versus permissionless blockchains.
As it has become apparent from the available literature, permissionless blockchain has not
yet reached a satisfactory level of maturity in comparison with permissioned blockchain,
which is a result of the different challenges for each of the types discussed above. Since
2019, permissionless blockchains have become widely accepted by society since individual
users can use cryptocurrency in order to pay for goods and services.

Inarguably, the current global environmental and societal instability has led the United
Nations (UN) to create a more sustainable and environmentally friendly future for the next
generations. Consequently, a set of seventeen developmental goals have been discussed
and published under the convention known as Sustainable Development Goals (SDG).
Alternatively, as it has been indicated within the manuscript, blockchain should be further
elaborated in order to become both more sustainable and environmentally friendly. How-
ever, the global community has offered an alternative point of view, which indicates that
blockchain could be used in accordance with the SDGs for the benefit of the global commu-
nity. The technological advancements presented in the previous paragraphs can facilitate
global authorities by offering a framework for decentralized and global coordination and
collective decision-making. Essentially, the need for such a decentralized and globalized
governance model emerges. Therefore, goals have to be agreed upon for ensuring effective
execution, which in this case are the SDGs. These goals must be followed by the objectives
and measures associated with them. To achieve the above-mentioned goals, ownership,
transparency, and accountability are required. To ensure that the objectives are satisfied,
the development of an execution process is necessary. Therefore, without appropriate
governance, execution cannot be guaranteed. On the contrary, with the implementation
of poor governance strategies, the key concepts of blockchain platforms, i.e., democracy,
decentralization, and transparency, are compromised.

Therefore, future research as a result of the presented literature review will be focused
on the design and development of smaller, decentralized networks for key societal aspects.
The aim will be the creation of a "blockchain of blockchains,” which will facilitate unifying
the information exchange between smaller networks and improving the decentralization of
authority in an attempt to further minimize cybersecurity issues in conjunction with the
implementation of state-of-the-art cryptographic algorithms.
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Nomenclature

AI Artificial Intelligence
AR Augmented Reality
DApps Digital Applications
DLT Digital Ledger Technology
DOS Denial Of Service
DPoS Delegated Proof of Stake
HCI Human-Computer Interaction
HEI Higher Education
IoT Internet of things
NFT Non-Fungible Token
NSA National Security Agency
PII Personally Identifiable Information
PoA Proof of Activity
PoA Proof of Authority
PoB Proof of Burn
PoC Proof of Capability
PoET Proof of Elapsed Time
PoH Proof of History
PoI Proof of Importance
PoS Proof of Stake
PoSpace Proof of Space
PoW Proof of Work
RSA Rivest Shamir Adleman
SDG Sustainable Development Goals
SGX Software Guard Extensions
SHA Secure Hash Algorithm
VR Virtual Reality
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